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This edition of NFPA 3000®, Standard for an Active Shooter/Hostile Event Response (ASHER) Program,
was prepared by the Technical Committee on Cross Functional Emergency Preparedness and
Response. It was issued by the Standards Council on December 21, 2023, with an effective date of
January 10, 2024, and supersedes all previous editions.

This document has been amended by one or more Tentative Interim Amendments (TIAs) and/or
Errata that added a new Annex E, renumbered Annex E to F, and added Section F.1.2.8. See “Codes
& Standards” at www.nfpa.org for more information.

This edition of NFPA 3000 was approved as an American National Standard on January 10, 2024.

Origin and Development of NFPA 3000

The first edition of NFPA 3000 was published in 2018 as only the second provisional standard in
the NFPA’s history. At the time there was no consensus standard for the components of a
multidisciplinary program for preparedness, response, and recovery to active shooter and/or hostile
events. In October of 2016 the NFPA received a new project request for the development of the
standard, which was submitted by Chief Otto Drozd of Orange County Fire and Rescue in Florida on
behalf of the International Association of Fire Chiefs. Orange County was one of the departments
that responded to the Pulse nightclub shooting in 2016 in which 49 people were killed and an
additional 58 physically injured.

Over the next 3 months, 103 committee applications and over 100 comments (97 percent
supportive) were submitted supporting the development of the standard. In April 2017, the NFPA
Standards Council formed the Technical Committee on Cross Functional Emergency Preparedness
and Response. This group was made up of a wide swath of representatives from the fire service, law
enforcement, EMS, emergency, management, higher education, and facility management. In
addition to the committee representatives and organizations, there were also several guests and
organizations who, while not committee members, were contributors and participants in the
development of the document. Jeffrey Sarnacki, M. Scott Taylor, Brian Murphy, John Curnutt, Peter
Blair, Dr. Kathryn Floyd, and J. Scott Quirarte contributed significantly to the development of the
document and participated in every meeting. Also the National Lodge of the Fraternal Order of
Police, the National Institute for Standards and Technology, the National Highway Traffic Safety
Administration Office of Emergency Medical Services, the National Sheriff’s Association, the
Advanced Law Enforcement Rapid Response Training Center, the International Association of
College Law Enforcement Administrators, and the International Public Safety Association sent
representatives to each meeting and assisted in the development.

In November 2017, the committee petitioned the Standards Council to expedite the development
and release of NFPA 3000. They cited the increased frequency and severity of active shooter/hostile
events since 1999 and the lack of a standard program. At the time there was an abundance of
guidance material but no accredited consensus standard. In April 2018, the Standards Council
released the first edition of NFPA 3000% (PS), Standard for an Active Shooter/Hostile Event Response
(ASHER) Program.

The 2021 edition of NFPA 3000 marked the first time that the standard went through a full NFPA
document revision cycle. The development of the 2021 edition included a complete review and
revision of the entire content of the document by a technical committee that swelled to over
70 members. NFPA 3000 remained the first and only consensus standard that provided information
for a community’s efforts to prepare for, respond to, and recover from a potential active shooter/
hostile event. In just 2 years, the standard’s revisions reflected a rapidly growing and changing
methodology around these types of events.

NFPA and National Fire Protection Association are registered trademarks of the National Fire Protection Association, Quincy, Massachusetts 02169.
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As an example, the term for reunification and family assistance centers was changed to notification and incident assistance cenlers.
This reflected directly on lessons learned from ASHER incidents that occurred during the development and after the release
of the 2018 edition of NFPA 3000. The new terminology was designed to be more inclusive so that loved ones and those who
are vicarious victims — not only blood relatives — could feel empowered to seek services and information after an event. Also,
the terminology was designed to create a more accurate sense of services provided rather than give a false sense of hope to
someone who is seeking reunification where that may not be an option.

In an effort to continue to promote collaboration and whole-community participation, additional annual exercise
requirements were added to the chapter for responder training to match the chapters for at-risk facilities and health care.
Other sections of the standard were revised for grammar and to better inform the user of the intent of the technical
committee.

The 2024 edition of NFPA 3000 emphasizes the importance of building a coordinated, multidisciplinary ASHER program.

A requirement was added for the appointment of an ASHER program committee to manage the development,
implementation, and maintenance of the program. This will ensure that ASHER program management is a team effort, with
no one individual or organization having sole responsibility.

New requirements were added to define the need for all personnel involved in an ASHER program to meet the training
requirements of the authority having jurisdiction’s (AH]’s) established incident management system (IMS).

Requirements for the establishment of unified command (UC) at all ASHEs were added to ensure that multiple agencies
with jurisdictional authority or functional responsibility can effectively organize and manage their response to a single incident
together, as one team. The UC structure permits all agency representatives to share command responsibilities without affecting
any individual agency’s authority, responsibility, or accountability.

The 2024 edition also emphasizes that the recovery phase is a critical component of the response to an ASHE, not a
separate response, and includes examples of integration under the UC.

A new annex on ASHER program development was added to provide additional resources for agencies, stakeholders,
communities, and any other entities involved in the response to ASHEs as they develop, implement, and sustain an effective
ASHER program.
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to the preparedness, planning and response to cross functional, multi-discipline, and cross
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NFPA codes, standards, recommended practices, and guides (i.e.,
NFPA Standards) are released on scheduled revision cycles. This
edition may be superseded by a later one, or it may be amended
outside of its scheduled revision cycle through the issuance of Tenta-
tive Interim Amendments (TIAs). An official NFPA Standard at any
point in time consists of the current edition of the document, together
with all TIAs and Errata in effect. To verify that this document is the
current edition or to determine if it has been amended by TIAs or
Errata, please consult the National Fire Codes® Subscription Service
or the “List of NFPA Codes & Standards” at www.nfpa.org/docinfo.
In addition to TIAs and Errata, the document information pages also
include the option to sign up for alerts for individual documents and
to be involved in the development of the next edition.

NOTICE: An asterisk (*) following the number or letter
designating a paragraph indicates that explanatory material on
the paragraph can be found in Annex A.

A reference in brackets [ ] following a section or paragraph
indicates material that has been extracted from another NFPA
document. Extracted text may be edited for consistency and
style and may include the revision of internal paragraph refer-
ences and other references as appropriate. Requests for inter-
pretations or revisions of extracted text shall be sent to the
technical committee responsible for the source document.

Information on referenced and extracted publications can
be found in Chapter 2 and Annex F.

Chapter 1 Administration

A 1.1 Scope. The scope of this standard is limited to the neces-
sary functions and actions related to preparedness, response,
and recovery from an active shooter/hostile event (ASHE).

1.2 Purpose. The purpose of this standard is to identify the
program elements necessary to develop, plan, coordinate, eval-
uate, revise, and sustain an ASHER program.

1.2.1 Determining specific policies, tactics, and protocols shall
be the responsibility of the authority having jurisdiction (AHJ).

1.3 Equivalency. Nothing in this standard is intended to
prevent the use of systems, methods, or devices of equivalent or
superior quality, strength, resistance, effectiveness, durability,
and safety over those prescribed by this standard.

1.3.1 Technical documentation shall be submitted to the AHJ
to demonstrate equivalency.

1.4% Application. This standard applies to any community,
AH]J, facility, or member of any organization that prepares for,
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responds to, or assists in recovery from active shooter/hostile
events (ASHEs).

1.4.1* Portions of this standard might not be applicable to
every jurisdiction or entity applying the standard, depending
on their scope of responsibilities.

A 1.4.2* This standard does not apply to the prevention of an
ASHE.

Chapter 2 Referenced Publications

2.1 General. The documents or portions thereof listed in this
chapter are referenced within this standard and shall be
considered part of the requirements of this document.

A 2.2 NFPA Publications. National Fire Protection Association,
1 Batterymarch Park, Quincy, MA 02169-7471.

NFPA 72%, National Fire Alarm and Signaling Code®, 2022
edition.

NFPA 101, Life Safety Code®, 2024 edition.

NFPA 470, Hazardous Materials/Weapons of Mass Destruction
(WMD) Standard for Responders, 2022 edition.

NFPA 1225, Standard for Emergency Services Communications,
2022 edition.

NFPA 1500™, Standard on Fire Department Occupational Safety,
Health, and Wellness Program, 2021 edition.

NFPA 1710, Standard for the Organization and Deployment of Fire
Suppression Operations, Emergency Medical Operations, and Special
Operations to the Public by Career Fire Departments, 2020 edition.

NFPA 1720, Standard for the Organization and Deployment of Fire
Suppression Operations, Emergency Medical Operations, and Special
Operations to the Public by Volunteer Fire Departments, 2020 edition.

A 2.3 Other Publications.

N 2.3.1 G-TECC Publications. Committee for Tactical Emer-
gency Casualty Care, 19309 Winmeade Drive, Suite 420, Lees-
burg, VA 20176-6507.

Tactical Emergency Casualty Care (TECC) Guidelines for First
Responders with a Duty to Act, 2019.

Tactical Emergency Casualty Care (TECC) Guidelines for BLS/ALS
Medical Providers, 2019.

N 2.3.2 DHS Publications. US Department of Homeland Secur-
ity, 2707 Martin Luther King Jr. Ave, SE, Washington, DC
20528-0525.

“Bomb Threat Stand-Off Chart,” accessed March 21, 2023,
www.hsdl.org/?view&did=4506.

N 2.3.3 DOT Publications. US Department of Transportation,
1200 New Jersey Avenue, SE, Washington, DC 20590-0001.

Emergency Response Guidebook, 2020.

N 2.3.4 NENA Publications. National Emergency Number Asso-
ciation, 1700 Diagonal Road, Suite 500, Alexandria, VA
22314-2846.

APCO/NENA 2.105.1, NG9-1-1 Emergency Incident Data Docu-
ment (EDD), APCO International, 2017.
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NENA-STA-004.1.1, Next Generation 9-1-1 (NG9Y-1-1) United
States Civic Location Data Exchange Format (CLDXF) Standard,
2014.

NENA-STA-012.2, Standard for NG9-1-1 Additional Data, 2017.

N 2.3.5 NIJ Publications. US National Institute of Justice, 810
7th Street, NW, Washington, DC 20531-3718.

“Compliant Product Lists: Models that Comply with the NIJ
Standard-0101.06 for Ballistic-Resistance of Body Armor,” Crim-
inal Justice Testing and Evaluation Consortium, accessed
March 21, 2023, www.cjtec.org/compliance-testing-program/
compliant-product-lists.

NIJ Guide-0101.06, Selection and Application Guide to Ballistic-
Resistant Body Armor for Law Enforcement, Corrections and Public
Safety, December 2014.

NIJ Standard-0101.06, Ballistic Resistance of Body Armor, July
2008.

N 2.3.6 Other Publications.

Merriam-Webster's Collegiate Dictionary, 11th edition, Merriam-
Webster, Inc., Springfield, MA, 2020.

A 2.4 References for Extracts in Mandatory Sections.
NFPA 101®, Life Safety Codé®, 2024 edition.

NFPA 731, Standard for the Installation of Premises Securily
Systems, 2023 edition.

NFPA 1225, Standard for Emergency Services Communications,
2022 edition.

NFPA 1500™, Standard on Fire Department Occupational Safety,
Health, and Wellness Program, 2021 edition.

NFPA 1561, Standard on Emergency Services Incident Manage-
ment System and Command Safety, 2020 edition.

NFPA 1660, Standard for Emergency, Continuity, and Crisis
Management: Preparedness, Response, and Recovery, 2024 edition.

Chapter 3 Definitions

A 3.1 General.

N 3.1.1 The definitions contained in this chapter shall apply to
the terms used in this standard.

N 3.1.2 Where terms are not defined in this chapter or within
another chapter, they shall be defined using their ordinarily
accepted meanings within the context in which they are used.

N 3.1.3  Merriam-Webster's Collegiate Dictionary, 11th edition, shall
be the source for the ordinarily accepted meaning.

3.2 NFPA Official Definitions.
3.2.1*% Approved. Acceptable to the authority having jurisdic-

tion.

3.2.2% Authority Having Jurisdiction (AHJ). An organization,
office, or individual responsible for enforcing the requirements
of a code or standard, or for approving equipment, materials,
an installation, or a procedure.

3.2.3% Listed. Equipment, materials, or services included in a
list published by an organization that is acceptable to the

authority having jurisdiction and concerned with evaluation of
products or services, that maintains periodic inspection of
production of listed equipment or materials or periodic evalua-
tion of services, and whose listing states that either the equip-
ment, material, or service meets appropriate designated
standards or has been tested and found suitable for a specified
purpose.

3.2.4 Shall. Indicates a mandatory requirement.

3.2.5 Should. Indicates a recommendation or that which is
advised but not required.

3.2.6 Standard. An NFPA standard, the main text of which
contains only mandatory provisions using the word “shall” to
indicate requirements and that is in a form generally suitable
for mandatory reference by another standard or code or for
adoption into law. Nonmandatory provisions are not to be
considered a part of the requirements of a standard and shall
be located in an appendix, annex, footnote, informational
note, or other means as permitted in the NFPA manuals of
style. When used in a generic sense, such as in the phrases
“standards development process” or “standards development
activities,” the term “standards” includes all NFPA standards,
including codes, standards, recommended practices, and
guides.

3.3 General Definitions.

A 3.3.1* Access and Functional Needs. A person’s additional

needs before, during, and after an incident in functional areas
that might include, but not be limited to, maintaining inde-
pendence, communication, transportation, supervision, and
medical care. [1660, 2024 ]

3.3.2% Active Assailant(s) (AA). One or more individuals
actively engaged in harming, killing, or attempting to kill
people in a populated area by means other than the use of fire-
arms.

3.3.3 Active Shooter(s) (AS). One or more individuals actively
engaged in harming, killing, or attempting to kill people in a
populated area by the use of firearm(s).

3.3.4 Active Shooter/Hostile Event (ASHE). An incident
involving one or more individuals who are or have been
actively engaged in harming, killing, or attempting to Kkill
people in a populated area by means such as firearms, explo-
sives, toxic substances, vehicles, edged weapons, fire, or a
combination thereof.

A 3.3.5 Active Shooter/Hostile Event Response (ASHER). A

response to an ASHE.

3.3.6 Active Shooter/Hostile Event Response (ASHER)
Program. A community-based approach to preparedness, miti-
gation, response, and recovery from an ASHE, including public
and private partnerships, emergency management, the medical
community, emergency responders, and the public.

3.3.7% After Action Report (AAR). A comprehensive docu-
ment to be completed following a review of a planned or spon-
taneous operation to include the actions taken (or failures to
act and omissions) by personnel and involved individuals,
mission results, and any pertinent and relevant information
related to same operation, including lessons learned and any
identified training recommendations.
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N 3.3.8% Armed Security. Persons employed by a private busi-

ness or organization who have statutory authority to carry fire-
arms and use deadly force in the performance of their duties.

3.3.9% Associated Off-Site Operations. Areas of operations
that are directly related to the management of the incident but
are outside the secured incident perimeter.

3.3.10* Ballistic Protective Equipment (BPE). An item of
personal protective equipment (PPE) intended to protect the
wearer from threats that could include ballistic threats, stab-
bing, fragmentation, or blunt force trauma.

3.3.11* Building Sides. A method of identifying locations in
and around a building or structure consistent with the National
Incident Management System (NIMS).

N 3.3.12% Built Environment. The man-made or modified struc-

tures, features, facilities, and recreational spaces viewed collec-
tively as an environment in which people live and work.

A 3.3.13 Casualty. A victim who is injured or killed as a result of

an incident. (See also 3.3.89, Victim.)

3.3.14* Casualty Collection Point (CCP). A temporary loca-
tion used for the gathering, threat-based care, subsequent
medical care, and evacuation of nearby casualties.

3.3.15 Clear. A term used to describe the status of an environ-
ment determined by law enforcement to have no active threat
based on an initial assessment and might or might not be
controlled by law enforcement.

3.3.16*% Cold Zone. An area where there is little or no threat
due to geographic distance from the threat or the area has
been secured by law enforcement.

A 3.3.17 Communications Center. A building or portion of a

building that is specifically configured for the primary purpose
of providing emergency communications services or public
safety answering point (PSAP) services to one or more public
safety agencies under the authority or authorities having juris-
diction [AHJ(s)]. [1225, 2022]

3.3.18*% Community Resiliency Center (CRC). A physical or
virtual place of healing and support that serves as a resource
and referral center for residents, visitors, and responders affec-
ted by an active shooter/hostile event (ASHE).

3.3.19 Competence. Possessing knowledge, skills, and judg-
ment needed to perform indicated objectives.

3.3.20* Complex Coordinated Attack. Synchronized attacks
conducted by one or more independent teams occurring at
multiple locations sequentially or in close succession using
multiple attackers and employing one or more weapon systems.

3.3.21 Concealment. Hidden from observation. Anything that
prevents direct observation from the threat.

3.3.22 Consensus Standard. A standard that has been adop-
ted and promulgated by a nationally recognized and accredited
standards-producing organization under procedures whereby it
can be determined that persons interested and affected by the
scope or provisions of the standard have reached substantial
agreement on its adoption, it was formulated in a manner that
afforded an opportunity for diverse views to be considered, and
it has been designated as such.
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A 3.3.23 Contact Team/Law Enforcement Entry Team. A law

enforcement team tasked with locating the suspect(s) and stop-
ping the threat.

3.3.24 Containment. A law enforcement term that connotes
the establishment of a perimeter to control and isolate move-
ment.

A 3.3.25% Control Zones. The areas at an ASHE within an estab-

lished perimeter that are designated based upon safety and the
degree of hazard.

3.3.26 Coordination. The process of bringing individuals,
stakeholders, and resources from different organizations
together to work integrally and harmoniously in a common
action or effort.

3.3.27 Cover. Anything capable of physically protecting an
individual from the threat(s), such as ballistic rounds and
shrapnel.

N 3.3.28 Direct Victim (Primary Victim). A person identified as

being immediately and directly impacted by an incident.

3.3.29 Emergency Action Plan (EAP). A document to facili-
tate and organize employer and employee actions during work-
place emergencies.

3.3.30 Emergency Operations Center (EOC). The physical or
virtual location where the coordination of information and
resources to support incident management (on-scene opera-
tions) activities.

3.3.31 Emergency Operations Plan (EOP). A document that
assigns responsibility to organizations and individuals, sets
forth lines of authority and organizational relationships,
describes how people and property are protected, identifies
personnel, equipment, facilities, supplies, and other resources,
and reconciles requirements with other jurisdictions. An EOP
includes prevention, preparedness, response, mitigation, and
recovery functions.

3.3.32 Evaluate. The process of assessing or judging the effec-
tiveness or need of an action or course of action within the
training and capabilities of the emergency responder.

3.3.33 Extraction Team/Litter Bearers. Personnel used to
move the injured/uninjured to an area of safety.

3.3.34 Family Assistance Center. See 3.3.45, Incident Assis-
tance Center (IAC).

N 3.3.35*% FBI Victim Specialist. Work directly with US Federal

Bureau of Investigation (FBI) special agents and serve as the
critical link to ensure that victims of crimes investigated by the
FBI are provided their rights and are connected to necessary/
critical support, services, and resources.

N 3.3.36* Fire as a Weapon (FAAW). An attack in which the

perpetrator(s) attempts a violent act in conjunction with the
use of smoke or fire.

3.3.37 Force Protection. Law enforcement or armed security,
as authorized by the AH]J, providing armed protection of other
responders to achieve tactical objectives.

3.3.38% Functional Task Force (FTF). Any combination of
resources, requiring force protection, assembled to meet a
specific tactical need, separate from a rescue task force (RTF).
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3.3.39 Fusion Center. A focal point within the state, region,
and/or major urban area for the receipt, analysis, gathering,
and sharing of threat-related information between the federal
government and state, local, tribal, territorial, and private
sector partners.

3.3.40*% Hazardous Device. An object or tool incorporating
destructive, lethal, noxious, energetic, or incendiary materials
and designed to destroy, incapacitate, harass, or distract.

3.3.41 Health Care Receiving Facilities. Locations that are in
their normal course of business expected to receive ambulance
and emergency patients.

3.3.42 Hospital. A building or portion thereof used on a
24-hour basis for the medical, psychiatric, obstetrical, or surgi-
cal care of four or more inpatients. [101, 2024]

3.3.43* Hot Zone. An area where there is a known hazard or
direct and immediate life threat.

A 3.3.44 Incident Action Plan (IAP). A verbal plan, written plan,

or combination of both that is updated throughout the inci-
dent and reflects the overall incident strategy, tactics, risk
management, and member safety requirements approved by
the incident commander (IC). [1660, 2024 ]

A 3.3.45* Incident Assistance Center (IAC). A physical or virtual

center where victims and their loved ones and families can seek
referrals and victim services established after the immediate
recovery operations have taken place.

3.3.46* Incident Command Post (ICP). A stationary work
location used by the incident commander (IC) or a unified
command (UC) for the purpose of command and control.

3.3.47 Incident Command System (ICS). A specific compo-
nent of an incident management system (IMS) designed to
enable effective and efficient on-scene incident management
by integrating organizational functions, tactical operations,
incident planning, incident logistics, and administrative tasks
within a common organizational structure.

3.3.48 Incident Commander (IC). The individual, regardless
of rank, responsible for all incident activities, including the
development of strategies and tactics and the ordering and the
release of resources.

3.3.49 Incident Management System (IMS). A process that
defines the roles and responsibilities to be assumed by person-
nel and the operating procedures to be used in the manage-
ment and direction of emergency operations to include the
incident command system (ICS), unified command, multi-
agency coordination system, training, and management of
resources.

N 3.3.50* Indirect Victim (Secondary Victim). A person impac-

ted by an incident as a result of their relationship to a direct
victim.
3.3.51%* Individual First Aid Kit (IFAK). A component of the

responder’s personal protective equipment (PPE).

3.3.52 Joint Information Center (JIC). A central location
used to coordinate critical emergency information, crisis
communications, and public affairs functions and to facilitate
operation of the joint information system (JIS).

3.3.53 Joint Information System (JIS). The mechanism to
organize, integrate, and coordinate information to ensure

2024 Edition

timely, accurate, accessible, and consistent messaging across
multiple jurisdictions or disciplines, including private sector
and nongovernment organizations.

N 3.3.54*% Law Enforcement. Public sector employees who are

authorized by law to engage in or supervise the prevention,
detection, investigation, prosecution of, or incarceration of any
person for any violation of law; have statutory powers of arrest;
and are authorized by their agency to carry a firearm.

N 3.3.55 Law Enforcement/Armed Security Rescue. A warm

zone response concept in which law enforcement or private
security, as authorized by the AH]J, forms a team for the
purpose of threat-based care and extraction of victims.

3.3.56* Loading Zone. One or more geographic locations
where transport vehicles are available to load victims.

3.3.57 Logistics. Coordination of a complex operation involv-
ing many people, facilities, or supplies.

A 3.3.58*% Mutual Aid. When agencies and jurisdictions assist

one another on request by furnishing personnel, equipment,
and/or expertise in a specified manner.

3.3.59* National Incident Management System (NIMS). A
system mandated by HSPD-5 that provides a consistent, nation-
wide approach for federal, state, local, and tribal governments;
the private sector; and nongovernmental organizations
(NGOs) to work effectively and efficiently together to prepare
for, respond to, and recover from domestic incidents, regard-
less of cause, size, or complexity. [1561, 2020]

N 3.3.60 No-Entry Zone. Those areas at an incident scene that

no person(s) are allowed to enter, regardless of what personal
protective equipment (PPE) they are wearing due to dangerous
conditions. [1500, 2021]

A 3.3.61* Notification Center. A secure facility in a centralized

location that provides information about injured, missing,
unaccounted for, or deceased persons and initial services for
victims, victims’ loved ones and families, and designated points
of contact.

3.3.62 Patient. A victim receiving medical evaluation or treat-
ment, which can include physical and mental health services.

A 3.3.63*% Personal Protective Equipment (PPE). Equipment

designed and approved to be worn for an identified risk(s) to
minimize exposure to hazards that cause injuries and illnesses.

3.3.64* Plan. Typically any diagram or list of steps with details
of timing and resources, used to achieve an objective to do
something. It is commonly understood as a temporal set of
intended actions through to achieve a goal.

3.3.65 Premises Security System. A system or portion of a
combination system that consists of components and circuits
arranged to monitor or control activity at or access to a protec-
ted premises. [731, 2023 ]

N 3.3.66 Protected Corridor Operations. A warm zone response

concept in which law enforcement or armed security, as author-
ized by the AHJ, forms a secure path through which fire and
EMS responders provide threat-based care and extract victims.

N 3.3.67 Protected Island Operations. A warm zone response

concept in which law enforcement or armed security, as author-
ized by the AHJ, forms a secure perimeter around fire and EMS
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responders in order for them to provide threat-based care until
extraction and egress is available.

3.3.68% Public Access Trauma Kits. These kits are readily
available to the public. They are designed to give the public
access to medical supplies that can be used to address preventa-
ble causes of death due to trauma.

A 3.3.69* Public Information Officer (PIO). An individual(s)
who gathers, verifies, coordinates, and disseminates public
information and enables effective communications with various
target audiences.

3.3.70 Recovery. Continuity of services and support to restore
the equilibrium and meet the needs of the whole community,
affected businesses, and direct or proximate victims who have
been physically, psychologically, or otherwise affected in the
short- or long-term following the incident.

A 3.3.71*% Recovery Coordinator. A person designated for incor-
porating recovery and mitigation considerations into the early
decision-making processes.

N 3.3.72* Rescue Task Force (RTF). A law enforcement or
armed security team, as authorized by the AHJ, and any combi-
nation of fire and EMS personnel that provides threat-based
care and victim extraction in the warm zone.

N 3.3.73 Reunification Area. An area that can be established
within the notification center to help displaced survivors,
including children, to re-establish contact or be reunited with
their family and loved ones after a period of separation.

A 3.3.74 Risk Assessment. The process of threat identification
and the analysis of probabilities, vulnerabilities, and impacts.
(1660, 2024]

3.3.75 Scenario. A sequence or synopsis of actual or imagined
events used in the field or classroom to provide information
necessary to meet student competencies; can be based upon
threat assessment.

3.3.76* Secured. A location that is determined to have no
continuing threat and is controlled by law enforcement.

3.3.77*% Side A (Side Alpha). The front or main entrance/
access to a building and usually the side bearing the building’s
address.

3.3.78* Side B (Side Bravo). The adjacent side of a building
or structure clockwise from Side A.

A 3.3.79* Side C (Side Charlie). The adjacent side of a building
or structure clockwise from Side B.

3.3.80* Side D (Side Delta). The adjacent side of a building
or structure clockwise from Side C.

3.3.81 Specialized Teams. A law enforcement unit or team
responsible for specialized tactics at high-risk incidents; also
known as law enforcement special response team (SRT) or
special weapons and tactics (SWAT).

N 3.3.82% Stakeholder. Any individual, group, or organization
that might affect, be affected by, or perceive itself to be affected
by the emergency or outcome of the program or the program’s
actions. [1660, 2024]

3.3.83% Threat-Based Care. Medical care provided as deter-
mined by the hazard or risk present.
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3.3.84 Treatment Area. Location for the treatment of victims
after extraction and sorting, prior to loading for transport to
definitive care.

3.3.85 Triage. A continuous process of determining the prior-
ity of casualty based upon the severity of their condition and
resources available.

A 3.3.86* Unified Command (UC). An application of the inci-
dent command system (ICS) that allows all stakeholders with
responsibility for an incident or planned event, either
geographical or functional, to manage an incident or planned
event by establishing a common set of incident objectives and
strategies.

3.3.87* Unified Command Post (UCP). The physical location
where the primary tactical level, on-scene unified incident
command functions are performed.

N 3.3.88% Vicarious Trauma (Secondary Trauma). Injury that
can occur for personnel who, as a result of their occupation,
are continuously exposed to traumatic experiences or to the
traumatic experiences of victims of violence or trauma, which
can manifest in cognitive, emotional, physical, spiritual, and
behavioral ways and can increase personal, interpersonal, and
organizational risk.

3.3.89* Victim. A person directly, indirectly, or proximately
harmed by an incident as the result of a criminal offense;
victims can include first responders.

3.3.90* Victim Advocate. Professionals trained to directly
assist victims and families with resources, information,
emotional support, and other services.

3.3.91* Victim Navigator. Serves as the point of contact for
victims and their loved ones and families impacted by an
ASHE.

N 3.3.92*% Victim/Witness Specialist. Works closely with crime
victims and witnesses during criminal investigations and trials.

N 3.3.93 Victim/Witness Specialist (FBI). See 3.3.35, FBI Victim
Specialist.

3.3.94*% Warm Zone. An area where there is the potential for a
hazard or an indirect threat to life.

A 3.3.95% Warm Zone Response Operations Models. The four
warm zone operational tactics that can be employed by an AHJ
for the purposes of integrated medical response to an ASHE.

3.3.95.1 Protected Island Operations. A warm zone response
concept in which law enforcement or armed security, as
authorized by the AHJ, forms a secure perimeter around
fire and EMS responders in order for them to provide
threat-based care until extraction and egress is available.

3.3.96 Witness. A person who has information or evidence
regarding an event or incident.

3.3.97 Witness Interview/Debrief Area. A location where
individuals with knowledge of or involvement in the incident
assemble for interviews.

3.3.98% Zones. Dynamic locations during an incident.
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Chapter 4 ASHER Program Development Process

4.1 Administration.

4.1.1 Scope. This chapter outlines the necessary components
of an active shooter/hostile event response (ASHER) program.

4.1.2 Purpose. This chapter provides organizations including
authority having jurisdictions (AHJs) and stakeholders with a
framework for developing an ASHER program.

N 4.2% ASHER Program Committee. The AHJ shall appoint a

multidisciplinary committee of ASHER organizations and stake-
holders to ensure effective coordination and implementation
of the program.

4.3 ASHER Program Organizational Statement. The organiza-
tion and/or jurisdiction shall maintain a documented policy
that establishes the following:

(1)* Existence of the ASHER program
(2) Services that the ASHER program will provide
(3) List of ASHER program stakeholders
(4) Functions that ASHER program stakeholders are expec-
ted to perform
(5) Risk assessment in accordance with Chapter 5
(6) Planning and coordination in accordance with Chap-
ter 6
(7) Resource management in accordance with Chapter 7
(8) Unified command policies in accordance with Chapter 8
(9) Facility preparedness in accordance with Chapter 9
(10)  Financial management in accordance with Chapter 10
(11)  Pre-, during, and post-event communications procedures
in accordance with Chapter 11 and 17
(12)  First responder and public training programs in accord-
ance with Chapters 12, 13, and 15
(13) Use of personal protective equipment (PPE) in accord-
ance with Chapter 14
(14) Public education in accordance with Chapter 16
(15) Public Information, communications, and media rela-
tions in accordance with Chapters 17 and 20
(16) Continuity of operation in accordance with Chapter 18
(17) Hospital preparedness and response in accordance with
Chapter 19
(18)* Recovery operations, including whole community, busi-
ness continuity, victim services, and after action report-
ing in accordance with Chapter 20

N 4.4% Incident Management System. The ASHER program

shall ensure that all personnel meet the requirements of the
established incident management system (IMS) as determined
by the AHJ.

Chapter 5 Risk Assessment

5.1 Administration.
5.1.1¥ Scope.

5.1.1.1 This chapter applies to those responsible for organiz-
ing, managing, and sustaining an active shooter/hostile event
(ASHE) preparedness, mitigation, response, and recovery
program.

A 5.1.1.2 The chapter provides requirements for assessing

community and facility risks associated with an ASHE.
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5.1.2 Purpose. This chapter provides the requirements for
conducting a community’s and a facility’s risk assessment,
including hazard identification, vulnerability assessment, conse-
quence identification, and risk analysis.

A 5.1.2.1 Risk assessment characterizes the likelihood of, and

the impact associated with, an ASHE.

5.1.2.2 Risk assessment influences all phases of an active
shooter/hostile event response (ASHER) program: prepared-
ness, mitigation, response, and recovery.

5.2 At-Risk Locations.

5.2.1% Atrisk locations shall include places where an ASHE is
capable of causing death, physical injury, psychological harm,
property damage, environmental impact, or system disruptions.

A 5.2.2% Any location shall be considered to be at risk for an

ASHE. However, conducting a risk assessment shall help deter-
mine the level of risk for each specific location.

5.2.2.1 Consideration of atrisk locations or events shall
include but shall not be limited to the following:

(1) Public gatherings
(2) Places and events of national or local significance
(3) The target of credible threats

5.2.2.2 Consideration of the conditions and circumstances in

proximity of the potential incident site shall include the follow-

ing:

(1) Population demographics, including vulnerable groups
and communities or neighborhoods

(2)* Private and public property, including critical facilities,
critical infrastructures, and transportation facilities and
corridors

(3)* Any positions that would provide a tactical advantage

(4) Environmental features or conditions

5.3* Analyzing the Consequences of an Attack. The conse-
quences of an attack shall be analyzed at each identified loca-
tion within the organization/jurisdiction to include potential
impact to human life, property loss, economic impact, and
system disruptions.

5.3.1 Reviews of estimated outcomes shall include the follow-

ing:

(1) Dimensions of the affected area, based on the type and
scope of attack

(2) Likely number and types of impacts within the affected
area, including fatalities and injured individuals, environ-
ment, property, and systems, based on the type and scope
of attack

(3) Likely physical, health, and safety hazards within the
impacted and surrounding areas

(4) Likely outcomes within the area based on exposures
within the areas of impact

5.3.2 Cascading and Complex Coordinated Incidents.

5.3.2.1 Cascading incidents and complex coordinated attacks
shall compound the stresses placed on the response system as a
whole and shall be considered when assessing risk.

5.3.2.2 When evaluating cascading incident potential, each
location shall be viewed as an individual incident within the
context of a larger event.
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5.4* Hazard/Risk Assessment (Probability/Consequence).

5.4.1* Community Risk Assessment. Community risk assess-
ment shall be conducted to determine the probability of an
incident and the consequences of such an attack.

5.4.1.1 Consequences shall be determined by the evaluation
of the assessed risks duration and nature of the event, property
loss, personal injury or loss of life, psychological trauma,
economic loss, interruption of commerce, and environmental
impact.

5.4.1.2 These consequences shall be grouped into the follow-
ing four categories:

(1) Human impacts (civilian and responder injuries, deaths,
or psychological trauma)

(2) Economic impacts (property loss, both direct and indi-
rect effects)

(3) Community impact (public confidence)

(4) Functional impact (continuity of operations)

5.4.2*% Facility/Venue Risk Assessment. For each identified at-
risk location, the following information shall be considered in
the risk assessment and made available to the authority having
jurisdiction (AHJ) to be considered in the community risk
assessment:

(1) Special consideration for occupants/attendees, includ-
ing the following:
(a) Age groups
(b) Access and functional needs
(c) Language barriers
(2) Building/venue property owner or owner representative
(3) Name or other identification of area/facility
(4) Number of occupants/attendees and maximum capacity
(5)* Security capabilities of venue (cameras, security, detec-

tion)
(6) Ingress
(7) Egress

(8) Area accessibility
(9) Public access control
(10)  Facility/area use
(11) Fire alarm systems and mass notification systems consis-
tent with NFPA 72
(12) Existence of fire protection systems
(13)* Building construction type and protective features
(14) Availability of building/venue map and/or site plan
(15) Threatrelated intelligence
(16) Distance to and capabilities of medical facilities
(17) Nearby structures
(18) Seasonal weather conditions
(19)* Emergency responder accessibility
(20)* Onsite medical or trauma equipment
(21)* Integrated response plan
(22) Other relevant information

5.4.3 Prioritizing Community Vulnerability.

5.4.3.1 Factors used to prioritize the need for individual
facility risk assessment shall include, but are not limited to, the
following:

(1) High occupancy
(2) Easy access
(3) Public profile
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(4) Known target or previous threats (known political and
religious affiliation)
(5) Potential for significant public impact

5.4.3.2 Once risk assessment is complete, target hazards shall
be ranked based on probability and consequence.

5.4.4% Geographic-Based Analysis. A geographic information
system (GIS) provides layers of information that shall be used
to map locations and assess potential impact, which allows plan-
ners to identify the relationships between the hazards, predict
outcomes, visualize scenarios, and plan strategies.

Chapter 6 Planning/Coordination

6.1 Administration.

6.1.1 Scope. This chapter establishes the planning process for
those jurisdictions or organizations responsible for developing,
managing, and sustaining an active shooter/hostile event
response (ASHER) program.

6.1.1.1 Plans shall be flexible and adjusted to address emerg-
ing and evolving risks, threats, and changes in operational or
organizational conditions.

6.1.2% Purpose. This chapter addresses emergency operations
plans (EOPs), standard operating procedures (SOPs), standard
operating guidelines (SOGs), and pre-incident plans for the
safe, effective response to an active shooter/hostile event
(ASHE).

6.2% Plan Development. The authority having jurisdiction
(AHJ) shall establish an ASHER plan organized in a logical
framework based on its resource capabilities and current risk
assessment as referenced in Chapter 5.

6.2.1*% Multi-agency and multidiscipline relationships shall be
established for the development of plans, risk assessments,
mutual aid agreements, and memorandums of understanding

(MOU).

6.2.2 As part of an ASHER program, jurisdictions or organiza-
tions shall conduct a resource analysis.

6.2.2.1 This analysis shall include at a minimum the following:

(1) Review of minimum standards for responder competen-
cies

(2) Current resource capabilities

(3) Mutual-aid and other agreements that are already in

place

(4) Gaps between minimum standards and current capabili-
ties

(5) Capabilities required to address needs identified in gap
assessment

(6) Technologies, both in the built environment and
response, that are available to responders

6.2.3 The AHJ shall utilize a formal process to ensure that
plans are developed, maintained, updated, tested, and activa-
ted, including at a minimum the following:

(1) A needs or gap assessment
(2) Plan development

(3) Implementation

(4) Evaluation
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6.2.4% The AHJ’s planning team shall perform a needs or gap
assessment of resources necessary to meet the mission identi-
fied in the plan.

6.2.5 Plans shall address coordination among agencies,
including the at a minimum the following:

(1) Resource management

(2) Staffing requirements

(3) Integrated training with other disciplines

(4) Health and medical issues, including responder behavio-
ral health

(5) Financial responsibilities and management

(6) Recovery and restoration

6.2.6% Plans shall provide a starting point for multi-agency
multidisciplinary operations.

6.3* Emergency Operations Plans. Local jurisdictions shall
have an EOP with guidance for preparedness, mitigation,
response, and recovery for ASHEs.

6.4* SOP Planning Components. SOPs shall be built around
relevant core capabilities as identified by the EOP.

A 6.4.1 Local jurisdictions shall develop SOPs.

6.4.2% SOPs shall be developed as part of the ASHER program
for the following:

(1) Personal safety

(2) Response consistency

(3) Inform response actions

(4) Decision making

(5) Coordination and interoperability with other agencies
and organizations

(6) Unified incident management

(7) Authentication of credentials

A 6.5 Post-Incident Procedures. An ASHER program shall have

procedures for specific processes that shall be followed after an
ASHE.

6.5.1 Each participating entity shall conduct an operations
debrief.

6.5.2 Post-incident procedures shall include a plan for demo-
bilization.

6.5.3% Post-incident procedural steps shall include a plan for
restoring units and personnel to operational readiness.

6.5.4% A formalized debriefing and the generation of an after
action report (AAR) shall be completed and include input
from all participating entities.

6.5.5 Jurisdictions and organizations shall implement and
integrate AAR recommendations in plan(s) as practical.

6.6 Incident Management. An ASHER program shall have an
incident management structure that is consistent with the
established incident management system (IMS). (See A.4.4.)

6.7 Active Shooter/Hostile Event Response Guideline.

A 6.7.1 Guidelines for response to an incident involving an

ASHE shall be based on available resources, trained personnel,
and capabilities necessary to perform assigned tasks.
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6.7.2% As part of the ASHER program, the AHJ shall develop
guidelines, procedures, or both that outline but are not limited
to the following:

(1) Unified strategic objectives
(2) Unified tactical considerations
(3) Interoperability among resources
(4) Resource needs
(5) Dispatch and notification procedures
(6) Public safety telecommunicator pre-arrival instructions
(7) Staging management to avoid over-convergence
(8) Predetermined mutual aid requests
(9) Responder credentials
(10) Emergency operation center activation guideline
(11)* Civilian action response and reaction plan
(12) Personnel recall
(13) Incident stabilization
(14) Information sharing
(15) Considerations for those with access and functional
needs
(16) Family or loved ones notification
(17) Victim and survivor assistance
(18) Public information and media management
(19) Transition to recovery
(20) Incident assistance center

6.8*% Operational Security. Operational security (OPSEC)
shall be an integral element of the organization/jurisdiction
preparedness program.

6.9 Information and Intelligence Sharing.

6.9.1% The AHJs shall develop and maintain relationships that
help facilitate intelligence and information sharing, including
formal relationships with government fusion centers, local/
regional/tribal/state offices of emergency management, and
law enforcement/fire/emergency medical services (EMS) part-
ners to coordinate response plans consistent with current
threats.

6.9.2 AH]Js shall develop programs and plans that utilize social
media for the purpose of intelligence gathering, evidence
collection, or information distribution.

Chapter 7 Resource Management

7.1* Administration.

7.1.1 Scope. This chapter provides requirements for develop-
ing a resource management plan to ensure that required
resources are available to meet program objectives.

7.1.2 Purpose. This chapter addresses needed resources to
enhance efficient and effective response to active shooter/
hostile events (ASHEs) while reducing risk.

7.2 Personnel. The authority having jurisdiction (AHJ) shall
have tools, systems, policy, and procedures in place for the
tracking of personnel.

7.2.1 The AHJs and responsible parties shall create necessary
personnel policies and procedures.
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7.2.2 The AHJs shall determine the appropriate personnel
required to meet the needs of the active shooter/hostile event
response (ASHER) program.

7.3* Mutual Aid. In order to supplement operations at an
existing emergency incident, the AHJ shall coordinate with
local response and emergency management agencies and have
knowledge of the following, at a minimum:

(1) Relevant mutual aid assistance agreements
(2) Existing mutual aid systems

(3) Available mutual aid resources

(4) Automatic aid

7.4% Logistics and Records Management. The AH]J shall have
knowledge of logistical resources and maintain a system to
acquire resources as needed and available.

7.4.1 AHJs shall ensure they have a logistics plan in place to
support the resource requirements of their ASHER program.

7.4.2 The AHJ shall establish a thorough and complete
resource record-keeping system to ensure that supply manage-
ment is documented and recorded.

Chapter 8 Incident Management

8.1 Administration.

8.1.1 Scope. This chapter provides requirements for incident
management on a command level to ensure that incidents are
managed in a unified and organized manner in accordance
with all local, state, tribal, and federal requirements.

8.1.2*% Purpose. This chapter addresses incident management
requirements for the safe, efficient, and effective response to
active shooter/hostile events (ASHEs).

8.2 Application of Unified Command.

8.2.1*% Unified command (UC) shall be used at all multidisci-
plinary emergency incidents where the integration of emer-
gency response disciplines or resources is necessary to meet the
incident objectives.

8.2.2 UC shall be applied to drills, exercises, pre-planned
events, and other situations that involve hazards similar to
those encountered at actual emergency incidents.

8.2.3 UC shall be responsible for the overall management of
the incident and the safety of all members involved.

8.2.3.1* The UC shall be organized so that participating agen-
cies share the responsibility to develop the incident action plan
(IAP) and coordinate the strategic objectives for each func-
tional area of command authority.

8.2.3.2 The goals of UC shall be the following:

(1) Life safety

(2) Incident stabilization

(3) Resource and property conservation
(4) Initiate the recovery phase

A 8.2.3.3 To accomplish the goals listed in 8.2.3.2, UC shall do

the following:

(1) Recognize the presence of the incident, conduct an eval-
uation, and respond to the threat(s)

(2) Provide for the safety of victims, bystanders, the
community, and response personnel
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(3) Maintain situational awareness, which includes an ongo-
ing risk assessment

(4) Initiate, maintain, and control incident communications
and joint information sharing

(5)* Develop an overall strategy and IAP, which includes
managing resources, maintaining an effective span of
control, and maintaining direct supervision over the
entire incident and functional groups or geographical
divisions

(6) Ensure personnel resource assignments, logistics, and
accountability

(7) Review, evaluate, and revise the IAP as required

(8) Initiate an incident communications plan

(9) Coordinate public information

(10) Maintain, transfer, and terminate command

8.3 Incident Size-Up. A size-up shall be conducted initially
and followed by an ongoing dynamic risk assessment through-
out the incident.

8.3.1* The elements of size-up shall include but not be limited
to the following:

(1) Major incident notification as classified by the authority
having jurisdiction (AHJ) in the active shooter/hostile
event response (ASHER) program

(2)* Specific location and characteristics

(3) Type of incident

(4) Known hazards and the number of potential assailants
and their location

(5) Access and staging for incoming units

(6) Approximate number of victims

(7) Additional resources needed

8.4* Establishing Unified Command. The AH]J for the ASHER
program’s agencies shall establish practices to ensure early
implementation of UC.

8.4.1*% UC shall be established and maintained in accordance
with the established incident management system (IMS).

8.4.2 UC shall be comprised of the following essential disci-
plines, if applicable:

(1) Fire

(2) EMS

(3) Law enforcement

(4) Emergency management

(5) Recovery and victim support specialists

(6)* Additional participating or coordinating agencies as
dictated by the needs of the incident

8.4.3 Each discipline shall evaluate the incident from their
perspective, and these independent evaluations shall be
combined to form an IAP.

8.4.3.1 This coordinated response shall include each disci-
pline required to achieve the desired outcome of managing the
incident.

8.4.3.2 This coordinated response shall be an ongoing process
until such time as the incident is concluded.

8.4.4 As an incident evolves in size and complexity, UC shall
divide the incident into functional or geographical level
components, or both, as necessary.

N 8.4.4.1*% Personnel responsible for the accountability and
management of traditional and nontraditional response organ-
ization resources at an ASHE shall be trained in the AH]J’s IMS.
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8.5 Transfer of Command. The transfer of command shall
not eliminate the need for UC to remain co-located for the
duration of the incident.

8.6 Incident Stabilization. The need for UC shall be dictated
by the incident objectives and personnel responsibilities, and it
is likely to extend beyond the emergency response phase of the
incident.

A 8.6.1 After incident stabilization, incident management shall
transition to recovery phases as detailed in Chapter 20.

A 8.6.2 Each ASHE shall be considered a crime scene.

8.6.2.1 All personnel shall refrain from unnecessarily disrupt-
ing any part of the incident scene.

8.6.2.2 Evidence preservation, victim and witness identifica-
tion, and overall scene preservation shall be primary considera-
tions after life safety objectives have been met.

A 8.7*% After Action Reports. AHJs that have experienced an
ASHE shall complete an after action report (AAR) of the event.

A 8.7.1 The completed AAR shall be shared with all parties
involved with the response to the ASHE.

8.7.2 Special consideration shall be given to updating ASHER
program training, policies, and documents to reflect an
improvement plan as part of the AAR.

Chapter 9 Facility Preparedness

9.1 Administration.

9.1.1%¥ Scope. The scope of this chapter provides require-
ments for facility preparedness and planning for onsite active
shooter/hostile events (ASHEs).

A 9.1.2% Application. This chapter shall apply to facilities at risk
for an ASHE as determined by the authority having jurisdiction
(AH]).

9.2 Facility and Occupancy Characteristics. Facility prepared-
ness shall consider the following attributes:

(1) The number of occupants

(2)* The way(s) in which the access and functional needs of
the occupants affect their ability to comprehend and
physically respond to instructions in order to evacuate,
relocate, or secure in place

(3)* Internal staff response and assistance to include threat
recognition and threat reaction procedures and training

(4) External notification systems

(5) The number, location, and contents of public access
trauma kits

(6)* Building construction type and protective features

(7)* A means to provide access into or within a structure or
area to all first responders

(8)* Physical security

(9)* Facility internal notification and signaling systems
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(10) Signage

(11)* Emergency communications equipment

(12) Surrounding areas and possible relocation resources

(13) A system to support the AH]J’s efforts to conduct notifica-
tion of family and loved ones

()
A 9.3* Emergency Action Plans.

A 9.3.1* Emergency action plans (EAPs) for an ASHE shall
include guidelines and procedures to maximize life safety and
include the following criteria, at a minimum:

(1)* Facility assessment to support preparedness, protective
actions, and communications

(2) Communications plan

(3) Alert and warning plans

(4) Personal emergency preparedness training for protective
and medical actions for individuals to take before,
during, and after an ASHE

Multi-option procedures for occupant protection or
defense

A 9.3.2 The plan for an ASHE shall include the location and
identification of lockable spaces and rooms as well as the loca-
tions of exits that lead directly outdoors or to a stairwell.

A 9.3.3 The plan for an ASHE shall include procedures for lock-
ing doors from inside designated areas.

A 9.3.3.1* The plan for an ASHE shall include the use of physi-
cal security capabilities identified in the risk assessment in
Chapter 5.

(5)*

9.3.3.2 Plans and procedures for doors for areas designated in
9.3.3 shall comply with locking, unlocking, and unlatching
requirements of NFPA 101.

A 9.3.3.3 The procedures for unlocking doors from outside
designated areas shall be included in the plan.

9.3.4 Means of egress and escape shall comply with the
requirements of NFPA 101.

9.3.5 Facilities shall make emergency action plans available to
the AH]J.

9.4 Notification.
9.4.1 Occupant notification shall be made in a timely manner.

9.4.2% The signaling and messaging process or procedure
shall be designed to be readily distinguishable from the fire
alarm signals.

9.5% Exercise. Owners and operators of an individual build-
ing shall exercise their ASHER program not less than once
annually.

9.5.1¥ The AH]J shall be notified of an exercise.

9.5.2*% Organizations with multiple buildings on a single
campus shall exercise their ASHER program not less than once
annually.
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Chapter 10 Financial Management

10.1 Administration.

10.1.1 Scope. This chapter applies to those organizations or
jurisdictions responsible for organizing, managing, and sustain-
ing an active shooter/hostile event response (ASHER)
program and provides guidance for managing financial
elements of the program.

10.1.2* Purpose. This chapter addresses revenue sources,
program costs, inventory control, and cost recovery issues to
underscore the importance of funding an ASHER program

10.2 Documentation and Management Policy.

10.2.1 The ASHER program shall have a comprehensive,
documented, and consistently maintained financial manage-
ment policy maintained by the authority having jurisdiction
(AH]J).

A 10.2.1.1 The AHJ shall ensure memorandums of understand-

ing (MOUs) are in place and address the ASHER program's
needs.

10.3* Revenue Sources. AH]Js shall utilize multiple revenue
sources for ASHER programs, if needed.

10.3.1 Operating Budgets. The AHJs with management
responsibility for an ASHER program shall ensure they are
aware of the applicable financial management policy in accord-
ance with Section 10.2.

10.4* Program Costs. An ASHER program budget shall be
categorized by applicable cost centers.

10.5% Cost Recovery. The AH]J shall identify opportunities for
cost recovery for ASHER programs, response, and recovery.

Chapter 11 Communications Center Support

11.1 Administration.

11.1.1 Scope. Communications centers support, manage, and
receive emergency requests for services and gather and relay
information as appropriate during an active shooter/hostile
event (ASHE).

11.1.2 Purpose. This chapter provides requirements in order
for communications centers to be able to meet the mission of
supporting, managing, gathering, and relaying information
during an ASHE.

11.2* Communication Center Coordination.

11.2.1 Communication centers shall incorporate first
responder ASHER goals and objectives into center operations.

A 11.2.2 AHJs shall ensure that emergency communications
centers have plans and procedures in place including, but not
limited to, the following:

(1) Ability to communicate effectively with each of the
dispatched responding units/personnel

(2) Rollover plans for 9-1-1 and emergency calls to other
emergency communication centers

(3) Ability for backup/rollover agencies to share information
with partner agencies

(4) Interoperable radio communications between emergency
communications centers
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(5) Effective staffing, including emergency call in for staffing
(6) Effective processing of peak emergency call volume
(7) Use of common terminology for a multi-agency response

11.2.3* Communications personnel shall participate in
ASHER program training and exercises on an annual basis at a
minimum.

11.3* Communication Relationships. The comprehensive
communication plan shall describe and define the communica-
tion relationships between all AHJs.

11.4* Communication and Dispatch Systems. Communica-
tions and dispatch systems shall follow the requirements of
NFPA 1221 (as incorporated in NFPA 1225).

A 11.4.1* In planning and preparing for ASHEs, authorities
having jurisdiction (AHJs) shall ensure they plan for sufficient
emergency communications and dispatch capabilities to
manage the ASHE.

A 11.4.2%¥ Communications center personnel handling an ASHE
shall follow the requirements of NFPA 1061 (as incorporated in
NFPA 1225) regardless of their physical location.

A 11.5* Data and Information Management Data and informa-
tion management shall follow NENA-STA-012.2, NENA-
STA-004.1.1, and APCO/NENA 2.105.1.

A 11.6 Essential Data Elements. AH]Js shall create or maintain
mechanisms to capture specific data elements to be included in
after action reports (AARs) and used to improve program
plans.

11.6.1 AH]Js shall identify and measure predetermined
response and victim care benchmarks to evaluate performance
and track improvement for future incidents.

11.6.1.1 These benchmarks shall include the following at a
minimum:
(1) Elapsed time until the first law enforcement unit is on
scene
(2) Elapsed time until unified command is established
(3) Elapsed time until the first contact team is deployed
(4) Elapsed time until the threat(s) is stopped
(5) Elapsed time until the first integrated response team is
assembled, if applicable
(6) Elapsed time until the first and subsequent integrated
response teams are deployed
(7) Elapsed time until the establishment of warm zone care
of victims
(8) Receipt of appropriate deployment guidance for integra-
ted response teams from unified command
(9) Elapsed time until contact with the first victim
(10) Elapsed time until the last victim is contacted
(11) Performance of essential victim care procedures, such as
tourniquet application
(12) Elapsed time until the first victim is evacuated
(13) Elapsed time until the last victim is evacuated
(14) Elapsed time until the first victim arrives at the hospital
(15) Elapsed time until the last victim arrives at the hospital

11.6.1.2 Additional measures to evaluate the intended goals
and functions of each element of response shall include the
following at a minimum:

(I)  Command and control
(2) Contact team
(3) Integrated response teams
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11.7 Operability.

11.7.1* The communications system shall allow for radio
communications between all public safety personnel within the
confines of standard operating procedures (SOP) and standard
operating guidelines (SOG).

11.7.2 If communication system interoperability is not imme-
diately available, the communication center shall ensure that
the locations for incident command and other functional
elements — staging, tactical, or triage — are relayed to all
responding resources.

11.8* Preplanned Response Packages. Preplanned response
packages consisting of the appropriate effective response force
shall be dispatched to suspected ASHEs.

11.8.1 Communications centers shall be guided by incident
command and SOPs or SOGs regarding the assignment of
additional resources to ASHEs.

A 11.8.2 Communication centers shall ensure appropriate levels
of coverage and response for other calls for service occurring
outside of the active ASHE.

A Chapter 12 Competencies for Law Enforcement

12.1 Administration.

A 12.1.1 Scope. This chapter applies to law enforcement who
could find themselves responding to an active shooter/hostile
event (ASHE) in the course of their duties.

A 12.1.2 Purpose. The purpose of the competencies in this
chapter is to provide law enforcement who in the course of
their duties could encounter ASHEs with the knowledge and
skills to respond effectively and efficiently in an integrated
manner.

12.1.3 Competencies and Tasks.

A 12.1.3.1* Law enforcement shall be trained in active shooter/
hostile event response (ASHER) in accordance with an estab-
lished agency policy, including, but is not limited to, the follow-
ing:

(1)  Unified command (UC) structure
(2) Tasks
(3) Competencies

A 12.1.3.2 Law enforcement shall receive training to meet appli-
cable governmental regulations according to federal, state, and
local standards.

A 12.1.3.3* Law enforcement shall have knowledge of a threat-
based system of medical care that is consistent with the author-
ity having jurisdiction’s (AH]J’s) policies and procedures.

Chapter 13 Competencies for Fire and EMS Personnel

13.1 Administration.

13.1.1*% Scope. This chapter shall apply to all fire and emer-
gency medical services (EMS) personnel who in course of their
duties could find themselves responding to an active shooter/
hostile event (ASHE).
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13.1.2 Purpose. The purpose of this chapter is to provide fire
and EMS personnel with the knowledge and skills to respond
effectively and efficiently in an integrated manner to ASHEs.

13.1.3 Introduction.

A 13.1.3.1 Fire and EMS responders shall be defined as person-
nel who in the course of their duties encounter an emergency
involving an ASHE. Fire and EMS responders are expected to
protect themselves, call for other trained personnel, and
provide triage, rapid medical intervention, and transport of the
sick and injured.

13.1.3.2 Fire and EMS personnel shall be trained to meet all
competencies defined in Section 13.3.

13.1.3.3 Fire and EMS responders shall receive additional
training to meet applicable federal, state, local, tribal, and
provincial occupational health and safety regulations, scope of
practice, and protocol.

13.1.4 Goal.

13.1.4.1 The goal of the competencies in Section 13.3 shall be
to provide fire and EMS personnel who encounter ASHEs with
the knowledge and skills to respond in an integrated manner
with law enforcement.

13.1.4.2 All personnel, as part of their minimum competen-
cies, shall understand the concepts and requirements of the
active shooter/hostile event response (ASHER) hot, warm, and
cold zones.

13.2 Threat-Based Care.

13.2.1 Fire and EMS personnel shall have knowledge of a
system where the medical care provided is determined by the
hazard or risk that is present.

A 13.2.2 The system of care used to provide medical aid to self
and others, including emergency patient care, at a2 minimum
shall be in accordance with the Tactical Emergency Casualty Care
(TECC) Guidelines for First Responders with a Duty to Act and Tacti-
cal Emergency Casualty Care (TECC) Guidelines for BLS/ALS Medi-

cal Providers.
13.3 Tasks.
13.3.1 Hot Zone Tasks.

13.3.1.1¥ Personnel shall not operate in the hot zone without
the proper training, personal protective equipment (PPE), and
equipment to address the hazards that they could encounter.

13.3.1.2 Fire and EMS personnel who are not part of a special-
ized team, who find themselves unexpectedly in a hot zone,
shall be able to perform the following tasks:

(1) Recognize the zone(s) delineation has changed and
communicate same as appropriate

(2) Take measures to evacuate, defend, or engage in order to
minimize injury and harm

(3) Provide threat-based care

13.3.2 Warm Zone Tasks. Fire and EMS personnel who are
not part of a specialized team and who are assigned to operate
in a warm zone shall be able to perform the following tasks:

(1) Communicate the following:

(a) Determine the potential number and location of
casualties.
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(b) Locate a casualty collection point (CCP) or multiple
CCPs.
(c) Identify additional resources required.

(2) Constantly evaluate the scene for emerging or re-
emerging threats and recognize conditions that could
cause the zone to change from warm to hot.

(3) Conduct an evaluation and take measures to ensure
personal safety as listed in 13.3.1.2.

(4) Provide threat-based triage and care.

13.3.3 Cold Zone Tasks. Fire and EMS personnel who are
assigned to operate in a cold zone shall be able to perform the
following tasks:

(1)  Operate within the unified command (UC) system.

(2) Evaluate the scene for emerging or re-emerging threats
and recognize conditions that could cause the zone to
change from cold to warm or hot.

(8) Evaluate the scene for threats and take measures to
ensure personal safety as listed in 13.3.1.2.

(4) Provide appropriate care.

(5)* Triage, treat, and transport victims.

(6) Support associated off-site operations as directed by UC.

N 13.3.4*% No-Entry Zones Tasks. Where a no-entry zone is

designated, no personnel shall enter regardless of PPE.
[1500:8.7.4.4.1]

A 13.3.5 Associated Off-Site Operations Tasks. Fire and EMS

personnel who are assigned to operate in areas of associated
off-site operations shall be able to perform the following tasks:

(1) Provide services as requested by UC that are within their
scope of practice and training

(2) Respond to off-site locations for any fire and EMS needs

(3) Participate in UC

(4) Support recovery efforts, victim assistance, and reunifica-
tion/notification

(5) Recognize conditions that cause the zone to change to
hot, conduct an evaluation, and take measures to ensure
personal safety as listed in 13.3.1.2

13.4 Competencies.

A 13.4.1 Competencies for Fire and EMS Personnel.

13.4.1.1 Fire and EMS personnel shall receive training
commensurate with the tasks listed in Section 13.3.

A 13.4.1.2 Fire and EMS personnel shall have knowledge of

local/regional plans, policies, and procedures, including, but
not limited to, the following:

(1) Major incident notification procedures
(2) Available resources
(8) Procedures for activating the local ASHER plan
(4) Communications plan and procedures
(5) Hospital interface communications and procedures
(6) “Mayday” or emergency assist procedure
(7) Procedures for checking into the incident with UC for
accountability and assignment
(8) Procedures on threat-based care
(9) The use of specific or specialized equipment or tools
that could be required to access victims
(10) Procedures for designating control zones
(11) Patient distribution plans and procedures
(12) Available medical supplies and resources and their
appropriate and prescribed uses within the adopted
scope of practice
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(13) PPE and ballistic protective equipment (BPE) and their
appropriate and prescribed uses

(14) Policies and procedures for operating with responders
from partner agencies and jurisdictions

(15) Participate as part of a functional task force, based on
incident needs, function, and capability

(16) Warm zone care and rescue concepts, including, but not
limited to, the following:

(a) Rescue task force (RTF)
(b) Law enforcement rescue teams
(c) Protected island operations
(d) Protected corridor operations
(17) Local law enforcement interface procedures and
techniques
(18) Vehicle positioning and staging plan
(19) Identification methods to identify responders and roles
(20) Recognize and report known or suspected hazards
(21) Transition to recovery procedures
(22)* Situational risk-benefit analysis

A 13.4.2 Competencies for Vehicle as a Weapon Incidents. Fire

and EMS personnel shall have knowledge of the following in
addition to 13.3.1.2:

(1) Local integrated response procedures necessary to effi-
ciently mitigate this threat

(2) Potential vehicle-borne improvised explosive device
(VBIED) identification

(3) Chemical, biological, radiological, nuclear, and explosive
(CBRNE) operations and awareness

(4) Building and vehicle stabilization

(5) Vehicle extrication and casualty removal

A 13.4.3* Competencies for IED Incidents. Fire and EMS

personnel shall have knowledge of the following in addition to
13.3.1.2:

(1) Local integrated response procedures necessary to effi-
ciently and effectively mitigate this threat

(2) Blast effects and associated injuries

(3) Recognition and awareness of hazardous devices and
operational considerations

(4) Local procedures for the deployment and positioning of
vehicles

(5) Evacuation distance using the Emergency Response Guide-
book for IED safe stand-off distance and/or the DHS
“Bomb Threat Stand-Off Chart”

(6) Local post-blast transition to fire event/structural collapse
response procedures

A 13.4.4 Competencies for Fire as a Weapon Incidents. Fire and

EMS personnel shall have knowledge of the following in addi-
tion to 13.3.1.2:

(1) Local integrated response procedures or capabilities
necessary to mitigate the threat efficiently and effectively

(2) Fireground operations consistent with NFPA 1710 and
NFPA 1720 depending on role (e.g., fire vs. EMS-only
responders)

(3) Recognition and awareness of hazardous devices and
operational considerations

(4) AHJ's requirements for incidents with fire as a weapon
(FAAW)
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A 13.4.5 Competencies for Immediately Dangerous to Life and
Health (IDLH) Atmospheres.

13.4.5.1 Fire and EMS personnel shall have knowledge of the
following in addition to 13.3.1.2:

1)
(2)
(3)
(4)
(5)

(6)
(7)*

Local integrated response procedures necessary to effi-
ciently and effectively mitigate this threat

Proper use of PPE, to include respiratory protection, for
the hazard that will be encountered

“Mayday” or emergency assist procedures

Rapid intervention crew procedures

The hazardous atmosphere and the characteristics of the
chemical

Signs and symptoms of exposure

Decontamination procedures

A 13.4.5.2 When operating in an IDLH atmosphere, personnel
shall have the requisite knowledge, skills, abilities, and PPE in
accordance with the following:

(1) For fire personnel, NFPA 1500 and NFPA 472 (as incorpo-
rated in NFPA 470)

(2) For EMS personnel, NFPA 473 (as incorporated in
NFPA 470)

Chapter 14 Personal Protective Equipment (PPE)

14.1 Administration.

14.1.1 Scope. This chapter applies to the authority having
jurisdiction (AHJ) responsible for deploying emergency
responders as part of an active shooter/hostile event response
(ASHER) program.

14.1.2 Purpose. This chapter provides guidance for the use
and maintenance of responder personal protective equipment
(PPE), to include ballistic protective equipment (BPE).

14.2 General Requirements.

14.2.1 The AH]J shall provide appropriate PPE and BPE in
accordance with applicable standards to personnel exposed to
ballistic risks or other hostile threats in accordance with expec-
ted duties.

14.2.2 Zones of operation are subject to dynamic and immedi-
ate change; therefore, unified command shall conduct continu-
ous size-up and threat assessment during an incident. (See
Chapter 8.)

14.2.3* Personnel shall use PPE as dictated by the needs of
the incident and in accordance with the following require-
ments for each zone of operation:

(1) In hot zones, PPE shall include, but is not limited to,
BPE, a means of communication, and an identifying
garment.

In warm zones, PPE shall include, but is not limited to,
BPE, a means of communication, and an identifying
garment.

In cold zones, PPE shall include, but is not limited to, a
means of communication and an identifying garment or
visible identification.

14.2.4* The PPE deployment model shall be determined by
the AHJ.

(2)

(3)
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14.3 BPE Specification and Type.

N 14.3.1 BPE shall be certified as National Institute of Justice

(NIJ)—compliant and the model shall be on the NIJ “Compliant
Product Lists: Models that Comply with the NIJ Stand-
ard-0101.06 for Ballistic-Resistance of Body Armor.”

A 14.3.1.1* The minimum level of BPE provided shall be a Level

III-A ballistic vest as defined by NIJ Standard-0101.06.

14.3.1.2*% Personnel assigned to an integrated response team
shall be equipped at a minimum with Level III-A BPE tested to
NIJ or other recognized certifying body standard.

14.3.1.2.1 Integrated response teams shall consider the use of
a ballistic helmet, a flashlight, medical exam gloves, an individ-
ual first-aid kit (IFAK), a radio with shoulder strap, and remote
microphones with earpieces for communication.

14.4% Identifying Markings. PPE and BPE worn externally
shall be identified with the agency and/or responder role.

14.5 Ballistic Protective Equipment (BPE) Care, Maintenance,
and Replacement. BPE care, maintenance, and replacement
shall be done in accordance with NIJ Guide-0101.06 or the
manufacturer’s instructions.

14.6 Deviations. Any deviation from this standard where
immediate actions could prevent the loss of life and personnel
are deployed without BPE into an area where BPE is required
by this standard shall require a post-incident analysis and justifi-
cation of the decision to the AH]J.

Chapter 15 Training

15.1 Administration.

15.1.1 Scope. This chapter applies to those organizations,
departments, agencies, and jurisdictions (regardless of size)
who are responsible for response to emergency incidents and
who develop, plan, and train for an integrated response to
ASHEs.

15.1.1.1% All responders shall receive training to meet applica-
ble governmental regulations according to federal, tribal, state,
and local standards.

N 15.1.1.1.1*% Personnel responsible for the accountability and
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management of nontraditional response organization resour-
ces at an ASHE shall be trained in the established incident
management system (IMS).

15.1.1.2 A personnel training program shall be adopted and
shall include a means for evaluating personnel competence.

15.1.2 Purpose. This chapter addresses training require-
ments, training program development, and training records
management in support of an active shooter/hostile event
response (ASHER) program.

15.2 Scope of ASHER Training. The authority having jurisdic-
tion (AH]J) shall determine the scope of training needed for
the program and its support elements.

15.2.1%¥ Training shall be conducted jointly between all antici-
pated responding entities and communications personnel.
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15.2.2* Training shall be based on the risk assessment(s)
performed by the AHJ and tasks to be performed.

15.2.3 The AH]J shall provide initial and periodic joint train-
ing for public safety responders for control zone operations
based on the competencies outlined in Chapters 12 and 13.

15.2.4%* Elements of the ASHER program training plan shall
include an HSEEP-compliant exercise no less than once annu-
ally, involving all agencies and organizations identified in the
ASHER program.

15.3% Training Sites. The AHJ shall arrange, when possible,
for training and exercises at sites within the response jurisdic-
tion to enhance responder familiarization and operational effi-
ciency and effectiveness.

15.4 Training Records Management.

15.4.1 The ASHER program manager shall ensure all training
sessions and exercises are documented.

15.4.2 Each training session shall be documented to include
the following information:

(1) Date(s), time(s), and duration of the training

(2) Location of the training

(3) Name, and qualifications of training instructor(s)
(4) Training topic or exercise title

(5) Opverview of course content

(6) Participants of the training

(7) Competencies that were demonstrated

(8) Instructor and course evaluations

15.4.3 All training records shall be kept in accordance with
the agency’s record retention policy.

15.4.4 Frequency of Training. Frequency of training shall be
determined by the AH]J.

Chapter 16 Public Education

16.1 Administration.

16.1.1 Scope. This chapter establishes a common set of crite-
ria for considerations related to improving the public’s knowl-
edge for preparing and responding to an active shooter/hostile
event (ASHE).

16.1.2 Purpose. This chapter provides the following public
education information:

(1)  Ways to improve preparedness of the community to assist
in the mitigation, response, and recovery of ASHEs, apart
from responders

(2) Assistance with terminology, expectations, and appropri-
ate actions to increase the effectiveness of public informa-
tion

16.1.3 Goal of Curriculum.

A 16.1.3.1 The goal of the curriculum shall be to create aware-

ness and enhance the knowledge, skills, and abilities of the
public to respond and take protective measures in an ASHE.

A 16.1.3.2 The frequency of instruction shall be determined by

the authority having jurisdiction (AHJ).

16.2 Community Training and Education. Community educa-
tion training curriculum shall be developed based on risk
assessments conducted in accordance with Chapter 5.
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16.2.1 Training shall be divided into the following categories:

(1) Discussion-based training — for public education on
terminology and response

(2) Operations-based training — for public education on
terminology and response where interactive exercises are
used

(3)* Self-study training — prepackaged materials intended for
individually paced training by the public

A 16.3* Public Education. The public education program shall

be implemented to communicate the following:

(1) Different hazards (e.g., violence, fire as a weapon, explo-
sive, weapons of mass destruction, future threats)

(2) Potential impacts of a hazard

(3) Preparedness information, including the following:

(a)* Multi-option survival strategies and actions
(b)* Interventions aimed at preventable causes of death
due to trauma
(c) Recommended equipment as determined by the
AH]J
(4)* Information needed to develop a preparedness plan
(5) Identification and communication of site/location emer-
gency action plans (EAPs)
(6) Identification of ASHE warning signs and how to report
them
(7) What to expect from interactions with emergency
communication centers and first responders

16.4 Scope and Frequency of Instruction. The scope of the
curriculum and the frequency of instruction shall be identified
by the AHJ.

Chapter 17 Public Information

17.1* Administration.

17.1.1% Scope. This chapter establishes a common set of crite-
ria for public information during and after an active shooter/
hostile event (ASHE).

17.1.2 Purpose. This chapter provides requirements for active
shooter/hostile event response (ASHER) program officials
facilitating the appropriate dissemination of information to the
public and stakeholders as part of a joint information center
(JIC) and joint information system (JIS). These individuals
include the public information officer (PIO) or persons acting
as part of the communications or media relations team with
assigned duties.

17.2 Joint Information Center. Organizations shall have plans
to establish a JIC based on the needs of the incident.

17.2.1 The JIC shall be an early consideration of unified
command (UC) based on the needs and escalation of the inci-
dent.

17.2.2 The JIC shall be established away from primary inci-
dent operations at an associated off-site operation area.

17.2.3* The PIO shall create, review, and finalize all forms of
communication for the JIC as directed by UC.

17.2.4 The PIO shall coordinate any press conference(s) or
other public address event(s).

17.2.5 The PIO shall be responsible for ensuring an all clear is
communicated across all notification systems.
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A 17.3 Joint Information Center and Joint Information System.
JIC and JIS activities shall include the following:

(1) Informing and educating the public through various
media in adequate and appropriate means to protect
public health and safety, for the duration of the ASHE
including the appropriate response to inquiries and
misinformation

(2) Action(s) to take to reduce risk and improve safety

(3)* Assistance for victims and their loved ones and families at
the notification center

(4) Identification of official communications pathways
(central contact for all media) for coordinating and
authorizing the release of information, including, but not
limited to, the following:

(a)* All ASHER program development activities outlined
in Chapter 4
(b)* All risk assessment activities outlined in Chapter 5
(c)* Planning and coordination activities outlined in
Chapter 6
(5) Identification of official communications pathways for
incoming informational inquiries from the public in
order to ensure that emergency communication centers
(e.g., 9-1-1) are not overwhelmed
(6)* Reduction or elimination of communication that jeopard-
izes operations
(7) Leveraging the use of information gained through public
sources such as social media

17.4 Warning, Notification, and Crisis Communications.
Organizations and the authority having jurisdiction (AHJ) shall
evaluate the need for and use of a mass notification system
(MNS).

17.4.1* The system design shall follow the risk analysis as
outlined in Chapter 5 and be integrated into the AH]J's or
organization’s emergency response plans.

17.4.2 Organizations shall evaluate and plan for people who
are not regularly on MNS, vulnerable populations, or people
who don’t have access to mass notification devices/conduits.

17.4.3 Organizations shall develop pre-scripted mass warning
messaging that displays preparedness measures and protective
actions.

17.4.3.1 Pre-scripted mass warning messaging shall include
the following:

(1) Who is sending the alert?

(2) What is happening?

(3) Who is affected?

(4) What action should be taken?
(5) Date and time stamp

N 17.4.3.1.1*% Public messaging shall include information on
predictable and common reactions to an ASHE.

17.4.4 Organizations shall develop plans with the ability to
enable internal and external communication.

17.4.5% Organizations shall maintain, test, and exercise notifi-
cation systems and plans not less than once annually.

17.4.6* Organizations shall identify and plan for specific
needs within communities with regulatory or legal obligation
for notification.
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17.5% Social Media. Social media shall be permitted to serve
as an information and intelligence platform for unified
command (UQC).

17.5.1*% The PIO shall coordinate the flow of pertinent infor-
mation for operations and operational security from external
sources back to the JIC, if one is established, or to the UC.

17.5.2* Social media used for the purposes of sharing of infor-
mation shall be coordinated through the JIC if one has been
established or through UC if the JIC has not been established.

17.5.3* AH]Js shall have a comprehensive social media and
information sharing policy.

17.6 Establishing and Managing a Media Area.

17.6.1* In coordination with the JIC, the PIO or their desig-
nee shall establish an on-location media area in the cold zone
for safety, and to enable the flow of approved communications
through the official path.

17.6.2* The PIO or their designee shall manage the media
area participants and coordinate the flow of information
through the officially established central media contact for the
ASHE.

A 17.6.3* UC or the AH]J shall establish a plan for the communi-

cation of information to victims, victims’ loved ones and fami-
lies, media, and the general public relative to the incident
through the three recovery phases.

Chapter 18 Continuity of Operation

18.1 Administration.

18.1.1 Scope. This chapter establishes a common set of crite-
ria for management and restoration of business continuity and
continuity of operations of mission-critical services after active
shooter/hostile events (ASHEs).

18.1.2 Purpose. This chapter provides the fundamental crite-
ria for continuity of operation including the planning, imple-
mentation, assessment, and maintenance of programs for
continuity.

18.2 Continuity.

18.2.1 Continuity plans shall include strategies to continue
critical and time-sensitive processes.

A 18.2.1.1* Continuity plans shall identify and document the

following:

(1) Stakeholders that need to be notified

(2) Processes that must be maintained

(3) Roles and responsibilities of the individuals implement-
ing the continuity strategies

(4)* Procedures for activating the plan, including authority
for plan activation

(5) Ciritical and time-sensitive technology, application
systems, and information

(6) Security of information

(7) Alternative work sites

(8) Workaround procedures

(9) Vital records

(10) Contact lists
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(11) Required personnel

(12) Vendors and contractors supporting continuity

(13) Resources for continued operations

(14) Mutual aid or partnership agreements

(15) Activities to return critical and time-sensitive processes
to the original state

[1660:6.10.1.2]

18.2.1.2 Continuity plans shall address supply chain disrup-
tion.

A Chapter 19 Health Care Receiving Facility Preparedness and

Response for Off-Site ASHEs

19.1* Administration.

19.1.1* Scope. This chapter applies to health care facilities
with the expectations and capabilities to receive victims from
an off-site active shooter/hostile event (ASHE).

A 19.1.2*% Purpose. This chapter provides information and

processes necessary to quickly and efficiently utilize a system-
atic approach to receiving and tracking of victims from an
ASHE.

19.1.2.1%¥ The processes required within Chapter 19 shall be
scalable.

19.2* Preparedness and Emergency Management. Health
care receiving facilities that have the potential to receive
victims shall be included in the authority having jurisdiction’s
(AH]’s) active shooter/hostile event response (ASHER)
program activities, including but not limited to training and
exercises.

19.2.1 Exercises shall test the components outlined in this
chapter.

19.2.2% Health care receiving facilities shall have emergency
management plans and annexes that are integrated with the
local AHJ’s ASHER program plans.

19.2.3* Health care receiving facilities shall plan for a surge of
unannounced arrivals of victims from both traditional and
nontraditional forms of transport.

19.2.4* Health care receiving facilities shall ensure that they
have adequate procedures, supplies, and equipment for
managing victims associated with an ASHE.

A 19.2.5% Health care receiving facilities shall partner with the

AH]J for the purpose of requesting local resources to assist with
the management and the provision of care during an ASHE.

19.3* Patient Distribution. Patient distribution shall be exer-
cised by the AHJ and health care receiving facilities based on
local mass casualty incident (MCI) plans not less than once
annually.

A 19.3.1 Patient distribution exercises shall include patient

tracking, reporting, recall of key personnel/staff, logistical
needs, and communications with on-site responders.

19.4* Communications. Health care receiving facilities shall
have at least two means of communication with public safety
entities responsible for patient distribution in an ASHE.
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19.4.1 Written procedures for the activation and use of
communication systems shall be developed in conjunction with
the AHJs responsible for public safety.

19.4.2 Communications systems shall be tested on a monthly
basis to ensure functionality.

A 19.4.3*% Health care receiving facilities shall assign a dedicated

staff member to communicate with patient distribution coordi-
nators throughout the ASHE.

19.5% Victim Identification and Tracking. Health care receiv-
ing facilities shall work within applicable laws and regulations
to identify victims and release this information to appropriate
agencies based on prescribed practice and procedure.

19.6 Facility Security.

19.6.1*% Restricted access protocols shall include provisions for
existing physical security measures, on-duty staff members,
additional first responders, and the availability of supplemental
staff from external resources.

19.6.2% Restricted access protocols shall address the following:

(1)* How to limit access for the entire facility

(2) The persons authorized to activate and deactivate restric-
ted access processes

(3) A situational risk assessment and implementation or
measures

19.7 Facility Command Center/Incident Management System.

19.7.1* Health care receiving facilities shall activate and
utilize the established incident management system (IMS) to
manage their response to the incident.

19.7.2 Health care receiving facilities shall activate their
command center to manage the incident if one is available and
capable.

19.7.3 Health care receiving facilities shall request an agency
representative from the AHJ, if available, to assist in the coordi-
nation of the incident.

Chapter 20 Recovery

20.1* Administration.

20.1.1 Scope. This chapter applies to those organizations and
jurisdictions responsible for the execution of recovery opera-
tions and victim services following an active shooter/hostile
event (ASHE).

20.1.1.1*% Recovery is organized sequentially into the following
three major subcategories:

(1) Immediate recovery using the notification center

(2) Early recovery using the incident assistance center (IAC)

(3) Continued recovery using the community resiliency
center (CRC)

20.1.1.1.1* Planning for the transition from response through
each recovery stage to steady state, including activation and
coordination of all needed services for victims, shall be inclu-
ded in active shooter/hostile event response (ASHER)
program preparedness and operational plans.
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20.1.1.2 Each ASHER program organization identified in the
execution of recovery operations plan shall maintain standard
operating procedures (SOPs) and checklists that detail the
logistical and administrative support arrangements internal to
its organization in support of the ASHER program tasks,
including current contact lists for key people within the organi-
zations.

20.1.1.2.1 All ASHER program organizations shall decide a
schedule for planning, training, and exercising recovery opera-
tions, as well as updating and distributing of plans.

o

A 20.1.2 Purpose. This chapter provides the framework neces-
sary to respond to and address whole community, business
continuity, and victim needs following an ASHE.

A 20.2 Immediate Recovery. Immediate recovery shall be the

operational period immediately following the mitigation of
threat following the initial ASHE.

20.2.1*% The incident commander (IC) or unified command
(UC) shall assign a recovery coordinator (RC) to oversee the
establishment and operation of a notification center, IAC, and
associated activities within the established incident manage-
ment system (IMS).

20.2.2 Immediate recovery operation plans shall include, but
are not limited to, the following:

(1) Operational security

(2) Coordination of primary agencies

(3) Use of a committee meeting protocol

(4) Accountability

(5) Damage assessment

(6) Primary victim notification and reunification at the noti-
fication center

(7) Victim assistance

(8)* Medical examiner or coroner operations

(9) Initial investigation and evidence collection operations

(10) Media and public information coordination

o
N 20.2.3 The RC’s responsibilities shall include, but are not limi-
ted to, the following:

(1) Maintaining a working knowledge of the established IMS
and how the recovery team operates within the overall
structure

(2)* Immediate coordination of primary agencies’ recovery
strategies following the ASHE to quickly determine the
processes, communication lines, and roles of primary
agencies

(3) Organization of local, state, federal, tribal, and nongo-
vernmental organizations’ (NGO) actions and coordina-
tion of requests for assistance from recovering
communities

(4) Direction of local, state, federal, tribal, and other resour-
ces while staying in communication with unified
command

20.2.4 Primary agencies’ recovery strategies shall include, but
are not limited to, the following:

(1) Immediate victim reunification
(2) Awareness of evidence preservation
(8) Administration of the notification center

20.2.5*% Responding organizations shall conduct joint meet-
ings and establish protocols to ensure rapid and effective strate-
gic planning, sharing, and communication of critical facts.
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20.2.5.1 Any organization responsible for the management of
recovery funds, including monetary assistance and compensa-
tion, shall meet the following requirements:

(1) Each organization shall work within the IMS to meet as
soon as reasonable following the ASHE to coordinate the
disbursement of funds and claims applications.

(2) Each organization shall continue meeting until all finan-
cial assistance is distributed or until it is no longer
involved in the financial aspect of recovery.

20.2.5.2*% Meetings shall provide for an orderly and controlled
multidirectional communication system consistent with practi-
ces defined by UC and the joint information center (JIC).

20.2.5.3 Information from meetings shall be immediately
reported to UC.

20.2.6 During the immediate recovery phase, UC shall be
responsible for the following:

(1) Accountability of responders and victims
(2) Communication and joint information
(3) Resource sharing and logistics

20.2.7 A preliminary damage assessment shall characterize the
overall impact the event had on the organization/jurisdiction
and be followed by a needs assessment, if required.

20.2.7.1 The preliminary damage assessment shall include the
following:

(1) Civilian and responder casualties

(2) Considerations for persons with access and functional
needs

(3) Bystander and witness effects

(4) Infrastructure

(5) Impacts to responding organizations

(6) Geographical area closures

(7) Business impact

(8) Determination of which impacted persons will be legally
identified as victims of the incident

(9) Impact to victims

(10) Preservation of personal effects

20.2.8*% The notification center shall be included as part of
associated offssite operations and be removed from the inci-
dent.

20.2.8.1 The notification center shall have a security plan,
credentialing and check-in process for victim service providers
and volunteers, and a check-in process for victims, victims’
loved ones or families, or other designated representatives.

20.2.8.2 At the notification center, notification and reunifica-
tion shall be coordinated using an accountability system to
determine which victims have been safely evacuated from the
incident, building, or area.

20.2.9 Implementation of notification and reunification
processes shall be incident dependent.

20.2.9.1*% Death notifications shall be coordinated and imple-
mented as early as practical by qualified individuals or teams
who are familiar with laws regarding the protection of personal
identifiable information.

20.2.9.1.1 Death notifications shall be coordinated with the
authority having jurisdiction (AHJ) for law enforcement and
the medical examiner or coroner.
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20.2.9.1.2*% Only law enforcement, the medical examiner or
coroner, and other trained entities shall release death notifica-
tions.

20.2.9.2 Injured victim notification shall be coordinated
through the unified command via an identified branch or
group in coordination with a victim assistance liaison.

20.2.10 The immediate recovery operations plan shall main-
tain a current contact list for organizations responsible for
victim services and require that such organizations be contac-
ted immediately to deploy assistance in the event of an ASHE.

A 20.2.10.1% Recovery plans shall consider access and functional

needs populations.

20.2.10.2 Groups of people who qualify for special protection
by law, policy, or similar authority shall be considered.

A 20.3*% Early Recovery. Early recovery shall be the operational

period following immediate recovery where processes for
agency coordination, meeting protocols, accountability, initial
damage assessment, and primary victim assistance are actively
and proactively being managed.

N 20.3.1* The establishment of an IAC, which follows the

closure of the notification center, shall be considered by UC or
the AHJ if not already activated.

20.3.2 Early recovery operations shall consider the following:

(1) Operational security

(2) Damage assessment

(3) Public information coordination

(4) Resource needs analysis

(5) Analysis of consequences of the event

(6) Subsequent events

(7) Volunteer management

(8) Donations management

(9)* Victim advocacy, assistance, and services
(10) Federal emergency funding opportunities and grants
(11) Memorial preservation

20.3.3* Establishment of an IAC shall be for the purpose of

coordinating long-term assistance.

A 20.3.3.1* The IAC shall provide necessary services and permis-

sible information, including, but not limited to, the following:

(1) Mental health counseling

(2) Health support and ongoing triage

(3) Child care

(4) Crime victim assistance and compensation

(5) Guidance for legal matters

(6) Travel

(7) Financial planning

(8) Animal care

(9)* Medical examiner or coroner information
(10)* Assistance with organizing memorials as needed

20.3.4 Resource Needs Assessment.

A 20.3.4.1 The resource needs assessment process shall begin to

estimate the impact the ASHE has had on the organization/
jurisdiction, region, state, and/or nation in terms of the follow-
ing:

(1) Deaths and injuries

(2) Business impact

(3) Mental and emotional health ramifications

(4) Property damage
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(5) System disruptions
(6) Investigation and scene control management
(7) Federal, state, local, and tribal resources for unmet needs

A 20.3.4.2 The assessment of consequences of an ASHE within

an organization/jurisdiction shall include an evaluation of the
likely events that could follow such an event.

20.3.4.2.1 This assessment shall include the real and potential
mental health and emotional needs of victims, victims’ loved
ones and families, first responders, bystanders and witnesses,
and community members.

20.3.4.2.2 This assessment shall focus on short-term conse-
quences of the events until medium- and long-term consequen-
ces can be evaluated.

A 20.3.4.3* The AHJ shall consider that subsequent activities

can compound the effects of an incident by further taxing
resources.

20.3.4.3.1 Subsequent activities shall require additional
resources, management, security, and attention from the AHJ
leaders with little or no advance notice.

20.3.4.3.2 The AH]J shall anticipate and maintain heightened
awareness of these activities so that an appropriate and meas-
ured response can be executed.

20.3.4.4 Security shall be considered for postincident opera-
tions at locations including, but not limited to, the following:

(1) Crime scenes

(2) Investigation areas

(3) Areas closed to the public as a result of the incident

(4) Associated off-site operational areas such as the following:

(a) EOC

(b) Public or administrative buildings

(c) Ciritical transportation access hubs or points
(d)* Hospitals and health care facilities

(e) JIC

(f) Assistance centers

(g) Other areas as determined

A 20.3.4.5 Early recovery communications within the unified

command structure and through the public information officer
(PIO) shall provide a framework for collecting, sharing, and
disseminating necessary information in coordination with, but
not limited to, the following:

(1) Other law enforcement organizations

(2) Prosecutors’ office

(3) Health care facilities

(4) Mutual aid partners

(5) Lead agencies for emergency support functions and
recovery support functions

(6) Federal, state, local, and tribal authorities

20.3.4.6 Information disseminated shall be vetted, approved,
and communicated from a single source.

20.3.4.7 Volunteer and Donation Management.

A 20.3.4.7.1%* The AHJ shall plan for the management, screen-

ing, and oversight of volunteers.

20.3.4.7.2* The AHJ shall consider implementing a volunteer
reception center that can receive, organize, and direct volun-
teers.
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20.3.4.7.3 A volunteer management system shall properly
credential and deploy approved volunteers who have been
identified, screened, and trained in advance.

A 20.3.4.7.4 When a need for using volunteers who have not

been previously identified, screened, or trained in advance
arises, the ASHER program shall have a process to approve
these volunteers at a designated location.

20.3.4.7.5 A volunteer management system shall have plans,
policies, and procedures for the safe and appropriate use of
trained facility dogs.

20.3.4.7.6* Donations.

20.3.4.7.6.1 The AH]J shall plan for the acceptance, control,
receipt, storage, distribution, shipping, and disposal of any
donations, including monetary and other donor requests.

20.3.4.7.6.2 The coordination of victim-related donation
disbursements shall be done with the victim or their designee.

20.3.4.7.7% A donation management strategy shall be estab-
lished during emergency planning, prior to the incident occur-
ring, and in accordance with Chapter 10.

20.3.4.7.8* Where possible, a central donation system and site
shall be established and run by an appropriate agency, which is
frequently a third party.

A 20.3.4.7.8.1 A registered charity or NGO shall be used to

receive monetary donations rather than a local or state agency.
20.3.4.7.8.2 Cash donations shall not be accepted at UC.

20.3.4.7.9* Volunteer and donation management shall extend
into the continued recovery phase.

20.3.4.7.10%* UC shall coordinate with the JIC regarding
messaging about those wishing to donate, how that can best be
accomplished, and what is or is not acceptable.

20.4 Continued Recovery.

20.4.1*% General. Continued recovery shall be the operational
period following early recovery.

20.4.1.1 There shall be a transition period from early recovery
to continued recovery that includes regular meetings of the
primary agencies and other key individuals, as necessary.

20.4.1.2 The need to establish a long-term recovery commit-
tee shall be considered.

20.4.1.3 Continued recovery shall include, but is not limited
to, the following:

(1) Business impact analysis

(2) Coordination of the restoration, rebuilding, and replace-
ment of facilities, infrastructure, materials, equipment,
tools, vendors, and suppliers

(3) Restoration of the supply chain

(4) Reopening or relocation of vital facilities such as
schools, grocery stores, and day cares that allow a
community to return to their day-to-day schedule

(5) Continuation of communications with stakeholders

(6) Roles and responsibilities of the individuals implement-
ing the recovery strategies

(7) Internal and external (i.e., vendors and contractors)
personnel who can support the implementation of
recovery strategies and contractual needs

2024 Edition

(8) Adequate controls to prevent the corruption or unlawful
access to the entity’s data during recovery
(9) Investigation of fraud associated with disaster assistance
and assurances of consumer protection
(10) Long-term victim services
(11) Long-term community resiliency
(12) Volunteer and donation management
(13) Identification of gaps that could require supplemental
state or federal assistance

20.4.2*% Victim Assistance. Continued victim assistance shall
provide for ongoing assessment and services for victims,
victims’ loved ones and families, first responders, bystanders
and witnesses, and community members.

A 20.4.2.1*% If used, a trained victim services advocate, navigator,

or liaison shall assist victims and families, including hospital-
ized victims.

20.4.2.2*% Organizations shall ensure victim services advocates
and navigators receive the necessary training and support to
meet the comprehensive short- and long-term needs of victims,
victims’ loved ones and families, and other next of kin.

A 20.4.2.2.1 Advocate and navigator training shall include

emotional and psychological needs by providing mental health
support, screening, and referral. (See A.17.4.3.1.1.)

20.4.2.2.2 Advocate and navigator training shall include atypi-
cal victim service providers who meet the unique needs of the
population.

20.4.2.3 Continued victim assistance shall assure that immedi-
ate emotional and mental health needs are adequately assessed
and served by facilitating timely notification and reunification
and providing ongoing screening, support, and referral.

A 20.4.2.4% Medical and mental health surveillance shall

include evaluating, documenting, recordkeeping, and engag-
ing the physical and mental needs of victims, victims’ loved
ones and families, bystanders and witnesses, and community
members.

20.4.2.5% UC or the AH]J shall consider, in cooperation with
other stakeholders, the establishment of a CRC following the
closure of the IAC.

20.4.2.5.1 A process for the transition from an IAC to a CRC
shall be established.

20.4.2.6 The CRC shall consider access and functional needs
populations in recovery.

A 20.4.2.7% The CRC and organizations with responders to the

ASHE shall ensure that victims and individuals affected by the
incident have access, and corresponding plans as appropriate,
to receive the necessary support and services to address symp-
toms of vicarious trauma.

20.4.2.8% The AHJ in collaboration with local behavioral
health entities, community providers, and health care facilities
shall coordinate the activities and services necessary to address
the behavioral health needs of persons impacted by the inci-
dent.

A 20.4.2.8.1% Coordination shall include representatives and

other resources to assist with the provision of behavioral health
support services and treatment of victims.
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A 20.4.3 Emotional, Psychological, and Behavioral Needs of
Response and Recovery Personnel. The program shall
consider public safety personnel, including first responders,
law enforcement, fire, and EMS, as well as mental health
providers, medical examiners, prosecutors, funeral directors,
9-1-1 operators and telecommunicators, and other response
and recovery personnel, when developing ongoing support
systems.

A 20.4.3.1* Mental health restoration services shall include the
following:

(1) Identifying needs for behavioral health and emotional/
psychological care
(2) Emotional/psychological first aid

N 20.4.3.2% Coordination with peer support and established
services for incident responders and their loved ones shall
include trained, local, behavioral health providers to ensure
capacity to care for the expanded short- and long-term needs.

20.4.4 Volunteer and Donation Management. Volunteer and
donation management policies shall extend into the continued
recovery phase.

20.4.4.1 The dispersing agency shall coordinate at least the
following:

(1) The funding process
(2) Goods and services

20.4.4.2 A protocol to manage specific donor requests shall be
established.

20.4.4.3 Coordination shall continue between the primary
agencies and the organization(s) designated to service the
centralized collection, disbursement, and proper disposal
entity for monetary and goods and services donations.

20.4.5 Criminal Proceedings and Victim Support Legal Consid-
erations. Criminal justice system and victim support shall be
coordinated to assist with victim impact statements, media
management, and other victim needs.

A 20.4.5.1% If there is a trial, the criminal justice system or
primary agency shall provide victims and family members with
access to and updates on incident hearings, criminal justice
proceedings, and victims’ rights.

20.4.6 Additional Grant Funding. The impacted area and
relevant agencies shall identify funding that could be available
through local, county, state, tribal, or federal government, as
well as national nonprofit organizations and corporations.

20.4.6.1 As necessary, funding shall be applied for through
the established channels.

20.4.6.2*% Administrators of state victim assistance and
compensation programs shall coordinate with all other emer-
gency assistance providers and administrators of donated funds
to provide services and allocate funding to ensure maximum
assistance and compensation to victims.

A 20.4.7* Unmet Needs. Unmet needs and unique issues in the
community, along with the appropriate agencies or funding
mechanisms, shall be identified.

20.4.8* Lessons Learned and Best Practices. Lessons learned
and best practices shall be captured in an after action report
(AAR).
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20.4.8.1* Barring security concerns, the AAR shall be shared
among relevant stakeholders and emergency planners.

A 20.4.9* Restoring Critical Infrastructure. AHJs shall use infor-

mation and data from the damage assessment and business
impact analysis to coordinate the restoration, rebuilding, and
replacement of facilities, infrastructure, materials, equipment,
tools, vendors, and suppliers.

20.4.9.1 The AHJ shall coordinate assignment of necessary
temporary or permanent repairs to facilities and infrastructure
and facilitate coordination of continued supply chain elements.

A 20.4.10 Communications Plan. The AH]J shall develop and

execute a communications plan that extends into the contin-
ued recovery phase of the ASHE.

20.4.10.1 The AHJ shall ensure all major elements of contin-
ued recovery have been delegated to qualified organizations,
individuals, or authorities.

20.4.10.2 Each major continued recovery element shall have a
lead authority, an action plan, and a communications plan.

Annex A Explanatory Material

Annex A is not a part of the requirements of this NFPA document but is
included for informational purposes only. This annex contains explan-
atory material, numbered to correspond with the applicable text para-

graphs.

A.1.4 The number and types of agencies and individuals
involved is wide and varied. Individuals and agencies can have
multiple roles in the process. Those roles can, at the same time,
range from being the AHJ in certain elements to a participant
or cooperating agency in others. Application of the standard,
and a cornerstone of its development, is collaboration, cooper-
ation, and shared understanding among all participants.

A.1.4.1 Application of this standard cannot occur in an envi-
ronment of isolation. ASHEs are generally not simple,
geographically constrained, or effectively manageable without
prior planning. Leadership, partnership, and integration across
communities, organizations, and disciplines is vital to manag-
ing an ASHE.

A.1.4.2 Prevention falls under other disciplines that are
outside the scope of this standard. For more information on
prevention, see the FBI report, Making Prevention a Reality: Iden-
lifying, Assessing, and Managing the Threat of Targeted Attacks.

A A.3.2.1 Approved. The National Fire Protection Association

does not approve, inspect, or certify any installations, proce-
dures, equipment, or materials nor does it approve or evaluate
testing laboratories. In determining the acceptability of installa-
tions or procedures, equipment, or materials, the “authority
having jurisdiction” may base acceptance on compliance with
NFPA or other appropriate standards. In the absence of such
standards, said authority may require evidence of proper instal-
lation, procedure, or use. The “authority having jurisdiction”
may also refer to the listings or labeling practices of an organi-
zation that is concerned with product evaluations and is thus in
a position to determine compliance with appropriate standards
for the current production of listed items.

A.3.2.2 Authority Having Jurisdiction (AHJ). The phrase
“authority having jurisdiction,” or its acronym AH]J, is used in
NFPA standards in a broad manner because jurisdictions and
approval agencies vary, as do their responsibilities. Where
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public safety is primary, the authority having jurisdiction may
be a federal, state, local, or other regional department or indi-
vidual such as a fire chief; fire marshal; chief of a fire preven-
tion bureau, labor department, or health department; building
official; electrical inspector; or others having statutory author-
ity. For insurance purposes, an insurance inspection depart-
ment, rating bureau, or other insurance company
representative may be the authority having jurisdiction. In
many circumstances, the property owner or his or her designa-
ted agent assumes the role of the authority having jurisdiction;
at government installations, the commanding officer or depart-
mental official may be the authority having jurisdiction.

The AHJ can also include entities such as law enforcement,
emergency medical services (EMS), hospitals, educational
facilities, or any other organization that has legal responsibility
for the safety of the jurisdiction or facility. The AHJ will be
determined by the specific context of the requirements set
forth in this standard.

A.3.2.3 Listed. The means for identifying listed equipment
may vary for each organization concerned with product evalua-
tion; some organizations do not recognize equipment as listed
unless it is also labeled. The authority having jurisdiction
should utilize the system employed by the listing organization
to identify a listed product.

N A.3.3.1 Access and Functional Needs. The definition for access
and functional needs aligns with the terminology in FEMA’s Glos-
sary of Terms. [1660, 2024]

Access and functional needs are individual circumstances
requiring assistance, accommodation, or modification due to
any temporary or permanent situation that limits an individu-
al’s ability to act in an emergency. [1660, 2024]

Individuals that could require additional response assistance
include, but are not limited to, the following:

(1)  Children

(2) Seniors

(3) People with disabilities

(4) People who live in institutionalized settings

(b) People from diverse cultures

(6) People who have limited English proficiency or are non-
English-speaking

(7) People who are transportation disadvantaged

[1660, 2024]

Additional needs for such individuals can include, but are
not limited to, the following:

(1) Mobility

(2) Communication

(3) Transportation

(4) Safety

(5) Health maintenance
[1660, 2024]

The terminology for this population continues to evolve.
Similar terms include handicapped, disabled, special needs, vulnera-
ble population, individuals with medical dependencies, specialty care
population, and vulnerable persons. (See Annex H in NFPA 1660.)
[1660, 2024]

A.3.3.2 Active Assailant(s) (AA). This could include, but is not
limited to, explosives, toxic substances, vehicles, edged weap-
ons, fire, or a combination thereof.
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A.3.3.7 After Action Report (AAR). Documentation should
be supported with the operational plan, related reports, and
any other written or photographic material associated with the
operation.

N A.3.3.8 Armed Security. Armed security personnel can assist
in the mitigation of an ASHE. Such personnel are not law
enforcement; however, they are authorized by law and the
authority provided by their employer to carry firearms. AH]Js
should consider incorporating armed security into their
response plans.

A.3.3.9 Associated Off-Site Operations. These sites typically
require physical protection, responder support, and emergency
management support. Some examples of areas that are associ-
ated off-site operations points include joint information center,
health care facilities, notification center or incident assistance
center, and witness and evidence collection points.

A.3.3.10 Ballistic Protective Equipment (BPE). BPE can
include equipment such as ballistic vest, helmet, and/or shield.
These items come in varying degrees of protective levels and
design.

detail is available in
NFPA 1561. Starting from Side A (Side Alpha), the following
four sides of a building are identified clockwise:

(1) Side A (Side Alpha) (see 3.3.77)
(2) Side B (Side Bravo) (see 3.3.78)
(3) Side C (Side Charlie) (see 3.3.79)
(4) Side D (Side Delta) (see 3.3.80)

N A.3.3.12 Built Environment. The built environment touches
all aspects of our lives, encompassing the buildings we live in,
the distribution systems that provide us with water and electric-
ity, and the roads, bridges, and transportation systems we use to
get from place to place. For example, “architects are helping to
shape the built environment in this newly prominent region.”

A.3.3.14 Casualty Collection Point (CCP). When designating
a casualty collection point, a consideration should be having
appropriate cover and concealment or protection for the loca-
tion.

A.3.3.16 Cold Zone. Some items that should be located in the
cold zone are threat-based care and transport, patient loading,
unified command post, and staging.

N A.3.3.18 Community Resiliency Center (CRC). A CRC might
provide ongoing services and assistance to directly or proxi-
mately harmed victims, victims’ loved ones and family
members, first responders, and community members for a
designated period of time.

A.3.3.20 Complex Coordinated Attack. An attack involving
multiple incidents that inundate resources, exceed conven-
tional tactics and strategies, and often require a joint response
involving members from multiple disciplines and jurisdictions.
Examples include firearms, explosives, or fire as a weapon
(FAAW).

A.3.3.25 Control Zones. The following are four examples of
control zones:

(1) Cold zone (see 3.3.16)

(2) Warm zone (see 3.3.94)
(3) Hot zone (see 3.3.43)

(4) No-entry zone (see 3.3.60)
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N A.3.3.35 FBI Victim Specialist. FBI victim specialists are loca-
ted in field offices across the country and are available to
personally assist victims of federal crimes investigated by the
field office where they are assigned.

N A.3.3.36 Fire as a Weapon (FAAW). FAAW is the use of smoke
or fire in an incendiary manner (and the smoke developed
therefrom) that results in harm to infrastructure or mass
groups of people, or hampers efforts of response dynamics in
other incidents as a secondary factor to mitigate.

Pyroterrorism is the use of incendiary attacks to intimidate or
coerce a government or civilian population and cause
economic damage or hardship.

A.3.3.38 Functional Task Force (FTF). An FTF can have
objectives such as information gathering, breaching, utility
control, managing building systems, fire control, and addi-
tional tasks as needed.

Examples of FTF types include suppression task force,
breeching task force, lobby control, and elevator control.

A.3.3.40 Hazardous Device. A hazardous device can include
but is not limited to improvised explosive device (IED),
aircraft, unmanned aerial system, vehicle, and weapon or
weapon component.

A.3.3.43 Hot Zone. A hot zone is any uncontrolled area where
an active shooter/hostile threat could directly engage respond-
ers.

A.3.3.45 Incident Assistance Center (IAC). In some instances,
the name of the incident can be inserted for the term incident
as determined by the AHJ.

The IAC is typically established following the closure of the
notification center. The victim services and resources available
at the IAC can include, but are not limited to, mental health
counseling, health care, and childcare; legal, travel, creditor,
employee, and financial planning assistance; information on
insurance benefits, Internal Revenue Service (IRS) and tax
policies, and social security, and disability; and other victim
services established after the immediate recovery operations
have taken place.

N A.3.3.46 Incident Command Post (ICP). Green strobe lights
can be used to identify the ICP. A green strobe light is a unique
color offset from others used on emergency vehicles to clearly
indicate where the ICP is located.

N A.3.3.50 Indirect Victim (Secondary Victim). Indirect victims
include direct victims’ loved ones and families, first responders
to the incident, and those who spend time caring emotionally
or physically for a direct victim.

A.3.3.51 Individual First Aid Kit (IFAK). IFAK equipment
should be approved by the AHJ and can include, but is not
limited to, the following:

(1) Tourniquet

(2) Pressure dressing

(3) Wound packing material (hemostatic dressing preferred)
(4) Vented chest seals

(5) Hypothermia blankets

(6) Permanent marker

(7) Protective gloves

(8) Trauma shears

(9) Means to document treatment
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N A.3.3.54 Law Enforcement. The term law enforcement 1is

defined statutorily and can be synonymous with peace officer,
special agent, investigator, state trooper, constable, marshal,
deputy, auxiliary, and reserve officer. In the context of this
standard, law enforcement describes any person who is expec-
ted to operate within an ASHE and who possesses the authority,
vested by a local, state, federal, or tribal government, to carry a
firearm and use lethal force as part of their duties.

A.3.3.56 Loading Zone. This point can be located in the warm
zone. It is sometimes called an exchange point or a loading point.
It should be part of an incident management structure and
have supervising personnel attached to it. Also, the means of
transport can vary based on incident needs. Frequently, this is
accomplished by ambulance but can also be by private vehicles,
public transit, or other means, depending on the incident.

A.3.3.58 Mutual Aid. Mutual aid is frequently based on previ-
ously agreed upon plans, memorandums of understanding
(MOUs), contracts, or agreements. Formally executed mutual
aid agreements should be established as part of the active
shooter/hostile event response (ASHER) program and can
assist with cost recovery.

N A.3.3.59 National Incident Management System (NIMS). To

provide for interoperability and compatibility among federal,
state, local, and tribal governments, the NIMS includes a core
set of concepts, principles, and terminology. HSPD-5 identifies
these as the ICS; multi-agency coordination systems; training;
identification and management of resources (including systems
for classifying types of resources); qualification and certifica-
tion; and the collection, tracking, and reporting of incident
information and incident resources. [1561, 2020]

A.3.3.61 Notification Center. The notification center was
previously referred to as the reunification center. Because more
activities than reunification take place here and there is the
possibility that not all victims are going to be reunited, the
nomenclature has shifted in favor of the term notification.
However, reunification is a vitally important activity that should
take place at the notification center or other designated loca-
tion.

The notification center also helps displaced survivors,
including children, to re-establish contact or be reunited with
their loved ones and families after a period of separation. The
notification center is not intended for the general public,
media, or unaffiliated individuals.

N A.3.3.63 Personal Protective Equipment (PPE). PPE includes

ballistic protective equipment (BPE).

N A.3.3.64 Plan. The following are three types of plans that can

be used for ASHER:

(1)  Emergency action plan (EAP) (see 3.3.29)
(2) Emergency operations plan (EOP) (see 3.3.31)
(3) Incident action plan (IAP) (see 3.3.44)

A A.3.3.68 Public Access Trauma Kits. The C-TECC guidelines

include information on the preventable causes of death due to
trauma.

These Kkits, which are frequently co-located with AEDs and
contain medical supplies as approved by the AHJ, should be
easily identifiable to the layperson and can include, but are not
limited to, the following:

(1) Instructional materials
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(2) Tourniquets
(3) Gauze and bandages
(4) Pressure dressings
(5) Wound packing material (hemostatic dressing prefer-
red)
(6) Vented chest seals
(7) Hypothermia blankets
(8) Permanent marker
(9) Protective gloves
(10) Trauma shears
(I1) Means to document care

N A.3.3.69 Public Information Officer (PIO). The PIO coordi-
nates closely with unified command and the joint information
center (JIC) throughout the incident.

N A.3.3.71 Recovery Coordinator. The recovery coordinator
monitors the impacts and results of such decisions and evalu-
ates the need for additional assistance and resources to
enhance resiliency.

A.3.3.72 Rescue Task Force (RTF). Law enforcement or
armed security are assigned as force protection for this team
and should not separate from the fire and EMS personnel.
Based on the scene, number of victims, and available emer-
gency personnel, there could be more than one RTF assigned.

A.3.3.76 Secured. Secondary clear is a slow methodical,
systematic search by law enforcement of the entire affected
area ensuring no hostile hazards or threats exist.

N A.3.3.77 Side A (Side Alpha). The incident commander (IC)
will identify Side A, also known as Side Alpha, for buildings
with an unusual Side A.

N A.3.3.78 Side B (Side Bravo). Side B is also known as Side
Bravo.

N A.3.3.79 Side C (Side Charlie). Side C, also known as Side
Charlie, is generally the back of the building or structure.

N A.3.3.80 Side D (Side Delta) Side D is also known as Side
Delta.

N A.3.3.82 Stakeholder. Stakeholders could include property
owners, security companies, government agencies, private busi-
nesses and organizations, nonprofits, and any others deemed
necessary by the AH]J.

A.3.3.83 Threat-Based Care. Threat-based care can occur in
any zone.

N A.3.3.86 Unified Command (UC). Depending on the needs
of an active shooter/hostile event (ASHE), this consists of law
enforcement, fire, emergency medical services (EMS), a loca-
tion representative, and others as directed by the AHJ and the
needs of the incident.

A.3.3.87 Unified Command Post (UCP). Also known as a
location within the cold zone where command and tactical
objectives are set.

N A.3.3.88 Vicarious Trauma (Secondary Trauma). Occupa-
tional fields known to place personnel at higher risk for vicar-
ious trauma include, but are not limited to, victim services,
EMS, fire service, law enforcement, and other allied profes-
sions.

Research has shown that vicarious trauma can shift the
worldview of personnel involved in the response to an ASHE
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and increase their personal, interpersonal, and organizational
risks, including, but not limited to, increased substance use,
suicide and suicidal thoughts, domestic violence, impulsivity,
and perceiving people in a negative light and expecting the
worst from them. If multiple personnel in an organization are
experiencing vicarious trauma, it can result in a unified percep-
tion that people are needy and demanding and therefore a
reduction in motivation to help them.

The Office for Victims of Crime’s (OVC’s) “Vicarious
Trauma Toolkit (VIT)” includes tools and resources, tailored
specifically to victim services, EMS, fire service, and law
enforcement, that provide the knowledge and skills necessary
for organizations to address the vicarious trauma needs of their
staff. OVC offers free training and technical assistance on VI'T
and can assist in the development of trauma plans.

A.3.3.89 Victim. This is a broader term than casualty because
it extends beyond just those that are physically injured or
killed. Some communities or organizations could choose to use
the term survivor. However, federal law recognizes the term
victim regarding assistance and compensation. Therefore, victim
is the necessary term for planning and documentation. Victim
assistance providers should consult state, tribal, and federal
laws for statutory definitions.

The following are two classifications for victims:

(1) Direct victim (primary victim) (see 3.3.28)
(2) Indirect victim (secondary victim) (see 3.3.50)

A A.3.3.90 Victim Advocate. Advocates offer victims informa-

tion and emotional support, and help them find resources and
fill out paperwork. Sometimes, advocates go to court with
victims. Advocates might also contact organizations, such as
criminal justice or social service agencies, to get help or infor-
mation for victims. Some advocates staff crisis hotlines or run
support groups. Victim advocates could also be called victim
service providers, victim/witness coordinators, or victim/
witness specialists.

A A.3.3.91 Victim Navigator. A victim navigator’s role can vary,

depending on the nature and scope of the incident. A victim
navigator can serve as the singular point of contact for law
enforcement, victim service providers, media, and others wish-
ing to contact the victims or their loved ones or families. Serv-
ices can also include advising caregivers, providing psychosocial
support and education, and making referrals for other services.
Victim navigators could also be called victim liaisons.

N A.3.3.92 Victim/Witness Specialist. These specialists could

also be called victim/witness advocates or coordinators.
Victim/witness specialists are typically government employees,
and they provide education regarding the legal system and
refer individuals to victims' services such as counseling.

A.3.3.94 Warm Zone. A warm zone is an area where law
enforcement has cleared or secured or is geographically isola-
ted from the threat. This zone is clear of an obvious threat, but
a threat could emerge or re-emerge.

N A.3.3.95 Warm Zone Response Operations Models. The

following are four ASHER warm zone operations models:

(1) Rescue task force (see 3.3.72)

(2) Protected island operations (see 3.3.67)

(3) Protected corridor operations (see 3.3.66)

(4) Law enforcement/armed security rescue (see 3.3.55)
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A.3.3.98 Zones. These zones are subject to change based on
the incident evolution.

NA4.2 An effective ASHER program includes the ongoing,
active participation of all response organizations, agencies, and
stakeholders identified in the program (see A.3.3.82). Coordina-
tion and teamwork are essential to successful program develop-
ment, implementation, and maintenance, and the involved
parties should work together throughout the stages of prepar-
edness, response, and recovery. Conducting joint training and
exercises should be considered a fundamental component of
preparedness.

The following examples of program development resources
are available in Annex D:

(1) Figure D.2.1, Roadmap to a Unified ASHER Program
(2) Figure D.2.2(a), Unified Command Organization Chart
(4) Figure D.2.2(b), Operations Section Organization Chart
(3) Figure D.2.3.1, ASHER Terminology — Recovery

(5) Figure D.2.4.1, ASHER Readiness Assessment

(6) Figure D.2.4.2, ASHER Program Checklist

A.4.3(1) To ensure effective and efficient coordination it is
recommended that an appointed program manager or
committee of integrated, multidisciplinary membership be
responsible for the overall coordination of the program.

A A.4.3(18) Additional after action reporting guidance can be

found in A.6.4.2(10).

N A.4.4 For example, personnel in the United States should
meet the requirements defined in NFPA 1561, by the National
Incident Management System (NIMS), and by the incident
command system (ICS), as mandated by HSPD-5 and PPD-8
and as directed by the NIMS Integration Center.

A.5.1.1 A risk assessment is the determination of quantitative
or qualitative estimate of risk related to a well-defined situation
and a recognized threat (also called hazard). Risk assessment
requires calculations of two components of risk: the magnitude
of the potential loss and the probability that the loss will occur.

A.5.2.1 Identifying atrisk locations, which is the first step in
the risk assessment process, includes but is not limited to
collecting information regarding the locations and types of
targets within the organization/jurisdiction.

A.5.2.2 Examples of atrisk locations include, but are not limi-
ted to, sporting events, concert venues, malls and other shop-
ping facilities, community festivals, public gatherings, religious
facilities, protests/demonstrations, educational facilities (e.g.,
schools and postsecondary campuses), government facilities,
and military installations.

A.5.2.2.2(2) Examples of critical facilities include homes,
schools, hospitals, businesses, and offices. Examples of critical
infrastructures include power, communication, and medical.

A.5.2.2.2(3) Examples of positions that would provide a tacti-
cal advantage include, but are not limited to, elevated viewing
positions, underground garages, hiding positions, and nearby
rooftops.

A.5.3 Estimated outcomes should be based on realistic worst-
case scenarios, especially for high-frequency, high-risk events.

A.5.4 Operational performance is a function of three consid-
erations: resource availability/reliability, agency capability, and
overall operational effectiveness. Resource availability/reliabil-
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ity is the degree to which the resources are ready and available
to respond. Department capability is the ability of the resources
deployed to manage an incident. Operational effectiveness is
the product of availability and capability. It is the outcome
achieved by the deployed resources or a measure of the ability
to match resources deployed to the risk level to which they are
responding. The resources (personnel and equipment) needed
for the response must consider the potential outcomes, includ-
ing civilian injury and death, responder injury and death, and
property loss. See Figure A.5.4.

A.5.4.1 The community risk assessment should be reviewed
annually or when changes take place that affect the original
assessment. Verifiable resources should be consulted to deter-
mine the most common types of threats in other incidents.
This data should then be compared to the sites identified
within the jurisdiction to determine if there is a high or low
probability of an incident occurring.

Information on target locations and types can be found from
the following sources:

(1) Local public safety agencies

(2) Local emergency management

(3) Homeland Security Intelligence Network (HSIN)
(4) Fusion centers

(5) Joint counter-terrorism assessment teams

(6) Joint terrorism task force

(7) National organizations

(8) Federal Bureau of Investigation (FBI)

(9) Historical records

A A.5.4.2 In locations consisting of multiple structures with simi-

lar configurations, uses, and capacities, a consolidated assess-
ment can be conducted.

Examples of occupant/attendee preparedness measures
include, but are not limited to, bleeding control kits, bleeding
control training, “run, hide, fight/avoid, deny, defend,” and an
emergency action plan.

High Probability

Low Consequence

Moderate Risk

DISTRIBUTION

CONCENTRATION

Low Probability Low Probability

PROBABILITY
|

Low Consequence High Consequence

Low/Isolated Risk High/Special Risk

CONSEQUENCES

FIGURE A.5.4 Probability/Consequence Resource
Distribution Chart.
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Facilities identified as needing an individual facility risk
assessment should follow a prescribed risk assessment method-
ology such as, but not limited to, those provided in the follow-
ing documents:

(1) NFPA 99

(2) NFPA 730

(3) NFPA 16006(as incorporated in NFPA 1660)

(4) NFPA 1620 (as incorporated in NFPA 1660)

() ISO/IEC 31010

(6) CPSE, Quality Improvement for the Fire and Emergency Services
(formerly known as the CFAI, Risk Assessment Manual)

(7) ASIS/RIMS RA.1, Risk Assessment Standard

(8)  PASS, Safety and Security Guidelines for K—12 Schools

(9) FEMA CPG 201

A.5.4.2(5) Examples of security capabilities of the venue
include, but are not limited to, audio/visual monitoring, secur-
ity personnel, threat detection systems, electronic premises
security systems, and other measures to counter or restrict
assailant access.

A.5.4.2(13) Protective features can include ballistic glass,
impact glass, and fortified doors/locks.

A.5.4.2(19) Examples of emergency responder accessibility
include, but are not limited to, lock box locations, access to fire
control system(s), access to a gated community, access to a
secure compound, and access to keys, key cards, codes, or
credentials.

A.5.4.2(20) This can include public access trauma control kits
for lay rescuers and specialized medical equipment for internal
and trained/licensed personnel who are part of an internal
response team.

A.5.4.2(21) This plan should assist with coordination between
the facility/venue and the AH]J.

A.5.4.4 Geographic threat assessments utilize GISs that allow
the user to better visualize, question, analyze, interpret, and
understand interdependencies, patterns, and trends.

A.6.1.2 A useful tool for some pre-incident planning activities
is NFPA 1620 (as incorporated in NFPA 1660).

A.6.2 Plans are not a scripting process to dictate specific
actions but rather to scope the multi-agency coordination
theme of the plan. The plan can be, but doesn't have to be, a
component of a comprehensive all-hazards plan. Plans should
identify goals, functions, and desired outcomes.

A.6.2.1 Multi-agency and multidiscipline relationships should
provide a starting point for planning, training, exercising, on-
scene, and recovery operations. This will improve integration,
response, and recovery capabilities.

A.6.2.4 The planning team is a group authorized by the AHJ
to develop the plan.

A.6.2.6 Developing relationships between agencies, as well as
interdisciplinary emergency and nonemergency operations, is
vital to the success of an organized mission-oriented response.

A A.6.3 In the United States, plans should mirror the National

Response Framework (NRF) and National Preparedness Goal
and include emergency support functions (ESFs) in annexes.
Every state should already have an EOP that complements the
NRF and works in concert with FEMA.
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A A.6.4 SOPs enable personnel to operate at an ASHE where

hazards are identified, risks are assessed, and response options
are chosen based on the AHJ’s concept of operations, available
resources and capabilities, and the responder’s level of train-
ing. For plans related to specific facilities or structures,
NFPA 101 and NFPA 1620 (as incorporated in NFPA 1660) have
additional requirements for SOPs that should be taken into
consideration.

A.6.4.2 SOPs should contain at a minimum the following
items:

(1) Introduction
(2) Scope
(3) Purpose
(4) Definitions
(5) Health and safety of responders
(6) Response information and mutual aid
(7) Operations
(8) Equipment
(9) Unique site-specific information
(10)  Pre-incident plans
(11) Threat assessments
(12) Consideration of operational impacts on the community
(13) Training
(14) Exercises
(15) Recovery
(16) Continuity of operations
(17) Behavioral health support and recovery
(18) Incident documentation and after action reporting

A.6.5.3 Restoring personnel to operational readiness can
include short- and long-term behavioral health resiliency.

A A6.5.4 A.6.4.2(10) contains guidance for developing an AAR.

A.6.7.2 The guidelines should focus on ensuring that an
entire jurisdiction can respond to any threat or hazard, includ-
ing those with cascading effects. Emphasis should be on saving
and sustaining lives. Significant incidents demand a much
broader set of atypical partners to meet the demands of the
incident.

A A.6.7.2(11) A civilian action response and reaction plan can

include multi-option procedures, such as wound care, critical
actions, and pre-existing plans (e.g., meeting points, contact
numbers, phone trees). [See A.9.3.1(5).]

A.6.8 SOGs, SOPs, EOPs, and other response program docu-
ments can contain critical and sensitive information that can be
used by adversaries against emergency responders.

A.6.9.1 Information and intelligence sharing can require an
MOU between ASHER program participating organizations to
ensure that material and information can be effectively distrib-
uted in accordance with classification policies.

A.7.1 Resource and team typing categories (such as those in
NIMS) should describe resources by capacity and capability.
Team and resource typing should provide AHJs and on-scene
incident management with the following:

(1)  Enhanced emergency readiness

(2) Guidance for equipment purchasing and subsequent
training

(3) Ease in identifying, requesting, and tracking resources by
type

Shaded text = Revisions. A = Text deletions and figure/table revisions. ® = Section deletions. N = New material.



ANNEX A

3000-33

A.7.3 Mutual aid resources should be a source of personnel,
equipment, and support to address the incident and associated
community needs.

Some mutual aid relationships might require advance agree-
ments outlining the provision and sharing of services prior to
deploying to incidents. An example of this is NIMS on the
local, state, and national levels.

A.7.4 Proper documentation of inventory and use is an impor-
tant aspect of supply management. An example of prestaging
essential supplies for a mass casualty incident might include
implementing a free-standing mobile care platform that
contains all necessary supplies for treatment, PPE devices, and
oxygen delivery. Pre-positioning of these supplies will allow
flexibility of deployment from a single location where all
aspects of care and safety are already assembled and ready to
go. These carts can be positioned in hospitals, schools that are
predesignated as shelters, and public venues such as sports
stadiums and convention centers that can be used for evacua-
tion locations.

NIMS also includes information on resource management.

N A.8.1.2 This will allow fire and EMS to integrate under the law
enforcement authority that has established initial command.

A A.8.2.1 While it is acknowledged that many incidents are
primarily managed by one agency or type of service (law
enforcement, fire, EMS) based on the needs of the incident, it
should also be understood that at most incidents there is over-
lap, and the continued use of UC at even the most minor inci-
dent will set a framework and existing practice for its use at a
major multidisciplinary incident such as an ASHE. An example
is to utilize UC for the planning and management of commun-
ity functions, special events, and high-threat venues. See Figure
D.2.2(a) for an example of an IMS organization chart under
UC.

A.8.2.3.1 Members of the UC should be physically co-located
to maintain constant communications and share pertinent
information.

Overall objectives for ASHE should include reducing
morbidity and mortality through lifesaving interventions and
initiating the recovery phase. This could include the following:

(1) Stop the killing (i.e., address the threat)

(2) Stop the dying (e.g., stop the bleeding and provide
threat-based medical care)

(3) Rapid triage and transport of casualties

(4) Initiate the recovery phase

A.8.2.3.3(5) An example of direct supervision over a func-
tional group would be a rescue group supervisor.

N A.8.3.1 Size-up is necessary for the integrated response. The
elements of the size-up should be communicated to each
agency expected to participate in UC. Initial arriving and
subsequent responders who assume leadership roles on the
incident scene should ensure that incident information is
relayed as soon as possible.

A.8.3.1(2) Examples of specific characteristics include
whether it is an open area, the structure or facility type, security
systems, alarm and signal systems, population characteristics,
and other considerations.

N A.8.4 Examples of circumstances that could require an expan-
ded IMS include receiving hospitals overwhelmed with casual-
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ties and bystanders, IACs, and secondary and tertiary crime
scenes. The size and complexity of an ASHE, including the
impacts to areas and infrastructure proximal but separate from
the initial incident location, require a UC system to ensure all
agencies operate together effectively.

A.8.4.1 Requirements for standard operating procedures
(SOPs) can be found in 4.5.4 of NFPA 1561. These practices
should ensure a face-to-face UC with their functional counter-

part(s).

A.8.4.2(6) Examples of this include, but are not limited to,
facility managers, school principals, health care representatives,
victim witness specialists, and special event planners.

[ ]

N A.8.4.4.1 Minimum IMS training for nontraditional response
agencies should include FEMA courses 1S-100, IS-200, 1S-700,
and IS-800. Additional training titled "EOC Operations for
Victim Service Professionals” can be found on the ICP TTA
website.

A.8.6 As an incident evolves, the disciplines essential for a UC
could also evolve. Disciplines outside of the traditional
response roles can be folded into UC as they assume responsi-
bility for components of the incident.

A A.8.7 Additional guidance on AAR content and development

can be found in Annex C.

A A9.1.1 Requirements in building, fire, and life safety codes

are intended to establish, among other things, a reasonable
level of safety for occupants from fire, explosion, and other
hazards, and to provide a reasonable level of safety to firefight-
ers and emergency responders during emergency operations.
Providing protection against ASHEs could require protection
methods in addition to those required by building, fire, and
life safety codes. The additional ASHE protection measures
should complement, and not conflict with, protection meas-
ures in the legally adopted building, fire, and life safety codes.
A comprehensive risk assessment is beneficial to ensure each
potential hazard is addressed through an all-hazard approach
that does not improve risk mitigation for one hazard while
reducing the risk mitigation for other hazards.

A A9.1.2 It is ultimately the responsibility of the facility, the

stakeholders, and the AHJ to determine that a facility is at risk
for an ASHE.

A.9.2(2) The plan should consider the nature and character
of the occupants’ access and functional needs, including physi-
cal, developmental, or intellectual disabilities, chronic condi-
tions, or injuries. The capability of the occupants has a direct
effect on the plan requirements of the building owner and
manager. For example, school children (K-12) will need more
faculty/staff guidance on the procedures and actions to take.
Occupants in a business occupancy, however, are likely to act
more independently based on the plan. Responses in a health
care/supervised care occupancy would involve staff assistance
to aid patients.

A A.9.2(3) Facility training programs should consider multiple

options for occupant preparedness actions. These expected
actions should be determined based on risk assessment and
resource availability and through the planning process with the
AH]J.

A.9.2(6) Protective features can include ballistic glass, impact
glass, and fortified doors/locks.
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N A.9.2(7) Examples could include a lock box or access box,
issued keys, throw bag, or electronic access keys. In some juris-
dictions, the risk assessment might determine that multiple
locations or a differently sized lock box (e.g., to contain addi-
tional materials) are necessary.

A.9.2(8) This encompasses physical security, electronic secur-
ity, and cyber security.

A.9.2(9) This includes in-building mass notification systems
such as voice evacuation systems, area of refuge intercom
systems, panic/duress alarms, and visual and audible alerting
systems.

A.9.2(11) Depending on system type, they should be compli-
ant with NFPA 1221 (as incorporated in NFPA 1225) and
NFPA 72.

A.9.3 EAPs, including which occupancy types are required to
have an EAP, are specified in NFPA 101. EAPs for hospitals
should follow NFPA 99. Other facilities should follow guide-
lines specific to their occupancy or as directed by the AHJ.

A A.9.3.1 Notification procedures can be found in Chapter 20.
Facilities should implement a public access trauma kit program
that addresses all of the preventable causes of death due to
trauma.

A A9.3.1(1) Consider reviewing “What To Do — Bomb Threat”
guidance from the US Department of Homeland Security and
the PASS Safety and Security Guidelines for K—12 Schools.
NFPA 1600 and NFPA 1620 (both incorporated in NFPA 1660)
also include risk assessment and pre-incident planning guid-
ance.

N A.9.3.1(5) Multi-option procedures can include evacuation
(total or partial facility), relocation within the facility or to adja-
cent facilities, lockdown, remain-in-place, or active resistance.

NA.9.3.3.1 The plan for an ASHE could include rooms or
spaces where environmental objects can be repositioned to
secure the room and deny access. Examples include everyday
items already present in the space, such as desks, tables, chairs,
cabinets, and planters.

A A9.4.2 Where the fire alarm system is used as the means of
emergency communications, it should be in accordance with
NIFPA 72 and NFPA 1221 (as incorporated in NFPA 1225).
Facilities should consider adding new technology to increase
their preparedness for an ASHE. This could include, but is not
limited to, the following:

(1) Increased surveillance, including video

(2) Threat detection systems

(3) Mass notification systems

(4) Increased radio frequency identification (RFID) badging

(5) Access control software

(6) Signage and signal systems that can change instructions
in real time based on incident information and needs

For example, facilities should explore systems that can
enhance detection and response capabilities to address threats
faster and move people to safer locations. NFPA 730 describes
construction, protection, and practices intended to reduce
security vulnerabilities to life and property. Among other
things, it covers administrative controls, security perimeters,
accessory property, and occupancy-specific protection. Where
provided, the electronic premises security systems should be
installed, tested, and maintained in accordance with NFPA 731.

A A.9.5 This should apply to any facility that has an EAP with an

ASHER program annex or an individual ASHER program.
Exercises can include any of the following:

(1) Discussion-based exercises, including the following:

(a) Seminars
(b) Workshops
(c) Tabletop exercises (TTXs)

(d) Games
(2) Operations-based exercises, including the following:
(a) Drills

(b) Functional exercises (FEs)
(¢) Full-scale exercises (FSEs)

This information was taken from Homeland Security Exercise
and Fvaluation Program (HSEEP). Exercises should be conducted
with partner agencies, facilities, and AHJs whenever possible.

A.9.5.1 First responders and representatives of the AHJ should
be invited to exercises. The owner should try to accommodate
AH] participation whenever possible.

A.9.5.2 Examples of organizations with multiple buildings on
a single campus include, but are not limited to, schools, college
campuses, hospitals, and military installations. Effective exerci-
ses should involve different scenarios and portions of the
facility or different buildings.

A.10.1.2 Financial management elements can vary based on
the type of organization. Financial management elements
encompass funding sources and processes, budgetary processes
and procedures, capital and operations budgets, program costs,
and cost recovery. A critical challenge for an ASHER program
is to ensure adequate funding for assigned missions, tasks,
training, and equipment.

A A.10.3 Revenue sources can include, but are not limited to,

response agency or organization budgets, state or federal
grants, cooperative agreements, donations, fees, and cost recov-
ery associated with events. Fiscal responsibilities for organiza-
tions participating in a multi-agency program agreement
should be well defined and agreed on in advance. ASHER
program managers should be aware of alternative revenue
sources that might be available.

There could be federal funding available to assist the AHJ in
supporting the costs of equipment, staffing, and training. The
exact eligibility rules and funding provisions can vary depend-
ing on the agency, program, and fiscal year appropriation. In
the United States, federal agencies such as the Department of
Homeland Security (DHS) and the Department of Justice
(DOJ) could also offer technical assistance and training to first
responder agencies at the state, local, and tribal levels that
address the competencies outlined in Chapters 13 and 14.

The US System for Award Management (SAM) Assistance
Listings is a resource detailing the federal programs that
provide assistance awards or benefits to state and local govern-
ments, federally recognized Indian tribal governments, and
territories (and possessions).

Grant programs vary from jurisdiction to jurisdiction. Some
grant programs are supported by private industry and others
come from government agencies. Local agency and industry
stakeholders should be contacted to determine what grants are
available.
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A.10.4 These cost centers might include initial and ongoing
costs related to supplies and equipment, training and exercises,
personnel, education and outreach programs, administrative
support and services, and fixed asset and capital item mainte-
nance and replacement.

A.10.5 The AHJ can have ordinances or rules that allow for
cost recovery where the responsible party provides reimburse-
ment for certain supplies. Additional information is available
on the US OVC webpage.

A A.11.2 9-1-1 public safety answering points (PSAPs) are often

the first point of contact for victims experiencing or fleeing an
ASHE. Calls can be received by voice, by text, or from other
means. In addition to 9-1-1 services, communication centers
can dispatch initial resources or make police, fire, EMS, mutual
aid, and administrative notifications.

A.11.2.3 Training for communications center personnel can
include exercises, scenarios, formal classes, and online training
programs. AHJs are encouraged to include communications
center personnel in tabletop exercises, drills, and any other
multiagency training.

A.11.3 Such relationships should include managing emer-
gency information, providing a unified communication control
system, transmitting safe scene information cross agency with
priority, transferring or handling (without duplicating) event
information, and ensuring compatibility of communication
devices.

A A.11.4 Many systems and AHJs are currently using computer-

aided dispatch (CAD) systems. The requirements, qualifica-
tions, and training referenced in NFPA 1221 and NFPA 1061
(both incorporated in NFPA 1225) regarding incident/tactical
dispatch are appropriate for any public safety telecommunica-
tor managing an ASHE, even if that dispatcher does not physi-
cally respond to the scene.

A.11.4.1 Considerations should include the following:

(1) Implementation and support of text to 9-1-1

(2) Implementation and support of NG9-1-1

(3) Resiliency and continuity of operations

(4) Incident/tactical dispatch needs

(5) Increased volume of emergency and nonemergency calls

(6) Staffing of emergency communications center

(7) Robust and comprehensive backup and rollover process
potentially to a larger center with greater ability to handle
a large call volume

(8) Relief of communications personnel

(9) Behavioral health assistance

A.11.4.2 Chapter 6 of NFPA 1061 (now incorporated as Chap-
ter 6 in NFPA 1225) is being referenced here rather than
extracting entire sections of the document. Communications
personnel should also consider the use of an encrypted tactical
channel if one is available and is part of their local policies and
procedures.

A.11.5 All systems utilized for emergency incident communi-
cations management and support should be configured and
enabled to facilitate sharing of incident data and related infor-
mation.

A.11.7.1 This is where interoperability is important. Preplan-
ning/testing the use and capability of radio communications
amongst local and regional responding agencies is important,
as is the ability for all (treatment, triage, transport, hospital,

Shaded text = Revisions. A = Text deletions and figure/table revisions.

e = Section deletions. N = New material.

etc.) to talk on the radio to each other when they have shared
responsibilities.

A.11.8 In many jurisdictions these have a specific name or
level. They usually consist of a predetermined number of
resources that a dispatcher can send at once to the incident so
that resources are on scene in a more timely manner. Many
jurisdictions call these packages specific names (alarm compa-
nies, task forces, strike teams, etc.). Some jurisdictions also
allow first arriving resources and incident command to order
these packages in an escalating manner as they manage the
incident.

A A.12.1.3.1 ASHER training for law enforcement should

include the following tasks and competencies:

(1) Hot Zone Tasks. Law enforcement operating in a hot zone
should be able to perform the following tasks:

(a) Recognize the presence of the incident, conduct an
evaluation, respond, and appropriately address the
threat(s)

(b) Provide incident information to other responding
personnel, which can include the following:

I. Size-up
ii. ~ Make a major incident notification
iii.  Identify the exact location of the incident (to
reduce multi-incident confusion)
iv.  Identify the type of attack or incident
v.  Announce the presence of known hazards
vi.  Provide access for incoming responders
vii. Identify the potential number and location of
casualties
viii. Identify additional resources required
(c) Take measures to ensure personal safety including
donning appropriate PPE and identifiable garments
(d) Provide appropriate direction to victims while gath-
ering information
(e) Establish a hot zone(s) perimeter
(f)  Provide self-medical aid or buddy medical aid
(g) Establish incident command (IC) until unified
command (UC) is established in accordance with
Chapter 8
(2) Warm Zone Tasks. Law enforcement operating in a warm
zone should be able to perform the following tasks:

(a) Establish command and control as detailed in
Chapter 8, including the following:

i. Operate within the UC structure

ii. Assemble contact teams and/or operate as
part of the law enforcement branch within
the established incident management system
(IMS)

(b) Constantly evaluate the scene for emerging or re-
emerging threats

(c) Complete mission-specific tasks for each type of
hazard and participate in mission-specific teams

(d) Conduct casualty extraction techniques according
to agency policies and procedures

(e) Actas force protection for fire and EMS personnel
(RTF)

(f) Provide security to a perimeter, corridor(s), or
protected island(s) to facilitate emergency medical
and fire operations

(g) Provide appropriate direction to victims (e.g.,
egress vs. shelter in place)
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(h) Communicate with and update UC
(i) Support evidence and witness preservation
(j) Provide threat-based care
Cold Zone Tasks. Law enforcement operating in a cold
zone should be able to perform the following tasks:

(a) Establish command and control as detailed in
Chapter 8, including the following:

i, Operate within the UC structure
ii.  Operate as part of the law enforcement
branch within the IMS
(b) Constantly evaluate the scene for emerging or re-
emerging threats
(c) Conduct casualty extraction techniques according
to agency policies and procedures
(d) Provide security to a perimeter and to the UCP
(e) Coordinate emergency vehicle ingress/egress,
including helicopter landing zones, if needed
(f) Support evidence and witness preservation
(g) Screen individuals present for additional threats
(h) Provide security for personal possessions left
behind by fleeing victims
(i) Gather victim information and provide support
(j) Provide threat-based care
Associated Off-Site Operations Tasks. Law enforcement oper-
ating in areas that are associated but off-site should be
able to perform the following tasks:

(a) Operate as a functional position within the unified
command post

(b) Assist with public information as detailed in Chap-
ter 17

(c) Assist with family and next of kin notification

(d) Conduct witness interviews

(e) Participate in evidence collection

(f)  Provide security support to associated sites such as
media areas and witness interview areas

(g) Support emotional and behavioral health program
missions

(h) Serve as victim liaisons

Competencies for Operating at an ASHE Incident. Law

enforcement should have knowledge of all local plans,

policies, and procedures, including the following:

(a) Major incident notification procedures

(b) Available resources

(c) Procedures for activating the local ASHER plan

(d) Communications plan and procedures

(e) “Officer Down” procedure, or equivalent, based on
local policy, protocol, and procedure

(f) Local procedures for clearing areas and designat-
ing zones

(g) Local procedures for establishing perimeters and
providing security to other responders

(h) Available medical supplies and resources and their
appropriate and prescribed uses within the adop-
ted scope of practice

(i) Available PPE and their appropriate and prescri-
bed uses

(j) Local policies and procedures for operating with
responders from partner agencies and jurisdictions

(k) Warm zone care and rescue concepts, including,
but not limited to, the following:

i. Rescue task force (RTF)
ii.  Law enforcement rescue teams
iii.  Protected island operations
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iv.  Protected corridor operations
(I) Principles of the law enforcement branch, includ-
ing the following:

i. Contact teams (including solo and multi-
officer response)
ii.  Security/rescue teams

iii. Perimeter protection
iv.  Evidence collection
v.  Witness identification and interviews
(m) Basic breaching techniques
(n) Local responder identification plans to differenti-
ate responders from other parties
(o) Ability to clear traffic and roadways to support
movement of victims and possible evacuations
(p) Local policies and procedures for the transition
from active to recovery operations
(q) Basic recognition and consideration of improvised
explosive devices (IED)
(r) Basic recognition of perpetrator use of chemical
munitions and protective measures
(s) Procedures for checking into the incident with UC
for accountability and assignment (i.e., no self-
deployment without notification)
(t) Understanding of and providing security for rele-
vant associated offsite operations, including the

following:
L. Notification centers
ii.  Incident assistance center (IAC)

iii.  Public information distribution
iv.  Hospitals
v.  Witness interview and debrief locations
vi.  Transport zones
vii. Mobile communications support
(u) Witness and victim identification
(v) Hazardous materials awareness level as defined in
NFPA 472 or NFPA 1072 (both incorporated in
NFPA 470)
Competencies for Operating at a Vehicle as a Weapon Incident.
Law enforcement should have knowledge of local policies
for vehicle as a weapon engagement, including the follow-
ing:
(a) Vehicle immobilization techniques
(b) Vehicle-borne IED (VBIED) identification
Competencies for Operating at an Active IED Incident. Law
enforcement should have knowledge of the local IED
response policy, including the following:

(a) Time, distance, and shielding, using the DHS
“Bomb Threat Stand-Oft Chart”

(b) Post-blast transition to fire event/structural collapse

Competencies for Operating at a Fire as a Weapon (FAAW) Inci-

dent. Law enforcement should have knowledge of basic

firefighting operations, including the following:

(a) The ability to recognize an immediately dangerous
to life and health (IDLH) situation as it pertains to
respiratory and thermal protection

(b) Co-occurrence threats (e.g., FAAW often occurs in
tandem with a second hostile event)

(c) Local fire department capabilities and their specific
operations

(d) AH]J’s requirements for FAAW incidents

(e) Movement techniques in a smoke environment
(e.g., how to drop to the floor where there could be
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breathable air, how to move along the walls to find
an exit)

(f)  Partnering with the local fire department to obtain
basic firefighting training and instruction on how to
properly use fire extinguishers to put out small fires

A A.12.1.3.3 Law enforcement should have, at minimum, knowl-
edge of the following:

(1) Medical care, including the following:

(a) Hemorrhage control
(b) Basic airway
(c) Respiratory management
(d) Casualty extraction
(e) Hypothermia management
(2) Threat-based systems of care, including the following:

(a) Tactical Emergency Casualty Care (TECC). Emergency
medical aid and patient care in the civilian environ-
ment should be provided in accordance with the
TECC Guidelines for First Responders with a Duty to Act
and TECC Guidelines for BLS/ALS Medical Providers.

(b)  Tactical Combat Casualty Care (TCCC). TCCC is the
military equivalent to TECC.

A.13.1.1 The intent of this section is to define competencies
for both fire and EMS functions regardless of agency configura-
tion. It is understood that some agencies provide dual services
that are comprised of both traditional fire and medical service
delivery while others are provided by separate entities with
different command structures. It is important for agencies to
apply the sections of this chapter that relate to the services

delivered.
[ ]

A.13.3.1.1 Fire and EMS do not typically operate in a hot zone
at an ASHE. It is understood that different municipalities and
jurisdictions could have the ability to do so as part of a special-
ized team.

A.13.3.3(5) Mass care triage models include the following:

(1) SALT triage (see FICEMS “National Implementation of
the Model Uniform Core Criteria for Mass Casualty Inci-
dent Triage: A Report of the FICEMS”)

(2) START adult triage (see CHEMM “START Adult Triage”)

(3) JumpSTART pediatric triage (see CHEMM “JumpSTART
Pediatric Triage”)

(4) FDNY warm zone triage (see protocol in FDNY’s “Rescue
Task Force Awareness”)

N A.13.3.4 Any emergency incident hazard control zone can
include a no-entry zone. In the event that personnel are
exposed to a no-entry zone, appropriate contamination reduc-
tion strategies for the hazards encountered should be utilized.
[1500:A.8.7.4.4.1]

The incident commander could designate a no-entry
zone(s) based on the presence of uncontrolled hazards such as
fire, explosives, or unstable structures.

A.13.4.1.2(22) The risk model should be based on the AHJ's
current risk analysis policy, procedure, or model.

A.13.4.3 For additional information, see the DHS “Bomb
Threat Stand-Off Chart.”

N A.13.4.5.1(7) In the United States, fire departments and
hazardous materials teams should act in accordance with
“Primary Response Incident Scene Management (PRISM):
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Guidance for the Operational Response to Chemical Incidents”
from the Department of Health and Human Services (DHHS).

A.14.2.3 Zone definitions follow the general location of the
threat(s). Hot zone operations should also consider a ballistic
helmet, a radio with shoulder strap, and remote microphones
with earpieces, flashlight, and individual first-aid kit (IFAK).
See Chapters 8, 12, and 13 for warm zone operation.

A.14.2.4 Deployment models can include, but are not limited
to, the following:

(1) Individually issued

(2) Issued to each applicable responder or responder posi-
tion on the vehicle

(3) Command and/or supervisory vehicles

A A.14.3.1.1 NIJ establishes minimum performance standards

for body armor and administers a program to test armor for
compliance. Type III-A ballistic panels provide ballistic penetra-
tion protection for most standard handgun and shotgun
ammunition. The AHJ could require a higher level of BPE
based on the risk assessment findings.

A.14.3.1.2 Examples of integrated response teams include
RTF, protected corridor, and protected island.

A.14.4 For PPE and BPE worn externally, additional marking
can be used to designate rank officers and should be based on
operational functions. The identifying markings should be visi-
ble on both the front and rear.

o
A A.15.1.1.1 Examples of training programs include Advanced

Law Enforcement Rapid Response Training (ALERRT), Tacti-
cal Emergency Casualty Care (TECC), or Tactical Combat
Casualty Care (TCCC).

N A.15.1.1.1.1 Assignments of nontraditional response organiza-

tions can include, but are not limited to, the notification center
and IAC.

A.15.2.1 Training and exercises should include the prepara-
tion, response, and recovery phases of an ASHE and the enti-
ties expected to operate at each phase. The entities can
include, but are not limited to, law enforcement, fire, EMS,
private security, victim advocates, federal/state/local/tribal
assets, physical and behavioral health providers, peer support
teams, spiritual care support teams, and emergency manage-
ment.

A.15.2.2 Training can include scheduled or no notice sessions.

A.15.2.4 The lessons learned that are identified in the AAR of
the exercise should be documented and distributed to all
participant agencies for use in adjusting training plans, policy
and procedures, logistic planning, and resource acquisition
planning. These exercises can consist of one part of the
program’s plans or several.

Exercises that fall under the HSEEP scope include the
following:
(1)  Full scale
(2) Tabletop
(3) Functional

It is a best practice to exercise different portions or elements
of the program each year in order to continuously improve the
program's capabilities.
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The ICP TTA Victim Services Exercise Guide & Scenario
Templates includes scenarios, core capabilities, and injects
designed to integrate victim services tasks into existing drills
and exercises.

A.15.3 This training should be based on the risk assessment
and partnerships formed with facility mangers as outlined in
Chapters 5 and 9.

A.16.2.1(3) These materials can include videos, handouts,
published papers, online learning, and other similar educa-
tional material.

A.16.3 Additional resources from the DHS include the "Stop
the Bleed" program and the "Active Shooter Pocket Card."

Public involvement is vital to provide additional support to
response personnel and can often be the primary source of
response in the first hours or days after a catastrophic event. As
such, the public should be encouraged to train, exercise, and
partner with each other and with emergency management offi-
cials.

A.16.3(3)(a) An example of a survival strategy is “run, hide,
fight.” The United States federal government recommends
teaching the public to run, hide, and then fight. Another
example is “avoid, deny, defend.”

A A.16.3(3)(b) Other interventions include civilian treatment

for airway, respiratory, hypothermia, and extraction. The
United States federal government encourages public education
programs such as “Stop the Bleed,” which teaches bleeding
control measures, and “You Are the Help Until Help Arrives,”
which addresses the time interval before the arrival of profes-
sional responders.

A.16.3(4) Information specific to people with disabilities as
well as others with access and functional needs should be inclu-
ded. For people who might have a physical or mental disability
or language access issue, the following should be included in
preparedness plans:

(I) Communication needs (not able to hear verbal
announcements or alerts, see directional signage,
communicate with respondents)

(2) Maintaining health (acute medical needs requiring
support or trained medical professionals, medications,
access)

(3) Independence (providing physical and programmatic
access, durable medical equipment needs/service
animal)

(4) Support and safety (loss of support of personal assistants,
children, and supervision)

(5) Transportation (not able to drive, assistance with evacua-
tion)

A A.17.1 Users of this standard are encouraged to review NIMS,

including the following:

(1) NIMS Basic Guidance for Public Information Officers
(2) Job Aid: Public Information Staffing and Skills Checklist
(3) FEMA Lesson 5: Public Information During the Incident

A.17.1.1 Organizations should coordinate their public infor-
mation messaging with their AH]J.

A.17.2.3 This communication includes press alerts and media
advisories, press releases, briefings to victims and their loved
ones and families, and talking points.
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A A.17.3(3) Providing assistance with notification helps to

reduce overwhelming resources at the scene with information
requests and to provide for a secure and accessible gathering
place in a cold zone where potential witnesses can be identified
and interviewed to advance an ASHE investigation.

A.17.3(4)(a) The PIO should be involved in assisting in the
creation of messaging appropriate to communicate the essen-
tial and timely information on the ASHER plan.

A.17.3(4)(b) The PIO should be involved in the risk planning
and coordination to acquire the appropriate communications
contacts and familiarity with agencies and partners who could
be resources for mutual aid as well as all SOGs and SOPs devel-
oped as part of the planning process and post-incident proce-
dures.

A.17.3(4)(c) The PIO should be involved in the risk assess-
ment to acquire the appropriate communications contacts and
familiarity for assessed organizations for information sharing,
preparedness planning, analyzing consequences, and seamless
information flow in the event of an ASHE.

A A.17.3(6) Operational security could be put in jeopardy by any

of the following:

(1) Media helicopters divulging response team location and
movements

(2) Misinformation on the current status of the ASHE

(3) Disclosing the number of casualties

(4) Disclosing the number of perpetrators

A A.17.4.1 Accessing multiple layers (i.e., types and methods) of

communication systems can increase effectiveness. Multiple
layers provide an extra level of notification, or a safety net. The
overall MNS application is likely to exploit a number of public
and individual systems or components that combine to
produce a reliable and robust solution to achieve emergency
notification objectives. The integrated public alert and warning
system (IPAWS) consists of multiple layers, such as the follow-
ing:

(1) Layer 1 could consist of elements such as the following:

(a) Emergency voice/alarm communications systems
(EVACS)

(b) In-building MNS

(c) One-way voice communication systems [e.g., a
public address (PA) system ]

(d) Two-way voice communication systems

(e) Visual notification appliances

(f)  Textual/digital signage/displays

(2) Layer 2 could consist of elements such as the following:

(a) Wide-area outdoor MNS
(b) High-power loudspeaker arrays (HPLAs)
(3) Layer 3 could consist of elements such as the following:

(a) Short message service (SMS)
(b) Email
(c) Computer pop-ups
(d) Smartphone applications (“apps”)
(e) Reverse 9-1-1/automated dialing
(f)  Wireless emergency alert (WEA)
(4) Layer 4 could consist of elements such as the following:

(a) Radio broadcast (satellite or AM/FM)
(b) Amateur radio (HAM radio)

(c) Television broadcast (satellite or digital)
(d) Location specific messages/notifications
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Weather radios
Social networks

(e)
®

N A.17.4.3.1.1 Additional resources include the SAMHSA Behav-

ioral Health Disaster Response App and the Psychological First
Aid (PFA) Field Operations Guide.

A.17.4.5 Test notifications should be appropriate and should
not create panic. An example of this would be live social media
posting of test events where they could be misunderstood as
actual events.

A A.17.4.6 The Clery Act provides timely warning and crime

notification requirements.

A.17.5 Social media is valuable for refuting or verifying inci-
dent information. It should be monitored as much as possible
by the JIC if one has been established.

A.17.5.1 External sources include social media and news
reports.

A.17.5.2 Appropriate and trending social media hashtags
should be used to ensure the consistent delivery of approved
messaging and information. Where possible, the same message
from one source across all social media platforms should be
used.

A.17.5.3 This includes sharing operational information and
data (e.g. pictures, video) that are not approved for release
outside of the scene.

A.17.6.1 The on-location media area should be distinct from
the notification center and later the IAC, but sufficiently close
to allow the sharing of information with both. When possible,
victims and families should receive information prior to release
to media and the general public.

A.17.6.2 Managing the media area includes maintaining a
general understanding of who is there, giving timely updates,
and not letting them interfere with operations.

A.17.6.3 The recovery phases are detailed in Chapter 20.

A.18.2.1.1 Figure A.18.2.1.1 shows an example of continuity of
operation.

N A.18.2.1.1(4) Plan activation procedures should include, but
are not limited to, the following:

(1) Devolution

(2) Orders of succession
(3) Delegation of authority
(4) Reconstitution

Continuity of Care and Business Operations
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A A.19.1 NFPA 99 contains dedicated chapters that provide the

requirements for emergency and security management in
health care organizations. The emergency management provi-
sions require the development of an emergency operations
plan based on an all-hazards approach, including mass casualty
events that can greatly increase the demand for services. The
security management requirements state that facilities must
conduct a security vulnerability assessment that evaluates
potential security risks to all individuals in the facility, and, as
part of the plan, procedures must be identified for a number of
incidents, including ASHEs. The requirements of NFPA 3000
are intended to supplement these overall plans by providing
specific recommendations that health care receiving facilities
must do in order to best support the integrated response to
ASHEs.

A A.19.1.1 Some facilities are not expected to receive victims

from such events as they do not possess the capability to treat
victims from an ASHE. Behavioral health facilities are one
example.

A A.19.1.2 Rapid categorization of severity during an ASHE is

vital to reduce preventable loss of life.

A.19.1.2.1 Scalability allows facilities to adjust their response
to meet the objectives of this standard.

A.19.2 Exercises should be scalable in nature and conducted
once annually, at a minimum. Exercises should follow FEMA or
facility-specific guidance for exercises.

A.19.2.2 Hospital emergency management plans should
include establishment of a notification center that coordinates
with AHJ notification center activities. The hospital notification
center should be able to communicate freely and without
disruption with the AHJ notification center. This is necessary
because the public could overload the normal means of
communication with the site.

N A.19.2.3 The traditional method of transport is medical trans-

port by EMS. Nontraditional forms of transport can include law
enforcement, ride shares, and self-transport.

N A.19.2.4 MCI plans for health care receiving facilities should

include the capability to recall and acquire additional staff and
receive supplies. Plans could incorporate the use of EMS
personnel to coordinate communications between incident
command and the facility. EMS personnel could also assist with
the health care facility’s response.

A.19.2.5 Assistance can consist of integrated response teams,
site  management, site security, patient decontamination,
patient triage, patient treatment, IMS, command and control,
and other relevant services.

A.19.3 While it is ideal that patient distribution takes place in
an organized and coordinated manner, it is understood that
most frequently this is not the case. MCI plans should include
MOUs or MOAs for interfacility victim transfer and transport.
The planning phase should include all stakeholders that will be
involved in the ASHER. Effective coordination between facili-
ties and transporting agencies is necessary to ensure successful
victim distribution and tracking.

A.19.4 These means of communication can include the follow-
ing:

(1) Phone

(2) Dedicated radio frequency
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(3) Separate dispatcher
(4) Satellite phones
(5) Electronic patient management systems

A.19.4.3 This assignment should consist of at least one staff
member who is singularly assigned to the role, but facilities
should be prepared to add additional staff as needed based on
the scale of the incident.

A.19.5 Use of electronic, web-based systems for victim track-
ing, notification of victims’ loved ones and families, and hospi-
tal capabilities (i.e., numbers of victims per triage category that
can be managed as the incident progresses) should be consid-
ered. More information on victim identification and tracking
can be found in Chapter 20.

A.19.6.1 Existing physical security measures include electronic
access control and traffic barriers. On-duty staff members
include security and facility staff.

A.19.6.2 Measures for restricting access should include the
following:

(1) Controlling access to security sensitive areas and high-
risk departments

(2) The process for identifying health care facility (HCF)
staff and others (fire, law enforcement, EMS, public
health) that require access

(3) Communicating with on-duty and supplemental person-
nel

(4) Managing internal and external communications

(5) Establishing and maintaining perimeters and related
visitor protocols

(6) Obtaining additional security and/or law enforcement

staff

(7) ZEstablishing secure passage routes and transportation
for HCF staff

(8) Managing the internal environment during access
restrictions

(9) Reversing the restricted access and opening areas

(10) Testing and evaluating controlled access plans during
emergency exercises with other HCFs and community
agencies

A.19.6.2(1) This can be accomplished in progressive stages
and can involve the facility incident command structure.

A.19.7.1 It is highly recommended that the facilities use an
established incident management system (IMS) based on the
National Incident Management System (NIMS). For example,
in the United States, this could be the Hospital Incident
Command System (HICS).The IMS in health care facilities
should be implemented in accordance with the requirements
of NFPA 99.

A A.20.1 For details and a federal application, refer to the US

Victims of Crime Act (VOCA) and the Crime Victim's Fund.

A.20.1.1.1 The US Office for Victims of Crime’s (OVC’s)
“Mass Violence Toolkit (MVT)” was developed to help
communities prepare for and respond to victims of mass
violence and terrorism — to include active shooters — in the
most timely, effective, and compassionate manner possible. The
OVC MVT contains checklists, a compendium of resources,
and other pertinent victim-related materials derived from
operational procedures, best practices, and lessons learned
throughout the victim services community.
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The Improving Community Preparedness to Assist Victims of
Mass Violence or Domestic Terrorism: Training and Technical
Assistance (ICP TTA) program, funded by OVC, assists
communities in augmenting existing emergency management
plans to include victim care in the aftermath of mass violence
or domestic terrorism with subject matter expert training, tech-
nical assistance, and web-based resources.

See Figure D.2.3.1 for additional information on ASHER
terminology related to each stage of the recovery phase.

A.20.1.1.1.1 Steady state is also commonly referred to as the
“new normal.”

A A.20.2.1 The notification center is typically used from the start
of the ASHE until the 24- to 48-hour mark. Recovery opera-
tions could necessitate a branch or group, depending on the
size and complexity of the incident. If possible, the RC should
be previously vetted and part of emergency planning prior to
the incident.

A.20.2.2(8) The medical examiner or coroner’s office should
be considered for inclusion in the unified command, the notifi-
cation center, and later, the IAC. Their capabilities include
gathering antemortem data and notifying the next of kin of the
deceased. Placing the medical examiner or coroner in these
places can alleviate the number of victims and their loved ones
and families arriving at other locations or approaching the
medical examiner or coroner’s office.

A.20.2.3(2) This coordination includes the establishment of
how all parties, both primary and supporting, can effectively
accomplish the necessary common strategy while coordinating
and supporting each other’s missions. This might involve the
FBI victim specialist or local victim /witness specialist.

In cases where multiple primary agencies share complemen-
tary capacities at the statewide level, a facilitating team can be
constituted to serve the role of the facilitating agency.

A A.20.2.5 All participating organizations are encouraged to
sign a memorandum of understanding (MOU) or memoran-
dum of agreement (MOA) prior to any ASHE.

A.20.2.5.2 Initial communication meetings should be conduc-
ted early following the event so that all organizations have

consistent up-to-date information.
o

A A.20.2.8 Establishment, immediate use, and communication
regarding a notification center, to be later followed by an IAC,
should be considered.

The notification center should not be located near the inci-
dent. The location should consider the need to shield victims
and their loved ones and families from the general public,
media, and cameras. Media should not be permitted in the
notification center. An on-site security presence should be
considered to ensure the security and privacy of the affected
individuals. The AH]J should establish a privacy policy that
includes prohibited use of recording devices.

The notification center allows for victims, victims’ loved ones
and families, and other individuals to receive timely and accu-
rate information regarding victims and locations of casualties if
sent to a health care facility and to be reunified quickly with
the uninjured who are delivered to the notification center.

The creation of a notification center should have a process
to identify possible victims and witnesses during intake who
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might need to provide incidentrelated information to law
enforcement. The establishment of a uniform statistical data
collection process, in coordination with the primary agencies,
should be considered to track outreach and services delivered.
This data is often useful after the incident when conducting
needs assessments and applying for grant funding.

A.20.2.9.1 A team could additionally include victim advocates,
mental health professionals, crisis counselors, and faith or spiri-
tual leaders whose members are trained in notification. A free
online training program is available from the US FBI titled,
“We Regret to Inform You... Providing Sensitive Death Notifica-
tions with Professionalism, Dignity, and Compassion.”

A.20.2.9.1.2 Other trained entities can include clinicians in
the health care setting communicating to victims’ loved ones,
families, or next of kin. This is based on AHJ and regulatory
practice.

A A.20.2.10.1 Recovery plans should consider the following:

(1) Individuals who could have additional needs before,
during, and after an incident in functional areas, includ-
ing, but not limited to, the following:

(a) Maintaining independence
(b) Communication
(c) Transportation
(d) Supervision
(e) Medical care
(2) Groups of individuals who could have unique needs
following an ASHE and should not be overlooked includ-
ing, but not limited to, the following:

(a) Children and youth
(b) First responders
(¢) Tribal communities
(d) Elder populations
(e) Individuals with disabilities
(f) Individuals who are deaf or hard of hearing
(g) Individuals with limited English proficiency
(h) High-risk populations
(i) Lesbian, gay, bisexual, transgender, and queer
(LGBTQ#+) individuals
(j) Military veterans
(k) Underserved and socially isolated populations
including, but not limited to, those historically
underserved due to race, socioeconomic status,
disability, or sexual orientation
(I) Foreign nationals (see the Consular Notification and
Access Manual from the US Department of State)
(m) Undocumented individuals
(n) Individuals with religious and spiritual affiliations
(o) Other specialized populations

A A.20.3 Early recovery typically lasts from the 24- to 48-hour

mark post-incident until one or two weeks.

N A.20.3.1 When transitioning from a notification center to an
IAG, it is best practice to close the notification center at the
end of a day and then immediately open the IAC on the follow-
ing day to ensure there is no gap in access to information and
services.

The TAC was formerly known as the family assistance center
(FAC).
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A.20.3.2(9) Victim advocacy, assistance, and services should
include, but not be limited to, the following:

(1) Temporary housing and infrastructure repairs
(2) Area re-entry and belongings recovery
(3) Personal property replacement
(4) Transportation or vehicle replacement assistance
(5) Replacement of job-related tools and specialized/protec-
tive clothing
(6) Moving and storage assistance
(7) Legal assistance
(8) Insurance claims assistance
(9) Employmentrelated assistance
(10) Food replacement
(11) Assistance to mitigate against the effects, including vicar-
ious, of future events
(12) Medical, dental, and mental health services
(13) Information regarding additional short- and long-term
victim services

Each state has laws and regulations that govern what is
covered by victim compensation funding and victim assistance
services. Some federal agencies also provide support for
victims. Each financial resource will cover specific and distinct
needs. Assessment of established coverage will identify gaps in
services so that appropriate and additional available resources
can be used to fill the gaps.

A.20.3.3 An IAC can serve all direct and indirect victims,
including those psychologically or vicariously traumatized and
families. Victim advocacy and victim compensation services are
only available to those who have been legally identified, typi-
cally by law enforcement, prosecutorial authorities, or state
VOCA programs, as victims of the incident. It is best practice to
limit access to the IAC to those who will qualify for services.

A.20.3.3.1 The term “permissible information” is used because
some information cannot be shared, such as information rele-
vant to a crime or investigation or personal medical informa-
tion, all of which is confidential.

A.20.3.3.1(9) The medical examiner or coroner’s role at the
IAC includes gathering antemortem data (via the notification
center) and notifying the next of kin of the deceased. Placing
the medical examiner or coroner at the IAC can alleviate the
number of victims, victims’ loved ones and families, first
responders, bystanders and witnesses, and community
members arriving to other locations and approaching the
medical examiner or coroner’s office.

A.20.3.3.1(10) The discussion about memorial events should
be done in consultation with the victims, victims’ loved ones
and families, first responders, bystanders and witnesses, and
community members. The needs and desires of victims should
be balanced with those of the community. The potential
impacts of media coverage should also be considered. Organiz-
ers should be aware that a spontaneous memorial event could
emerge in the community even if a formal, organized memo-
rial service is not planned. A memorial plan might not
preclude a spontaneous event.

Planning for annual memorial services might not occur
during the early recovery stage. Instead, it should be done later
in the recovery process in consultation with the victims, victims’
loved ones and families, first responders, bystanders and
witnesses, community members, and the resiliency center.
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A.20.3.4.3 Such subsequent activities could include planned
or spontaneous protests, rallies, vigils, and dignitary visits.

A.20.3.4.4(4)(d) Health care facility post-incident security
plans should provide guidance for threat security, victim secur-
ity, and health care facility and infrastructure security.

N A.20.3.4.7.1 Screening of volunteers includes running crimi-

nal background checks.

A.20.3.4.7.2 1If there is a need to separate volunteers, includ-
ing spontaneous, from the victims initially, then the volunteer
reception center might need to be located away from the notifi-
cation center, and later, the IAC.

A.20.3.4.7.6 Input from the victims and their families should
be elicited prior to the designation and distribution of funding
and donated goods during the decision-making process.

A.20.3.4.7.7 This strategy could include the creation of a
donations management database to help collect, track,
disburse, and acknowledge monetary and nonmonetary dona-
tions. This strategy should be reviewed during the response
phase to identify any necessary modifications arising from
emerging and unanticipated needs, including community and
victim needs.

A A.20.3.4.7.8 Multiple sites could be necessary to receive, store,

stage, and distribute donations. Donations, especially mone-
tary, should be broadly dedicated toward victim services and
recovery efforts rather than narrow and specific.

If a warehouse (s) is necessary, then state-level and/or private
sector contract hauler transportation resources should be iden-
tified to secure appropriate cargo vehicles and drivers.

A A.20.3.4.7.9 FEMA offers free training courses, including

E-0289, E-0489, 1S-244, and IS-1020, on volunteer and dona-
tions management. Examples of volunteer and donation agree-
ments can be found in the “Ohio Emergency Operations Plan.”

A.20.3.4.7.10 Communications and messaging on donations
should reflect the diverse ways that funds and items can be
used.

A.20.4.1 Specific to the incident, continued recovery is likely
in the period two weeks to one month after the incident and is
extended as needed by months, years, and possibly decades.

A.20.4.2 A victim assistance liaison or advocate could be
required.

A.20.4.2.1 A victim services advocate or navigator should be
assigned to each affected family to serve as the single point of
contact for victim service information and media requests.
Victims and families should be notified of their rights with the
media, which should be publicly posted as well.

The Office for Victims of Crime (OVC) has a sample victim
liaison job description available for reference on their
webpage.

A.20.4.2.2 The needs of victims, victims’ loved ones and fami-
lies, and other next of kin can include assistance with death
certificates, autopsy reports and information, and other docu-
mentation for legal needs and benefits.

A.20.4.2.4 This process should be proactive and managed by
individuals or organizations that have a strong understanding
and experience in post-incident recovery systems. This process
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should ensure that clinicians and service providers are licensed
and trained with experience in ASHER.

A.20.4.2.5 The IAC can transition to a CRC depending on the
nature/scope of the event. CRC leaders should be aware that
not all direct victims might want to participate.

The CRC can engage a holistic approach, which can include
diverse faith or spiritual healing practices, to support survivors
and victims’ loved ones and families in the long term. It should
be remembered that not all victims are religious or spiritual.
The emotional and psychological needs of the community
should be met by providing mental health support, counseling,
screening, and treatment. The potential for increased risk of
substance, physical, sexual, and emotional abuse should be
addressed.

It is best practice to have services at the CRC open on the
first business day after the IAC closes to avoid gaps in service
for victims.

N A.20.4.2.7 See 3.3.88 for additional information on OVC’s

“Vicarious Trauma Toolkit (VIT).”

A.20.4.2.8 Those who have experienced trauma directly or
vicariously are likely to have recovery needs.

N A.20.4.2.8.1 Examples of behavioral health support services

include mental health and substance use services.

A A.20.4.3.1 A behavioral health assistance program (BHAP) is a

comprehensive, integrated, multicomponent, systematic
program for firefighter mental health/wellness and crisis inter-
vention. Additional support can be provided through critical
incident stress management (CISM), chaplain programs, peer-
to-peer support, clinical response teams, therapy animals, and
others.

The National Fallen Firefighters Foundation provides guid-
ance on creating a comprehensive program in “from EAP to
BHAP: A Guide for Fire Departments.”

N A.20.4.3.2 See NENA-INF-044.1 for additional information on

peer support team development, implementation, and over-
sight.

A.20.4.5.1 Additional information can include adjudication
and prisoner status (e.g., prisoner location post-conviction,
parole-related issues), victim’s right to be present at trial,
victim’s right to be heard, victim’s right to a swift and fair reso-
lution, victim’s right to be informed, and victim’s right to safety
and protection of privacy. Information should be provided in
lieu of trial if a trial does not occur.

Next of kin during medicolegal death investigations will
have special needs. For more information, see “Principles for
Communicating with Next of Kin during Medicolegal Death
Investigations” from the Scientific Working Group for Medico-
legal Death Investigation.

N A.20.4.6.2 It is important to coordinate on the provision of

services and the allocation of funds so that the spending from
one source of money does not preclude the use of another.
Funds, such as those from the Victims of Crime Act (VOCA)
Crime Victims Fund, could have specifications or restrictions
on their use.

For example, VOCA funds in some states could be used for
certain funeral expenses, whereas public or private donations
raised by a mayor could help repair a school. If donations are
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used to pay for a funeral, then VOCA funds can no longer be
used for that purpose.

A.20.4.7 Affected populations might need specialized resour-
ces and/or case management assistance. This can be part of a
victim assistance response plan assessment by primary agencies.

A.20.4.8 Annex C contains detailed guidance on developing
an AAR.

A.20.4.8.1 If possible, victims and families should receive the
AAR and other incident information prior to public release.

A.20.4.9 Examples of infrastructure and facilities include, but
are not limited to, the following:

(1) Health, medical, and dental facilities

(2) Logistics

(3) Sanitary facilities

(4) Human resources to continue operations and support
continued recovery efforts

(5) Replacement and repair of facilities damaged by the
event

(6) Restoration of the supply chain

(7)  Provision of temporary housing/interim housing

(8) Repairing of property

(9) Natural and cultural resources

Annex B Laws, Regulations, Consensus Standards, and
Guidance Documents

This annex is not a part of the requirements of this NFPA document
but is included for informational purposes only.

B.1 Scope. This annex applies to those organizations and
jurisdictions responsible for organizing, managing, and sustain-
ing an active shooter/hostile event response (ASHER)
program.

B.1.1 Laws are enacted by legislative action of governmental
bodies such as Congress, individual states, and local govern-
ment. Laws typically provide broad goals and objectives, set
mandatory dates for compliance, and establish penalties for
noncompliance.

B.1.2 Regulations are official rules created by government
agencies that detail how something should be done.

B.1.3 A consensus standard is a standard that has been adop-
ted and promulgated by a nationally recognized standards-
producing organization under procedures whereby it can be
determined that persons interested and affected by the scope
or provisions of the standard have reached substantial agree-
ment on its adoption, it was formulated in a manner that affor-
ded an opportunity for diverse views to be considered, and it
has been designated as such.

B.2 Purpose. This annex is provided as a law and regulation
reference point for programs that are developing an ASHER
Program.

A B.3 US Federal Laws. The following United States federal

laws are applicable to the management of active shooter/
hostile events (ASHEs):

(1) Federal Civil Defense Act

(2) Atomic Energy Act

(3) Robert T. Stafford Disaster Relief and Emergency Assis-
tance Act

(4) Cooperative Forestry Assistance Act
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(5) Superfund Amendments and Reauthorization Act
(SARA)
(6) Disaster Mitigation Act
(7) USA Patriot Act
(8) Public Health Security and Bioterrorism Preparedness
and Response Act
(9) Homeland Security Act
(10) Animal Health Protection Act (AHPA)
(11) National Oil and Hazardous Substance Pollution Contin-
gency Plan (NCP)
(12) Department of Homeland Security Appropriations Act
(13) Post Katrina Emergency Management Reform Act
(PKEMRA)
(14) Flood Control and Coastal Emergencies Act
(15) Economy Act
(16) Restoration Act
(17)  Small Business Act
(18) Office of Federal Procurement Policy Act
(19) Defense Against Weapons of Mass Destruction Act
(20) Comprehensive Environmental Response, Compensa-
tion, and Liability Act
(21) Public Health Services Act
(22) Federal Management Regulation (41 CFR 102-74.230-
102-74.260)
(23) Authority to make public safety and community policing
grants (34 USC 10381)
(24) The Investigative Assistance for Violent Crimes Act
(25) Americans with Disabilities Act (ADA)
(26) Jeanne Clery Disclosure of Campus Security Policy and
Campus Crime Statistics Act (Clery Act)
(27) Victims of Crime Act (VOCA)
(28) Hazardous Waste Operations and Emergency Response
(HAZWOPER)

B.4 NFPA Standards. This subsection contains a partial list of
NFPA standards. To determine if other NFPA standards apply,
review the complete list of codes and standards available on the
NFPA website.

B.4.1 NFPA 99 addresses emergency management for health
care facilities and Chapter 13 addresses security management
for health care facilities.

B.4.2 NFPA 101 establishes the construction and design
requirements for facility’s preparedness.

B.4.3 NFPA 472 (as incorporated in NFPA 470) provides a
framework by which an organization can meet the require-
ments of OSHA 29 CFR 1910.120. By meeting the require-
ments of NFPA 472 (as incorporated in NFPA 470), compliance
with 29 CFR 1910.120 will be met or exceeded.

B.4.4 NFPA 473 (as incorporated in NFPA 470) identifies the
levels of competence required of EMS personnel who respond
to incidents involving hazardous materials or weapons of mass
destruction (WMD).

B.4.5 NFPA 1500 contains minimum requirements for a fire
service-related safety and health program. Items covered
include PPE, staffing, medical requirements, and physical
requirements.

B.4.6 NFPA 1561 contains minimum requirements for the
incident command system (ICS).

B.4.7 NFPA 1582 provides guidance on annual physicals for
firefighters and members of hazardous materials response
teams.
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B.4.8 NIPA 1600 (as incorporated in NFPA 1660) contains the

requirements for continuity of operations.
B.5 Guidance Documents.

B.5.1 General. Guidance documents are publications typically
prepared by regulatory agencies that provide instructions to
establish the agencies’ expectations.

A B.5.2 National Response Framework. The National Response

Framework (NRF) is a comprehensive how-to guide that spells
out how the nation should conduct an all-hazard response. It is
intended to capture all levels of government and all incident
levels. Local plans feed into state plans, which feed into the
NREF. Its use during a federally declared disaster is required by
the Stafford Act.

B.5.2.1 Resource typing is the categorization and description
of resources that are exchanged in disasters via mutual aid, by
capacity and/or capability, for the purpose of ordering and
tracking resources.

A B.5.3 Presidential Directives. The following directives relate

to the federal preparedness and response expectations for
ASHEs in the United States:

(1) HSPD-3, “Homeland Security Advisory System”

(2) HSPD-5, “Management of Domestic Incidents”

(3) HSPD-7, “Critical Infrastructure Identification, Prioritiza-
tion and Protection”

(4) HSPD-8, “National Preparedness”

(5) HSPD-20, “National Continuity Policy”

(6) HSPD-21, “Public Health and Medical Preparedness”

(7) PDD-39, “US Policy on Counterterrorism”

(8) PDD-62, “Combating Terrorism”

Annex C After Action Report

This annex is not a part of the requirements of this NFPA document
but is included for informational purposes only.

A C.1 Scope. This after action report (AAR) annex provides

minimum guidance for authorities having jurisdiction (AH]Js)
to use after an active shooter/hostile event (ASHE) and should
be an assembly of data from all the disciplines and organiza-
tions that provided material support to the planning, response,
and recovery after the ASHE.

C.1.1 Itis understood that there can be limitations in sharing
information due to investigations, litigation, laws, or other
concerns related to the event.

C.1.2 This annex is not intended for liability or accountability,
rather it should be used to improve preparedness for the AH]Js
involved and other communities who are trying to learn from
the lessons of the event.

C.2 Purpose. The purpose of an AAR is to collect appropri-
ate, pertinent, and actionable information and data related to
all aspects of an ASHE.

C.2.1 The AAR should be a comprehensive document that
highlights the facts surrounding an event and identifies the
strengths and weaknesses of the planning, response, and recov-
ery for the purpose of future improvement recommendations.

C.2.2 The document should be objective, void of politiciza-
tion, and readily available to the first responder agencies
involved in the event in a timely fashion.
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C.2.3 Itis never the purpose of an AAR to assign blame.
C.3 AAR Process and Intent.

C.3.1 The first step in preparing an AAR is selecting a team
that is of a multidisciplinary nature and well versed in any
applicable policies, procedures, rules, regulations, and laws.

C.3.2 Developing an AAR should be a multidisciplinary proc-
ess involving all levels of those involved in the event, from the
initial responders to incident commanders, to those involved in
associated offsite operations, to senior positions up to and
including the political leadership of the jurisdiction(s).

C.3.3 When possible, AARs should be completed by independ-
ent parties who can take an unbiased view of the AH]J’s
response.

C.3.4 The reviewers should be committed to institutional
learning, be knowledgeable in public safety and agency
response policy and practice, and understand the nuances of
pending criminal and civil legal proceedings.

C.3.5 An AAR is not designed or intended to interfere with a
criminal investigation, nor should lessons learned imply any
level of liability.

C.3.6 The completion of the AAR should not be impeded by
the possibility or reality of a criminal investigation.

C.4 AAR Distribution and Information Sharing.

C.4.1 AH]Js should to the fullest extent possible while in
accordance with state law, make the findings of an AAR public.

C.4.1.1 AARs should be used by other AHJs to assist in plan-
ning and revising their own preparedness, response, training,
recovery, policies, and procedures.

C.4.1.2 The AAR should be used in developing or enhancing
future best practices and research.

C.4.1.3 Should it not be possible to release a single report to
all audiences at the same time, incremental and limited release
also has value.

A C.4.2 The standardization and sharing of data, lessons

learned, and recommendations following an ASHE will assist
with fundamental information collection priorities.

C.4.2.1 Standardization of data will assist with determining
future capabilities or functional priorities.

C.4.2.2 The collection of objective data that is clearly,
uniformly, and commonly defined should improve future
response objectives and standards.

C.5 Information and Data Collection Points. In order to
review incidents and be able to compare them across disci-
plines and jurisdictions, the following section should serve as a
baseline set of data points and questions to ask during the AAR
process.

A C.5.1 The following minimum data and information should

be collected about the AHJ in which the incident occurred:

(1) Describe the community where the event took place.

(2) Describe the agencies and organizations involved in the
event response.

(3) Did the jurisdiction have an integrated capability to
respond to an ASHE?
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(4) What resources, plans, personnel, supplies, and training
were in place in order to manage an ASHE prior to the
event?

(5) Did the community have an active shooter/hostile event
response (ASHER) program using the principals of
NFPA 30007

C.5.2 Location Information. The following minimum data
and information should be collected about the location of the
incident:

(1) Did the location have an ASHER program?

(2) What was the design, capacity, or layout of the facility?

(3) Was the public at the location given instruction, training,
or other resources and capabilities prior to or during the
incident?

(4) How many occupants self-evacuated?

(5) What security capabilities were used to improve life safety
outcomes? (e.g., the capabilities identified in the risk
assessment)

C.5.3 Incident Information. The following minimum data
and information should be collected about the incident:

(1) What weapons and tactics were used by the perpetra-

tor(s)?

(2) What is the physical and psychological profile of the
perpetrator(s)?

(8) Were the perpetrator(s) previously known to law enforce-
ment?

(4) Was there any previously exhibited suspicious or threaten-
ing behavior towards neighbors/coworkers/etc. that was
not reported to law enforcement?

(5) Were there any other indicators prior to the event?

(6) Was the incident a potential “copycat”?

(7)  What was the outcome of the incident?

A C.5.4 Initial Incident Response. The following minimum data

and information should be collected about the response to the
incident:

(1) What was the timeline of events? (Use Chapter 11 for
reference.)

(2) What resources were utilized to manage the incident?

(3) How were resources distributed to the incident?

(4) What equipment was used to manage this response and
how was it deployed?

(5) What plans, policies, and procedures were used to
manage the incident?

C.5.5 Tactical Operations. The following minimum data and
information should be collected about tactical operations at
the incident:

(1) What resources were used to initially engage the threat?

(2) What was the time that the threat was determined to be
stopped and how was this accomplished?

(3) Were any devices or tactics used by the perpetrator(s) to
impede or thwart tactical operations?

(4) What aspects of training (if applicable) were most benefi-
cial and least beneficial to individual/team performance?

(5) Did tactical operations transition to another function
once the threat was stopped?

A C.5.6 Command and Control. The following minimum data

and information should be collected about command and
control during the incident:

(1) Was unified command established according to Chap-
ter 82 How was this accomplished?
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(2) What aspects of training (if applicable) were most benefi-
cial and least beneficial to unified command perform-
ance?

(3) What agencies were initially part of the unified
command? Were additional agencies added and when?

(4) What aspects of unified command enhanced incident
response?

(b) Were there any challenges to unified command, and how
did they impact the overall response?

(6) Was a recovery coordinator appointed during the initial
phases of the incident?

C.5.7 Communications. The following minimum data and
information should be collected about communications among
responders and dispatch at the incident:

(1) Did the responders have the ability to monitor and
communicate with each other over dedicated or intero-
perable radio channels during the early phases of the
incident?

(2) Was it possible to communicate between disciplines and
health care facilities?

(3) Was the communications center able to communicate
with all responding agencies?

(4) Were there any disruptions to communications such as
issues with internet or the ability to call out?

(b) What other agencies, resources, or functions were
connected via communications with responders at the
incident?

C.5.8 Public Information. The following minimum data and
information should be collected about public information shar-
ing for incident:

(1) Who was assigned to oversee all external communica-
tions?

(2) Who was the spokesperson for the incident for the
media and the public?

(3) Who was the spokesperson for elected/appointed offi-
cials?

(4) Were emergency notification systems used to distribute
information early in the incident? If so, when, through
what means, and were desired outcomes achieved?

(5) How were multiple agency public information officers
(PIOs) coordinated? Were there challenges to maintain-
ing a singular message?

(6) Was there a central social media account for all outward
facing communications? If so, which platforms were
used?

(7) Was public social media monitored? Did this effect
response and management of the incident?

(8) Was a different resource, such as a website, used to
provide a single source of trusted information? If so,
what was the resource?

(9) Did victims and families receive information prior to the
general public?

(10) What other public information and communication
plans were used and what was their effectiveness?

C.5.9 On-Scene Medical Response. The following minimum
data and information should be collected about on-scene medi-
cal operations at the incident:

(1) Did the public provide medical care prior to responders
arriving and during the response? If so, what was done
and what resources were used to do this?

(2) What warm zone care tactics were utilized?
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(8) Was care provided by law enforcement (LE) prior to
arrival of the fire service and emergency medical services
(EMS) into the warm zone?

(4) Was a casualty collection point (CCP) established? Was it
necessary?

(5) Did anything impede responders from following local
policy, plans, and protocols? If so, how was this
addressed?

(6) What medical equipment was used at the scene?

(7)  What was the number of dead and wounded identified at

the scene?

(8) What were the wounding patterns for both the injured
and dead?

(9) Were there responder injuries and if so, how were they
cared for?

C.5.10 Patient Transport. The following minimum data and
information should be collected about patients transported
from the incident in order to receive additional medical care:

(1)  What kinds of transport resources were used? What meth-
ods were used to acquire them?

(2) Were receiving facilities able to communicate with
responders? If so, what information was being shared and
by what means?

(3) How were injured (or noninjured) victims who did not
require transport to a treating facility identified and
tracked?

(4) What plans, policies, and procedures were used to trans-
port and account for patients? What were the outcomes
of those efforts?

(5) Were multiple patients transported within a single
resource?

C.5.11 Receiving Facilities.

(1) Were receiving facilities notified of incoming patients in
advance of the first arrival?

(2) Was there sufficient capacity to accommodate the trans-
ported patients?

(3) What were the types and levels of the receiving facilities?

(4) Were there injured who self-transported to any treating
facilities> Were they crossreferenced with on-scene
tracking to ensure all injured victims were accounted
for?

(b) Was there a patient tracking system utilized? Was this
coordinated with on-scene response?

(6) Were any responder resources deployed to assist treating
facilities?

(7) Were any treating facility resources deployed to the
scene?

(8) Did the treating facilities have all the supplies and
resources required to adequately respond to the incom-
ing patients? If not, why?

(9) Were there any challenges with receiving patient infor-
mation and securing needed supplies and equipment?

(10) Was there any redistribution of patients from the treat-
ing facility and how was that process managed?

(11) Were the treating facilities able to communicate and
share information with the notification center?

C.5.12 Victim Information/Assistance. The following mini-
mum data and information should be collected about incident
related victim’s information and assistance:

(1) Did the AHJ have an existing plan in place for notifica-
tion and reunification?
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(2)
(3)

(4)
(5)

(6)
(7)
(8)
9)

(10)

Were local and state victim-witness specialists and
Victims of Crime Act (VOCA) administrators involved?
At what point was a notification center established? Was
it during response or after the end of tactical opera-
tions? How was the center managed?

What resources were deployed to and what services were
available at the center?

What process was used for checking victims, victims’
loved ones and families, and care providers in and out of
the center?

How many individuals sought services, and what services
were provided?

How were donations and volunteers managed?

What process was followed for death notifications?

Was a PIO, victim liaison, victim navigator, or victim
advocate assigned to each impacted victim family?

At what point did the center close or transition to an
incident assistance center?

C.5.13 Witness Management.

1)
(2)
(3)

How were witnesses identified and tracked?
Where did witness interviews take place?
What was the interview process?

C.5.14 Recovery. The minimum data and information listed
in C.5.14.1 through C.5.14.4 should be collected about recov-
ery from the incident.

C.5.14.1 Responder Wellness.

1)
(2)

3)

(4)
)
(6)
(7)
(8)

What services were available to first responders prior to
the incident?

What additional services were provided to responders in
the aftermath of the incident? How were they identified
and vetted?

What methods of behavioral health assistance programs
were offered and at what point? What were the utilization
rates?

How long were responders on duty as a result of the inci-
dent?

What other services were made available to responders
and their families and how were they promoted?

What services were required versus optional as part of
returning to duty?

How long were incident-related services made available to
responders?

Were there responders that did not return to duty or
required reasonable accommodation as a result of the
incident?

N

N

C.5.14.2 Crime Scene Management.

1)
(2)

Who was in charge of crime scene mitigation, to include
crime scene clean-up and returning of belongings?

What process was followed for the returning of belong-
ings?

How long was the crime scene restricted from returning
to normal use, if at all?

Was there any impact to business, communities, and serv-
ices, proximate to the crime scene? If so how long until
they could return to normal operation, if at all? What was
the economic impact?

N

A C.5.14.3 Incident Assistance Center.

1)
(2)
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How was the incident assistance center (IAC) managed?
What resources were deployed to the IAC?

A = Text deletions and figure/table revisions.

e = Section deletions.

(3) Who was involved in determining who would legally be
considered a victim of the crime?

(4) When was the determination made about who would
legally be considered a victim?

(5) How was the determination of who would legally be
considered a victim communicated to the public?

(6) How many individuals sought services and what services
were provided?

(7)  What process was used for checking victims, victims’ loved
ones and families, and care providers in and out of the
IAC?

(8) At what point did the IAC close or transition to a
community resiliency center (CRC)?

(9) What plans, policies, and procedures were used to

manage the IAC; what was their level of effectiveness; and
were there any lessons learned?

C.5.14.4 Long-Term Resiliency Operations.

(1) What long-term support to victims and their loved ones
and families was, and is, planned?

(2) If a transition occurred, at what point was a CRC estab-
lished?

(3) Who was and is the CRC manager?

(4) What resources were deployed to the CRC?

(5) What process was used for checking victims, victims’ loved
ones and families, and care providers in and out of the
CRC?

(6) Is there a plan for tracking CRC utilization rates? If so,
what are the rates?

(7) Was there a post-incident assessment of ongoing or unex-
pected needs? Is there a needs gap for recovery?

(8) Will there be or have there been grant applications for

supplemental funding for assistance and compensation
with respect to response and recovery?

Annex D ASHER Program Development

This annex is not a part of the requirements of this NFPA document
but is included for informational purposes only.

D.1 ASHER Program. Across the globe, communities face a
growing number of tragedies that involve active shooter/
hostile events (ASHEs). The need for an integrated prepared-
ness, response, and recovery program is greater than ever
before. For the agencies and personnel who respond to these
incidents, communication and coordination are essential to a
unified multijurisdictional response. This standard identifies
the program elements necessary to develop, plan, coordinate,
evaluate, revise, and sustain a multidisciplinary active shooter/
hostile event response (ASHER) program.

A successful ASHER program should be centered on the
following four pillars:

(1)  Whole community preparedness
(2) Integrated response

(3) Unified command (UC)

(4) Planned recovery

D.1.1 Whole Community Preparedness. An effective ASHER
program includes the ongoing participation of all response
organizations, agencies, community members, and other stake-
holders identified in the program. Coordination and teamwork
are essential to successful program development, implementa-
tion, and maintenance, and the involved parties should work
together throughout the stages of preparedness, response, and
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recovery. Conducting joint training and exercises should be
considered a fundamental component of preparedness.

It is important to note that NFPA 3000 does not dictate
specific operational response tactics. This standard functions as
a program development guide, designed to help each
community build and sustain a comprehensive ASHER
program to fit its own unique needs. See Figure D.2.4.1 for a
readiness assessment designed to help determine a communi-
ty’s current ASHER capabilities and Figure D.2.1 for a sample
roadmap to developing a program in a community.

N D.1.2 Integrated Response. The response to an ASHE typi-

cally invokes images of law enforcement, firefighters, and emer-
gency medical personnel rushing to the scene in a sea of lights
and sirens. While these first responders certainly play a critical
role, what is not always seen on the news is the vast, coordina-
ted, multidisciplinary response that can involve emergency
communications centers, health care facilities, victim support
teams, elected officials, local businesses, educational facilities,
private armed security, media, and members of the community.

N D.1.3 Unified Command. The establishment of UC is para-

mount for an effective, organized response to any type of multi-
casualty incident (MCI) or ASHE. UC is a structure within the
established incident management system (IMS) that allows for
all agencies with jurisdictional authority or functional responsi-
bility to jointly organize and manage a single incident logether,
as one team. The individuals designated to UC by their jurisdic-
tional or organizational authorities jointly establish a single
incident action plan (IAP), which addresses multijurisdictional
or multiagency priorities and specifies the tactical operations
and resource assignments.

This command structure allows agencies with different legal,
geographic, and functional authorities and responsibilities to
execute integrated incident operations effectively without
affecting any individual agency’s authority, responsibility, or
accountability. See Figure D.2.2(a) for an example of how UC
can be used to structure a multidisciplinary response to ASHE.

N D.1.4 Planned Recovery. The recovery phase is a critical
component of every ASHER program. As communities across
the globe know all too well, an ASHE is not over when the
violence ends and the cameras stop rolling. This standard
recognizes the importance of community resilience after an
ASHE and includes guidance to help communities recover over
time. This includes the establishment and staffing of a notifica-
tion center, incident assistance center (IAC), and community
resiliency center (CRC) to provide immediate and long-term
support to those affected by the incident, including victims,
victims’ loved ones and families, first responders, bystanders
and witnesses, and community members. See Figure D.2.3.1 for
an explanation of the power of words during an ASHER and
additional information on terminology related to the recovery
phase.

N D.2 Sample Resources for ASHER Program Development.

One of the first steps to building a successful, multidisciplinary

2024 Edition

ASHER program is assembling the team and bringing all the
partners to the table. This section provides sample resources
that can be adapted and used to help get the conversation star-
ted in a community.

N D.2.1 Roadmap to a Unified ASHER Program Handout. This

sample roadmap can help a community prepare to come
together at a minute’s notice in the event of an ASHE. When
the unthinkable occurs, it is imperative that everyone know and
understand their role. Figure D.2.1 is a sample roadmap to
help organizations assess, align, plan, and educate as they
develop their unified ASHER program.

N D.2.2 Unified Command Organization Chart. This sample UC

organizational chart (“org chart”) demonstrates how a multidis-
ciplinary ASHE could be organized, with a variety of respond-
ing agencies easily melded into a common management
structure. An org chart provides operational personnel with a
visual of the management structure for the activated response
and would include the title and name of the individual(s) staff-
ing each position.

This management structure has considerable flexibility and
can be scaled to meet the needs of any incident — large or
small. UC is responsible for all activities and functions of the
IMS, unless or until it has delegated that authority to another
qualified individual. On a smaller incident, UC could accom-
plish or manage multiple functions of the IMS by itself, such as
operations, planning, logistics, and finance. On a larger inci-
dent, UC might choose to assign those functions to teams led
by an operations section chief, planning section chief, logistics
section chief, and finance section chief.

Figure D.2.2(a) shows an example of how UC can be used to
manage a multidisciplinary ASHER, while Figure D.2.2(b) gives
a detailed example of the operations section organization.

N D.2.3 Terminology Fact Sheets.
ND.2.3.1 ASHER Terminology — Recovery. The recovery

phase of an ASHER is an integral component of the overall
response. Figure D.2.3.1 is a sample fact sheet that provides
additional information on terminology related to the recovery
phase including the notification center, reunification center,
IAC, and CRC.

N D.2.4 Program Development Checklists.
ND.2.4.1 ASHER Readiness Assessment Checklist. Figure

D.2.4.1 is a sample checklist designed to help communities and
organizations assess their current capabilities to determine if
they are adequately prepared to respond to an ASHE.

N D.2.4.2 ASHER Program Checklist. Figure D.2.4.2 is a sample

checklist on program development and a resource to help
organizations evaluate and strengthen their ASHER programs.
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ROADMAP TO A UNIFIED ASHER PROGRAM

NFPA 30009, Standard for an Active Shooter/Hostile Event Response (ASHER) program, helps guide communities, departments, agencies, and facilities
responsible for developing, managing, and sustaining an ASHER program. Visit nfpa.org/3000 for more information and free access to read the standard.

Is your community ready to come together at a minute’s notice? When the unthinkable occurs, it's imperative that everyone knows the role they have to
play. NFPA 3000 is an internationally accredited standard, designed to help communities develop an integrated program to plan for, respond to, and
recover from active shooter/hostile events (ASHEs).

\

: 4 Steps to Getting Unified with NFPA 3000

A

>
-

=O STEP 1

O STEP 2

O STEP 3

O STEP 4

ASSESS

ALIGN

Whether you're a first responder,
facility manager, civic leader, or
school administrator, the first
step is to identify whether an
integrated plan exists to deal with
an active shooter or hostile event.

* Take the risk assessment we've
created to analyze the strengths
and weaknesses of your current
plan, or lack of one, available in
Annex D of NFPA 3000 (2024)
or at nfpa.org/-/media/Files/
Code-or-topic-fact-sheets/3000/
NFPA_3000_Readiness_
Assessment.ashx.

* Share the results of the
assessment among your
community partners to raise
awareness of shortcomings and
propose the creation of an
integrated program.

Begin developing your integrated
program by bringing together all
stakeholders relevant to the
mission.

Participating partners can include
but are not limited to:

¢ Law enforcement

« Fire service

« Emergency medical services (EMS)
o Victim support specialists

* Emergency management

« Facility management

* Business leaders

* Community leaders

« Education leaders

PLAN

EDUCATE

Start creating a specific, cross-
functional plan for the whole
community using the completed
risk assessment as a starting
point.

« Identify the program elements
necessary to develop, plan,
coordinate, evaluate, revise, and
sustain an ASHER program.

« Determine specific policies,
tactics, and protocols that are
within your area of responsibility.

The standard is a resource for:

* [dentifying needs and gap
assessments

* Plan development

* Cross-funtional training
* Facility management

* Continuous evaluation

Once the plan is complete, the
team begins to educate the
community at large, assigning
roles and responsibilities to law
enforcement, firefighters, EMS,
victim support specialists, teachers,
doctors, nurses, and anyone else
who could be called on to play a
crucial role in a hostile event.

* Ensure the best program is in
place by training together, doing
practice drills or exercises,
evaluating the results, and
revising the plan as needed.

FIGURE D.2.1
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Roadmap to a Unified ASHER Program.
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