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Foreword

[SO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through
ISO technical committees. Each member body interested in a subject for which a technical committee
has been established has the right to be represented on that committee. International organizations,
governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types

of ISO do

[SO/IEC Qirectives, Part 2 (see www.iso.org/directives).

ISO drawp attention to the possibility that the implementation of this document may involvethe
patent(s)] ISO takes no position concerning the evidence, validity or applicability of any claim

rights in
patent(s)
this may
WWW.iSo.

cument should be noted This document was drafted in accordance with the editorial 1

les of the

which may be required to implement this document. However, implementers are cauti

Any trad
constitut

For an ex
related t
Organiza

This docyument was prepared by Technical Committee ISO/TC 212, Clinical laboratory testing an

diagnosti

Any feedback or questions on this document should be directed to the user’s national standard

complete

e name used in this document is information given for the convénience of users and
e an endorsement.

b conformity assessment, as well as information about ISO's adherence to the Wo

use of (a)
ed patent

respect thereof. As of the date of publication of this document, ISO had not teceived nofice of (a)

bned that

hot represent the latest information, which may be obtained from the patent database available at
prg/patents. [SO shall not be held responsible for identifying any or allsuch patent rightsg.

does not

planation of the voluntary nature of standards, the meaning of ISO specific terms and exjpressions

rld Trade

ion (WTO) principlesin the Technical Barriers to Trade(TBT), see www.iso.org/iso/foreword.html.

[ test systems.

listing of these bodies can be found at Www.iso.org/members.html.

d in vitro

s body. A
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Introduction

Principal

factors in managing biorisks include, but are not limited to:

— establishing and maintaining comprehensive biorisk management;

— ensuring that there is qualified and competent advice and support for biorisk management.

Biorisk management advisors are competent individuals who provide advice, guidance, and assurance to the
senior management of an organization on issues related to biorisk management.

Examples of biorisk management advisors can include biosafety professionals, biological safety officers,

biosafety
biosecuri
basis for

involved

biosecuri
to identif
competer

This docy
and dispq
materials
or both.

biosafety

Practitioners, —biosatety COoTdinators, —biosatety Tespornsibte —officials, —biosafety
Ly officers, policy makers, employers (managers), contractors, consultants, trainers who
furricular and learning objectives, recruitment requirements and assurance, and other in
in biorisk management. Competence in biorisk management, within reguldar“bios:
Ly programmes, consisting of respective knowledge, skills and experience, is needed for 3
y, assess, control, and monitor the risks associated with biological materialsyBiorisk ma
cy is specified in this document, relating but not limited to ISO 35001.

ment is applicable to any laboratory or other related organization tHat handles, stores, ty
ses of hazardous biological materials, regardless of the type or-size of the facility and
used, where management has identified either the need for biorisk management advice g
t also provides a framework for biorisk management advisors to demonstrate comp
and biosecurity and to identify areas for biorisk managenient competence development.

advisors,
provide a
dividuals
ifety and
n advisor
hagement

ansports,
biological
r support
etence in
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Competence requirements for biorisk management advisors

1 Scope

This document defines the requirements for competence of individuals who provide advice, guidance,
and assurance on processes to identify, assess, control, and monitor the risks associated with hazardous

biologica
of biologi
2 Nor

The follo
requirem
the latest]

ISO 3500

3 Tern

al materials that can be potentially hazardous for people, animals, plants and the enwir
ative references

nts of this document. For dated references, only the edition cited applies-For undated r
edition of the referenced document (including any amendments) applies.

|:2019, Biorisk management for laboratories and other related organisations

hs and definitions

For the pyirposes of this document, the terms and definitions given in ISO 35001 and the following

ISO and II
— ISOQ
— IECE

3.1
attribute
inherent

3.2
biorisk c

C maintain terminology databases for use in stafidardization at the following addresses

nline browsing platform: available at https://Wwww.iso.org/obp.

lectropedia: available at https://www.eléctropedia.org/.

Characteristic of a person

nlture

set of valiies, beliefs and patterns of behaviour instilled and facilitated in an open and trusting env

by indivi
laborator
Note 1 to

the active
managemg

Huals throughout the organization who work together to support or enhance best pr]
y biosafety and biosecurity

entry: This\culture is crucial for the success of biorisk management and is built from mutual
engagement of all personnel across the organization, with a clear commitment from the org
nt.

disposes
ment.

ing documents are referred to in the text in such a way that some or all of-their content cgnstitutes

bferences,

apply.

ironment
hetice for

trust and
hnization’s

3.3

biorisk management advisor
competent individual(s) providing unbiased advice, guidance, and assurance on biorisk management issues,
reporting directly to the responsible senior management

3.4

competence

ability to

apply knowledge, skills, and attributes to achieve intended results

Note 1 to entry: Competence is a specific combination of knowledge, skill, attributes and experience.

Note 2 to entry: The necessary knowledge and skills can vary from organization to organization and over time.

Note 3 to entry: An effective combination of competencies comprises overall competence.

© IS0 2024 - All rights reserved
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3.5
competent biorisk management advice

guidance or recommendations based on knowledge, skills and experience that accurately identify risks
related to biological material, the potential consequences of these risks, the likelihood of their occurrence

and mitigation strategies to reduce the risks to acceptable levels in a context meeting relevant r
requirements, standards, and their respective specifications

3.6
containment

egulatory

set of measures, including practices, safety equipment and facility safeguards, that protect laboratory
workers, the community, and the environment from exposure to biological material when stored or handled

3.7
containment level
set of stgndard microbiological practices, special practices, safety equipment, and laboratory

facilities,

including|a composite of facility design and construction, equipment, practices, and operational pfocedures

organized and characterized by the degree of protection provided to personnel, the environmen
communify

Note 1 to gntry: Special practices address any unique risks associated with the handling6f agents requiring
levels of dontainment. Appropriate safety equipment and laboratory facilities enhance worker and envi
protection.

Note 2 to gntry: While containment levels can be a logical starting point for the hiandling and containment o
agents in any countries, a correspondence between pathogenic microorgahisms and laboratory biosafe
establishefl for ease of administration. This thinking should not lead te,the misconception that the risk

k, and the

increasing
fonmental

biological
y levels is
proup of a

biological pgent directly corresponds to the containment level of a laboratory. In fact, the actual risk of a givgn scenario
is influended not only by the agent being handled, but also by the procedure being performed and the competence of

the laboratory personnel engaging in the laboratory activity.

Note 3 to dntry: In most international systems, containment measures appropriate to protect humans, anim

hls, plants,

and the en]:;ironment from exposure to biological materials;are based on a category approach to cover the spectrum of

risk to be managed.

3.8
dual-use|potential

life scienfes research that, based on clirrent understanding, has the potential to provide k
information, products, or technologies that can be directly misapplied to create a significant t

potential|consequences to public health and safety, agricultural species and other plants, animal
environment[SOURCE: WHO Labgratory Safety Manual 4th Edition 2020](2]

39
knowledpge
outcome ¢f the assimilation of information through learning

owledge,
reat with
5, and the

Note 1 to ehtry: Knowledge is the body of facts, principles, theories, and practices that is related to a field of work or study.

[SOURCE{ CEN:Guide 14](3]

3.10

knowledgeable
intelligent and well informed

3.11

management system

set of interrelated or interacting elements of an organization to establish policies and objectives,
processes to achieve those objectives

Note 1 to entry: A management system can address a single discipline or several disciplines.

as well as

Note 2 to entry: The management system elements include the organization’s structure, roles, and responsibilities,

planning and operation.

© IS0 2024 - All rights reserved
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Note 3 to entry: The management system of an organization establishes, documents, implements, and maintains that
itis capable of supporting and demonstrating the quality and consistent achievement of the requirements of its biorisk
management programme.

Note 4 to entry: A biorisk management system addresses the control of biorisk(s).

ument.

ile
in humans
and public

y to cause

se human
bck or the
Asures are

es serious
treatment

us human
. Effective

3.12

management system standard

MSS

standard for a management system

3.13

participate

take part[in an action or endeavour

3.14

programme

set of reldted measures or activities with a particular long-term aim

Note 1 to gntry: The terms "management system" and "programme" refer to biorisk managenient in this do
Note 2 to gntry: The term "biorisk management system" applies only to the context fef"which it is used.
3.15

risk groyp

RG

classification of biological agents based upon each agent’s charactéristics and epidemiological prof
Note 1 to gntry: The higher the risk, the higher the likelihood that the.agent will cause and spread infection
or animalg in the country, and/or the more severe the consequenges of that infection will be to individual
health, if if were to occur.

Note 2 to ¢ntry: Risk Group 1 (no or low individual and-c@mmunity risk): A microorganism that is unlike
human or pnimal disease.

Note 3 to [entry: Risk Group 2 (moderate individuial risk, low community risk): A pathogen that can cay
or animal|disease but is unlikely to be a serieus’hazard to laboratory personnel, the community, livest
environme¢nt. Laboratory exposures may cause serious infection, but effective treatment and preventive me
available gnd the risk of spread of infection is limited.

Note 4 to [entry: Risk Group 3 (high individual risk, low community risk): A pathogen that usually caug
human or pnimal disease but does net ordinarily spread from one infected individual to another. Effective
and preveptive measures are ayailable.

Note 5 to pntry: Risk Group#(high individual and community risk): A pathogen that usually causes serig
or animal disease and that\ean be readily transmitted from one individual to another, directly or indirectl;
treatment|and preventive measures are not usually available.

[SOURCE{WHO %aboratory Safety Manual 4th Edition 2020](2]

3.16

senior mauascuncut

individual or group(s) who directs and controls an organization including strategic level management
positions

EXAMPLE Chief Executive Officer (CEO), Chief Technology Officer (CTO), Chief Operating Officer (C

Financial Officer (CFO).

00), Chief

Note 1 to entry: Senior management are sometimes referred to, within organizations, as executive management, top
management, upper management and higher management.

3.17
skills

ability to apply knowledge and use know-how to complete tasks and solve problems[SOURCE: CEN Guide 14](3]

© IS0 2024 - All rights reserved
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4 Context for biorisk management advice

Requirements for competent biorisk management advice shall be defined based on the context of the
organization and the nature of its activities, including but not limited to, governance, planning, management,
reporting, policies, values, and culture.

An organization’s objective(s) and scope of activities, with respect to its requirements for biorisk
management is its context for biorisk management advice. This context shall be clearly defined and
effectively communicated.

In its selection of biorisk management advice, an organization shall determine external and internal issues

thatarer

elevant to its purpose and that affect its ability to achieve effective biorisk management.

Biorisk n
knowledgd

NOTE 1
biorisk m4
engineerir
biorisk m4d

NOTE 2
Annex B.

NOTE 3

Safety Manual) [2] and biosecurity (1SO 35001) ll guidance and define a proeesSs to identify, assess, control, a

the risks
managemg
show the 1

5 Fung

Functiony
— verif)

— advif
calls

— ensul
biose

— advis
comn

— parti
— conty

— advis

lanagement advice can be provided to that particular organization by individuals
eable, skilled, and experienced in biorisk management.

The required advice can range from basic biorisk management advice to comprehensive and
nagement advice developed for a single field of use of biological material, e.g. safety; industri
g or for single or multiple use of biological materials supplemented by approprigdte additions
nagement advice:

Guidance for how to define the competencies required for the context of the organization is p

Two internationally published documents provide international laboratory biosafety (the WHO I
hssociated with hazardous biological materials. This docungént’elaborates competencies for
nt advisor in the context of biorisk management as presented'in these documents. Annex A is p
elationships between the chapters and sections of each of these documents.
‘tions of biorisk management advisor(s)

of the biorisk management advisor(s) should include:
Fing, in conjunction with other workekrs, that all biorisk has been appropriately addresseq

ing or participating in the reporting, investigation and follow-up of accidents, incidents
hnd, where appropriate, referring these to management and the biorisk management con

'ing that relevant and up-te-date information and advice on biorisk management, i.e. bios

ing on biorisk manhagement issues within the organization, e.g. management, biorisk ma
hittee, occupational health, environment, security;

Cipating in the organization biorisk management committee or equivalent;
ibuting\fo the development and delivery of biorisk management training activities;

ing)and assisting organization management so that the required authorizations for v

who are

ntegrated
1l hygiene,
1 levels of

rovided in

aboratory
d monitor
he biorisk
rovided to

l;

and close
mittee;

afety and

curity issues, are made available to scientific, technical personnel and other workers as recessary;

hagement

rork with

biological material are in place;

— assisting or participating in laboratory biosafety inspection, internal audits, management review and
other activities, including nonconformance management;

— providing support in the design, implementation, and monitoring of efficient biorisk management
programmes and management systems, that include change control;

— providing support in the design, (re)construction, and (deJcommissioning of biocontainment facilities
and infrastructure so that biorisk requirements are met;

— actively contributing to the organizational biorisk management programme and management system.

© IS0 2024 - All rights reserved
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NOTE Guidance on how to define which competencies are required for different organizational work situations is
provided in Annex C.

6 Biorisk management advisor knowledge, skills, and experience

The biorisk management advisor shall have appropriate knowledge and skills to effectively provide biorisk
management advice relevant to the organization’s activities with hazardous biological material.

The biorisk management advisor should have relevant experience handling or managing activities with
biological material. The knowledge, skills and experience required shall be sufficient to demonstrate
competence that is commensurate with the risk. Additional experience is required as risk increases.

Combinations of one or more competencies can be necessary to meet an organization’s needs. tpr biorisk
managenjent advice.

NOTE Guidance on how to define which competencies are required for different work envirgnments ip provided
in Annex (.

7 Comlpetence

7.1 General prerequisites

Biorisk njanagement advice requires an understanding of the potential risks and threats associpted with
handling| storing, securing, transporting, and disposing of bioldgical materials and understapding the
strategieg and practices for risk and threat mitigation. Competence for a biorisk management adyjisor shall
include a fundamental understanding of the basic characteristi¢s of biological materials, and their{potential
to cause harm to humans, animals, plants, and the environment and the ability to provide effectiye biorisk
managemnjent advice for the organization.

Advice o1] biorisk management for an organization cairequire one or several biorisk management advisors
with fundamental and specific competencies comprising only a few or all the competencies of 7.2. The biorisk
managenjent advisor’s competence shall be actively maintained and documented.

NOTE 1 |[Different skills and knowledge are‘¥equired when providing advice, guidance, and assurance |on biorisk
managemg¢nt issues in different environmentsswhere activities with biological material occur. The extent of knowledge
and skills fequired increases as the risk ofithe activity increases.

NOTE 2 [Basic knowledge in related-areas such as in occupational health and safety, chemical safety| radiation
safety, and security can also be required by an organization.

NOTE 3 |Details on this clause-are described in Annexes C to E.
7.2 Range and subject matter of competencies

7.2.1 Srientific, technical and management background

7.21.1 Scientificand technicalunderstanding

The biorisk management advisor shall have sufficient scientific and technical understanding of biological
material and the potential hazards and risks related to the materials handled by an organization to be able
to consult with all organization management and staff.

The biorisk management advisor shall be aware of the need for a proactive ongoing hazard identification and
assessment process for the organization with respect to emerging scientific and technical developments. The
biorisk management advisor shall be able to oversee and coordinate relevant processes that are performed,
and implemented according to the biorisk management programme, and that provide required control
measures for health and safety and prevention of environmental release.

© IS0 2024 - All rights reserved
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The biorisk management advisor should have knowledge and understanding of past and current incidents
both within and outside of an organization involving hazardous biological materials that led to the
development of specific biosafety and biosecurity practices and that can inform biorisk management

practices
NOTE 1

NOTE 2

7.2.1.2

within an organization.
This competence is also linked to ISO 35001:2019, 5.3.4 (Biorisk management advisor).

Details to this clause are provided in Annexes C and D.

Biorisk management programme

The biorisk management adv1sor shall be competent in developlng, estabhshlng, and supportlng the

personne
achieve t}

When bio
advisor s
system aj
documen

The biosd
communi

NOTE 1
managemg

NOTE 2
understan
risk mana

NOTE 3

7.2.2 Planning of biorisk management

7.2.2.1

The biori
given sity
on risk a

relevant personnel.

NOTE 1

NOTE 2

7.2.2.2

, and 1nf0rmat10nal blosafety and blosecurlty measures of the programme, are 1nter1
le objectives of the programme and its implementation.

iskin an organization is managed as a management system, i.e. ISO 35001, the biorisk ma
hall understand and apply the core principles and practices associated with the ma
pproach, i.e. PDCA, objectives and policies, structure and responsibilities,risk managems
fation.

fety management advisor shall be competent in setting priorities-for actions to imple
cate the biosafety and biosecurity policy.

This competence is linked to ISO 35001:2019, 4.4 (Biorisk-management system) and 5.3,
nt advisor).

When using a management system, e.g. ISO 35001, for déveloping a biorisk management prog
ding of the structure of the biorisk management system including but notlimited to providing docu
bement, defining of objectives and key results, establishing policy and assigning responsibilities i

Details to this clause are provided in Annexes_C-and D.

Competence to address risks and their management

5k management advisor shall’demonstrate an ability to conduct a suitable risk assessn
ation and determine mitigation strategies. The biorisk management advisor can provide
ksessment and management to project leaders, principal investigators, management,

Details to this-clause are provided in Annexes C and D.

Hazard and threat identification and analysis

This competenee is’linked to ISO 35001:2019, 6.1.2 (Risk assessment) and 6.1.3 (Risk mitigation].

a. physical,

elated to

hagement
hagement
nt and its

ment and

1 (Biorisk

famme, an
mentation,
5 relevant.

nent for a
guidance
ind other

The bior

sKkmanagement advisor shall provide guidance to project leaders, principal inve

stigators,

management and other relevant personnel on biological hazard identification and threats. This guidance
should include an analysis of how these hazards and threats can produce a negative outcome.

NOTE 1

NOTE 2

This competence is linked to ISO 35001:2019, 5.3.4 (Biorisk management advisor).

Details to this clause are provided in Annexes C and D.

© IS0 2024 - All rights reserved
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Risk assessment

The biorisk management advisor shall have the competence to assess, implement, maintain and document
biorisks using suitable methods.

NOTE 1

NOTE 2

7.2.2.4

This competence is linked to ISO 35001:2019, 5.3.4 (Biorisk management advisor).

Details to this clause are provided in Annexes C and D.

Risk mitigation

The biorisk management advisor shall have the knowledge and competence to evaluate and implement the

organization’s control plan to ensure that the measures are adequate to mitigate biorisk to acceptable levels

applying
NOTE 1

mitigation)).

NOTE 2
723 S

7.2.3.1

The biori
safety (I
definition
in the ouf]

NOTE 1
programnj

The biori
provider

The biori
health an

NOTE 2

7.2.3.2

The biori
and effec
laborator

The biori
outreach

the hierarchy of controls and understanding its principles.

This competence is linked to ISO 35001:2019, 5.3.4 (Biorisk management advisor))and 6

Details to this clause are provided in Annexes C and D.
npport of personnel

Occupational health and occupational safety principles and regulatory framework

k management advisor shall understand the requirementsofoccupational health and ocd
0 45001)[4] including safe handling of biological matetial, assessment of specific biol
and implementation of biorisk mitigation measures, both in the laboratory, in the work
side environment (1SO 15190) (5],

This competence is linked to ISO 35001:2019, 5.3.4 (Biorisk management advisor) and 7.1.1 (Wot
e).

sk management advisor should have the authority to advise personnel to inform thei
bf the nature of their work with hazardeus biological materials.

5k management advisor shouldbevable to identify issues where medical input, e.g. ocg
d safety is required.

Details to this clause are provided in Annexes C and D.

Communication skills and information management

5k management-advisor shall have the competence to transfer information clearly, unders
Lively and madify their communication style to suit the targeted audience, such as maf
y workers, ancillary personnel, and external parties.

5k management advisor should be knowledgeable about various strategies for communid
training including laboratory-specific standard operating procedures (SOPs), interac

1.3 (Risk

upational
isks, and
place and

ker health

' medical

upational

tandably,
agement,

ation and
five team

discussio

hS,_job aids and posters, generic awareness-raising through short publications, e.g. p

hmphlets,

handouts
NOTE 1

NOTE 2

7.2.3.3

, briefings and electronic notifications, e.g. social media or email.

This competence is linked to ISO 35001:2019, 5.3.4 (Biorisk management advisor) and 7.4 (Communication).

Details to this clause are provided in Annexes C and D.

Training

The biorisk management advisor shall have sufficient knowledge of training principles, e.g. adult learning
and training to recognize training needs and develop, deliver, implement, and validate an internal biosafety

and biose

curity training programme tailored to different audiences.

© IS0 2024 - All rights reserved
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The biorisk management advisor shall be cognizant of the organization’s responsibility to provide and
arrange the appropriate training of all personnel based on their functional roles and responsibilities in
support of the biorisk management programme or biorisk management system.

The biorisk management advisor shall be competent to determine and define requirements and procedures
for biorisk management training of workers and that these requirements are identified, established,
documented, and maintained, including the methods and tools for continual improvement.

The biorisk management advisor shall have the competence to assess the quality of biorisk management
training activities and evaluate their suitability for the organization.

NOTE1 This competence is linked to ISO 35001:2019, 5.3.4 (Biorisk management advisor), 7.3.1 (Training) and
7.3.3 (Awareness).

NOTE 2 |Details to this clause are provided in Annexes C and D.

7.2.3.4 |Behavioural factors and worker management

The biorisk management advisor shall understand the importance of establishing and’maintaining a biorisk
culture effective for developing and implementing a successful biorisk management programne and a
biorisk mpnagement system.

The biorisk management advisor shall understand shared values, patterhs-of behaviour and pdrceptions
of the importance of safety and security that make laboratory personnelymore likely to conduct their work
safely and maintain a safety culture in the laboratory.

The biorisk management advisor should have the skills and attributes to influence behaviourq and risk
perception and be persuasive in promoting good biosafety.and biosecurity practices while considering
cultural gnd socio-economic principles.

NOTE1 [This competence is linked to ISO 35001:2019, 5.3.4 (Biorisk management advisor and 7.2.1 (bghavioural
factor and|worker management).

NOTE 2 [ The following personal attributes are relevant for a biorisk management advisor, i.e.:

— open minded - willing to consider alternative ideas or points of view;

— diplomatic - tactful in dealing with people;

— tenacjous - persistent, focused onrachieving objectives;

— decisive - able to reach timely.conclusions based on logical reasoning, objective evidence, and analysis
— self-r¢liant - able to act ahd-function independently while interacting effectively with others;

— ethicdl - fair, truthful)sincere, honest, and discreet;

— morally couragéous - willing and able to act in a fair and impartial manner, despite pressure generated by the
need fo take whdt may often be unpopular positions that can lead to confrontation;

— orgarnjized ™ able to effectively prioritize, in relation to the use of time and other resources, to ensure tllle scope of
work Ls (‘nmplpfed effectively and areas of risk are addressed npprnpriafplv

— communicative - able to communicate effectively to the intended audience.

NOTE 3  Details to this clause are provided in Annexes C and D.

7.2.3.5 Personnel reliability measures

The biorisk management advisor shall understand personnel reliability with respect to insider and outsider
threats, personnel screening, and the evaluation of personnel performance issues to provide assurance
that workers are dependable, trustworthy, and competent. This understanding can include knowledge of

© IS0 2024 - All rights reserved
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counter threat surveillance and effectively implementing security training and personnel evaluation such as
background checks and security clearances.

NOTE1 This competence is linked to ISO 35001:2019, 5.3.4 (Biorisk management advisor) and 7.2.2 (Personnel
reliability measures).

NOTE 2  Details to this clause are provided in Annexes C and D.

7.2.3.6 Personal security

The biorisk management advisor should understand personal security which is concerned with security of
workers during on-duty and off-duty hours while away from the facility because workers can be vulnerable
because oftheir function or position

The biorifk management advisor should understand the importance of contributing to the asses§ment and
prioritization of potential threats to workers and mitigating their potential vulnerabilities.)As appropriate
the biorigk management advisor should support respective services to establish and maintain| personal
security protocols and standard operating procedures for workers.

NOTE 1 [This competence is linked to ISO 35001:2019, 7.7 (Personal security).

NOTE 2 |Details to this clause are provided in Annexes C and D.

7.2.3.7 |Ethical concerns related to activities with biological material

The biorifk management advisor shall have knowledge concerning‘\good practices, scientific integrity, and
ethical considerations for responsible activities with biological materials.

The bioripk management advisor in conjunction with leadership and workers should have the competence
to assist in the development and maintenance of an ethics‘framework that supports ethical use of piological
materials]

The biorifk management advisor shall have knowledge of ethics and code of conduct guidance dpcuments
including|relevant standards and local, nationalxand international regulations or agreements and jcan make
proposalg for appropriately integrating them/nto the organizational biorisk management system.

NOTE1 [This competence is linked to [S8-35001:2019, 5.3.4 (Biorisk management advisor), 7.2.2 (Personnel
reliability [measures), 7.3 (Awareness) as well as 7.7 (Personal security).

NOTE 2 [ The organizational biorisk management programme can include appropriate committees and evaluations
of which the biorisk management-advisor can be a participant.

NOTE 3 [International treaties; conventions and protocols can influence specific national legislation.

NOTE 4 [Details to this)iclduse are provided in Annexes C and D.

7.2.3.8 |Information management and security

The biorisk-hanagement advisor should understand the importance of establishing and maintpining an
information-and information technolagy security pragramme to identify, pratect, and controllaccess to
sensitive information and information technology affecting biorisk management.

NOTE1 This competence is linked to ISO 35001:2019, 7.5.4 (Information security).

NOTE 2  Details to this clause are provided in Annexes C and D.
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7.2.4 Controls and containment

7.2.4.1 Facility (re)design, construction, commissioning, decommissioning, validation, operation,
and maintenance

The biorisk management advisor shall have knowledge to identify facility design and construction
requirements and issues relevant to biorisk management including physical security aspects determined by
the risk assessment process.

The biorisk management advisor shall understand the basic systems and design features of a typical facility,
understand the construction, commissioning, decommissioning and validation processes, and should have
knowledge of basic (re)design features of the most important types of facilities.

The biorigk management advisor shall have knowledge to identify and describe the biosafety and bilosecurity
requiremgnts and issues relevant to preventive and corrective maintenance and operations.

The biorifk management advisor shall have knowledge of the formal commissioning and decomnjissioning
processeg of the relevant facilities from conception, design, during build phases and validation and|testing of
systems o decommissioning and the implications on the effectiveness of biorisk management.

The biorjsk management advisor shall participate in planning and implementation of any system
modifications and any system commissioning that is within the biorisk mafiagement programme|including
de-commjssioning.

NOTE1 [ThiscompetenceislinkedtoISO35001:2019,8.1 (Operational planfiingand control) and 8.2 (Comfnissioning
and deconjmissioning).

NOTE 2 [Details to this clause are provided in Annexes C and D.

7.2.4.2 |Containment principles

The biorisk management advisor shall understand.the risks, details and limitations of physidal design
parametdrs and operational practices that protect personnel, the immediate work environment, and the
community from exposure to biological material. Knowledge of regulations, whether local, national, or
internatignal should also be considered as part of the biorisk management advisor’s portfolio becquse these
regulations can affect specific practices a§sociated with the containment of biological material.

NOTE 1 [This competence is linked te ISO 35001:2019, 8.3 (Maintenance, control, calibration, certifidation, and
validation).

NOTE 2 |Details to this clause dare provided in Annexes C and D.

7.2.4.3 [Selection, verification, certification, and maintenance of equipment

The biorifk manageinent advisor shall understand the biosafety and biosecurity implications of equipment
in the fadility and~advise on choice, correct use and limitations, installation, validation, certificqtion, and
maintenajnce,

NOTE 1 [This competence is linked to ISO 35001:2019, 8.3 (Maintenance, control, calibration, certifidation, and
validation).

NOTE 2  Details to this clause are provided in Annexes C and D.

7.2.4.4 Environmental safety
The biorisk management advisor shall:

— be knowledgeable about specific biological materials, the types of activities that will be performed with
them, the applied procedures, and the environments in which the activities will take place;

— understand the risks for unintentional environmental release because of work involving biological

materials;
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— be knowledgeable about the implementation of good microbiological practices and procedures;

— be knowledgeable of suitable monitoring strategies to evaluate and prevent environmental release;

— be knowledgeable of suitable risk and mitigation practices and strategies;

— be able to prepare appropriate responses for emergencies and incidents involving an environmental
breach involving biological hazards;

— understand specific laboratory environmental exposure routes to mitigate the associated consequences.

NOTE 1

This competence is linked to ISO 35001:2019, 5.2 (Policy), 6.1.2 (Risk assessment) and 6.1.3 (Risk
mitigation).

NOTE 2

NOTE 3

7.2.4.5

The biori
to proted
inventory

measuresy.

The bior
mitigatio
managen
NOTE 1

NOTE 2

7.2.4.6

The biori
loss, theft
in use or

NOTE 1

NOTE 2

7.2.5 (peration andsafe practices

7.2.5.1
The biorid

Environment in this context is anywhere outside of the immediate area of control.

Details to this clause are provided in Annexes C and D.

Asset security

5k management advisor shall understand the importance and aspectsof-security meas
t assets that include physical security, information technology management security
monitoring and control, transport security, personal security (A2:3.6) and personnel

sk management advisor shall understand the importancé of implementing and m4g
h measures determined as part of the risk assessment process and communicate it to {
ent.

This competence is linked to ISO 35001:2019, 8.4 (Physical security).

Details to this clause are provided in Annexes C and D.

Inventory monitoring and control

5k management advisor shall be knowledgeable of the risks associated with inventory cd
; be able communicate the importance of maintaining an accurate inventory of biologica
stored and can recommend the associated controls commensurate with the risk.

This competence is linked.to 1SO 35001:2019, 8.5 (Biological materials inventory).

Details to this clause dre provided in Annexes C and D.

Clothingand personal protective equipment (PPE)

k management advisor shall be competent to advise, assess and evaluate the appropriate ty

ires used
(7.2.3.8),
reliability

intaining
he senior

ntrol, e.g.
material

bes of PPE

required

orgiven situations and discuss potential problems and solutions when PPE is introduced aIIld used.

NOTE 1

NOTE 2

7.2.5.2

This competence is linked to ISO 35001:2019, 8.7 (Clothing and personal protective equipment).

Details to this clause are provided in Annexes C and D.

Good microbiological techniques (GMT)

The biorisk management advisor shall be able to guide staff to apply GMT and enable staff to create and

maintain

a safe working environment including their workplace and workflows.
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The biorisk management advisor shall be competent in GMT and methods to eliminate or minimise exposure
to biological material including manipulation and aseptic technique, identification of biorisks, hygiene,
organization of work, and practices that prevent contamination and misidentification.

NOTE1 This competence is also linked to ISO 35001:2019, 8.6 (Good microbiological techniques) .
NOTE 2 A description of GMT is described in the WHO Laboratory Biosafety Manual.[2] The main subjects cover
laboratory techniques, contingency plans and emergency procedures, disinfection and sterilization, decontamination

and final disposal, and introduction to transport of infectious substances.

NOTE 3  Details to this clause are provided in Annexes C and D.

7.2.5.3 Infection control, disinfection and decontamination

The biorifk management advisor shall understand the fundamentals of infection control, disinfe¢tion, and
decontanjination, as well as their efficacy. The biorisk management advisor shall be competent to fadvise on
selection pnd correct use of methods and products.

NOTE 1 |[This competence is linked to ISO 35001:2019, 8.8 (Decontamination and waste management).

NOTE 2 |Details to this clause are provided in Annexes C and D.

7.2.5.4 |Biological waste management

The biorigk management advisor shall be competent to identify and dévelop a biological waste mapagement
plan, inclfiding validation and verification, and provide advice on imiplementation of the plan.

NOTE1 [This competence islinked to ISO 35001:2019, 8.8 (Decontamination and waste management).

NOTE 2 |Details to this clause are provided in Annexes C and.P.

7.2.5.5 |Emergency response and contingency planning

The biorisk management advisor shall be competent to advise, support development and implement an
emergendy preparedness and response planfor biorisk management, including training and exercises for
emergendy scenarios.

The biorisk management advisor shall understand the biorisk aspects of contingency planning, and the
importance of implementing and maintaining a business continuity plan for continued operatjon of the
organizafion.

NOTE1 [This competence islinked to ISO 35001:2019, 8.9 (Emergency response and contingency planning).

NOTE 2 [Details to this ¢lauSe are provided in Annexes C and D.

7.2.5.6 |Transpert'of biological material

The biorisk management advisor should be competent to identify and understand all applicable intefnational,
national, pnd,local transportation requirements for safe and secure internal and external transpo}

o

The biorisk management advisor shall understand the pertinent requirements for import and export,
including documentation, correct packaging, labelling and means of transport for biological material and be
experienced in supporting persons responsible for such transport.

NOTE1 This competence is linked to ISO 35001:2019, 8.10 (Transport of biological materials).

NOTE 2  Details to this clause are provided in Annexes C and D.
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7.2.6 Performance evaluation and improvement

7.2.6.1

Audits and inspections

The biorisk management advisor shall be competent to conduct biorisk management audits and inspections,
identify failures and non-conformities with defined requirements, areas for improvement and the need for
corrective actions.

The biorisk management advisor shall be able to communicate and document audit findings and the need for
corrective actions comprehensively placing them into context with the biological risks and requirements for
their timely implementation.

NOTE 1

NOTE 2

7.2.6.2

The biori
provide g
that is de
any sensi
managen]

The biorij
required

to prevenit future occurrences.

The bior
on accidg
procedur
peer-revi
practices

control measures.

NOTE 1

NOTE 2

Tl i HPE 9 PSS IS L1t 1 i)
TTITS COTITPTTCITCC TS TITRCUTU CHOTCCT ITAaT auaaTTy

Details to this clause are provided in Annexes C and D.

Incident and accident investigation

versight for a voluntary, anonymous, non-punitive incident-reporting “system for lak
Kigned to exclude sensitive and classified information and protect, to the extent permitt
five or private information that is inadvertently submitted. In developing this system, t
ent advisor should be able to cover all incidents, including near misses.

k management advisor should understand the incident and-accident investigative review
Fo update and improve emergency responses and providétraining opportunities on lessor

sk management advisor should be able to repdrt, receive reports, investigate and
nts or biosafety incidents, use the results from incident investigations to update 1
bs and emergency/incident response and potentially publish in-house validation of risk
ewed journals so that others can benefit fromthe conclusions of the studies: strong com
help establish good reporting mechanisims for any incidents, accidents or inefficiencies

Details to this clause are prowided in Annexes C and D.

sk management advisor shall demonstrate competence and capacity te_establish, support and

oratories
bd by law,
he biorisk

brocesses
slearned

Follow up
hboratory
rontrol in
unication
f the risk

This competence is linked to ISO 35001:2019, 8.9 (Emergency response and contingency plannirg).

7.2.7 International and national regulatory framework, standards, guidelines, and conventions

The bior
relevant J
managen

The biori
and biose

sk management-advisor should demonstrate a detailed understanding of the applid
hational reguldtions, standards and guidelines to the biorisk management programme
ent system teensure compliance.

bk management adviser should also demonstrate a level of understanding of international
curitjytreaties, conventions, standards and guidelines, appropriate to the needs of the org

ations of
br biorisk

biosafety
hnization.

NOTE 1

Details to this clause are provided in Annexes C and D.

7.3 Competencies relevant for specific work areas

The principles of biorisk management can apply to a wide range of specialized work areas depending on the
organization. When providing advice for these specific work areas, the biorisk management advisor can be
required to obtain consultative advice, gain training or acquire and demonstrate additional knowledge in
these work areas.

Specialized work competency should be considered when work is performed:

— with

small animals e.g. rodents, fish,
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— with large animals e.g. cattle, swine, equine,
— with non-human primates,

— with arthropods,

— with parasites,

— with plants,

— with fungi,

— with cell cultures, tissues, and blood,

— with prions and prion-like proteins,
— with piological toxins and other hazardous products from microorganisms,
— inlarnge scale production (bioprocessing),

— in coptrolled environments, e.g. Good Laboratory Practice (GLP), Good Manufacturing Practicd (GMP) or
Clear] Room,

— in a diagnostic laboratory,

— in th¢ context of clinical trials,

— under high containment,

— undel maximum containment,

— thatis related to medical and veterinary services,
— in gre¢enhouses,

— with pnvironmental sampling, and

— in mqbile and field laboratories.

NOTE 1 [Details to this clause are provided in Annex E.

7.4 Competence documentation including continuing professional development

Different|competences are required for biorisk management advisors based on the biorisk maphagement
needs of an organization.The depth and coverage of knowledge and skills required can increase gs the risk
of the actjvity increases.

The bioripk managemeént advisor may not have relevant knowledge, skills, and experience in allf areas. In
situationg where this expertise is needed, appropriate training, consultative and management gssistance
can be sopight te-help meet the biorisk management needs of the organization.

Compete
To this aim, biorisk management advisors can maintain a portfollo of their achievements to demonstrate
relevant knowledge, skills, and experience in biorisk management.

To maintain competence, the biorisk management advisor shall engage in continuing professional
development to maintain requisite knowledge, skills, and experience needed to manage a biorisk
management programme.

While a biorisk management advisor is still receiving training to achieve the competencies required for their
organization, the competence gaps can be addressed by the organization temporarily engaging a biorisk
management advisor with the necessary competencies.
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Recognition of competence of a biorisk management advisor shall be reviewed and as necessary, adapted to
changing needs in an organization.

NOTE1 Competencies can be acquired through a variety of means such as training, consultation, and experience
where training can be received in a combination of modalities.

NOTE 2 Competencies can, for example, be demonstrated by:
— an evidence portfolio of all relevant areas;
— preparing a range of practical examples such as:

— preparation of a dossier;

— cpmpletion of a risk assessment case or emergency scenario;
— proof of certification for competencies.

NOTE 3 [The context for the demonstration of competence can be organization and location specific in puch cases
where conipany, local, national, and regional requirements apply.

NOTE 4 |Details to this clause are provided in Annex F.
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Annex A
(informative)

The relationship between the clauses of ISO/TS 5441 (this
document), ISO 35001 and the WHO laboratory biosafety manual

A.1 Ge

ISO 3500
the risks
intended
scale of a

eral

| defines a process and enables an organization to effectively identify, assess, contrel, an

associated with hazardous biological materials. It is a management system standa
to define requirements for a biorisk management system that are appropriate"to the n
1y organization.

The ISO 35001 biorisk MSS was designed to be compatible with the following ISO' MSSs:

— 1S09
— IS01
— IS01
— IS01
— 1SO/I
— 1S03

001

1001
5189
5190

[EC 17025
1000

— 1S0 45001

Developnjent of ISO 35001:2019, a comprehensive biorisk MSS eliminated the need for any sectd

biorisk M
A biorisk

SSs.

management system based on ISO 35001:2019, requires a pro-active, performance and

based approach to biorisk management with defined accountabilities and improvement over time. |
is built o) the concept of continual improvement through a cycle of planning, implementing, revie

improvin
relies on

b the processes and aCtions that an organization undertakes to meet its goals. In addition|
the integration ofits parts including organizational leadership, policies, objectives, pr

and procgsses. This is knowni as the Plan-Do-Check-Act (PDCA) principle.

The PDCA model is an iterative process used by organizations to achieve continual improvement of
and produicts. It hasypeen applied to this biorisk MSS, and to each of its individual elements, as follg

— Plan:
the o

establish objectives, programmes, and processes necessary to deliver results in accord
Fganization’s biorisk management policy;

1 monitor
rd and is
hture and

r-specific

evidence-
SO 35001
ving, and
this MSS
pcedures,

Processes
WS:

hnce with

— Do: implement the processes as planned;

— Check: monitor and measure activities and processes with regard to the biorisk management policy and
objectives, and report the results;

— Act: take actions to continually improve the biorisk management performance to achieve the intended
outcomes.

The fourth edition of the WHO laboratory biosafety manual (LBM4) [2] adopts a risk- and evidence-based
approach to biosafety rather than a prescriptive approach in order to ensure that laboratory facilities, safety
equipment and work practices are locally relevant, proportionate and sustainable. Emphasis is placed on
the importance of a “safety culture” that incorporates risk assessment, good microbiological practice and
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procedure (GMPP) and SOPs, appropriate introductory, refresher and mentoring training of personnel, and
prompt reporting of incidents and accidents followed by appropriate investigation and corrective actions.
This approach aims to facilitate laboratory design that ensures greater sustainability while maintaining an
appropriate control of biosafety. The WHO LBM4 is supportive of biorisk management programme(s) but
does not address a biorisk management system

This document defines the requirements for competence of individuals who provide advice, guidance,
and assurance on processes to identify, assess, control, and monitor the risks associated with hazardous
biological materials in a laboratory or other related organization that handles, stores, transports, or
disposes of potentially hazardous biological materials. It is linked by intent and purpose to ISO 35001 and

LBM4. Sections of the three documents are compared in Table A.1.

Table A.T— Comparison by clause of ISO/TS 5441:2024 (this document), ISO 35001:2019 and the
WHO laboratory biosafety manuall2]
ISO/TS 5441:2024 (this docu- . WHO Laboratory Biosafety
ment) 150 35001:2019 Manual 4th ed. {2
7211 535 7.3.4
Scientific and technical understand- Scientific management Laboraterypersonnel and upport
ing personnel
7.2.1.2 4.4 7
Biorisk mhnagement programme Biorisk management system Biosafety programme manggement
7.2.2 6 gﬁergency/incident respoinse; 7.3
Planni f biorisk Planni ’ o
anning pf biorisk management anning Assigned roles; 8.4 Personijel control
7.2.2.1 6.1
Competer]ce to address risks and Actions to address risks and opportu- .
. o Risk assessment
their manpgement nities
7.2.2.2 6.1.1 21
Hazard arnd threat identification and | Hazard and/or threatidentification and |’ . .
- ] Gather information
analysis analysis
7.2.2.3 6.1.2 2.2
Risk assegsment Risk assessnient Evaluate the information
7.2.2.4 6.1.3 2.3
Risk mitigation Risk mitigation Develop a risk control strategy
7.2.3.1
Occupatignal health and occupation- [;7.1.1 39;49;5.9
al safety principles and regulatoryy « | Worker health programme Occupational health
frameworfk
7.4
7.2.3.2 1. . \ Communication 7.6
Communifation skills dnd-informa- 75 S ) 1
tion mandgement : . . SRERES
Documented information
7.2.3.3 7.3.1 3.2
Training Training Personnel competence and[training
7.2.34 72+ 54
Behavioural factors and worker Behavioural factors and worker man- )
Personnel control
management agement
7.2.2
7.2.3.5 Personnel reliability measures
Personal reliability measures 7.3
Awareness
7.2.3.6 7.7
Personal security Personal security
7.2.3.7 799
Ethical concerns related to activities |~ s
: : : : Personnel reliability measures
with biological material
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Table A.1 (continued)

ISO/TS 5441:2024 (this docu-
ment)

IS0 35001:2019

WHO Laboratory Biosafety
Manual 4th ed. [2]

7.2.3.8
Information management and secu-
rity

7.5.4
Information security

8.3
Information control

7.2.4.1
Facility (re)design, construction,

J LT .. 8.2 3.3;4.3;5.3
commissioning, decommissioning, C . C . . .
I . . Commissioning and decommissioning |Facility design
validation, operation, and mainte-
nance
ST

7.2.4.2
Containmient principles

8.1
Operational planning and control

Operational working practices and
procedures

7.2.4.3
Selection,|verification, certification,
and mainfenance of equipment

8.3
Maintenance, control, calibration, certi-
fication, and validation

3.7;4.7; 5.7
Laboratory equipment

7.2.4.4
Environmental safety

89
Emergency response and contingency
planning

8.4

7.2.4.5 Physical security 38’5

Asset secyirity 8.10.1 Physical security control
Transport security

7.2.4.6 8.5 34;44;54

Inventorylmonitoring and control

Biological materials inventory.

Specimen receipt and storalge

Clothing gnd personal protective
equipmenft

8.7
Clothing and personal protective equip-
ment

3.6;4.6; 5.6
Personal protective equipnjent

7.2.5.2
Good microbiological techniques

8.6
Good microbiological technique

3.1
Good microbiological practjice and
procedure

7.2.5.3 8.8 3.5;4.5;5.5

Infection fontrol, disinfection, and |Decontamination and waste manage- Decontamination and wastp man-
decontamfination ment agement

7254 8.8 3.5;4.5,5.5

Biologicall waste management

Decontamination and waste manage-
ment

Decontamination and wastp man-
agement

7.2.5.5
Emergendy preparedness and con-
tingency Irlanning

8.9

Emergency response and contingency
planning

8.9.1

Emergency scenarios

8.9.2

Emergency plan training

3.8;4.8;5.8; 8.7
Emergency/incident respor[se

893
Emergency exercises and simulations

8.9.4

Contingency plans
7.2.5.6 8.10 6
Transport of biological material Transport of biological materials Transfer and transportation
9.2
. 7.7.2
7.2.6.1 Inicernal audit Audits and inspections
Audits and inspection 9. 7.7

Monitoring, measurement, analysis, and
evaluation

Reports and reviews
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Table A.1 (continued)

ISO/TS 5441:2024 (this docu-
ment)

IS0 35001:2019

WHO Laboratory Biosafety
Manual 4th ed. [2]

7.2.6.2
Incident and accident investigation

10.2
Incident, nonconformity, and corrective
action
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Annex B
(informative)

Guidance on how to determine the needs for competence in biorisk

B.1 Ge

management advice in an organization

eral

The orgapization should evaluate its activities in relation to biological material to understand iLs biorisk

profile anjd the respective biorisk management needs, prior to engaging one or several biorisk'ma
advisor(s).

hagement

This Annlex will help an organization to determine the biorisk management competence needls and to

formulatd

Step 1

Step 2

Step 3 [istoapply the biorisk management complexity and competence needs to formulate the job r
pr call for bid and attract the matching competent biorisk management advisor(s).

the different biorisks linked to different types of activities at thé.organization.

the different biorisks and need by the organization to acquire these competencies.

a profile for a job advertisement or call for bid.

s to understand the level of complexity involved in the biorisk management by defining and listing

s to identify, based on Step 1, the range and level of competeticies required to cover management of

pquisition

Figure B.1 indicates the interrelationship between biorisk, activities with biological material and competence

needs to manage these risks. In an organization with.véry limited activities in relation to biologica

and very

organizatlion with a high biorisk linked to a specific activity or with different biorisks of a large 1
activities|with different biological material,

| material

limited biorisks, the biorisk management competence needs are much more limited than in an

© IS0 2024 - All rights reserved
20

umber of


https://standardsiso.com/api/?name=54e847565a4e57528f4684b149d843b0

ISO/TS 5441:2024(en)

Risk related to
biological
material

Complexity
and scope of Range and level
BIOTISK Of bIoTiSK
management management
programme/ competence
system

Number, scale
and complexity
of activities
with biological
material

Operational
complexity of
the
organization,
facility, and
operational
environment

Figure B.1 — Interrelationship between biorisk, activities with biological material and conjpetence
needs to manage these risks

A biorisk[management system such as the one described in ISO 35001 should define a number of| essential
components. These are policies, leadership requiirements and responsibilities. The biorisk mahagement
system directs the implementation of the organizational biorisk management programme. Fjgure B.2
illustratep the relationship between a conipréhensive biorisk management system and its respectiye biorisk
programines. Light grey circles comprise the biorisk management programme.
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Leadership

Continual Structures and

improvement responsibilities
ISO 35001
Audits and Biorisk
inspections management
Document %, Policies
control $\'\(\
)
Risk a&essment
O and
. c\)ﬁsk management
oY
Figure B.2 — ponents of an ISO 35001 biorisk management system
o
B.2 Determinat%?g)f complexity of biorisk management
B.2.1 G nera.%Q

Below ar '&izfines to assess what level of expertise may be required of (a) biorisk management advisor(s)

based on evel of r‘nmp]nvify of the bigrisk management

For this assessment, the list of attributes for each segment of biorisk management should be reviewed to
determine its complexity (basic or complex).

B.2.2 Basic biorisk management
Basic biorisk management is sufficient if the following points apply:
— low risk work (RG1 and RG2);

— limited number or scale of activities with biological material;
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— limited need for coordination of biosafety and biosecurity or need for biorisk management limited
to a specific section of complex biorisk management when under the lead of organizational biorisk
management advice;

— organization operates in one country or region.

B.2.3 Complex biorisk management

Biorisk m

anagement is complex if one or several of the following points apply:

— medium to high-risk work (work with RG2 through RG3 or RG4 biological materials/agents);

— medium to high complexity biorisk management, for example:

= =

—

— need
— need
— Dbiori

— need
facili

B.3 Co

Based on
an organ
managen]
the organ

An organfization can need bagsic or complex biorisk management competence depending on its

and rangg
between

Table B.1
the bioris

ype of facility(s): greenhouses, aquaculture, parasites, large and/or small animal facilities
ospital settings, clinical sample analysis labs, research and development facilities; manu
hcilities, fieldwork, etc.;

cale of work: small vs. large scale (>10 litre) or both;

ype of work: GMOs, recombinant, gene engineering, clinical, siRNA, viral.véctors, etc.;
pgulatory complexity: permitting (import, export, GMOs), dual usg,etc.;

for lead biorisk management advice for the organization;

for coordination of biorisk management using a management system approach (ISO 350(
k management advice needing to address issues across*organizational and national bour
for biorisk subject matter expert on engineering project teams for new or renovated
[ies.

mpetence guidance

the evaluation of the complexity éfibiorisk management and need for biorisk manageme
zation can consult Tables B.1 to/B.5 to identify attributes that can be required for (
ent advisor(s) to be sufficiently'competent in providing the biorisk management advice
ization.

e of biological matefials used. The need for biorisk management competence can be som
basic and complex-but is always adapted to the type and use of biological material.

k manageniéent in an organization (also refer to F.1.4).

clinics or
facturing

1);
daries;

biological

nt advice,
h) biorisk
heeded in

situation
bwhere in

indicates thie*degree and education of a biorisk management advisor based on the complexity of
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Table B.1 — Experience and education of a biorisk management advisor

Experience/ Education

Basic biorisk manage-
ment

Complex biorisk management

Are biosafety credentials

Preferred but not es-

Has appropriate credentials according to country or re-

ground is recommended?

required? sential unless required |gion-specific certifications or registrations
by local law
What educational back- 3 year to 4 year degree |Life Sciences graduate degree or equivalent. Advanced

in applicable Life
Sciences or equivalent

degree (e.g. Master's or PhD) or equivalent in microbiolo-
gy, virology, molecular biology, cell biology, bacteriology,
mycology, parasitology, transmissible spongiform enceph-
alopathies, cell culture, biological toxins, biotechnology, or

Is hands-

on relevant lab-
oratory dr other related

Minimum of 2 years

8 years to 10 years

organizagion experience
requiredp
What prdfessional member- | Member or associate Member of a local or national biological safety ass¢ciation
ships arel[recommended? of alocal or national with active support/ participationypreferred
biological safety asso-
ciation
Table B.2|indicates the level of competence required in an organization depending on the complexity of
biorisk management. Column 1 lists the competences of 7.2, column 2 lists the level of competen¢e needed
for basic|biorisk management and column 3 lists the level of campetence needed for complgx biorisk
managenjent.
Table B.2 — Competengce elements
Compete¢nce (clause Competence need
number in this docu- . .
njent) Basic biorisk managenient Complex biorisk managemé¢nt
7.2.1.1 Limited to basic scientific arid-technical Proficient scientific and technical under-
Scientificpnd techni- |knowledge of biological material and the standing of biological material and the
cal understanding potential hazards and-risks adapted to the |potential hazards and risks related tjo these
biological materials Irandled by an organiza- |materials handled by an organizatiop so that
tion. biorisk management advisor is able §o provide
consultation with all organization mfanage-
ment and staff.
7.2.1.2 Limited to)basic experience developing, Proficient in developing, establishing, and
Biorisk mpnagement |establishing, and supporting the imple- supporting the implementation of a fom-
programipe meftation of a basic biorisk management prehensive or complex biorisk management
programme to fit an organization where programme or integrate biorisk marjagement
biological risks are limited. into a management system.
7.2.2 Limited to basic experience with biorisk Proficient with biorisk managementfplanning
Planning ¢f biorisk management planning in an organization including hazard and threat identifidation and
managemgent where biological risks are limited. analysis, risk assessment and risk mjtigation.
7.2.21 Limited to basic experience conducting suit- |Proficient with conducting a suitablé biorisk

managem

Competence to ad-
dress risks and their

ent

able biorisk assessments and determining
effective risk mitigation strategies.

Aware of knowledge gaps and aware for
which biological risks additional expertise
should be requested.

assessment and determining effective risk
mitigation strategies where a variety of
biological risks have to be addressed and
managed consistently. Provides guidance on
risk assessment of different types of biologi-
cal materials and their management to project
leaders, principal investigators, management,
and other relevant personnel.
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Table B.2 (continued)

Competence (clause
number in this docu-

Competence need

ment) Basic biorisk management Complex biorisk management
7.2.2.2 Able to provide limited to basic guidance to |Proficient in identification of the whole range
Hazard and threat an organization on the respective biologi- of different biological hazards and threats

identification and
analysis

cal hazard and threats and to recommend
additional guidance for hazard and threat
identification competence if needed.

present in an organization.

Provides expert guidance to project leaders,
principal investigators, management and
other relevant personnel on biological hazard
identification and threats.

Limited tobasicskillsto assess and docu-

7.2.2.3
Risk assegsment

ment risks of well-known biological materi-
als using suitable methods.

Proficientto assess, and document 'ological
risks using suitable risk assessmeht method-
ologies.
Proficient to address biologi€alriskqrelated
to unknown/emerging hazardous biplogical
material applying the nedéessary scientific
background.
Proficient to recognize uncertaintieg related
to risks of biological material and how to
address theseluncertainties.

7.2.2.4
Risk mitigation

Limited to basic skills to evaluate and im-
plement the organization’s mitigation plan
to ensure that the measures are adequate to
reduce biorisk to acceptable levels.

Proficient to;évaluate, develop and implement
the organjzation’s control plan to enfure that
meagures best suited and most effecftive are
implemented and controlled to adeqpately
niitigate biorisk to acceptable levels)

7.2.3.1
Occupatignal health
and occupational
safety pripciples and
regulatory framework

Limited to basic understanding of require+
ments in occupational health and occu-
pational safety (ISO 45001) and how they
relate to biological safety.

Understanding the requirements of gpplica-
tion of the principles of occupational health
and occupational safety (ISO 45001)[including
measures as they relate to the safe hpndling
of biological material both in the labpratory,
in the workplace and in the outside ¢nviron-
ment.

7.2.3.2
Communifation skills
and information man-
agement

Skills to communicate o biological risk re-
lated issues applicablé in'an organization to
the line manager or entity to report to.

Effective communicator able to trangfer infor-
mation clearly, understandably, and pffec-
tively and modify the communicatioh to suit
the targeted audience, such as management,
laboratory workers, ancillary personnel, and
external parties.

7.2.3.3 Basic knowledge of training principles to Proficient knowledge of training principles

Training appropriately identify training needs and to |to prescribe training needs and to d¢velop,
previde an internal biosafety and biosecuri- |deliver and validate an internal biosafety and
tytraining programme tailored to effected |biosecurity training programme tailpred to
audiences in an organization with limited different audiences in an organizatign with
biorisk management needs. complex biorisk management needs.

7.2.3.4 Limited to basic skills to influence behav- Proficient understanding of the imp¢rtance

Behavioufral.factors iours and risk perception and be persuasive |of establishing and maintaining a bigrisk

and workérmanage-

in adhering to good biosafety and biosecu-

culture. Understanding of shared values, pat-

ment

rity practices considering cultural and so-
cio-economic considerations in an organiza-

tion with limited biorisk management needs.

terns of behaviour and perceptions and their
importance for safety and security making
laboratory personnel more likely to conduct
their work safely and maintain a safety cul-
ture in the laboratory.

Possesses the skills and attributes to influ-
ence behaviours and risk perception and be
persuasive in promoting good biosafety and
biosecurity practices considering cultural and
socio-economic considerations in an organ-
ization with complex biorisk management
needs.
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Table B.2 (continued)

Competence (clause
number in this docu-

Competence need

Complex biorisk management

ment) Basic biorisk management
7.2.3.5 Limited to basic understanding of personnel |Proficient understanding of personnel reli-
Personal reliability reliability and how this relates to insider and |ability with respect to insider and outsider
measures outsider threats. threats, personnel screening, and the evalua-
tion of personnel performance issues to pro-
vide assurance that workers are dependable,
trustworthy, and competent.
Competent interaction with management re-
sponsible for reliability issues in an organiza-
tion with complex biorisk managemégnt needs.
7.2.3.6 Basic understanding of worker security on |Proficient understanding of werker $ecuri-
Personal gecurity or away from the job related to the specific |ty on or away from the job recognizihg that
biorisk issues of an organization. workers can be vulnerable'because df their
Basic understanding of the need for personal |function or position.
security support to workers and under- Understanding of the‘importance of pstablish-
standing for which biorisk issues additional |ing and maintainirig-a programme td provide
support services are required in an organi- |personal security support services tp workers
zation. applicable to.arganization with complex bio-
risk management needs.
Knowledgeable interaction with secyirity
servicesof an organization.
7.2.3.7 Basic knowledge concerning scientific integ- | Proficient knowledge concerning scipntific

Ethical copcerns re-
lated to ag¢tivities with

rity, and ethical considerations for responsi-
ble use of biological materials.

integrity, and ethical considerations|for re-

sponsible use of biological materials

biologicallmaterial Developing the ability to assist in the devel-* |Proficient to assist in the developmept and
opment and maintenance of an ethics frame- |maintenance of an ethics frameworl that
work that supports an ethical biosafety’and, |supports an ethical biosafety and bigsecurity
if applicable, biosecurity culture. culture.
Knowledgeable about ethical or pradtical code
of conduct guidance documents inclgding
international agreements and able t¢ make
proposals on integrating this into a jomplex
biorisk management programme or prganiza-
tional management system.
7.2.3.8 Basic understanding of the importance of Proficient understanding of the impgrtance of
Informatipn manage- |establishingand maintaining an information |establishing and maintaining an infdrmation
ment and [security security programme to identify, protect, and |security programme to identify, progect, and
controlaecess to sensitive information relat- |control access to sensitive informatipn related
ed to the biorisk management programme. |to the biorisk management programme and
ability to contribute to the establishjnent and
maintenance of information management and
security in such a programme.
7.2.4.1 Basic knowledge to recognize the need for | Proficient knowledge to identify teclpnical
Facility (rg)design, integration of biosafety and biosecurity facility design and construction reqgirements
constructjon, cemmis- |aspects into technical facility design and relevant for biorisk management incjuding all
Sioning’ decommis- canstruction hincnfpfy and hincm‘nrify aspects ddtermined

sioning, validation,
operation, and main-
tenance

Basic knowledge on construction require-
ments relevant to biorisk management and
assessment of need for additional respective
expertise. Developing knowledge of basic
systems and design features of a typical
facility; limited to basic understanding of the
construction, commissioning, and validation
processes.

by a preceding risk assessment process.
Understanding the basic systems and design
features of a typical facility.

Understanding the construction, commission-
ing, and validation processes.
Knowledgeable about basic (re)design fea-
tures relevant to the organizations facility
types.

Ability to participate in planning and imple-
mentation of system modifications, commis-
sioning, and de-commissioning.
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Table B.2 (continued)

Competence (clause
number in this docu-

Competence need

ment) Basic biorisk management Complex biorisk management
7.2.4.2 Basic understanding of the details of physi- |Proficient understanding of the details of
Containment princi- |cal design parameters and operational prac- |physical design parameters and operational
ples tices that protect personnel, the immediate |practices that contain biological material
work environment, the community, and the |to protect personnel, the immediate work
environment from exposure to biological environment, the community, and the en-
material. vironment from exposure to this biological
Understanding of the risks related to limi- material.
tations of physical design parameters and Proficient understanding of the risks related
operational practices and ability to recog- to limitations of physical design parameters
nize areas of need for support. and operational practices and howtp address
these limitations.
7.2.4.3 Basic understanding of the need to address |Proficient understanding of.the implications
Selection,|verifica- biosafety and biosecurity aspects when of selection of safe equipment in the [facility,
tion, certification, selecting equipment. its verification, certification and majntenance
and mainienance of  |Able to offer basic advice on choice, correct |on biosafety and biesecurity.
equipme use and limitations, installation, validation, |Knowledgeable fo‘advise on choice, ¢orrect
certification, and maintenance. use and limitations of equipment, itginstal-
lation, validation, certification, and rjegular
maintenance.
7.2.4.4 Basic knowledge of: Proficient knowledge of:

Environmental safety

the hazards of the specific biological
materials used, and their potential
hazards to the environment;

therisksforunintentionalenvirontental
release as a result of work ihvolving
these biological materials.

the specific biological materials|the types
of activities that will be perforjmed with
them, the applied procedures| and the
environments in which the actiyities will
take place;

onmental
involving

the risks for unintentional envir
release as a result of work
biological materials;

implementation of good micrdbiological
practices and procedures;

suitable monitoring strategies tp evaluate
and prevent environmental release and
mitigation practices and strategies;

how to prepare appropriate
for emergencies and incidents
an environmental breach of
material;

Fesponses
involving
biological

onmental
ssociated

specific ~ laboratory  envil
exposureroutes to mitigate the
consequences.

7.2.4.5

Basic understanding of the importance

Proficient understanding of the imp¢rtance

Asset security

and-aspectsof security mreasuresusedto
protect assets that include physical security,
information management security, inventory
monitoring and control, transport security,
personal security and personnel reliabil-

ity measures and interrelationship with
biosafety and biosecurity.

anmd-aspectsof security mreasuresused to
protect assets that include physical security,
information management security, inventory
monitoring and control, transport security,
personal security and personnel reliability
measures.

Competent to implement and maintain the
mitigation measures determined as part of
the risk assessment process.

Effective risk/ risk control strategy communi-
cation to senior management.
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Table B.2 (continued)

Competence (clause
number in this docu-
ment)

Competence need

Basic biorisk management

Complex biorisk management

7.2.4.6
Inventory monitoring
and control

Basic knowledge of the importance of inven-
tory control commensurate with mitigation
of risks related to hazardous biological
material.

Ability to provide support for the establish-
ment and maintenance of an accurate inven-
tory of biological material used or stored if
needed by the organization.

Proficient knowledge of the importance of
inventory control commensurate with miti-
gation of risks related to hazardous biological
material.

Ability to communicate the importance of
maintaining an accurate inventory of biologi-
cal material used or stored at an organization
and the importance of establishing a tracking

system.

7.2.5.1 Ability to advise, assess and evaluate the ap- |Competent to advise, assess and evaluate the

Clothing gnd personal |propriate types of PPE required for a given |appropriate types of PPE required fdr a given

protectiv¢ equipment |situation with specific biological material situation and discuss potential problems

(PPE) used in an organization with basic biorisk and solutions when it isjintroduced gdnd used
management. addressing different types of hazardls of bio-
Ability to discuss potential problems and logical materials used in an organizgtion with
solutions when PPE is introduced and used. |complex biorisk'management needs.

7.2.5.2 Basic experience in GMT and the methods to |Proficient in”GMT and the methods tp elim-

Good micfobiological |eliminate or minimise exposure to biologi- |inate or minhimise exposure to biological

techniqugs (GMT)

cal material including; handling and aseptic
technique, identification of biorisks, hygiene,
organization of work, and practices that pre-
vent contamination and misidentification,
adapted to the specific need of an organiza-
tion.

Basic knowledge on how to guide staff\to
apply GMT and enable them to create and
maintain a safe working environment (work-
place and workflow).

materialincluding; handling and aseptic
techniques, hygiene measures, organjization of
waork) and safe practices to prevent dontami-
nation and misidentification.
Proficient in advising on the application of
GMT for work processes with differgnt types
of biological material used in an orggnization
with complex biorisk management ngeds.
Proficient in supporting to create and main-
tain a safe working environment (wqrkplace
and workflow).

7.2.5.3 Understanding of the fundamentals of in- Proficient understanding of the fundamentals
Infection fontrol, fection control, disinfe€tion, and decontam- |of infection control, disinfection, and decon-
disinfectipn, and de- |ination, as well as their'efficacy, adapted to |tamination, as well as their efficacy.
contaminption the specific biological material used and the |Proficient to advise on selection and|correct
limited need of-airorganization for biorisk  |use of methods in an organization where a
management. wide variety of biological materials gre used
and biorisk management is complex.
7.2.5.4 Basic timderstanding for the need to identify |Proficient to develop a comprehensiye biolog-
Biologicall waste man- |andimplement biological waste management|ical waste management plan, includiphg valida-
agement adapted to the specific biological material tion and verification, addressing the|variety
(Sed in an organization of biological materials used in an organization
Knowledgeable to engage in a discussion on |demanding for specific treatments aflapted to
validation and verification of the biological |the biological material.
waste management methods. Experienced on advising on implemgntation
of the biological waste management jplan.
7.2.5.5 Basicunderstanding i how to develop an Proficientto SUpport devetopment ot an emer-

Emergency prepared-
ness and contingency
planning

emergency preparedness and contingency
plan addressing biological risks, including
training and exercises for emergency scenar-
ios.

gency preparedness and contingency plan,
including training and exercises for emergen-
cy scenarios and advise on its implementation
in an organization where biorisk management
is complex.

Understanding the aspects of business con-
tinuity, and the importance of implementing
and maintaining a business continuity plan
for the continued operation, including biorisk
operations, of the organization during an
emergency.

© IS0 2024 - All rights reserved

28



https://standardsiso.com/api/?name=54e847565a4e57528f4684b149d843b0

ISO/TS 5441:2024(en)

Table B.2 (continued)

Competence (clause
number in this docu-
ment)

Competence need

Basic biorisk management

Complex biorisk management

7.2.5.6
Transport of biological
material

Basic understanding of how to identify and
understand all applicable international,
national, and local transportation require-
ments for safe and secure internal and exter-
nal transport.

Knowledgeable on where to find information
on requirements for import and export of
biological material, including documenta-

Proficient to identify and understand all
applicable international, national, and local
transportation requirements for safe and
secure internal and external transport.
Understanding the requirements for im-

port and export, including documentation,
correct packaging, labelling and means of
transport for biological material. Experienced

tion, correct packaging, labelling and means |in supporting persons responsible.fqr such
of transport. transport.
7.2.6.1 Basic understanding of how to conduct Proficient to conduct bioriskmanagg¢ment
Audits anfl inspection |biorisk management audits and inspections, |audits and inspections, andidentify failures,
and identify failures, non-conformities with |non-conformities with defined requirements,
defined requirements, areas for improve- areas for improvementand the need|for
ment and the need for corrective actions corrective actions iran organization} with
in an organization with a limited need for complex biorisk'management.
biorisk management. Able to communicate and document pudit
Able to communicate and document audit findings andthe need for corrective pctions
findings, the need for corrective actions and |comprehénsively placing them into dontext
their timely implementation. withthebiological risks and requirejments for
timely*implementation.
7.2.6.2 Basic understanding to establish, support Proficient to establish, support and provide
Incident and accident |and provide oversight for an incident-re- oversight for an incident-reporting system
investigatlion porting system (including near misses) for ~ |(including near misses) for organizations
organizations with limited biorisk manage- |using different types of biological materials
ment needs. requiring complex biorisk managemgnt.
Experienced in incident and accident investi-
gative review processes required to update
and improve emergency response.
Skilled in providing training on lessgns
learned to prevent future occurrences.
Able to report, receive reports, invegtigate,
and follow up on accidents or incidents re-
lated to biological materials, use the|results
from incident investigations to update labo-
ratory procedures and emergency/ifcident
response plans.
7.2.7 Basic uniderstanding of the applications of  |Proficient understanding of the appljcations
Regulator]y frame- international frameworks of biorisk man- of international frameworks of biorigk man-
work, standards, ageément, including national regulation and |agement, including national regulatipn and
guidelines, and con-, standards, guidelines, treaties, and conven- |standards, guidelines, treaties, and donven-
ventions tions, in all areas of biosafety and biosecuri- [tions, in all areas of biosafety and bigsecurity
ty to ensure compliance in an organization |to ensure compliance in an organization with
with limited needs for biorisk management. |complex biorisk management.

The type of biological material and methodologies used have a significant impact on the biorisk management
complexity and competence needs.

Table B.3 indicates additional competence considerations based on the biorisk profile of an organization.
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Table B.3 — Additional competence considerations based on the biorisk profile of the organization

Which of the following biological materials or technologies is the organization working Appll_c ab!e tg the
with? organlza;llo;l. (Yes
or No

Work with genetically modified organisms/ recombinant technology (e.g. gene editing, gene
drives, xenobiotics, animal cloning, siRNA)

Dual use agents or technology

Protein synthesis

Work in large scale production (bioprocessing; >10 litres in any one vessel or container)

Work with biological materials (e.g. human or animal cell lines, tissues, blood)

Work inv@lving toxins of biological origin and other hazards products from microorganisms

Animals where health status in unknown

Work with small animals (rodents)

Work Wit‘l large animals (cattle, swine, equine)

Work Wit‘l large animals infected with high-risk pathogens

Work Wit‘l small animals infected with high-risk pathogens

Work wit11 microbial pathogens

Work Wit‘l protists

Work Wit‘l fungi

Work Wit‘l plant pathogens and allergens

Work Wit‘l aquatic pathogens and allergens

Work wit11 animal pathogens and allergens

Work Wit‘l prions and prion-like proteins

Work Wit‘l non-human primates

Work with parasites and arthropods

Work in cpntrolled environments e.g., GLP, Good Manufacturing Practice (GMP) or Clean Room.

Work in a|diagnostic laboratory

Work in the context of clinical trials

Work undger high containment

Work under maximum containment

Work relafted to medical and veterinafy services

Work in gfeenhouses

Environmental sampling

Mobile and field laborateries

Table B.4] helps evaluate the competence requirements for experience with regulations (see also 7.2.7)
related tq biorisk-management complexity in an organization.
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Table B.4 — Experience with regulations and their implementation

Regulation

Applicable to the
organization?
(Yes or No)

Basic biorisk management

Complex biorisk manage-
ment

operates

Country specific regulations
for regions where organization

Understand where to find
applicable regulations

Proficient knowledge and
application of regulations
for each country where the
organization operates

Permission to work with geneti-
cally modified organisms

Understands permitting ex-
pectations and requirements
but may require some support

with avacution
A7 HH

Proficient knowledge and
experience applying and
obtaining GMO permits

Import / ¢xport-controlled
biologicallmaterials (e.g. animal
health cefftificates, CITES, phy-
tosanitary requirements)

Understands what import or
export controlled biological
materials are and the process
for obtaining required per-
mits or registrations

Proficient knowleqge and
experience identifying and
working with expdrt con-
trolled biological materials;
experience applying for
applicable export permits or
registrations

road, rail,

Transporf
nationally

of biological materials

air, sea)

or internationally (e.g.

Is aware of key logistical
requirements for transport:
ing of biological materjals or
has access to subjeet matter
experts for suppert

Proficient knowledge and
experience transp¢rting of
biological materials

Biologicallwaste inactivation
and dispopal (e.g. wastewater,
incineratgr, autoclaving, digest-

Is aware of key*tequirements
for infectipus\vaste treat-
ment relevant to the organi-

Proficient knowledge and
experience with infectious
waste managemenit includ-

er) zationerthas access to subject |ing treatment and |nactiva-
matter-experts for support tion of waste as relevant to

the organization’s ppera-
tions

Table B.5|provides a checklist for attributes related to management skills that can be needed to cojmplement

biorisk management competencies. These attributes are also described in 7.2.3.4, NOTE 2, Behavioural

factors anjd worker management.

Table B.5 — Management skills to complement biorisk management competencies
Which of the following managementskills are most important for this role? Applicable to the role
(Yes or No)

Planning and time management

Leadership

Open minded

Diplomatic

Tenaciougness

Decisive

Self-reliant

Ethical

Morally courageous

Organized

Communicative (verbal and written)
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B.4 Model job requisition

Once the organization has defined the competence and attributes that can be required for a candidate or
applicant to be successful as a Biorisk Management Advisor in the organization, a respective job requisition
or invitation to apply can be designed to attract the right talent.
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Annex C
(informative)

Competencies for biorisk management advice required for specific
work environments in an organization

C.1 Geperal

This Anngx provides guidance to an organization in how to define the requirements for competeht biorisk
managenjent advice based on the nature of its activities (Clause 4).

A compilgtion of the biological material used, the range of activities performed, and*the spedific work
environmlent in place, is a prerequisite for a definition of biorisk management competénce needs.

Based on| this compilation, an organization can look for the required competencies using Talple C.1 to
Table C.3, which relate competence needs to biological material used, activities performed, ind work
environmjents in place. Depending on the nature of activities, a combinatien of competencies ffom more
than one folumn can apply.

Table C.1| refers to work with various types of biological materials, animals, and low to fmaximum
containmjent.

Table C.2[refers to work in various activity environments.

Table C.3|refers to work in minimal containment or highly specialized fields such as biosecurity ¢r import,
export and transport of biological material.

See Clausg 7, Annex D and Annex E for detailed dese¢riptions of competencies. Within each competehce, there
are severpl topics and the degree of knowledge, skill and experience to support that activity cgn vary. A
periodicall review is necessary to adapt themneeéd for biorisk management advice to changes in the piological
risk, the flype of activities performed, and\the specific work environment.

An organfization can prioritise the-different competencies for its biorisk management programme or, if
applicabl¢, its management system-Priorities can vary between different organizations as a reqult of the
biological risks and scale of activities.

Whether [competencies for hiorisk management advice are covered by one or several biorisk mahagement
advisors {s at the discretion’of the organization.

Table C.1 — Competence requirements to work with various biological materials, animals,land low
to maximum containment

Competeneerequirements to work with various biological materials including: Bacteria, viruses, fupgi, plant
pathogens; Eenetiea modified-plants prions/prion-like-proteins-and-bielogi xRS in-rese h and de-
velopment

— All competence subclauses from 7.1 to 7.2.7

Competence requirements to work with animals including: Large and small animals, non-human primates,
arthropods, and parasites

— All competence subclauses from 7.1 to 7.2.7, except 7.2.5.2

Competence requirements to work in low containment to maximum containment e.g. CL/BSL2, CL/BSL3 and
CL/BSL4

— All competence subclauses from 7.1 to 7.2.7
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Table C.1 (continued)

Competence requirements to work in medical and veterinary services

All competence subclauses from 7.1 to 7.2.7

NOTE 7.2.7 on regulatory framework is relevant to all environments.

Table C.2 — Competence requirements to work in various activity environments

Competence (subclause
numbers in this docu-

GMP / clean
room

Diagnostic
/ GLP test-

Clinical
trials

Quality and
analysis

Large scale pro-
duction biopro-

Envi-
ron-mental

ment)

g

TESSITgE

sampling

7.1
General pferequisites: an
understanding of risks
and threz;ts associated
with bioldgical materials

gl/\)‘

7.2.1.1
Scientific pnd technical
understapding

7.2.1.2
Biorisk mphnagement
programrhe

7.2.2.1
Competer]
risks and
ment

ce to address
their manage-

7.2.2.2
Hazard arnd threat identi-
fication and analysis

7.2.2.3

Risk assegsment

7.2.2.4

Risk mitigation

7.2.3.1
Occupatignal health

and occupational safety
principle§ and regulatory
framework

7.2.3.2
Assessmet of workplacCe
attitude apd culture.invan
organizatjon

7.2.3.3
Training

7.2.34
Communication skills
and information / knowl-
edge systems

7.2.3.5

Ethical concerns related
to activities with biologi-
cal material

7.2.3.6
Information management
and security
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Table C.2 (continued)

Competence (subclause
numbers in this docu-
ment)

GMP / clean
room

Diagnostic
/ GLP test-
ing

Clinical
trials

Quality and
analysis

Large scale pro-
duction biopro-
cessing

Envi-
ron-mental
sampling

7.2.3.7
Personal security

+

+

+

7.2.4.1

Facility (re)design, con-
struction, commission-
ing, decommissioning,
validation, operation, and

maintenapce

7.2.4.2
Containmient principles

7.2.4.3
Environmental safety

7.2.4.4
Inventorylmonitoring
and contrpl

7.2.4.5
Selection,|verification,
certification, and mainte-
nance of dquipment

0

7.2.4.6
Asset Secfirity

7.2.5.1
Clothing gnd personal
protectiv¢ equipment

7.2.5.2
Good microbiological
techniqugs

7.2.5.3
Infection fontrol, disin-
fection, afpd decontami-
nation

Biologicall waste manage-
ment

7.2.5.5
Emergendy preparedness
and respgnse

7.2.5.6
Transporf
material

of biolegical

7.2.6.1

Audits andTnspections

7.2.6.2
Incident and accident
investigation

NOTE 7.2.7 on regulatory framework is relevant to all fields.
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Table C.3 — Competence requirements to work in minimal containment or specialized fields

Competence (subclause number
in this document)

CL /BSL1

Mobile labo-
ratory

Biosecurity

Facility man-
agement

Import, export /
transport

7.1

General prerequisites:

an understanding of risks and
threats associated with biological
materials

7.2.1.1
Scientific and technical under-
standing

7.2.1.2
Biorisk mhnagement programme

7.2.2.1
Competer]ce to address risks and
their manpgement

7.2.2.2
Hazard and threat identification
and analypis

7.2.2.3
Risk assegsment

+

A

7224
Risk mitigation

7.2.3.1
Occupatignal health and occu-
pational spfety principles and
regulatory framework

7.2.3.2
Assessment of workplace attitude
and cultute in an organization

€

7.2.3.3
Training

7.2.3.4
Communifation skills and infor-
mation / knowledge systems

. Qr.

7.2.3.5
Ethical copcerns related to activi=
ties with biological material

7.2.3.6
Informatipn management\and
security

7.2.3.7
Personal gecurity

7.2.4.1

Facility (re)design, construction
commissioning, decommissioning,
validation, operation, and mainte-
nance

7.2.4.2
Containment principles

7.2.4.3
Environmental safety

7.2.4.4
Inventory monitoring and con-
trol

36
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Table C.3 (continued)

Competence (subclause number
in this document)

CL /BSL1

Mobile labo-
ratory

Biosecurity

Facility man-
agement

Import, export /
transport

7.2.4.5

Selection, verification, certifica-
tion, and maintenance of equip-
ment

7.2.4.6
Asset security

7.2.5.1
Clothing and personal protective

equipmenT

7.2.5.2
Good micfobiological techniques

7.2.5.3
Infection fontrol, disinfection,
decontamfination, and sterilization

7.2.54
Biological waste management

7.2.5.5
Emergendy preparedness and
contingency planning

7.2.5.6
Transport of biological material

Audits anl inspections

Incident and accident investiga-
tion

© IS0 2024 - All rights reserved

37



https://standardsiso.com/api/?name=54e847565a4e57528f4684b149d843b0

D.1 General

ISO/TS 5441:2024(en)

Annex D
(informative)

Detailed description of competencies

Table D.1detaitsof Specific COMpetences to provide a Detter UIAerstanding of eacit COMpPELeNce.
aligned with the competencies in Clause 7 of this document and expand on them, but do not repl
Also, they do not claim to be complete and should be extended depending on the context of theorg

721

7.2.1.1
Scientific pnd techni-
cal understanding

%]

Fientific, technical and management background

Table D.1 — Detailed description of competencies listed in Clause 7 of this'‘document

Knowledge
General principles of microbiology, biochemistry, and cell biology:

— biochemistry,
— cell biology,
— Dbacteriology,

— virology,
— mycology,

— parasitology,
— transmissible spongiform encephalopathies (TSE),
— cell cultures,

— biological toxins.

Skills

Evaluation efbasic characteristics of the principal types of biological material and
risks; j.e.main factors that contribute to the ability of biological agents to cause dijs
main\toexin producing organisms.
Evalwation of techniques in molecular biology and genetic engineering and how thg
potentially result in basic characteristics of biological material.

Experience

They are
hce them.
hnization.

their
ease,

y can

Application of fundamentals and techniques in molecular biology and genetic engineering

besides manipulation of non-modified biological material.

7.2.1.2 Knowledge
Biorisk mamagenrent——Coordination of biosafety and bIOSecurity 1n a bIoT1SK management programme 10T
programme agement of biological risks in an organization.

the man-

Foundation for a biorisk management programme through assessment and management of
risk arising from the organization’s activities with hazardous biological material. It includes
the biosafety and biosecurity policy appropriate to the nature and scale of the biological

risks associated with the work to be performed in an organization. The policy sets
osafety and biosecurity goals and objectives for the organization.

the bi-

Application of the concept of continual improvement through a cycle of planning, imple-
menting, reviewing, and improving the processes and actions whenever a management

system approach with policies, objectives and processes (i.e. ISO 35001) is used, in
to the other components of the system.
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2.2

2.2.1
Competerce to ad-
dress riskls and their
managemgent

a~]

~

7.2.2.2
Hazard and threat
identificafion and
analysis

Janning of biorisk management
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Table D.1 (continued)

Skills

Develop and support the implementation of a biorisk management programme appropriate
to the nature and scale of the identified and potential biological risks.

Establish, document, implement, communicate, maintain, and continually improve biorisk
management if a management system is applied, including the processes needed and their
interactions, in accordance with the requirements of an organization.

Experience

Awareness and understanding of the need for practical applicability of the biorisk manage-
ment programme and its adaptation to changes of activities with biological materials and
risks related to them.

—Experfencetimapplying a mamagement sy stenT i accordarnce wittr the requitenents of an

organization, if applicable.

Knowledge

Awareness and general insight on potential issues related to activities\with biological mate-
rial which could lead to biological risk and the consequential managément of these|risks.

Skills

Ability to use foundational knowledge to anticipate, addressand communicate potgntial is-
sues related to activities with biological material, including-the capabilities and linpitations
of the ability of the organization to implement management strategies.

Experience
Recommend appropriate and reasonable strategi€syto the organization.

Knowledge

Knowledge of hazards and threats associated-with work with biological material apd con-
sideration of other hazards:

— microorganisms and occupational infections - Laboratory Acquired Infection [LAI),
— toxins,

— allergens,

— blood borne pathogens,

— potentially.ififected material, e.g. blood, body fluids, soil samples,

— modes,oftransmission means and routes,

— inféctious dose,

— Cemerging and re-emerging diseases,

~= parasites,

— celllines (e.g. primary, permanent, immortalized, engineered),

— dual-use potential,

7.2.2.3
Risk assessment

—vother hazards associatedwiththe useof bivtogicat mmatertat,e.g—<hemical, gases,
radiological, fire, mechanical, electrical, liquid nitrogen.

Skills

Addressing issues related to hazards and threats associated with biological material.
Experience

Informed decision when expert help is needed to address or expand hazards and threats
associated with work with biological material.

Knowledge

Theoretical background on how to perform a systematic evaluation of factors and identify
those which pose risk for a given situation:
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Table D.1 (continued)

— risk group classification systems (e.g. WHO:- human, animal, plant pathogens),

— hazard identification (e.g. mode of transmission, infectious dose),

— sources of lists of controlled biological agents and their historical context,
— taskrisk assessment/job hazard analysis,

— determination of risk group for unclassified organisms,

— Dbiosafety risk assessment (including engineered organisms),

7.2.2.4
Risk mitig

N

2.3

.2.3.1

Occupatid
and occuy]
safety pri
regulator

%)

~

ation

nal health
ational
hciples and

y framework.

) ik ial PR 1 a3 i 1 £ 1 1 H 1
UIvSCT LUl IL)’ T'TONN dSOSUOOSITITIIL, uu.u.,u.uus CUIIUI UIS Ul PCU}}IC, })ll)’bl\.ql IIICdAsurcTy,
information.

Skills

nd data/

Ability to conduct a systematic evaluation of relevant and cross-sectionalfactors, ipcluding

those of both biological and non-biological nature, in order to identify,real and pot
risks for a given situation.

Experience

Assessment of biological risks of all biological materials used.in an organization arjd

bntial

addressing biological risk resulting from the combined usg-or.genetic modification of this

material.

Knowledge
Understand the need for a risk mitigation plan takitg into account:

— riskreduction methods based on biologicaltisks,
— hierarchy of controls of methods for risk’reduction,
— national implementation of convehtions, accountability, and restrictions,

— risk mitigation measures praposed by international guidelines.

Skills

Ability to identify risks that require mitigation and develop mitigation strategies t
appropriate and reasonable for a given situation.

Experience

hat are

Identification of mitigation strategies to address hazards and threats associated wjith work

with biologicalinaterial

ipport of personnel

Knowledge

Awareness of prevention and surveillance measures to keep laboratory workers h¢althy:

— relevant information on occupational health:

— prevention of occupational risks,

medieatstrvetHanee;
— incident / accident response,
— allergens and hypersensitivity,
— medical issues related to the use of PPE (e.g., respiratory protection),
— immunocompromised workers,

— pregnant workers,

— partnership between occupational health provider, health safety and environment

and biorisk management.
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Table D.1 (continued)

Skills

Interaction with the occupational health provider on the prevention and surveillance meas-
ures contributing the biorisk management perspective.

Experience
Taking into account occupational health and occupational safety principles in:

— aplanforprevention, treatment, post-exposure prophylaxis, monitoring,and surveillance
to meet requirements of the workplace,

— anemergency preparedness plan for potential exposure to hazardous biological material.

Knowledge

Communipatiomrskitts
and information man-
agement

7.2.3.3
Training

Identification of elements of biosafety and biosecurity that are required in the oyejall risk
communication strategy of the organization.

Skills

Ability to effectively communicate in the identified local written language(s) in a npjanner
that is accurate, relevant, and understandable by those within the organization. D¢velop-
ment of written documents to maintain an accurate and historical reeord of biorisk manage-
ment for the organization.

Communication of the elements of biosafety and biosecurity thatcontribute to thejoverall
culture of safety and security using a range of communication/strategies:

— communication sKkills,

— conflict resolution strategies,

— knowledge systems (e.g. the internet),
— information systems (e.g. scientific journal, printed and e-books, PubMed, colleagues),

— social computing tools (e.g. sociakmedia, email).

Experience

Communication of risk control theasures, information about their purpose, functiop and use
to all personnel concerned sathat these measures are understood, implemented cqrrectly
and are effective.

Knowledge
Need for a biorisk management programme to address the respective audience:

— principles ef\adult education, learning methodologies and presentation skills,
— conteritsjof an internal biosafety and biosecurity training programme,

— sélect appropriate tools and learning situations (when and how to train),

— “Whom to train - categories of people within an organization (e.g. management} principal
investigators, lab workers, animal facility workers, maintenance workers| cleaning
personnel, security personnel, contractors, visitors, students),

— trainee progress assessment / competence,

— trainer and training course evaluation.

Skilts
Assessment of the content and quality of the biorisk management training activities and
evaluate their suitability for the organization.

Experience

Provision or organization of biorisk management training adapted to the need of biorisk
management in an organization.
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Table D.1 (continued)

Knowledge

Knowledge on how behavioural factors can lead to intentional and unintentional errors in
biorisk management.

Skills

Integration of behavioural factors to risk assessment, accident investigation, training, and
other relevant areas of biorisk management.

Experience

Persuasion in promoting good biosafety and biosecurity practices considering cultural and
socio-economic considerations.

Knowledge

Personne reliability
measures

7.2.3.6
Personal gecurity

7.2.3.7
Ethical copcerns re-
lated to ag¢tivities with
biologicallmaterial

Recognition of critical importance of personnel reliability, defined as the quality.of state
of being reliable, by demonstrating dependability, responsibility, and trustworthiness, in
implementation of biorisk management.
Awareness of how personal reliability influences the performance level of biorisk thanage-
ment.
Skills
Evaluation whether insufficient biorisk management processesdésult in lack of pefsonal
reliability.
Persuasion in promoting good biosafety and biosecurity ptactices considering culural and
socio-economic differences treating others with respect and seeking win-win outcpmes to
the biorisk management challenge.

Experience
Addressing personal reliability issues when thése are considered as reason for areps of bio-
risk management not adequately implementéd.
Knowledge

Recognition of the need for personal security in the context of biorisk managemenf and the
need for precautions and response tg personal threats based on the biological riskp of an
organization.

Skills

Definition of the need for pérsonal security based on the biological risks and the cqntext of
an organization, includingassessment of critical assets that might lead to personal threats.

Experience
Participation in establishment of effective personal security measures based on agsessment
of the biorisk related threat evaluation of the organization.
Knowledge

Awareness of the moral principles or values governing, or distinctive of, life sciencgs
researchand the moral or societal implications of certain biological research proc¢dures,
technologies, or treatments.

Awareness of the ethical values that should be considered by an ethical review profcess of
activities with biological material:

— gain of function research of concern,

— synthetic genomics,

— work with select agents

— specimen collection and medical records in clinical laboratories.

Understanding the norms of safe and responsible conduct in life sciences critical to coun-
teracting the diversion of biological materials, equipment, or technologies for harmful
purposes.

Familiarity with applicable legislation and codes of conduct related to scientific integrity
and responsible life science, i.e.:
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Table D.1 (continued)

— code of conduct, that is statement of values and professional practices of a group of

individuals with a common focus,
— animal welfare,
— declaration of Helsinki,
— access and benefit sharing of genetic resources,
— clinical trial registration and performance,

— studies involving human embryos, gametes, and stem cells.

7.2.3.8
Informati
ment and

724 C

2.4.1

Facility (r
construct
sioning, d
sioning, v
operation
nance

N

bn manage-
security

E)design,

on, commiss

Ecommiss

hlidatiofs;
and mainte-

Skills

Awareness raising to ethical issues that might be related to life science research, t:
into account bioethical dilemmas shaped by life sciences professionals’ cultural va
beliefs about the concepts of biosafety, biosecurity, and responsible conduct of resg

Assistance in the development and maintenance of an ethics framewozk'that supp

ethical biorisk management culture.

Participation in risk and benefit consideration of biological researeh in the organiz
providing the biorisk management perspective.

Experience

Participate in committees addressing ethical frameworks by contributing the bior
agement perspective.

Knowledge

Understanding of the components of informatioh security including cybersecurity
security to protect information from unauthorized release and ensure that the apy

king
ues and
arch.

rts an

ation

sk man-

and data
ropri-

ate level of confidentiality is preserved to,prevent loss of data and sabotage of computer

systems.
Understanding of the methods of data management and security.

Skills

Performance of risk assessment related to potential loss of valuable biological mat
methods and results on research with these materials.

Approval of acquisition, possession, use, storage, and transfer of any biological mat
with misuse potential as part of information management.

Experience

Liaison with 'and/or security subject matter experts as appropriate on measure
plemented to prevent unauthorized release of sensitive information (e.g. inventori
security,plans, access codes).

pntrols and containment

Knowledge
Consideration of biorisk management in preventive and corrective maintenance, o
and decommissioning:

the design team (e.g. architects and engineers, principal investigato
management, safety, maintenance, communication),

brial and

erial

to be im-
bs, data,

berations,

'S, users,

— basic design features of the most important types of facilities,

— technical drawings (blueprint reading),

— Heating, Ventilation and Air Conditioning (HVAC) systems,

— High Efficiency Particulate Air (HEPA) filtration [room and biological safety cabinet

(BSC)L,
— plumbing and vacuum systems,
— pressure and airflow monitoring system,

— waste disposal and wastewater treatment systems,
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Table D.1 (continued)
— auxiliary facilities such as power, water, and gas supply,
— access control systems,
— construction materials and finishes,
— laboratory containment levels 1 and 2,
— small animal facilities containment levels 1 and 2,

— plant facilities (greenhouses, growth chambers),

7.2.4.2
Containmjent princi-
ples

1 1. Lo . . e
TaT gt Starc OTOPTOCTSSTITE PTTITCTPTCS;

— fire protection, escape, and rescue routes - impact on biosafety and biosecurit
— construction process, responsibilities, supervision, liabilities,
— testing, validation, and commissioning,

— facility operations, maintenance, biosafety, and biosecufrity issues (undg
conditions),

— facility breakdown and biosafety and biosecurity issdes (under emergency c
including earthquake, tornados, floods, etc.).

Skills

Ability to review technical documents with an understanding of the basic systems
HVAC), understand the construction commissioning and validation processes in oy
identify the basic design features relevantto'that type of facility.

Experience

Consultation with those responsible for.the design, construction, transformation,
tion (e.g. architects, building site mahagement, authorities, project leaders) of facil

Knowledge

Understanding the concept.of gontainment, its limitations and the most important
containment:

— primary containmernt (e.g. Biological Safety Cabinet, isolator, bioreactor, kill t3
— secondary centainment (e.g. laboratory facility),
— filtratien.(e.g. air, vacuum),

— air flow and pressure differentials,

— Chiological containment,

~  safe working practices.

Skills

The ability to apply the knowledge of containment principles to the identified risks
require mitigation through containment practices.

Y

r normal

pnditions,

(e.g.
der to

rreloca-
ties.

types of

nk, IVC),

which

The ability to develop appropriate and reasonable emergency response measures \

vhich

7.2.4.3

Selection, verifica-
tion, certification,
and maintenance of
equipment

directly relate to the malfunctioning of containment equipment and facility.

Experience

Consultation with those responsible for installation, validation and maintenance of contain-
ment equipment and those responsible for participating in emergency response procedures

related to the equipment and facility.

Knowledge

Overview on the impact on biorisk management resulting from choice, installation
tion, reception of product certificate, and maintenance of equipment:
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Table D.1 (continued)

— safety equipment (e.g. biological safety cabinets, autoclaves, isolators, small animal cage
systems, dunk tanks - selection, installation, how it works, associated biosafety issues.),

— special laboratory equipment ( e.g. centrifuges, FACS, homogenizers, mi

crotomes,

mechanical pipettors, microscopy and histology - associated biosafety and biosecurity

issues),

— validation, certification, and maintenance of safety equipment.
Skills

Ability to provide support with selection, verification, certification and maintenance of

equipment.

7.2.4.4
Environm

7.2.4.5
Security

ental safety

Experience

Consultation with those responsible for the selection, verification, certificatioh antli mainte-

nance of equipment.

Knowledge

Understanding of the environmental risk related to unintentional and accidental r
biological material into the environment.

Understanding the impact of the receiving environmental habijtats;including air, W
biodiversity, surrounding an organization, from which biological material may be 1

Understanding the applicable legislations related to intentional biological release 3
impact of compliance on the organization.

Skills
Collection of all relevant information on environmental risks, including:

— identification on environmental issues for a.given situation, i.e.,

— animal and plant pests (e.g. mode of transmission, vectors, mode of
survival in the environment,.endemic or exotic),

— gene flow,
— protection goals,

— aplan for preventionymonitoring and surveillance in place,

blease of
ater, soil,

eleased.
nd the

dispersal,

— an emergency préparedness plan for potential unintentional releases of hazardous

biological material.

Experience

Integration.of environmental safety issues to the biorisk management programme
organization.

Knowledge

Recognize the need for security and implementation of effective control and monit
méchanisms based on the biological risks of an organization that contribute to the
ness biorisk management.

Skills

Be able to identify the potential for threats based on the biological risks and the co
an organization, including assessment of critical assets that might lead to threats.

of an

oring
effective-

ntext of

Tdemtification of targetsand weakmness of a giver faciiity, the Tesulting potemntial tit
how to mitigate them.
Experience

eats and

Participate in establishment of effective security measures based on assessment of the
threat evaluation of the organization contributing the biorisk management perspective.
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Table D.1 (continued)

Knowledge

Understanding the need and impact of a biological material inventory and the safe and se-
cure storage of biological material.

Skills

Ability to identify information relevant for the biorisk management programme and attrib-
utes of that information which may require update. Examples of such records are inven-
tories of (hazardous) biological materials, responsibilities of the staff and training, SOPs,
audits and reviews, license applications, notifications, and renewals.

Experience

Consultation with those responsible for biological material inventory on content, methods

7.2.5.1

7.2.5 (Jperation and safe practices

Personallirotective

equipme

7.2.5.2
Good mic
technique

fobiological
S

andundataofcuch an inuvantary
SHRHeHP-aat +HSHeAHR Y eRte -

Knowledge

Understanding appropriate types of PPE and their limitations, which may~be requifed for a
given situation:

— PPE fundamentals,

— clothing,

— gloves (e.g. lab, hot/cold, animal handling, chemicals),
— face and eye protection,

— respiratory protection (e.g. types, medicalcledrance, fit testing, maintenance,|training),

— shoes and boots.

Skills

The ability to identify PPE which are appropriate for mitigation of exposure risk, bpsed on a
given situation.

Experience

Consultation with users and providers of PPE about the appropriate type of PPE bgsed on
the biological risk in an oxganization.

Knowledge
Components of a safe' working environment for a given situation (workplace and wprkflow):

— personalhygiene,
— roufihe housekeeping plan,
— (Cplanning and preparation of workflow and job assignments,

=" organizing the workplace,

— minimizing aerosols, safe use of sharps and techniques to prevent other| types of
exposures,

— selection and use of appropriate PPE,

— selection and use of appropriate safety equipment,

— decontamination, cleaning, and waste disposal when finishing work.

Skills

The ability to identify good microbiological techniques, including emergency response
measures, which are appropriate for the identified risks associated with the biological ma-
terial and the context of its intended use.

Experience

Consultation with users on specific work processes requiring specific elements of good
microbiological techniques.
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Table D.1 (continued)

Knowledge

Understanding of the most essential elements of infection control, disinfection and decon-
tamination, as well as their efficacy:

contamination

— fundamentals of hygiene, infection control, disinfection, decontamination, and
sterilization,

— infection and pest control programme,
— disinfection methods including selection of materials and reagents,
— decontamination methods including selection of materials and reagents,
— sterilization methods,
— spill management,
— validation principles and methods,
— monitoring.
Skills
The ability to design a disinfection plan, including validation;for the biological material
used in an organization.
The ability to communicate to relevant personnel who'may be involved in the mon{toring,
maintenance and repair of equipment which mayrequire to be disinfected or decoptaminat-
ed.
Experience
Integrate disinfection plan into the biorisk‘mranagement programme of an organization and
relate to other parts of the plan such as,assessment of characteristics of biological|material,
good microbiological techniques, biological waste management, and relocation of gquip-
ment.

7.2.5.4 Knowledge

Biologicall waste man-
agement

Understanding of the most essential elements of methods of biological waste mandgement
and sterilization, as well as-their efficacy:

— fundamentals of waste collection, labelling, handling, storage, treatment, trarjsport and
final disposal,
— waste treatment methods and validation,

— solidwaste,

— _Sharps,

-<Tiquid, wastewater treatment,

— mixed waste (e.g. biological-chemical, biological-radioactive, biological{chemical-
radioactive).

Awareness of local requirements on waste management and disposal.
Skills

7.2.5.5

Emergency prepared-
ness and contingency
planning

Theabitity totdemntify fegistative requirementsand devetop focat processes tosecurely seg-
regate, inactivate (including validation), package and dispose biological waste.

The ability to identify legislative requirements and develop local process to security
segregate and package live waste for transport of final decontamination, destruction, and
disposal.

Experience

Consultation with users and waste specialist on specific biological waste segregation, treat-
ment and disposal processes for the type biological waste generated in an organization.
Knowledge

Understanding of the content of an emergency preparedness and contingency plan related
to the biological risk in an organization:
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Table D.1 (continued)
— definitions of biosafety, biosecurity and biothreats,

— fundamentals of emergency preparedness and response (integrates approach for all
aspects of safety and security, coordination with other agencies/partners),

— emergency preparedness (biosafety and biosecurity),

— fundamentals of contingency planning/business continuity,

— emergency response,

— crisis management,

— risk communication,
— facility protection and surveillance (including environmental threats),
— occupational health considerations associated with an emergency,

— national biothreat response.

Skills
The ability to identify and communicate emergency preparedness and response ngeds
based on the identified biological risks relevant to the orgafiization.
The ability to design and communicate procedures to pfevent and manage major energency
situations, e.g. major spills and other unintentionalteleases, fire, medical, power failures,

security incidents, natural disasters, and any othé€ryemergency situations which have or may
have an element of biological risk.

The ability to design table top tutorials and.practical drills related to emergency r¢sponse
which have or may have an element of biplogical risk.
Experience

Integrate emergency preparednessand response plans into the biorisk managemept pro-
gramme of an organization.
Consultation of emergency preparedness and response plans with first responderg, occupa-
tional health providers, emeérgency services, fire brigade.

7.2.5.6 Knowledge
Transporl of biological Awareness of relevafit requirements and restrictions on transport, and need for injport and
material export permits (license) of biological material, including:

— fundamentals of packaging systems and transportation,
— pragtical guidance and documentation,
— different modes of transport (e.g. air, road, rail, and water),

==/ procedures for spill, broken containers, and leaks.

Skills
The ability to identify and communicate legislative requirements and containment{needs
applicable to the identified biological risks to ensure secure and compliant packaging, label-
ling and means of transport prior to offering for transport.
The abilitv to dpvp]np local prnr‘pdnrpc for management of issues (Incc of containment,
misdirection, exposure) related to biological risk which may arise as a result of receipt of
biological material.

Experience

Informed engagement with users facilitating the application of correct packaging, labelling
and means of transport for specific biological material.

Information management regarding import and export permits and licenses for biological
material.

7.2.6  Performance evaluation and improvement

.2.6.1 Knowledge
Audits and inspection  Knowledge of constituents of audits and inspections:

~
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Table D.1 (continued)
— inspection versus audit,
— elements, methods and evaluation of an audit,
— elements, methods, and evaluation of an inspection,
— distinction between non-compliance and non-conformance,

— management programme audits,

— audit preparation and plan,

— combination of document and on-site audits,

7.2.6.2

Incident ajnd accident

investigat

7.2.7
Internatig
national 1
framewor
guideline
ventions

ion

nal and
egulatory

k, standards,
, and eon-

— communication and performance during an audit,
— how to resolve non-compliance and lack of cooperation,

— auditreports and corrective actions.

Knowledge on systematic approach how the implementation andcefficacy is probed
an audit or inspection and actions for improvement.

Skills

The ability to identify, communicate and carry out biorisk management audits bass
biorisk management programme of an organization.

Experience
Planning and realization of biorisk management-audits based on the biorisk manag
programme of an organization.
Knowledge

Understand the need and content of voluntary, anonymous, non-punitive incident-i
to cover all incidents and accidents, including near-misses.

Skills
The ability to collect and evaluate televant facts, and propose corrective actions to
or mitigate recurrent accidents or incidents related to biological risk:

— incident and accident/fact collection, analysis, and evaluation,
— record keeping,‘report writing and reporting,

— identify and\implement effective corrective actions.

Experience

Integration of incident and accident reporting into emergency preparedness and rg
plans,preparation of reporting forms and communication to all involved parties of
ganization.

Knowledge

Familiarity, understanding, and application of the regulatory framework, including
ards and guidelines, in all areas of biorisk management.

during

d on the

ement

eporting

prevent

sponse
an or-

b stand-

Skills

The ability to monitor changes in local, national, and international legislation and guidelines

which are or may be relevant to the biorisk management programme.

The ability to adapt or make recommendations for adaptation of the biorisk management

programme to reflect those changes.
This list is indicative only and not all inclusive:
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worker protection (prevention of occupational risks):

regulations for contained activities:

working with pathogens (human, animal, opportunistic) - worker protection (lab
and hospital environment),

working with engineered organisms,
working with animals (including animal care issues),

working with plants (environmental protection, phytosanitary regulations).

deliberate release and field activities:

international and national transport, import, export regulations:

other regulations:

conventions:

microbiological issues,
plant issues (e.g. risk assessment),

animal issues (e.g. risk assessment).

International Air Transport Association (IATA)[Gh
International Civil Aviation Organization (ICAQ)(Z,
International Maritime Organization (IMO)t&l,
import regulations,

UN Model Regulations for the Tfansport of Dangerous Goods[2l,

gene therapy,
emergencies,
waste regulations,

dual use / select agent regulations.

€onvention on Biological Diversity (CBD)[10],
Access and Benefit Sharing of Genetic Resources (ABS)[21],
Cartagena Protocol on Biosafety[10],

Aarhus Convention on access to information, public participation in decisign-making
and access to justice in environmental mattersil]

Biological and Toxin Weapons Convention (BTWC)[12],

UN Security Council Resolution 1540 (2004)[13],

Convention on International Trade in Endangered Species of Wild Fauna and Flora
(CITES)[14],

International Plant Protection Convention (IPPC)15]-

© IS0 2024 - All rights reserved
50


https://standardsiso.com/api/?name=54e847565a4e57528f4684b149d843b0

	Foreword 
	Introduction 
	1 Scope 
	2 Normative references 
	3 Terms and definitions 
	4 Context for biorisk management advice 
	5 Functions of biorisk management advisor(s) 
	6 Biorisk management advisor knowledge, skills, and experience 
	7 Competence 
	7.1 General prerequisites 
	7.2 Range and subject matter of competencies 
	7.2.1 Scientific, technical and management background 
	7.2.2 Planning of biorisk management 
	7.2.3 Support of personnel 
	7.2.4 Controls and containment 
	7.2.5 Operation and safe practices 
	7.2.6 Performance evaluation and improvement 
	7.2.7 International and national regulatory framework, standards, guidelines, and conventions 

	7.3 Competencies relevant for specific work areas 
	7.4 Competence documentation including continuing professional development 

	Annex A (informative)  The relationship between the clauses of ISO/TS 5441 (this document), ISO 35001 and the WHO laboratory biosafety manual 
	Annex B (informative)  Guidance on how to determine the needs for competence in biorisk management advice in an organization 
	Annex C (informative)  Competencies for biorisk management advice required for specific work environments in an organization 
	Annex D (informative)  Detailed description of competencies 
	Annex E (informative)  Competencies relevant for specific work areas 
	Annex F (informative)  Record of achievements to demonstrate relevant experience of biorisk management competence 
	Bibliography 

