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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bod

ies

(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been

established has the right to be represented on that committee. International organizations
non-goverhmental, in liaison with ISO, also take part in the work. ISO collaborates closely with
Internationgl Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

Internationpl Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main ftask of technical committees is to prepare International Standards. Draft International Standa
the technical committees are circulated to the member bodies for voting. Publication as
Internationgl Standard requires approval by at least 75 % of the member bodies casting.a-vote.

In other cjrcumstances, particularly when there is an urgent market requirement for such documents
technical gommittee may decide to publish other types of document:

— an ISOQ Publicly Available Specification (ISO/PAS) represents an agréement between technical experts
an ISQ working group and is accepted for publication if it is approved by more than 50 % of the memb
of the |parent committee casting a vote;

— an ISO Technical Specification (ISO/TS) represents an agreement between the members of a techn
commiittee and is accepted for publication if it is approved by 2/3 of the members of the committee cast

e years, revised to become an International Standard, or withdrawn. If the ISO/PAS or ISO/TS
confirmed,|it is reviewed again after a further_three years, at which time it must either be transformed into
Internationpl Standard or be withdrawn.

Attention i$ drawn to the possibility that'some of the elements of this document may be the subject of pat
rights. ISO| shall not be held responsible’for identifying any or all such patent rights.

ISO/TS 22B67 was prepared Oy.-Technical Committee ISO/TC 212, Clinical laboratory testing and in Vi
diagnosticltest systems.
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Introduction

It is a requirement of ISO 15189 that laboratories have an investigative process to identify aspects that do not
conform with their own procedures or with predetermined requirements in the quality management system.
ISO 15189 specifies that this be linked both to corrective actions and to preventive actions. In addition, it
specifies that management review the suitability and effectiveness of the system and its activities in support of

j fential risks
intlfoduced at each step of each process.

pafient care, and that they introduce necessary changes. This can best be done by considering po
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propriate reactive processes; however, these are undertaken to amend identified problems arj
ir recurrence. Risk management is a planned process that is part of preventive actions and

t provide well-organized information.
he context of organizational management, risk has been described as a multidimensional con
bility and predictability of outcome. Organizational risk involves components that affect the g
hnical, liability and business aspects of the laboratory*ln the context of continual improveme
ments of potential for loss are considered with highetpriority than the elements of gain. Consi
necessarily includes the linked but different elements of likelihood of occurrence and severity
ctors that impact upon risk can act either directly;or indirectly.
e framework of risk management can be described as consisting of the following steps:

planning for risk,

identifying risk and its impacts,

developing risk-handling-strategies, and

monitoring for risk control.
bse steps are congistent with the management requirements described in ISO 15189, including:

identifying'‘and controlling non-conformities,

establishing preventive actions and corrective actions,

ventive actions are planned and appropriate anticipatory processes, based upon verifiable information, are
lertaken to prevent a potential action from occurring. Corrective actions are similarly-planned together with

d to avoid
corrective

ventive actions and corrective actions can be more effectively difected when they are based upon

processes

cern about
perational,
ht, the risk
deration of
of impact.

carrying out internat audits and management Teviews, and

implementing continual improvement.

This Technical Specification is intended to provide the first steps to introduce risk management into the
structure, organization, operation and quality management system of the medical laboratory.

Classification of laboratory non-conformities, errors and incidents is useful for monitoring purposes and allows
the laboratory to determine their criticality, to set priorities in addressing them and to identify underlying
causative factors that contribute to errors.

Co

nsiderations contained within local, regional and national regulations normally apply.
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TECHNICAL SPECIFICATION ISO/TS 22367:2008(E)

Medical laboratories — Reduction of error through risk
management and continual improvement

1 | Scope

This Technical Specification characterizes the application of ISO 15189 as a system for \reducing| laboratory
errpr and improving patient safety by applying the principles of risk management, with reference to
examination aspects, especially to pre- and post-examination aspects, of the cycle of laboratory medical care.
This Technical Specification proposes a methodology for finding and characterizing’medical labonatory error
that would be avoided with the application of ISO 15189.

2 | Normative references

The following referenced documents are indispensable for the‘application of this document. |For dated
references, only the edition cited applies. For undated references, the latest edition of the peferenced
do¢ument (including any amendments) applies.

W

ISO 9000, Quality management systems — Fundamentals and vocabulary
ISO 14971:2007, Medical devices — Application of-fisk management to medical devices
ISO 15189, Medical laboratories — Particular.requirements for quality and competence

ISQ/IEC Guide 73, Risk management — Mocabulary — Guidelines for use

3 | Terms and definitions

For the purposes of this_decument, the terms and definitions given in ISO 9000, ISO 14971, ISO 15189,
ISQ/IEC Guide 73 and the following apply.

3.1
lahoratory error
failure of a planned action to be completed as intended, or use of a wrong plan to achieve an aim, dccurring at
any part of.the laboratory cycle, from ordering examinations to reporting results and appropriately ipterpreting
and reacting to them

3.2
active error
error by a front-line operator

NOTE See Reference [2].

33

cognitive error

error of incorrect choices, owing to insufficient knowledge, misinterpretation of available information, or
application of the wrong cognitive rule

NOTE 1 See Reference [1].

NOTE 2 A cognitive error is also referred to as an “attentional error” or a “mistake” (see Reference [9]).

© 1SO 2008 — All rights reserved 1
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3.4

failure modes and effects analysis

FMEA

systematic review of a system or product involving identification of potential failures and assessing the impact
on total system/product performance of that failure

NOTE 1  This analysis also includes (a) review(s) of the steps taken to guard against failure, or to mitigate its effect.
NOTE 2  The procedure is sometimes referred to as a “bottom-up” analysis.
3.5

latent errqr
error due tp underlying structural factors not under control of the front end operator

EXAMPLE Faulty equipment, poor design, management decision, or organization structure (see Reference [2]).
3.6
non-cognitive error

error due tp inadvertent or unconscious lapse in expected automatic behaviour

NOTE 1 See Reference [1].

NOTE 2  |A non-cognitive error is also referred to as a “schematic error” or a “slip’,(see Reference [9]).
3.7
failure magde and effects analysis

prospective risk analysis process of high risk processes to identifyxneeded improvements that will reduce the
chance of an unintended adverse event

4 Management responsibility in preventive and corrective actions, and continual
improvement

4.1 General

Managemént should ensure the provision\of adequate resources to ensure that both preventive and correciive
actions can be identified and enacted.

4.2 Management responsibility in preventive actions
The management should:
— definelthe policy and processes for collecting data about process performance across the testing cycle

— analyge the'data for trends and patterns that suggest the potential for problems or errors to occur, and

— formulate and implement preveniive actions through process improvement 1o eliminate the causes of
potential non-conformities to prevent occurrence.

4.3 Management responsibility in corrective actions

The management should:

— define the policy and processes for identifying and reporting non-conformities, errors, and incidents,
— ensure all personnel are trained to properly identify and report non-conformities, errors, and incidents,

— review the results of the analysis of non-conformities, errors, and incidents, and

2 © 1SO 2008 — All rights reserved
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formulate remedial and corrective actions to eliminate or reduce recurrence of the non-conformity, error,

or incident.

Management responsibility in continuous improvement

Management should ensure that the results of risk management, preventive actions and corrective actions are
incorporated into a continual improvement process.

5 _ldentification of potential and actual laboratory non-conformities, errors a
incidents

5.1 Potential and actual laboratory non-conformities, errors and incidents should be identified by
thg following processes:

—| areview of internal audits,

—| incident reports,

—| opportunities for improvement, or

—| a prospective risk analysis process.

5.2 A map of the total analytical process can be used to identify potential and actual causes for

reqults. Every step of the process should be analyzed to ‘determine an estimation of probabilit
hazard (see Annex A).

Idgntified laboratory non-conformities, errors; and incidents can be classified. Points for classifi

inc

Classification of laboratory non-conformities, errors and incidents

ude, but are not limited to, those listed below.
Cycle phase of event:
— pre-examination:
— incorrect patient identification;
— incorrect/or missing diagnostic information;
— ineorrect interpretation of medical order;

—= " incorrect patient preparation;

nd

means of

erroneous
y for each

tation may

— incorrect collection container or preservative;

— incorrect collection container labelling;

— incorrect mixing of sample;

— incorrect collection timing;

— incorrect transport conditions or timing;
— examination:

— discrepant quality control result;

© 1SO 2008 — All rights reserved
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— procedural non-conformity;
— equipment or reagent error;
— delayed time to completion (turnaround time);
NOTE Time delays can occur throughout the total laboratory cycle.
— post-examination:

— incorrect result;

—+ incorrect transcription of result;

—t ambiguous report;

— result ascribed to incorrect patient;

— report sent to incorrect person;

—+ missing information about restrictions on interpretations of result.

b) Recognition of laboratory non-conformity, error, or incident process:

— internal or external to the laboratory.
c) Respagnsibility for event:
— latent or active error;
— cfgnitive or non-cognitive error;
— internal or external to the laboratory, or unable to determine.
d) Preveptability:
— n¢t preventable to highly preventable.
e) Impagt on patient care:
— none or minimal;

— rgsulted in delayed treatment or diagnosis;

— rgsulted.innmappropriate treatment or diagnosis.

7 Preventiveactionand—correctiveactions

7.1 The identification of potential errors and laboratory non-conformities through planned review of
processes and identification of the impact of changes is highly effective in preventing errors from occurring.
Laboratory non-conformities, errors and incidents can be identified by means of a review of internal audits,
incident reports, opportunities for improvement or a prospective risk analysis process.

7.2 Corrective actions that ensue when a laboratory non-conformity is identified should lead to a reduction
of repeat occurrences of the non-conformity or of the development of a related non-conformity, if the
investigation phase of the corrective action includes an analysis of root causes that contributed to the non-
conformity.

4 © 1SO 2008 — All rights reserved
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NOTE It is advisable that a thorough root cause analysis address not only the likely cause of error, but also the
factors that could have contributed to the occurrence of the cause. It is advisable that the corrective action plan address all
contributing factors.

8 Assessment of risk arising from actual and potential laboratory non-conformities
The quality manager should establish and maintain processes for:

a) identifying high risk processes where the potential for error could lead to a safety risk for patients,

b) | identifying actual incidents associated with deviations from standards requirements,
c) | estimating and evaluating the associated risks to patient safety,

d) | controlling these risks, and

e) | monitoring effectiveness of the control.

The process should consider a risk model (see Annex B) and include ,a‘method for assessing [the risk of
prdcess failures (see Annex C).

=

NQTE 1 A prospective risk analysis can be an FMEA, or other tools ta_ determine the potential for errors, problems or
safpty risks to patients, e.g. Process Hazard Analysis (PHA), Failure.Modes Effects and Criticality Analysis|[FME(C)A],
Fauylt Tree Analysis (FTA), Hazard and Operability Analysis (HAZOP) and Hazard Analysis and Critical Cgntrol Points
(HACCP). 1SO 14971:2007, Annex G, provides a discussion “of these tools and their applicability| See also
References [13], [14], [15], [16], [17] and [18].

The process should also include assessment of potentially high-risk processes, on the basis of prevjous audits,
sufveys, experience or evidence-based literature>pn procedures where a failure may lead to a|significant
saflety risk to patients.

T

=2

b quality manager should identify a team-of people to study the selected process.
NOTE 2  Itis advisable that the team members have personal knowledge of the process and the effects of failures.
NQTE 3 It is advisable that the-team be comprised of people with appropriate levels and types of knowledgg.
The team should organize-a thorough analysis of the process to include:
—| each activity of the“process,

—| how each.activity of the process may fail,

—| how éach failure at each activity of the process may affect patient safety,

—| ‘the severity and probability of each failure mode effect,

— the most critical failure mode effects,
— potential root causes of the most critical failure mode effects, and

— actions to address the root causes.

NOTE 4  Severity ranking can be classified as negligible, minor, serious, critical and catastrophic. Probability can be
classified as improbable, remote, occasional, probable and frequent.

The analysis of an FMEA should form the basis of a preventive action plan for potential problems, or a
corrective action plan for problems that have already occurred.

© 1SO 2008 — All rights reserved 5
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9 Review of collected laboratory non-conformities, errors and incidents

At regular intervals, the contents of the corrective action plan file should be reviewed to determine common
factors and continuing problems relating to laboratory non-conformities, errors and incidents.

The underlying causative factors of laboratory non-conformities, errors and incidents should be analysed
appropriately (see Annex C).

The analysis should be incorporated into the appropriate preventive action, corrective action and continual
improvement plans.

10 Preventive action and corrective action plans

Laboratoryy management should prepare a plan for investigation and prevention/correction of any
non-confofmity, error or incident identified in an FMEA or observed in another way. Such plans should include:

— the scppe of the plan,

— a desgription of the specific failure mode effect, non-conformity, error or incident,

— the ide¢ntification of potential risks associated with the potential error or,non-conformity,
— allocation of responsibilities to address the changes required,

— requirgment for review,

— criteria for acceptable resolution, and

— the nged for preventive action or corrective action.

11 Preventive action and corrective action plan files
All laboratory preventive actions, corrective actions, non-conformities, errors and incidents should be recorded
within the preventive action and corrective action plan file. Records should be maintained within a prevenfive
action and|corrective action plan master log.

The compiled files should be-reviewed regularly as part of the management review.

12 Continual improvement plan

Once the investigation has been completed, laboratory management should review information gained abput
the collected.-laboratory non-conformities, errors and incidents. This information should be evaluated |for
possible retey i i he g

— whether previously unrecognized hazards are present;

— whether original assessments of laboratory non-conformities, errors and incidents are invalidated as a
result.

If either of the above applies, the results of the evaluation should be fed back as an input into the evaluation
process.

In addition, an in-depth investigation into the root cause of high-risk laboratory non-conformities, errors and
incidents should be carried out immediately, in order to prevent their recurrence.

6 © 1SO 2008 — All rights reserved
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Annex A
(informative)

Failure modes and effects analysis

Failure modes and effects analysis (FMEA) is a methodology for identifying potential points of failure within a
process, determining their effects, and identifying actions to mitigate the failures. FMEA is particularly useful

when deciding whether to introduce a new process within the laboratory.

ile it is not possible to anticipate every failure mode, the team of laboratory participants-can fo
extensive a list of potential failure modes as possible.

ample collect ._........... transport _......... _prepare:......... transfer _.............
Reagents: obtain ._........... store ............ ... prepare _..............
Instruments: install ._........... maintain __.._ -3 .. setup............. calibrate _.. ... _examine ___|
Qalibrators: obtain ............. store .~ prepare._..............
Qontrols: obtain ............. stote™............... prepare.......... transfer_............}
Rleport creation: transcription ... .". text selection ...... generation _..... transmission

Figure A.1 — Example of process map in a medical laboratory

A failure mode, défined as the manner in which the process could potentially fail, should be ide
mgnner that could-determine what the ultimate effect will be. A failure effect is defined as the result

rmulate as

The major
tlated. The
the FMEA

> and post-
esentation

...Result

ntified in a
of a failure

mdde on the~process, as perceived by a test error. It can be described in terms of what the patient might

delayed or

the process.

ivity within

For each failure mode identified, the team should determine what the ultimate effect will be and establish a
numerical ranking for the severity of the effect, in order to help determine which failures to address first.

The team then identifies controls and other potential monitoring procedures that can prevent the cause of the

failure mode from occurring. Each procedure can be assessed to determine how well it is expected
failure mode.

to detect a

Once the new process has been in use, previously undetected or unidentified failure modes may appear. The
FMEA should then be updated and plans made to address those failures to eliminate them from the

product/process.
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Annex B
(informative)

Model for assessing risk of harm

Figure B.1 illustrates how the risk model needs to be taken into account in order to assess the risk of harm
posed to a patient from erroneous results.

Delayed or incorrect

Laboratory Process error report

Phvsician Delayed or incorrect Delayed or incorrect
y decision diagnosisQriherapy

Patient Delayed or incorrect Harm

response

Figure B.1 — Example of model for assessing risk of harm

According [to this model, the consequences of delivering\an erroneous result to a physician will depend on the
action of the physician and the medical significance)of the respective laboratory process. Physicians yse
laboratory |examination results together with other available medical information to evaluate a patient gnd
reach a dgcision. In some cases, the laboratery._result may be the only basis for the medical decision. The
probability|of a patient being harmed is a combination of the probabilities that each event illustrated in the
model wollld occur. Each individual probability is partially offset by a probability that the fault, hazard| or
hazardous| situation will be recognizediby the laboratory or the physician, thus allowing intervention and
avoiding harm. The actual chain of events will depend on the particular laboratory process, and the risk from
each combination of events should be assessed independently, using this scheme as a guide.
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