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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical commlttees Each member body interested in a subject for WhICh a technlcal committee has been

established
non-gove nmental in liaison with 1SO, also take part in the work. 1SO coIIaborates closely W|th tr
International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The mai
adopted py the technical committees are circulated to the member bodies for voting\ Publication as 3
International Standard requires approval by at least 75 % of the member bodies casting-a vote.

In other [circumstances, particularly when there is an urgent market requirement for such documents,
technicallcommittee may decide to publish other types of document:

O Publicly Available Specification (ISO/PAS) represents an agreement between technical experts
O working group and is accepted for publication if it is approved by more than 50 % of the membeg)

— anl
an |

bO Technical Specification (ISO/TS) represents an agreement between the members of a technid
ittee and is accepted for publication if it is approved\by 2/3 of the members of the committee castir

An ISO/RAS or ISO/TS is reviewed after three years'in order to decide whether it will be confirmed for
further thfee years, revised to become an International Standard, or withdrawn. If the ISO/PAS or ISO/TS
confirmedl, it is reviewed again after a further.three years, at which time it must either be transformed into 3
International Standard or be withdrawn.

Attention|is drawn to the possibility that'some of the elements of this document may be the subject of pate
rights. ISP shall not be held responsible for identifying any or all such patent rights.

ISO/TS 1B3606-4 was prepared by Technical Committee ISO/TC 215, Health informatics.

ISO 13606 consists of the-following parts, under the general title Health informatics — Electronic health reco
communifation:

— Part|1: Reference model

— Part 2;-Archetype interchange specification

and

task of technical committees is to prepare International Standards. Draft International Standards

e

n

a
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g
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X

d

— Part 3: Reference archetypes and term lists
— Part 4: Security [Technical Specification]

— Part 5: Interface specification
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0 Introduction

0.1 Challenge addressed by this part of ISO 13606

TH mmthicat rie-hreatth-records sH—whele-or-inpart—within-and-acress—o
bpundaries, and sometimes across national borders, is challenging from a security perspective. Health
cords should be created, processed and managed in ways that guarantee the confidentjality of their
contents and legitimate control by patients in how they are used. Around the globe these- pringiples are
pfogressively becoming enshrined in national data protection legislation. These instruments declar¢ that the
slibject of care has the right to play a pivotal role in decisions on the content and distribution of his or her
ctronic health record, as well as rights to be informed of its contents. The communication of health record
ormation to third parties should take place only with patient consent (which may be’any freely given specific
and informed indication of his or her wishes by which the data subject signifies his or her agrgement to
personal data relating to him or her being processed). For EHR communication across nationgl borders
ISO 22857 provides guidance that may be used to define appropriate security policy specifications.

Ideally, each fine grained entry in a patient's record should only be aecessed by those persons who have a
right to view that information, specified by or approved by the patient'and reflecting the dynamic natlire of the
s¢t of persons with legitimate duty of care towards the patient.through his or her lifetime. The accegs control
ligt will ideally also include those persons who have a right to access the data for reasons other than[a duty of
care (such as health service management, epidemiology, and public health, consented research) byt exclude
any information that they do not need to see or which the patient feels is too personal for them to agcess. On
the opposite side, the labelling by patients or their representatives of information as personal or privgte should
ally not hamper those who legitimately need to see“the information in an emergency, nor accidentally result
inf genuine healthcare providers having such acfiltered perspective that they are misled into mangging the
patient inappropriately. Patients' views on the iherent sensitivity!) of entries in their health record mpy evolve
oyer time, as their personal health anxieties.alter or as societal attitudes to health problems changel Patients
night wish to offer some heterogeneous-levels of access to family, friends, carers and members of their
community. Families may wish to previde a means by which they are able to access parts of ea¢h other's
rgcords (but not necessarily to equal_extents) in order to monitor the progress of inherited conditiong within a
fgmily tree.

Spch a set of requirements’is-arguably more extensive than that required of the data controllers in nmost other
industry sectors. It is in practice made extremely complex by:

— numbers 6éf-health record entries made on a patient during the course of modern healthcare

— numbers of healthcare personnel, often rotating through posts, who might potentially gome into
contact with a patient at any one time;

“- \'numbers of organizations with which a patient might come into contact during his or her lifetime;

— difficulty (for a patient or for anyone else) of classifying, in a standardized way, how sensitive a
record entry might be;

— difficulty of determining how important a single health record entry might be to the future care of a
patient and to which classes of user;

1) The term “sensitivity” is widely used in the security domain for a broad range of safeguards and controls, but in this
part of ISO 13606 the term refers only to access controls.
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— logically indelible nature of the EHR and the need for revisions to access permissions to be

rigorously managed in the same way as revisions to the EHR entries themselves;

— need to determine appropriate access very rapidly, in real time, and potentially in a distributed

computing environment;

— high level of concern expressed by a growing minority of patients to have their consent for disclosure

recorded and respected;

— low level of concern the maijority of patients have about these requirements, which has historica

ly

imited the priority and investment committed to tackling this aspect of EHR communications.

To suppart interoperable EHRs, and seamless communication of EHR data between healthcare providers,

negotiatign required to determine if a given requester for EHR data should be permitted to receive ‘the daia

needs to|be capable of automation. If this were not possible, the delays and workload of mafaging hum
decisiong for all or most record communications would obviate any value in striving for data interoperability.

The mair principles of the approach to standards development in the area of EHR communications acce

control are to match the characteristics and parameters of a request to the EHR provider's policies, and to any

access cpntrol or consent declarations within the specified EHR, to maintain appropriate evidence of th
disclosure, and to make this capable of automated processing.

In practick, efforts are in progress to develop International Standards for defining access control and privileg
managenpent systems that would be capable of computer-to-computer negotiation. However, this kind of wo|

is predicqted upon health services agreeing a mutually consistent framework for defining the privileges thgy

wish to asgsign to staff, and the spectrum of sensitivity they offer for patients to define within their EHRs.

This requires consistency in the way the relevant information_ig;expressed, to make this sensibly scalable
definitionitime (when new EHR entries are being added), at*run-time (when a whole EHR is being retrieved
queried) and durable over a patient's lifetime. It is also important to recognise that, for the foreseeable futur
diversity will continue to exist between countries on the specific approaches to securing EHR communication

including| differing legislation, and that a highly prescriptive approach to standardization is not currenfly

possible.

This part|of ISO 13606 therefore does not prescribe the access rules themselves (i.e. it does not specify wh
should h
user communities, national guidelines<and legislation. However it does define a basic framework that can |
used as|a minimum specification (of "EHR access policy, and a richer generic representation for th
communigation of more fine-grained detailed policy information. This framework complements the over
architectyre defined in ISO 13606-1, and defines specific information structures that are to be communicate
as part ofan EHR_EXTRACTdefined in ISO 13606-1.

lisms used to“represent policy specifications in this part of ISO 13606 include Unified Modellin

informatign).

ve access to what and by means of which security mechanisms); these need to be determined by

(UML: please see http://www.omg.org/technology/documents/formal/uml.htm for more informatioh)
and Archetype Definition Language (ADL: please see http://www.openehr.org/120-OE.html for mofe
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Some of thekinds of agreement necessary for the security of EHR communication are inevitably outside th

scope of This part of ISU T3606. The complete protection of EHR communication requires atention 10 a large

number of issues, many of which are not specific to health information.

NOTE This document is based on EN 13606-4:2007. The content of this part of ISO 13606 is identical to that
EN 13606-4 with the following exceptions:

— the wording of this Introduction has been revised to reflect its international rather than European jurisdiction;
— references to a security standard in development have been updated if that standard has now been published;
— relationships to new security standards in development have been added where appropriate;

— the first entry in Table 2 (sensitivity level classification) has been changed from “personal care” to “personal’;

— asmall number of typographic errors and ambiguous expressions within this introduction have been corrected.

e

of
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0.2 Communication scenarios

0.2.1 Data flows

The interfaces and message models required to support EHR communication are the subject of ISO 13606-5.
The description here is an overview of the communications process in order to show the interactions for which
security features are needed. Figure 1 illustrates the key data flows and scenarios that need to be considered
by this part of ISO 13606. For each key data flow there will be an acknowledgement response, and optionally
a rejection may be returned instead of the requested data.

EHR EHR EHR Audit
requester provider server log

>

Request EHR _EXTRACT

v

> Create audit log en
Acknowledge request : g emty
: Make access decision;
EHR : filter EHR if necessary :
recipient < :
‘ Provide EHR_EXTRACT
) Deny EHR_EXTRACT
Acknowledge data/denial >
: Create audit log enfry .
Audit log
reviewer
Request audit log view R
Create audit log entry

Extract audit log, filter if necessary

Provide audit log view

Deny audit log view

Acknowledge data/denial

Create audit log entyy

Figure 1 — Principal data flows and security-related business processes
covered by this part of ISO 13606

The EHR requester, EHR recipient and audit log reviewer might be healthcare professionals, the patient, a
legal representative or another party with sufficient authorization to access healthcare information. Both the
EHR_EXTRACT and the audit log, if provided, may need to be filtered to limit the disclosure to match the
privileges of the recipient. This aspect of access control is discussed later in this Introduction.

NOTE all parties shown here will need to maintain an audit log, not just the EHR provider. However, for readability
the other audit log processes are not shown or described here.
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0.2.2 Request EHR data

This interaction is not always required (for example, EHR data might be pushed from provider to recipient as
in the case of a discharge summary). The request interface needs to include a sufficient profile of the
requester to enable the EHR provider to be in a position to make an access decision, to populate an audit log,
and provide the appropriate data to the intended recipient. In some cases the EHR requester might not be the
same party as the EHR recipient — for example a software agent might trigger a notification containing EHR
data to be sent to a healthcare professional. In such cases it is the EHR recipient's credentials that will
principally determine the access decision to be made.

An EHR [request may need to Include or reference consents for access and mandaies for care, €.g- by
providing|some form of explicit consent from the patient, or a care mandate.

The neggptiation between requester and provider of EHR data will increasingly be automated; .and the
informatign included in this interaction is required to be sufficient to enable a fully computerized policy
negotiatign.

The requirements for this interaction will be reflected in the EHR _Request interfacer model defined jin
ISO 136(6-5.

0.2.3 Ggnerate EHR access log entry
This is agsumed practice in any EHR system, but it is not specified as a-normative interface because of the
diverse gpproaches and capabilities in present-day systems. The internal audit systems within any EHR

system gre not required to be interoperable except in support of the'model defined in Clause 7 and the
correspomnding interface defined in ISO 13606-5.

0.2.4 Acknowledge receipt of EHR_Request

No healtHcare-specific security considerations.

0.2.5 Miake access decision, filter EHR data

When processing the EHR request, policies pertaining to the EHR provider and access policies in the EHR
itself all need to be taken into account in determining what data are extracted from the target EHR. This part pf
ISO 13606 cannot dictate the overall set of policies that might influence the EHR provider, potentially deriving
from natipnal, regional, organization{specific, professional and other legislation.

A decision to filter the EHR data)on the basis of its sensitivity and the privileges of the EHR requester and
recipient will need to conformto relevant policies and may need to balance the clinical risks of denying acces$s
to information with the mediCo-legal risks of releasing information.

This part|of ISO 13606-however does define an overall framework for representing, in an interoperable waly,
the accegs policies.that might relate to any particular EHR, authored by the patient or representatives. These
might no{ be stored in the physical EHR system in this way; they might instead, for example, be integrated
within a policy.server linked to the EHR server.

This access decision is discussed in more detail in Clause 5.

0.2.6 Deny EHR_EXTRACT

If the access decision is to decline, a coarse-grained set of reasons needs to be defined in order to frame a
suitable set of responses from the EHR provider. However, it is important that the denial and any reason given
does not imply to the recipient that the requested EHR data does exist — even the disclosure of its existence
could itself be damaging to a patient.

No healthcare-specific security considerations; the interface model is defined in ISO 13606-5.
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2.7 Provide EHR_EXTRACT

Note that the EHR recipient need not be the same as an EHR requester, and indeed the provision of an EHR
need not have been triggered by a request. It might instead have been initiated by the provider as part of a
shared care pathway or to add new data to an existing EHR.

The EHR_EXTRACT is required to conform to the reference model defined in ISO 13606-1, and to the

in

terface model defined in ISO 13606-5.

The EHR_EXTRACT is required to include or to reference any relevant access policies, represented in

S

0T >

T

c
cfmmunicated. Policies may only be referenced if the EHR recipient is known to have direct acce

nformance with this part of TSO 13606, to govern any onward propagation of the EHR data being

me information by another means.

2.8 Acknowledge receipt of EHR_EXTRACT

p healthcare-specific security considerations.

2.9 Generate EHR access log entry

$0.2.3)

2.10 Request EHR access log view

nis is now considered to be desirable practice, to enable apatient to discover who has accessed pa

s/her EHR in a distributed computing environment. The_scope of this interface, as defined in th
O 13606, is to request a view of the audit log that informs the recipient about who has accessed v
a given EHR and when. This interface is not intended to support situations where a full inspec

Ldit log is required for legal purposes or for other investigations. This interface is discussed in Claug

ne interface model is defined in ISO 13606-5.

2.11 Generate EHR access log entry

s 0.2.3)

2.12 Provide EHR access log view

his is desirable practice, and requires an interoperable representation of such an entry (or set o
his interface is discussed in Clause 5.

though a legal investigation will require that an audit log is provided in a complete and unmodified
e filtered out (e.g. those referring to EHR data to which the patient does not have access).

hé interface model is defined in ISO 13606-5.

ss to the

rt or all of
is part of
hat parts
ion of an
e 5.

[ entries).

form, the

esentationof an audit log view to a patient or to a healthcare professional might require that sonpe entries

0

.2.13 Deny EHR access log view

If the request is not to be met, a coarse-grained set of reasons needs to be defined. However, it is important
that the denial and any reason given does not imply to the recipient that the requested EHR data does exist —
even the disclosure of its existence could itself be damaging to a patient.

N

©

o healthcare-specific security considerations; the interface model is defined in ISO 13606-5.
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0.2.14 Acknowledge receipt of EHR access log view

No healthcare-specific security considerations.

0.2.15 Generate EHR access log entry

(As 0.2.3)

0.3 Re

quirements and technical approach

031 R

The visi
communi
standardi
medico-lg
in EHR s
way. EHR

The rese
SEISMEI

Most hez
protect a
Furtherm
implemen
toEHR ¢

032 G

The mos

bsearch on the requirements

bn of research, industry and previous standards on interoperable electronic health” recofd

Cation has been to enable diverse clinical systems to exchange whole or parts of a patent’'s EHR in[a

red way that can rigorously and generically represent the data values, contextual organization and
gal provenance of the information in any originating EHR system. Sensitive information, such as that

ystems, has to be recorded, stored, processed and communicated in a secure, safe, and trustworthy
communication has therefore also to meet security requirements such as:

buthentication of entities (people, software, devices etc.) that might legitimately require or provide
EFHR data;

buthorization, privilege and access control management;

ntegrity of the EHR information that is stored, processed and communicated;
security classification of EHR information;

jefinition, negotiation and bridging of policies between the entities requiring and providing EHR datg;
huditability and traceability of information accessed, processed and communicated;
bverall safety and quality procedures.

brch and development (R&D) background work in these fields includes European projects such as
D, TrustHealth and HARP.

Ithcare organization information systems already have security systems and services in place fo
wide range of health related data flows, of which EHR communications is only one example.
pbre, the field of health informatics security is actively developing generic approaches to specifying,
ting, profiling ,and evaluating ever-enhanced security services. Many of the requirements that pertajin
bmmunications are therefore also applicable to healthcare communications in general.

pneric_healthcare security requirements

widely accepted requirements for an overall security approach in domains handling sensitive and

personal

data are published in ISO/IEC 27002. This specifies the kinds of measure that should be taken to

protect assets such as EHR data, and ways in which such data might safely be communicated as part of a
distributed computing environment. A health specific guide to this general standard has been published in
ISO 27799. This will facilitate the formulation of common security policies across healthcare, and should help
promote the adoption of interoperable security components and services.

For EHR

communication across national borders ISO 22857 provides guidance that may be used to define

appropriate security policy specifications.
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The exact security requirements that are required to be met to permit any particular EHR communication
instance will be governed by a number of national and local policies at both the sending and receiving sites,
and at any intermediate links in the communications chain. Many of these policies will apply to healthcare
communications in general, and will vary between countries and clinical settings in ways that cannot and
should not be directed by this part of ISO 13606.

For example, any access to EHR data will require that the requesting party is appropriately authenticated, that
he, she or it is authorized to make the request and that, if met, the nominated recipient of EHR data (who
might not always be the requester) is authorized to receive it. All communications are required to take place
through secured communications channels, and an audit log is required to be kept of all EHR data flows. The

t just for
very EHR
iC security
prior to
sanctioning the communication of an EHR extract and will protect the actual EHR data-flows.
This part of 1ISO 13606 therefore assumes that an overall security policy er<set of policies confprming to
ISO 27799 is in place at all of the sites participating in an EHR communication, and also that thesg policies
conform to national or trans-border data protection legislation. Additional-pelicies may be required t¢ conform
tq specific national, local, professional or organization regulations applicable to the communication |or use of
EHR data. Defining such policies is beyond the scope of this part of ISO 13606.
0l13.3 Generic healthcare access control architecture
pgitimate access to EHR data will be determined by a wide range of policies, some of which might exist as

bmponents. It is recognised that vendors and orgahizations differ in how they have implementg
bntrol policies and services and the extent to whieh'these are currently computerized.

O/TS 22600 defines a generic logical mode| for the representation of the privileges of principals (e

pcuments, some will be encoded within applications and some within formal authorizatiop system

d access

ntities), of

agcess control policies that pertain to potential target objects, and of the negotiation process that is r¢quired to
afrive at an access decision. This paftyof 1ISO 13606 specifies a generic approach to tasks su¢h as the
agsignment of roles to entities and thejpassing of roles between entities.
Flgure 2 depicts the key concepis ‘of role based access control, as defined by ISO/TS 22600.
SR Poli cy Role_Hierarchy
1
Structural_Role Target_Policy
. : FR_Policy

1 1

I

I. 1|1..* o . 1.*

Principal Use'—ASi'gnmem Functional_Role Permission_Assignment Target_Component
0..* 0..* 0.* 0.*
AN 4
User_Session Sessiop”Role
1.% 1.%
Session Process_Policy
1.% 1
Figure 2 — Main concepts and policy types defined in role based access control
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Principals (persons, agents etc.) are mapped to one or more functional roles, which will be influenced by the
structural roles that they are permitted to hold. For example, a person who is medically qualified and a
specialist in child health may hold one or more structural roles (such as consultant paediatrician at a hospital,
head of child screening for the region). Those structural roles may permit him or her at times to act with the
functional role of personal clinician to a patient. The functional role might be persistent, or limited to a single
user session. Functional roles are mapped to permissions to perform particular operations (such as writing
new entries in an EHR) and to particular objects (e.g. the EHR data which that role-holder is permitted to view).

For the purposes of this part of ISO 13606, the Target Component class shown in Figure 2 is the EHR data
held by the EHR provider. The Target Policy class contains information that defines rules to permit or deny
access tgpartor alfo
pertinent[Target_Policies need also to be communicated to the EHR recipient. This requires an mteroperable
represenfation of a Target Policy that can be included within an EHR_EXTRACT.

Because |individual vendors and organizations may differ in their engineering and technology implementatiofs
to achiee this infrastructure, ISO/TS 22600 defines these processes and models at the.information and
computatjonal viewpoint levels. Its specifications are therefore open, platform-independent, portable and
scalable [to support a wide range of clinical settings and use in different countries Where national and
professiohal regulations may be different.

ThIS pa of ISO 13606 assumes that the ISO/TS 22600 approach is Ioglcally applied to govern accegs

negotiatign phase of an access decision). This part of IS0 13606 recognises that these and othgr
standardized vocabularies will increasingly support rich interoperability of access policies, but cannot mandate
the use of any particular controlled vocabulary since none exists as a formal standard.

0.3.4 Security requirements specific to EHR communications

&

A large number of EHR-specific medico-legal.and ethical requirements are expressed within ISO/TS 1830
although compliance with these is primarily. met through specific classes and attributes of the EHR referenge
model (ptiblished in ISO 13606-1). Table 1.lists those requirements that apply most specifically to this part pf
ISO 13606.

Xii © IS0 2009 — All rights reserved
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Table 1 — List of requirements published in ISO/TS 18308 that relate to the security
of EHR communications

:2009(E)

COC1.2 |EHRA shall support consumers' right of access to all EHR information subject to jurisdictional const

raints.

COC1.3 [EHRA shall support consumers' being able to incorporate self-care information, their point of view on
personal healthcare issues, levels of satisfaction, expectations and comments they wish to record in EHRs.

COM2.4 | EHRA shall provide an audit trail of exchange processes, including authentication, to enable identi
points of EHR extract transmittal and receipt. This needs to account for merging processes.

fication of

PRS1.2 [EHRA shall support the labelling of the whole and/or sections of the EHR as restricted to authorized users

and/or purposes. This should include restrictions at the level of reading, writing, amendment, verifi
transmission/disclosure of data and records.

ation and

PRS1.3 [EHRA shall support privacy and confidentiality restrictions at the level of both data sets‘and dis
attributes.

trete data

PRS2.2 |EHRA shall support obtaining, recording and tracking the status of informed consént?) to access
and/or sections of the EHR, for defined purposes.

the whole

PRS2.4 [EHRA shall support recording of the time frames attached to each consent,

sections of the EHR.

PRS3.1 [EHRA shall support measures to define, attach, modify and remoye\access rights to the whgle and/or

accordance with prevailing consent and access rules.

PRS3.3 [EHRA shall support measures to enable and restrict access to_the whole and/or sections of the EHR in

authorities to access the EHR.

PRS3.4 [EHRA shall support measures to separately control adthorities to add to and/or modify the EHR from

sections of the EHR.

PRS5.1 [EHRA shall support recording of an audit trail of¢access to and modifications of data within thel whole or

PRS5.2 [EHRA shall support recording of the nature of each access and/or modification.

shall at a minimum allow for the recording of all structured and unstructured data on:

others;

disclosures and consent.

S5TR2.10 [EHRA shall allow for comprehensive information storage and retrieval regarding patient care. The EHRA

0|4 Generic EHR access policy model

0l4.1 Factors considered when defining EHR access policies

In addressing these requirements within this part of ISO 13606, it is recognised that most clinical
stems deployed today incorporate relatively simple access control measures, usually to supp
thin a singlé organization. Few of these are interoperable across vendor products or with othe

ll'need to be interoperably specified and interoperable computationally. Most vendors, health ser

haltheara natwarlee ara Dlealvy 0 AdANt cramantal annraach tn Anrichina tha canhictinatian
T to—C T

and EHR
brt needs
relevant

S

W

systems<such as decision support, workflow or reporting systems. New-generation systems will ingreasingly
permit configurable access policies to be specified, but in order to support a distributed EHR scenario these
W
h

vices and
bf access

o an in n
CTHt o T TTotyv OTrico—ar C—ikery Ot oo et o P pPTroaCH T to— o gt C— o Op T otoTtion

control policies that can be supported.

There might be a range of high-level policies that will govern EHR disclosures within any regional healthcare
network. Today these will exist primarily on paper or as hard-coded permissions within applications and
servers, but in future these will be represented as interoperable access policies in accordance with the
ISO/TS 22600 architecture. Some example factors that might be specified within such policies, and taken into

account when making an EHR access decision, are listed below.

2) ltis now recognised that implied or inferred consent also needs to be supported.
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National, professional and organizational policies might be based upon, for example:

User characteristics:

name and identification;
profession, speciality, qualifications;

functional role;

Hepartment or clinical speciality of which he/she is acting as a member;

brganization of which he/she is acting as a member.

Access characteristics:

jate and time;

ocation;

bhysical device;

network or other communications mechanism;
mechanisms and extent of encryption in place;

method of authentication used.

Organizational policies might also confirm permissions about:

he patient whose record is being accessed;
he archetypes being accessed;

he operation proposed (read, write, modify, communicate, query etc.).

EHR-spetific policies might provide-or-deny consent for:

a)

b)

Xiv

namgd/identified parties

o access the EHRas a whole;

o adopt particular functional or structural roles (e.g. to specify a responsible personal healthca
bgent);

specificelinical settings (e.g. departments, specialities);

specific functional roles;

to access particular archetypes;
to access particular record components ;
to access data of specific sensitivity;

to undertake specific EHR functions (e.g. read, write, modify, communicate, query);

e
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d) specific purposes for the access;

— e.g. direct care provision, support of care provision, teaching, research;

— justification or evidence required (e.g. if a formal signed consent is required to be provided).
The whole spectrum of access policies in place at an organization is beyond the scope of this part of
ISO 13606, but it does define a generic specification for representing and communicating those parts of

access policies that relate directly to the data within any given EHR (target policies). These will often be
representations of the disclosure wishes of the patient.

The communication of the specific consents and access policies expressing the wishes of patienis or their
rgpresentatives is an important aspect of EHR communication and interoperability. Such’ policies will
contribute to the overall access decision made in response to EHR requests, and need to be.transferred along
wjth the extracted EHR data to the EHR recipient, in order for the recipient to apply the€se policies fo govern
any future accesses to the same data from their organization.

Algeneric model to represent consent/access policies expressing the wishes of.the patient or other|parties is
therefore defined in this part of ISO 13606, in Clause 6. Those EHR-specificfpolicies that need to bg included
wjthin an EHR_EXTRACT may be represented using the model specified in Clause 6. This [model is

deliberately extensible to handle additional policy specifications not foreseen at the time of producing this part
of ISO 13606. Because ISO/TS 22600-3 is expected to define an interoperable access policy mode] that can
be used for this purpose, a UML model is also defined in Clause 6,to‘permit adopters of this part of IO 13606
td conform both to this and to ISO/TS 22600.

I 1SO 13606-1 reference model every RECORD_COMPONENT within the EHR_EXTRACT ingludes an
optional Policy_ID attribute to permit references to such policies to be made at any level of granulafity within
the EHR containment hierarchy. Every RECORD_COMPONENT can therefore reference any number of
agcess policies or consent declarations that define thie intended necessary privileges and profiles of principals
(Ysers, agents, software, devices, delegated actorsietc.) for future access to it.

Npte that some policies may apply to particular RECORD_COMPONENTSs within an EHR, whilst others may
apply to the EHR as a whole.

0l4.2 EHR access policies: a minimum specification for interoperability

0/4.2.1 General

The information model in"Clause 6, for representing and communicating access policy information, jhas been
deliberately kept very-generic, to allow for the diversity of policy criteria that will be stipulated irl different
c
a

buntries and regional healthcare networks. Standardized vocabularies for many of the likely characteristics
e not currently,defined. The policy model in Clause 6 is therefore only a partial aid to policy interopegrability.

Alnumber ©f )existing and legacy systems might not be able to incorporate richly-defined policy spedifications,
and many healthcare regions might not be in a position to define such policies for some years. Thergfore, as a
complement to the overall policy model in Clause 6, this part of ISO 13606 defines two vocabularieg that can
pfovide a minimum basis for making an access policy decision, and ensure a basic level accgss policy
interoperability, albeit at a coarse-grained level.

These two vocabularies are:
1) sensitivity classification of EHR data (RECORD_COMPONENTS);

2) high-level classification of EHR requesters and recipients, through a set of functional roles.
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0.4.2.2

Within a

Defining "need-to-know" when handling EHR data

clinical care environment (i.e. within and between collaborating healthcare teams involved in the

direct provision of care to patients) the norm is to share health record information openly. It is indeed the wish
of the vast majority of patients that teams do this, and many patients are actually surprised at how little of their
health record is shared today when it should be, for safety and for good continuity of care.

Few contemporary healthcare systems (on paper or electronically) define complex internal access control

partitions

to the health records that they hold. Even if it were considered useful to define numerous fine-

grained access policies, in practice it might take healthcare systems, national health services and millions of

patients d
software
of these {

Whilst a
access le

legitimat
organiza
and profg
common
(for exam

rights gr%mted throughout the health record to any healthcare or health-related professional who has |a

This kind
from any
specialtie

ISO 2779
informatiq
situation,
accessed
as persof

Figure 3

need-to-Know point of view, in which thecenfidentiality classification (sensitivity) is represented through

classes o

uite a fong time 10 Specify suitable access control policies for all of their EHR data, and to implemeht
components that can perform many complex policy-bridging computations in real time. Maintenan¢e
olicies as the clinical care requirements of each patient evolve would also be a complex proeess.

suite of access policies might, in theory, be defined (by patients or by others) to provide.a multi-leviel
vel framework within any given EHR, in practice most clinical settings operate on the\basis of defaylt

interest in that patient. (The definition of who has such a legitimate interest\will vary betwegn
ons, and is not the scope of this part of ISO 13606.) However, it is also well“accepted that patients
ssionals may at times need to restrict access to some more personally-sensitive EHR data. It is also
in most health services to ring-fence certain clinical settings as havingrexelusive portions of an EHR
ple, sexual health clinics).

of ring-fencing of clinical settings or the marking of EHR data as‘particularly sensitive is quite distinct
sub-divisions of the EHR that might be defined to assist navigation and workflow within clinical
s, for example by defining cancer or diabetes portions within the EHR.

9 draws attention to the challenges of defining howysensitive particular items of personal health
n might be. That this is often judged subjectively<by data subjects depending upon their personal
which might change over time, and also by the care setting in which data were acquired or might e
. 1SO 27799 recognises the need for, and advocates, the classification and labelling of assets su¢h
al information, in order to indicate need-to-know.

provides an illustration of the way-jin which an EHR might logically be subdivided from |a

f user, and for particular care settings.

XVi
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@

G

private entries shared with GP E entries accessible to direct care teams
entries restricted to sexual health team R\ ‘private entries shared with several named parties
entries accessible to administrative staff G  entries restricted to prison health services

O 0 o >»r X

entries accessible to clinical support staff

Figure 3 — lllustration of access domains within an example EHR

| Figure 3, it is assumed that the\patient has complete access to his or her EHR. The maijority of thig patient's
EHR is accessible to any patty providing direct clinical care. However, the EHR does contain several private
entries; some are restricted_to the patient's general (family) practitioner and some to a separate list pf named
parties. The EHR also Contains some entries created by and restricted to a sexual health clinic, apd others
rgstricted to the prisan‘health service — both can only be accessed by parties with relevant additiona| privilege
tq that sub-domain:7(However, the patient may nominate other parties to access these subsets of the EHR if
he or she wishesy)/One aspect of privilege is the assignment by an organization of roles to a clinicign, which
may be exercised in an emergency that confer rights that exceed those of his or her normal role{ Such an
emergency.override might, for example, confer access to a wider set of patient records than is normally under
the carg*of*that clinician. (Such use of emergency status would need to be specifically logged and| regularly
rgviewed.)

Some parts of the EHR are deliberately also accessible to clinical support staif, who may need to review
certain clinical findings in order to perform tasks such as planning or performing investigations.

A very small part of this example EHR has also been made accessible to administrative staff. Appointment
clerks, secretaries and porters all have need-to-know certain key facts about a patient in order to play their
role in the overall delivery of efficient care, such as knowing that a patient has special health advocacy needs
or that he will need to have 24 % oxygen and a wheelchair in order to be transported to the radiology
department.

This example does not illustrate how patients can be excluded from access to portions of the EHR, but such

stipulations can be made using the generic policy framework of Clause 6, if permitted under data protection
legislation. An example of this will be if the EHR data was provided in confidence by a relative of the patient.
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Whilst a set of rich policies might be defined for specific kinds of patient, specific settings or just because one
patient is more concerned about his or her EHR than another, the adoption of distributed EHR solutions needs
to be managed on the basis that a sensible set of defaults and a simple framework will satisfy the majority of
cases in the near future. This is because a rich set of policies might not be capable of direct interpretation and
incorporation within the EHR system of an EHR recipient, even if the information in those policies can be
communicated in a standardized way.

In addition to the generic representation of EHR access policy information (Annex A), this part of ISO 13606
therefore also defines a specification for a minimum basis for communicating the sensitivity of EHR data within
an EHR_EXTRACT, by specifying the sensitivity of the RECORD_COMPONENTSs within it according to the
classificafion defined In 5. 1. This classification corresponds 10 the various sub-domams o ata nustrated
in Figure 3.

In practicg any given EHR system might have other mechanisms for indicating the sensitivity of EHR”data pr

some equivalent concept. This part of ISO 13606 does not require EHR systems to store data according to the
sensitivity levels defined in 5.1, but to be able to map to this classification on generating an EHRyEXTRACT.

0.4.2.3 | Functional roles for accessing EHR data

In order tp make an access decision, the profile and purpose of a proposed EHR retipient need to be matcth
to the policies applying to the EHR held by the EHR provider, including .the “sensitivity of the specilic
RECORLD _COMPONENTS that have been requested.

The profile of the requester and/or recipient therefore needs to be specified in an interoperable way. As
discussed earlier, the requirements, legislation, attributes and vocabulariés used for this in each country vary,
and cannpt yet be standardized.

However| in order to provide a basic level of interoperability, minimum conformance to this part of ISO 13606
does require that any request for an EHR_EXTRACT include, as part of the request specification, the
functiona| role of the intended EHR recipient, as defined in<5.2.

This set ¢f functional roles is identical to that proposed to be included in ISO/TS 21298. It is included here as
a normative specification.

The corrglation between functional role and. EHR sensitivity, for the purpose of granting or denying an access
request, ¢r for filtering the EHR_EXTRACT, is defined in 5.3.

This mapping provides a basic (coarse-grained) way of limiting the scope of EHR access according to the kind
of party Who is making the accesstequest. Additional sophistication may always be added in situations fpr
which an|interoperable specification of the requester profile has been defined at a local or national level. An
illustration of the way in which this basic mapping may be combined with a small nhumber of additional
specifications to specify a relatively rich set of access constraints is provided in Clause 6.

0.5 Audit log interoperability

also partly be dlrected by local or national Ieglslatlon Formal standards for audit Iog mteroperablhty and
communication are not yet available.

Requirements for interoperable audit logs will be specified in ISO 27789, which is currently under
development. ISO 27789 will define trigger events and data elements for EHR audit log entries.
[A specification for representing audit logs was also published in 2004 as an informational draft by
IETF (RFC 3881).]

However, there is increasing evidence that the ability for patients to be able to review information about

access to their EHR data is not only a legitimate right but actually helps encourage moral behaviour amongst
healthcare professionals in accessing only the records they genuinely need to see.
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Whilst individual EHR systems might be able to provide some degree of access to the audit log,
present usually provided to database administrators using tools and interfaces that are unsu
permitting patients to browse their own EHR's access history. In a distributed (shared) EHR scenario
and logs of accesses to it, are inevitably distributed too.

:2009(E)

this is at
itable for
the EHR,

An interoperable specification is therefore required for a basic set of data that can be provided in response to

a request (by a patient or his/her representative) to provide a list of accesses to the EHR. This is
defined both as an audit log review information model in Clause 7 and as a request and response
model in ISO 13606-5.

therefore
interface

considered separately from conformance to the rest of this part of ISO 13606. It is therefore a matt
or national policy to dictate if this additional provision is to be met.

This audit log view is not intended as the means by which an audit log is examined-as part of]
nvestigation of accesses to an EHR system. This Technical Specification does not define any inte
specifications for such examinations.

0/6 Relationship to ENV 13606-3

The distribution rules of ENV 13606, published in 2000, provided a detailed analytical framework for §
quirements that are to be met in order to sanction the communication of EHR data. Experience f¢
e present EHRcom task force team is that this framework, altheugh very rich, was difficult to imp
actice for several reasons:

—. =
T M

©

— some aspects of the specification, such as the Why- (the purpose for which an EHR comni
was requested) are defined with textual attributes without a formalized vocabulary]
interoperability difficult to achieve;

EHR systems, and would be both costly and difficult to implement;

— framework would require significant operational effort from healthcare professionals, to pop
instances during EHR data entry;

— many computerized health systems were and are incorporating generic security measureg
addition of an EHR-specific approach was felt to be unnecessary.

S|nce 2000 many health services have developed strategies for securing healthcare syst
communications between them, and many products now incorporate or interface with generig
components such (ascertificate services and PKI systems. Security standards published since 2
afldress many of‘the aspects that were then necessary to specify in the distribution rules.

The approach taken in this part of ISO 13606 is to advocate the use of these industry standards
dpmain (generic) security measures, and to specify only those features that pertain to EHR communi
particular — most notably the access provisions that might be specifically associated with any given
health record. The most common example of this will be the disclosure wishes of the patient (the dat

t[is recognised that so few sysiems today could meet this requirement that conformance 10 this pll)vision is

r of local

a formal
roperable

specifying
d back to
lement in

unication
making

— overall framework was far more detailed“than the access control provisions of most contemporary

ulate rule

, and the

ems  and
security
000 now

or health
cations in
Blectronic
b subject).

A more detailed description of these changes is given in Annex B.
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TECHNICAL SPECIFICATION ISO/TS 13606-4

:2009(E)

Health informatics — Electronic health record
communication —

Part 4:

Security

11 Scope

This part of ISO 13606 describes a methodology for specifying the privileges‘necessary to access H

This part of ISO 13606 seeks to address those requirements uniquely<pertaining to EHR communicg
tq represent and communicate EHR-specific information that willinform an access decision. It alsg
géneral security requirements that apply to EHR communications and points at technical solu
standards that specify details on services meeting these secufity heeds.

NDTE Security requirements for EHR systems not related\to the communication of EHRs are outside th
s part of ISO 13606.

—
=

2| Conformance
This part of ISO 13606 requires conformance to one of two principal provisions:

— using a coarse grained minimum approach to specify sensitive EHR data and the function
the recipient, used as_a‘basis for making an access decision;

— using a generic (policy model to communicate detailed access policy information reflg

as part of thé-process of EHR distribution.

tloptionally includes conformance to an interoperable audit log view specification.

Fpr “minimum’ conformance”, the sensitivity of the RECORD_COMPONENTSs within an EHR_EXTR
bg provided according to the classification defined in 5.1. Any request for an EHR_EXTRACT shall inf
part .of the request specification, the functional role of the intended EHR recipient, as defined in
correfation between functional role and EHR sensitivity, for the purpose of granting or denying &

This methodology forms part of the overall EHR communications architecture defined in ISO 13606-1|.

HR data.

tions and
refers to
ions and

b scope of

al role of

cting the

disclosure wislies of the subject of care and/or local or national guidelines, which needs to e shared

A\CT shall
clude, as
5.2. The
n access

request, or for filtering the EHNR_EXTRACT, shall comply with the mapping defined in 5.3.

For “normal conformance”, the EHR_EXTRACT shall contain or reference a generic representation of any

policy information relating to the EHR data being communicated, either explicitly according to 6.3, o

r logically

according to 6.4 in conjunction with another published standard for access policy representation. A policy may
alternatively be referenced and not included within the EHR_EXTRACT if the EHR provider is assured that the

EHR recipient already has direct access to the same policy information. Normal conformance may
specify an obligation to comply with minimum conformance.

optionally

For “extended conformance”, if an interoperable audit log view is required, in addition to normal conformance,

the information model in Clause 7 shall be used to represent that view.
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3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

3.1

access control
a means of ensuring that resources of data processing systems can only be accessed through authorized

channels

NOTE

by authorized entities

Adapted from ISO/IEC 2382-8:1998.

3.2

access policy

process t

3.3
auditabil
property
to establi

[ENV 136

3.4
authentig
process ¢

3.5
authoriz
granting

3.6

authority
entity res

3.7

hat defines obligations for authorizing access control to a resource

ty

hat ensures that any action of any security subject on any security object may. be*examined in ord
5h the real operational responsibilities

08-1:2000]

cation
f reliably identifying security subjects by securely associating an’identifier and authenticator

tion
f rights

bonsible for issuing certificates

availability

property
[1SO 749

3.8

bf being accessible and useabte upon demand by an authorized entity

B-2:1989, definition 3.3.11]

confidentiality

process t

3.9

hat ensures thatinformation is accessible only to those authorized to have access

healthca

EHR extcht

subject's partial or full electronic health record, communicated so that it complies with this part

ISO 13606

3.10

EHR provider
entity in legitimate possession of EHR data and in a position to communicate it to another appropriate entity

3.11
EHR reci

pient

entity to whom EHR data is communicated by an EHR provider
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3.12

EHR requester

entity initiating a request for EHR communication to take place between an EHR provider and an EHR
recipient

3.13

identification

identity authentication

identity validation

performance of tests to enable a data processing system to recognise entities

—

5O/IEC 2382-8:1998, definition 08.04.12]

3114

entifier
ece of information used to claim an identity, before a potential corroboration™\by a corrgsponding
Lithenticator

0T g

[BNV 13608-1:2000]

3/15

key
s¢quence of symbols which controls the operations of encipherment and decipherment

—

50 7498-2:1989, definition 3.3.32]

3/16
pplicy
s¢t of legal, political, organizational, functional and technical obligations for communication and coopgration

—

5O/TS 22600-1:2006, definition 2.13]

317
ptivilege
capacity assigned to an entity by an authority

3[18

phblic key infrastructure
PKI

infrastructure used in the Telation between a key holder and a relying party which allows a relying party to use
a|certificate relating to-the key holder for at least one application using a public key dependent security service
and which includes-a certification authority, a certificate data structure, means for the relying party|to obtain
cxrrent information/on the revocation status of the certificate, a certification policy and methods to vdlidate the
certification practice

[IBO 17090-1:2008, definition 3.3.18]
319

role
set of competences and/or performances associated with a task

3.20
sensitivity
measure of importance assigned to information to denote its need for protection

3.21
security
combination of availability, confidentiality, integrity and accountability

[ENV 13608-1:2000]
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3.22
security policy
plan or course of action adopted for providing computer security

[ISO/IEC 2382-8:1998, definition 08.01.06]

3.23

security service

service, provided by a layer of communicating open systems, which ensures adequate security of the systems
or of data transfers

[ISO 7498-2:1989, definition 3.3.51]
3.24
subject 9f care

person s¢eking to receive, receiving or having received healthcare

NOTE Adapted from EN 14822-2:2005.

3.25
target
resource [being accessed

4 Abhreviations

— ADL archetype definition language

— EHR electronic health record

— EHRA electronic health record architecture
— PKI public key infrastructure

— PMAC privilege management and aecess control

— UMy unified modelling language

5 Regord component.sensitivity and functional roles

5.1 RECORD_COMPONENT sensitivity

Within arl EHR_ “EXTRACT as defined by ISO 13606-1, the sensitivity!) of each RECORD_COMPONENT,
specified] wilkbe one of the values for CS_SENSITIVITY defined in Table 2.

if
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Table 2 — Values of CS_SENSITIVITY to be used for the sensitivity attribute
of RECORD_COMPONENT

CS_SENSITIVITY Sensitivity Description of intended access to RECORD_COMPONENTS of this
value level sensitivity
Personal 5 Confidential to the subject of care, and to be shared perhaps with a few key

persons whom they trust most, or only accessible to the subject of care (and to
others by one-off authorizations)

Privileged care 4 Access restricted to a small group of people caring intimately for the patient,
Innrhalntz an immediate care team aor senior clinical Ins\riy (fhn pri\/ilng ad clinical

setting needs to be specified, e.g. mental health)

Clinical care 3 Default for normal clinical care access (i.e. most clinical staff diréctly [caring for
the patient should be able to access nearly all of the EHR)

Clinical management 2 Less sensitive RECORD_COMPONENTS, that might neédyto be accepsed by a
wider range of personnel not all of whom are actively caring for the patient
(e.g. radiology staff)

Care management 1 RECORD_COMPONENTSs that might need tobe accessed by a widg range of
administrative staff to manage the subject ofCaré's access to health sefvices

5|2 Functional roles

The functional role of any intended EHR recipient shall be one/of the values for functional role defined in
Thble 3. The roles defined here are aligned with the functional roles defined in ISO/TS 21298.

Table 3 — List-offunctional roles

Functional role Brief description
Jubject of care Principal data subject of the electronic health record
Subject of care agent For example, parent, guardian, carer or other legal representative
Hersonal healthcare professional Healthcare professional or professionals with the closest relationghip to the
patient, often the patient's GP
Arivileged healthcare professional Nominated by the subject of care
OR

Nominated by the healthcare facility of care (if there is a nom|nation by
regulation, practice, etc. such as an emergency over-ride)

Healthcare professional Party involved in providing direct care to the patient
Health-related\professional Party indirectly involved in patient care, teaching, research, etc.
Administrator Any other parties supporting service provision to the patient

5.3 Mapping of functional role to RECORD_COMPONENT sensitivity

When making an access decision, at a minimum, Table 4 shall be used to determine the sensitivities of
RECORD_COMPONENT to which an EHR recipient may be granted access according to the functional role
defined in the EHR request.
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Table 4 — Mapping of functional roles to RECORD_COMPONENT sensitivity

RECORD_COMPONENT sensitivity
Functional role Care Clinical Clinical care | PTivileged Personal
management | management care care
Subject of care Y Y Y Y Y
Subject of care agent Y Y Y
Personal healthcare professional Y Y Y Y Y
Privileged healthcare professional Y Y Y Y+ ++
Healthcare professional Y Y Y — —
Health-related professional Y Y — — —
Administrator Y — — — —

Y Indigates that access will be granted to RECORD_COMPONENTSs of this sensitivity unless otherwise dictated by
other polity constraints, as specified according to Clause 7.

+ Indidates that access will be granted if the EHR recipient is a member of the same spéciality or clinical service 3
that in which the RECORD_COMPONENT was created, e.g. sexual health clinic, prison (health service [as specified
the servige_setting attribute for the composer of the COMPOSITION in the reference model (ISO 13606-1)]. This acces
may also pe granted in healthcare emergency situations if so authorized.

[Z=7)

++ Indidates that access to personal care information may sometimes be granted by mandate to privileged healthcare
professionals in some care settings, such as in the armed forces of some countries.

6 Representing access policy information withinan EHR_EXTRACT

6.1 General

Within ap EHR_EXTRACT, the access policy information to be communicated to the EHR recipient [is
represenfed as one or more COMPOSITIONS within a dedicated access policies FOLDER. This specification
is not intgended to represent the way in which\software components might represent this kind of informatign
within an| EHR system or within security eomponents supporting the EHR system. It is intended to be|a
generic way of including this informatien ‘within an EHR_EXTRACT so that the EHR recipient is able fo
continue o respect the same consent-wishes in any onward propagation or to access the EHR data.

NOTE COMPOSITIONS can be\attested, and proof of that attestation included, within the EHR_EXTRACT.

The entire FOLDER is optional, as it may not always be necessary to exchange policy information betweIn
parties, for example if tHey already have common access to such policy information, or if no unique polici¢s
have beeh defined far that particular EHR.

Each policy is represented as a single COMPOSITION, whose archetype shall conform to the specification fin
6.3. Each instance is a kind of policy-extract, and would be created to communicate a discrete specification pf
permissiqnsor ‘denial to access part or all of an EHR, and which is considered appropriate to include within an

EHR_EXTFRACTforfuture-use-by-the-EHRresipient:

This part of ISO 13606 has adopted the approach of representing policy information as COMPOSITIONS
conforming to ISO 13606-1, rather than defining a separate information model, in order to simplify the process
of conforming to ISO 13606 as a whole. Information about the authorship, creation, version history and
attestation of access policy information is represented in the same way as for other
RECORD_COMPONENTS within an EHR_EXTRACT. It is therefore possible, for example, to include or
reference the signature of the patient relating to an access policy or to indicate that an access policy is a
replacement for one previously communicated. An EHR_EXTRACT may be used exclusively to communicate
access policy information, without any other EHR data, if appropriate. The policy information model,
represented logically as specified in 6.4, may instead be represented and communicated as an ISO 22221
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(PMAC) policy, in situations where the communicating parties share a common consent and authorization
architecture.

The access policy COMPOSITION archetype comprises three SECTIONS and one additional ENTRY to
represent the effective time of the policy, when it is to be enforced. The effective time is an interval, whose
start or end time may be nil to indicate an immediate start and/or an indefinite duration.

The request specification SECTION is used to define the kind of request scenario to which this policy applies.
The kind of request may be specified in terms of particular functional roles (as specified in Clause 5),
functional responsibilities (which are like locally-defined functional roles), structural roles, clinical settings or
s|pecialiies. Individual partieS (€.g. persons, organizalions, devices, agenis) may be identified, tfrough an
instance identifier that may be mapped to a fuller description of the party in the DEMOGRAPHIC-BEXTRACT
(gs defined in ISO 13606-1). Any other characteristics needed to define the request may be specified as a list
of strings. Each of these ways of defining the request scenario is represented as a list of ong or more
ELEMENTS within a containing ENTRY.

The list of ELEMENTS within an ENTRY form a union set. The set of ENTRIES within'the SECTIOIN form an
intersection set. This request specification may therefore be used, for example,“to indicate that {he policy
applies to requests to provide EHR data to psychiatrists or to gynaecologists working at a specified hpspital.

The EHR target SECTION is used to define the parts of the patient's EHR to which the policy applies. The
parts of the EHR may be defined very specifically, for example as the,rc.id of one particular FOLDER or as a
ligt of particular RECORD_COMPONENTS (for example, some of those being communicated within [the same
EHR_EXTRACT). Alternatively the parts of the EHR may be spegified by a set of archetypes, and/¢r by time
period. This permits, for example, a policy to be specified asyapplicable to all microbiology reports created
between 2003 and 2005. Other selection criteria may also.be included, as constraints expressed ds strings.
Ap for the request specification, the list of ELEMENTS¢«within an ENTRY form a union set and the set of
ENTRIES within the EHR_target SECTION form an intersection set.

The access rules SECTION is used to define the-permissions that apply to requests matching the request
specification for data that matches the EHR_tdrget specification. At its simplest level, the rule might be to
permit or deny full access to the target data: However, to offer some flexibility, the maximum gensitivity
ENTRY archetype represents the permission-as an integer indicating the maximum sensitivity to whi¢h access
is|granted. The sensitivity level corresponds to the values given in Table 2. If an integer value of 1 is specified,
this implies that full access is granted.to the specified parts of the EHR, whilst a value of 6 would indicate
complete denial of access. The maximum sensitivity ENTRY archetype distinguishes an integer |value for
agcess to existing EHR data,.a‘value for the maximum sensitivity at which new data may be dreated, a
aximum value of data that may be modified, and a maximum value for which the recipient may elect to
further share the data. This_set of four rules would permit, for example, an EHR recipient to have read-only
a¢cess to the EHR data,)with no rights to share it with anyone else, or permit a recipient to read but not
clhange the existing data and to add new data to that part of an EHR.

Ahother part ofthe’access rules SECTION is used to specify if access is granted to all historic versipns of the
EHR data or only to the current (most recent) version. This might need to be specified in some accegs policies
inf order to'comply with data protection legislation.

hef\rules may be specified as strings. If other string specifications are used, it will be for an EHR-sharing
community to ensure that these are mutually interpretable by humans and/or by computers.

The overall aim of this COMPOSITION archetype is to permit the representation of basic access policy
information in a simple and interoperable way, whilst also permitting more sophisticated rules to be included
and communicated. However, in order for more complex rules to be usefully included, the EHR provider
should be satisfied that the EHR recipient is able to understand and accommodate those additional rules.

Jurisdictions and EHR systems vary in the levels of granularity of the EHR hierarchy at which access controls
are specified and implemented. Clearly, if controls are defined down to very fine grained levels (e.g. ENTRY
or below) different classes of user might have very different views on the same COMPOSITION, creating
clinical risk and a version management risk. Furthermore, if an EHR_EXTRACT specifies access controls at a
lower level than in the importing system, it will be difficult for that importing system to effect the controls
faithfully. A decision will need to be taken in such situations on whether to minimise clinical risk (e.g. by
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applying to a whole COMPOSITION a policy equivalent to the least stringent controls of its content) or
minimising legal risk (e.g. by applying to a whole COMPOSITION a policy that is equivalent to the most
stringent control of its content). It is therefore suggested that jurisdictions encourage the application of policies
to whole COMPOSITIONS or sets of COMPOSITIONS rather than to finer grained SECTIONS or ENTRIES
wherever possible.

Note that this representation is for the purpose of communicating EHR policy information as part of the
EHR_EXTRACT, and is not intended as the policy model within security components nor for the exchange of
policy information between security systems.

6.2 Archetype of the access policy COMPOSITION
Figure 4 $hows the structure of the access policies archetype tree. Indentation to the right implies containmept.
Each clags of RECORD_COMPONENT is shown using the following key (and colour, although the 'colours afe
not requifed in order to interpret the legend or figure):

— F:xxx in brown indicates a FOLDER with the meaning attribute value of xxx

— C:xix in red indicates a COMPOSITION with the meaning attribute value of xxx
— S: xx{x in orange indicates a SECTION with the meaning attribute value of xxx
— E:xx{x in dark blue indicates an ENTRY with the meaning attribute value of xxx
— c¢: xxk in purple indicates a CLUSTER with the meaning attribute value of xxx
— e: xxx in green indicates an ELEMENT with the meaning attribute value of xxx

— D_V3XXXX indicates a Data Value with a data value type of XXXX

Optionalify and cardinality for each node of the hierarchy are shown to the left of the node name.
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EHR_EXTRACT
0..1 |F: Access policies
0..* |C: Access policy
1..1 E: Effective time
1..* e: time interval
D_V: IVL<TS>

0..1 E: Functional roles
1..* |e: functional role
D_V: CS_FUNC_ROLE
0..1 E: Functional responsibilities
1..* | el functional responsibility
D_V: CV

0..1 E: Structural roles
1..* |e: structural role N
D_V:CV |
0..1 E: Clinical settings ON
1..* |e: clincial setting~
D_V: CS_SETTING
0..1 E: Specialities .
1..% e: specigli_ty’.-
D_V: CV
0..1 |E: Parties C
1..* |e; identified_party
o) D_V: II
0..1 |E: Other réquestor characteristics
_4.y" e: EHR requestor description
X D_V: TEXT
0.1 EF Rééord components
% 1..*|e: rc_id
N D_V: II
. 0..1 E: Archetypes
1..* |e: archetype_id
D_V:II

\ 0..1 |E: Time period
| 1..* e: time interval
D_V: IVL<TS>
0..1 E: Other selection criterion
1..* |e: EHR selection criterion
D_V: TEXT

’ 0..1 E: Maximum sensitivity
1..1|e: access
D_V: INT
1..1 |e: create
) j o D_V: INT
1..1 |e: revise
D_V: INT
1..1 |e: communicate
D_V: INT
1..1 E: Version history
1..1 |e: all _versions
D_V: BL

0..* E: Other rules
1..* |e: access_rule
D_V: TEXT

Figure 4 — Diagrammatic representation of the access policy archetype

© 1SO 2009 — All rights reserved 9


https://standardsiso.com/api/?name=6bb61e8df17b5be761afa6583572721c

ISO/TS 13606-4:2009(E)

6.3 ADL representation of the archetype of the access policy COMPOSITION

This specification formally defines the access policies archetype, using the Archetype Definition Language
(ADL) specified in 1ISO 13606-2. This is the formal expression of the model shown in Figure 4, and logically
equivalent to the UML representation in Figure 5.

Conformance to this part of ISO 13606 requires that RECORD_COMPONENTS corresponding to this
archetype and conforming to 1ISO 13606-1 are included within an EHR_EXTRACT in order to communicate
access policy information within an EHR_EXTRACT. It does not require that ADL is itself used to represent or
communicate this information. ADL is being used in this subclause as the formalism to specify the archetype

within this

archetyq
CEN-

concept
[atOf

descript
orig

othe

1life
arch|
detd

apply td
managemq

should
that hay

to geney
in creat

>

definiti
COMH

part of ISO 13606.

e
EN13606-COMPOSITION.access policy.vl

000] —-— Access policies for CEN EN13606 Extract
ion
inal author = <
["name"] = <"Dipak Kalra">
["organisation"] = <"www.chime.ucl.ac.uk">
r contributors = <
["1"] = <"xxxx">
["2"] = <"xxxx">
cycle state = <"draft">
etype package uri = <http://www.centc251l.org/sd0mewhere>
ils = <
("en"] = <
language = <"en">
purpose = <"To communicate the .spgcific disclosure constraints that should
Record Components contained within £his EHR Extract">
keywords = <"Access control",()'security policy", "sensitivity", "privilege
nt", "role based access control!»
use = <"This model is intended to communicate those constraints on access that
pply to future access requeSts' to information in this EHR Extract, usually thoge

e been expressed by the subject of care">

misuse = <"It 1is not_‘tntended to represent all of the policies that were used
ate this EHR Extract: (fhose policies have already been applied by the EHR providg¢r
ing the extract, and(some of those might not be relevant to the EHR recipient">

copyright = <"CEN'>

original resomree uri = <

["xxx"] A <http://to be confirmed.later.org/xyz>
>

on
OSITION[at0000] matches {
fontent cardinality matches {1..*} matches {

ENTRY[at0001] occurrences matches {1..1} matches {

10

data cardinality matches {1..*} matches {
ELEMENT [at0002] matches {
value matches {
IVL<TS> matches {*}
}

}
}
SECTION[at0003] occurrences matches {0..1} matches {
items cardinality matches {0..*} matches {
ENTRY [at0004] occurrences matches {1..1} matches {
data cardinality matches {1..*} matches {
ELEMENT [at0005] matches {
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value matches {
CS FUNC ROLE matches {*}
}

}
}
ENTRY[at0006] occurrences matches {1..1} matches {
data cardinality matches {1..*} matches {
ELEMENT [at0007] matches {
value matches {

CV matches {*}
1

¥

}

}
ENTRY [at0008] occurrences matches {1..1} matches {

data cardinality matches {1..*} matches {
ELEMENT [at0009] matches {
value matches {
CS SETTING matches {*}
}

}
}
ENTRY[at0010] occurrences matches {1..1} watches {
data cardinality matches {1..*} matches {
ELEMENT [at0011] matches {
value matches {
CV matches {*}
}

}

}
ENTRY[at0012] occurrences matches {1..1} matches {

data cardinality.matches {1..*} matches {
ELEMENT [at00%8] matches {
valuesymatches {
II matches {*}
}

}

}
ENTRY([at0014] occurrences matches {1..1} matches {

data cardinality matches {1..*} matches {
ELEMENT [at0015] matches {
value matches {
TEXT matches {*}
}

}

}
SECTION[at0016] occurrences matches {0..1} matches {

i tam rdinal it matoh {ﬁ *} matoh {

ENTRY[at0017] occurrences matches {1..1} matches {
data cardinality matches {1..*} matches {
ELEMENT [at0018] matches {
value matches {
CS FUNC ROLE matches {*}

}

}

}
ENTRY[at0019] occurrences matches {1..1} matches {

data cardinality matches {1..*} matches {
ELEMENT [at0020] matches {
value matches {
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CV matches {*}

}

}
ENTRY [at0021] occurrences matches {1..1} matches {

data cardinality matches {1..*} matches {
ELEMENT [at0022] matches {
value matches {
CS_SETTING matches {*}

}

}

}
ENTRY[at0023] occurrences matches {1..1} matches {

data cardinality matches {1..*} matches {
ELEMENT [at0024] matches {
value matches {
CV matches {*}
}

}

}
SECTION[at0025] occurrences matches {1..1} matches {

items cardinality matches {0..*} matches {
ENTRY [at0026] occurrences matches {1..l}) matches {
data cardinality matches {1..*} matches {
ELEMENT [at0027] matches {
value matches {
INT matches {*}
}

}
ELEMENT [at0028] matches {

value matches f{
INT matches {*}
t

}
ELEMENT [ati0029] matches {

value matches {
INT matches {*}

t

t
EREMENT [at0030] matches {

value matches {
INT matches {*}

}

}

}
ENTRY[at0031] occurrences matches {1..1} matches {

data cardinality matches {1..*} matches {
ELEMENT [at0032] matches {

a1l matoh {

BL matches {*}

}

t
ENTRY [at0033] occurrences matches {1..1} matches {

data cardinality matches {1..*} matches {
ELEMENT [at0034] matches {
value matches {
TEXT matches {*}

}
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ontology
primary language = <"en">
languages available = <"en">
term definitions = <
["en"] = <
items =
["at0000"] = <
description = <"Access policies for CEN EN13606 Extract">
text = <"Access policies">
>
["at0001"] = <
description = <"Time periods within which this policly\t*s to be put into
effect">
text = <"effective time">
>
["at0002"] = <
description = <"A specific time interval wgbthin which this poli¢y is to

b¢ put into effect">
text = <"time interval">

>
["at0003"] = <

description = <"Set of characteristics defining the kind of fufure EHR
re¢quest for which this policy is intended to be used ">

text = <"request specificationi>
>
["at0004"] = <

description = <"The set% 'of requester functional roles to which this
pplicy applies">

text = <"functional x@les">
>
["at0005"] = <

description = «{"A functional role as defined in Section 6.2 |of this
part-standard">

text = <"fungtional role">
>
["at0006"] =\

description = <"The set of requester structural roles to which this
pplicy applies">

texts = <"structural roles">
>
[a€0007"] = <

description = <"A structural role, in future to be taken from a set
d¢fined by ISOTC/215">

text = <"structural role">

>
["at0008"] = <

description = <"The set of requester clinical settings to which this

ppYicy applies">
e R | L I bl ttinag™
=

>
["at0009"] = <

description = <"A specific clinical setting, taken from a prescribed

list of clinical settings defined in Part 3 of this part standard">
text = <"clinical setting">
>
["at0010"] = <
description = <"The set of requester clinical specialities to which
this policy applies">
text = <"specialities">
>
["at0011l"] = <
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description = <"Any coded representation of the clinical speciality to
which this policy applies:

it will be for local policy to determine which term set must be
used to support interoperability">

text = <"speciality">

>
["at0012"] = <
description = <"The set of individuals to whom this policy applies">
text = <"parties">
>
["at0013"] = <
description = <"A specific identified party">
toxi — "idontifigod I'\:Jv*+_l"
>
["at0014"] = <
description = <"A set of additional descriptors of the EHR Reguest,
which mjght be specified locally and/or required to comply with local or national.polig¢y
or legidlation">
text = <"other requestor characteristics">
>
["at0015"] = <
description = <"A specific descriptor of the request€r, profile to whig¢h
this policy applies">
text = <"requestor description">
>
["at001l6"] = <
description = <"Set of <characteristics defiiyting the parts of the EHR
of this|subject of care to which this policy is intended to e applied ">
text = <"EHR target">
>
["at0017"] = <
description = <"A list of specificiRecord Component instances to whig¢h
the policy applies">
text = <"record components">
>
["at0018"] = <
description = <"A particwlar Record Component to which this poligy
applies'|>
text = <"rc id">
>
["at0019"] = <
description = <"A list of Archetypes to which the policy applies">
text = <"archetypes">
>
["at0020"] = £
description = <"The identifier of an archetype: this policy applies to
all insflances of Record Cemponent conforming to part of this archetype">
texg . ="<"archetype id">
>
["at0021"] = <
description = <"A set of time intervals: this policy applies to all
instancgs of Reeord Component committed within any of these time intervals">
text = <"time period">
>
["at0022"] = <
= ription = <"A gspocifi time —interwals thi poticy appli £ ad1
instances of Record Component committed within this time interval">
text = <"time interval">
>
["at0023"] = <
description = <"A set of additional descriptors of part of this
subject's EHR to which this policy applies">
text = <"other selection criterion">
>

["at0024"] = <
description = <" A specific descriptor of the Record Components to
which this policy applies">

text = <"EHR selection criterion">
>

14
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["at0025"] = <
description = <"The set o0f permissions (rules) that this policy
dictates">
text = <"access rules">
>
["at0026"] = <
description = <"The maximum level of Record Component sensitivity

granted by this policy to the profiled requestor in respect of the defined EHR target data,
for the particular EHR system function defined by the Elements of this Entry. The
sensitivity is specified in accordance with Section 6.1 of this part standard.">

text = <"maximum sensitivity">
["at0027"] = <
description = <"The maximum sensitivity granted for aceess| to EHR
data">
text = <"access">
>
["at0028"] = <
description = <"The maximum sensitivity at which mé€w Record Coponents

of this type may be committed to the EHR">
text = <"create">
>
["at0029"] = <
description = <"The maximum sensitivity(Cef Record Component fghat the
reéquestor may modify or logically delete">
text = <"revise">
>
["at0030"] = <
description = <"The maximum sengitivity of Record Component fhat the
réquestor may choose to share with other parties'">
text = <"communicate">
>
["at0031"] = <
description = <"The imstruction within this policy about adcess to
former versions of EHR data">
text = <"version history">
>
["at0032"] = <
description &\I"A Boolean indicating if this class of requestofr should
b¢ granted access to former vérsions of a revised Record Component, if they do havg access
tp the revised instance">
text =«Mall versions">
>
["at003B")] = <
description = <"A set of additional rules, which might be specified
1pcally and/or requiared to comply with local or national policy or legislation">
fext = <"other rules">

>,

["at0034"] = <
description = <"A specific (locally-defined) access rule">
text = <"access rule">

>

6.4 UML representation of the archetype of the access policy COMPOSITION
The UML diagram in Figure 5 is a logically equivalent representation to the ADL Archetype specified in 6.3. It

is included as an option for conformance in this part of ISO 13606 to support the communication of access
policy information in accordance with ISO/TS 22600.
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ACCESS_POLICY

policy_id [1]: I

author [1]: 1l
date_committed [1]: TS
previous_version [0..1]: I
effective_start [0..1]: TS
effective_end [0..1]: TS

policy_attestation 1..*

ATTESTATION

r-

"@_ target

time [1]: TS

performer [1]: Il

proof [0..1]: ED
function [0..1]: CV
attested_view [0..1]: ED

access_rules

1

request_cRaracteristics

TARGET

rc_ids [0..1]: SET<II>
archetype_ids [0..1]: SET<H
time_period [0..1]: IVL<FS>
other_criteria [0..1] SET<String>

NOTE:
If no target criteria are specified this

policy appliesto the whole
EHR_EXTRACT

REQUEST

parties [0..1]: SET<II>

functional_roles]0..1]: SET<CS_FUNC_ROLE>
structural_roles [0..1]: SET<CV>
functional=responsibilities [0..1]: SET<CV>
clinical-settings [0..1]: SET<CS_SETTING>
speeialities [0..1]: SET<CV>

other_characteristics [0..1]: SET<String>

NOTE:

applies to all requests

If no requestor characteristics are specified this policy

r\IIAX_SENSITIVITY_CONSTRAINTS

acdess [1]: INT:

wrife [0..1]=INT

modgify [@;.3]: INT
communicate [0..1]: INT

ver |

other_constraints [0..1]: SET<String>

NOTE:

RECORD_COMPONENT

The INT value corresponds to one of the
values of CS_SENSITIVITY and matches
the values of the sensitivity attribute of

Figure 5 — UML representation of the access policy model
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7 Representation of audit log information —EHR_AUDIT_LOG_EXTRACT model

Figure 6 shows the information model to be used to communicate an EHR access log, if it is a conformance

requirement for this part of ISO 13606. An explanation of the classes and attributes is given below Figure 6.

EHR_AUDIT_LOG_EXTRACT

DEMOGRAPHIC_EXTRACT

0..”

EHR_AUDIT_LOG_ENTRY

purpose [0..1]: TEXT

esponse_dt [1]: TS

ecipient [0..1]: Il

eason_for_refusal [0..1]: TEXT
pther_response_details [0..1]: TEXT
rchetype_ids [0..1]: SET<II>

c_ids [0..1]: SET<II>

ime_period [0..1]: IVL<TS>
II_versions [0..1]: BL
escription_of_data [0..1]: TEXT

EHR_AUDIT_LOG_EXTRACT

r_system [1]: 1l

ehr_id [1]: 1l

S\Fbject_of_care [17: 1
U

Figure 6—~"UML model of the EHR audit log extract

Rpot class containing the EHRaudit log in a communicable form, as defined in this part of ISO 13604.
e

Unique identifier ofthe EHR system from which the EHR has been accessed.
Unique identifier of the electronic health record that has been accessed.

igue identifier for the subject of care to whom the EHR relates.

ehr_system [1]: Il 0..1 |parties: SET<IDENTIFIED_ENTITY>

ehr_id [1]: 1l

subject_of _care [1]: Il

time_created [1]: TS

hca_authorising [0.1]: 1l AUDIT_LOG_CONSTRAINTS
0..1

time_period [0..1]: IVL<{S>
max_sensitivity [0..1]¢nteger
archetype_ids [0..4];-SET<II>
rc_ids [0..1]: SET<II>
other_constraints [0..1]: TEXT

time_created [1]: TS

Date and time that this audit log information was extracted from the audit log system.

hca_authorising [0.1]: 1l

Identifier of the party who has authorized the creation and communication of this audit log extract.

DEMOGRAPHIC_EXTRACT [0..1]

parties: SET<IDENTIFIED_ENTITY>

This class is identical to the class with a corresponding name in the EHR reference model defined in
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ISO 13606-1. This same package is to be used to include the basic descriptive information of all parties
identified in this audit log extract (the subject of care, healthcare agents, organizations, devices etc.).

AUDIT_LOG_CONSTRAINTS [0..1]
This class defines the filter that has been applied in generating this audit log extract, in response to a request
for it.

time_period [0..1]: IVL<TS>
Time period which this audit log extract covers.

max_sen ﬁ.ivity [01] illtcgcl
Maximum sensitivity of RECORD_COMPONENT whose access is described in this audit log extract.

archetypg_ids [0..1]: SET<II>
Set of arghetypes to which this audit log extract is limited.

rc_ids [0.}1]: SET<II>
Set of RHCORD_COMPONENTS to which this audit log extract is limited.

other_constraints [0..1]: TEXT
Any other constraints limiting the scope of this audit log extract. As this is a TEXT data type the specification$
of additiopal constraints might not be suitable for automated processing.

EHR_AUDIT_LOG_ENTRY [0..*]
EHR_AUDIT_LOG_EXTRACT contains a set of entries, each of which relates to one interaction with this EHR
within thi$ EHR system. An audit log entry contains information about'the EHR data that was accessed, to
whom, and when.

purpose [[0..1]: TEXT
Descriptiopn of the rationale for the EHR request.

response| dt[1]: TS
Date and|time when the EHR system provided its response.

recipient [0..1]: 1
Party to whom the EHR data was communicated. This might or might not be the person specified as recipien
in the request.

—

reason_fIr_refusal [0..1]: TEXT
Descriptipn of the reason why theyrequest was declined or only met in part. A text data type has deliberately
been proyided for this attribute;;as a formal code set is not available.

other_regponse_details[0.)1]: TEXT
Attribute may be used.to represent any other details about the response, for example the description of any
trigger events or other factors that gave rise to an EHR data “push” in the absence of any request.

archetype_ids [0..1]: SET<II>
Set of arghetypes included in the EHR_EXTRACT.

rc_ids [0..1]: SET<II>
Set of RECORD_COMPONENTS included in the EHR_EXTRACT.

time_period [0..1]: IVL<TS>
Time period covered by the EHR_EXTRACT, if it was derived as a time period filter of the EHR.

all_versions [0..1]: BL
If all versions were included in the EHR_EXTRACT.

description_of data [0..1]: TEXT
Any other details that describe the EHR_EXTRACT or constraints applied to its creation.
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Annex A
(informative)

ISO/TS 13606-4:2009(E)

lllustrative access control example

The diagrams below provide an illustration of the way in which comparatively simple policies may offer quite a

— an asthma contact with her GP,

— an HIV test result.

m

T T

e is able to access all four of these compositions.

flexible-way-of-managing-aceesste-the-data-withinone-EHR-

r| this example, Joanna Jones has four compositions in her EHR:

—+ an outpatient (ambulatory care) consultation for depression with a psychiatrist,

— alaboratory test performed in a sexual health clinic confirming the presence’of a chlamydia infeg

hch of these has a defined sensitivity (in accordance with 5.1), The HIV test also references a
which a named party is denied access to this composition.

red is Joanna's general practitioner; he is able to access her EHR in the functional role of persona

EHR for Joanna Jones

Asthma contact
Archetype = GP Contact
1D =1230

Sensitivity =
normal clinical

Depression

Sensitivity =

Archetype = Outpatient Contact F”V”eged only

ID =1231

team = mental health)

Fred-GP

Chlamydia infection
Archetype = Lab test
ID =1232

Sensitivity =
privileged only
(team = sexual health)

“persemal clinician”

HIV test
Archetype = Lab test
ID =1233

Sensitivity =
privileged only

(team = sexual health)
Exclude BRIAN9876

tion and

policy by

clinician.

John is a practice nurse at the same general practice. His functional role is clinical care. This means that he is

only able to access the asthma contact.
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P

EHR for Joanna Jones

Asthma contact Sensitivity =
Archetype = GP Contact normal clinical
ID = 1230

Depression Sensitivity =

Archetype = Outpatient Contact E’”"”eged only

ID =1231

team = mental health)

John: practice nurse
“clinical care”

Helen wdrks as a nurse in the sexual health clinic. She may have_the functional role of privileged clinicia
with her privilege defined as pertaining to the clinical setting of sexual health. She is therefore able to see tk
asthma cpntact and both sexual health clinic compositions (chlamydia test and HIV test results).

Helen: sexual health nurse
“privilegedgltinician”

Chlamydia infection

Archetype = Lab test
ID =1232

Sensitivity =
privileged only
(team = sexual health)

HIV test
Archetype = Lab test
ID =1233

Sensitivity =
privileged only

(team = sexual health)
Exclude BRIAN98764

N\

. QﬁE HR for Joanna Jones

W a2

Asthma contact

Archetype = GP Contact

1D =1230

Sensitivity =
normal clinical

Depression

Sensitivity =

Archetype = Outpatient Contact (P”V”e?Jed only
1

ID =1231

eam = mental health)

Chlamydia infection

Archetype = Lab test
ID =1232

Sensitivity =
privileged only
(team = sexual health)

HIV test
Archetype = Lab test
ID =1233

Sensitivity =
privileged only

(team = sexual health)
E xclude BRIAN9876

=}

e

Brian works in the same setting as Helen, and would normally expect to access the same information as
Helen. However, because he has been explicitly excluded from accessing the HIV test result he can only

access two compositions in Joanna's EHR.
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EHR for Joanna Jones

Asthma contact Sensitivity =
L | Archetype = GP Contact normal clinical
ID = 1230
Depression Sensitivity =
Archetype = Outpatient Contact Privileged only
ID = 1231 (team = mental health)
Chlamydia infection Sensitivity =
: P | Archetype = Lab test privileged only
Brian: sexual health nurse D 1oab (team = sexual health)
“privileged clinician”
Sensitivity =
HIV test privileged gty
Archetype = Lab test (team = €aQed health)
ID = 1233 E xclud@8R1AN9876

Joanna is only fifteen years old, and is concerned that her mether has legal (parental guardianship) rights to
agcess her EHR. She does not wish her mother to knowabout her sexual activity, which would readily be
inferred if her mother accessed the chlamydia or HIV test results, or even knew of their existence. Jganna has
therefore authored a policy that applies to her EHR as*a’whole, and excludes her parents from accgss to any
Igboratory test results. This has the advantage that:it will continue to apply to future test results, if for example
alsubsequent microbiology test is performed at.the sexual health clinic or by her GP.

Itlis a complex ethical issue to determine<if’Joanna should be allowed to author such a policy, gnd under
whose authority. National legislation may-vary on this, but it might be permitted if she is judged to be of
sufficient maturity and competence, orif-attendance at a sexual health clinic confers such rights automatically.
The purpose of this example is not te-enter into such a debate, but to show how a general EHR poligy can be
défined for purposes such as this.
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