TECHNICAL
REPORT

ISO/TR
3242

First edition
2022-10

Blockchain and distributed ledger

technologies - Use cases

Reference number
ISO/TR 3242:2022(E)

© IS0 2022


https://standardsiso.com/api/?name=f3b71e9e26325c3717ef3c9198dadda9

ISO/TR 3242:2022(E)

\
N
T\
~\
R
C~”
~\ >
.sﬂ

N

- COPYRIGHT PRUOTECTED DUCUMENT

© 1502022

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting on
the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address below

or ISO’s member body in the country of the requester.
ISO copyright office
CP 401 o Ch. de Blandonnet 8
CH-1214 Vernier, Geneva
Phone: +41 22 749 01 11
Email: copyright@iso.org
Website: www.iso.org
Published in Switzerland

ii

© IS0 2022 - All rights reserved


https://www.iso.org
https://standardsiso.com/api/?name=f3b71e9e26325c3717ef3c9198dadda9

ISO/TR 3242:2022(E)

Contents Page
FOT@WOT ... vi
IIMETOAUICTION . ....ooc vii
1 SCOPI@ ... 1
2 NOFMATIVE FEEET@IMCES ... 1
3 Terms and definitions 1
4 Use case processes . |
5 Template deVEIOPIMENT ... e oo bgpsssseess s 2
51 LT T =Y OSSR S SRR G SRS S 2
5.2 Functional Requirements. .3
5.3 SYSTEM ATCHILECEUTE ..o e e e 3
5.4 Data FIOWS ..o oo e 4
5.5 Use Case MOdElS ... w5
ST ST OF U 1= o) oy (= .6
5.7 Category: Transversal......... 6
5.8  Category: Horizontal ... ( 7
59  Category: Vertical ... K 7
5.10 Category: sustainable development goals.............. O S 8
511  Category: StAtUS Of USE CASC ..o eS| 8
5.12 Category: Other use case classifications.....<, ;....‘.'.'. ..................................................................................................... 9
6 Use case list and abstracts..........i gl SN 10
6.1 Data Provenance ]
6.2 Fintech use cases.........cci L, S OSSOSO NN 14
6.3 Supply Chain cases................ N \ W OSSO RS 18
6.4 SMart ENergy USE CaASES .. in ittt [ 22
7 Use case overview and insights(by category
7.1 General ... S s
7.2 Insights - transversalcategories
7.3 Insights - horizontal categories.........ccve.
7.4 Insights - verti€al category.........
7.5 INSIGRES = STALIIS
7.6 Sustainable/development 0als (SDGS) ..o
7.7 Insights yblockchain implementation types
7.8 Insigtrfs'— OP EI1 SOUTCE ..o
8 Use ca s:‘?)ata PTOVEINAIICE ..o 32
8.1 _‘(Data Accountability (European Union)............. i o 32
N BLL L CALEGOTIES e 32
" 8.1.2 Summary
(7 813 USET TEQUITEITIEIIES
~ 8.1.4  FOrce field analySis . ...
~——8:2—PToperty Record Mamagement System { PRMStimdta)—
8.2.1  CAt@ZOTIES ..o
8.2.2  SUMMATY ..o
8.2.3 Userrequirements...............
8.2.4 Force field analysis........n
8.3  Student records management system (SRMS) India ...
8.3.1  CAT@BOTIES ootk
8.3.2 Summary..........
8.3.3 Userrequirements...

8.3.4 Force field analysis
8.4 Education certificates provenance (Singapore)..
B4l CATOBOTIES ootttk

© 1S0 2022 - All rights reserved iii


https://standardsiso.com/api/?name=f3b71e9e26325c3717ef3c9198dadda9

ISO/TR 3242:2022(E)

10

8.4.2  SUMMATY ..o
8.4.3 User requirements
8.4.4 Force field analysis

8.5  Content timestamp verification (Netherlands) ... 62
85,1 CAEGOTIES ..o 62
8.5.2 Summary
8.5.3  USEI TEQUITEIMIEIIES ...
8.5.4  FOrce field @nalySiS . ...
8.6  Self-sovereign ID (SSI) (Cyprus)
86 t—Categories————— o
8.6.2  SUIMIMIATY ..oooiiiiieesee e e (- 68
8.6.3  USEI TEQUITEIMIEIIETS ...oooocccoiriiiei i 70
8.6.4  Force field analysSis. ... e st o 77
Use cases: FINEECK ... P v, SR B
9.1 Accounts receivable financing system (China)... B
9.1.1  Categories..... s B
9.1.2  SUMMATY oo 3
9.1.3 Userrequirements.............. )
9.1.4  FOrce field analySiS ...t et e s J
9.2 Interbank loan reconciliation and settlement (China).............¢ A, 88
L0 7720 R OF: U7 ) g (<O OSSOSO Fos Y S0 3
V202N 11 40010 F: D oy S & 4
9.2.3  USer reqUIr€mMents ...t v srsesssss e s sessssssens 84
9.2.4 Force field analysis.........ccocre. Y. /
9.3 Organized CHIT funds (India)........ccocic 3
0.3.1  CAT@EOTIES oo e et et B
0.3.2  SUIMMIMATY oo e e B
9.3.3 User requirements , I
9.3.4  FOrce fleld analy SIS ... @t oot 1
9.4 Transparent securitisation (TEA1Y) .ol e b
9.4.1 Categories......sefdonii, b
9.4.2  Summary ..., b
9.4.3  User requirementS-son.. ... /
9.4.4  Force field analysiS+.....ooe, P
9.5 Pension process optintisation (China) i
T 0 — L
9.5.2  SUNMMMATY ) e 104
9.5.3 User reguirements b
9.5.4 For‘cQ‘ﬁeld analysis I
9.6 Decentraliseéd Charity Platform (the Republic of Korea) D
9.6.1 4T <0 ) g (5N I
9.6, 27 SUMMATY ..ot L
9.6:3 " User requirements B
9264 FOrce field QNalySisS. ...t i
SECASES: SUPPLY CHAII ...

10.2

10.3

10.1.1 Categories
10.1.2 Summary
10.1.3 User requirements
10.1.4 Force field analysis
Maritime Bill 0f Lading (ISTAEL) ... 124
T0.2.1  CAL@OTIES ...t
10.2.2 SUMMATY oo

10.2.3 User requirements
10.2.4 Force field analysis
Franchised drugs and pharmaceutical equipment supply-chain management
(ICUTIA) e 130

© IS0 2022 - All rights reserved


https://standardsiso.com/api/?name=f3b71e9e26325c3717ef3c9198dadda9

10.4

ISO/TR 3242:2022(E)

10.3.1 Categories....
10.3.2 Summary ...
10.3.3 Userrequirements....
10.3.4 Force field analysis
Anti-counterfeit solution for pharma industry (India) ..., 136
10.4.1 Categories
10,42 SUITIIMIATY oo s
10.4.3  USEI TEQUITEITIEIITS ......oooooiieieiiieeiiiieeieieee et
10.4.4 Force field analysis.......cccns

[|N
P
@)

10.6

10.7

111

11.2

11.3

tGPprovemance traceabitity titaty)
R R O T ) 1TSS D = 0
T0.5.2  SUIMNITIATY oo e e e
10.5.3 User requirements
10.5.4 Force field analySis . ... e
Universal Farm Compliance (Ireland) ... SN S
10.6.1 Categories.....oiisicesieesieeessese

10.6.2 Summary ...
10.6.3 User requirements.....
10.6.4 Force field analysis
International waste transportation management system (Netherlands)
B0 R OF= 1 Y= {) o (=T OO S S S 156
10.7.2 SUMMATY s R N 157
10.7.3  USer reqUuirements....................c....4 P30 S W 158

N

10.7.4 Force field analysis. ... pmig D IS SO 164

\

11 Use cases: SMart ENETY ... St e 165

Cooperative energy trading (Ireland) .5 A N S 165
00 O o) LTSN 165
11.1.2 Summary _
11.1.3  USET T@QUITE@IMENES ...ooii G ittt
11.1.4 Force field analySis  adi i s
Energy Trading with TranSactive Energy Grids (India) ...
11.2.1 Categories ................................................................................................
11.2.2 Summary...n3 1 YOO
11.2.3 User requlrements ..............................
11.2.4 Force Q&d ANALYSIS oo
Renewable Nergy consumer grids (SPaim) .o
11.3.1 Ca(egorles ...............................................................................................................................................................
11.3.2_Summary..............
11.3:37User requirements....
11.3:2 Force field analysis....

© IS0 2022 - All rights reserved v


https://standardsiso.com/api/?name=f3b71e9e26325c3717ef3c9198dadda9

ISO/TR 3242:2022(E)

Foreword

ISO (the

International Organization for Standardization) is a worldwide federation of national standards

bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
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tee has been established has the right to be represented on that committee. International
ations, governmental and non-governmental, in liaison with ISO, also take part in the work.
aborates closely with the International Electrotechnical Commission (IEC) on all matters of

chnical standardization

cedures used to develop this document and those intended for its further maintenanee |at
bd in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for th
types of ISO documents should be noted. This document was drafted in accordande/with th
rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

U (U (U

n is drawn to the possibility that some of the elements of this document may, be"the subject of
ights. ISO shall not be held responsible for identifying any or all such patént'rights. Details of
bnt rights identified during the development of the document will be in the-Introduction and/of
50 list of patent declarations received (see www.iso.org/patents).

le name used in this document is information given for the converil»ence of users and does noft
te an endorsement. \\

explanation of the voluntary nature of standards, the m’éamng of ISO specific terms an
ons related to conformity assessment, as well as ifformation about ISO's adherence t
rld Trade Organization (WTO) principles in the, Technical Barriers to Trade (TBT), se
p.org/iso/foreword.html.
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This do
technold

Any fee
complet

rument was prepared by Technical Committee ¥SO/TC 307, Blockchain and distributed ledge
gies.

-<

Iback or questions on this document shaould be directed to the user’s national standards body:. 4
e listing of these bodies can be foundjat www.iso.org/members.html.
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This document provides a selection of use cases to illustrate a spectrum of applications of distributed
ledger technologies including the blockchain (hereafter referred to as DLT). The use cases reflect

various international domains, business and industry sectors and processes.

The use cases help to identify actual and potential applications of the technology in the given
along with relevant requirements, options, benefits, and risk mitigation strategies.

context,

beyond the traditional vertical sectors or DLT attributes. This document provides assessme

five different categories to provide technology, market and social perspectives. The visualis
User flows and architecture enables a broader perspective of the role of a DLT as pargtef on-leg
off ledger ecosystems. By assessing current DLT implementations, these use cases-provide le
1

The open innovation approach to use cases can contribute to accelerating the implementation
nnew technologies and help reduce the instance of duplication or repeated.solution developmgd
Bridge of new information and existing standards can also inform innhovators and SMEs to
S
1

hodels apply for example in areas such as financial technology (fintiech) and the energy sector.
\

- . . . @) .
This document is arranged in three sections for easy referenee and comparison.
N

rovides a guide to the template structure and five kéy categories that draw out the impac
ttributes across transversal (related technologies),*horizontal (attributes), vertical (sector §

Inited Nations Sustainable development goals (SDGs) and status (from pilot to implementation

'he use cases each have a set of visualizations_that provide further detail of DLT activity as we
elationship to the user and technology ecosystem. The diagrams include data flow models, a r¢
rchitecture from a single node view, and behavioural UML. As such, the template and diagrams
detailed insight into the individual use(case.

Q) O3 ™ e Q)

[lause 7 provides commentary oh.the trends identified in the use case. This provides and

oo l—

rnew DLT and the use of open sourcelll.

-

[lauses 8, 9, 10, and 1l/previde the detailed use cases reflecting the digital marketplace, arx
hem in the templatefqrmat for easy comparison. The combination of categories and comme
his document is desigried to help readers reference the relevant classification to their sector a
liscover transferak}}e' attributes from other categories that can be applied to their DLT requirer

ot o+ |/~

'he work on\tzf;i\é document started with identifying the key themes which have the most DLT
nd inviting(use cases in these sectors. This resulted in a first set of sector clusters including
upply €hains, Data Provenance and Energy.

LOQ) el

>
-~

hat apply to governance, compliance, interoperability, cross-border regulationsyand scalability.

he framework of this document enables this approach by providing a perspective of use cases :rat goes

t across
ation of
ger and
arnings

V.

of these
nt. This
adopt a

tandards-based approach to build the future of DLT, especially whére new decentralised Bhusiness

(lauses 4, 5, and 6 describe the approach, process and <riteria of use case selection and stuldy. This

t of DLT
pecific),
stages).
1l as the
bference
provide

1lysis of

ategories and DLT types in the lisé cases. Examples include the clusters of DLT the adoption of hybrid

ranging
ntary in
5 well as
nents.

activity
Fintech,

~

© IS0 2022 - All rights reserved

vii


https://standardsiso.com/api/?name=f3b71e9e26325c3717ef3c9198dadda9



https://standardsiso.com/api/?name=f3b71e9e26325c3717ef3c9198dadda9

TECHNICAL REPORT ISO/TR 3242:2

022(E)

Blockchain and distributed ledger technologies - Use c

1 Scope

This document lists use cases that summarise common capabilities and usage patterns for at

dases

tributes

fdistributed tedger technotogies inctuding the blockchatm i order to hetp standards and te
development. This document includes use cases reflecting a range of industry sectors, prioces
dpecific applications.

This document can inform decision-makers considering or involved in applying these new techr
including business, academia, government, technical and standards bodies.

2 Normative references

The following documents are referred to in the text in such a way,that some or all of their
donstitutes requirements of this document. For dated referencesyzanly the edition cited app
undated references, the latest edition of the referenced documen&\(ii’ﬁ:luding any amendments)

IS0 22739, Blockchain and distributed ledger technologies — Vo\cc?bulary

~

\J

3 Terms and definitions

[ISO and IEC maintain terminology databasesfor use in standardization at the following addres

+ ISO Online browsing platform: available at https://www.iso.org/obp

-+ IEC Electropedia: available at htfps://www.electropedia.org/

31

ybrid =

oth a private (e.g. consgrtium) blockchain for internal business use and a public blockchain to
information of public interest (e.g. certification attainment)

\

* N\
)
»

Use case\gl:bcesses

he use cqs&ollection methodology was broad-ranging. A global call for use case contributi
ade. Use.gase authors submitted use cases to a use case repository and from that collection, t
se cases contained in this document was selected.

blockchain/DLT use case template was created to ensure conformance and facilitate com

nology
ses and

1ologies,

content
lies. For
applies.

For the purposes of this document, the terms and:definitions given in ISO 22739 and the following apply.

bES:

publish

bns was
he set of

parison

across use case application domains and contexts. The use case template applied here

ncludes

descriptive text and visualisation formats and applies a System View representation of the Blockchain

and DLT Reference Architecture specified in ISO 23257(31,

Given the application domain of blockchain and DLT use cases, where business and enterprise

aspects

including tokenisation and autonomous governance can be facilitated on-chain, it is considered

important that use case descriptions elaborate both business and technical information.

In this way the document provides a comparative analysis of 22 international use cases to better

communicate:

— transferable blockchain attributes across vertical and horizontal domains

© IS0 2022 - All rights reserved
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— infrastructures that support emerging decentralised business models

— detailed views of on-chain and off-chain DLT data flows

Figure 1 outlines this use case preparation workflow.

REVIEWER
APPOINTED
S contont
and timeline
S, N
RGO W EDITOR DRAFT WG DRAFTED e TEEE
APPOINTED TEMPLATE USE CASE b
= = ) = \ a =
=
New Use fase Generally Use Case Standard Template Consideration and | Final Working up Ballot Review,
Proposgd Proposer Diagram Tools Recommendation ‘ &Bl Final Approval
| Iteration
<>Iteration M M <> o~
ol |
ABSTRACT WG V\}i(é‘l:lEER |
| QBQ 4
e Summary Consideration and ; sideration and
developed and Recommendation | mmendation
consideration of P -~
criteria \
Figure 1 — Use case process and review flow
5 Template development C
QO
5.1 General ~
~\
To provide a standard Criteri_on‘}or analysis, a comprehensive template was created that draws togethef
attributes of each use caseZin’a way that enables comparison and review. The template includes five
sectiong that explore the,‘eﬁs’tinct roles of blockchain/DLT in each use case:
— Title <&
N
. ~\<
— Categories \w
— Surxllmary
— User Requirements

Functional Requirements
Visualizations

— Reference Architecture
— Data Flow Model

— Behavioural UML

— Force Field Analysis4]

© IS0 2022 - All rights reserved
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5.2 Functional Requirements

The use case functions are visualised through a series of diagrams that include user models, data flows

and system architecture.

There is also reference to smart contracts, security, identity and privacy management, open-source

software and non-functional requirements.

5.3 System architecture

lata flows using a reference architecture described in Figure 2 that describes a DLT netwo

[se cases in this document. Common kinds of interfaces including external interf: and inte
interfaces are included as well as the APIs including both user and admin ones. ™

The functional components of the system architecture are grouped and o&fﬂed as follows:

O

+ DLT Nodes

capabilities for administration and management of the DL'sttem respectively. Use case

+ Non-DLT systems: off-chain code, the DLT oracles, lQnon-DLT applications and off-ledger
presented and specified based on the actual use @situation.

per use case actual situation, such as elopment, the management and operations, secu
governance and compliance. \O
DLT Ad ators / Users
% tors
(gé Admin System ) [ User System )

Admin API User API

External I/F

Public DLT
Network

§
q
firom the perspective of Node A connected to a blockchain network. This architecture derives ffrom the
1
U
i

+ Other DLT systems: include the separate D%@stems that interoperate with the DLT system.

'his is a Lab Project which analyses the system architecture to identify stakeholder inte;f? ion and
!

lication

nodular Reference Architecture System View described in ISO 23257(3] and has be plied tp all the

rsystem

-+ Application systems: for administration and for users, p@liding end-user capabilifies and

authors

specify the functional models for both systems to illustrQe the services enabled by the soliition.

data are

+ Multi-layer functions: one or more wmulti-layer function components could be included as

rity and

Node B

a

Node C
A

swwon
apofusiu] 91ndeg

LSecure Runtime

Non-DLT Systems

Other DLT systems -

Intersystem I/F

DLT Node A -
User Node

Figure 2 — Reference Architecture System View (ISO 23257 [3])

© IS0 2022 - All rights reserved
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5.4 Data Flows

DLT Sta

The pur

keholder roles:

pose of the DLT data flow diagram is to identify which data flows are triggered by the data-

related operations of stakeholders, between system components that belong to or are associated with

them.

DLT dat

a can usefully be classified according to its source as shown in Figures 3 and 4. The sources

identified here align with the six DLT roles (ISO 23257[3]) identified as DLT administrators, users,

provide
the mog

's, developers, governors and auditors. Among these, administrators, users and providers arg
t relevant roles to use case definition. Stakeholders achieve their aims by means of role-Baséed

interactfions with the DLT system.
NOTE The treatment of off-ledger data is similar to that of other information technology systems-However,
aledger |s immutable, which makes identifying transparency and privacy objectives important,
DLT Data
Y \,
[ DLT user data ] [ DLT provider data ] [ D[:T @gs?;Strator ] [ Derived data
b
[ Transaction ] [ Smart contract ] [ DLT account ] o onsdaty Access and End user identifiable
recqrd data data perations@yta authentication data information
Figure 3 — Data categories from the data source perspective
System|data flows:
The purjpose of this data flow analysis diégram is to demonstrate a system-wide data flow, and identify
which dpta flows are triggered by the data-related operations of which stakeholders.
\\
a) Sperify the role of each staléehdlder in facilitating the data flow.

b) Ide]:tify the type of da:ca:fl()w (See categories A to D and Z below)

c) Ide

There Jre five fundér‘nental DLT data flows. (See Figure 4) Categories A to D are important fo
understanding a u:s<e case.

A: betw

~\~
tify the data lgfaﬂon: on- or off-ledger.

—

bend2'séparate DLT systems when they interoperate.
2o NI ceodarn oo d o o MTT orsobqnc oot d o 14
CClialy I DyDLC I diiu 1ivIIroUL 1 DyoLClllD CUIIIIC L LCU tU I,

B: betw

C: between administration applications and a DLT system.

D: between user applications and a DLT system.

Z: withi

n and between the nodes of the DLT system.

© IS0 2022 - All rights reserved
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Admin system User system

C

D

Non- DLT
systems

DLT Node A -

lser System
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Network

Other DLT

systems

5.5 Use Case Models

Figure 4 — DLT Data Flow diagralb

The purpose of a Universal Modelling Language (UML
dystem interactions, as shown in Figures 5 and 6, anekj;o provide greater detail about user ajms and
dctions in the system and how these are achieved. \\}

)
N
6\

avioural model is to illustrate yser and

N\

C)\\

Z
System for. mementing blockchain-based use cases
)
Y
xO

KUse 4

o '\ <includes>
\\
Y
|
A

© IS0 2022 - All rights reserved
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Process Process
interface X interface Y
Actor A Actor B
Initiate process R
PI ULCSS UUI If;l LI Iat;Ul LI CqUUDt

5.6 Categories AN

To prov
included
be refer]

— Tra
— Hon

— Ver

Alternative
[Process outcome 1]
) Process confirmation b(:
Update ’
Return
Process confirmation ¢ 2\
N
............................................ (@ ) R——

[Process outcome 2] 4

Processt cancelled

Figure 6 — ExXample sequence diagram

(

-

-S : .
de a standard criterior{ for analysis, a comprehensive template methodology was created thajt
five categories of applications. These categories are selected so that this document can usefully
enced and incorpp{ajtéd into other research, analysis and standardization. These are:

hsversal (relg(t‘eg technologies).
izontal (attfibutes).

Fical (sector specific).

— Uni

edAN'ations Sustainable development goals (SDGs).

— Status (classified across a spectrum of technical development phases).

This document includes commentary of the use cases and insights into these categories in Clause 7. An
example of the use case template is in Annex A.

5.7 Category: Transversal

The transversal category considers related technologies and is derived from the EU Information and
Communications Technology (ICT) Standardisation Rolling Plan[2l.

© IS0 2022 - All rights reserved
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This category reflects the ‘Key enablers and security’ section of the EU ICT Rolling Plan which includes:
a) Cloud computing.

b) Public sector information and open data.

c) Internet of Things.

d) Cybersecurity / network and information security.

N =

Elactraonicidantification trnict caryuicac A cignatiirac
frectropictaenbHecatonHust-serieese-signatuies:
f) e-Privacy.

g) e-Infrastructures for research.

) Accessibility of ICT products and services.

i) Artificial Intelligence.

i) 5G.

k) Broadband infrastructure mapping BA
. : )
5.8 Category: Horizontal Nos

The horizontal category reflects cross-sector applicationsaird attributes from a market-based, husiness
3dnalysis approach and uses terms commonly used in théclirrent DLT ecosystem.

This category derives from consideration of ISQ/ES 23258l6] leading to insights in taxonomic and
ontological descriptions. Both are deemed validapproaches and by referencing both approadhes it is
ynderstood that valuable insights into the DLT€cosystem as a whole are gained.

d) Identity Management

— Rights and Identity Managenient, Identification.

) Data Provenance
\

— Disintermediatior{‘i\ﬁ Production, Actions Traceability

P

¢) Governance N

— Collabor?q‘c;r‘;, Decision Making, Structuration
d) Cryptocuyr\éncy and asset exchange
>
— Ele‘étronic Payment, Cryptocurrency and Token Exchange

4) Process Optimisation

~

—Imtettectual Property Protection, Certification:
f) Automation
— Contract Management, Automation.

This document includes commentary and insights into these categories in Clause 7.

5.9 Category: Vertical

The purpose of the vertical classification in the use case template is to facilitate discovery and research
of economic activity by end-users of this document. For this reason, the UN ISIC economic activity
classification system is chosen whereby:

© IS0 2022 - All rights reserved 7
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“ISIC is a basic tool for studying economic phenomena, fostering international comparability of data,
providing guidance for the development of national classifications and for promoting the development
of sound national statistical systems.”[Z],

An example of a use case classification of ISIC vertical categorisation!8 is provided below:

Use case Title, ISIC classification: International Waste Transportation Management, E-3821

Section: E Water supply; sewerage, waste management and remediation activities

Div FSToT38-1V ftectiom - ] it -

Group: 382 Waste treatment and disposal

Clags: 3821 Treatment and disposal of non-hazardous waste.

tegory: sustainable development goals

GOAL 1: No Poverty

GOAL 2: Zero Hunger

GOAL 3: Good Health and Well-being

GOAL 4: Quality Education

GOAL 5: Gender Equality

GOAL 6: Clean Water and Sanitation

GOAL 7: Affordable and Clean Energy ..

L 8: Decent Work and Economié Growth
\

L 9: Industry, Innovation\'\a\ﬁd Infrastructure

GO
GO
GOAL 10: Reduced Ineqqal'i}y
GOAL 11: Sustainabl_e@;i.es and Communities
GOAL 12: Resporys\iblza Consumption and Production
GOAL 13: Clfgiite Action

GOAL #4:.ife below Water

GO

—tifeomrtand

GOAL 16: Peace and Justice Strong Institutions
GOAL 17: Partnerships to achieve the Goal

5.11 Category: status of use case

The ‘Status’ category reflects the stages of a use case, from initial concept to integration, and adoption
within a community. In this way, use cases reflect the changing objectives from hypothesis to pilot,
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implementation and learnings phases of a typical technology development process. The Status

categories in this document are:

a) a“thought experiment”.

b) approved but not implemented.

c) indevelopment or pre-production.

d) intrial or pilot.

d) in production/live implementation.
fl acompleted trial or pilot.

g) afailed trial/pilot/implementation.
) anintegration with current systems.

i) something else (please describe).

5.12 Category: Other use case classifications -\

privacy management, open-source software and non-functiofial fequirements.
N

information including consideration of the role of openssource software.

Open Sourcel!]

y
iimplementation. This enables infrastructure” developers to monitor the current community
dnd assess options for their own software choices. This also informs implementation par
d
d

lemonstrating which open source-trends are adopted in the market.
The Template includes two parspectives of open source adoption:
N

Qpen Source scenarios: )
\.

structures, eto\” D
)

) Reference i@aﬁlementation (to show that a specification is implementable).

NS

adQ) Requifeﬁpart of a standardization deliverable.

d) €omplementary to a standardization deliverable.

>
-~

E) “Togst cnit‘pc, unit tests etc for fnnr‘h'nna]ify tests

The use case template features other classifications including émart contracts, security, idenfity and

Use cases also provide force field analysis of legal, risk: relevant existing standards and other

'he use cases reflect their use of Open Source software as well as “open” and “private” DLT

activity
tners of

urrent common usage patterns, which can assist governance and risk management strat¢gies by

4) Interoperability. @spects of software systems or applications, such as an API, protodol, data

f) Other.
Open Source engagement:
a) Although the engagement wasn't successful it is important to continue.

b) Has evaluated/studied how to make meaningful use of Open Source Software.

c¢) Engagements showed that Open Source Software is not the right tool to solve the relevant needs.

d) Open Source Software is critical for a successful adoption.
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e) The engagement was successful but there is uncertainty on how to continue.
f) It was easy to collaborate with Open Source Software communities

g) Itwas difficult to collaborate with Open Source Software communities.

h) Open Source Software is critical for validation of implementations.

i) Other (specify) .

e rrrcroa oo TS IO ot oo t-coaoty

6 Use case list and abstracts

6.1 Dpta Provenance
Data Adcountability (European Commission)
Short de¢scription:

Smart cpntracts can be used for data accountability and provenance tracking-(e.g. privacy preferences],
and to allow data controllers and processors to verify if they have the\rights to use this data (e.g.
redistripution). QN

Keyworfds: Data provenance, accountability tracking. )

Abstract:

1 ="=]

Users (data subjects) in current systems are unaware of hotw their data is used by data controllers an
processprs. In case of data misuse, for example when receiving an undesired e-mail message, they hav
no mechanisms to verify that their privacy preferences were respected.

w

A publid DLT can be adopted to enable a solutignwhere users declare, using smart contracts, how thei
data is fised (privacy preferences), and to allow data controllers and processors to verify if they hav
the rights to use that data. In this use case,smart contracts store hashes of the data exchanged by th
user with data controllers and processors’as well as the rule-based privacy preferences.

U (U ™

\

These ryiles are in a blockchain exegutable format that governs how the data exchanged can be used b
these entities. Hashes are resilient-against dictionary attacks and allow data subjects to request proof
during audits or whenever there is a reason to believe data is being misused by data controllers o
processprs. Cy
Y
Property Records Ma{lagement (India)

Q=

o SL"2 B

Short de¢scription: \7™
\ )

=}

the blockchain-based Property Record Management System (PRMS). This use case highlights how timet
sequended-and tamper-evident storage of property details and transactions helped in overcoming th
shortcomings of the existing system.

Applyir:F blockch;{in for provenance of property ownership and tracking of the property records, using

9%

Keywords: Property Management, DLT
Abstract:

The blockchain based PRMS stores property registration transaction details in the blockchain in time
sequenced fashion. Seller details can be verified from the blockchain before generating the checkslip
which is one of the most important activities in the workflow of registration application. It would help
the buyer and the authorities to get an affirmation of the ownership of the property. This solution would
help to curb issues related to double selling, registrations based on fake documents and it would also be
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resistant towards internal attacks. This use case also helps to give a reliable encumbrance search of the
property details without manual intervention.

As multiple departments are involved in the property document registration, blockchain based
Property Record Management System helps to maintain a shared ledger providing the single source of
truth for the property details and thus building a trust across known and untrusted entities with the
distributed, tamper evident and append only database enabling verification of transactions.

Sub-Registrar Office (SRO), Revenue and Survey and Settlement Departments are potential stake
holders of the system. Additionally, other departments can benefit from this system to obtain tamper
dgvident data from a blockchain ledger.

S§tudent records management system (India)
$hort description:

Iin this use case, the Student Records Management System (SRMS) is using a blockchain to provigle a new
yay of securing and storing student record data and certificates on a blogkchain platform, gnsuring
immutability of records. The objective is to prevent fraud and hackingyof-student information and
develop confidence for all stakeholders for the long term.

Keywords: Certificates fraud, diploma, transcript, degree, educatiobseredential, data sharing

Abstract: o

4

The SRMS provides immutable storage for student acadethit certificates using a blockchain. This use
dase solves 2 problems: )

d) the problem of student academic records being fraudulently updated in the computer system to
benefit someone by malicious players. Any fion-biockchain software system is vulnerablg to data
tampering by malicious system administrators and /or hackers.

B) inconveniences and overheads in data‘sharing among education institutions, among government
departments etc.

The actors are:

(e}
Nt

student, N
=N
B) certificate issuing instithte & its staff (SSC board)
\

d) verifier [orgamzat,lons institutions interested in authenticity of the certificate where the[student
has submlttedt\he certificate as supporting document)

lockchain kes the data immutable (tamper-proof) with its techniques of cumulative hashing and
ecentrahzapon Being a DLT it facilitates sharing data among legitimate stakeholders by each|of them
osting a'node. This use case is being supported by the Indian regional Government of Telangana.

duca}tion Certificate Provenance (Singapore)

hortdescription:

Provenance of education certificates in Singapore through an open-sourced platform leveraging a
public blockchain for notarising education certificates, designed with the intention to reduce education
fraud. The platform and framework by OpenCerts provides the ability to verify data provenance from
a given certificate, without the need to query the issuing organisation. Data privacy is enforced by only
publishing the cryptographic hash on the blockchain. Additionally, privacy controls are made available
to the certificate holder to selectively disclose contents of their certificate.

Keywords:

Open Attestation, Ethereum, Education Fraud, IHL: Institute of Higher Learning
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Abstract:

Typically, a graduate who presents a certificate is subjected to scrutiny by the receiving party, for
example, a prospective employer, who wishes to verify the legitimacy of the certificate contents.
Traditionally, the request for verification is submitted to the issuing organisation, e.g. an Institute of
Higher Learning (IHL). This requires time and effort to retrieve and verify the certificate from the IHL's
system.

Leveraging the Ethereum public blockchain, the OpenCerts platform provides an innovative approach
to decentralize the verification of certificates and provided an opportunity to improve.

a) Spegd of verification

b) Seldctive disclosure of information within a certificate
c) Revpcation of a certificate post-issuance

d) Cosfs savings

Content timestamp verification (Netherlands)

Short de¢scription: A

Online Content Management Systems (CMS) such as Wordpress caQ\apply blockchain to proted
copyright of content, proof of the existence at different moments in/tiniie and give website visitors th
tools to|see and verify how content has changed over time and whern it was last updated. This result
in a mote trustworthy internet for all the stakeholders of the published content. The WordPress plugil
can be ysed to manually or automatically sign content to several different blockchains.

- T3] (U T

Keyworgds:

—

WordPrss, Timestamp, Blockchain, Usability, Content, Web, Website, Article, Graphics, Authenticity
Integrity, Fraud, Plagiarism, Revisionism, Copyright, Protection, Proof, Verify, Proof of Existencsg,
Infringgment

Abstract: '
How do|consumers know whether th\e information presented by websites can be trusted, and how cal
content|creators claim ownershipfover their content? Trust in the internet is declining and websit
visitors|are actively changing their behaviour as a result.l13] This use case addresses the problem d
copyright violation, where creative content can be stolen or copied where content creators often don’
have pr¢of of ownership. :

T =n (0 =

* N\
)
- »

Content| Timestamp Verification contributes to a more trustworthy Internet by offering a tool that
website| can use to tim€stamp content on the blockchain. These content creators obtain indisputabl
proof of existence \at different moments in time to protect their copyright without expensive thir
parties. /

—— (D M

>

Websitd visSitors can verify when content was last updated and compare different revisions to see hoy
the content has changed over time. By adding the hash (fingerprint) of the content to the blockchair,
website visitors can verify what was communicated at what moment in time and when the content
was last updated. Similarly, search engines and social media platforms can verify these blockchain
timestamps as they are standardized.

Examples of sectors that could benefit from such a solution include:
— Banks are required by law to maintain an archive of what was communicated at which time
— Healthcare providers publish information that matters in decision making

Thus it is possible to hold those providers accountable and citizens need to trust the information
published by governments, but cannot verify whether this trust is verified.
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The distributed character of blockchain technology takes away the need for website visitors to trust
content creators. They can verify it themselves. The history of content is traceable and both the content
and transactions are immutable. The ‘Wordproof’ Timestamp verification is a simple, accessible plugin
for the WordPress web-publishing platform to assert creative rights, verify authenticity and make
content more transparent.

Self-Sovereign Identity (Cyprus)

Short description:

=

(B L . S |

I

i
!
i
g

In particular, this use case aims te:

nanagement platform that allows data producers to manage their identity and other personal/4
Leywords:

[loud computing, public sector information and open data, Electronic identification, trust
-signatures, e-Privacy, self-sovereign identity, personal data management, transparency & con
n data sharing

Abstract:

'his use case is a blockchain-enabled decentralized, distributedsidentity and data man:
latform that aims to disrupt the international data market, by offefing a highly scalable marl
pp service, empowering users to control and capitalize on theit'data.

4

\ccess Control systems such as the Kraud platform in Cypr,u\s is designed to grant control to
natural or legal) over their digital identity attributes and personal information in a digital er4
jonesty, integrity, transparency, and trustworthiness-are paramount.

Enabled through blockchain technology, the purpese’is to bring together data providers (natura

ersons owning data), data consumers (naturallor legal persons processing data) and service p
hto a common marketplace/network, where data subjects/users can control, share and d
lata in a secure, transparent and rewarding manner while guaranteeing control, accountabi
uditability for all stakeholders in the data ecosystem.

— Develop a global networkplatform where data subjects (including natural and legal pers
create a cryptographiciidentity wallet, enabling them to store, manage, verify and validd
own identity data, a§ well as share and allow processing of such data in a transparent and re
manner from datd-yequesting organizations.

— Provide data.‘a}nélytics and data insight tools to both data producers and consumers, to
decision ofidata already held by producers (identity data, social media or search engine a¢
bank accd{lhttransactions, electronichealthrecords,insurancerecords, driving records, per
& psyc:hbmetric data, etc.).

— EnSure that data within the network are verified and validated through identity ver

elf-Sovereign Identity (SSI)H2! is a blockchain-enabled decentralized, distributed identity,and data

lata.

ervices,
hpliance

igement
ketplace

persons
, where

or legal
foviders
onsume
ity, and

ns) can
te their
warding

support
tivities,
sonality

fication
anisms,

~procedures, by, for instance, governmental and other certified, external validation mech

turrentty avaitabte foridentificatiomrand vertficatiomr of datasubjects Tdertity:

Provide Data Ownership and Control of every processing activity performed within the Kraud

Network, ensuring compliance with European and Domestic Data Protection Regulations and Laws

(e.g. GDPRI3] & e-Privacy in EU, CCPA in USA, etc.).

Disruptthe EU and international data economy and market, by offering a highly scalable Marketplace

App service supporting millions of users, and various functionalities applicable to different data
types made available by data subjects, and useful to primary and secondary data consumers.
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6.2 Fintech use cases

Accounts receivable financing system (China)

Short description:

There are three components of the solution, including:

a) APOC for core enterprise;

b AP(\(‘ £ i 1. ph A | i 4+
O TUT UPSUITAIIT SUPPIITT S dITU UUWIISUI TAlll PJdTI tIIcT S,

<)

The Blo|
secured|
as well.

a)
b)

‘)
d)

e)

f)
g)

All the ¢
All the {

Keywor
suppliet

Abstrac

The suj
financig
due to 4
review
challeng

a)

b)

<)

AP(

Thd
AP(

obligations, and write the results to the blockchain.

Thd
Thd

Aftg
for

Thd
Thd

Low

B for the bank.

ckchain-based platform and smart contracts can collect transactions information(in a morg
efficient and cost-effective way which will facilitate the loan to the enterprise mofe‘efficiently
The whole process could be automated via a blockchain solution with the following proceduresg:

core enterprise makes a smart contract and APOC receives the payment information.

C uploads the information to the blockchain. Then smart contracts\automatically enforc

w

> N\

upstream suppliers confirm the contract and apply for their loa:\r{fl:(')m the bank in APOS.
bank checks the information on blockchain and processes-tlte application.

1 the upstream suppliers finish the production and delivery, they confirm the delivery and ask
bayment, all these are uploaded to the blockchain through the platform.

core enterprise confirms the accounts receivable and pays for the contract later.
bank checks the information from the block¢hain.
vents of the loan are uploaded to the bléckchain and are validated on the blockchain.

arties will be alerted if there are any abnormal transactions.

—

ds: Blockchain, FISCO-BCOS,,smart contract, Supply-Chain Finance, core enterprise, upstrean
, downstream partner -\
~\
: s\
ply-chain finarlce{iﬁc.ludes core enterprise, upstream suppliers, downstream partners an
| institutions su¢h’as banks. Small and middle sized partners find difficultly to get bank loan
 shortage QQ/&{ed assets or insufficient credit rating, etc. The banks spend great efforts t
pccounts receivable or other collateral that support partner’s loan applications The primar
es are; \\v/

N

 effictency: there are many institutions to establish a mutual trust mechanism in the traditiong

< & UT =&

—

way

r with banks and with each other, which involves manual processing with high labour costs and

low

efficiency.

High cost: banks have to collect more information to identify if the transaction in the supply chain
is true or not. There are high costs for information collection and staff management.

High risk: the authenticity of the transaction between enterprise and their partners can be

dou

btful, and the risk of loan losses is very high.

As the core technology of trusted value networks, blockchain can utilise asymmetric cryptographic
algorithms, consensus mechanisms, decentralization, permanency and immutability, to solve the
problems mentioned above.

14
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Built on FISCO-BCOS technology, China Digital's Account Receivable Financing System applies
blockchain to record the transaction process between core enterprises, upstream suppliers and
downstream partners. It records contracts, delivery, etc., which provides sufficient evidence for banks
to make credit management for upstream suppliers and downstream partners of core enterprises.

Interbank loan reconciliation and settlement (China)
Short description:

By enabling reconciliation with a distributed ledger, blockchain technology can streamline and reduce
he settlement period to T+0 days from the industry average of T+1 to T+2 days. This use case provides
Interbank Loan Reconciliation and Settlement based on DLT, which is a live implementation in“China.

eywords:
econciliation, DLT, Bank, Efficiency
bstract:

oday, the traditional reconciliation process between different banks often-takes as long as T+ or T+2
ays. This long reconciliation time both creates inefficiencies and canlead to information asynjmetry.

y enabling reconciliation with a distributed ledger, blockchain technology can streamline and reduce
tlhe settlement period to T+0 days from the industry average ofT*i-\l to T+2 days.

The platform is a pioneering blockchain application for a dlstrlbuted business scenario”, wherein a
Righ level of interbank operational efficiency, process automation and system reliability are reqrmred to
gnsure cost efficiency and business continuity.

Title: Organized CHIT funds (India)
$hort description:

Facilitate reliable access to financial sexvices via ROSCA operations targeting financially gxcluded
ditizens. Empower ROSCA operations across the state by decentralizing regulatory activifies and
naking the network of innovative(financial offerings more transparent and thus trustwofthy for
participants. (

\
Keywords: N

2O
OSCAs,l16] Chit Funds)dZ] Financial Inclusion, Regulators, Subscribers, Banks, Auditors, Financial
Institutions, NBFC, Ir;‘\surance companies, Brokers, Blockchain, Smart Contracts, DLT, DLTs, Fintiech
~\>
o)

=

\bstract:

Access to fmi{]aal services in India is dependent on many parameters, especially for those wjth little
dccess to f'msmal institutions such as Banks and NBFCs. This use case focuses on catalysing fiinancial
inclusion in India through Organized Chit Funds. Rotating Savings and Credit Associations (ROSCA) /
Chit fu,nds are key instruments of financial inclusion in India. They offer simple access to finhnce for
mitlions of people across India. Many low budget investors are however susceptible to misinformation
and fraud.

It is estimated that between 1,2 to 1,4 lakhb crores?) of public money is lost to various of ROSCAs / Chit
Funds schemes. A total of 350 scams have been reported across 17 states, and 15 crore (approximately
150 million) families, primarily low-budget investors, have been impacted!18l,

While Chit funds help people save money for their future needs, regulatory failures can cause millions of
people to lose their life-time savings, all the while maintaining continued expectations of high returns.

1) Alakhis a unit in the Indian numbering system equal to one hundred thousand.

2) A crore or koti denotes ten million and is equal to 100 lakh in the Indian numbering system (10 to the power
12).
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The aim of this use case is to make investments in ROSCAs / Chit Funds more accessible, credible,
reliable and rewarding to subscribers. It will have a significant impact for the financial safety net of low
budget investors and ROSCA subscribers. It will directly impact a range of economic, social, livelihood
and financial implications of the subscribers.

Title: Transparent securitisation (Italy)
Short description:

Accessible and transparent securitisation via a fully digital and legally binding process based on
decentrplised technologies and compliant digital identities.

Keyworgds:

Actor tylpes: Administrator, Users, Providers, Developers, Auditors, Governors
System fharacteristics: accessible, transparent, cost-effective.

Industry sector: DeFi

Hashtags: #financial_inclusion #trust #digital_transformation #seamless_secritisation

> N\

Abstract: ~

N\~

The priyate debt market is poised for massive digital transformatlon':]t is poorly accessible, opaqug
illiquid,|and inefficient. There is a need to optimise end-to-end dlgltal securitisation processes, from
assets origination to issuance and exchange of asset-backed secul:lt‘ies

~

The platform involves all the main actors of securitisationhdamely Portfolio (PTF) Agents, Supplier
Servicers, Special Purpose Vehicles (SPVs), Representativés of Noteholders, Investors. It also leverage
several |external systems: a Registration Authority, for Know Your Customer service (KYC), al
Anti- Mpney Laundering service (AML), a Signature-flows service provider, a Certification Authorit
(CA), a |Cloud service provider, a Data preservation service, a Custodian of digital securities, and
for notgrisation and tokenisation, the Algorand blockchain, a permissionless Pure-Proof-of-Stak
blockchpin particularly suited for the DeFl industry. This offers several gains shared across th
economjc system:

~ = VI

U (U <

(

— denpocratic access to capital markets: new and effective financing channel to SMEs and ney
invéstment opportunities to jayestors through fractional ownership and improved supply-deman

match; N
! \

— denpocratic information:-data related to the performance of the assets backing the securities arg
handled as a commgn good, rendered transparent and accessible to everyone preserving privacy
and data and flnan\lal sovereignty;

~

pe=m

— democratic trawster: investors have full control of their assets thanks to a seamless user experiencg

network effect of investors and savers, who share information in a privacy-safe ecosystem.

Indeed, citizens are able to co-invest with professional investors, increasing trust in the platform.
Leveraging these factors and stimulating the evolution of the regulatory framework of blockchain/
tokenisation to foster local economies, the aim is to foster growth across the European Union (EU).

Title: Pension process optimisation (China)
Short description:

Utilizing blockchain technology to optimize pension business processes, including investment
transaction, payment and custody.

16 © IS0 2022 - All rights reserved


https://standardsiso.com/api/?name=f3b71e9e26325c3717ef3c9198dadda9

ISO/TR 3242:2022(E)

Keywords:

Blockchain, Consensus Algorithm, Smart Contract, Pension, Hyperchain, Occupational Pension, Client,
Trustee, Account Manager, Custodian, Investment Manager.

Abstract:

The pension sector includes occupational pensions, enterprise annuities, and pension insurance. The
business processes of pension involves five roles: client, trustee, account manager, custodian and
investment manager. The traditional business process faces some challenges:

+ Low efficiency. There are many roles and institutions across different industries involved, illlcluding
insurance, bank, and funds. Establishing a mutual trust mechanism in the traditional‘'wdy, |nvolves
manual processing with high labour costs and low efficiency.

+ Long business period. Normally, one business period takes one month to process. Theref¢re, long
business periods result in high communication costs.

+ Lack of security mechanism. Most of the data transfer through email.and fax without strgng data
encryption. It is easy to obtain the data and decipher the content.

+ Low capital utilization efficiency. The current low business efficiency impacts the net valye of the
annuity portfolio and the monthly purchase and redemption ope‘ratlons resulting in a redyction in
the waiting time for trustee funds. o

4

+ High cost. The existing business model of pensions & limited to the "consensus" ampng the

institutions. The difference in trust has caused an increase in connecting costs.
As the core technology of trusted value networks, blockchain utilises asymmetric cryptagraphic
dlgorithms, consensus mechanisms, decentraliZzation, permanency and immutability, to s¢lve the
problems mentioned above, bringing new oppettunities for the development and innovation of[pension
business.

Blockchain enables a group of parties te/maintain a safe, permanent, and tamper-proof digital ledger of
iransactions, which can evolve over fime without a central authority. The application of the blqckchain
tlechnology allows the institutions'to optimize the pension business process, enhance the deve|Jopment
of automating pension business, as well as increasing capital utilization, and improving the cfistomer
gxperience. D

Title: Decentralized ch’gl\'\ity platform (the Republic of Korea)

) ]

$hort description: <’- 4

This decentral'zé’c? donation platform was selected by the Ministry of Science and ICT in 2019 as a
national prOJeétwhlch created an open ecosystem where the general public can easily access d¢nations
through mi¢ro donations. The entire donation process is not controlled by a specific institfition or
managersbut provides an infrastructure that can be operated autonomously and reliably bly smart
dontracts.

>
-~

Kexsarardg:
ey otrads

Decentralization, Micro-donation, Trust, Platform, Donation campaign, Token(Crypto), Economics,
Dapp.

Abstract:

The decentralized donation platform based on blockchain, started as a pilot project in April 2019, led
by a non-profit organization in the Republic of Korea, and has included more than 3,000 donations, 350
donation campaigns, and more than 150 thousand dollars in donations.

The credibility and transparency of donation organizations have been severely impaired since 2017 as
“Donation Phobia” appeared in the Republic of Korea. Despite the economic growth, the percentage of
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donations continues to fall. With the indifference of donations and a continuous decrease in donation
activities, the transparency and credibility of fund management by donor organizations are the most
important issue.

The key questions are how to activate a stagnant donation culture and how to ensure the reliability of
the donation platform.

To resolve these problems, the blockchain is used as a base technology to achieve three tasks:

— Revitalization of micro donation ecosystem

In additjion to the existing donation organizations, various donation campaigns participated, includin
individyals, consumer groups, start-ups, and open source projects. This Use Case includes an. opel
donation network that can be accessed in a variety of ways, including donation portals, standalon
serviced, and donation buttons. It has been linked to various digital transaction platform such as ban
accountg, points, and cards so that anyone can easily participate in donations, and are able to provid
an econjmerce service to purchase donated products.

W A~ W= Uy

— Establishment of autonomous donation system (based on a smart contract)

To autohomously operate the campaign by donor participants, the token economy-based game theory
algorithm (Token Curated Registry) was applied. It is designed to autonorhously screen high-qualit
campaigns by introducing a curation system that allows participants t{) directly evaluate and rejed
poor campaigns for each campaign. )

N

T o~

— Build a platform with reliability/efficiency v

For the|smart contract-based blockchain network to havecastable operation, this use case secure
platform stability and traffic performance based on the POA consensus algorithm and sidechain. I
additior}, in order to securely link donation tokens and fiat currencies, transaction details are recorde
on the Blockchain through each participant's wallet, and the movement of assets through a validator i
verified

172 B —ar— ==

6.3 Supply Chain cases

Title: International Trade Transpareh'cy (Singapore)

\
Short d¢scription: AR

~\
Working with various agencies and industry partners both locally and overseas, “TradeTrust” focuses o}

the exck ange of digital tradeé.documentation. It is an interoperability framework that aims to facilitat
participfation of DLT- based\Busmess in the same way that it does non-DLT business. Interoperability i
achievedl at the busme{? apphcatlon layer rather than network layer.

LI) W=

Keyworgds: . <‘~

Cross-bprdern T.r‘ad’e, Title-Transfer document, Trade Finance, Fraud prevention, MLETR, Fintech

>

Abstracf:tn

~

In today's world of international trade, conventional digitalisation efforts have given rise to increasingly
fragmented digital ecosystems consisting of siloed groups of user communities. This Singapore use
case seeks to develop an interoperability framework ‘TradeTrust’ which works within this reality by
enabling various enterprise and platform systems to effectively interoperate and accelerate digital
innovation in global trade.

Working with various agencies and industry partners both locally and overseas, “TradeTrust” focuses
on the exchange of digital trade documentation. This will enable a more seamless and efficient flow of
goods between digitally inter-connected trading partners. This framework aims to reduce inefficiencies
and complexities of cross-border trade arising from the current usage of paper-based documentation,
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such as Bills of Lading. This lowers operating costs for businesses and the risk of fraud while accelerating
the digitalisation of cross-border trade processes thereby facilitating more efficient trade.

Title: Maritime Bills of Lading (Israel)
Short description:

A blockchain-based digital Bill of Lading extends the digital service that the International Port
Community Systems Association (IPCSA) provides to the maritime trade today. This blockchain solution
brings transparency and speed to the maritime trade.

Keywords:
FPort Community Systems, Supply Chain, Maritime trade, Bill of Lading
Abstract:

FPort Community System (PCS) operators are constantly seeking to promote aimore secure and pfficient
naritime trade process as well as a better service to the members of the community.

(One of the most important documents in the maritime trade process is the Bill of Lading (Bol]), which
is still a physical document. A BoL is a negotiable document issiled by a carrier (or his agent) to
gcknowledge receipt of cargo for shipment. BoL is one of three c1:ucfal documents used in interpational
frade to ensure that exporters receive payment and importers regeive the merchandise.

The IPCSA Blockchain based Digital BoL service will allow 9,1"1 those business process players to issue,
dpprove and endorse the BoL. 4

Title: Franchised Pharma Management (China)
$hort description:

Use of blockchain technology can guarantée the authenticity of the drugs and pharmdceutical
gquipment, and ensure the healthcare and safety of the people.

Keywords:
Drugs and Pharmaceutical Equipment traceability system, healthcare, hospital, medical institution,
government, logistics, Cust(}m\s, blockchain, 10T, GIS, Data authenticity

P

Abstract: Q

This DLT use case gstablishes a traceability and supervision system for a pharmaceutical supply-chain
management syst‘e}nf The blockchain-based system is created to effectively monitor franchisdd drugs
gnd pharma €guipment using real-time traceability, tracking inquiry and supervision thrpughout
the product Iifécycle. Important lifecycle processes include: application, approval, purchase, [storage,
transportzfplon, receiving and monitoring adverse reactions.

This¢sglution responds to public sector need and was sponsored by Bo'ao Special District Committee,
dinan Province, China, with the participation from State Food and Drug Administration, Qustoms,
PTovictat—Food—amnd DTUg Administration, Provincial Sanitary planming Comix oT, Provincial
Government and Medical institutions. Data incorporated includes drugs and pharmaceutical equipment
data, commercial use and approval data incorporated as on-chain data, to lend structure and depth to
on-chain provenance tracking.

This solution uses Internet of Things (IOT) equipment to replace manual input. On-chain data will
flow to all nodes on the blockchain in near real-time. The supervision system deployed at each node
queries traceability data across the nodes simultaneously to monitor and resolve any issues detected.
Use of blockchain technology can provide assurance of the authenticity of drugs and pharmaceutical
equipment and enhance the healthcare and safety of the people.

Title: Anti-counterfeit Pharma (India)
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Short description:

The platform created by Realmeds in India aims to provide end authenticity and integrity assurance for
pharma supply chain actors throughout the product life-cycle and accessible to end-user patients and
caregivers.

Keywords:

Pharma traceability, product authenticity, anti-counterfeit, healthcare, hospital, medical institution,
government, logistics, blockchain, IOT, GIS

Abstrack:

WHOI[ZY} and other renowned organisationsl22] have noted the global size of substandard of falsified
medical|products. FICCI reports that nearly 15 % to 20 % of medicines sold in India are fakel23.

N

As per studies, this costs the pharma industry more in revenue. This puts a very large pdpulation at ris
leading [to deaths or ineffective treatment of their disease. This is in spite of the fact that the pharm
industry has had track and trace systems for many years.

1=

9%

Blockchpin offers attributes for traceability and counterfeit solutions for pharma drugs where on on

side it protects the life of over a million people every year and on the otherside provides better brang
protection to manufacturers. R Y
S

The platform created by Realmeds in India aims to provide end~to end track & traceability with
elaborate anti-counterfeiting checks to ensure that medicines arb Authentic and are safety complianit
throughout the whole product lifecycle. The platform canalso be used at the point of administering and
at POS ih-store or online.

Title: IGP Traceability (Italy)
Short d¢scription:

This us¢ case represents a strategic solution in.the IGP Red Oranges supply chain management througl
a smartftraceability solution based on the bleckchain technology.

—

The solfition provided by the Red Orange Upgrading Green Economy (ROUGE) provides the certifiedl
and undhangeable history of the preduct. ROUGE supports the fight against fraud and forgery and it
guarantees transparency of transactions, security and resilience within the supply chain.

P

Keywor(ds: o

Food Supply Chain, Agrlcu[ture produced food fraud, Made in Italy Protection, Italian Manufacturing
Protectjon, Food com,E?n?es Food Service and Retail, Governments, Consumers, Farmers, Logistick
Transpqrency, Trace@bility, Security, Resilience, Customs, Export, Italian Sounding, 10T, GIS, Precision
Farming. \(“

Abstract: N\

The tr ce_afbility of agriculture produced food products to defend and support ‘Made in Italy
manufacturing responds to a growing demand for information and consumer confidence. The Red
Orange Upgrading Green Economy (ROUGE) is the new ally process to protect Sicilian citrus fruit
farming.

ROUGE makes it possible to guarantee fruit of excellence thanks to a technological label that tells
the origin, identity and characteristics of the product. ROUGE was conceived by AlmavivA with
the Consorzio IGP Arancia Rossa with a vision to offer product and consumer protection services to
member companies12],

ROUGE aims to offer efficient supply chain management across the entire value chain, between the
activities of producers, retailers and logistics operators. Within the supply chain, the companies
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involved will generate information flows able to affect the productivity by providing essential indicators

in the strategic choices of adoption by domestic and foreign markets.

Some main advantages are: eliminating fraud and forgery, simplification of bureaucratic requirements,
reduction of data imputation errors, improvement of control operations, transparency and traceability

of transactions, security and resilience.
Title: Universal Farm Compliance (Ireland)

Short description:

Universal Farm Compliance offers the farming sector secure, real-time farm compliance repor
thobile farm data collection on the fly.

Keywords:

Farm management, farm compliance, mobile data management, mobile edge computing, decen
data, digital identity management, process transparency, food value chain, public sector reforr
digital marketplace

Abstract:

Farm compliance processes, as in many other public sector processes, are ripe for digital transfoq
data integrity checking, anti-fraud practices and deadline drlwm interactions dominate the
public body relationship. .

N

For farmers, 'digital-first' raises problems of intermittent or'sparse internet access, divergent t
dkill levels and conflict around data ownership and privacy.

This use case offers offline-first mobile and edge.corputing solutions; low- friction interactior
intelligent data entry points and decentralised“data governance to effect appropriate KYQ
permissions and a novel farmer- first data ownership model that affords access to new revenue
tlo farmers using the system.

The EU is making strides to facilitate\public sector reform to enhance cohesion across the singl
narketplace. This use case exemplifies difficulties that exist in distributed governance contg
dpplies decentralised approaches.to resolving them.

\
With the added difficulty pfapplying digital solutions where connectivity can be limited the
dddresses concerns abo(c\access and performance for real- time farm management systems in 4

Title: International Waste Management System (Netherlands)
\
Short deSCI‘lptl\{1~

To reduce £ \(supervision costs related to European waste transportation, the Ministry wsg
gombinehjockchain technology with existing IT-systems. This way the inspection authori
dqutomate a significant portion of their tasks. This frees up knowledge and expertise for other inj
tiasks.that cannot be performed without human assistance (yet).

ring and

tralised
n, single

mation:
farmer/

bchnical

design,
, access
streams

e digital
xts and

Ise case
he wild.

inted to
ties can
portant

Keywords:
Government; Supply; Chain; IoT; Waste; Transportation; Contract; Atomization; and Regulator.

Abstract:

This use cases addresses 3 key business challenges to the cross-border waste management process,
with a blockchain solution applied with the Dutch and Belgium Governments, Inspection services and

waste disposal companies:

— Numerous stakeholders: Currently, multiple different government bodies supervise and authorize

the export, import, and transportation of company waste throughout the European Union.
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— EU regulation: The EU supervises various aspects of these processes such as granting permits,
notifying involved parties of waste transports, and scheduling random sample checks.

— Manual handling: Execution of steps in the process happens on paper forms in multiple languages.
Even the fax machine was still used to update the OVAM (Public Waste Agency of Flanders) in
Belgium.

This use cases provides a solution through:

— Automated permit check: By implementing LTO Network into the system to issue and verify the
permits, approval of the transportation request is automatic. Sharing data happens directly with
the[waste processor and authorities in case of cross-border transportation.

— Datpre-use: The transportation companies can use their smartphones to show their transportatios
documentation to the authorities in case of a random check. The inspectorate can derive’the datp
dirgctly from the LTO Network blockchain.

—

— Conhnecting systems: By digitizing the protocol that already existed on paper into,a 'Live Contract'
parties were able to connect their existing systems to LTO Network to communicate, share data angl
notlfications real-time.

This us¢ case helps solve the problem to automate business processes and’erust issues between wastg
disposal companies and Governments. The key stakeholders are the Du(éﬁ and Belgium governments,
inspectjon service and waste disposal companies. This use case uses Blockchain to share data i
a secur¢ way, making sure everyone involved looks at a single point of truth. It avoids unnecessary
e-mail, paper and saves time on waste management processes. </ <

—

6.4 Smart Energy use cases
Title: Cpoperative Energy Trading (Ireland)

Short d¢scription:

—

This usg case enables both individual consumers and their broader communities generating thei
own elefctricity to trade electricity back to'the Network Provider based on a cooperative model usin
blockchhin to record transactions.

Uy

\
The prqgject will demonstrate trading excess electrical energy generated by prosumers, wind ang
solar farms. The ability to document transactions using blockchain can help get support from relevanit
stakeholders and enable large s'}ale trading.

)

Keyworgds: -N\-
Energy,| Trading, Stgtecoin, Cooperative, Ireland, PV, Solar, Wind, Photovoltaic, Electricity, Battery
Storage] Disruptive~Technologies Innovation Fund, DTIF, Project 2040, IERC, International Energy

Researdh Centre,Pyndall National Institutel2], CENTS

>

Abstrack:

>
-~

The energy sector and more specifically the electricity marketTs at a pomnt for Significant transformation
from the traditional model of the last several decades. Distributed generation is emerging as a key
enabler to this change of the electricity market where new technologies including blockchain along
with the myriad renewable energy options are making a significant difference towards the goals of
decarbonisation.

With the predicted population growth in Ireland, there will be an increased demand for energy such
that even the most forward-looking integrated electricity market could struggle to cope.

This use case addresses how the combination of renewable energy generation and blockchain can
provide a key solution of this consumer-focused next generation electricity system in Ireland.
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To support a range of these Irish government initiatives and making the electricity sector more flexible
than ever before, the CENTS (Cooperative Energy Trading System) project is proposing to empower
both individual consumers and their broader communities for their own electricity generation. It will
provide a blockchain based platform for electricity trading between different communities which could
be one of the key disrupters of the Irish Electricity market. This project aims to set the benchmark for

other electricity markets across the world.
Title: Energy Trading (India)

Short description:

Transactive grid solutions that enable distributed energy generation and consumption
prosumers and integration of localized energy actors with centralized grid in a seamlessymann

Keywords:

2P Energy Trading, Demand Response, Flexibility Aggregator, Distribution Service Operator, V
(rid, Energy Sector, Smart Grids.

Abstract:

This use case based in India addresses how blockchain solutions can sentribute to the global elg
dystems as they move towards the 3D’s of Decarbonized, Decentra}izéd and Digitized forms of g

¢

problems. The customers are concerned about access to energy, cost of energy, grid reliabili
quality of services and lack of transparency. The grid epérators face challenges of high energ
Ipwer capacity utilization, grid congestion, inefficient.grid operations, vulnerability to grid hacl
inability to integrate increasing renewable energy into the grid. Sufficient tools are not always 3
tlo enable the grid operators to engage directly with customers.

The use case proposes an integrated energy’platform with service to multiple levels of stakd
from home owner level, community level, distribution utility level and the system operator leve

It includes two use cases to demonstrate 1) the peer to peer energy trading between prosumg
dgnergy community, and 2) how a ptility company can engage with end consumers in real time t}
IDemand Response or Flexibility event.

\

This use case is creati g\i\transactive energy grids applications for energy exchange a
management. Key stakeholders include the energy ecosystem (Power Utility, Renewable
producers, power trading companies and customers) to build and demonstrate our solution
quccessful POCs at qutlple levels.

Blockchain adtiz;esses the issues of trust, transparency, improves process efficiency in
dontracts, h@x transaction costs, and instant reconciliation of records among multiple ur
parties in re%ll time.

Title:'Renewable Energy Microgrids (Spain)

-~

among

bhicle to

pctricity
nergy.

urrently, the power sector customers and service prov1derSo are both struggling with a unlq:lie set of

y, poor
 losses,
king and
vailable

tholders
l.

rs in an
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through

Creating
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hatt docerintiagn:
oSt T

n
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A P2P internal market of energy between energy prosumers managed and governed with blockchain

technology linked to tokenised incentives to promote sustainable behaviour.

Keywords:

Prosumption, renewable energy, micro-grid, energy operator, P2P transactions, smart contracts,

reward token.

Abstract:
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This use case addresses a peer to peer internal market of energy between energy prosumers managed
and governed with blockchain technology linked to tokenised incentives to promote sustainable
behaviour.

The proposal is for a government-led blockchain project in Catalonia, Spain, to create a circular economy
of local solar communities to transact energy through self-management of renewable energy prosumer
micro-grids.

A government-led blockchain project for local solar communities to transact energy has extensions to
reward sustainable behaviour and energy- conscious choices. These extensions would allow for the
inclusiop of citizens who do not have solar panels and therefore are not part of a solar community. Thip
strategy of having the core use case (solar communities) extended towards complimentary strategiep
to reach out to the wider citizenship without exclusion is a key element for uptake and adoption gf
governrhent-led blockchain projects, and to deliver on sustainability goals.

=

Prosumr micro-grids can benefit from disintermediation if the grid is operated independently an
isolated| from the commercial network. Blockchain technology is used for self-management and self
governgnce of the micro-grid, through the contracting of the service and invoicing of’energy. By usin
Proof of Authority (PoA) algorithms, this use of the blockchain optimises procésses to reduce servic
costs anld adds transparency to the management of this shared resource.

A5 I

W

7 Use case overview and insights by category ~\

7.1 General V.

This do¢ument provides insights, trends and observations relevant to those designing and implementin
solutionls. By reviewing these insights, users will be ablé;to search this document for the relevant
classifidation to their sector and discover transferable skills to their blockchain requirements.

Uy

The use|case categories are:

— Trapsversal (related technologies), Figure*Z

— Horjizontal (attributes), Figure 8.

— Vertical (sector specific), Figurg\g. \

— Status (classified across a sgééérum of technical development phases) Figure 10.
— Unifed Nations sustair;gk:)lé development goals (SDGs), Figure 11.

Use casgs in the same/blisiness sector can share their different perspectives, which provides insightp
into regjional Varian(:g:}'in approach to global challenges, from supply chains to climate change, basedl
on theirjlocal markets and regulations.

The multiple-categories allow for use cases in different vertical sectors, to discover transferable
Horizor1tal attributes or Transversal related technologies.

~

In addition, an unexpected and useful outcome of the use case collaborative approach is the benefits of
the ‘network effect’ and ‘peer review’ processes, which led to collaboration of different problem spaces
and unexpected reuse of systems in other contexts; such as the cross-borders supply chain examples or
solutions for specific SDG goals.

Analysis on each category is covered in more detail below.
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7.2 Insights - transversal categories

Common ICT standardization
transversal categories

Cybersecurity / network
and information security

E-Infrastructures for
research

E-Privacy

Internet of Things

Accessibility of ICT prod
ucts and services

Cloud computing

Public sector information
and open data

Electronic identification,
trust services,

e-signatures, | ; , : , , : , , : , , :
O®) 5 10 15 20
C) Count of transversal category selection across 22 use cases

-

%\ Figure 7 — Transversal category overview
Analysis o QEse use case categories illustrates the importance of electronic identificatign, trust
ervices e-signatures. This category is present in every one of our use cases, and points to the

ase fo plementation via a unified, global infrastructure that would enable interoperabilitly, foster
ffiy@?ty and promote cooperation between different nations and regulatory regimes.

i S N 7 WL N

Pha vala Af ol ie cnecbns o d Ay dabs vngrance 1c thon cnnnnd highnct catngaeyg receosmsin the
THe—Toe—-o—pHoHe—Sectorana o peR—tataPprogamSI5Ste—SeeonaHEne St tate gory,Fecogit g

involvement of government programs in both leading and supporting blockchain ecosystems. Examples
include:

— ‘International Trade Transparency’ is derived for an open-source blockchain infrastructure for
certification developed by the Singapore Government for local and international businesses to build
on.

— ‘Renewable Energy Prosumer Micro-Grids’ is a blockchain component of a Catalonian Government
initiative based on tokenisation of a larger ecosystem of energy-efficient smart cities.

— ‘Property Records Management’ and ‘Student Records Management‘ use cases are supported on a
regional government level with a dedicated blockchain district in Telangana, Hyderabad, India.
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7.3 Insights - horizontal categories

Utility of blockchain
and DLT systems:
horizontal categories

Crypto assets and
tokenization

Governance

Automation

Identity management

Process optimization

Data provenance

: : I : : AN R : I : : I
I N N T N i T N\ N T T T T T
0 5 q@‘ 15 20
Count of horizontal cat%@'y selection across 22 use cases
\

Figure 8 — Horizox&@)category overview
O

: o SN :
In the Horizontal category, it is no surprise.that Data Provenance, Identity Management and Procesf
Optimigation are the most prominent bl ain attributes.

The Datia Provenance category includes-how supply chain use cases are being addressed from regiondl
perspectives to tackle global chal s of trade efficiencies and counterfeit risks.

w

— ‘Mafitime Bill of Lading el) includes an international commercial model, whereas Singapor
‘International Trade T arency’ provides a new government-backed national model.

— ‘Phgrma use cas V1de alternative perspectives of data provenance, where ‘Anti-Counterfeift
Pharma’ (India idersaproducttraceability for consumerand brand perspective and ‘Franchised

Pharma Sup anagement’ (China) considers efficiency across the whole product lifecycle. Thip

The Identity category includes blockchain as it is applied to individuals and entities, objects, things and
processes.

— ‘Data Accountability’ focuses on the management of privacy by individuals within the context of
European regulations, and ‘Self Sovereign Identity’ is a Cyprus-based use case to monetise identity
management.

— Other cases address the transfer of authenticated assets between individuals, objects and processes
in ‘Content Timestamp Verification’, ‘Student Records’ and ‘Property Records Management’.
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The Process Optimisation category covers many use cases, where blockchain initiatives are adapting to
grow and scale to serve international processes.

— ‘Franchised Pharma Supply Management’ (China) is scaling through consortia with other blockchain
systems.

These use cases illustrate the options of interoperability of multiple blockchains and off-chain systems.
In assessing the future impact of blockchain at an enterprise or global adoption, this category is
an example of addressing the non-functional requirements including scalability, availability and
performance.

7.4 Insights - vertical category

ISIC Economic
activity sections:
vertical categories

Human health and
social work
activities (Q)

Education (P)

Agriculture, forestry
and fishing (A)

Transportation
and storage (H)

Public administration and
defence; compulsory
social security (0)

.

Professional, scientific a
technical activities (M)

Water supplyga@f rage,

waste mana ent and
remediatign activities (E)

F@hl and insurance
ivities (K)
Q’ activities
EQ Information and
AS

communication (])

% I t T t T t T
Q 2 4 6

Count of vertical category selection across 22 use cases

Figure 9 — Vertical category overview

There is a spread of use cases across the Vertical categories, and many use-cases illustrate transferable
attributes to other economic sectors and learnings for both interoperability and governance in multiple
sectors that transact across regional and international jurisdictions.

The Financial and insurance category includes a spectrum of services.

— ‘Interbank Loan Reconciliation’ (China) uses blockchain to streamline the settlement time.
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— ‘Decentralized Charity Platform’ (the Republic of Korea) uses diverse decentralized technologies to

enh

ance traceability and autonomous service delivery in charitable donations.

— ‘Organised CHIT Funds’ (India), and addressing solutions for people without low fixed assets or
insufficient credit rating, whereas ‘Transparent Securitisation’ (Italy) and ‘Accounts Receivable’
(China) addresses the small businesses access to capital.

The Energy category use cases provide alternative perspectives of energy trading.

— ‘Renewable Energy Prosumer Grids’ (Spain) and ‘Cooperative Energy Trading’ (Ireland) focus on

the
pro

— Thd
bor

The Information and Communication category includes use cases across a range of (%@erent types of
data pr¢gvenance and authentication attributes. oy
— ‘Content Timestamp Verification’ (Netherlands) focus is copyright protecti&ﬁ?‘
— ‘Student Records’ (India) focus on education certification. %O
N

— ‘Data Accountability’ (EU) focus on EU smart contracts on privacy&hts.
— ‘Pension Process Optimisation’ (China). Q
The Prqfessional, Scientific and Technical Activities sector ludes a use case that could fit acrosg
multiple categories. ‘Anti-counterfeit Pharma’ (India) provides information and communication on
traceabllity to avoid fraud across the pharma supply ch%\,
7.5 Insights - status A\Q

Use case state \O

consumer and community transactions, while ‘Energy Trading’ (India) focuses on utility ?f/i
ducer trading. Qq/

‘International Waste Transportation Management System (Netherlands) describes@g’cross
Her process between multiple stakeholders in waste, regulations and logistics. @

overview:
status categories

A completed
trial or pilot

h integration with
current systems

In trial O@Bt
n d \?ﬁment or
éteproduction

In production/live

A major
reflects

28

implementation

Count of status category selection across 22 use cases

Figure 10 — Status category overview

ity of use cases in the ‘Status’ category are in productive implementation. The Status category
the stages or models of a use case, from initial concept to integration, and adoption within a
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community. In this way, use cases reflect the changing objectives from hypothesis to implementation

and learnings phases of a typical technology development process. The approach is to apply
market learnings to filter quickly into the standards development.

current

This document has included use cases ‘in development’ where they reflect new initiatives that will

drive future blockchain requirements.

— ‘Data Accountability’(EU) reflects the new European privacy regulations, such as GDPR, that impact

data traceability, on-chain and off-chain processing and storage.

systems that have delivered blockchain solutions that manage permits, data re-@e, nd r
connected systems. @

+ ‘Student Records’ (India) is implemented in regional Hyderabad, yet the@e case requi
serve a global demand for trust, authenticated education processes. oy

+ The Fintech and Smart Energy use cases in the Vertical category are&onstrating efficien
can apply across multiple sectors. O

identification and trust in charitable donations. (@)

+ The Pharma use cases have particular relevance due @e Covid-19 issues during the deve

of this document. N
N
7.6 Sustainable development goals (SDG,Q\%\Q)

N

UN SDG title
and reference no.

Life below water (SDG-14)

No poverty (SDG-1)

Life on land (SDG-1

Peace and justic ng
institution -16)

Affordable and clean e@ (SDG-7)

c1im%@non (SDG-13)
Redu@@nequality (SDG-10)

@ ality education (SDG-4)
Go&d?realth and well-being (SDG-3)

he ‘implemented’ use cases provide both inspiration, feedback and learnings for blockchainqg ers.

+ ‘International Waste Management Transport’ (Netherlands) illustrates cross-bo;ﬁg/transport

bal-time

rements

Fies that

+ ‘Decentralized Charity Platform’ (the Republic of Korea}\ lects the transferable igsues of

opment

% Sustainable cities and

communities (SDG-11)
Decent work and
economic growth (SDG-8)
Responsible consumption
and production (SDG-12)
Partnerships to achieve
the goal (SDG-17)
Industry, innovation and
infrastructure (SDG-9)

0 5 10 15
Count of UN SDGs selected across 22 use cases

Figure 11 — Sustainable development goals category overview
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Each use case provide the SDGs that are the most relevant to the business in question. In a number of
use cases, the societal benefit is a core business objective, including:

7.7 Insights - blockchain implementation types q/

Goals - Sustainability Cities/Affordable and Clean Energy/Climate Action includes the smart
energy focus with ‘Renewable Energy Prosumer Grids’ (Spain), ‘Cooperative Energy Trading’
(Ireland), ‘Energy Trading’ (India) and ‘International Waste Transportation Management System

(Netherlands)
Goals - Responsible Consumptlon and Productlon includes use cases focussed on food, ‘IGP
Traceabilit and pharma ‘Anti-Counterfeit

Pharma’ (India) “Franchised Pharma Supply Management’ (China) Goal - Quality Education incl
Student Records Management (India) and Education Certificate Provenance (Spain).

‘Trgnsparent Securitisation’ (Italy), Decentralized Charity Platform (the Republic of

gg,

Blockchain implementation type «Q‘

“‘*ﬁ

Goal - Reduce Inequality includes financial inclusion focus with ‘Organised Chit Fun{??fndla

Figure 12 describes the prevalence of types of blockchain implementati@n this document. Publi

blockchpins are deployed in 27 % of cases. More than 50 % of use cases de:

private,|permissioned blockchains and 18% on hybrid blockchains (18

Hybrid
18,2 %

Public
27,3 %

Private (-\®

545% ()7
O .

%@gure 12 — Blockchain implementation type

Blockchain imple@ﬁtation platforms

Figure 13 sh%@a count the blockchain implementations referenced in this document.
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7.8 Insights - open source
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ISO/TR 3242:2

LTO Network (hybrid) Hyperchain (public)
4,5 % 4,5 %
Algorand (public) Ethereum (public)
4,5 %

Saca](EJIchoTrust (private) 136%

9,1 %
Fisco Bcos (private)
4,5%

Luniverse (hybrid)
4,5%
Zebi Chain (private)

022(E)

4,5 %

9,1%

EOS/Telos (public)
4,5 %
Ethereum (hybrid)
9,1 %

Hyperledger (private)
27,3 %

Figure 13 — Blockchain implementation platforms

<
N

By assessing the Reference Architectures diagrams, the use cases'reflect new platforms including:

Algorand: ‘Transparent Securitisation’ uses Algorandfopits pure proof-of-stake (PPoS) prd
EOS/Telos: ‘Content Timestamp Verification’ uses EOS‘/Telos in smart contracts for timest3

EBSI: ‘Universal Farm Compliance’ describes the EU Blockchain Services Infrastructure ut
Hyperledger and Ethereum Besu client hybrid implementation.

FISCO BCOS: ‘Accounts Receivable’ and\‘Interbank Loan Reconciliation’ use FISCO BCOS,
open source blockchain private platform.

LTO Network: ‘Int Waste Managément Transport’ uses a sophisticated hybrid blockchain w
engine from LTO Network agameans of efficiently managing regulations in different count

Saca Echo Trust: a pis?ate blockchain implementation used by Neusoft Corporation
‘Franchised Pharma’-dsé case.

Luniverse: ‘Decefitralised Charity Platform’ uses Luniverse chain service based on PoA(
Authority) prp(ﬁEol for scalability and interoperability with other blockchain networks.

Zebi Cha\?\s a private blockchain implementation utilised in the Student Records Managen
case fro Hyderabad Blockchain District in India.

tocol
imps.
ilising a
China's
orkflow
ries.

in the

Proof of

hent use

ahd open

source software (0SS). ISO/IEC ]TC 1 looked into how ICT standards are used in Con]unctlon with
open source. By surveying national bodies and standards organizations that incorporate open source
software (0SS) into the development of standards, ISO/IEC]JTC 1 sought to identify and record examples
of these shared activities. Figure 14 describes the scenarios in which use case authors described their
engagement with open source software.

ISO/IEC JTC 1 requested that participants provide case studies or supplemental materials with or
following completion of the survey.
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0

eg A

pen source implementation
scenarios

Interoperability aspects
PI, Protocol, data structures

Reference implementation

(to show that a specification

is implementable)

Required part of a (1,
standardization deliverable (1/

Test suites, unit tests, etc. @C? ’

for functionality tests

Complementary to a (bq/
standardization deliverabe «Q‘
Other O
\%

0 2 8 10
Count of open source scenario selection across 1@ cases that reported on OSS status

Figure 14 — Open sourc&%cenarlos

O
Below afe the summarised responses deemed most wévant to use case authors who made submissiong
to this document. K\
N
Use Case title \1‘\' Open source comment

Accountfs Receivable FISCO-BCOS ac?&%lockcham MINIO as the file storage

JDK1.8 for,development language Node.js for web front-end

Docke(ﬁe running container
Renewaple Energy Micro- Forl@‘ﬁthereum network utilised to create our private network.
grids :
Transparent Securitisatio&&o\@eciﬁc parts of the code will be open-sourced (e.g. for design reasons, the smart

contract handling the token issuance and transfer).

8 Use

81 D

J CElSGé@EZa Provenance

aé&\ccountabnhty (European Union)

8.1.1

Categories

— Transversal category:

— 5.E

— 6.e-

lectronic identification, trust services, e-signatures,

Privacy.

— Horizontal category:

— 1. Identity Management,

32
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— 2. Data Provenance.

— Vertical category:

— ISIC Section, division, group and class =

— J-6311, Section | - Information and communication,

— 6311 - Data processing, hosting and related activities.

022(E)

J‘R‘ Susl—q-nahln r‘nvrnln?ment gnqlc ]\Tn

+ Status: 3. in development or pre-production, proof of concept implementation.

8.1.2 Summary
Long Description

The General Data Protection Regulation (GDPR) imposes new data protectioh requirements

These requirements consist of a single set of rules that have binding legal status and can be ¢
in all EU Member States. In light of these requirements, this use‘casfe proposes the use of a blo
hased approach to support data accountability and provenance tgacking.

4

This approach relies on the use of publicly auditable smar} ‘contracts deployed in a blockch
increase the transparency with respect to the access and‘isage of data. Smart contracts can be
gncode data usage policies and provenance tracking information in a privacy- friendly way.

'he proposed solution addresses a problem thatds-Currently not tackled by any other framew
he need for an automated and certified tool for data subjects to verify if data controllers/pr
re complying with their privacy preferences:

Q) et ]

2N

\Ithough the initial trigger of this solution was the GDPR, it goes beyond this scope and it is reld
mhany other use cases including, for example, regulations related to the handling of health infor

Business problem or opportunfify

\
The solution described in tifissuse case has the potential to improve transparency for users, in
frust when they are requit‘ed to provide personal data for processing.

Furthermore, the g.Oa.l‘ is to support regulatory compliance by data controllers and prq
donsidering the GDQR Finally, it also provides a systematic way for data controllers and data pr
tlo have access (\‘ehe data subject preferences.

q
§cope -

The scope is data accountability and provenance tracking using smart contracts when persona
given fo data controllers and data processors.

-~

on data

dontrollers and processors with respect to the processing of European Union (EU) residents’ data.

nforced
rkchain-

ain that
used to

ork, i.e.
cessors

vant for
mation.

‘reasing

cessors
cessors

| data is

ie objective 15 to Improve transparency and auditability from a data subject point of View, allo
blockchain-based informed consent and withdrawing.

The use case applies in any context where personal data about a subject is accessed by entities
the role of a data controller or data processor.

Objective

Improve user control and transparency with respect to the processing of their personal data.

wing for

playing

Provide a mechanism to enable data controllers and processors to prove they have the right/consent

from users to process their data.
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Stakeholders

— Data Subject (human user), the owner of the data

— Data Controller, the entity accessing data in order to provide service

— Data Processor, the entity processing data on behalf of the data controller

— Service Provider, the entity responsible for building and maintaining the distributed digital

— infn

Predict]

A more
and moj

Why di

In tradifional centralized ledgers data subjects have no easy way to audit and verify the following

concern|
a) the

b) how

8.1.3
Functid

— Dat
con

— Dat
pro

Visuali

— Sys

O v roreoororoticcritrrr oot vt tror rrrrorc it

ed outcomes

transparent way for users to see how their data is being processed leading to increased trusft
e business opportunities for data controllers/processors.

stributed ledger technology?

)

S
set of data accessed by data controllers and processors and p

 the provided data is being used. o

User requirements

nal requirements

9%

h subjects create smart contracts that take intd.account their privacy preferences (data usag
fract).

h controllers and processors check the data usage contracts to verify if they are allowed to use
ress the data according to the activity they are about to perform.

yations: Figures 15 to 19. AN

tem view architecture %
M\
~\
\
Gy
~\~
.sﬂ
\( ~
N
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D. User systems: Web app interfaces

C: Admin Systems

. X . Wallet required to transfer transaction fee.
Service Provider - system admin

On the Ethereum blockchain this is called
DLT Administrators / ‘Gas’.
Operators Users
B. Non-DLT systems:

ff-chai
Off-chain data storage and Admin Apps
management.

User Apps

Admin System

User System
Data Controller:

Store and transfer data

Data Processor: . Node B
Store /use / transform / transfe Admin API | WereANal
[T
Ledger Event Transaction i
<data structure> Distribution System CeyPLoB SR ites m—l
Non-DLT App ) | = l
B (=) % ©
< o »
= State Consensus Access 55 Select Public DLT Node C
M; M. T B M. -
Off-Ledger % 23 etwork
Data g 3
E A~ Smart - DNE!
Contract Membership ®
Services Data St
Non-DLT Secure Runtime a orage Public DLT
Systems ] aNe
Node A -
User Node/
N\ Node D
A
¢ (\Y 8 Z: Proof of concept was
\\ implemented on the Ethereunj public
Nt blockchain. The use case coulq be
{ implemented on any BDLT
/ infrastructure.

Figure 15 — System view architectutte: Data accountability (EC)

— Data flow model

Reference Architecture: presents the high-level architecture of the data accountability and pro
fracking model proposed in this use casé€.

In this architecture, three main entities are depicted following the GDPR terminology: the Data
the Data Controller, and the Data\Processor.

N\
1 When the Subject subsctibes with a Controller, which is typically the role of a data controlle
processor, it createssa policy-based data usage contract (controller contract) specifying con|
on the usage and_re_aﬁ'stribution of any data obtained explicitly or implicitly by the controllg

addresses Ql:'b?rth date.

+ Implici:gd»ata is any data acquired automatically, for example, sensor data from 10T devicg
envitenment surrounding the subject, data acquired by apps installed in mobile devices
server log files registering details of the network interactions between subject and ca

“services (e.g. IP addresses).

venance

Subject,

" or data
straints
BT

-+ Explicit data L&Eﬁy data provided directly through interactions with the subject such as thie e-mail

s in the
or even
ntroller

~

— The contract in this model acts as a data provenance tracker, policy evaluation entity, and event
logger that allows the subject to easily check all data transfers and usage transactions providing
assurance that only transactions conforming to the contract policies are authorized and registered

in the blockchain
— The Blockchain-based Virtual Machine is deployed and maintained by a service provider.

Data flow analysis
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Identify the data flows triggered by the data-related operations of each stakeholder:

i) Stakeholders: Data subject (user), Data controller, Data processor and Service provider.
ii) Type of data flow (categories A- Z) - Data type: User Data / Data flow type D - between user app and DLT system.

A: between 2 separate DLT systems when they interoperate

B: between a DLT system and non-DLT systems connected to it
C: between administration applications and a DLT system

D: between user applications and a DLT system

Z: within and between the nodes of the DLT system

D. User systems:
Data subject:
(1) subscribe

(2) create data usage contract

Web app interfaces

(3) transfer data to Controller

) Data controllers + processors:
C. Admin system: .
A N . (1) view data usage contract.
Service Provider Currently EC Joint
. (2) record data transfer to Processor
Research Centre. In the future this
may be a public authority or other .
d Wallet required to transfer Gas - the cost\of
provi Ier. transacting on the Ethereum blockchain
(1) Build system
(2) Admin system
B. Non-DLT systems: Admin system User system
Off-chain flata storage and BT
managempgnt. . w /
Non- DLT A B
Data Controller: systems % NY
(1) Store dlata G\\
(2) transfer data B Q |
DLT Node A - Ethereum .
Data Progessor: public blockchai Q Public Networl
(1) Store ¢lata n\\
(2) use / fransform / transfer 5\0‘
data \’\@_
' A
)
Figure 16 — Data(flow analysis: Data accountability (EC)
\
. 0N
— Behavioural UML S
”~
. \
Use casfe diagram I
(O
The diagram below show's,\sﬁe information flow between the entities and contracts.
— Dath Subject: Peqséh. Creates data usage contract and provides data to the system.
>
2\
\ ) . . . o
— Datp Contreler: Organisation. Data controllers agree and check data usage contracts to verify if
they are allowed to use/process the data according to the activity they are about to perform.
— Dath Brocessor: Organisation. Data processors agree and check data usage contracts to verify if

they are allowed to use/process the data according to the activity they are about to perform

36
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0
A

Data controller

S
\9 .
2
$®
9%

Data prqeﬁbéor
D
Figure 17 — Use case diagram: Data accountab\lg? (EQ)

O
2

Blockchain/DLT

Create data usage
smart contract

Check if usage is allowed
in smart contract

Data subject

Use case interaction diagram

L
S —— )
i ' Subscribe Q
: Data : Data /@wfer Data B
i | subject | | Transfer controller %‘( data processor :
e 1 data ‘\Q‘. !
: Store @ Store !
i :' """""" (ﬁi'o i data '""""“: i
Do > | A | i
1 1 </ 1 1 |
L Database ! Database i | Use
Create ! ! i i . data
U ; —
vov : v v
Data usag
contra
Create new contract

Q‘Q Blockchain-based virtual machine

Figure 18 — Interaction diagram: Data accountability (EC)

(7
!
D

Py
ey ey

A smart contract is defined including the list of personal data hashes accessed by data controller and
processors in real-time, and the encoded usage control policy specifying the privacy preferences of the
data subject stating how his/her data can be used.

The sequence diagram shows the interactions between the entities and contracts.

— The subject subscribes with the data controller, creates the custom contract for this controller
regulating the use of his/her data, and transfers the data to the controller.
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— For each new established contract, the subject uses a new blockchain address to prevent the ability
to link the contracts established with each controller, requiring the subject to maintain a list of all
addresses used and the respective nonce established with each controller or processor.

— After creating the contract, the subject transfers the data to the controller.

Data Data Controller Data Process or
subject controller contract processor contract
T Subscribe | I | l
q Create usage ! l !
! I
| Data | contract i |
transfer Data usage | )
— . | I
event (tentative) | | |
|
__________________ !
Enforcement | i
! I
Data transferevent E |
— - |
(tentative) L e\ |
K - — — ] | N |
R
| _Transfer | |  Enforcement | o i
event ] Data % E !
|| New i transfer i
! - - t |
New i identity | i
. . - ! : !
identity | Create usage ! i
1 1 > |
i contract | L
L |
B I : Data usage
| | | Tev

event (tentative)

Figure 19 — Se\quence diagram: Data accountability (EC)

N\

Securitl, privacy and identit;(n\ianagement

Privacylissues are very relevant since fingerprints of the personal data and the usage control policie
are storgd in a public blogkchain.

1°2]

—

The use|case propost\Q{ privacy-friendly way of encoding both data and policies that is still meaningfuy
for audifability purposes.

The only thingthat can be learned is the structure of the policy specified by data subjects and no detailp
about the data or restricted activities that data processors and controllers can perform.

~

Data subjects create smart contracts using different identities, in order to prevent processors from
learning and linking multiple data processing activities related to the same subject.

However, if controllers and processors collude, they could be able to learn the subject identity across
processing activities.

Pre and post conditions

Pre-conditions: Subjects provide data to controllers and processors and have no auditable way of
verifying how their data is being processed, stored, and redistributed. In case of privacy violations
reported by subjects, controllers and processors are able to prove the data is stored and processed
according to the subjects’ privacy requirements.
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Post conditions: Smart contracts can be used as an auditable way of encoding data provenance
information and privacy requirements to enable subjects to evaluate who has accessed their data and
the conditions for storage, processing, and redistribution of the data. In case subjects believe their
privacy requirements are not being fulfilled, they can revoke data access and usage rights using the
blockchain. This provides a mechanism for legal compliance in the face of the new EU General Data
Protection Regulation (GDPR).

Since in public blockchains the smart contracts are readable by anyone, the data provenance and
accountability information is encoded in a privacy friendly way.

tlon-functional requirements

public blockchain infrastructures (service provider) scalability is an issue consideringithe arhount of
data accessed, stored, and processed by many data controllers and processors.

This approach can be more viable considering only very sensitive data in loweryolumes, for gxample,
nedical records.

The transaction latency is not particularly important, since the objective-is to have proofs thaf will be
g¢hecked after the data was exchanged.

Since the solution is very generic and can be applied in many-, sdifferent scenarios, the |specific
performance requirements will depend on the specific scenario. &

For example, the solution could be used to record all data<collected and exchanged by IoT|devices
yith cloud services. In such high volume scenarios the spkition proposed would need to be pdapted
tlo consider transfer of 10T data for particular periods without considering each specific data instance
¢xchanged since it would become unfeasible due to the high overhead in the blockchain. In this sense,
particular performance specs need to be analysed.@n a case-by-case basis also considering the[specific
blockchain technology adopted.

8.1.4 Force field analysis
Legal considerations

The use case aims notes the regiénal legal requirements General Data Protection Regulation (GDPR).
. N\
Risk: N

™\

~\
calability is probably an/issue and might need to be investigated further considering the pgrticular
cenario where the sdlution is deployed and applied.

n_ oo

»

A o e : .
From a user perspective, risk is related to the usability since privacy preferences must be en¢oded in
d blockchain executable format. Therefore, a user-friendly interface and approach will guarantee wide
yser adoptign.
\ Y

The legal validity/binding effect of blockchain contracts can be an issue in case data dubjects,
processors, and controllers fall within different jurisdictions. This is not the case of the GDPR but it can
Béthe case if the solution is applied to other scenarios involving countries with different legisldtions.

Other information:

A rating/score of the data processor is based on the number of abiding or violations of the data subject
preferences, or from complaints from the data subject. This will lead to an increase in trustworthiness
of the system for new subscribers.

Further information: European Commission Joint Research Centrel19]
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8.2 Property Record Management System (PRMS) (India)

8.2.1 Categories

8.2.2
Long de

The blg
transac

Transversal Category:

a)
b)

Cloud computing

Public sector information and open data

c)
d)
Hor

Veri

Sta

a)
b)

Cybersecurity / network and information security
Electronic identification, trust services, e-signatures
izontal Category:

Identity Management

Data Provenance

Governance and DAOs

Crypto Infrastructure N
N\
tical Category: X,
N
[SIC Section, division, group and class = 0-8413 <

Section O: Public administration and defence; compulsory social security. 841 - Administratio]
of the State and the economic and social policy of the community

8413 - Regulation of and contribution to moreefficient operation of businesses
Sustainable development goals:
GOAL 9: Industry, Innovation and Infrastructure

GOAL 17: Partnerships to achie\'fé the Goal

\
N

\

fus: 4
~\
in trial or pilot ~

. . N
an integration with-Ccurrent systems
&)

-~

Summary _ <~
o~
~\(
scriptiony

>

ckchain based Property Record Management System (PRMS) stores property registratiol

=J

iox details in the blockchain in time sequenced fashion

The registration process has two phases:

a)

b)

Pre-registration (Checkslip): check slip transaction captures and stores details namely buyer, seller

and

property attributes

Regular Document Generation: fingerprints are endorsed on the last page of the sale deed and a
regular document number is assigned

The implemented PRMS system captures check slip and regular document transaction details and
stores a hash in the blockchain.

40
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The implemented PRMS system pulls the near real time checkslip transaction and regular document

transaction details at regular intervals of time and stores them in the blockchain.

For high-value immovable property, accurate title (evidence of ownership) records will identify the

current owner and provides a proof that the user is indeed the owner. These accurate title
provide numerous advantages such as:

a) protect owners' rights

b) resolve disputes

records

d) assures that the ownership is correctly transferred to a new owner after sale
d) reliable encumbrance search

Benefits of using Blockchain-based Property Record Management System are:

d) Improved transparency

B) Prevent fraud

d) Trustestablishment with citizens

N

The PRMS is in pilot and is designed and developed by C-DAC Hyaé'rabad and is supported b

department, NIC & Stamps and Registration departments of Tgla?igana State Government.
N

/

Business problem or opportunity v

b

Key business problems include double registrationsproducing fake documents for registrat
insider attack / traditional database-related attagks are the most common frauds in the
property registration system. This use case is anepportunity of integrating the blockchain tec
Wwith the existing property registration management system for improving the trust, securif]
dystem and to address the above mentioned\ssues.

Advantages for a Property Registration‘application include:

— Immutability AN
No property record transactibn can be tampered or deleted post execution on the blockchain.

Fraudulent overtaking o{a\property will be significantly difficult and will leave an audit trail in
dttempt is made. (

— Trustworthy_&\ttansparent system

Property hist@ and single source of truth from shared ledger ensures trustworthiness.
~ (\
Users canview the relevant information ensuring privacy.

+ Hbig'h availability and resistant to malware attacks

y ITE&C

ion and
existing
hnology
y of the

case an

Due o the decentralized Networks, blockchain does Not Nave a Central point of faifure and is be
to withstand malicious attacks.

— Reliable encumbrance search
Ease to track a property to its origin.
Scope

The scope of the application is to store the registration details, verify the title ownership and
reliable encumbrance search from the transactions stored on blockchain.
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This is implemented in India by integrating with the existing workflow and application of the Telangana
State Government. It is piloted for Shamshabad district.

Though

the workflow differs from state to state, it can be implemented and customised for other states.

Objective

The objectives of the developed application are to provide:

— Verification details of the owner from Blockchain ledger before checkslip is generated at the SRO

— SR( and citizens can verify the encumbrance search details from tamper evident Blockchain ledger
without any manual intervention

Stakeholders

Key stakeholders include:

— SR{/Property Registrar

— Revienue Department

— Surpey and Settlement Department )

— Citigens .:\\

— Othler departments namely municipalities, etc. D)

PRMS i3 designed and developed by C-DAC Hyderabad and.is>supported by Information Technology,

Electromics and Communications (ITE&C) departmernt, National Informatics Centre (NIC) & Stampf

and Registration departments of Telangana State Government. This activity is funded by the Ministry

of Electfonics and Information Technology (MeitY), Gevernment of India.

Domain| expertise, property records data of Shamshabad district are provided by the governmenit

departments and the Blockchain-based systemxis’implemented by the C-DAC team.

Predict]
Feature

— Ver
SR(

— SRA
evid
sing

Technol

— Loo

ed outcomes
5 of the PRMS (user perspective):
[N

fication details of the owher from the Blockchain ledger before a check slip is generated at th
/Property Registrarlto\avoid double registration and fake document registration.

w

/Property Regis-tﬁa'; and citizens can verify the encumbrance search details from tamper
lent Blockchain 'k?dger. It also provides assurance since the information is retrieved from a

tle source of ¢with.

X
pgy perspgctive:

sely go'upled architecture for easy integration with the existing workflow. This also facilitatep

the

addition of components and stakeholders in the future.

— Solution is designed, implemented and pilot deployed to demonstrate the applicability of Blockchain
technology for property registration.

— Standard REST APIs for accessing the application (this will allow integration with any other

app

lications, departments or stakeholders).

Why distributed ledger technology?

This use case is based on leveraging blockchain to provide trust in the ecosystem of Property Record
Management System, involving multiple stakeholders, enabling transparent and tamper-evident
property records that are resilient to internal attacks, fake document creation problems and double
selling scenarios.

42
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— SRO/Property Registrar - expects to avail the benefits of reliable encumbrance search and verifying
the owner details from Blockchain based PRMS whenever there is a request for change of ownership.

— C(itizen - expects to avail the benefit of reliable encumbrance search from Blockchain based PRMS.

— Existing system - captures the complete registration process and provides the identified and

Signiricant property detalls to the DIOCKCNaln based FRIVIS througn web services.

-+ Blockchain based solution provider - expects the availability of Web Services from the*Data Source
entity (existing system).
§mart contacts
Furpose and Role of smart contract(s) within the PRMS (India)
Type Purpose Smart contract
Read (R) For querying the property details  [querypropertyByRegDoc
based on regular document numbetAy
and year « N
Write (W) For recording the details of Che‘cﬁ recordCheckslip
slip transaction in the Blo¢kghain
Write(W) For recording the regular‘d‘(')cument recordRegDoc
number details to the'Blockchain
Read(R) For fetching the encumbrance getFlistoryForRegDoc
search details from the Blockchain
based on thewegular document
number andyyear
Write (W) ~ initLedger
Visualizations: Figures 20 to 24 .
+ Reference architecture
N\
~O
AN
5
:\(‘
~\(
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D: User systems:
Property Registrar - On-chain
Property records mgt

C: Admin System: User (verifier):
DLT Service Provider Via DLT web -service API- Read
DLT Administrators only
Admin Apps User Apps
Admin System User System

B. Non-DLT Systems:
Telangand Govt.
Existing prpperty record mgt sys.

Admin API [

| UserAPI |_

Access
Management Consenfus
Mechanism
Non-DLT App e— o
&
E Contract : Ev_ent_ _ 5
i . Distribution g e
g Secure Runtime E5
% g8
3 g
= 7 g
Transaction State 5
System Management 4

Non-DLT Systems

DLT ﬁ% = Z: Project Partners
‘ | Hyperled a l‘lC/ running nodes

QQ e 1xService Provider and

e 3 xother entities nominated
by th eSP.
0\\. e Research consortium

e (Containerized nodes

<
Figure 20 — System view arg’@cture: PRMS (India)
¥
O
Servicqg Provider. \b\'
“O

ii) Typ¢ of data flow (categories A - Z) C)\\ PRMS DLT svst. bt
system objectives::

» Protect owners' rights
» Resolve disputes

— Datja flow model

A: betweern] 2 separate DLT systems when they interoperate *

B: betweer] a DLT system and non-DLT systems conne it .
C: betweer] administration applications and a DLT s: ° Ass.ure ownership is correctly transferred after sale
D: betweer] user applications and a DLT system g) * Reliable encumbrance search
Z: within apd between the nodes of the DLT systel
6 N D. User systems:
% C. Admin system: Property Registrar - On-chain
q)\ DLT Service provider: Property records mgt
DLT Administrators
Q User (verifier):
Q‘ Via DLT web-service API - Read

B Non DT ystems ) (e | [ e |07 £
Property Regi @m. c -

e Proper ership data Non-DLT

. Sell(tr, er identity systems - ~

verlmcatiorn
o Change of ownership DLT Node 1 -
Hyperledger Fabric Private Network

Figure 21 — Data flow analysis: PRMS (India)
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<<extend>> <<include>>

Checkslip
verification

; PRMS REST <<include>> —
.~ server

Blockchain
ledger

roperty registrar

<<extend>> <<include>>
~~( ECsearch

N

Figure 22 — Use case diagram: PRMS (India)

Interaction diagram

Sending
live transaction
details

> N\

N Checkslip and
= Regdoc details

Web
services

Property
registrar

Existing
application

Transaction
details

A

Process
the details

»
> <«

application

/'\‘

(

Checkslip/EC search

Figure 23 — Interaction diagram: PRMS (India)

Va
Sequence diagram , _\
Cy”
~ N\~
.»ﬂ

-

:\(‘
\X

/

Pulliﬁg near real time

Smart
contract

Stores
the details

Blpckchain
ledger
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Web services Blockchain Network
izoiil;?; II:RN{iSCZZian from existing PRgLSW}Z]iST (Endorse, validate
& PP application and commit) Blockchain
| ledger
l l l l !
| | I 1.Request to pull the live | : |
: : : transaction details : : :
| | | |
: : 3. Invoke chaincode : Endorse. Sign :
! ! > > I
: ! ! 2. Details are pulled and orders the !
J rdIirsdttiivlls
| | | T ™ |
: : : : | 4. Updates the ledger : 7
| | | | e
| | | | |_|
l l l i . — .
| | | 5. Get the transaction ID : |
| | | | | |
l l l l ! l
I I I I ! I
I I I I \ I
I I I I ! I
I I I I ! I
I I . I I ! I
| | 2.Checkslip | | | |
: : verification/ : : : :
i | 1.Login 1 EC search I I ) Al I
| | — 3. Query chaincode (=t 4. Query Ledger
n | ) i) ]
: | : 5. Send the details 7 5.Sendthe deta@ T 5. Send the details |
| | | | < | |
: : : : T :
I I I I , ! I
| | | I |
| | | 1 v ! |
Key

[
[

Securit

SR(
accy

As 1
rold

Aut
and|

:l blockchain based application

:l existing application of telangana state govt.

Figure 24 — Séquence diagram: PRMS (India)

\
y, privacy and identity n&:ﬁlagement

’s Authentication cr_ed_é‘ntials are created by the PRMS and is checked every time someong
bsses the system €~

- »

he designed aQE)'h%ation is a permissioned Blockchain, privacy is applicable based on the usef
S &

N
horizationand authentication are enforced across the Blockchain stack,i.e.nodes, smart contradt
application layer

Asi

L iS4 permissioned Blockchain, addition of nodes / users are created in a controlled environmenit

with granular permissions

Membership services is provided using standard public key cryptography mechanism

Pre and post conditions

46

Use

case assumes thatintegration points are available from existing application and that the system

will get real time transactions from the existing application

SRO will be enabled with the User Interface using which they can directly retrieve the details from
Blockchain and verify them
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Non-functional requirements

Data from 2008 to 2018 for Shamshabad district is migrated to blockchain ledger
Web services are used to pull the near real time transactions.
For the Telangana State, 15,32,980 transactions have taken place in the year 2018

It was observed that 0,15 transactions happen per sec

022(E)

erations

(Qther information:

f‘nvwnnf p]l‘\l‘l’f‘]’\'\!“ kf\car] svuctam hwnxnr]no L} i—]r\vnnn—]nnnf— an\hnwnvlmnfn]xr 1 n tnc an ‘AI"‘I"O FaVal
Sy ot pr P orapproxater Y TP opP

and 12 tps for read operations (tps: transactions per second)

8.2.4 Force field analysis

Legal considerations

4d) How to include e-stamp into the system to make it a complete ecosystént. Ref: e-Stamps| service
from Telangana State Government(28]

B) Currently PRMS is integrated with the existing application. If the-technology is adopted to|develop
a solution from scratch, legal aspects are an additional consideration.

Risk: S

If the solution is extended by automating the agreemignts and on-boarding all the stak¢holders
(banks, insurance agencies etc.,) it helps to prevent fraud but requires amendmentg to the

supporting registration acts.

Scalability is still to be tested as BCT is in itsmascent stage as there are limited applications in the

production.

On boarding all the stakeholders from'various departments to have a unified implementation is a

big challenge.

A unique identity is required fof.every property. In the present implementation it is derivgd based

on Property details. A suitable mechanism is required considering several parameters one
could include the latitude.and longitude.
N

~O
&

(entre for De\{é}epment of Advanced Computing[2Z]

Telangan@ ¢ State Government[28],

>

T.BA Student records management system (SRMS) India

bf which

The PRMS programme was initiated in 2017s with funding by the Ministry of Electronics and
Information Techn&[@gy (MeitY), Government of India. Further information:

8.3.1 Categories

Transversal Category

2. Public sector information and open data

5. Electronic identification, trust services, e-signatures

Horizontal Category

1. Identity Management

2. Data Provenance

© IS0 2022 - All rights reserved
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Vertical Category

— ISICSection]-6311: Information and Communication. Data processing, hosting and related activities.
(p55)

UN Sustainability Goals
— List text. GOAL 4: Quality Education
— GOAL 8: Decent Work and Economic Growth

— GOAL 9: Industry, Innovation and Infrastructure
— GOAL 16: Peace and Justice Strong Institutions

Status: a4 completed trial or pilot

8.3.2 [Summary
Long d¢scription

Academiic certificates of students are used as supporting documents on\ several occasions by th

9%

studentp: for example, admission to other educational institutions, proof of date of birth, proof df
credentjals when joining an employer. Q)

An academic record is a selection criterion in many places, so thete)is a huge motivation for maliciouf
players [to tamper with the database of the issuing system t¢ alter the data to favour someong.
Potentiglly, tampering with the database could lead to a student getting a falsified certificate.

Technichlly non-blockchain systems are vulnerable to tamipering by system administrators who hav
the sup¢ruser password, and access to delete the audititrail logs to erase all traces of tampering.

w

A couplg of such incidents bring disrepute to the\institute and scepticism over the dependability of
certificqtes of that institute. This impacts the ether innocent alumni of the institute as well.

Using the blockchain to record the académic certificate’s data immediately after their generatiol
gives pijotection from such fraud. The trust in the institutes’ certificates increases once its storage i

blockchhin. \
N

Vi =

Data sharing among departments. of government, among educational institutes are also facilitated by
each of them hosting a node. .

Business problem or opg'é?'tunity

The SSC|board certifiodeé is used as a source of truth for grade 10 scores, proof of date of birth, paternit
authentjcation, etciby the student. If that data is tampered with it affects several parties adversely. Th
data shqring speeds up several activities/approvals in government. The Indian regional Government g
Telangapa spetted the opportunity to fix this problem and is funding this initiative.

~

=1

>
-~

Scope | *

The potential of this solution is independent of geographic constraints and parameters. This use case
was developed for the Education Sector and can be adapted to all industry sectors where immutability
of documented information is expected.

Objective

The objective is to get rid of the problem of data tampering of certificate systems, which will facilitate
trust in data sharing between different government departments or educational institutes.

Stakeholders
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SSC Students, SSC Board, Private and Government Institutions to whom the student submits the
document as a supporting document.

Predicted outcomes

Reduced fraud in education certification, increased confidence, process optimization in inter-
departmental communications

Why distributed ledger technology?

1.3.3 User requirements

unctional requirements

Visualizations: Figures 25 to 29

Telangana SSC Board Student Records and the use of blockchain

tisttext DET rakes the data immmmutabte {tamper-proof Jwithr its techiques of camutative
and decentralization.

Being a DLT, it enables data sharing (with access controls) among the different node
departments/educational institutions.

SSC student: system stores his academic certificate data and makes it immutable.
\

SSC board: regular data transfer from existing non- blockcham s’ystem into this blockchain

Certificate verification seeker: convenient way to verify authenUaty of certificates submit]
candidate as supporting document. \/

Smart contracts to inform and alert relevant stakehslders on any form of tampering of recq

Reference architecture

hashing

hosting

module.

ted by a

rds.
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Non-DLT Systems:

University
Regular student records mgt sys.

User (data subject):
Consent to the verifier to query their

student data from service provider.

Off-line businesspracess No evidence

Admin System:
Service Provider
DLT Administrators

Admin Apps

Admin System

| ——

User systems:

Service Provider:

Certifying authority - On-chain
Student records mgt

User (verifier):
Via DLT web-service API

User Apps

Note: System developer:
User System Zebi offer both public and

private blockchain platforms.
Here the private solution is

of consent furrently required.

Audit trail pf queries maintained by SP.

Non-DLT ERP App

Non-DLT Systems

— Datja flow model

Telangaha SSC Board Student Records and the

External I/F

Admin API |

Secure Runtime

access.

swwo)
9POWIaU] AINIAS

Project Partners:
running nodes

e 1x Service Provider and
e 3 xother entities
nominated by the SP.

50
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i) Stakeholders: Certifying authority (service provider), Student - data subject and consent provider, Verifier (user).

ii) Type of data flow (categories A- Z)

A: between 2 separate DLT systems when they interoperate

B: between a DLT system and non-DLT systems connected to it
C: between administration applications and a DLT system

D: between user applications and a DLT system

Z: within and between the nodes of the DLT system

Note: The content of the Student Certificate is recorded on-chain. Certification authority maintains custody of the student information

D. User systems:

C. Admin system: Service Provider:

Service provider:

B. Non-DLT systems: - ;
Certifying authority IT Dept Student recards mat

University system: /.

e Student academic data . User (verifier):

o Certification Admin system User system vialDLT web-service API

e Results

e Data integrity check C ' p -\

e Approval Non- DLT | N,

systems

> A N

o

[=]

User (data subject): DLT Node A -
Consent to the verifier to B
query their s.tudent data from Zebi C Q Private Network
service provider. Proprietary-Enterprise
Bl ain
o
—Z

Figure 26,— Data flow analysis: SRMS (India)

4+ Behavioural UML A\

N
Use Case diagram C >

Telangana SSC Board-Student Records and the use of blockchain

D
&

~\(

in order to maintain a real world identity link. Immutability and tamper-resistance are the important blockchain features relied

Certifying aathority - On-chain

Node B

No

fle C

e D
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Sequen|

Telanga

Data subject
(Student)

USE CASE DIAGRAM

Conduct
exam
Participate in
exam

. —§
111

Service
provider

ce diagram

ha SSC Board Student Records and the use

TSSC board
Student
performance
Store results
in DLT
N q,b‘
Fe Lo
Data veri
Maintain orga@lon
query audit
trial Q 6\
Figure 27 — Use case diagrang'\ S (India)
<
$
lockchain
xO
\b Service
Sl C}\() provider
N |
NN
\\ Enroll i

Response (roll number)

Participate in exams

Examination results

52

Figure 28 — Sequence diagram: SRMS (India) - Enrol student
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Service provider

Verificati
Verifier erification DL
system

Y |
|
Request records |

»
»

Fwd: Record request

v

Verification response

Figure 29 — Sequence diagram: SRMS (India) - Verify record

Security, privacy and identity management: -\

There are various security features of authentication, authorizﬁittion (role-based access contj
https (TLS) mode of transfer. W

N
'his also safeguards the privacy of the student because héxe the verification requestor directly i

§
with blockchain system for verification as opposed tq traditional way of engaging a background
gnd the certificate copies passing through multiple hands.

Ire and post conditions:
reconditions

+ fully automated method of transferring historic data from existing system's RDBMS into bld
without any human handling or¢he chance for tampering en-route.

(

+ the multiple blockchain n{)dés to be spread across different custodians.

)

Post conditions o v,

\
1 queries on the portal of the departments retrieve and display data from blockchain storagej
from the non:k@pkchain RDBMS.

A
— the non—lz?}gk?hain RDBMS storage can be totally removed to avoid data duplication.

Non-functignal requirements:

/

+ Thesystem handles volumes of 500,000 students’ certificate data per year.

022(E)

ol), and

hteracts
verifier

ckchain

and not

+7High Availability: being a DLT the new system doesn't have a single point of failure anld hence

resilient.

— Quick responses to queries.

8.3.4 Force field analysis
Legal considerations:

At present, there is no additional legal protection for data stored on blockchain vs data stored

on non-

blockchain system. Source of truth in event of inquiry is the response from the department. Of course,

the department would provide the response by querying on blockchain.

© IS0 2022 - All rights reserved
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Data privacy standards are followed while storing the data on blockchain as well; Sensitive fields are
encrypted and stored. Fields such as Aadhaar (UID-biometric identity field) are not stored along with
the other data.

With or without blockchain the department is responsible for the integrity of the data. Blockchain
technology helps the department greatly in fulfilling this responsibility.

Risk:

Before and after the implementation, the data is owned by the SSC board department. With blockchain

implem

Howeve
are mul
unauthd

This caj
fraudulg
importg

Referer
SHA-25¢
Other i
The imp

This is 4
would b

It is the

bntation they are effectively nullifying the risk of potential data tampering in that data.

I, risk of data leakage increases a bit with blockchain implementation because nowither
tiple nodes (under different custodians) storing full data set; so the burden of prevéntin
rized reads of the data will increase.

1 be mitigated by encrypting the data and storing in the blockchain nodes. Data can also b
ently changed by bypassing the application Ul layer. Data provenance and |integrity remail
nt concerns.

jced standards:

b cryptography standard. ‘\‘ ')
] O
hformation:

&
lementation cycle was within a month, which is consideréd to be rapid.

dual-system proof-of-concept approach. It is hoped thz;t eventually the non-blockchain systen
e retired.

department's prerogative to decide which datastore is the system of record. But being tamper

proof, the blockchain would be a good choice for a.§ystem of record.

Further

8.4 E

8.4.1

Transve
2.P
5.E
8.A

information: Zebi Data India Pvt[22],

lucation certificates provenhnce {Singapore)
N\
Categories A,
s\
rsal Category LD

s’

ublic sector inforl’n\ation and open data

-

N

ccessibility of ICT products and services

lectronic ideﬁ:{ﬁfication, trust services, e-signatures
X

-

Uy (U

W

=J

—

HorizoqtalACategory

2. Data Provenance

5P

rocess Optimization

6. Automation

Vertical

Category

a) ISIC Section | - Information and communication (p. 56, ISIC, Rev.4) Group 631 Data processing,
hosting and related activities; web portals

b) ISIC Section P - Education (p. 59, ISIC, Rev.4)
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c) 8522 Technical and vocational secondary education
d) 8530 Higher education

e) 8549 Other education n.e.c.

UN Sustainability Goals

— List text.

022(E)

GOAL-4—QualityEducation

+ GOAL 8: Decent Work and Economic Growth

+ GOAL 9: Industry, Innovation and Infrastructure
+ GOAL 16: Peace and Justice Strong Institutions
+ GOAL 17: Partnerships to achieve the Goal

§tatus: in production/live implementation

8.4.2 Summary

Long description o)
N
(ertificate Issuing organizations such as Institute of Higheii.earning (IHL) organisations issu
dertificates in the OpenCerts format to graduating students. The students can then use these cer
in a job application or as a supporting document in amapplication for further studies.

To combat education fraud:

+ Verifiers of an OpenCerts certificate will be informed if a certificate had been revoked,
having to check back with the issuing organisation. Unlike PDFs which have been signed ¢
OpenCerts certificates can be revoked post-issuance for example, if a student was found
cheated. Previously, the holder of‘the certificate could still be in possession of his/her cej
even though it had been revdgked, and could still share with unsuspecting recipients.

+ Traditionally, the reque'Sﬁ)f verification is submitted to the issuing organisation, e.g. an Ins

[HL's system. A

— Leveraging on {h.'é Ethereum public blockchain,
‘o)

This use case prc;vides an approach to decentralize the verification of certificates, and proy
(pportunity< improve:
N

Q)

) Speed of verification:

JIh comparison to a traditional request of contacting an educational institute to ve

e digital
tificates

without
ligitally,
to have
tificate,

titute of

Higher Learning (IHL), This requires time and effort to retrieve and verify the certificate from the

ided an

rify the

. ald eol-0 Jd o0 d 0

enCerts

oyt o nbey o f o s oot Lo o4 arbickh o H AR ) lec it bao ool
O CIICTITICTCY O a gTv CIT CCTtTICate Wit COTTO tantUay 5; 11 1ToT vww CERS tO Ot CUTHpPICTCUTOp

platform provides an alternative to verify the provenance of the education certificates data in a

matter of seconds.
b) Selective disclosure of information within a certificate:

The application of pre-computed cryptographic checksums enabled certificate hold

ers can

selectively share information from their certificate, without compromising the data provenance

properties of the document.

c) Costs savings and possibility to redeploy IHL's resources which had been previously tasked with

verification of certificates.
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Business problem or opportunity

Issuance of Verifiable Credentials which could be easily communicated and verified, independent of
country of issuance and country of verification.

Scope

The use case has applications internationally, mainly in the Education and Vocational training
sectors. However, the technology allows for it to be applied to any type of document with structured
data. OpenCerts is open-sourced, and available for any interested parties/organisations to adopt and
implement.

Objectiye
— Quifk verification of certificates on a single portal
— Reduce certificate fraud

— Empowering certificate holders to control the information to be shared

Stakeholders
— Studlents :\
o — ~\
— Organisations issuing certification O
N
— Verifier of certificate V'

— SkillsFuture Singapore

Predicted outcomes

— Preflicted outcomes:

— Quifk verification of certificates on a single(portal

— Reduce certificate fraud e

— Empowering certificate holders to control the information to be shared
Why distributed ledger technp[égy?

Improved service availability _or}blockchain

)

— Nolonger dependent:o}l the issuing organisations' system uptime. It also lowers the barrier to entry
as igsuing instity}‘es need not run their own highly available infrastructure or verification portal.

Selective disclosuré?)f information

/

— Prefcomputed cryptographic checksums enable certificate holders to selectively redact information
fr01]n acertificate, without compromising document's data provenance properties.

Revocation of a certificate post-issuance

— Unlike PDFs which have been signed digitally, OpenCerts certificates can be revoked post-issuance,
for instance, if a student was found to have cheated. Previously, the certificate holder could still be
in possession of a certificate post-revocation and continue to share it with unsuspecting recipients.
Verifiers of an OpenCerts certificate will be informed if a certificate had been revoked via the
OpenCerts portal.
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8.4.3 Userrequirements
Functional requirements

— Students: A shorter processing or evaluation time when certificates are submitted.

022(E)

— Organisations issuing certification: Automated service to validate the authenticity of a certificate's

data

— Verifier of certificate: Fast and simple verification process.

[pocumentStore smart contract:

— Only allow modifications by the owner
— Store and retrieve a list of hashes that have been issued, and when theywere issued
— Store and retrieve a list of hashes that have been revoked, and when they were revokec

Visualizations: Figures 30 to 34

> N\
<
N\~

\
~
D) User Systems:
WVerify: OpenCerts business user.
v/ OpenCerts.io website is used for verification.
N Issue: OpenCerts admin user.

+ Reference architecture <

+ This smart contract is deployed once per issuer. The smart contract’s responsibiliti€s are t¢:

|

Node B I

Node C

C) Admin Systems: » CLI tools
Service Provider: OpenCerts \ * Deployment of wallet
SaaS maintenance etc. e Issuance of certificate
B) Non DLT Systems: DLT ¢ Revocation of certificate
pracles: ay
Certifica}te dat_a in OpenCerts Admin Apps $F \ User Apps
format, including computed —- BN
Eryptographic hash values of _ Admin'System / User System
certificate or batch of
Certificates
e o
e £ o in API | User API
Dff-ledger data: C @ T
Certificate data . [/
R I Access Consensus
@ | Management Mechanism
Membership d
DLT Oracles Q Services _ Event g
ON\l* = Distribution o
ANJ = Shch
=] £ Smart 5 E Public DLT
Non-DLT Apps |~ \>~ ‘E Contract ] Network
:’ = Crypto Services g
Secure Runtime a
o
Off-Ledg
Transaction State
Q System Management
SN@T Systems FD —
~ <datzl; (ségfgu?t'ur» DalaiSionace DLT Node A -
~ User Node

Figure 30 — System view architecture: Education Certificates Provenance (Singapore)

— Data flow model
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Data flows triggered by the data-related operations of each stakeholder:
i) Stakeholders: GovTech, Inst Higher Learning, SKills Future Singapore, Students, Business Community (verify)

Type of data flow (categories A- Z)

A: between 2 separate DLT systems when they interoperate

B: between a DLT system and non-DLT systems connected to it
C: between administration applications and a DLT system

D: between user applications and a DLT system

Z: within and between the nodes of the DLT system

C) Admin Systems:

Consortium of 18 issuer organizations, comprising of IHLs, Educational and

D) User Systems:

Verifier of certificates eg. (prospective employers, students, or
persons verifying a certificate) are able to do so on a web
browser. Process of verification is free-of-charge (crypto wallet
setup is not required). view at www.OpenCerts.io

Issuer Organisations: API and CLI tools to deploy smart

contract, issue and revoke certificates. During issuance and

Training ¢

Each issud
and deplo

B) Non I
IHL issu
OpenCer]
compati
certificaf
cryptog!
hashed,
recorded
which is
compari
verificat

Beli

ment.

LT Systems:

s certificates in
k (json

le format). The
e(s) are
hphically

nd the hash
the blockchain,
then used for
on during

on.

avioural UML

Use Cade diagram

ertificate issuing bodies. Government Technology Agency of Singapore
provides ghe framework (APIs and CLI tools) which have been open-sourced.
r organization needs their own IT personnel to support development

revocation, cryptographic hash are published onto the publi¢
blockchain, for comparison during verification.

(Adminsystem ) ( User system )

C

D

Non- DLT
systems

DLT Node A -
User System
ETHEREUM Public

network

Figure 31 — Data flow analysis: Education eertificates provenance (Singapore)
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Verifier B
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certificate
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store

Verify:

certificata

A
%
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Figure 32 — Use case diagram: Education certificates provenance (Singapore)

Sequence diagram
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Ethereum

h rh

Q Update data
" Form
A < Opencert
ctor
payload
Wrap documents Wrap documents
<. .....................
Documents with
Actor computed hash l
|
|
* N .
Issue documents Issue documents )" Write hash
€ — G

certificate

Sequence diagram

Figure 33 — Sequence diagram: Education certificates provenance (Singapore) - Register
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OpenCerts Ethereum DNS
Portal |_|_| |_|_| |_|_|
~
par
Upload
Q certificate
A Verity
Actor certificate
4—
Check for insurance
4. .......................
Check for revocation
<. .......................
Check DNS text pAS I
R Z _._.:“\L ...............
- &
Check against V/
registry X
<—
N J
[ ] [ )

Figure 34 — Sequence diagram: Education certificates provenance (Singapore) - Verify
AR Certificate

~\

\

Security, privacy and identity' management:

(oY

9%

Certificyite holder can deéﬁi‘e‘ with whom to share the certificate, as well as which parts of the certificat
to be shpred. N
X‘
When the verifying' party uploads the certificate to the OpenCerts.io portal for verification, the porta
does nof storewa-eopy of the certificate, ensuring the certificate is held only by intended recipients of th

data.

—

9%

13
>
-~

Verlflca 1o d [P SN ‘Bt ioa cazirl 2l o 3 o' xzetanatlhiiac ol otha d 4+ xz3n
IO oS ot Cqur carr e attromr vt trirC IS Sttt S-Sy sttt s Teauc g tne e etto A post

public endpoint, which in turn reduces the potential attack surface.

Pre and post conditions:

An internet connection is required to upload the certificate onto the OpenCerts.io portal, and also for
verification process which checks against Ethereum's distributed ledger.

Non-functional requirements:

The write-once, read-often nature of certificate issuance data was taken into consideration when
developing OpenCerts. This was a good fit for DLT, as the performance limitations of DLT only affect
writing data. OpenCerts also sidestepped the cost/slowness of storing large amounts of data on the
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DLT by allowing the batching of a theoretically infinite number of documents into one issuance. This is
achieved by using the Merkle tree data structure.

By making the verifying application a static website that queries the DLT directly, it simplifies the
architecture greatly and makes high availability extremely easy to achieve. This can be likened to having
only client-side software without a server involved. As such, the system is available for verification as
long as an Ethereum node is reachable.

Since issuance is not usually real-time critical, the limitations caused by the confirmation time of
the ledger is acceptable as long as it is <1 day or even more depending on the institution. Even when

H

q

|

fthereum was congested at the peak of CryptoKitties, the confirmation time never exceededa g
ome elevation in gas costs.

8.4.4 Force field analysis

Legal considerations:

iI:‘ the current rollout of OpenCerts, there is a provision for DIDs.

I
!
\

(

q

J

owever, there is a constraint that no DID resolution framework is available for integration ct

(Consequently, ownership of a certificate on its own can be insufficiént depending on the rigot
Yerification process. o\ <,

S\
Risk: 2

4

N

Due to current constraints on positively identifying the pgr’f)orted owner of a certificate, two
ersons bearing an identical name, as listed in the certificate, can claim ownership of the Oj

In some instances, the issuer organisation includes a.unique student identifier within the ce

vhich can supplement as supporting document tomitigate the risk of identity fraud.
Dpen Source Software:
cenarios

— Interoperability aspects of software systems or applications, such as an API, protod
structures, etc. C

— Reference implementa't'igh (to show that a specification is implementable)
— Required partofa s(a\r\ldardization deliverable

— Complementelr{l_éo'é standardization deliverable

—  Test Suitsj\l’l-ﬂ’?t tests, etc. for functionality tests

\ssessmenf\0f Engagement

/

— DiOpen Source Software is critical for a successful adoption

lay with

irrently.
ir of the

or more
benCert.
tificate,

ol, data

LC“F. It was easy to collaborate with Open Source Software communities

— H. Open Source Software is critical for validation of implementations

Other information:

OpenCerts started off as a proof of concept when a local IHL shared its use case with the Government
Technology Agency of Singapore.

Key considerations:

— Certificates aretamper-proof
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— Reduce the effort required to verify certificates (the traditional verifications were taking 7 man-
month effort per annum).

— Ease the certificate replacement process

The success of the proof of concept led to the formation of a consortium, comprising of 18 issuer
organisations (representing IHLs, Educational and Training certificate-issuing bodies.

OpenCerts started off as a proof of concept when a local IHL shared its use case with the Government
Technology Agency of Singapore.

8.5 Content timestamp verification (Netherlands)

8.5.1 |Categories
Transvdrsal Category
— 2. Public sector information and open data

— 5. Electronic identification, trust services, e-signatures

— 7. eqlnfrastructures for research N
N\
Horizontal Category L ()
N
— 1.Identity Management M

— 2. Data Provenance

— 5. Process Optimisation
— 6. Automation
Vertical|Category

— ISI] Section, J6399. Information and:Gommunication Section. Other information service activitiep
n.e.r. (p.56) \

UN Sustfainability Goals AN

\

~\
— GOAL 4: Quality Education ™

— GOAL 8: Decent Woer'ffd. Economic Growth
%)
— GOAL9: Industr\%}nnovation and Infrastructure
>
— GOAL 16: Pea?;é and Justice Strong Institutions

— GOAL 17:Partnerships to achieve the Goals

>
-~

Status:

5.1in production/live implementation

8. an integration with current systems

8.5.2 Summary
Long description

Websites built with WordPress can use the Content Timestamp Verification process with WordPress
plugin to timestamp content on the blockchain. Other platforms can use the Document Timestamp API
by WordProof.
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The input of a timestamp depends on the post type (e.g. post, page, and product) and is based on the
open-source Timestamp Standard.[32] The content is bundled, hashed and added to the blockchain in a
transaction. Content creators can sign the transaction with their own blockchain account or with the
WordProof blockchain account.

After content has been timestamped on the blockchain, websites can show the so-called blockchain
certificate pop-up at the bottom of the timestamped content with the title, date and time, hash and,
optionally, revisions of the content. Website owners can also download the Blockchain Certificate as
a PDF, proving the existence of the content on their website at different moments in time, helping with
Cnpyrighf related claims Visitors can use the Pop-=Up certificate tao compare different versions of the
dontent and see (and verify) how the content has changed over time. Additionally, the certifi€atle shows
Wwhen the content was last updated (and proofs that the content was not changed since thattimg).

Business problem or opportunity

This addresses the problem of copyright violation. Creative content can be stolen or copiedl where
dontent creators often don't have proof of ownership. Content users canpycurrently tamper with
information presented on a website, such as the "last edited on" date, so chaiges are not trarlsparent
tlo visitors. WordProof offers a strong toolset which enables trust for both.centent creators and{website
yisitors, leading to a more reliable and trustworthy internet.

-
§cope N

(tlobal reach. Every content creator and web visitor. ’

4

N
(VordProof's timestamps are added to the structured dat‘a‘éf websites that search engines and social
mhedia platforms can parse.

=

(Objectives

+ Assist content creators to automate the.process of asserting authors rights over their greative
output without needing a third party, ingh integrated digital way.

+ Pre-emptively aid in dispute resolution in case of a copyright infringement.

4+ Increase trust for website visitors by providing tools to do due diligence (for example: how did the
content change over time, has the content been modified since the last timestamp, how|can the
website be held accountable for the information that was presented at specific moments in{time).

-+ Search engines can ((e\?ify the trustworthiness and history of the content.

Stakeholders C~~

- »

4) Website Vigitof's accessing published information that directly impact their decision-making.

b) Contentclreators who can pre-emptively build a case for copyright infringements without epensive
legalfees.

N

lTredicted outcomes

~

WordProof wants to improve the trustworthiness of the internet by timestamping content on the
blockchain. Content creators get the tools to fight copyright infringements, while website visitors can
see the origin of content and hold content creators accountable.

Why distributed ledger technology?

Trust in the internet is declining and website visitors actively change their behaviour as a result.
Websites can claim that the content was last edited at a certain time, but visitors can't verify such a
claim, or can’t see how content has changed over time. Even if websites would show some sort of history
function, the data would still come from the website’s database and thus will not be automatically
trusted by the website visitors.
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Current solutions all depend on a centralized database where the website controls all the data -
including the history of content and the times at which the content was updated. Blockchain provides a
trust framework where transactions are immutable and the network is distributed.

Where content creators don’t have ways to assert ownership unless they go to a notary. Adding a hash
to the blockchain, which is immutable, transparent and distributed, is a more affordable alternative

8.5.3

User requirements

ionalreguiramaents
Functigpalrequirements

— A

ebsite visitor would like to verify when content was last updated to ensure that what i%}%

reagl today, is the same as what was read yesterday.

— A website visitor would like to verify how content changed over time to see what @nges wer

madie.

— A content creator would like to obtain proof that their content existed on theit)&/ebsite at certain

moinents in time, without the need for a notary.

— Ac
trug

— A cq
not

Visuali;

tworthiness of their website.

Smart contract definition/execution
Discrete utility token for credit mgt.
\Ei] Verifiers
.
DLT Administrators / \C)

Operators Users

&
O Admin Apps D @0 N &l User Apps D
Admin System O User System
O
[ [

ontent creator would like to be transparent about their conten@hanges to increase th

ntent creator woukd like to ensure intellectual property ri%tg)ecause the current solution i
effective in the digital era. Q
rations: Figures 35 to 38 0\\Q
erence architecture (%)
D: UserS n’%
Admin Systems ‘My Wor f portal - connects to public blockchain
ordProof Service Provider of cont reator’s choice.
Full stack system management i) Conk t creators, Web publishers egnews websites

dProof enabled websites (CMS plug-in)

Uy

.
-

w

v
L

U

&

S
N | | s
eI

¥

SuIuo?)
SPOWIa)U] 2IMIIS

Select Public DLT
Network

k User Node /

-_m o
ode A-

Z: Project uses public blockchain
infrastructures - writing to the prefered
blockchain of the content creators.

Note: no fees and low blocktime for end-users
preferred, energy efficient consensus
mechanism. eg EOS, Telos..

Figure 35 — System view architecture: Content timestamp verification (Netherlands)

— Data flow model
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Data flows triggered by the data-related operations of which stakeholders.

i) Specify the role of each stakeholder in facilitating the data flow: Content publisher, content verifier, service provider.
ii) Identify the type of data flow (See categories A-Z below)

A: between 2 separate DLT systems when they interoperate

B: between a DLT system and non-DLT systems connected to it D: User Systems

C: between administration applications and a DLT system ‘My WordProof Portal - connects service to the public blockchain of
D: between user applications and a DLT system content creator’s choice.

Z: within and between the nodes of the DLT system i) Content creators, Web publishers eg news websites

WordProof enabled websites
veTily conent de y
i) Content consumers / verifiers

C: Admin Systems
WordProof Service Provider

i) System admin

ii) Smart contract oversight

iii) Discrete utility token for credit mgt

WordProof
At ) ( User system )

C D

Public DLT Node A - 1

User System

S
Z: This‘p}bject uses public
bléckchain infrastructure -
Writing to the prefered blockchain
efthe content creators.

Figure 36 — Data flow analysis: Centent'‘tithestamp verification (Netherlands)

\J

+ Behavioural UML

Use case diagram

Create blockchain

<includes> , timestamp record

Publish/edit verifiable
web content

Connect or create

cincludess 7 blockchain account(s)
includes

Set up WordProof account

& ™
o\ ontent

~,{  publisher

Maintain system:
WordProof stack, utility token
mgt and smart contracts

Service provider:

A —_—————— Verily content WordProof
Content w

verifier

Figure 37 — Use case diagram: Content timestamp verification (Netherlands)

Sequence design diagram
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Securit

Regardi

e Content .
[ Verifier ] [ publisher ] [ CMS platform ] [ Wordproof ] Blockchain ledger
T

I
I
N I
Create website - Create/connect

blockchain account(s)
>

Validate
Assign utility
tokens

Return

Install WordProof

1. Set-up
account

Return
Return |K-—-—=---"-=-——=

1-F--4

Post content Spend utility token

Create record

2. Publish
verifiable web
content

Create timestamp N Validate

q
Return timestamp )

Return Return

L
View content on

WordProof-enabled website

1- -

3. Verify

y

Return

e it e Bt e T

> N\
<

Figure 38 — Sequence diagram: Content timestamp verific\aif(;n (Netherlands)
N

/

N
y, Privacy. Identity management: v

\J

In the end, no personal data is placed in the blockchain.

Regardi
service
and pas

Ing identity, Content Timestamp Verification@isers using WordProof's automated timestampin
create a ‘My WordProof’ account in an off*chain system with their name, email, website URI]
sword. If a plan is chosen, accounts includes their address and optional VAT number.

WordPrjoof employee access to the database is limited and employees have signed contracts agains

sharing

Pre- an

information with third parties.
\

g RN
d post-conditions O

Pre: Content must be transfqrrr_ﬁble into a string of characters before it can be hashed and added to th

blockchhin. CH”
-‘ \ ’
Post: THe transaction Q{lt}le blockchain is indisputable proof that the content existed at the moment o
the transaction &
Ve
\ )

Non-functionalcenditions

Transactiofis heed to be immutable and the network distributed so that the timestamps maintain valusg.

Scalabil

>

Ing security and privacy, the hash of content is added to the blockchain, not the content itself,
because that might contain sensitive information. It is impossible to derive the content from the hash.

Uy

9%

ty-and responsivness of the system as the usage of the solution increases.

Content Timestamp Verification easily adapts to blockchains conform protocols that are scalable,
interoperable and reliable.

8.5.4
Risk:

Force field analysis

GDPR can be challenging as content in a blockchain, which is immutable by design.

Adaptation to evolving legal requirements.
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Open source software:

Scenarios engaged with Open Source Software:

022(E)

1. Interoperability aspects of software systems or applications, such as an API, protocol, data structures,
etc.

6. Other: Timestamp standard

Assessment of engagement in Open Source Software:

|

(

.

r-r-

K.

T

. Open Source Software is critical for a successful adoption

It was easy to collaborate with Open Source Software communities

H. Open Source Software is critical for validation of implementations

Dther information:

A key lesson learned is to timestamp first and then publish. Time matters, information flows

imestamping quickly will help avoid the problem of people claiming other's work;
ransactions for end-users are free to make timestamping content @eressible for anyone.

ur first users thought manually timestamping was too dlﬂﬁlcult so an automated serv|
imestamps in the background was created. <

or further information: Wordproofl52], \

8.6 Self-sovereign ID (SSI) (Cyprus)

8.6.1 Categories

ransversal Category

— 1. Cloud computing

— 2. Public sector informat\i.Qn and open data

— 5. Electronic identificét'i;on, trust services, e-signatures

JRAN
— 6. e-Privacy O

)

Horizontal Categoif} '

— 1. Identi(ﬁ{Management

— 2. Batd Provenance

>

3»Governance and DAOs

fast so

ice that

Vertical Category

— ISIC Section ] - Information and communication

— Division 63 - Information service activities.

— Group/class - 6311 Data processing, hosting and related activities. (p. 56 - ISIC Rev. 4)

UN Sustainability Goals

— GOAL 3: Good Health and Well-being

— GOAL 9: Industry, Innovation and Infrastructure
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— GOAL 12: Responsible Consumption and Production

Status

a) a “thought experiment”

b) app
c) ind

roved but not implemented

evelopment or pre-production

8.6.2
Long de

The cur
“trust”

data; ome centralized entity is, therefore, solely empowered with authentication andlauthorizatios

functiof
This set]

— Sec
or h

— Cor

Companies tend to state that subjects’ data will only be shared.ih a nonidentifiable form.

— Tra
and
onli

— Tru
SPT|
on
issy

Distriby
decentr

providing subjects with the oprf"tunity to privately exchange verifiable claims about their identity

withal

Changir
decentr
Putting

on their

manage

Businef

Summary
scription

rent lack of decentralized alternatives in identity management, leads the generalpublic t
hnd rely on large, centralized corporations and governments for the proper handling of thei

- TS~

LS.
up challenges four areas: Security, Privacy, Transparency and Trust (SPTT).

irity issues involve identity theft, malicious attackers gaining contyobever users’ digital identity,

ackers gaining illegal access to users’ data. ‘\‘ ')
~

Fect processing of personally identifiable information (PIL)s an important aspect of Privacy.

1°2]

hsparency is highly compromised in existing modelsregéarding the way such centralized entitie
their collaborating 3rd-parties share and use the PII'and other non-sensitive personal data g
ne users.

=)

5t: the problem of centralized data management persists in much the same way as all relevanit
T challenges, where personal data associated with global social platforms are centrally storegl
their private platform servers, leading\to multiple security, privacy, transparency and trusit
es

ted Identity Management witit-Blockchain seems to be the sole enabling technology of
hlized, distributed identity mtanagement. This method ensures integrity of personal data whil

-~ (U

. 7 . . . . . . .
pwer need for trust in ldrge institutions that sometimes serve as intermediaries.

g the identity mafagement model from a centralized or federated approach to a distributed,
hlized and self-s6vgreign approach through the use of blockchain technology can be beneficial.
people in control of their own data and letting them exchange personal data and attribute
own termss is the ultimate goal for a truly decentralized and user-empowering identity
ment platfp?m.

1°2]

s problem or opportunity

-~

A7 Darcnin o rhacanicn +thao nlat+ OF d.)

—  Prix
not

mfaormation 1c nayn X
aCy T CTo0Tar rirtOT o croTr 15 1Icve Yy oCTooSCTIIC pratroT It

have access to this information.

— Intelligence: Intelligence automation and machine learning is embedded in the platform to provide
smart personal profiling through predictive analytics.

— Reward: The platform enables Data Producers to monetize on their data shared with Data Consumers

ina

Scope

secured, transparent and auditable manner.

The solution can be applied at an international level with particular focus to regions that have already
enforced Data Protection Regulations and Acts (e.g. GDPR, CCPA, etc.)
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Insurance and Financial Sector:

a)
b)

)

featthrcare 7 Medical-Sector:

d

’

Q)

(

(e}

provide KYC and customer onboarding functionalities

022(E)

support predictive analytics that can be used for personalization of new products and services,

creation and inspiration of new services targeting specific audiences, etc.

assist regular end users to decide/select what services and products would fit their needs (as per

spending, health condition, insurance plans, loans, etc.)

)

)

)

'elecom, Media and Entertainment & Consumer Services and Retail

Fovernment and NGOs

Dbjectives

host/store and provide controlled access to Electronic Health Records that users (data pre¢
store

enable the computation of predictive analytics on the user Health Records for*public or
research

enable data monetization for data access by research and medical labs

enable entertainment or other retail companies to access usérdata and understand bet
preferences, likes, desires for new products, etc. N\
N

facilitate market user research studies and surveys, thatthe platform's users can particiy
provide valuable input to data requestors N

\J

ducers)

private

ter user

ate and

) The platform can provide easy to access datastransaction logs, etc., for compliance with regiilations.

Developing a global network platferm where data subjects (including natural and legal persons)

can create a cryptographic identity wallet, enabling them to store, manage, verify and valid

own identity data, as well as-sharing and allowing processing of such data in a transpa

rewarding manner from data=Trequesting organizations.
\

Providing data analy icsand data insight tools to both data producers and consumers, to
decision making based on data already held by producers (identity data, social media o
engine activities(bank account transactions, electronic health records, insurance records
records, pernga]'i’cy & psychometric data, etc.).

o)

Ensuringfhat data within the network are verified and validated through identity ver
procedurgs, by, for instance, governmental and other certified, external validation mech
curreritfy available for identification and verification of data subjects’ identity.

Providing Data Ownership and Control of every processing activity performed within the N

hte their
ent and

support
" search
driving

fication
anisms,

etwork,

~ehsuring compliance with European and Domestic Data Protection Regulations and L3

ws (e.g.

GDPR;e-PTivacy, etc.):

Disrupting the international data economy and market, by offering a highly scalable Marketplace
App service supporting millions of users, and various functionalities applicable to different data
types made available by data subjects, and useful to primary and secondary data consumers.

Stakeholders

Data Producers (DP) (Individuals, Organizations) Data Consumers (DC) (Usually Organizations)
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Predicted outcomes

Why di
Blockch

General benefits: It can provide direct rewards to data owners (producers) for every use of their
data. It can enable data owners and consumers to perform data-driven decisions using insights
computed through their profile and usage.

Benefits for the civilians/users/society: Civilians will receive enhanced privacy rights and improved
quality of services. Data ownership allows consumers to profit and promotes the broad use of data,

ina

way that is beneficial to driving innovative applications.

fir
mal

Be;lefits for Economy: In platforms where consumers own their data, they could sell it to multipl

s, stimulating competition, innovation, and triggering the emergence of new data economy an
kets.

stributed ledger technology?

pin is an enabling technology of a decentralized, distributed identity managementiit contribute

to the integrity of personal data while providing subjects with the opportunity to-privately exchang

verifiab
serve ag

Changir

e claims about their identity, reducing the need for trust in large institutions that sometime
intermediaries.

g the identity/data management model from a centralized o%-federated approach to

distributed, decentralized and self-sovereign approach through the use o\fblockchaln technology woul

have gr{

Putting
on their
manage

8.6.3
Functid

Data Co|
send ta

Data Co

a)
b)
‘)
d)
e)
f)

Data Providers are individuals or organizations that manage and store securely their personal data on

Eas
Eas
Eas
Acc
Eas

Reg

pat implications for society. O

4

N
people in control of their own data and letting them egchange personal data and attribute
own terms, is the ultimate goal for a truly decentrallzed and user-empowering identit
ment platform.

User requirements
nal requirements

hsumers are organizations that seek pérsonal data to perform analysis of new target marketg
geted advertisements, collect data. for design of new products or services, etc.

hsumers require from the sygtem the following:

y registration / on- boarﬂmg

\
y data requests ®)
y data acquisitior‘h\ ’

3
bss to Valida“tjéd data

~\(

y / hassle-free data payments

>

uldtion compliance and easy auditing

p=m

12 A2

p==gn==)

< 77

the platform and want to share specific data required by a Data Consumer for specific time, for specific
purpose, and specific results. They expect reward from sharing or processing of such data.

Data Providers require from the system the following:

a)
b)
<)
d)

70

Easy registration / on-boarding

Easy data management

Secured data storage

Secured data sharing
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e) Guaranteed data monetization
f) Secured money / wallet
g) Decision / support analytics

The platform supports basic functionalities that allow users from both sides (Data Producers (DPs) and
Data Consumers (DCs)) to exchange data for money and/or services. These functionalities include:

a) user registration/onboarding, data verification, validation and storing

) datarequest from DCs and matching with DPs
d¢) data monetization

d) data control, transparency and auditing
(Onboarding:

Users or organizations (who can be DPs and/or DCs) can register with the-platform, after pfroviding
identifiable information that can be verified with authorized (or governmental) services. When this
jtep is completed, users can then store their verified data in encrypted form on the blockchain for
fluture secured sharing under payment. Only a data owner can proyvide access to their data.

N\
IData Requests: -

4

N
IDCs can formulate requests for accessing specific data, based on options allowed within data templates
donstructed by the platform. Thus, when a request is published in Data Marketplace, DPs whose data
thatch said request (X) can choose to provide (or subscribe) to such request. This action effectively
gnables the requestor to get access to the stored data, via the blockchain.

Ipata Monetization:

The Data Modelling & Monetization Engine is responsible for continuously modeling user data, and
providing valuations (price tags) to dataTrequests. In effect, this module will allow DCs to assess how
much their data request will cost, and/decide if they want to publish it to the Data Marketplace pr not.

(Vhen a DC data request is accepted by a DP, a Smart Contract is generated and placed in the bldckchain
for auditing purposes. The 'sn'l\art contract monitors the data sent to the DC, and decides compl|etion of
he transaction. Finally, it {ransfers the agreed monetary valuation to the specific DP’s Wallet.

\
Isers are given the Opportunity to convert their valuable data into a financial asset. The Klatform

rovides an externaDrating system that can be used everywhere on the internet. At the sarpe time,
he problem of henest reputation that many users face when searching for performers and companies
nline, will bgﬁecisively addressed.

=

.

ot

A\
IData Contrzof, Transparency and Auditing:

y chaite and based on the blockchain consensus mechanism, users will have control over th¢ period
ithin which data are made available to a given DC, and the number of times that access to 51|1ch data
OT (e pUTpOSES Of ProCessing as beemn granteda.

Consent, and revocation of such consent, is achieved through data encryption and re-encryption
mechanisms, and at all times available for users, as against 3rd-parties seeking to process users’
personal data. Finally, all data transactions are logged on blockchain and all smart contracts are
auditable by interested, and allowed end-users, DCs, or authorities (e.g. after regulatory request for
compliance under GDPR).

Visualizations: Figures 39 to 44

— Reference architecture
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C: Admin system - Kraud service provider:

Membership and access permissioning, system management,
Smart contracts and other transactional operations.

Admin Apps
Admin System

B: non-DLT system

Off-chain data and CRM system X
Admin API

D: User systems

Support data providers or data consumers. Role
based interaction with DLT.

User System

72
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Contract 2 g
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o
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Figure 39 — Systems view architectu@@% (Cyprus)

N\

Datfa flow model Qj\
NN
DLT data@
\r
| s | |
a0 DLT
rovider .. .
DLT user data E ; Idata administrator Derived data
" data
| (\Q |

L L

s

?\
t@ure

?\
A

‘ ‘ N
N
. Sx@ DLT . Access and End user
Transaction Operations S . o
ract account authentication identifiable
record data . :
|\ data data data information

40 — Data flow analysis and stakeholder roles - SSI (Cyprus)
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D: User systems

Support data providers or data consumers. Role based interaction with DLT
Data producers: Store and retrieve personal user data to/from the ledger
Data consumer: Submit a broadcast request creation which automatically
triggers a smart contract process

Data producers: Share personal user data with data consumer via the
ledger to satisfy broadcast request

Data consumer: Submit a broadcast request completion, automatically
closing corresponding smart contract

B: non-DLT system

Admin system User system
Node B
—

Off-chain data ¢ D
Non- DLT DLT Node A -
systems User System
Hyperledger private Erivateheivork
permissioned
A: Other DLT systems blockchain
None.
Z: Private Network
* N
Z: Inter-node communication )
Receiving DLT nodes: ¢ )
¢ Verifies that a transaction received is wellm}med
e Protects the system against replay atta,cks\
e Checks that signatures are valid, anndthat the submitter is authorized to perform the operatjon
¢ Endorses (or not) the transactigfyaftér simulation and validation
¢ Informs requestor if their transagtion is endorsed or not
e Broadcast valid transactions‘to-the Orderer for delivery to other DLT peers
The Orderer verifies and orders transactions based on chronology
With the delivery of such transactions to all peers, they proceed to validation and commit to DLT.
Figure 41 — Data Flow analysis: SSI (Cyprus)
— Behavioural UML

Jser Diagram .

A (smart contract)
(03)
~\ >
)
D
A
¢
/
S Access
1 permission check:
~ granted/denied
. Data HSHHReE Data-preducer

Broadcast data
access request

oaeaP

Payment for data
shared

Figure 42 — Use case diagram: SSI (Cyprus)
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Interaction Diagram

Data Producer KRAUD System Data Consumer Space
Space
Onboarding & Login
End-user End-user
Private fPubtic Primary Data
Otgganization Daaji{anacement Consumers:

Eng-user

o

ganization
Offices

Gopernmental
Oxfganization

End-user

Organization
Offices

Sequenge Diagram

Hyperledger
Engine

Smart Contract
Creation / Completion
For Data Sharing

Request Subscribing

Data
Valuation

Verified
Encrypted
Data

Wallet

payment

Data Requests

Value/
Assegsment
Request

Data Modeling & Monetization Engine

Figure 43 — Interaction diagram: SSI (Cyprus)
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| Data producer

| Data Consumerl | System | | 3 party APIs | |System blockchain

Store data

Validated data

|
1
!
|
| >
I
1
[
|

Validated data

Encrypt and store data | :
T

I-‘-I Request data !

Registerdatatreguest-in-sinart-contiact
|- i -

Broadcast request‘to matching users

|

|

T |

| |

| I

| |
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1

(Provide data access) | ‘
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}--1
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|
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Lo N\

&
Payment R s
— o)
Payment recgivga

J
~

>

Figure 44 — Sequence diagram: SSI' (Cyprus) - User registers

Privacy:

The only user data the platform has accesssat any moment are the necessary ones to allow g user to
Ipgin/authenticate with the platform.

Such data are typically used by all jonline platforms to authenticate/register users, which|are not
qufficient to gain access to the usérjs personal data and operate with these data, since the user personal
d

ata are stored in encrypted form in the platform.
|/

Such access to user's pel;sﬁ'rl;al data is controlled by the user/data owner with cryptographic kieys that
only the data owner has

uch data are stqr@‘d‘ 'encrypted on the blockchain, and no-one can access them without the user's
ersonal private.key.

N
!
Any machine:{eﬁrning methods that can be applied on user data are privacy- preserving, i.e. by design
they cannob leak any sensitive information of the data owners (for example using differential privacy).

All datd subjects’ privacy rights under GDPR and other related regulations are maintained.

-~

TDafs D rS 43 1 £ A £ (NDIAY ad 3 PRy | 4 3 th
Udila 1 1TULCULIUIL lllll.l(]\.l. ASOCTOSSITITTIU LUI lﬂ) IS5 CTAUTCULCTU Ull lJl ULCDDllls dCLIVILTITS CtuIlluutictu ln e

platform that result into medium or high risk data transactions, for compliance with GDPR.

Security:

The platform uses secured technologies (such as HTTPs/TLS) to guarantee that only authorized parties
login and communicate with the platform.

The platform uses secured technologies (such as cryptographic keys) to guarantee that only authorized
parties can access/decrypt user data that are shared among parties.

All user data are stored in encrypted form to disallow unauthorized access.
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Identity Management:

All user profiles created in the platform, are securely stored following industry standards and
architectures on secure databases, to disallow unauthorized parties from accessing or modifying said
data.

In particular, only system admins can view user login data/profiles for maintenance purposes.

Admins cannot view user personal data stored on Blockchain network, since they are encrypted with
users' personal cryptographic key

Pre and

Pre-con

Post-conditions:

Non-functional requirements:

User-rel

76

Use|
sha

Use
Wid

Dat

Enh

Imp

Compliance of businesses with data protection regulations (GDPR), i.e. Data Inventory of processin

acti

Priy

NFH
per
and|

eas

NFH
tutg

NFH
thaf
use

post conditions:
ditions:

rs realise blockchain technology benefits and users acceptance of this new digital*vehicle for
Fing personal information and identity management.

s who understand their new role as self-sovereign data owners.
espread business acceptance of new digital forms of notarisation.

h Ownership and Control of every processing activity performed within the platform Network
O

N

/

anced user privacy rights. v

\J

roved quality from businesses by facilitating the develepment of better services and products

T

P

vities embedded.

racy By Design Principles Embedded.

ated non-functional requiremerité (NFR):

1: Easy to use and understand The user-facing modules such as the templates for inputtin
onal data, the broadcastlh-g generation methods, and dashboards that show user's data valuatiol
broadcast participatiortare intuitive, clean and provide

Uy

=J

y to use and easy.tganderstand interfaces.

22: Easy deve \pment: The different components of the Service include documentation and/of
rials to helpﬂon—savvy users to utilize the network and even deploy new Apps.

23: Timi€ tonstraints: The different modules and interfaces provide results in a reasonable timg
allow ‘the execution of different applications in realistic time constraints, and without losing

r eﬁgagement

NFR4: System Configuration. The different user-facing modules provide configuration or any
possible customization options for end-users to personalize their experience with the system.

NFR5: Legal compliance. All modules keep auditable logs of the transactions taking place, therefore
making the business compliant with the GDPR and other EU- related legal frameworks. System-
related non-functional requirements (NFR):

NFR6: Scalability. The different modules and algorithms and provided APIs are able to handle
thousands of concurrent (or not) users. This requirement affects the sub- systems in charge of
interfacing with the users, the data storage and retrieval, and data analysis and valuation. The

© IS0 2022 - All rights reserved


https://standardsiso.com/api/?name=f3b71e9e26325c3717ef3c9198dadda9

ISO/TR 3242:2022(E)

provided APIs canreceive thousands of queries per second. Thus, they are designed and implemented
to meet such scalability requirements.

NFR?7: System Security: The system provides state-of-the-art security protection to the stored data
and the communications between users and the system, as well as between system components and
the blockchain network.

NFR8: Storage System Redundancy and Reliability: Due to the potentially high value of the collected
data, including historical data, the system implements or considers options for redundant backup
storage system to avoid or at least minimize potential loss of data.

8.6.4 Force field analysis N

lLegal considerations:

Ilsk (
_ \
isk: Not enough resourcesteicomplete the product

Risk: Turnovg?\gn team members

NFR9: Accuracy/Performance. The data sharing and valuation algorithms providemeaningful
results to be used by users during broadcast generation. The algorithms use state of| the art
technology to achieve the better best accuracy possible. The methods to extract-knowledge and
validate data do not report misleading results.

NFR10: Interoperability and modular design. The various platform cdmponents are [capable
of interfacing with new third-party APIs such as third-party datamarketplaces, third-party
organizations with official verification and validation APIs, third-party entities submittjng new
Apps requests and responses, etc.

N

The main question here is about liability on blockcha'i'ns. Who is liable for the blockchdin? The
situation is quite different between permissioned (access control layer) and permissionless
blockchains (accessible to anyone with no restriction).

Access control, though in a permissioned blockchain might not mean that there is full coptrol on
any event occurring on it, and, because.iva permissionless blockchain each user cannot be|deemed
liable for the actions of the whole blockehain, that is out of its control.

Privacy compliance issues on blockchains is a complex issue and much uncertainty exists afound it.

A~ \
Mitigation Action: Thé team has an internal technical team, and also collaborates with ¢xternal

resources. Prevehtive Action: Concrete planning on resource management and task allogation to
prevent resourgi;’e depletion.

N
Mitigaﬁ&n Action: Hold regular team meetings to discuss issues, exchange ideas & refresll morale
andconfidence.

+<Preventive Action: Maintain friendly team spirit, perform team bonding activities (membefs know

gach other im personar ey

Risk: The end product is not viable to the data providers

Mitigation Action: Using the MVP approach, the MVP based will be pivoted on user feedback and the
product will be modified to produce a more viable and attractive solution.

Preventive Action: Ensure end user interaction & involvementis high during the creation of expected
user journeys. Also, ask frequently user feedback and share public updates.

Risk: Fail to reach the market
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— Mitigation Action: A modified/new go-to-market plan will be developed based on a pivoted MVP.
Preventive Action: Build partnerships with companies, to customize and build a solution within the
business for each one's needs.

Risk: Inadequate or poor software architecture/performance/ quality

— Mitigation Action: Adoption of standards and best practices in software development methodologies
to ensure interoperability, performance and quality.

— Preventive Action: Develop a test plan, regression and performance as well as penetration testing
and evaluation plan.

Risk: Oyerestimation of own IT capabilities

— Mit|gation Action: Collaborate with external partners.

— Prepentive Action: Build a DevOps Team with well qualified and experienced mempers.
Risk: Oyer relying on external resources

— Mit]gation Action: Even though some parts of the project can be done by outsourcing partners, ouf
intgrnal technical team is involved in the process and knowledge is shared.

N\~

— Prepentive Action: Ensure knowledge transfer sessions are condu‘g\ted among DevOps Team angl
Nt

Extprnal Partners. y
N

/
~

Other ir{fformation: Kraud![31l.

9 Use cases: Fintech
9.1 Accounts receivable financing system {China)

9.1.1 |Categories
Transversal Category: ( N

— 5. Electronic identification, trusfiservices, e-signatures
£\

Horizontal Category: C )

— Profess Optimisation (R 4

Vertical|Category: \-‘
— K- Financial a{xd‘insurance activities

/

— Divjsion =64 - Financial service activities, except insurance and pension funding

1°2]

— GroupZ= '649 - Other financial service activities, except insurance and pension funding activitie
Class = 6492 - Other credit granting p. K 6492

UN Sustainable development goals:
— GOAL 17: Partnerships to achieve the Goal
Status:

— 5.in production/live implementation

9.1.2 Summary

Long description
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This use case utilizes blockchain technology to record the transactions among core enterprise, upstream
suppliers and downstream partners as well as the events of the transactions including signing contract,
delivering goods, etc, This approach automates the financing management process, guarantees the data
authenticity and limits loan fraud risks on the banks.

Efficiency improvement on the Account Receivable Financing process with automated blockchain
solution.

Real-time and authentic data sharingamongall the stakeholders including core enterprise, upstream
suppliers and downstream partners, bank.

Q)

el o el o e L W 0 W o B W N

(

q

J

(

Business problem or opportunity

Predicted outcon%'qfé\

cope

A\utomated, secured and efficient management of Account Receivahle\Financing process

Dbjective
[ore enterprise, upstream supplfers and downstream partners, bank

takeholders

Data security, integrity and traceability are ensured via blockchain technology to limits lean fraud
risks on banks.

'he use cases are currently mainly applicable to China, involving various enterprises in supply-chain
nd banks in China.

N\~

ata operated on the supply chain is very important however it’séq\ot always visible, available or trusted.

As the core technology of a trusted value network, blgckehain utilise asymmetric cryptqgraphic
lgorithm, consensus mechanism, decentralization, permanency and immutability, which prevides a
hare of data with bank and enterprise. Every node of\the blockchain records the data of trangactions
nd these data are immutable and traceable. It is conducive to solve the problem of information island
h the supply chain finance business. The platforin integrated the relevant transaction data from the
lockchain so as to verify the authenticity ofithe trading behaviour. The technical characterjistics of
lockchain are that data can be traced but'not be altered or deleted. With these charactleristics,
lockchain can help solve the credit problem of multi-level suppliers.

\
N

\

¢'\
~\

lore enterprise, upstream suppliers, downstream partners and financial institutions such as banks.
L | )

Enhanceg(é‘fficiency, reduced risk of loan loss, reduced operation cost

A\
Data o])%rated on the supply chain is very important however it’s not always visible, avajlable or
trusted.

-As the core technology of a trusted value network, blockchain utilise asymmetric cryptographic

algorithm, consensus mechanism, decentralization, permanency and immutability, which provides
a share of data with bank and enterprise.

Every node of the blockchain records the data of transactions and these data are immutable and
traceable. It is conducive to solve the problem of information island in the supply chain finance
business.

The platform integrated the relevant transaction data from the blockchain so as to verify the
authenticity of the trading behaviour.

The technical characteristics of blockchain are that data can be traced but not be altered or deleted.
With these characteristics, blockchain can help solve the credit problem of multi-level suppliers
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Why distributed ledger technology?

Utilizing blockchain technology to record the transactions among core enterprise, upstream suppliers
and downstream partners as well as the events of the transactions including signing contract, delivering
goods, etc., to automate the financing management process, guarantee the data authenticity and limits
loan fraud risks on the banks.

T

19”

9.1.3 User requirements
Functionalrequirements
The corf enterprise requires the system to have functions such as contract establishment, contrac
modificption, accounts receivable confirmation and payment.
The upstream suppliers or downstream partners require the system to have functions such-as contrag
confornjation, application for a loan, checking the contract status, processing the payment of the cor
enterprise.
The bank requires the system to have functions such as receiving the loan application, loan releasing
and invg¢stment management.
= - - - * N
Visualizations: Figures 45 to 49 D
. i
— Refprence architecture -
N\
Systemg view architecture V.
3
i : . i Users: Enterprise up-stream and
g' N_on DI:T Stystt?ms. C: Ac.lmm sy.stem down-stream partners, certifying
usiness jystem: Service provider { authority and bank
+ Record the business data, such as the
contractlinformation, bill information etc. DLT Administrators / Users
+ Control the workflow eg. apply, audit etc. Operators (enterprises)
Signature pubsystem: Admin Sy €l User System
Sign the important business data
A'_iil:lv'_ RS User API Public Nodd
;§ Node B
DLT|Oracles - | O Access Consens_us .
= IC) Management Mechanism
Supply chain finance . g
busingss system .\% Mesn;ll?‘:eil;sel:p Event £
-d. Distribution ;l
g
N\ Smart = Node C
Off-Lefdger Data .\\( @ttt e % ode
-~ 0 Services
< ‘( Secure Runtime L g
Non-D TSyster?\ l 2
I
;A 4 = Transaction State
A E System Management
Other DLT systems E Supply Chain DLT Node D
£ Ledger Data Storage Node A - Public
<data structure> Node
k ’ : J Public Node

— Dat
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Figure 45 — System view architecture: Accounts receivable (China)

a flow model
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Data on Accounts receivable financing system

A 4 A A

| Provider data I [ Administrator data ] [ User data ]

: ! l ‘

. Authorisation Systems Traced information, Smart contract
Operations data : Account data
data operation data data dafa

:

Application and Loan flow data Loan {isage
approval data dafa
> N

Figure 46 — Data flow analysis and stakeholder roles: Accounts receivable (Chinal)

N
Identify the data flows triggered by the data-related operationsof ¢ach stakeholder:

i) Stakeholders: Core enterprise, upstream suppliers and downstream partners, bank, service provider.
ii) Type of data flow (categories A- Z)

A: between 2 separate DLT systems when they interoperate

B: between a DLT system and non-DLT systems connected to it
C: between administration applications and a DLT system

D: between user applications and a DLT system

Z: within and between the nodes of the DLT system

r

Admin system User system

N\
N\
~ \
B: Non-DLT system \ c D 5 -
Enterprise System; T\ ugp ly(Z: ain
Bank System; C~> 7 ORRe
~\~
&)
‘Noh-DLT B DLT Node A Network
;{ ;‘ystems Supply chain blockchain W
X
\
’ \ Supply chain
- Node3
Figure 47 — Data flow analysis: Accounts receivable (China)
— Behavioural UML

Use case diagram and sequence diagram
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v

ISSUE:

A

Core
enterprise

Receivables
account

MANAGE:
Partnership

v

A

Upstream/
downstream partner

ACCOUNTING:
Receive finance,
bill management,
confirmation and
settlement

APPLY:
Financing

N
Figure 48 — Use case diagram: Accounts receivable (China)
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Figure 49 — Sequence diagram: Accounts receivable (China)

Performance - Transaction volume per second: 500 transactions / second. The supported maximum
number of client connections: 1 000.

82
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Response time: query response time is less than 1 second. Concurrency: The system supports 500

concurrent numbers.

The security of the data on the blockchain will be realized by the encryption scheme of asymmetric

algorithm and advanced symmetric algorithm, the transmission and sharing of secret keys

will be

realized by the asymmetric algorithm, and the information on the blockchain will be encrypted by the

advanced symmetric algorithm.

9.1.4 Force field analysis

egal considerations:

he business of the enterprises is subject to relevant laws and regulations of the Chinese Cons
he corporate law, and the Contract law and other Financial Laws.

isk:

Iin this process, the problem of fraud between core enterprises and suppliershas not been solve
dan still be some risks for banks. However, this risk could be mitigated if the.core enterprises an
dan sign an agreement and take part of the assets of core enterprises as insurance.

Receivable Financing System based on blockchain is an initial attempf to apply blockchain in th
the practical application of supply-chain finance. As more entergrises participate in this syste
data and information will be accumulated on the system for/the€ banks to further validate in
donstrain the risks. \

/
~
\J

(Open source software:

-+ FISCO-BCOS as the blockchain

-+ MINIO as the file storage

+ JDK1.8 for development language Node:js for web front-end
+ Docker as the running contaiqgr

(Other information: '

\
Further information: Digital\China Information Service Co., Ltd[32].

P

\
9.2 Interbank loanjreconciliation and settlement (China)

9.2.1 Categq@es

Transversal\Category

+ 5:Electronic identification, trust services, e-signatures

titution,

. There
d banks

b field of
m, more
brder to

}ﬂombntal Category

— 5. Process Optimization

Vertical Category

— 3. Banking, Financial Service and Insurance

UN Sustainability Goals

— GOAL 9: Industry, Innovation and Infrastructure
Status

— 5.in production/live implementation in Chin
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9.2.2 Summary
Long description

This platform was designed to facilitate the clearing and reconciliation process for online, unsecured
consumer loans via mobile devices. The loan is underwritten under a syndication model, wherein
funding is jointly raised by the lead bank and other participant banks.

To ensure a smooth customer experience during the drawdown process, participant banks are required
to make advanced deposits of provisional funds in VOSTRO accounts, i.e. an account a correspondent
bank holds on behalf of another bank, opened at the lead bank. However, the process involving interbank
clearing and settlement, as well as account reconciliation, grows increasingly complex as the number'gf
participants increase.

In the tijaditional syndication model, banking systems only allow participant banks to view-transactios
journalg and make reconciliations on a T+1 basis. The account information asymmetry-inthis proces
can incifease participants’ cost of capital, but the development of a real-time reconciliation system b
indepern|dent participant banks is also not financially plausible. Nevertheless, a demand for visualize
tools tomonitor clearing and settlement and timely reconciliation remain in dendand.

1= =2 Suv s

Business problem or opportunity

> N\

1°2]

This pldtform is a solution to the aforementioned issues. System statist\ib§'also support this busines
case as|well. The platform is used by three participant banks. In th&Xtraditional syndication mode
banking systems only allow participant banks to view transactigmjournals and make reconciliation
on a T+] basis. The account information asymmetry in this proc‘e§§ can increase participants’ cost 9
capital, [but the development of a real-time reconciliation system by independent participant bank
is also not financially plausible. Nevertheless, a demand for.visualized tools to monitor clearing an
settlement and timely reconciliation remain in demand,

U h T T

Scope

As interbank reconciliation is a global competitive challenge, the use case can be applied in th
reconciliation process between different. financial institutions and different financial product
worldwide. \

9%

1°2]

(

Objectiye \

N
The objectives of the platform_iudlude simplifying the interbank reconciliation process, improving
operatignal efficiency, and reducihg operation costs.

Stakeholders N \“

‘o)
The lead bank and pgjej,cipant banks involve in reconciliation process.
Predicted outcomes

Reduce the séttlement period to T+0 days from the industry average of T+1 to T+2 days.

Why di tributed ledger technology?

The reconciliation process involves different participant banks. The development of a real-time
reconciliation system by independent participant banks is not financially plausible. Besides, the clearing
and reconciliation process involves the high-frequency, high-volume information and fund flows. At the
same time, the operational management must meet strict access and security requirements.

9.2.3 User requirements
Functional requirements

— Actors: Lead Banks, participant banks
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— One master node provides core DLT and maintains the system operation.
— Other participant banks are only responsible for conducting reconciliation.
Visualizations: Figures 50 to 53

— Reference architecture

D. User systems:

i) Lead bank
C. Admin System: i) Participating banks
= - 3 A C -.H'l‘- H £l T
SCTVILT rluvlllel H vaBalll& TIT) GCTUTy TS au tIToTIey

Admin Apps User Apps

Admin System User Systeim

B. Non-DLT Systems:
Deposit core system
Reconciliation system

Admin API I

‘1/
mr APi (-1?‘

N
Figure 50 — Systelg%/ ew architecture: Interbank reconciliation (China)

— Data flow model QO

DLT Administrators
q/‘lx

H

Node B
Access
Management Consensus &
/ﬁ Mechanism O
Non-DLT ERP App Smart \% %
& Contract Event s\ - 5
= S 5
E Secure Runtime LI O B Private DLT Node C
£ 23 oCE
g Q a5 Network
5 _g :
o
Transaction Smg (J
t M: ©
Non-DLT Systems S alg, S
Private DLT
Node A -
\\, FISCO BCOS Node D
4 @Q‘
A\ Z: Project uses FISCO BCOS (pyivate)
O blockchain infrastructure
Nodes are run by lead and parti¢ipating
c\)b banks.
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Data flows triggered by the data-related operations of which stakeholders.

i) Specify the role of each stakeholder in facilitating the data flow: Banks, service provider, certifying authority
ii) Identify the type of data flow (See categories A- Z below)

A: between 2 separate DLT systems when they interoperate

B: between a DLT system and non-DLT systems connected to it
C: between administration applications and a DLT system

D: between user applications and a DLT system

Z: within and between the nodes of the DLT system

D: User Systems

C: Admin Systems i) Lead bank

Service provider: WeBank ii) Participating banks
iii) Certifying authority

B: Non-DLT Systems [ Admin system ] ( User system )
Deposit core system
C

Reconciliation system

D

Non- DLT
systems

Private DLT Node A -
FISCO BCOS

afe N

Z: Projectaises FISCO BCOS
{private) biockchain
infrastructure

Nodes are run by lead and
participating banks.

Figure 51 — Data flow analysis:Interbank reconciliation (China)

— Behavioural UML )
I'_____—"l r==—=—===19
| | |
Partner Bgnl\ Blockchains Lead Bank
| (produc;cw?r | |
| environrhent) i |
| ( ‘\ | Link Link |
- encryption encryption
Intranet —Ib ‘Re\ ) fund query 4'— https — Lead bank <« https —I> Pre-set blockchain
access | ( 5 system | node |
‘l\' - | Link |
encryption
Participant Bank . (\r @ | Le‘;‘ig:nk Lei‘igznk |
Administrator ,\ | | |
N | | |
( | | Lead bank |
~ L a node L r

Figure 52 — Use case diagram: Interbank reconciliation (China)

Sequence Diagram
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Participant bank Lead bank Validate Track & Trace

1. Send tx + balance data

2. Send tx + balance data:

4. Save reconciliation results

[

i 3. Reconcile i
| and validate |
H :
-

I
1
5. Reconciliation results E

6. Reconciliation results

detail

8. Reconciliation detail

1
:
1
7. Request reconciliation |
1
1
I
1

9. Request reconciliation

detail ®
S Rt et e NN
10. Reconciliation detail !

. 1

S LT SRS mrrrs B

Figure 53 — Sequence diagram: Interbank reconciliation (China)

9.2.4 Force field analysis
Legal considerations:

The application is under supervisi:on of the local banking and monetary authorities and constr:
he related regulations and laws,
N

ot

-

isk 20
] ¢
er compliance requiféments, DLT system and existing banking system are applied separately
wo systems are opetating simultaneously in this use case. If DLT is fully acknowledged by the r
h the future, it W‘i‘.lﬂ‘\be able to replace the traditional reconciliation system, which is where this
rings the m f\important value. Therefore the risk of this use case is the regulator ultimately
pprove DL:I;‘SO be applied in reconciliation.

Q) 5 =

(pen solirce software:

—~Privacy: access role control, zero-knowledge proof, homomorphic encryption, group signatj

hined by

, and so
egulator
1se case
loes not

ire, ring

signature

— Performance: advanced consensus algorithm based on rPBFT

— Usability: easy to on board with SDK, sample implementation, deployment guide, monitoring and

auditing tools
— Reliability: several applications in production with proven stability
— FISCO BCOS Documentation[33],

Other information:
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WeBank Co., Chinal341.
9.3 Organized CHIT funds (India)

9.3.1 Categories
Transversal Category

— 1. Cloud computing

— 2. Public sector information and open data

— 5. Electronic identification, trust services, e-signatures
Horizontal Category

— 1. Identity Management

— 2. Data Provenance

— 3. Glovernance and DAOs ,

Vertical|Category :}\
— Use|case authors define their use case by ISIC Section, division,gfoup and class.

— Section = K - Financial and insurance activities N ”

— Divjsion = 64 - Financial service activities, except insurancé and pension funding

— Group = 649 - Other financial service activities, except insurance and pension funding activities
— Clags = 6492 - Other credit granting

UN Sustfainable development goals

— GOAL 1: No Poverty (

— GOAL 8: Decent Work and Ecgpg?rlic Growth

— GOAL 9: Industry, Innovatio’\n\a;ld Infrastructure

—  GOAL 10: Reduced Irle{]iéal'ity

— GOAL 11: Sustain&b'feNCities and Communities

— GOAL17: Partge‘TsLips to achieve the Goal.

/

Status N

— 5.Ip Production / Live implementation

9.3.2 Summary
Long description

Typical actors in an organized ROSCAs are Organizers, Subscribers, Regulators, Banks, Auditors and
other Third Party Systems. Activities between actors are intermediated by Regulators whose role is to
oversee whole-system compliance and to protect the interests of individual Subscribers and Organizers.

The Organized Chit Funds disintermediates the Regulator role to bring trust and transparency to
system operations. This approach catalyses all activities between parties and enables new business
models that promote financial inclusion.
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Business problem or opportunity

ROSCA organizations in India operate on a very thin margin with restrictions across the segment
in terms of alternate revenue opportunities. Subscribers, on the other hand, are also losing money
in the name of ROSCAs by unscrupulous activities of some of the organizers. Regulators who play
the role of intermediation between these two parties have less human resources to administer and
monitor the activities. With multiple unknown parties involved in the ROSCA operations, the issue of
Administration/Monitoring, Trust and Transparency across all the transactions is a big challenge in
this segment.

LA

cope

This use case has national scope and is specifically for organised and regulated CHIT Funds. India as a
dountry has legislation to support the ROSCA activity as per “The Chit Fund act of 1982"."This fise case
Ras the scope of implementation across the country and can play an important role infinancial ihclusion
if implemented correctly. Currently, this is implemented in the State of Telangana. The same lise case
dan be expanded to multiple nations where social lending, self-help group actiwities are more prfevalent.
Since this use case has implemented long proven legislation, this can form the'basis of implementation
in countries where there is no law yet to govern this business. The smart.éentracts can be validdted and
yetted by the governance and working committees set up to make sure there is legal validity/|backing
tlo the transactions happening. -\

<
N\~

Objective S

Increase the Trust and Transparency in the way ROSCA opérations are conducted in the state/fountry.
The smart contracts can be validated and vetted by the ggvernance and working committees det up to
thake sure there is legal validity/backing to the transactions happening.

S§takeholders

— All ROSCA participants, Regulators, Organizers, many other ecosystem enablers.
Predicted outcomes

1 Full transparency in the money miévement of the ROSCAs,

(

+ Full transparency in the Operations of the ROSCA organizations.
\
+ Protect millions ofsulgs\é\ribers interest in participating ROSCAs Standardization across the¢ board

+ Predictability and f]‘nderstanding of the economic situation based on the ROSCA money in the
system Cy”

- »

+ Economic LQ'c-l‘fgators helping to improve understanding of how people save and borrow.

1+ Finaneiglinclusion by building the credit profiles of these subscribers who are otherwise lgft out of
formalfinancial institutions.

hy d‘fstributed ledger technology?

Chit fund (ROSCAs) as a financial instrument has many operational strengths and weaknesses.
Blockchain can address many of the challenges discussed above which would reduce the information,
interaction and innovation frictions (e.g. high fees, cash movements, reporting, auditing and potential
fraud from the parties).

Using blockchain can, decrease the friction, and also increase the operational efficiency and entrust
the belief in this financial product. This solution gives a transformative approach to this traditional
industry by not just building the fundamentals of the system, but it will pave the way to build the credit
identities of these subscribers who are otherwise left out in the formal banking financial services.

© IS0 2022 - All rights reserved 89


https://standardsiso.com/api/?name=f3b71e9e26325c3717ef3c9198dadda9

ISO/TR

3242:2022(E)

A blockchain based network of ROSCA group registry along with the subscribers will create immutable
transaction records. This approach can build the credit profiles of these subscribers from the ground
up and make them financially inclusive.

As smart contracts continue to evolve with more and more parties joining the consensus mechanism, it
will achieve higher level of usability and trust. The platform will capture transactions, verify the data
and can also work with third party systems such as financial institutions to enable smart transactions
and distribute private keys for clients - to allow an automated and trusted financial transaction

between all parties.

If estalf

lished as described above, blockchain implementation has large potential to create

decentrplized, disintermediated, inclusive financial solution unlocks the economic value and liquidity.

9.3.3 |User requirements
Functidnal requirements
Visualizations: Figures 54 to 57

Reference architecture

B: Non-pLT systems: Operators
e Wqrkflow Engine ChitMonks
e Payment facilitation and

trajnsaction verification.

C: DLT Administrators /

Admin Apps

Admin System

— A
Generai Publicre
only A g
r_ Regul T Apps
| i
iber Apps

Foreman Apps
~ User Apps

D: DLT User systems:
i) User apps/dashboards

User API

Private
Permissioned

DLT Network

swwo)
9pOoWIdU] 3INIAS

DLT Node A - User
Node
Hyperledger Fabric

Admin API =N\
Document Mgmt = \Q
w
i< —_——
G | Subscriber
= Consensus
RUoxkiloazenns = Mechanism
Asset
Off-Ledger Data ; . Management
O iansaction Di Ev_:nt_
Non-DLT Systems < ) I System istribution
l’ ‘ B
J\d
) Ledger
~\~ R TS Data Storage
) .
-~
&
(.\ Z: Project Partners running nodes:
-
\

e 2 xAdministrartors (ChitMonks) as clusters of Chit Fund organizations and
e 2x Local government (IGRS department) as clusters of regulators.
¢ More nodes will get added for Chit fund company clusters and other organizations as

the system evolves

Figure 54 — System view architecture: Organised CHIT funds (India)

Data flow model

There are three major actors in ROSCA business
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Data flows triggered by the data-related operations of each stakeholder:

i) Stakeholders: Subscriber (active Chit group subscriber), Public User (any citizen), Regulator (ChitfundRegulator),

Foreman (Chit fund company owner), Bank, Service Provider (ChitMonks).
ii) Type of data flow (categories A- Z)

A: between 2 separate DLT systems when they interoperate

B: between a DLT system and non-DLT systems connected to it
C: between administration applications and a DLT system

D: between user applications and a DLT system

Z: within and between the nodes of the DLT system

D: User Systems: -

ribers

>

iii) Facilitates/validates the
Fixed Deposit Receipt taken g

Z: Project Partners
by the foreman.

running nodes:
e 2 xAdministrators
e 2 xRegulators

Figure 55 — Data flow-analysis: Organised CHIT funds (India)

+ Behavioural UML N
Use case diagram \
N
~\
N\
C~™
)
;(‘
.\(

C: DLT Admin i) Regulator Dashboard - oversee complianee

Service Provider: ii) Subscriber - register / participate

ChitMonks iii) Foreman Dashboard - onboard / manage subs
B: Non-DLT Systems: . . R .

iv) Public user portal - read only, public/oversight,
Workflow Engine:
i) KYC, \
ii) Document management iy sten WEerepalam ) Node m]
_/
: N
BaBnk.k . C D |
1). an Payment transfer. e T L |
Either direct through bank or systems
via payment gateway
processors. DLT Node A - %
User System g\\
» . . Private Network
ii) validates transactions . O
related to the company and Hyperledger Fanc
subscriber
~ Vo)
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Organised Chit Regulation

Application to
start new CHIT
Declare the CHIT
Foreman status regularly till
the closure of the
CHIT

Sequen

Review and \ (1:1/
approve the new
CHIT application Q
Online payments (1/
and fixed (1?‘

Regulator
and declarations
deposits

Subscriber

Consent to Bank
transactions

Consent, Banker

declaration given
by Foreman
\ Check for'the

informatiofitand status

Public User of Orgamjsed CHIT

Figure 56 — Use case‘dgg}am: Organised CHIT funds (India)

O
ce Diagram @ .
O
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Chit applications Subscriber leedadii)eonstlts / Q Q Q
and declaration consent pay .
transactions
. I I I
| | I I I

1 : Regulator  Subscriber Banker

Foreman [ [
I I I

| |

I Apply Chit Review the applications/declarations | I
—eppheations, o |

[ declare Chit | [

| status - Request for consent on foreman declarationI -———— ->|

: <« — — - Consent the declaration - — — — do___1

Fixed Deposit/Make payment

V.

I
I
I
I
I
I
I
I
I
I
I
Request for consention fixed |
deposit/paynient transactions |
: ' |
I

I

I

I

I

I

I

I

I

I

I

I

Consent the clieclaration

<

) Approval or reject the Chit applications or declarations
> \

N\~

0

Figure 57 — Sequence Diagram: Organised Chit Funds (India)

$mart contracts:
This solution defines multiple chaih'codes for various transactions between Organizer and Regulator.

All the chain codes are embhédded with Regulatory acts to make sure the Organizer is folloying the
The Chit Fund Act of }%82’ Any deviation from the Act, system would raise flags with different
deverity levels. There might be some scenarios, where severe deviations would cause in rejectign of the
fransactions. D

)

(ategories for cha‘i‘s}éodes include:

-~

N\ .
+ ROSCA G)ﬂ)tlp Approval related chain code.
~\(
+ ROSEAGroup Modification related chain code ROSCA Group Closure related chain code.
1+~ ROSCA Group Auction related activities chain code.

~

— Foreman Company registration and modification related chain code.

— Foreman Company Payments to subscriber related chain code.
Security, privacy and identity management:

All the users of the system would be able to access their organization data with permissioned access
mechanisms in place. The user access roles would be defined by respective organization admins, they
can define these roles only for their data. Any other data access would be permitted with the consent of
the data owner.

All the data communication across the network would use TLS communication, that would encrypt all
the data in transit.
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Only ap

proved entities would be allowed to participate in the network. Any malicious transactions

would mean that the participant would be thrown out of the network.

Non-functional requirements:

Hyperle

dger Fabric is used as blockchain framework to build the private/permissioned blockchain

network. Technically, there is no limit on the number of participants. It supports up to 2000 TPS, which
is sufficient for the ROSCA transactions in the ecosystem.

The cur

rent business workload could be around 500 TPS at the peak load. With the other ecosystem

players,

9.3.4 LForce field analysis

Legal c

India ha
biggest
smart ¢

Outside
financig

Risk:

While t
sure th¢
interme
auto-reg

In term
who wi
this use

Referel

Technic
beyond

Further
and Chi

Other i}
Implem
— 144
— 724

the TPS can up to 1,000. These number could easily be handled by the Hyperledger Fabric.

nsiderations:

s a legislation which governs the ROSCA operations - “The Chit fund Act of 1982%"But one of th
constraints in disintermediating the governance completely is giving the degdl validity to th
pntracts.

U (U

India, this same use case can be used as an innovative business(model to help spread th
1 inclusion. <

o\
«\\

N

9%

S
he system can now play an important role in the deSign of consensus policies and mak
e smart contracts written honour the transactions hetween parties seamlessly without an
diation, the legal binding of these smart contracts areimportant to make the system completel
rulating.

~ o~ W

5 of business, it would be useful to have strofiig data governance entities in charge of definin
| have access to what information. Consent“driven mechanisms (User-centric) will help tak
case to a very different level.

WUy

jced standards:

hlly, when looking at the use case; the node managers will be evolved over a period of time but
that, the available technolng’és and frameworks will surely help the use case enough.

—

information on Hyperl@\ger Fabric Related Documentation[33] references and Chit Fund Actl34
monks company info'l:mation[ﬂ] are listed in the Bibliography.

(oY
hformation: .‘w\

\
entation Stafdsin Telangana:
N
\ Y

\ssistant Registrar of Chits (ARC) offices

>

+ Chitfund Companies

— 1 452-; Branches

— 21 489+ Chit Groups (ROSCA Groups)

— 1461,66+ Cr Auction Turn Over per month

— 17,532+ Cr of Money rotated per year

Benefits observed from implementing TChits:

94
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The officials from the ARCs indicated that the system is helping them to monitor the entire process
efficiently as indicated below:

Monitoring of ROSCA company compliances has become easy.
Minutes filing and monitoring of monthly reporting has been automated by the system.

Voucher Details and separate account details compliance is automated by the system.

Violations raised by the system is very useful. No need of manual monitoring about violations saving

(ther achievements / benefits: v

9.4.1 Categorics
\

TITATTY TITAIT (TOUTS Of WOTK:

All ARC offices have become cashless and the payments are handled only online.

All the legacy data migration is done making the entire chit fund reporting activities digital. No

more offline activity in any ARC Office now.

Verification and Document management of the Details submitted by the foereman have become easy

Various health parameters in the ROSCA businesses can be monitored now in real time dnd take

proactive steps to mitigate future risks.
Standardization across the board because of automated rule engj\ne.

N\
Imposing fines are automated and hence the compliance is 4150 increased.
N

/

\J

Enforcing 100 % Discipline in chit fund company.activities.
Proactive administration / regulation of Chitfund business.

Identification of patterns.

Paperless, Presence less and Cashless -~ Reduces the carbon footprint, efficient dgcument

management, cut lot of indirect cdsts both to foreman and regulator.

First of its kind of project which will set as a role model to the entire country.

\
Further information is givenin'Reference [37].

~\

9.4 Transparent.sec\uritisation (Italy)

(Y
»

Transversal <@,étegory
\ Y

5, Electronic identification, trust services, e-signatures

16! é—Privacy

8. Accessibility of ICT products and services

Horizontal Category

1.Identity Management
5. Process Optimisation

6. Automation

Vertical Category

Section = K - Financial and insurance activities
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— Division = 66 - Activities auxiliary to financial service and insurance activities

— Group =661 - Activities auxiliary to financial service activities, exceptinsurance and pension funding
Class = 6619 - Other activities auxiliary to financial service activities - Specifically, marketplace
facilitating securitisation transactions

UN Sustainability Goals
— GOAL 8: Decent Work and Economic Growth
—  GOALSTmdustry, inmovatiomanmd nfrastructure GOAL 10 Reduced Tequatity

— GOAL 11: Sustainable Cities and Communities

Status
— 3.inp development or pre-production

— 8. ah integration with current systems

9.4.2 [Summary

> N\
<

Long description N
S\

The platform provided by Stonize is a digital marketplace for funning end-to-end securitisation
transactions. It allows the creation of blockchain based secufibies (security tokens), embeddin
seconddry trading. It digitises paper deeds and, by using tokenisation, automates asset managemenit
embedding governance within algorithmic protocols, thus\making deal execution accessible and
efficien{. Blockchain notarisation enables transparency on,underlying assets performance (immutablg
data). This combination provides a one-stop solution¥for digital securitisations, which ultimately
promotes financial inclusion and impacts the real economy and employment rate.

Uy

==

The platform allows an SPV to acquire assets (e.ginvoices) by digitally signing contracts, issuing an
exchanging security tokens and notarising the key steps of the assets’ processing and their performancsg.
The platform integrates premium compliant-KYC, AML and document preservation services and EU
regulatéd digital identities (eIDAS is the EUregulation for Electronic Identification, Authentication angl
Trust S¢rvices[38]). Also it interacts with-third- party custodians and exchanges. The user interface i
based oh a dApp that can be executeﬁ on a decentralised browser.

™\

Business problem or opportu@i}y

This platform solves the m\eﬁpr issues of securitisation of:

=3

— Low efficiency: tnz{('fl‘t)lonal securitisation takes time and money (e.g. collateral PTF segmentatiol
confracts managément, data reconciliation);
¥
\ Y
— Lowtransparency: securitisation complexity can make the assessment on the value of the investmenit
harf (e.giperformance of assets backing securities can be unclear)

>
-~

This end ; . ] ] ] idi _effective liquidity for SMES’ h. which

leverage lower capital cost and efficient private placements.

Scope
Stonize operates in the financial industry and, more specifically, in the securitisation market.

The impacted sectors include banking, insurance, factoring, leasing and other non-banking such as
online lending.

The main current geographic target area is Europe.

For laws and regulations, there has been a great recent deal of progress in Europe, where a virtuous
competition between member and non-member States is leading to the development of regulatory
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frameworks open to Blockchain and security tokens, particularly relevant for Stonize business. The
most notable examples include Luxembourg, Liechtenstein, Switzerland, France and Germany.

Objective
Making finance more democratic, by distributing economic wealth more equally.
Stakeholders

— The platform users are all the operators across securitisation transactions (suppliers, originators,

’ ’ ) ’

— In addition to platform users, are regulators / supervisor bodies (e.g. CONSOB, which(is\thg Italian
Companies and Exchange Commission, and Bank of Italy) and law enforcement (e.g. Guprdia di
Finanza) can benefit from a positive impact leveraging platform transparency.

Predicted outcomes

It is expected that securitisations to be run in a fully digital manner by leveraging platform accefssibility
dnd transparency. This will provide direct and timely liquidity to SMEs,

Why distributed ledger technology? A

The platform is based on notarisation and tokenisation, which ¢onverts ownership rights int digital

ynits of value. This is something that could not be done beforé. ™
N

Thanks to the platform securitisation stakeholders who n’lanage the entire securitisation workflow
more efficiently and with an “embedded trust”. Indeed, ‘the way the platform employs permissionless
blockchain renders assetmanagementand performantétracking transparentand robust. The bldckchain
Backbone provides a single source of truth, whichrbrings efficiency (e.g. avoiding reconciliatioh effort)
dnd catalyses trust among participants, encouraging parties to participate in securitisations eyen with
ynknown partners.

The technological issue has been tackled by developing the Trusted Token Transfer (T3) protocol, a
proprietary solution that reduces thecomplexity of the securitisation. T3 makes the platform agnostic
firom the point of view of the blockcham technologies. However, this use case chooses Algoran(d for its
ddvantages:

+ Itis an economically env\t?onmentally sustainable;
+ Itovercomes min.ing*pool issues of private, federated and permissionless PoW-based block¢hains;
+ Ithascore fu_ng'\t:i-?);lalities implemented at Layer 1;

+ Ithasa sg@népositioning as trusted partner for institutions;

N
+ Ithas epéhared vision of making finance more democratic.

>

9.4:3. " User requirements

Functional requirements
a) Supplier: liquidity for its core business (e.g. factoring)

b) Originator: new investment opportunities (originators can “catalyse trust” by showing in a reliable
manner their performance in order to attract investors)

c) PTF Agent, SPV, Servicer, Representative of Noteholders: Efficiency
d) Investor: transparency

e) Regulators / Supervisor bodies and Law enforcement: ease and reliability of investigations
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Visualizations: Figures 58 to 61

Reference architecture

B: Non-DLT systems
Digital identity mgt
regulatory
compliance/oversight

C1: Admin systems
Service providers —

Stonize and Algorand

C2: Operator systems
Securitization operator
— PTF agent GUI

Platform administrator

D: User systems
Web app GUIs — Supplier, servicer,
SPV, investor, representative of
noteholders

Admin system

Operator system

User system

Ve
Digital identity : | SupplierGUI || SPV |
issuance and mgt Admin control Securitization operator
anel ! Servicer GUI ! ! Investor GUII !
Command line
L interface PTF agent GUIs | Representative of notehoiders GUI (1/

[ 4

ML data

Admin SDK Admin API User API
Access mgt Transaction ST issuance
system
Whitelisting ST traging intexnod Algorand
-DLT external RBAC® an £ nipQoce Mainnet
1 settlement €Jmms
L ystems J
4 A oy | N |t O
KYC data P 8
Sigrfature flows m Node\{Qser Node
--
Reforting data 5\
)
8
)
Non-DLT internal A\
L $ystems J \O
a2 For hudit and compliance. C)
b Rolg-based asset control. @ .
¢ Secyrity token, implemented as @X (Algorand Standard Asset) NF/NFT (Fungible/Non-Fungible Tokens).
4 Implemented leveraging Algorand Layer-1 smart contract (ASC1): stateless smart contracts written in TEAI,
autgmatically enforce cu@rules and logic (e.g. freezing and clawback).
=)
Figure 2& System view architecture: Transparent securitisation (Italy)
— Data flovx@del
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Type of data flow (Categories A- Z below)

Stakeholders: governors (law enforcement, regulator and supervisory A: between 2 separate DLT systems when they interoperate

. . . B: between a DLT system and non-DLT systems connected to it
bodies -eg.CONSOB, Bank of Italy), users (supplier, servicer, SPV, C: between administration applications and a DLT system

representative of Noteholders, investor), auditors (Certification Authority), D: between user applications and a DLT system
- - . Z: within and between the nodes of the DLT system
service providers (Stonize and Algorand).

D: User systems
Web app GUIs -
Supplier, servicer, SPV, investor,

C2: Operator systems .
- e N representative of noteholders.

P
- PTF agent GUI

C1 Admin systems
Service providers -
Stonize + Algorand

B: Non-DLT Systems
User system
Digital Identity Mgt:

Certification Authority.

Internal KYC process. Al gyt

Regulatory compliance/ c1
oversight:

Governor stakeholder off-
chain systems.

DLT Node A -
Algorand Mainnet

Non- DLT
systems

gorand Public

Figure 59 — Data flow analysisr Transparent securitisation (Italy)

+ Behavioural UML
Use case diagram
\
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Interac

100
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Figure 60 — Use case diagram: Transparent securitisation (Italy)

© IS0 2022 - All rights reserved


https://standardsiso.com/api/?name=f3b71e9e26325c3717ef3c9198dadda9

ISO/TR 3242:2

Start

Sign Sign
agreement agreement

On chain notarisation

1 ££ Sl ol
TSStrafee-orrHhgiore-toreRsas

022(E)

Algorand Standsard Asset (ASA)
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Figure 61 — Interaction diagram: Transparent securitisation (Italy)

Security, privacy and ider}ﬁ}y management:

2~ \ . . . .
\s for the system security; considering that the entire approach is completely new to the secur
ndustry, the main rish relates to the platform users. Its operators can be victims of cyber-
specially those usifig social engineering, to take advantage of the low sensitivity to digitisa
ace cybersecurityrisks, this use case is employing the highest security standards, risk relief
uch as toke ﬁceezing and clawback, token mirror, top-notch system auditors and, importa
ducating g};gts especially against social engineering based attacks.

DA =h [ = N

A funda'r;ne’ntal aspect is related to privacy compliance with regulation (e.g. GDPRI[15]) and usg

tisation
attacks,
tion. To
Features
htly, are

r needs

i.e<supplier and investment confidentiality) and its apparent friction with the transparency of a
permissionless blockchain such as Algorand. The issue is being addressed by using hashing tecTnniques,

pseudonymisation and multi-address wallets.

Identities are managed by an eIDAS compliant Certification Authority that, as a result of a self and
remote KYC and (for specific user type) and automated AML, releases digital identity and electronic
signature certificates for legally binding actions (strong and qualified authentications, authorisation,

and signatures).
Pre and post conditions:
Pre-conditions:

— users' confidence in the use of electronic identity (e.g. for the e-signature of contracts)
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— “post-hype” belief in permissionless blockchain
— availability of “digitised asset” (i.e. to standard digital representation of underlying assets)
Post-conditions:

— further evolution of the regulatory framework for blockchains (especially with reference to the
exclusive custody of DLT-based digital securities)

— further adoption of electronic signatures (e.g. possibility to digitally sign also notarial deeds
renfotety)y

Non-functional requirements:

— Digltal identity: interoperability with and availability of Certification Authorities,(AML and
document preservation service providers.

— Blogkchain requirements: highest level of decentralisation, real time verification, custodian
intggration, data integrity functionalities (freezing and clawback), audited technology and smar
confracts.

T

— Others: usability, robustness, asset and process traceability, maintainahility, agnosticity (meanin
that the platform can be used with other blockchains), flexibility (rpea:ning that the system can b
delivered as a service or on premise). N

0 JUd

9.4.4 LForce field analysis v

Legal cpnsiderations:

In additjon to the legal considerations reported in this de€itment, a major constraint is related to the fac
that, byl regulations, access to investment opportunities is today restricted to institutional investor
(banks,|insurance companies, investment/pension.funds). However, the platform is designed in orde
to be acfessible also to retail investors, starting from accredited ones. European regulatory framewor
could evolve in a way where institutions will be“a trust reference for retail investors who took part i
crowdfynding, peer-to-peer (P2P) lending, Initial Coin Offerings (ICOs) and stock market.

=N T3 Ul et

Risk:
\

N
The main risks are related to: (\' \

P

— Culfure - the financial gector, with the exception of some specific areas, is not used to quickly
embrace innovation fre-ijq'outside the financial institution.

9%

o)

— Regulation - althgugh Blockchain and security token legal frameworks are evolving fast, here ar

still missing piQ(eS in maintaining compliance with the traditional world, which hinders a fully
digijtal process<

—

— Reputation™ since securitization transactions are carried out on average on assets that have a tota
valyeoftens/hundreds of millions of euros, a strong brand can convert prospects into customers.

— Cybersecurity - (discussed above).

To overcome the cultural barrier, this use case leverages the most innovative stakeholders in the
securitisation value chain and the operational efficiency needs of originators and portfolio agents

— Regarding regulation, although DLT technologies are being widely adopted in the various European
legal systems, some operational holes still remain, such as those relating to custody. Important
progress is expected in the most attentive jurisdictions of these aspects in the EU, such as Germany,
where an important sector operator such as BitGo is starting its operations and applying to obtain
the necessary licenses from the financial authority (BaFin). However, while this scenario evolves
and full digital asset management is possible, Stonize employs a gradual approach for the custody,
based on mirroring security tokens with traditional security.
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As for the reputation, this use case is plans to leverage the securitisation that the first client will
launch in the second half of 2020 and Stoneize are executing a strategic partnership programme

with institutional partners:
Euronovate for the digital identity, electronic signatures and paperless workflow;

Algorand for technology backbone, and the Italian National Research Council (CNR)
technology transfer of research in the trust field.

Referenced standards:

for the

Text

+ Provisions, in the various jurisdictions, on securitisation (ex. Italian Law no. 130 of-30 Apri

+ Data normalisation requirements, according to ESMA (EU 2017/2402)[391,

+ European regulation on (eIDAS - EU Regulation 910/2014 of 23 July\2014[40] on el
identification and repeals directive 1999/93/EC of 13 December 1999).

+ The European General Data Protection Regulation (EU 2016/679[411),

-+ Rules on the digital preservation of documents and data (e.g.‘a('n\t.44 of the Digital Admini
Code in force in Italy). N\

1~ Various regulatory frameworks on blockchain and toKenization (e.g. Liechtenstein Bla
Act, Switzerland Blockchain & Cryptocurrency Regulat’ion Luxembourg Bill 7364 on blo
based securities, France Decree no. 2018-1226 on the use of a blockchain for the representa
disposal of financial securities).

(Open source software:

q

J

€

s

IInteroperability aspects of software systems or applications, such as an AP]I, protocol, data str
tc.

Reference implementation (to show that a specification is implementable)
\

|

[ i &

=

B. Has evaluated/studie,a"how to make meaningful use of Open Source Software

cenarios:

& . .
Test suites, unit tests, etC for functionality tests Engagement:

. Open Source Sgftware is critical for a successful adoption

pecific partsﬁ”’the code will be open sourced (e.g. for design reasons, the smart contract hang
oken issuahCe and transfer).

thers;.such as the same T3 protocol, will be closed sourced but assessed using open source to
vill provide a high level of transparency on the audit process and, in turn, will enhance furthern
his‘Stonize platform

11999).

bctronic

stration

ckchain
kchain-
fion and

Lctures,

ling the

bls. This
trust of

Other information:

In addition to the legal considerations reported in other parts of this document, a major constraint is
related to the fact that, by regulations, access to investment opportunities is restricted to institutional
investors (banks, insurance companies, investment/pension funds). However, the platform is designed
in order to be accessible also to retail investors, starting from accredited ones.

Further information: Stonize S.r.1[42].

© IS0 2022 - All rights reserved

103


https://standardsiso.com/api/?name=f3b71e9e26325c3717ef3c9198dadda9

ISO/TR 3242:2022(E)

9.5 Pension process optimisation (China)

9.5.1 Categories
Transversal Category
— Electronic identification, trust services, e-signatures

Horizontal Category

— Profess Optimisation

Vertical|Category

— ISIq section: K-6530

— Section K - Financial and insurance activities

— Div}sion 65 - Insurance, reinsurance and pension funding, except compulsory social security Group
Clags 6530 - Pension funding

— Soufrce: ISIC. Rev. 4 (p.56 pA
UN Sustainability Goals :t\\‘ y
— GOAL: Partnerships to achieve the Goal ',:

Status ‘

— In groduction/live implementation

9.5.2 |Summary
Long d¢scription

Blockchpin-based platform and smart contracts are making pension businesses and transactions mor
secure, pfficient and cost-effective. (

W

— Thegblockchain-based platform.rf\eceives the payment receipt and application chart.

~\
— Thgplatform uploads the information to the blockchain. Then smart contracts automatically enforc

obligations, which were set up in advance, and write the results to the blockchain.

W

A\ . . : . .
— Thdrelated institutions obtain their part of information and requirements from the platform.

—  After Completingfhe assignments, the related institutions upload the results to the blockchaii
thrpugh the p]*a<tform.

—

— The clientTeceives the results from the platform.

>
-~

Busine‘_'s prcb!nm or l\““l\l".‘!ll‘lit"

CHTrOoTrUpportuatr

The application of the blockchain technology allows the institutions to optimize the pension business
process, enhance the development of automating pension business, as well as increasing capital
utilization, and improving the customer experience.

Scope

The use cases are currently mainly applicable to China, involving various enterprises and employees in
China.

Objective

Optimizing the pension business process by using the blockchain technology.
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Stakeholders

— Agricultural Bank of China.

— China Taiping Insurance Group Ltd.

— The companies and their employees who have participated in this pension system

Predicted outcomes

022(E)

-+ Improving capital utilization. Cost-saving.
Why distributed ledger technology?

As the core technology of a trusted value network, blockchain utilise asymimetric cryptd
dlgorithm, consensus mechanism, decentralization, permanency and immutability, which bri
opportunities for the development and innovation of pension business.

Blockchain technology allows every participant to become a node in the’blockchain network. Th
gvery step of the business process can be recorded as data.

> N\

These data form a distributed ledger that is immutable and comﬁléfely traceable. In other wd
data cannot be altered or deleted and it is easy to supervise. , -
N

is able to transfer the data from offline to online and secure the data.

processes, advance the automation of pension businesses, as well as increasing capital utiliza
improving the customer experience.

9.5.3 User requirements

KFunctional requirements

(

The client requires the system to have functions, such as account establishment, pension p
gontribution payment, and.iftvestment management.

~\
Visualizations: Figures.62 to 66

— Reference allcQ'i.'técture
o

:\(‘

graphic
Ngs new

erefore,

rds, the

The traditional pension business uses mail and paper rec€ipts. The blockchain- based pension business

The application of the blockchain technology allows, the institutions to optimize the pension husiness

fion and

Ayment,
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D: User systems C: Admin systems
Pension business system Service provider
interfaces (not described

in diagram)
o [- - - - -j
. | |

4 )
Smart contract engine

= - -

o~ - /
_/" Public DLT
“= Network
N\

- J
4 )
|| InterSystem
I/F
\_ J DLT Node A —
User node Z: Hyperchain
(N Public network

A: Othdr DLT systems

Blockchain monitoring
alarmiig system

xO
Figure 62 — Systems view am&é}ture: Pension process optimisation (China)

— Datja flow model ’
o
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Blockchain-based pension business process optimisation
application project

Manager data l User data l Transfer order data

b b o

Authority d Systems Account Task number Payment Contribution
uthority data operation data Information data data information data

information data]

Payment Contribution
information data information data

Smart cpntract
data

N\~
¢

-\\
\

Data flows triggered by the data-related operations of which stal;eholders:
i) Stakeholders: Agricultural Bank of China, China Taiping»lﬁsurance Group Ltd.,
participants (users) Service provider (Hyperchain)(
ii) Type of data flow (Categories A- Z below)

A: between 2 separate DLT systems when they interoperate

B: between a DLT system and non-DLT systems connected to it
C: between administration applications and a DLT system
D: between user applications and a DLT system

Z: within and between the nodes of the DLT system

C: Admin systems D: User systems

B: Non-DLT systems A\ Service provider interfaces Pension Business System

Client Subsystem :\

Account Management ( Admin User
Subsystem T system system

Custody business platform‘ A
Entrusted Managementsys{em C D
Investment Managemeni&/stem
\(\> Non- DLT E
\ <'\ systems DLT Node A -

Public
Network

/

Hyperchain
User System

>

A: Enhér DLT systems

Figure 63 — Data flow and stakeholder roles: Pensionprocess optimisation (China

N

Node
B
Node
C

Other DLT -
Blockchain Monitoring Alarming t Z: Hyperchain
System SYSECIIS Public network

Figure 64 — Data flow analysis: Pension process optimisation (China)

— Behavioural UML

Use case diagram
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Sequen

108

Custodian
Submit a payment
application form

Application
verification

Client

<

Issue contribution
notice letter

Checking funding Trustee
details

Transfer payment

.

Accountant

Figure 65 — Use case diagram: Pension process optimisation (China)

\J

ce diagram ¢
\
N
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Pension business
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Client Trustee Accountant Custodian
contract
| | | | |
B | | | |
1. Submit a payment il : :
applicatilon form 2.2 Obtaining [ 4'.
| payment
i . ) application form
3. Submitreview | |¢
results 2. Obtain a
4. Submit payment
confirmation application form
of-payment &
5. Submit
instructions for 6. Get
entrusted fund instructions
details on entrusting
fund details
b 7. Submit
details of
8. Get the details funds of the
of the trustee’s trustee
funds
9. Submit a
payment o 10. Get
ma.tchmg « N~ payment
confirmation ~ matching
N . .
y confirmation
11, Submit
payment
12. Obtain confirmation
payment receipts N
13. Submit funds
transfer. 14. Get funds
instructions transfer
instruction
[ | L [ | [ |
| o | |
| AN | |
| ( [ T | |
| | | | |
| | | | |
| N\ | | | |
N
‘\ \
Figure 66:— Sequence diagram: Pension process optimisation (China)
( )
C~~
Security, privacy%ﬂd identity management:
+ The basic<l}yer of the Hyperchain blockchain uses a pluggable encryption mechanism.
>
¥
1+~ ThetvAnsport layer data is encrypted through the ECDH key negotiation technology, td ensure
thatithe two parties can negotiate a key without sharing any information in the exchange. This key
“ensures the data can be transmitted securely by using the symmetric encryption algorith

— The platform adopts the national secret standard. The platform encrypts and transmits broadcast
messages based on the SM4 symmetric encryption algorithm. It also signs the transaction by using
the Elliptic Curve Digital Signature Algorithm (ECDSA) or national secret algorithm in order to

prevent the information from being maliciously tampered with.

— The pension system platform adopts strict CA system control for the institutions’ access control. The
certificate issuance of all nodes is controlled by the platform. The self-built CA system is provided

by Hyperchain and provides complete certificate life cycle management.

— The integration of decentralized CA architecture is through smart contracts. Nodes joining the
network need to broadcast a join request to the network first. Other nodes vote and arbitrate
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through a decentralized CA mechanism to decide whether the node can be joined. If the vote is
passed, a certificate is sent to complete identity management and control.

Pre and post conditions:

— Pre-condition: The ownership of a Chinese pension business licence by the members of consortium
blockchain who participate in the pension business.

— Post-condition: A controllable and trusted blockchain platform for participants.

Non-furrctiomat requiTenments:

— Trapsaction volume per second: 300 transactions/second the supported maximum number of eliént
conpections: 1 000.

— Performance - Transaction volume per second: 300 transactions/second; the supported*maximum
number of client connections: 1 000.

A=A

— Response time: query response time is less than 1 second/time; Daily transaétion volume: over
million transaction volume; Concurrency: The system supports 500 concurrent numbers.

— Caplacity - The system supports data archiving, off-chain migration, and\high volume data storage

N\~

—

— Usability - The system uses ECDSA, SM2, SM4, and SHA256 encrypti‘Qn algorithms to ensure systen

secyirity. L (N
N

/
~

9.5.4 LForce field analysis ~

Legal cpnsiderations:

9%

The budiness design of pension projects are subject to relevant laws and regulations of the Chines
Constitytion, the Labour Law, and the Social Insuragce Law.

Risk:

The pension system will face some risks‘and problems when it wants to extend its business. Fof
instancg, some ongoing businesses need.to transfer to the new pension system.

\

The pogsible scenario is requiring&the system to connect with another consortium blockchain, which
can havg a different technical gtructure to the ABC-Taiping pension system. This technical difficulty
can cauge some uncertainties-in-data storage and data consistency.
Other information: -~ N\' >

The exigting busines\s(gpenarios in the blockchain-based pension system are no longer sufficient to meeft
our assymptions aijd-needs.

\ Y

Use of ap autoQQn{ous and controllable consortium blockchain, Hyperchain.

=

Howeveranother influential consortium blockchain is using Fabric. These two blockchains belong t
heterogeneous chains.

Use of cross-chain technology BixtHub to build a bridge between the two chains.
9.6 Decentralised Charity Platform (the Republic of Korea)

9.6.1 Categories
Transversal Category

— Public sector information and open data
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Electronic identification, trust services, e-signatures

— Accessibility of ICT products and services

Horizontal Category

Data Provenance

Process Optimization

Automaation

]

|

9.6.2 Summar;‘lg\ ’

]
d
c
u

(ertical Category

IN Sustainability Goals :t\\
— No Poverty '.:

— Zero Hunger ‘

— Good Health and Well-being

— Quality Education

— Clean Water and Sanitation

— Reduced Inequality

— Sustainable Cities and Comrﬁlinities

tatus '*\\

\
Long descripfi‘on
~\(

TrercotTorerotT

Classification: Q-0123

Section Q - Human health and social work activities

Division 88 - Social work activities without accommodation
Group 889 - Other social work activities without accommodation

Class 8890 - Other social work activities without accommodation-

N\~

~O
In production/live ihlplementation

)

'he mesturgent problem facing the Korean donation industry is the transparency and reliability of
Jonatien fund management, and securing the market potential of donation services and stgbilizing
lecentralization of blockchain technology to create a micro-donation ecosystem that can be practically

a1 11 e
STU Yy dITUITTATILS.

To this end, the use case has three goals:

Revitalization of micro donation ecosystem,
autonomous operating systems based on encryption, and

building a platform that guarantees reliability/efficiency, and the Ethereum and POA consensus
algorithm.
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Based on the “Luniverse” blockchain technology, commercial donation using apps/web services were
launched in November 2019. By June 2020, more than 3,000 general donors have joined and are raising
a total of more than 150 thousand US dollars.

Business problem or opportunity

The fundamental problem is the intensification of social inequality, and the development of ICT
technology that paid attention to the possibility that collective small-scale donations such as
crowdfunding can replace traditional donations.

=

— Thd first barrier is low awareness of donations and lack of trust in donor organizations' fun
opefration. The embezzlement and wrong fund management by some donor organizations)hdp
created problems that have led many to avoid donations.

=

— The second barrier is a blockchain technology. Blockchain is the most promising.selution t
enspre donor organizations' credibility and facilitate micro-donation, but it is still, in*its infancy
Technological challenges to be solved at a practical level such as the right amountef/performance
relipbility and safety of payment, securing of autonomous operating system,rand judgement an
seldction of good donation are scattered.

—~

==

Scope

> N\

=

In this lise case, to revitalize the Republic of Korea's donation ecosys{éfﬁ, this blockchain platforn
makes if is possible to register various campaigns presented by all non‘profit organizations establishegl
in the Republic of Korea, and it provides app/web services for all’Korean citizens to participate a
donors. <

1”21

\J

The entjire process of donation process from campaign régistration to the donation fundraising b
fiat momey was built to operate based on a blockchain awd smart contracts. Further development i
underwpy in 2020, in which the fundraising amount is delivered to the final beneficiary's wallet and i
actuallyl used through linkage with the voucher system.

Ul N

1”2}

Objectiye

To solvg the problems of the Korean donation ecosystem raised by this case, the following three corg
goals were set and promoted across the®epublic of Korea.

— Revjitalize of micro donation ecoSysten
: <O
— Establish autonomous dondtion system (based on smart contract)

— Build a platform withié;l-ia:bility / efficiency

Stakeho¢lders \O

~

The key stakeholders of this use case include the donors, beneficiaries, donation managemenit
organizptions, payment agencies, and charity consortium.

>

Predicted’outcomes

With the activation of the micro donation culture in which all citizens participate, the service can not
only distribute wealth from donors to beneficiaries, but also secure the efficiency and transparency of
many human and material resource operations that are put into the donation industry. It also seeks to
improve the soundness of donor organizations and create meaningful social impact.

The role of this blockchain this use case is to expand and supply secured infrastructure technologies
to other application fields. These include, blockchain ledgers that have secured reliability and
performance, payment systems linked to secure fiat currencies, and a donation culture that allows users
to participate voluntarily. In the future, this use case aims to provide a potential donation ecosystem by
activating Charity as a Service, with a white label solution.

Why distributed ledger technology?
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Decentralized charity platform promises some notable advantages for charitable organizations and

donors, which include:

— Procedural transparency: each donation transaction is unique, which means that it is also easily
tracked through the blockchain. The higher level of transparency and public accountability can
ease donors' minds and encourage them to give while also reinforcing the charity's reputation for

integrity.

— Global and decentralized: most blockchain networks present high levels of decentralization,
eaning that they do not need to rely on a centralized government or other institution. Thus, funds

uniquely suitable for international transactions

— Digital agreements: blockchain makes it easier to share and store digital data, and ean also
to ensure that important documents or contracts cannot be modified without:the approv
involved members.

— Costreduction: blockchain technology has the potential to simplify the way charities are mj

9.6.3 Userrequirements -\

N\~

S
Functional requirements Q)

N

1+ Donor: Transparent donation monitoring, influence pnoportional to the accumulated ¢
amount, participation in donation campaign evaluatien and selection of bad campaigns.

N

+ Donation campaign operator: Donation campaigi planning, strict donation execution b
contract, experiment with various donation catipaigns.

-+ Beneficiary: Donation delivery by smart eontract, use points and vouchers that fit the purp

+ Payment agency: Payment serviceto guarantee fiat currency exchange, support for d
participation in various ways such das mobile and web.

Visualizations: Figures 67 to m: :

1 Reference architecture®

-
)\

m
can move directly from donors to charities, and the decentralized nature of blockchain ﬂnakes it

be used
al of all

anaged,

automating parts of the process and reducing the overall costs by requiring fewer intermediaries.

onation

y smart

ose.

onation
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User Apps

User system

User API |_| User API

Apps

Private DLT system

Luniverse Network
Admin System

Access
User Systems Management
53]
> = Membership
Off-Ledger I} Services
Data £ Node
£ Smart —— Consen§us B
Acc = Contract ILI =
Managﬁnsent IWI % &
@ <9 o]
Runtime 2 = 2
S 3 Private £ Cszlégf:t Q3 Private
( \ B 5 5 DLT = 5
Non-DLT Transaction 53 S 2 Runtime 5 % DLT
Orakle System o 3 12 o 3 Network
15} 3 15}
| 4 = g
Off-Ledger = Led
ger (4
Data g <data structure: ¢
: |
5
110“' gl < Private DLT Node |
stems
Y Data Storage A - User Nide ) Private Network
non-DLT bystems Private Network Luniverse main-net (anchoring
A -

) i i Charity Consortium partners running nodes: , (- with Ethereum, Hyperledger,
Payment dystem, Charity Consortium ty Lon p g ) etc)
Campaignsystem Node X - User Node - E4Net, Child Fund Korea, Dunamu, InnoBléc,

IPFS, Vougher system / WTIT, BC card :_\
S
VA
Figure 67 — Systems view architecture: Decentralised Charity Platform (the Republic of Korea]

Datfa flow model

Data flows triggered by the data-related operations of each stakeholder:

i) Stalkeholders: Donor, Donation campaign operator, Beneficiary, Rayment agency

ii) Type of data flow (categories A - Z)

D: Userjsystems

User mdbile app/DLT wallet.
Identifids all actors of DLT
ecosystqm, signs all records
interact]ons, enables Dapps login.

Web application Dapps: viewing
all recoifds data and transactions,
filling al] data operations and
using apjp mobile to sign the data,

view re

User

N
systems L\

orts, track campaign. f

Non-DLT /
sy$tems =

B: non-PLT-systems
-~
Paymeng system

Q>

&)

Charity
Consortium
Node X

Other DLT
systems

- Cherry Private

Admin systems

Network

N

A: between 2 separate DLT systems when they interoperate

B: between a DLT system and non-DLT systems connected to it
C: between administration applications and a DLT system

D: between user applications and a DLT system

Z: within and between the nodes of the DLT system

C: Admin system
- Cherry: Consortium of 6 issuer organizations
- Luniverse : Main-net service provider - Origin Chain Network

Admin System
- Luniverse Network

Private Private
Network DLT
Network

Node]

Campaign system

eCommerce system
IPFS(Interplanetary File
system)

Voucher system

A: Other DLT systems
Luniverse Private DLT connects to
Luniverse Public network.

Z: Private Network
Charity Consortium
partners running nodes

Z: Private Network
Luniverse DLT network
of participants

Figure 68 — Data flow analysis: Decentralised Charity Platform (the Republic of Korea)

Use case diagram
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v \§
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¢

N

Beneficiary

-
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~

Sequence view diagram X

N

Campaign manager
(Donation organization)

1
Verify
transaction _L

Verifier
(Charity consortium)

Figure 69 — Use case diagram: Decentralised Charity P‘l\atform (the Republic of Kor¢a)
N
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~\~ :
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|
|
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w
)
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Figure 70 — Sequence diagram: Decentralised Charity Platform (the Republic of Korea)

Smart Contracts

Smart contracts in use case were applied to three areas: inter-blockchain interlocking, autonomous

curation processing, and donation token payment/payment.

— Interlocking between blockchain chains: Donation token raising/execution, main/side chain bridge,

public/main chain bridge, pegging of main/side chain.
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— Autonomous curation handling: donation impact management, voting management, and objection.

— Payment/payment of donation tokens: Charge donation tokens, refund, exchange money, link
payment agencies.

Security, privacy and identity management:

The identity management is guaranteed through the creation of a wallet for each actor, the private key
is saved on the individual device of the actor and the privacy of the data is guaranteed by cryptography
algorithms.

— Only authorized access is allowed for all resources such as network communication sectiomangl
database.

9%

— Optjion to directly manage the user of the key management to prevent the loss and hacking of th
usef's private key.

9%

— EnHance security by utilizing a key management system based on a hardwar€) Security modul
(HSM).

— Proyide high security beyond the level required by the industry by performing communicatiof
chapnel level encryption and end-to-end data encryption on sensitive jnformation such as persong

—

identification information and private key. ‘\‘ Y
o O
Pre and post conditions: .

N

9%

An intefnet connection is required to access the Cherry (donation app) and portal, and also for th
verification process which checks against Luniverse’s distributed ledger.

Non-fuchtional requirements:

Applyinig a private blockchain for performance canneticompletely address the concern about reliability
which i$ the most important value in the donation process. Therefore, solving the trade-off problen
that engures decentralized reliability withoutCgentral control while securing performance such a
transaction speed is necessary. Also, due to-the nature of the donation process, frequent exchang
of valugs with fiat money is essential, so-there is a need to solve this transaction stability that mus
secure fhe reliability of external data‘\input linked with fiat without compromising decentralize

characteristics. O
N\

An intefnet connection is required to access the Cherry (donation app) and portal, and also for th
verificafion process which checks against Luniverse’s distributed ledger.

et (U V) = Y

9%

)

\
nsideratio(&:‘

N

9.6.4 LForce field analj‘@\i‘s'

Legal c

There afe legalsestrictions on legal tender and settlement in the Republic of Korea.

— Proplenis with payment fees such as credit cards and CMS.

— The donation law has a problem with using regulations within 15 % of the amount raised.
— Problem of registering a fundraising amount of more than 100 thousand dollars.
Risk:

The introduction of open blockchain technology has a problem with its stability when the number of
node participants is too small. In this use case, the plan is to gradually increase the number of node
participants with a thorough system testing to analyse the stability verified from a pilot project.

There are no constraints on commercialization other than technical and legal restrictions.
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Open source software:

structures, etc.

— 2. Reference implementation (to show that a specification is implementable)

— 3.Required part of a standardization deliverable

— 4. Complementary to a standardization deliverable

022(E)

1. Interoperability aspects of software systems or applications, such as an API, protocol, data

]

— 5. Test suites, unit tests, etc. for functionality tests

\ssessment of your engagement in Open Source Software.

— D. Open Source Software is critical for a successful adoption

— F. It was easy to collaborate with Open Source Software communities
— H. Open Source Software is critical for validation of implementations.

Dther information:

'he decentralized charity platform was selected and promoted as"a national project by Miy
cience and ICT from April 2019 based on the experience of deQ@loping donation apps by E4N
L ended successfully at the end of 2019. The plan is to prepare for a full-scale expansion to c
lecentralization technology in 2020. V.

\J

'he implications obtained through this example are asfollows.

— The importance of approaching the project:to-innovate creatively, of not following the sf
and process of the existing donation industry. This use case focused on changing the stru
the limited donation process centred on‘@ small number of large donation organizations t
various open campaigns, and to enable donors to participate directly in the operatiol
campaign.

— Above all, it is important that-the best companies with the necessary skills to build and ope
donation platform can work together. This includes the Republic of Korea's largest children
foundation, Dunamu (the\Upblt operator) with blockchain technology expertise, smart cd
and technology specidli$ts Innoblock, BC Card, etc.

nation in donation culture and to achieve a breakthrough in blockchain technology. Pro
service that QVeryone can easily participate in and a practical solution to the difficultisg
blockchak?\}s facing can help create a desirable blockchain ecosystem.

> (

|0 Use-cases: Supply Chain

istry of
ET. And
pmplete

ructure
cture of
b enable
h of the

rate the
s public
ntracts,

\
— It was a project @ilned to solve social problems by bringing up a participation rate of the entire

viding a
s of the

-
01 International trade transparency (Qingnpnrp)

10.1.1 Categories

Transversal Category

— 5. Electronic identification, trust services, e-signatures

— 7.e-Infrastructures for research

— 8.Accessibility of ICT products and services
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Horizontal Category

— List text.

— 1. Identity Management

— 2. Data Provenance

— 3.G
— 5.Ppe

overnance

FaVa¥a¥oll Ontimication

— 6. Ajutomation

Vertical

— Sec
and

UN Sust]
— GO/
— GO/
— GO/
— GO/
Status

— 5.1
— 6.a
— 8.a

10.1.2
Long de

TradeTr
connect
exchang

— Leg
— Stai

— Acc

oo Pttt ot

Category

Fion ] - Information and communication (p. 56, ISIC, Rev.4) Group 631 Data progessing, hosting
related activities; web portals

dinability Goals

AL 8: Decent Work and Economic Growth C

AL 9: Industry, Innovation and Infrastructure ‘\‘ %

AL 10: Reduced Inequality £ o

AL 11: Partnerships to achieve the Goal S ¢

I production/live implementation

completed trial or pilot

h integration with current systems
Summary (

= = \
scription AN

~\
ust is a digital utility that comprises a set of globally-accepted standards and frameworks thaft
s governments and- businesses to a public blockchain to enable trusted interoperability and
es of electronic t«raﬂe documents across digital platforms.

al Harmoms@l-:}bn: Providing legal validity for electronic negotiable documents.
>
ndards De?élopment: Developing international standards that this company can conform with

reditafion Structure: Certifying technical solutions in accordance with relevant requirements.

-~

—  Sof

~

. A £ oL | rlo ot 3l 1aad a1 1 | h FRn |
WAl T LUTITPUITCITIC. A STT UT UPTITFSUUT LT LUUTS TIat ULAdIT TAS Ty TIITET ATT U AURTIIU SUTUTTOTITIS TUUIT

TradeTrust network.

This initiative is supported by Infocomm Media Development Authority, Singapore

Business problem or opportunity

This use case aims to provide participants with the proof of integrity and provenance for these
electronic documents, addressing the inefficiencies caused by manual verification processes that
resulted from a lack of trust. It aims to promote greater use of digital documents for cross border trade,
help lower operating costs for businesses and government authorities and facilitate faster movement of
goods across borders.
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It addresses the issue of paper-based bills of lading, and how the ownership transfer of the title
document (e.g. negotiable bills of lading) could be from person A using system A to person B using
System B (see User Requirements diagrams).

Scope

The use case application is available to all locations/countries and is international. The code is open
sourced.

While the title-transfer mechanism was designed to be MLETR-compliant (Model Law on Electronic

ransferable Records), applicable laws and regulations will be dependent on the users.

(Objective

The objective is to conduct transfer of title-documents across 2 different systems.

Stakeholders

International Trade community e.g. Carriers, importers, exporters, banks,”forwarders, anld other
intermediaries

Predicted outcomes -\

! N

]

}

Why distributed ledger technology? \

Functional requirements

'ransfer of ownership of title document (e.g. Bill of lading) from.‘Qne party to another.

4

/
~

— Public and Permissionless (e.g. No central governange ‘authority)
— Data Provenance
— Irrevocable and tamper-resistant transactions

— Fraud minimisation

10.1.3 User requirements
Key design principles: (\'\5\

— Public and Perm.issignless: No central governance authority
— Data Off-Chaj’n;":P\reserves data confidentiality

— Payload ég\f\fostic: No data format or standard restriction

~\(
—  Open=Source: Full transparency for faster adoption

— MLETR—Compliant: Meet the requirements of the law (for electronic negotiable documents]

Vls.uallzatlons: Figures 71 to 75

— Reference architecture
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C: Admin System
TradeTrust management
and oversight

Operators
B: Non-DLT systems )
Business documents such as :
negotiable Bills of Lading are Admin System

tokenisedand non-negotiable
documents recorded as a hash
package.

120

DLT Administrators /

D: User Systems

1. Business p

latforms access TradeTrust toolset via SDK and APL

2. Ether wallet for individual users (persons or organisations).
3. ERC721 Non-fungible token created for each negotiable asset
Users

registered

User API

DETIIETES B Access Consensus -
= Management Mechanism
2 B
L Non-DLT Apps 3 Memb_elslup — "
Services BVent &
Distribution - %
=)
Smart 5 Public DLT
Off-Ledger Data R — a g S
Crypto Services g
Secure Runtime 2
Non-DLT Systems =
\4 E Transaction State
% System Management
Other DLT systems i
= Ledger
<data structure> Data Storage DLT Node A -
\ User Node /. TN
A: Qther DLT Systems — . N\
Int¢roperability is achieved at '\\

the|business application layer

Datja flow model

Datalflows triggered by the data-related operations of each stakeholder:
i)Sfakeholders: Business users (create and verify digital records), BDLT service provider: TradeTrust.

ii)Type of data flow(categories A-Z)

(

A:betlveen 2 separate DLT systems when they interoperate
B: betfveen a DLT system and non -DLT systems connected to it
C: betiveen administration applications and a DLT systen \
D: betveen user applications and a DLT system r X
Z: within and between the nodes of the DLT system = .

”~

B: Npn-DLT systems Vs N

1. Maritime transport and logistics« \../
opefators create negotiable Bills, Of'ghding

for ¢ustody and ownership rech{}is which

are fransferred with Trade/Frust

(non-fungible tokenisation

C: Admin System
TradeTrust management
and oversight

Business users create and verify aﬁgital assets (documents) to
ameliorate trust and compliahce requirements in international trade:
financial, logistic, compliapc’é and marketplace related

Figure 71 — System view architecture: Internatignal trade transparency (Singapore)

D: User Systems
Electronic Transferable Record (ETR) custody and title registry
service:

1. Busi

2. Ether wallet for individual users (persons or organisations).
3. ERC721 Non-fungible token created for each negotiable asset
registered.

N

ness platforms access TradeTrust toolset via SDK and API

2. Npn-negotiable docungents (eg invoice,
packing lists, certs of' Qﬁ‘gin, licences,

system )

perinits etc) are rotayised with trade trust.
(hash packageto ensure integrity and
proyenanced~, \

(Adminsystem) ( User
C

DLT Node A -

D)E

N Non-DLT (
-
= m

A: Other DLT Systems
TradeTrust facilitates participation
of DLT-based business in the

Other DLT
systems

Ethereum Public
Network

Public Network

same way that it does non-DLT
business. Interoperability is
achieved at the business
application layer rather than
network layer.

Figure 72 — Data flow analysis: International trade transparency (Singapore)

Behavioural UML
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Use case diagram

Issue
Bill of Lading

Issuer

Register ownership @Cﬁ

o)
T
ownership O
=)
N
O

D

Owner

>
§equence diagram - Issue Bill of Lading @s\
O
$ CLI tool Ethereum
@ —
Upload document O
s§Urm
% [ “TradeTrust
payload
Owner § ol
N
V,V‘@quments _ Wrap documents
Q\) > >
?“ D Documentswith ~~ "~
computed hash
?\ ssuer
é& Issue documents Write hash
1 — >
€ €-mmmm s e

Figure 74 — Sequence diagram: International trade transparency (Singapore) - Issue Bill of
Lading
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Sequence diagram - Transfer ownership of Bill of Lading

[ Non-DLT system J [ Ethereum ]

Upload document
> Verify
ownership
Owner
4_—_

Transfer ownership

Register ownership transfer

New owner detail registered ',

J

Issuer

\J

Figlire 75 — Sequence diagram: Interiiational trade transparency (Singapore) -Transfer
ownership of Bill of Lading
\‘\\
<O
Documegnt Store smart contr_ac‘t\.’ this smart contract is deployed once per issuer, by the issuer himself.
The responsibilities are: ¢+~

Smart dontracts:

»

— To qnly allow mo@fcations by the owner.
— Store and retri¢ve a list of hashes that have been issued, and when they were issued.

— Store and.retrieve a list of hashes that have been revoked, and when they were revoked.

Title Es¢rew smart contract: this smart contract is deployed to allow more than 1 owner to enter into #
joint ownership to effect transfer of token.

Security, privacy and identity management:

Document holder can decide with whom to share the document, as well as which parts of the document
to share.

When the verifying party uploads the document to the TradeTrust.io portal for verification, the portal
does not store a copy of the document. Thus, ensuring the certificate is held only by intended recipients
of the data.

Verification does not require an interaction with the issuer's system, thus reducing the need to expose a
public endpoint, which in turn reduces the potential attack surface.

122 © IS0 2022 - All rights reserved


https://standardsiso.com/api/?name=f3b71e9e26325c3717ef3c9198dadda9

ISO/TR 3242:2

Pre and post conditions:
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An internet connection is required to verify TradeTrust documents against Ethereum's distributed
ledger and an additional Ethereum wallet and credit/gas is required to generate TradeTrust document

or perform transfer of title documents.

Non-functional requirements:

As TradeTrust offers an open sourced component aimed at international audience, and as blockchain is
a new technology for the industry, well-written documentation would be easy for a user to pick up and

use.

To maintain trust among different users across the network, transactions can be recorded 6n
network to remain transparent while ensuring privacy for the users.

10.1.4 Force field analysis
Legal considerations:

§ome constraints could revolve around determining users' identity.

isk: )
lockchain being a new technology;, it is not easy for non- techm(;él trained people to use (e.g. wz
espite a user-friendly interface. <

/
~

eferenced standards: ~
UNCITRAL Model Law on Electronic Transferable Records (MLETR)-compliant.
(pen source software:
Jcenarios:

+ Interoperability aspects of software systems or applications, such as an API, protod
structures, etc.

(

1 Reference implementation (tb show that a specification is implementable)

N
+ Required part of a statidardization deliverable

\
1+ Complementary 0 a'standardization deliverable

)

+ Test suites, ufli}t'ests, etc. for functionality tests

Engagement}fi Open Source Software.
+ B. Haswevaluated/studied how to make meaningful use of Open Source Software

>

1_D. Open Source Software is critical for a successful adoption

a public

llet ids)

ol, data

~

— F. It was easy to collaborate with Open Source Software communities
— H. Open Source Software is critical for validation of implementations

Other information:

TradeTrust Framework started off with the aim to tap on opportunities provided by new digital

technologies and work with various countries to accelerate digital innovation in global trade.

The industry sees the value and need for digitalizing Title documents (e.g. Bills of Lading) so
trade process will be more efficient.

Further information:

© IS0 2022 - All rights reserved

that the

123


https://standardsiso.com/api/?name=f3b71e9e26325c3717ef3c9198dadda9

ISO/TR 3242:2022(E)

Trade Trust, Infocomm Media Development Authority, Singaporel43].

The Trade Trust code is open sourced and available on gihub[44],

10.2 M

10.2.1

Transve

aritime Bill of Lading (Israel)

Categories

rsal Category

— 1. Cloud computing

— 2. Public sector information and open data

— 5. Electronic identification, trust services, e-signatures

Horizo

— 5.P
Vertical
— Sec

— Div
for

— Clag
UN Sust
— GO4
— GO4
— GO4
— GO4
Status

— 4.1y

10.2.2
Long de

This usq

al Category

rocess Optimization
Category (¢
Fion H, Transportation and storage :\\’ Y
sion 52, Warehousing and support activities for transportat\io\r.l Group 522, Support activitie
[ransportation V/
.
s 5229 Other transportation support activities

ainability Goals
AL 8: Decent Work and Economic Growth
AL 9: Industry, Innovation and Infrastructure
AL 14: Life below Water
AL 15: Life on Land \
N
<O
. . \
) trial or pilot D)
AN\~

Summary 2

L. N
scription {~

A}

» case {S:an initiative of the International Port Community Systems Association in Israel. Ther

arean

mber of direct players in the Bill of Lading (BoL) process:

w

gg

— In the importing country: Importer, Importer’s customs agent, Importer’s shipping agent, Issuing

ban
— The

— Bus

— High handling time & costs: Issue, deliver, validate, compare, process, change physical documents.

124

k
physical BoL is a pain point to the community:

iness risk: Lose, forgery, delay in delivery of physical document, commercial disputes.
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The IPCSA Blockchain based Digital BoL service will allow all those business process players to issue,
approve and endorse the BoL.

The BolL is a transferable document, in any given moment only one entity can "hold" the BoL, in other
words, be the owner of the cargo. Blockchain eliminates the Double Spending Problem, once the BoL is
moved from "holder" A to B, the transaction is written in the immutable Blockchain ledger, then it is
visible to all participants so "holder" A can't now transfer it again to C.

PCSs added value to Blockchain based Digital BoL process:

+ Existing trusted networks for process harmonization and integration.
-+ Adding real time port processes information to reduce risk

+ Bridging different technology adoption levels

+ Gateway for local and global network

+ Gateway to government authorities

Business problem or opportunity

A recent study of Digital Container Shipping Association (DCSA) &spimates a potential $4bn ¢ould be
aved per annum at a 50 per cent digital BoL adoption rate by thé\\container shipping industry.

2

n

Scope \

There has been a pilot with more than 20 stakeholders qf the maritime trade in: Spain, Ukraing, Israel,
(rermany, Italy, and China. '

Objective

The pilot conclusions, technical and ecosystem, will be used as the base for the development|and the
iimplementation of the production phase which is expected to deliver significant savings in tjme and
thoney to all participants in maritimé.supply chain while maintaining a high level of infofmation
decurity, reducing risks and preventing forgeries.

Stakeholders X\

1+ Exporters, lmporter’s,'C\iTstoms agents, Shipping agents, Banks
Predicted outcomes;
+ Applying IPC_‘SA‘:gl;)ckchain BoL service will reduce the industry pain points:
+ Lower pfg&bility for frauds that leads to reduces business risk.

X
1+ Usingweal Port data (through PCS) such as arrival/departure time, reduces risk by receivinig online
first- hand information.

+5Reduce handling time and costs.

— Reduce storage costs.
— Better service for the customers.
Why distributed ledger technology?

The BolL is sensitive to the ‘double spending’ problem: the same digital file being ‘copy-and-pasted’
and transferred multiple times. For that reason, existing digital signature solutions are not enough to
digitalize, but blockchain technology offers a solution. Using Smart contract and workflow will reduce
handling time, especially when changes are made in a BoL.
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10.2.3
The bus

User requirements

iness logic of the existing manual workflow was transformed to a blockchain smart contract:

The Ship Agent, after receiving the cargo, issues the BoL and forward it to the Exporter;

The exp

orter after reviewing forward it to the Advising Bank;

— The Advising Bank after reviewing forward it to the Issuing Bank; In the importing country:

The Issy

The Im

— Th
can
by |

— See

The ear]
others 4

The sm
shippin

Using B
Functid

The ear
them th

For the

PCSs, B
German|

Visuali

— Refi

orter after reviewing forward it to the Ship Agent;

Ship Agent after reviewing sends a delivery order to the port and to the importer withwhich he
release the cargo from the port (the delivery order is already digital in most of the ports serve
CSA members).

p==]

e moment a stakeholder is added to the transaction he can:
the status of the BoL (who is the holder in a given time)
the status of the cargo (such as loaded/unloaded) using real Port data that exists in PCSs.

. - . N\ .
ly adopters will have a possibility to connect directly to the Blockchain network and for th
web application was developed using Rest API for the conne€tion to the web application.
hrt contract enforces the restrictions according to the business rules, for example only th
b agent can issue a BoL in the exporting country. ¢

9%

9%

ockchain distributed immutable ledger gives built*in security and transparency to the solution].
nal requirements

y adopters will have a possibility to contect directly to the Blockchain network, which will giv
e possibility to integrate to their intefnal systems and minimize manual data entry/retrieving

9%

bthers a web application was de\'/éloped. Actors include:

\
inks, Customs Agents, Exporters, Importers, Shipping Companies from Spain, Ukraine, Israel,

- Italy, China. ~\
Y, Y C

rations: Figure 76, fé 79

~\>
erence architectire

:\(‘

\ Y

N
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C: Admin system: D: User systems:
e Service provider - e Shipping logistics
IPCSA members ¢ Compliance authorities
| Admin Apps | | User Apps |
Admin System User System

Admin API User API

Private DL?I/
Networl

swwo)
apouIalu] 3.1nd3S

DLT Node A
52

- Private
Ethe 5\

reum
g

W

\\Z: Private Network
\\) run by IPCSA members - proof of concept. trials.

Z)

Figure 76 — Systems view arc@%(t\ture: Maritime bill of lading (Israel)

¥

— Data flow model
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Data flows triggered by the data-related operations of each stakeholder:
i) Stakeholders:Exporters, Importers, Customs agents, Shipping agents, Banks, IPCSA members.

Type of data flow (categories A- Z)

A: between 2 separate DLT systems when they interoperate

B: between a DLT system and non-DLT systems connected to it
C: between administration applications and a DLT system

D: between user applications and a DLT system

Z: within and between the nodes of the DLT system

C: Admin system: D: User systems:
o Service provider -  Shipping logistics: Exporters, Importers, Customs agents,

IPCSA members Shipping agents - transfer of custody, ownership
¢ Compliance authorities - Banks transfer of custody, ownership,
accountability.

( Admin system ) ( User system )
C

D

DLT Node A -
Private Ethereum
Network

Z: Private Ethereum Network
Containerised network run by [PCSA
- proof of concept. trials.

Figure 77 — Data flow analysis: Maritime bill of lading (Israel)

— Behavioural UML

Use cas¢ diagram

Export Country users ~ Import Country users
Bol. — ;
issuing N ,/\_ release
N\ / Ship agent
[ ( )
Cy” BoL &
~\~ Cargo
.:’\ Status 1'
A | /
I
\ (Exporter BoL | Importer
/ transfer ,'
N I
I
\ ) ,
”, \w/
Advising bank Issuing bank

Figure 78 — Use case diagram: Maritime bill of lading (Israel)

Interaction diagram
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! Shipping Agent (P/L) i B/L Owner i
Issuing B/L

I
I
.
I B/Lisvisibleto !
. L_
Shipping Agent (P/D) e _partners 1
fulfilled missing partners

overseas

l

e e e e - -

No Are Banks Yes
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ownership to the importer on his behalf
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I
I
I
I
I
I
I

impQrter’s Bank

N
QO

Importer’s Bank endorses
_ ownership to the importer

Importer,defines a custom’s
agent on his behalf

Shipping agent (P/D) opens
and views B/L on demand

~" | Shipping agent (P/D) releasing cargo and
N completes B/L cycle

p

)

! =
(02
~\ >

\(\?Figure 79 — Interaction diagram: Maritime bill of lading (Israel)

~\(

Smart (.Jgn’tracts

Thebusiness logic of the existing manual workflow was transformed to a blockchain smart dontract,
Or example: only the shipping agent can issue a BoL. The smart contract was developed using solidity.

Security, privacy and identity management:

The solution is a permissioned blockchain and its infrastructure is based on Microsoft's Azure
Blockchain Workbench, an advanced platform for easily building prototype blockchain apps in the
cloud.

This platform provides the tools for the Security, privacy and identity management implementation:
Authentication, Key storing, SFTP.
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Pre and post conditions:

— Prerequisites: Enrolment to the System, Finding relevant cargo shipment that involves participant
stakeholders.

— Post-condition: More stakeholders to join the initiative.
Non-functional requirements:

At the pilot phase, the number of transactions is low for that reason, many of the considerations are not
relevant:

At the production phase, the requirements for: transactions per second, confirmation time, scalabjlity
reliability, accessibility will be similar to the high requirements existing in all PCSs services today.

-~

10.2.4 |Force field analysis
Legal cpnsiderations:

When lgoking to transform a maritime trade business process using blockchaintechnology, one of th
common concerns is if the process implemented with blockchain technology-will be recognized by th
legal authorities, mostly in the case of a dispute. One of Covid-19 1mpacts is-thrat there is less resistanc
to blockichain solutions from government authorities.

U (U (U

XN
QO
Risk: $

/
~

As part|of the cargo release procedure, the technical solution must be reliable operating 24/7 to alloy
the marjitime business to continue.

=

Other information:

When introducing digital solutions in international maritime trade, the focus to build the ecosystem tp
use the folution is as important as the technical solution.

A number of similar initiatives emerged and working on interoperability between the solutions i
crucial for success.

(

Further{information: International Port:Comimunity Systems Association (IPCSA)[42],
N
<O . : :
10.3 Franchised drugs and\pharmaceutlcal equipment supply-chain management
(China)

10.3.1 |Categories QO

~

Transversal Category

— Pullic seetor information and open data

— 3. Imter‘net of Things

Horizontal Category

— 2. Data Provenance

— 5. Process Optimisation
Vertical Category

— M 7020 Management consultancy activities. (p. 57. ISIC Rev.4)
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UN Sustainability Goals

— GOAL 3: Good Health and Well-being

— GOAL 11. Industry, innovation and infrastructure
— GOAL 12: Responsible Consumption and Production

Status

intrial ar nilat
a6 Pphot

10.3.2 Summary
Long description

The Bo'ao District traceability and supervision platform for franchised drugs ,and pharmdceutical
gquipment supply-chain management was developed with a distributed (@rchitecture called Saca
KEchoTrust which is developed based on Fabric, incorporating foundational-or enabling techrjologies:
blockchain and IoT, e- signature, GIS (Geographic Information System) and.visualization tools.

The technological enablers of blockchain, IOT and GIS facilitateMnear real-time traceability and
monitoring of the drugs and pharma-equipment from source, log’lstlcs storage and usage to|prevent
the illegal trading and use of the franchised drugs and pharrﬁaceutlcal equipment. All critifal data
flowing through the whole process is securely stored, and is tatmper -resistant in permanent, immutable
blockchain data storage. v

\J

(IS technology is applied to gather on-chain data fremrdifferent nodes and managed in a unifjed data
dtandard and traceability coding system to realizecthe effective supervision of data integrity, fracking
dlerts and location IDs.

The purpose-built visualized-artefacts maniagement system is used to provide unified infofmation
management for key data points and information (e-signature for e-approval, IOT real-tifne data
dollection and GIS for geographical data‘collection).

Business problem or opportun.it‘ir

Underpin product provenante ‘and authenticity, using E-approval, GIS technology with ¢ffective
qupervision of data 1mmt¢ab111ty and integrity in the management system for franchised drjugs and
pharmaceutical Equlpmqnt

(Contribute in healtheare and scientific research with abundant access to medical data rggarding
leaction when paﬁ nts used the drugs and pharmaceutical equipment which can be shared in
government :E?%Lmedlcal institutes to ensure people's health.

LA

A\
cope ¢

Thisisecase is specially designed for Bo'ao District. The blockchain can be used in healthcare ihdustry.
}[Iowever it can be promoted widely in primary industry, secondary industry and tertiary infustries

hvaro dota +ronn cuctarmac awn Aflhanafit
vviiciro udalita traco J]JL\'IIIJ AT C UIroTIIcII,

Data trace system aligns with laws and regulations on drugs and pharmaceutical equipment, e.g. State
Drug Administration Law, Regulations on the Supervision and Administration of Medical Devices,
Supervision and Administration of Inspection of Imported Medical Devices, Personal Information
Protection Laws.

Objective

Whole supply chain management and supervision: applying, approving (online, e-approvals),
purchasing, customs clearance, transportation (GIS technology) and storage of the pharmaceutical
equipment. Pharma data on supply chain is immutable.
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Stakeholders

Customs, Provincial sanitary planning commission, Provincial food and drug administration, State

food an

d drug administration, Bonded Warehouse, Provincial government, Medical institutions,

Pharmaceutical manufacturer, Transportation companies and Patient.

Predicted outcomes

Functional requirements including e-approval, GIS and immutable on-chain data storage.

Why distributedtedgertechmotogy?

Blockchpin technology is the technology maintained by multiple stakeholders, using cryptography’ tp
ensure (lata transferred and accessing safety. Stakeholders share data according to mutual agreement.
This technology can effectively counteract opportunities for fraud by automating data'entry an

location|
manipu

and frayd. This system, designed as it is with multiple stakeholders, offers efficiencies to lower costs

improv¢s data sharing effectiveness and heightens system security as it is baked-in from the outset, not
bolted-gn to legacy systems to facilitate integration.
10.3.3 |User requirements o\ <,
S\
Functignal requirements L (N

— Me(licalinstitutions:togivethepatientspropertreatmentplan<if’fmporteddrugsandpharmaceutica
equiipment are needed. Apply for the imported applicationron the system; use the received drug

and|

— Stat

profgess.
— Medical agent: purchase imported drugs and,equipment after approval;

— Cusfoms: manage and monitor importation and exportation.

— Bon

N .
— Logfistics: transportation for \t\he imported drugs and equipment.
Visualifations: Figures 80 xo,@

— Refprence architectire

i
and provenance reporting. In supply chain management common threat vectors-include dath
ation at entry and later in product lifecycle which in turn allow opportunities for eounterfeiting

N

T —

equipment according to the treatment plan; monitof\patients' reaction;

W

e or Provincial drug administration: Approve, the application and monitor manage the whol

(

ded warehouse: To storage d\rugs and equipment when needed;

)

:\(‘
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DLT Administrators/

Operators Users

Admin System

User System

Admin User API
API
/—\ - Access Consensus
E Management Mechanism
Non-DLT g Meombershi
Apps & Services - Ever g
Distribution 5
(=]
Smart g %
Contract Cryl_Jto %
Offer-Ledger Secure Benvices &
Data Runtime
- I
—— = Transaction State
e g — —
8
£ Ledﬁ‘;‘gam Data Storage DLT Node A -
K structure> User No}g S

Figure 80 — Systems view architecture: Franchised pharma sdla\ply chain management (China)
o

— Data flow model S

IData flow analysis - data categories data X

Data on BC/DLT Traceability solution: drugsaué
pharmaceutical equipment supply chain managemerit

A 4 A

I Provider data I [ Admin'is,ti"ator data ] [ User data ]

\

RN

-

o ] l

. Authorisation Systems Traced Smart cpntract
[ Operations data ] ,_'[_‘ data ] [ ops data ] [Accountdata ] [ information data ] [ daka ]

s’

~\ >
@)
\( -~
R
X ! ‘
" Application and Pharma flow Pharmd usage
-~ approval data data data
Figure 81T — Data Tlow and stakeholder roles: Franchised pharma supply chain management

(China)

Data flow analysis
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B: Non-DLT systems
Government system;
Medical system;
Logistics system;

IOT equipment.

Figure 82 — Data flow analysis: Franchised pharma supply chain management (China)

— Behavioural UML

Use cas¢ diagram and sequence diagram

x

Medical
institution

Logistics

NS

)
~\(

Figure 83~ Use case diagram: Franchised pharma supply chain management (China)

N

>
-~

~

i\-

0
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( Admin system ) ( User
C

D

Ve

DLT Node A-
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P
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;z application + approval ;E
Medical smart contract Government
institution regulatory authority
|
Application for Pharma purchase R
g Inquiry for purchase application R

022(E)

Medical
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(Approved)

Inquiry approval application

|
-
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|
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Figure 84 — Sequence diagram: Franchised pharma gu'f)ply chain management (Chil

|
|
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/
~

\J

Security, privacy and identity management:

This solution is secured by:

— electronic signature
+ anti-counterfeiting of electronic approvals
+ simultaneous distribution of electronic approvals

(Coding standard based on the combination of international GS1 standard and China’s coding st
including Unique coding systém standard, Significant Product Tracing code, the State Pharma el
Monitoring code, and the Qommittee's Pharma coding rules.

Pre and post condition§:

+ Pre-conditiom:The connectivity of IOT and internet is stable to ensure tracing data are up
real-time. Q)

— Post-codition: Data traceability are recorded on blockchain.

Non-functional requirements:

andard,
pctricity

dated in

+“Performance - the page responds in 1 second.

— Usability - Blockchain systems are user-friendly for all stakeholders to use.

— Scalability - if needed, significant nodes such as government stakeholders will be added in networks,

while non-significant nodes will only be deployed for user end.

10.3.4 Force field analysis

Legal considerations:

Data trace system aligns with laws and regulations on drugs and pharmaceutical equipment, e.g. State
Drug Administration Law, Regulations on the Supervision and Administration of Medical Devices,
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Supervi

sion and Administration of Inspection of Imported Medical Devices, Personal Information

Protection Laws.

Risk:

With both blockchain technology and IOT technology, imported Drugs and pharmaceutical Equipment

authent

icity can be ensured and traced. However, counterfeiting Drugs and Pharmaceutical Equipment

can bring huge profits, data authenticity still has inherent risks. To manage this risk, BC/DLT Traceability
Solution of Drugs and Pharmaceutical Equipment Supply-chain Management has clear approval and

manage

parties, to record videos with multiple people to ensure data authenticity, to mitigate the risk

Other il

Further

104 A

10.4.1
Transve
— 1.C
— 2.P

— 3. Internet of Things

— 5.E

Horizontal Category

— 1. Identity Management

— 2. Data Provenance

— 5. P[rocess Optimisation

— 6. Automation O

Vertical|Category C O

— ISIq Section, division, gy,'g;ub and class =M 7020

— Mamnagement con&tﬁf~a‘&§éy activities. (p. 57. ISIC Rev.4)
UN Sustainabilityﬁ\}((;élg

— GOAL 3: qud’Health and Well-being

— GO/

nformation:

information: Neusoft Cloud Technology Co., Ltd[4el,

hti-counterfeit solution for pharma industry (India)

Categories

rsal Category:

loud computing R >
S\

ublic sector information and open data o

lectronic identification, trust services, e-signatures

\[C9; Ifldustry, Innovation and Infrastructure

— GOAL 12: Responsible Consumption and Production

Status

List text. 4, in trial or pilot

10.4.2

Summary

Long description

136

© IS0 2022 - All rights reserved


https://standardsiso.com/api/?name=f3b71e9e26325c3717ef3c9198dadda9

ISO/TR 3242:2022(E)

The platform offers 4 components:

— Mobile application or SDK: used by anyone to scan a medicine to check authenticity and provenance.
It leverages the anomaly detection capabilities of the underlying platform. SDK allows integration
with the platform. Alternately, users can utilize scanning/reading applications able to scan and
decode data carriers (e.g. barcodes) which are in accordant with GS1 Standards.

— In-pharmacy POS Scanner: convenient for the user to scan and learn about product authenticity.
Additional integration with the pharmacy billing system ensures that only validated medicines are
billed.

+ RealMeds platform: offers all the features related to track & trace and anti- counterfeiting afjd offers
easy APIs for integration with any existing drug manufacturing or label printing workflow.|Its real-
time events can be used to receive real-time notifications when a counterfeit drug-was detected.
The platform applies an elaborate and extensible counterfeit detection, including,checking the DCA
(Drug Control Administration) databases (e.g. NSQ, Banned Drugs)

+ Dashboard: offers dashboard for public, government drug control authonities, and

+ manufacturers/brand owners. The dashboard provides insight int6.the user specific KPIs|[such as
heatmap of counterfeit events origin, what medicines are sold whgge, who are the top manufa¢turers/
medicines fake industry is targeting, etc.

Business problem or opportunity o

4

N
The pharmaceutical supply chain is, digitally, very fragmented, which creates a gap that is leveraged
tlo introduce fake drugs. New business models - e.g. online pharmacies (aggregators) require aflvanced
digital compliance to facilitate automated product vérification and end-to-end traceability.

§cope

The objective of the platform is to provide end-to-end track & traceability with elabordte anti-
dounterfeiting checks to ensure that miedicines are authentic and are safety compliant throughout the
whole product lifecycle. The platform c¢an also be used at point of administering and at POS ih-store/
online.

(bjective

\

For all the medicines beingtracked on RealMeds, the platform ensures single ownership at any instance
gnd no one can inject a fake/duplicate record for a product item on the network.

Stakeholders C~~

- »

. ~) . —
iatlents, caregivers, pharma: retailers, logistics and manufacturers.
redicted.ottcomes

A reduction in drug counterfeiting where medicines are tracked, and ownership transfer is carried out
onthe platform.

Wl;y distributed ledger technology?

Enhanced data security with DLTs in-built data encryption and anonymity. Immutable transaction log
of scanned history so that anyone seeing the provenance data can trust the system because they know
that no one can change the ledger data.

With high data protection support and trustful nature, it is easier for the drug manufacturers to extend
the counterfeit check by storing their spectroscopy fingerprint data. This will ensure that substandard
drugs are detected more efficiently.

Distributed nature of the ledger allows a single view of the underlying data with fine-grained ACLs.
This makes data sharing very efficient and simplifies the application architecture.
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This reduces the cost of ownership, significantly. With RealMeds as a hosted cloud platform with simple
APIs, it is within the reach of all size manufacturers. Every manufacturer can join the network and
protect their brand from counterfeiting.

10.4.3 User requirements

Functional requirements

A manufacturer or its system requests a serial number be issued by RealMeds and encoded into a

)

Gsl acc'\vr]-‘\nf data carviar cuch ~c CC1 OD Coda or CC1 NataMaatrivy taba ncad in thao paan i foctiieay
pHeahtoea— et e SHea S oo e e 860 atarvatFgto-Be-HuSe e+ e—thoHrtaeeter—H

primary|, secondary or tertiary packaging.

— In the case of an anti-cancer medicine that is packaged in a bottle and the manufacturer requests

labg
— Thd
— Thd

medlicine.

— Deq
trag

\
— Asthe medicine moves in the supply chain, the tracker continuouslyf:%eds the temperature, humidit

and
anyl
to H

beypnd 8 degrees for a certain time, the platform will invalidate that medicine so that it cannot b
purchased/administered.

— Thd
— Thd

depending on the result, can choose to purchase the medicine.

Visualizations: Figures 85 to 89 C

— Refprence architecture A
1\
~\ D: User Systems
A\ ‘Real Meds’ Inventory Management Service.
C: Admin Systems N DLT Administrators / Validation / Track & Trace Provenance
RealMeds Service Provider Operators Users

B:
)1
i)

TT—CIT

1 from RealMeds for its secondary packaging.

label is then printed on the package using a GS1 compliant printer.

W

manufacturer scans the code on the label and initiates the tracking and traceability of th

=J

ending upon the tracking requirement, the manufacturer can alsp\keep a RealMeds locatiol
ker inside the package. 9

¢

location data to the platform, which keeps track of it to ensuI:é that the medicine is invalidated i
of these parameters invalidate the rules configured in theplatform, e.g. ifa medicine is suppose
e within 2 degrees centigrade to 8 degrees centigrade but during the shipment it had staye

9> ——a == —— 7

medicine, finally, reaches a pharmacy shop where a consumer comes to purchase it.

consumer can scan and validate the_medicine using the POS scanner, before purchase, ang

i) Systemadmin .\ +
ii) Smart contract mabagement
~

Admin Apps User Apps

\(\, Admin System User System
-~
> N
\ X
/ Admin API User API
Non-DLT. Systems Node B
flentjty Managenient / KYC Access Consensus
oF sensor system - oracle service Management Mechanism
- | — |
<
2 e | b :
Ao e
DLT Oracle services Distribution ~E
5 g
= St £ DLT Network
3 — i
Non-DLT Apps o Secure Runtime E_
= ®
=
Transaction State
Off-Ledger Data | System ’ Management
Non-DLT Systems Led;
e, e DataStorage |  DLT Node A -
k User NodeJ

Figure 85 — Systems view architecture: Anti-counterfeit solution for pharma industry (India)
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— Data flow model

Data flow analysis

Data flows triggered by the data-related operations of each stakeholder:

i) Specify the role of each stakeholder in facilitating the data flow: Patient, Caregiver, Manufacturer, Supply chain
participants, Drug control authority, Serviee Provider (RealMeds).
ii) Identify the type of data flow (See categories A-Z below)

A: between 2 separate DLT systems when they interoperate

D. DCLWCECIl d ULT bybltﬂl[l dIIUTION=ULT SYSTEIILS CONINECTEeU LU IU
C: between administration applications and a DLT system

D: between user applications and a DLT system

Z: within and between the nodes of the DLT system

D: User Systems
‘Real Meds’ Inventry Management Service.

C: Admin Systems i) Manufacturer, supply chain participants, Caregiver,
RealMeds Service Provider
i) System admin Validation / Track & Trace Provenante
ii) Smart contract oversight i) Drug control authority, supply chainjparticipants,
Admin system User system |
B: Non-DLT Systems 2N/
i) Identity Management / KYC
ii) IoT sensor system - oracle service c

Non-DLT
systems

Figure 86 — Data flow analysisxAnti-counterfeit solution for pharma industry (India)

Data flow and interaction analysis

D: User System O\ B: Non-DLT Systems
~\
\ . .
( Identity information
User(s) A -
c «—— Drug validity request
Drugwalidity status
Bﬁlg provenance Identity information .
N <rcquest Valid Access ] y J Identity
/ alidator managementJ management
( Q Drug provenance detail
-
Ledger data store Off-ledger data store
D: User system (User includes patient, caregiver, supply chain participants, B: Non-DLT systems

manufacturer, drug control authority)

Figure 87 — Interaction diagram: Anti-counterfeit solution for pharma industry (India)

— Behavioural UML

Use case diagram
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Track and traceability anti-counterfeit solution for pharma industry

X

Patient \

Serialized label

Validate

X

%nufacturer

Sequeng

Mobile
industry

Caregiver

>to

10T sensors
and collectors

>to

Drug control
authority

>to

Governing
organisation

e diagram

y

<includes>

X

Inventory.
Management
system

X

Supply chain
participants

> N\
<

In this case
“User” = “Patient”

Figure 88 — Use case diagram: Anti-counterfeit solution for pharma industry (India)

App Access Use Case Diagram: Track and traceability anti-counterfeit solution for pharma

(

Validate

Track and trace

1: Sends scanned data o

2: Saves drug tracking detail

7: drug detail

1
8: request provenance detail

_____________________ Sy
9: provenance detail L‘l

Figure 89 — Sequence diagram: Anti-counterfeit solution for pharma industry (India)
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Smart contracts:
Platform uses smart contracts to:

— Validate a participant.

022(E)

— Validate a label data read by a scanner or a mobile application for its compliance with configured

label formats - e.g. GS1 complaint.

— Ensure that the temperature, humidity and location data is received from authorised devices and

SCIISOTS.

+ Validate medicine parameters, temperature, humidity and location data against configure
e.g. expiry date, allowed temperature threshold, geo-fencing, etc.

+ Ensure the single ownership of a medicine.
+ Additionally, validate the composition of a medicine by referring to its spectroscopy fingery
Security, privacy and identity management:

Permissioned Blockchain network.

> N\

(Only registered medicines are tracked, and only registered particip’a‘ﬁts can be part of the netwgq
gnsures that the system is protected from unauthorized partls}bants However, anyone can §
yalidate a medicine on the network. All transactions and data\are protected using the user pert
dnd ACLs (access control list).

\J

The platform leverages the Blockchain security to stéite’data and transactions.

— Every data exchange between all the systenisy(as shown in the data flow diagram) is encry

-+ KYC (Know Your Customer) mechanism.sfollowed to ensure the registration of right partic
the network.

N

\ll transactions on the network capibe linked to a user. However, no personally identifiablg
tored on the network. This makes:iteasier to comply with country specific data policies e.g. Gl

n

~O

s\

1~ Manufacturersidentify the physical items they intend to track in the supply chain with uniq
numbers.  CN

Ire and post conditions: _ %

re -conditions:

+ The mamgf\sitturer utilizes printing and verification systems for data carrier symbols acco
GS1 Stawdard

+ Thewmanufacturer’s label generating system is integrated with RealMeds API

H rules -

rinting.

rk. This
can and
nissions

bted.

jpant on

data is
DPR.

e serial

rdant to

+ _‘Ebery participant has RealMeds or scanning/reading applications able to scan and decd

de data

carriers (e.g. barcodes) which are accordant with GS1 Standards to scan a medicine

— For live tracking of Temperature, Humidity and Location, the monitoring device is registered with

RealMeds Blockchain to avoid security issues.

Post-conditions

— Interactive supply chain: notification of events of interest - e.g. someone seeking to purchase/

administer an expired medicine - can be notified in real-time.

Non-functional requirements:

© IS0 2022 - All rights reserved
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Interoperability is a key feature of the system. It will drive adoption and acceptance. The requirement
for interoperability can add complexity, which could be solved with the unified view of system data
afforded by the distributed node-based DLT network.

Following standards is the basis for interoperability. All the labels are generated as per GS1 standard.
Data exchange between different systems is facilitated using EPCIS standard and API interfaces use
REST/JSON to enable integrations. Support for additional interfaces, such as SOAP/XML, cXML, etc.
exist for integration with legacy systems.

10.4.4 J)fun cefieldamalysis

Legal c
GS1-ad
Complid
Risk:

Busines
by repe
data for
quality
Referer
Followil
ISO/IEC
ISO/IEC
DGFT D
GS1 Glo
EPC Infq
21 CFR
AIDC Heg
GS1 Log
Other i

Further
anti-coy

nsiderations:
rlobal supply chain standard GDPR - data privacy laws apply within EU

nce with pharmaceutical industry-related regulations

5 Risk: Need to address manufactures’ concerns about their data privacy‘and security objectivel
ited demonstration to build confidence in them, so that they are op€njto store the compositio
identification of substandard drugs. Need of manufacturers to ugderstand the benefit to thei
thecks and thus they can avoid various legal, regulatory and opqﬂatlonal issues later.

N

=<

"S

iced standards: ’1

1g major standards & guidelines were used to build the plét'form:
199871471 |
19988l48]

AVA Guidelines & Schema - Government ofdndial42]

pal Traceability Standard - Release 200201

rmation Services (EPCIS) - Versfiéﬁ 1.1 - GS1 Standard[>1]

Part 11 - FDA - Pharmaceutip;l CGMPs[>2]

althcare Implementqti(;n\Guideline - Release 3.0.1 - GS1[53]

istic Label GuideLiﬂQe..’.‘-'P'{elease 1.3020]

1f0rmat10n:‘\{\‘\,

informatigh: RealMeds - Blockchain, Al and IoT based comprehensive track & traceability an
nterfei'tjng PaaS for drugs. Pharmaceuticals Counterfeiting[24.

=

10.5 I(

:P.ﬁfovenance traceability (Italy)

10.5.1

Categories

Transversal Category

— 1. Cloud computing

— 2.P

ublic sector information and open data

— 3. Internet of Things

— 5. Electronic identification, trust services, e-signatures
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— 6. e-Privacy

Horizontal Category

— 2. Data Provenance

— 3. Governance and DAOs

— 5. Process Optimisation

Vartical Catacorys
J

022(E)

crtreo ottt s Ot

+ Classification: A-0123

+ Section A - Agriculture, forestry and fishing

+ Division 01 - Crop and animal production, hunting and related service activities
+ Group 012 - Growing of perennial crops

+ Class 0123 - Growing of citrus fruits

UN Sustainability Goals 3
+ GOAL 9: Industry, Innovation and Infrastructure :t\\ )
+ GOAL 17: Partnerships to achieve the Goal ',:

Jtatus ‘

+ 5.in production/live implementation

10.5.2 Summary
Long description

Italy is the top producer in Europelof products with 'denomination of origin' certification. I
years, the trade in counterfeit products has grown exponentially and represents a significant t
gconomic growth, undermining the implementation of good management practices and diminis
duthenticity of 'Made in Itg\l-y*products on the foreign market.

The Red Orange Upgl:ad‘\l‘ng Green Economy (ROUGE) makes it possible to guarantee fruit of ex
hanks to a technolggieal label that tells the origin, identity and characteristics of the product.

~\\~
ROUGE was coq:fé@ed by AlmavivA with the Consorzio IGP Arancia Rossa with a vision to offer

dnd consumey’protection services to member companies.
>

¥
ROUGE _rws on the top of the blockchain architecture. The solution ensures that maximum
gxtracted from even heterogeneous blockchain ecosystems by establishing interoperabi
dommunication criteria.

h recent
hreat to
hing the

cellence

product

value is
ity and

Business problem or opportunity
— Creating an organized and efficient ecosystem along the Supply Chain, from farmers to con

— Protecting, valorisating and promoting true Made in Italy products all over the world.

sumers.

— Enablingan end-to-end supply chain traceability in the food sector whichimpliesrobusttransparency

and security to all kind of actors involved within it.

Scope
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ROUGE is a national and international product, it can be applied in the Food Supply Chain Sector. Italian
law no.12/19 dated 11 January 2019 (the “Law”) came into force on 13 February 2019 and cemented the
legal enforceability of electronic timestamping performed through blockchain technologies.

As part of a national reform pertaining to the simplification of administrative formalities for companies,
the Law explicitly states in its Article 8 ter, 3° that “storage of a computerized document through the use
of technologies passed on distributed ledger creates the same legal effect as ‘electronic time stamp””,
as defined in the European Regulation no. 910/2014 on electronic identification and trust services for

electronic transactions dated 23 July 2014 (“eIDAS”).

Objectiyes

Improv¢ food safety and transparency, consumer trust, Data Quality & Trusted Data Govenhancg,
mitigate recall costs and impacts.

Increasing communication through the Supply Chain allowing partners to share jeint goals and
feedback to improve more chances of success and build trust.

Establighing timelines and mechanisms for transferring updates on progress, holding accountability
when progress is lacking.

Stakeholders pAS

N\~

— ROUGE was conceived by AlmavivA with the Consorzio IGP Arancia Rossa with a vision to offe
profduct and consumer protection services to member companie$. The project brings together fou
important entities: V!

— CRHEA, the research centre that collects food production)data; University of Catania that createp
economic models with respect to the data collected in¢the field to support production decisions;

e

— Corfsorzio IGP Arancia Rossa that, thanks to thesetools, can verify the origin of products and trac
thelr path; AlmavivA as a technological partner

w

Key Actprs:

— Farmers ,

— Rethilers N
N

— Disfributors \

”~
JRAN
— Consumers D

)

— Agrjicultural Service}}oviders

— Governments .\5‘

N

Predictied outeoiies

Tracing|agproduction chain for the German market with the initial participation of at least 4 producer
from t Foncarzia Avancia Doacca TCD d3 Cirilin 1 mpncnccing copaianyy 1 Adictrihbiogy ~op oy

CUMSUTZTU 1T afiCra ryosSSa 1Ot ol oTttTa,  © prUCToSTITg CUTHpaIry, + UiStr ioutroTT COUTITporry,;

certification entity and a large-scale retail trade.

1”21

o

The ROUGE project chain is further extended through the commercial agreement between Arance
Rosse IGP, Beske China and Adm-EA Consulting to seize opportunities on global markets.

Why distributed ledger technology?

Blockchain promotes transparency and helps streamline the process of sharing information: each actor
provides data and real-time updates about products and views the same set of data on a product’s
lifecycle, improving transparency, accountability and trust.
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This provides confidence that the data has not been tampered with or altered inappropriately and
allows also a more direct visibility on whether contracts and agreements are adhered to and properly
documented.

Blockchain enables interoperability between the various traceability solutions without the need to
replace the applications or moving onto a single solution for all entities on the supply chain. This is very
important when there are multiple entities, partners, locations, and facilities on a supply chain that do
not need or want to directly integrate with each other or be impacted by another entity’s technology
and/or business decisions.

The ROUGE system facilitates a better production control, avoiding under or overproductionSpppliers
dan build a better delivery time for their store, customer satisfaction is improved andetdilers can
gngage customers by providing access to specific information.
10.5.3 User requirements
Functional requirements
All actors actively involved in entering supply chain data are subject to:
-+ Beingregistered within the ecosystem. A
+ Inserting the data of interest in compliance with the speci\f\ications drawn up by the prptection

consortium. L (N

N

-+ Ensuring that each individual product has a unique idqn’fifier (UID) and is equipped with NFC or QR

CODE tags. N
+ Creating a supply chain history through which the final consumer will have the possibility o verify

the traceability of the purchased product.
Visualizations: Figures 90-94
+ Reference architecture

\
RN
~O
\
2)
Q=
A\
~\(
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D: IGP User systems:
IGP Consortium: oversight of all data and interactions.

C: IGP Admin system: AlmaViva Saas and IGP Farmers: farm management dashboard

Consortium Certifying bodies: data oversight + verification

1 off-chain ID mgt: acc. + role, All: wallet for use in writing to public network

2 on-chain ID mgt: BDLT ID, wallet creation, and sign data, Consumer: verify product information (no wallet required)

User Apps

Admin Apps

Private DLT System

User System
Ethereum Admin System

(i Admin API |_| User API |\ Ethereum User
System

Regio

Logistjc system

Custo

10T equipment

RFID

— Datja flow model

Data flo

The blo
from th
system

Through this TAG/NFC, the App allows monitoring of the: production field, date of harvest, storage angl
distribution methods. -g?

The hi-ffech label cogﬁecfed to the blockchain system guarantees the certain recognition of the datdg,

based o
correct

The sthtion has been implemented using Ethereum and Ethereum Mainnet with all the benefits of

private

Access
/ ™\ Management Admin API |_| User API |
LT Oracles = N ]
= Membership C
g Services Mechanism P
5 B g
Nqn-DLT Apps E Smart E E =} E l
°
Contract 8 | =N
‘i Private Network g Crypto Services 5 %
Secure Runtime 19 g “ 3
Off-Ledger Data 2 & e
£ &
Transaction Transaction |
Non{DLT Systems System | System J «

Ledger ~\o/ O
B: nop-DLT system <data structure> Ledger
<daf h
ns system Data Storage DLT @ J - User Node
GDO spstem I \_é
N

al system ta stru

i

S

INFC equipment IGP Consortium

Node X - Other DLT systems Private Netyvork » .
j IGP Consortium parthers running nodes

Figure 90 — Systems view architecture:I1GP provenance traceability (Italy)

W Analysis
fkchain solution is based on Qle interaction between the Consortium's portal, which shows dat
e various production sources, and an App that provides information thanks to a geolocatio

ntegrated with the Tagla\'bél affixed on the boxes of oranges.
\

-

~

h informatipi from the public administration and companies linked to the Consortium, and th
ink withithe certified and unchangeable history of the product.

9%

1=

etwork combined to the reliability of a public one. It enables the participation of both 'private

nodes (other private companies or consortia) and 'public’ nodes.

A Stack

MEAN (MongoDB, Angular, Express, Node]S) has been used for the delivery of web applications,

all components use Open Source code.
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Data flows triggered by the data-related operations of each stakeholder:

i) Stakeholders: ~ Consortium, Certification Body, Farmer, Distributor HUB, Consumer

N oOow»

D: User systems

C: Admin system:

AlmaViva Saa$ providers

IGP Consortium

Proof of Authority (POA)
ecosystem governance

records interactions, enables Dapps login.

products.
Consumer mobile app: verifies the product.

ISO/TR 3242:2022(E)

Type of data flow (categories A- Z)

: between 2 separate DLT systems when they interoperate

: between a DLT system and non-DLT systems connected to it
: between administration applications and a DLT system

: between user applications and a DLT system

: within and between the nodes of the DLT system

Workflow engines customised for stakeholder use. Strict permission access.
User mobile app/DLT Wallet. Identifies all actors of DLT ecosystem, signs all

Web application Dapps : viewing all records data and transactions, filling all
data operations and using app mobile to sign the data, view reports, track

D: User systems

User
system

B: non-DLT system
Regional system
Logistic system
Customs system
GDO system

10T equipment
RFID/NFC equipment

A: other- DLT system
IGP Consortium workflow engine
Ethereum permissioned network (POA)

~

Z: Private Network
IGP Consortium pattnels running nodes

Behavioural UML

Jse case diagram

<FRACEABILITY PRODUCT PLATFORM (ROUGE)

Public
Non- DLT IGP Consortium Ethereum fth Publi
systems Node X Network _(b ereum Public

Figure 91 — Data flow analysis:AGP 'provenance traceability (Italy)

vvatet rrtertace,

Node K

Network

N(:{Q‘

Z: Public Network

Open network of parfticipants

AUTHORIZE:
user registration

MONITOR: supply
chain operations and
marketing content

1
Supply chain
\ i
13

<includes>

MANAGE SMART
CONTRACTS

Service Provider

@)

User

1

Auditors

Figure 92 — Use case diagram: IGP provenance traceability (Italy)

Interaction diagram
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Farmer Dil\sl’;r(i:btutor Consortioum Consumer
10T device || QRCO‘;‘@ (— Regulator s GDO  |m
GOV data o Certification — IGP Export

Logistic

Figure 93 — Interaction diagram: IGP provenance traceability (Italy)

Admin -
Consortium

‘ SmartContract - filling data [
online, QRCode generation and signing payload
(sending transaction on private DLT)

Sequengediagramnt

|

Operator Request to sign up /
download APP Mobile

Blockchain Blockchain
Permissioned Permissionless

Notarize on public network (1 min tx time) LEGEND

,,,,,,,,,,,, » Offline step

— 2 i , Online step
Return Qrcode to sign
— > _, Almaviva SaaS
v \{ .
Data validation and payload signing ” J Service
SmartContract - Blockchain credentials ¢ 0 ‘
. —
Generation :‘ ENROLMENT
- g P -----f-----
N\
D - :
SmartContract - Create Supply chain S
(1..n) and sign \
_—
Authorized User generate (1..n) supply chain operations and sign payload with their
account
—_
— —
Finalizing supply chain - product ¢heck,
monitoring and certification'with IGP TAG SUPPLY CHAIN
denomination
. 3 Product Real .
. Supply chain product?heck through the mobile app (QrCode or Tag NFC) Time Check .
Consumer
N\ Regulato
NN

-

)\

~\
Figure 94 — Sequence diagram: IGP provenance traceability (Italy)

Securitly, privacy and ide}liity management:

Smart (ontracts reéefr\c[s the operations that every single actor in the supply chain enters and sign
. . T~
with itslown wallef(

/

Italso performsthe census association of the actors with the release of a unique identity and configurep
for eachfactor a defined role to control the level of visibility it can have on the platform data.

~

Finally, it uniquely associates the NFC Tag transponder with a blockchain ID.

1°2]

Pre and post conditions:

Identity management is guaranteed through the creation of a wallet for each actor, the private key is
saved on the individual device of the actor and the privacy of the data is guaranteed by cryptography
algorithms.

Non-functional requirements:

Pre-Requirement: The availability of the blockchain ecosystem of the Consorzio Arancia Rossa di Sicilia
during the whole period of harvesting, production and marketing of the product.
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10.5.4 Force field analysis
Legal considerations:

Italy was the first European country to recognize, within a decree "regulatory reference" at the legal
level, DLT technology and smart contracts.

There are no particular legal risks from this point of view nor for privacy data as there is no disclosure
of sensitive data.

he proposed Solution atso Sotved the fegal aspect regarding Cryptocurrency fimancial reporting and
udgeting linked to the notarization of the status of the private blockchain network omthe public
blockchain, using the advice of experts and lawyers.

=

Risk:

No particular technical risks are expected as the ecosystem is completely open and any other DLT
platform can be integrated.
4
\

\ potential risk is the possibility that some actors do not want to participate in a traced supply chain
vith the exclusion of some members.

> N\
<

(Other information: S

¢

A\

~
Further information: Consorzio di Tutela Arancia Rossa di Sieilia TGP[12].
N

/
~

10.6 Universal Farm Compliance (Ireland) v

10.6.1 Categories

Transversal Category

+ 1. Cloud computing

+ 2. Public sector information and.open data

+ 5. Electronic identificatioil, t}ust services, e-signatures
+ 8. Accessibility of IC;F Q‘t%ducts and services

Horizontal Category ,\

— 1. Identity M:_;rrt;gement

— 2.Data P@Enance
>

X
+ 5. Prdgéss Optimisation

_

’ertiqal'Category

— Section O - Publc Administration
— Division 84 - Public administration and defence; compulsory social security

— Group 841 - Administration of the State and the economic and social policy of the community Class
8413 - Regulation of and contribution to more efficient operation of businesses

— (p.59,ISIC Rev. 4)
UN Sustainability Goals

— GOAL 9: Industry, Innovation and Infrastructure GOAL 11: Sustainable Cities and Communities
GOAL 12: Responsible Consumption and Production GOAL 15: Life on Land
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— GOAL 17: Partnerships to achieve the Goal
Status

3.1in development or pre-production

10.6.2 Summary

Long description

Universpl Farm Compliance facilitates a trusted, transparent, connected agriculture produced feod
compliajnce system enabled by EU blockchain infrastructure and supported by national public bodies:

— SaaP + mobile services to facilitate universal farm-compliance.

— levdrage distributed technologies and decentralised governance frameworks to_allow farmerg
ownership and publishing rights over their compliance data,

— facilitate public bodies to issue compliance + audit workflows for real-time farm-reporting,

— certify + attest to valid compliance and share digital proofs-of-attainmentto'enhance data integrity
and reputation, A

<
N\~

— optlmise and automate compliance workflows and, Q)

— inctlease transparency and trust in the food value chain across the Single Digital Marketplace.

\J

Business problem or opportunity

Incentiyise and facilitate digitising farm data at source forfarm management and compliance purposeg.
The apgroach saves time and money and has potential te introduce access to new revenue streams to
farmers using the system.

Scope

This uge case applies to the agriculture,sector within the EU, bound by common regulatory
environments. C

=)

E.g. Common Agricultural Policy‘&DZO with a marked focus on environmental targets: control 9
Nitrogen, GHG emissions and wdter management as well as a drive towards increasing food suppl
transpajency. s\

o~

=

It is enpbled by infrastrx{éﬂire made available through Connecting Europe Facility (CEF) and EJ
Blockchpin Service Infrasbructure (EBSI v1.0 Infrastructure Specification)[26l
Objectiye (.\{ -

Create @ channel for secure, real-time farm compliance reporting via mobile farm data collected by
approved users on the fly.

-~

Stakehelders

Farm compliance authorities, farmers, landowners, Department of Agriculture, agriculture produced
food businesses.

Predicted outcomes

An empowering decentralised farmer-first data governance model that underpins a real-time farm
compliance reporting framework.

Why distributed ledger technology?

Trust, provenance and process automation:
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Leveraging infrastructure and resources available through Connecting Europe Facility (CEF) and EU
Blockchain Service Infrastructure (EBSI v1.0 Infrastructure Specification) this use case aims to:

— redesign the interface between public sector and farming communities,

— to build new models of engagement that bring the benefits of emerging technologies to field data
digitisation,

— address farm data ownership concerns and create efficiencies in farm compliance processes.

10.6.3 User requirements
unctional requirements
+ Farm compliance authorities: set, monitor and certify opt-in compliance workflows for farmers;

+ Farmers and landowners: digitise farm data at source and tag according te task- schedule and
workflow;

+ Dept. of Agriculture: Wide ranging farm ecosystem oversight for research and planning pufposes;

+ Agriculture produced food businesses: verify certification - enhancing food chain transpargncy.

N\~

Universal Farm Compliance requires the management of multiéle digital identity within a single use

dase; with requirements to: &

/
~

+ identify registered farm operators, S
+ identify farm operative roles,
+ identify farming tasks and task status,

+ identify named workflows in order thata named individual can submit task completion freports,
within named compliance workflows; to appropriate compliance authorities.

Visualizations: Figures 95 to 98 ..
1+ Reference architecture

N\
<O
\.
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B: non-DLT systems :
Farmers and landowners:
Mobile farm app + web-app dashboard.

Compliance authorities:

Web-interface: Set and monitor
standardised compliance workflows

((—

C: Admin system:
Origin Chain Networks:
Service provider.

Admin Apps

Admin System

D: User systems:

Report, audit and compliance certification.

Farmers and landowners: Finalise compliance reports
Compliance authorities: Certify compliance workflows.

User Apps

User System

User API

Admin API

DLT Oracles

NonI-DLT Apps

Non-I)LT Systems

Other|DLT systems

A: othejr- DLT system
Hyperl¢dger Indy

— Datja flow model

External I/F

Secure Runtime

Intersystem I/F

(S

swwo)
apouIalu] 2.1ndas

DLT Nod;}%c

EBSI

<
Figure 95 — Systems view architecture: Ul@ersal farm compliance (Ireland)

Q\

- /
Z: Publi 82(

EBSI@ de - national partners running nodes.
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