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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialised system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part

in the

work.

The procedures used to develop this document and those intended for its further maintenan

Ce are

described in the ISO/IEC Directives, Part 1. In particular, the different approval crit€ria needed

for the different types of ISO/IEC documents should be noted. This document,was draff
accordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.is010rg/directi

ed in
yes or

www.iec.ch/members_experts/refdocs).

IEEE Standards documents are developed within the IEEE Societies and the'Standards Coordi
Committees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develd
standards through a consensus development process, approved by the American National Star
Institute, which brings together volunteers representing varied viewpoints and interests to achie
final product. Volunteers are not necessarily members of the Institute and serve without compens
While the IEEE administers the process and establishes rules to promote fairness in the cong
development process, the [EEE does not independently evaluate, test, or verify the accuracy of
the information contained in its standards.

Attention is drawn to the possibility that some of the\elements of this document may be the sub
patent rights. ISO shall not be held responsible foridentifying any or all such patent rights. De]

nating
ps its
dards
ve the
ation.
ensus
hny of

ect of
hils of

any patent rights identified during the developniént of the document will be in the Introduction and/

or on the ISO list of patent declarations received (see www.iso.org/patents) or the IEC list of
declarations received (see https://patents.iec:ch).

Any trade name used in this document.is information given for the convenience of users and do
constitute an endorsement.

For an explanation of the voluhtary nature of standards, the meaning of ISO specific term

pbatent

es not

s and

expressions related to conformity assessment, as well as information about ISO's adherefce to

the World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT]
www.iso.org/iso/foreword.html. In the IEC, see www.iec.ch/understanding-standards.

This document was) prepared by Joint Technical Committee ISO/JTC 1, Information techn
Subcommittee S€7Z Software and systems engineering, in cooperation with the Systems and Sof
Engineering ,Standards Committee of the IEEE Computer Society, under the Partner Stan
Development ©Organization cooperation agreement between ISO and IEEE.

This second edition cancels and replaces the first edition (ISO/IEC/IEEE 15288:2015), which ha
technically revised.

The main changes are as follows:

), see

ology,
tware

dards

E been

— improvements to selected technical processes including business or mission analysis, system
architecture definition, system analysis, implementation, integration, operations, and maintenance;

— improvements to selected technical management processes including risk management and

configuration management;

— updates to Clause 5, key concepts, including a better description of iteration, recursion, system-of-

systems, quality characteristics, etc.;

— new content in Clause 5 on concept and system definition, and expanded content on process

application and system concepts;

© ISO/IEC 2023 - All rights reserved
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— updates to the terms and definitions;
— anew annex addressing model-based systems engineering (MBSE).

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Introduction

The complexity of systems continues to increase to unprecedented levels. This has led to new
opportunities, but also to increased challenges for the organizations that create and utilise systems.
These challenges exist throughout the life cycle of a system and at all levels of architectural detail. This
document provides a common process framework for describing the life cycle of systems, adopting a
systems engineering approach. This document concerns systems that can be configured with one
or more of the following system elements: hardware elements, software elements, data, humans,

processes, services, procedures, facilities, materials, and naturally occurring entities.

This document focuses on defining stakeholder needs, concerns, priorities, and constraints fpr the
required functionality early in the development cycle, establishing requirements, then procg¢eding
with design synthesis and system validation while considering the complete problemIt integraftes all
the disciplines and specialty groups into a team effort forming a structured develdopment procegs that
proceeds from conception through production to operation. It considers the needs of all stakehplders
with the goal of providing a quality product that meets the needs of usérs”and other applicable
stakeholders. It provides the processes for acquiring and supplying systems. It helps to injprove
communication and cooperation among the parties that create, utilisefand manage modern sylstems
in order that they can work in an integrated, coherent fashion. Finally, this document providgs the
framework for assessment and improvement of the life cycle processes.

There is a wide variety of systems in terms of their purpose,c<domain of application, complexity, size,
novelty, adaptability, quantity, location, life span, and evolution. The processes in this document form a
comprehensive set from which an organization can construct system life cycle models appropriat¢ to its
products and services. An organization, depending on its purpose, can select and apply an appropriate
subset to fulfil that purpose.

This document can be used in one or more of the following modes:

— Byan organization — to help establish ancenvironment of desired processes. These processes fan be
supported by aninfrastructure of metheds, procedures, techniques, tools,and trained personng¢l. The
organization may then employ this.environment to perform and manage its projects and prgress
systems through their life cycle stages. In this mode this document is used to assess conformance
of a declared, established envitonment to its provisions. It can be used by a single organization in
a self-imposed mode or in(aymulti-party situation. Parties can be from the same organizatjion or
from different organizations and the situation can range from an informal agreement to a formal
contract.

— By aproject — to help select, structure, and employ the elements of an established environnjent to
provide products/and services. In this mode this document is used in the assessment of conformance
of the project.to the declared and established environment.

— By an atquirer and a supplier — to help develop an agreement concerning processes and actiyvities.
Via theagreement, the processes and activities in this document are selected, negotiated, agr¢ed to,
and\performed. In this mode this document is used for guidance in developing the agreement.

—\_By process assessors — to serve as a process reference model for use in the performance of pfocess
assessments that can be used to support organizational process improvement.

In the context of this document and ISO/IEC/IEEE 12207, there is a continuum of human-made systems
from those that use little or no software to those in which software is the primary interest. When
software is the predominant system or element of interest, ISO/IEC/IEEE 12207 should be used. Both
documents have the same process model, share most activities and tasks, and differ primarily in
descriptive notes.

Although this document does not establish a management system, it is intended to be compatible with
the quality management system provided by ISO 9001, the service management system provided by
ISO/IEC 20000 series, the IT asset management system provided by the ISO/IEC 19770 series, and the
information security management system provided by ISO/IEC 27000.

© ISO/IEC 2023 - All rights reserved vii
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Systems and software engineering — System life cycle
processes

1 Scope

This document establishes a common framework of process descriptions for describing tlle life
cycle of systems created by humans, defining a set of processes and associated terminology frpm an
engineering viewpoint. These processes can be applied to systems of interest, their system elements,
and to systems of systems. Selected sets of these processes can be applied throughout’the stages of a
system's life cycle. This is accomplished through the involvement of stakeholders;-with the ultimate
goal of achieving customer satisfaction.

This document defines a set of processes to facilitate system developmentand information exdhange
among acquirers, suppliers, and other stakeholders in the life cycle of a systeém.

This document specifies processes that support the definition, controlrand improvement of the sfystem
life cycle processes used within an organization or a project. Organizations and projects can us¢ these
processes when acquiring and supplying systems.

This document applies to organizations in their roles as both acquirers and suppliers.

This document applies to the full life cycle of systems, including conception, development, prodyction,
utilization, support and retirement of systems, and.to the acquisition and supply of systems, whether
performed internally or externally to an organization. The life cycle processes of this document ¢an be
applied iteratively and concurrently to a systentand recursively to the system elements.

This document applies to one-of-a-kind systems, mass-produced systems, and customised, adaptable
systems. It also applies to a complete ‘stand-alone system and to systems that are embeddeld and
integrated into larger more complex and complete systems.

This document does not prescribexaspecific system life cycle model, development methodology, mgthod,
modelling approach or technique.

This document does notwdetail information items in terms of name, format, explicit contenf, and
recording media. ISO/IEC/IEEE 15289 addresses the content for life cycle process information|items
(documentation).

2 Normative references

There are'\no normative references in this document.

3"\ Terms, definitions, and abbreviated terms

For the purposes of this document, the following terms and definitions apply.
ISO, IEC, and IEEE maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

— IEEE Standards Dictionary Online: available at: https://dictionary.ieee.org/

NOTE Definitions for other system and software engineering terms can be found in ISO/IEC/IEEE 24765,
available at www.computer.org/sevocab.

© ISO/IEC 2023 - All rights reserved 1
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31

acquirer

stakeholder (3.44) that acquires or procures a system (3.46), product (3.32) or service (3.42) from a
supplier (3.45)

Note 1 to entry: Other terms commonly used for an acquirer are buyer, customer (3.12), owner, purchaser, or
internal/organizational sponsor.

3.2

acquifition
proce§s (3.27) of obtaining a system (3.46), product (3.32) or service (3.42)

3.3
activity
set of cohesive tasks (3.51) of a process (3.27)

3.4
agreement
mutugl acknowledgement of terms and conditions under which a working relationship is conducted

EXAMPLE Contract, memorandum of agreement.

3.5
architecture

fundamental concepts or properties of a system (3.46) in its environment (3.16) and governing principles
for the realization and evolution of this system and its related lifexcycle (3.21) processes (3.27)

[SOURCE: ISO/IEC/IEEE 42020:2019, 3.3, modified — ‘entityhas been replaced with ‘system’; notes to
entry have been removed.]

3.6
artefact
work product (3.32) that is produced and used durihg a project to capture and convey information

EXAMPLE Models, stakeholder requirements; system/software requirements, architecture descriptions,
designdescriptions, source code, implemented system elements, verified or validated system.

[SOURCE: ISO 19014-4:2020, 3.9, modified — EXAMPLE has been added.]

3.7
audit
indepgndent examination of\a work product (3.32) or set of work products to assess compliance with
specifiications, standards,contractual agreements (3.4), or other criteria

3.8
baseline

formallly appreved version of a configuration item (3.11), regardless of media, formally designated and
fixed at a spegific time during the configuration item's life cycle (3.21)

[SOURGE: IEEE Std 828-2012]

3.9

concept of operations

verbal and graphic statement, in broad outline, of an organization’s (3.25) assumptions or intent in
regard to an operation or series of operations of new, modified, or existing organizational systems (3.46)

Note 1 to entry: The concept of operations frequently is embodied in long-range strategic plans and annual
operational plans. In the latter case, the concept of operations in the plan covers a series of connected operations
to be carried out simultaneously or in succession to achieve an organizational performance objective. See also
operational concept (3.23).

Note 2 to entry: The concept of operations provides the basis for bounding the operating space, system
capabilities, interfaces (3.19), and operating environment (3.16).

2 © ISO/IEC 2023 - All rights reserved
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[SOURCE: ANSI/AIAA G-043B-2018, 5.2, modified — The second definition has been used; the last two
sentences of Note 1 to entry have been removed; Note 2 to entry has been added.]

3.10
concern
matter of interest or importance to a stakeholder (3.44)

Note 1 to entry: A concern pertains to any influence on a system (3.46) in its environment (3.16), including
developmental, technological, business, operational, organizational, political, economic, legal, regulatory, ethical,

ecological, and social intrluences.

[SOURCE: ISO/IEC/IEEE 42020:2019, 3.8, modified — EXAMPLE has been removed; Note 1 to\ehtfy has
been added.]

3.11

configuration item
item or aggregation of hardware, software, or both, that is designated for configuration management
and treated as a single entity in the configuration management process (3.27)

3.12
customer
organization (3.25) or person that receives a product (3.32) or service)(3.42)

EXAMPLE Consumer, client, user (3.53), acquirer (3.1), buyer, or¢purchaser.

Note 1 to entry: A customer can be internal or external to the organization.

3.13

design, noun
specification of system elements (3.47) and their gelationships, that is sufficiently complete to supjport a
compliant implementation of the architecture (3.5)

Note 1 to entry: Design provides the detailéd; implementation-level physical structure, behaviour, temporal
relationships, and other attributes of systenrelements.

3.14

design characteristics
design attributes or distinguishing features that pertain to a measurable description of a product|(3.32)
or service (3.42)

3.15

enabling system
system (3.46) thatsupports a system-of-interest (3.48) during its life cycle (3.21) stages (3.43) buft does
not necessarilyCegntribute directly to its function during operation

EXAMPLE Production-enabling system, which is required when a system-of-interest enters the production
stage.

Noteslto entry: Each enabling system has a life cycle of its own. This document is applicable to each enjabling
system when, in its own right, it is treated as a system-of-interest.

3.16
environment
<system> context determining the setting and circumstances of all influences upon a system (3.46)

3.17

incident

anomalous or unexpected event, set of events, condition, or situation at any time during the life cycle
(3.21) of a project (3.33), product (3.32), service (3.42), or system (3.46)

Note 1 to entry: An incident is elevated and treated as a problem (3.26) when the cause of the incident needs to
be analysed and corrected to prevent reoccurrence to avoid or minimise loss of life, or damage of property or
natural resources (3.37).

© ISO/IEC 2023 - All rights reserved 3
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information item
separately identifiable body of information that is produced, stored, and delivered for human use

[SOURCE: ISO/IEC/IEEE 15289:2019, 3.1.12, modified — The preferred term "information product" has
been removed; notes to entry have been removed.]

3.19

interface

point

at which two or more logical, physical, or both, system elements (3.47) or software system

elemepts meet and act on or communicate with each other

[SOURCE: ISO/IEC/IEEE 24748-6: —, 3.1.3]

3.20

interrIperating system

system (3.46) that exchanges information with the system-of-interest (3.48) and uses‘the information
that hps been exchanged

3.21

life cycle

evoluflion of a system (3.46), product (3.32), service (3.42), project (3.33) ‘or) other human-made entity
from ¢onception through retirement (3.38)

3.22

life cycle model

framework of processes (3.27) and activities (3.3) concerned\with the life cycle (3.21) which can be

organ

3.23

opera3
verba
or ser
systel

Note 1
more §
users’

Note 2
organi

[SOUF

ized into stages (3.43), acting as a common reference for’communication and understanding

tional concept

and graphic statement of an organization’s (3:25) assumptions or intent in regard to an operation
ies of operations of a specific system (3.46) or a related set of specific new, existing or modified
s

to entry: The operational concept is\désigned to give an overall picture of the operations using one or
pecific systems, or set of related systems, in the organization’s operational environment (3.16) from the
3.53) and operators’ (3.24) perspectives. See also concept of operations (3.9).

to entry: The operational-cen’cept is about systems, while a concept of operations (3.9) typically refers to
zations.

CE: ANSI/AIAA G:043B-2018, 5.2, modified — The third definition has been used; the first

sentence in Note 1 to-entry has been removed; Note 2 to entry has been added.]

3.24
oper3
indivi

Note 1

tor
Hual erorganization (3.25) that performs the operations of a system (3.46)

terentry: The role of operator and the role of user (3.53) can be vested, simultaneously or sequentially, in

the sar

Note 2

ne individual or organization.

to entry: An individual operator combined with knowledge, skills, and procedures can be considered as an

element of the system.

Note 3

to entry: An operator may perform operations on a system that is operated, or of a system that is operated,

depending on whether or not operating instructions are placed within the system boundary.

© ISO/IEC 2023 - All rights reserved
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3.25

organization

person or group of people that has its own functions with responsibilities, authorities, and relationships
to achieve its objectives

EXAMPLE Company, corporation, firm, enterprise, manufacturer, institution, charity, sole trader, association,
or parts or combination thereof.

[SOURCE: ISO 9000:2015, 3.2.1, modified — Notes to entry have been removed; EXAMPLE has been

added.

3.26

problem
difficulty, uncertainty, or otherwise realised and undesirable event, set of events, condition, or sithation
that requires investigation and corrective action

3.27
process
set of interrelated or interacting activities (3.3) that transform inputs into‘outputs

3.28

iteration
<process> repeating the application of the same process (3.27) or’set of processes on the same l¢vel of
the system (3.46) structure

3.29

process purpose
high level objective of performing the process (3.27) and the likely outcomes of effective implemenjtation
of the process

Note 1 to entry: The purpose of implementing the process is to provide benefits to the stakeholders (3.44).

3.30
process outcome
observable result of the successful achievement of the process purpose (3.29)

3.31

recursion
<process> repeating the application of the same process (3.27) or set of processes to successive leyels of
system elements (3.47)in.the system structure

3.32

product
output of anorganization (3.25) that can be produced without any transaction taking place befween
the organization and the customer (3.12)

Note 1 to.entry: The dominant element of a product is that it is generally tangible.

[SOURCE: 1SO 9000:2015, 3.7.6, modified — Notes 1 and 3 to entry have been removed.]

333
project
endeavour with defined start and finish criteria undertaken to create a product (3.32) or service (3.42)
in accordance with specified resources (3.37) and requirements (3.36)

Note 1 to entry: A project is sometimes viewed as a unique process (3.27) comprising coordinated and controlled
activities (3.3) and composed of activities from the Technical Management and Technical Processes defined in
this document.

Note 2 to entry: Continuous development approaches such as agile and DevOps can use different terminology for
the creation of product and services.

© ISO/IEC 2023 - All rights reserved 5
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3.34

quality assurance

QA

part of quality management focused on providing confidence that quality requirements (3.36) will be
fulfilled

[SOURCE: ISO 9000:2015, 3.3.6, modified — The abbreviated term has been added.]

3.35

quality characteristic

inher¢nt characteristic of a product (3.32), service (3.42), process (3.27), or system (3.46) related t0) a
requirnement (3.36)

[SOURCE: ISO 9000:2015, 3.10.2, modified — ‘object’ has been replaced with ‘product, servicé;/process,
or system’; notes to entry have been removed.]

3.36

requirement

statement which translates or expresses a need and its associated constraints and eonditions

[SOURCE: ISO/IEC/IEEE 29148:2018, 3.1.19, modified — Notes to entry have.beén removed.]

3.37

resoufrce

asset that is utilised or consumed during the execution of a process (3:27)

Note 1]to entry: Resource includes diverse entities such as funding, pérsonnel, facilities, capital equipment, tools
and utjlities such as power, water, fuel, and communication infrastructures.

Note 2|to entry: Resources include those that are reusable, renewable or consumable.

3.38

retirgment

<syst¢m> withdrawal of active support by. the operation and maintenance organization (3.25),

partia

|1 or total replacement by a new system (3.46), or installation of an upgraded system, or final

deconmpmissioning and disposal

3.39
risk
effect

Note 1
as an d

Note
enviro|
(3.32)

Note 3
of theg

of uncertainty on objectives

to entry: An effect is aldéviation from the expected — positive or negative. A positive effect is also known
pportunity.

P to entry: Objectives can have different aspects [such as financial, health and safety (3.40), and
nmental goals] and can apply at different levels [such as strategic, organization-wide, project, product
and process,(3.27)].

to entry: Risk is often characterized by reference to potential events and consequences, or a combination
e

Note 4 to entry: Risk is often expressed in terms of a combination of the consequences of an event (including
changes in circumstances) and the associated likelihood of occurrence.

Note 5

to entry: Uncertainty is the state, even partial, of deficiency of information related to understanding or

knowledge of an event, its consequence, or likelihood.

[SOURCE: ISO Guide 73:2009, 1.1, modified — The last sentence in Note 1 to entry has been added.]
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3.40
safety

expectation that a system (3.46) does not, under defined conditions, lead to a state in which human life,

health, property, or the environment (3.16) is endangered
Note 1 to entry: The term is alternatively defined as freedom from risk (3.39) which is not tolerable.

[SOURCE: ISO/IEC/IEEE 12207:2017, 3.1.48, modified — Note 1 to entry has been added.]

341

security

protection against intentional subversion or forced failure

Note 1 to entry: Security includes authenticity, accountability, confidentiality, integrity,cavailability, non-
repudiation, and reliability, all of which have the related issue of their assurance.

[SOURCE: NATO AEP-67, modified — Note 1 to entry has been updated.]

3.42

service

output of an organization (3.25) with at least one activity (3.3) necéssarily performed betwegn the
organization and the customer (3.12)

Note 1 to entry: The dominant elements of a service are generally intangible.

Note 2 to entry: A service is coherent, discrete, and can be composed of other services.

[SOURCE: ISO 9000:2015, 3.7.7, modified — Notes 2, 3{ and 4 to entry have been replaced by p new
Note 2 to entry.]

3.43

stage

period within the life cycle (3.21) of an entity that relates to the state of its description or realizatfion
Note 1 to entry: As used in this documerit) stages relate to major progress and achievement milestonegd of the
entity through its life cycle.

Note 2 to entry: Stages often overlap.

3.44

stakeholder

individual or organization (3.25) having a right, share, claim, or interest in a system (3.46) or]in its
possession of charaeteristics that meet their needs and expectations

EXAMPLE End users (3.53), end user organizations, supporters, developers, customers (3.12), proﬁucers,
trainers, maintainers, disposers, acquirers (3.1), suppliers (3.45), regulatory bodies, and people infljienced
positively ornegatively by a system.

Note Eto entry: Some stakeholders can have interests that oppose each other or oppose the system.

345

aupp}icl

organization (3.25) or an individual that enters into an agreement (3.4) with the acquirer (3.1) for the

supply of a product (3.32) or service (3.42)
Note 1 to entry: Other terms commonly used for supplier are contractor, producer, seller or vendor.

Note 2 to entry: The acquirer and the supplier sometimes are part of the same organization.
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3.46

system

arrangement of parts or elements that together exhibit a stated behaviour or meaning that the
individual constituents do not

Note 1 to entry: A system is sometimes considered as a product (3.32) or as the services (3.42) it provides.

Note 2 to entry: In practice, the interpretation of its meaning is frequently clarified by the use of an associative
noun, e.g. aircraft system. Alternatively, the word “system” is substituted simply by a context-dependent synonym

(e.g.ai ;

Note 3 to entry: A complete system includes all of the associated equipment, facilities, material, computer
progrdgms, firmware, technical documentation, services (3.42), and personnel required for operations,and
support to the degree necessary for self-sufficient use in its intended environment (3.16).

3.47
system element
discrdte part of a system (3.46) that can be implemented to fulfil specified requiremefits(3.36)

EXAMPLE Hardware, software, data, humans, processes (3.27) [e.g. processes for providing service (3.42) to
users (B.53)], procedures [e.g., operator (3.24) instructions], facilities, materials, anddaturally occurring entities
or any|[combination.

3.48
system-of-interest
Sol
system (3.46) whose life cycle (3.21) is under consideration

3.49
system of systems
SoS
set of systems (3.46) or system elements (3.47) that interact to provide a unique capability that none of
the constituent systems can accomplish on its owf

[SOURCE: ISO/IEC/IEEE 21839:2019, 3.1.4]

3.50
systems engineering

transdlisciplinary and integrative ‘approach to enable the successful realization, use, and retirement
(3.38) of engineered systems (346) using systems principles and concepts and scientific, technological
and management methods

[SOURCE: INCOSE-TP-2020;002-06]

3.51
task
required, recomimended, or permissible action, intended to contribute to the achievement of one or
more putcomes of a process (3.27)

3.52
traceability

discernible association among two or more logical entities, such as requirements (3.36), system elements
(3.47), verifications (3.55), or tasks (3.51)

[SOURCE: ISO/IEC TR 29110-1:2016, 3.71, modified — "discernible" has been added; EXAMPLE has
been removed.]
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3.53
user
individual or group that interacts with a system (3.46) or benefits from a system during its utilization

Note 1 to entry: The role of user and the role of operator (3.24) are sometimes vested, simultaneously or
sequentially, in the same individual or organization (3.25).

[SOURCE: ISO/IEC 25010:2011, 4.3.16, modified — The original Note 1 to entry has been replaced by a
new one.]

3.54

validation
confirmation, through the provision of objective evidence, that the requirements (3.36) for a specific
intended use or application have been fulfilled

Note 1 to entry: In a life cycle (3.21) context, validation involves the set of activities (3.3)for gaining conflidence
that a system (3.46) is able to accomplish its intended use, goals, and objectives in an,environment (3.16) ljke the
operational environment. The right system was built.

[SOURCE: ISO 9000:2015, 3.8.13, modified — Notes 1 to 3 to entry have begn removed; a new Note 1 to
entry has been added.]

3.55

verification
confirmation, through the provision of objective evidence, thatspecified requirements (3.36) have been
fulfilled

Note 1 to entry: Verification is a set of activities (3.3) that compares a system (3.46) or system element|{(3.47)
against the required characteristics. This includes, butis nhot limited to, specified requirements, design|(3.13)
description, and the system itself. The system was built right.

[SOURCE: IS0 9000:2015, 3.8.12, modified —Notes 1 to 3 to entry have been removed; a new Note 1 to
entry has been added.]

3.56
view
representation of a system (3.46)\from the perspective of a related set of concerns (3.10)

Note 1 to entry: A view can betan operational, functional, or architectural representation of a system.

[SOURCE: ISO/IEC/IEEE24774:2021, 3.21, modified — removed ‘whole’ from the definition and the
original Note 1 to entry has been replaced by a new one.]

3.57
viewpoint
specification-of the conventions for constructing and using a view (3.56)

[SOUREE! ISO/IEC/IEEE 24774:2021, 3.22, modified — Notes 1 to 3 to entry have been removed.]

4> Conformance

4.1 Intended usage

The requirements in this document are contained in Clause 6 and Annex A. This document provides
requirements for a number of processes suitable for usage during the life cycle of a system. It is possible
that particular projects or organizations need only some of the processes provided by this document.
Therefore, implementation of this document typically involves selecting and declaring a set of processes
suitable to the organization or project. There are two ways that an implementation can be claimed to
conform to the provisions of this document - full conformance and tailored conformance.
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There are two criteria for claiming full conformance. Achieving either criterion suffices for conformance,
although the chosen criterion (or criteria) shall be stated in the claim. Claiming “full conformance to
tasks” asserts that all of the requirements of the activities and tasks of the declared set of processes
are achieved. Alternatively, claiming “full conformance to outcomes” asserts that all of the required
outcomes of the declared set of processes are achieved. Full conformance to outcomes permits greater
freedom in the implementation of conforming processes and can be useful for implementing processes
to be used in the context of an innovative life cycle model.

NOTE 1 Options for conformance are provided for needed flexibility in the application of this document. Each

procegs has a set of objectives (phrased as “outcomes”) and a set of activities and tasks that represent one way tg
achievg the objectives.

NOTER  Users who implement the activities and tasks of the declared set of processes can assért full
conforjmance to tasks of the selected processes. Some users, however, can have innovative processariants
that aghieve the objectives (i.e. the outcomes) of the declared set of processes without implementing all of the
activitjes and tasks. These users can assert full conformance to the outcomes of the declared set.of processes.
The two criteria - conformance to task and conformance to outcome - are necessarily not/equivalent since
specific performance of activities and tasks can require, in some cases, a higher level of capability than just the
achievement of outcomes.

NOTEB  Anorganization (e.g. national, industrial association, company) imposingtliis document as a condition
of trade can specify and make public the minimum set of required processes, putcomes, activities, and tasks,
which [constitute suppliers' compliance with the conditions of trade.

NOTEf  Requirements of this document are marked by the use of the verb "shall". Recommendations are
markefd by the use of the verb "should". Permissions are marked by thedse of the verb "may". However, despite
the verb that is used, the requirements for conformance are selected-as.described previously.

4.2 [Full conformance

4.2.1| Full conformance to outcomes

A claim of full conformance declares the set-of processes for which conformance is claimed. Full
confofmance to outcomes is achieved by denjonstrating that all of the outcomes of the declared set of
procegses have been achieved. In this situdtion, the provisions for activities and tasks of the declared
set of processes are guidance rather thainrrequirements, regardless of the verb form that is used in the
provigion.

NOTE One intended use of this‘document is to facilitate process assessment and improvement. For this
purpose, the objectives of each(process are written in the form of 'outcomes' compatible with the provisions
of the [SO/IEC 33000 family ,of standards. Those standards provide for the assessment of the processes of this
documjent, providing a basisfor improvement. Users intending process assessment and improvement can use the
procegs outcomes writtenjithis document as the "process reference model" required by ISO/IEC 33002.

4.2.2 | Full conformance to tasks

A claim of full"conformance declares the set of processes for which conformance is claimed. Full
confofmance to tasks is achieved by demonstrating that all of the requirements of the activities and
tasks [of-the declared set of processes have been achieved. In this situation, the provisions for the

outcoImes of the dectared Set of Processes are guidance rather than requirements, regardiess of the
verb form that is used in the provision.

NOTE A claim of full conformance to tasks can be appropriate in contractual situations where an acquirer or
aregulator requires detailed understanding of the suppliers’ processes.

4.3 Tailored conformance

When this document is used as a basis for establishing a set of processes that do not qualify for full
conformance, the processes in Clause 6 of this document shall be selected or modified in accordance
with the tailoring process prescribed in Annex A. The tailored set of processes, for which tailored
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conformance is claimed, are declared. Tailored conformance is achieved by demonstrating that the
outcomes, activities, and tasks, as tailored, have been achieved.

NOTE1 Tailoring can diminish the perceived value of a claim of conformance to this document because
it is difficult for other organizations to understand the extent to which tailoring can have deleted desirable
provisions.

NOTE 2  An organization asserting a claim of conformance to this document can find it advantageous to claim
full conformance to a smaller list of processes rather than tailored conformance to a larger list of processes.

NOTE3  An organization can also choose to claim full conformance to a selected set of processes.asyjell as
tailored conformance to other processes.

5 Key concepts and their application

5.1 General

This clause highlights and explains essential concepts on which this_doetiment is based. Fyirther
elaboration of these concepts can be found in the ISO/IEC/IEEE 24748-1 and ISO/IEC/IEEE 24{/48-2,
which provide guidelines on the application of life cycle management:

5.2 System concepts

5.2.1 Systems

A system is an arrangement of parts or elements that\together exhibit behaviour or meaning that the
individual constituents do not. Systems can be either physical or conceptual, or a combination of both.
Systems in the physical universe are composed.ofinatter and energy, may embody information encoded
in matter-energy carriers, and exhibit observable behaviour. Conceptual systems are abstract syjstems
of pure information, and do not directly, exhibit behaviour, but exhibit “meaning”. In both casgs, the
system’s properties (as a whole) resultor emerge from the parts or elements and their indiyidual
properties and the relationships and.interactions between and among the parts, the system gnd its
environment.

The perception and definition of 4 particular system, its architecture and its system elements dep¢nd on
a stakeholder's interests and responsibilities. One stakeholder's system-of-interest (Sol) can be vfiewed
as a system element in another stakeholder's Sol. Furthermore, an Sol can be viewed as being part of
the environment for another stakeholder's Sol. Also, an Sol can be viewed as a constituent systenp in an
SoS.

The following ateKey points regarding the characteristics of the Sol (also see Figure 1 and Figurg¢ 2):

a) defined/doundaries encapsulate meaningful needs and practical solutions;
b) there'is a hierarchical or other relationship between system elements;

cy\. an entity at any level in the Sol can be viewed as a system;

d) asystem comprises an integrated, defined set of subordinate system elements;

e) humans can be viewed as both users external to a system (e.g. users) and as system elements (e.g.
operators) within a system;

f) asystem can be viewed in isolation as an entity, i.e. a product; or as a collection of functions capable
of interacting with its surrounding environment, i.e. a set of services.

NOTE Services, hardware elements, and software elements can be products or services if they are either
individual Sols or constituents in an SoS. Consideration of services and products integrated within a system is
sometimes called a product-service systeml63], Product-service systems provide a means for organizations to
offer services related to their products.
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Whatever the boundaries chosen to define the system, the concepts in this document are generic and

permi

5.2.2

t a practitioner to correlate or adapt individual instances of life cycles to its system principles.

System structure

The system life cycle processes in this document are described in relation to a system (see Figure 1)
which is composed of a set of interacting system elements, each of which can be implemented to fulfil
its respective specified requirements. System elements may include software elements, hardware

eleme
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h element may be delegated to another party through an agreement.

System System
Element Element

Figure 1 — System and system element relationship

blationship between system elements ¢an be expressed in many forms, including hierarchies or
rks. For more complex Sols, a prospective system element may itself need to be considered as
em (that in turn is comprised of system elements) before a complete set of system elements can
ined with confidence (see Figure-2). In this manner, the appropriate system life cycle processes
pplied recursively to an Solt\to resolve its structure to the point where understandable and
beable system elements gah*be implemented (made, bought, or reused). While Figures 1 and 2
a hierarchical relationship, in reality there are an increasing number of systems that, from one or
hspects, are not hierarchical, such as networks and other distributed systems. 5.4 discusses the
bt of a system of systems (SoS).
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System-of-
Level 0 Interest
System
Level 1 System System Element
Level 2 System System System System
Element Element System Element Element System
. System System . System 1”4

Level 3 System Element Element System Elemen} System
Level 5 System System System System Sys 1() System Systenp

v Element Element Element Element El?%ﬁ Element Elemerjt

Figure 2 — System-of-intereststructure

5.2.3 Interfacing, enabling, and interoperating systems

Any system sharing an interface (data or information, energy, resource, physical) with the Sol during
any stage of the Sol’s life cycle is an interfacing’system and needs to be considered in the sfystem
development. Humans can be system elements of the Sol (e.g. an operator) or can be interfacing
externally to the Sol (e.g. a user requestinginformation) throughout the Sol’s life cycle stages.

Throughout the life cycle of an Sol, essential services are required from enabling systems, e.g.[mass-
production system, training systemy ntaintenance system. Each of these systems supports one oiff more
lifecycle processes of the Sol to-be conducted. Sols often have interfaces with other systems that are
used during life cycle stages other than operations. Some of these interfaces can be exclusive fjo that
stage and not used during operation.

Systems that interact te'perform a function are called interoperating systems, which are an impprtant
aspect in the context of systems of systems (see 5.4). Interoperating systems are a subset pf the
interfacing systems:-While interoperability can involve the exchange and use of information, pl{ysical
and other types-of interoperability can be important. For example, many kinds of electronic devices
now have power adapters appropriate for the user’s location.

NOTE Interoperating systems can exchange information to enable an Sol to operate reliably, sefcurely,
usefullyer efficiently, or to improve accessibility or usability. An interoperating system can also feceive
information from the Sol for use by other systems or SoS.

The interrelationships between the Sol and the interfacing, enabling, and interoperating sylstems

can be bi-directional or one-way. Requirements for the interrelationships need to be included in the
requirements for the Sol.

Further elaboration of these concepts can be found in the ISO/IEC/IEEE 24748-1 and
ISO/IEC/IEEE 24748-2, which provide guidelines on the application of life cycle processes.

5.2.4 Concepts related to the system solution context

An Sol and its enabling systems are normally thought of as a solution addressing stakeholder concerns.
The concerns of stakeholders are related to their business models. In particular, the concerns of an
Sol supplier, an acquirer, and a user are different; this drives the need for them to consider different
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enabling systems to make the Sol viable in their own system solution context. Thus, the solution needs
to consider the different stakeholder needs and business models.

EXAMPLE A manufacturing system is necessary for the supplier and is usually not considered by users and
acquirers.

In this perspective, for a given Sol, the business or mission analysis process is intended to address the
set of solution contexts (see Figure 3).

e ———

Solution 2

(Customer 2, ('1/
Deployment 2, (b :
Use Case 2)

Enabling System of

System 1 Interest
Solution 1
(Customer 1, < Solution 3
Deployment 1, LN (Customer 3,
Use Case 1) Deployment 3,
Use Case 3)

nabling
System 3

Figure 3 — Systeém solution contexts

xO
NOTE Several operational concepts, aoq\q\)btlon contexts and deployments can be associated with a given
Sol. THis multi-dimensional life descripti provided in ISO 15704.

Variamts and options shall be s@med for the Sol to address the set of solution contexts. Products
and sg¢rvices are often c0n51de1@ system families and product lines with identification of elements
commpon to different pr0]ec and variants and options per project (see ISO/IEC 26550 for more
detailf). Development of @ems products, and services often benefit from the identification of reuse
opporftunities betwee jects, including the establishment of product lines, families of products,
systems, and syst %f systems. These assets available for the projects are managed through the
applidation of th@vledge management process.

5.2.5| Pro line engineering (PLE)

When @rganization develops a product line, engineering the product line holistically is much more

effect vaiand officiont than onagincoring nar'h nF f]f\n Inﬂnnﬂnal cxrcfnmc 'T']'nc rnnnlvnc nnrnnnnrlnn f]ﬁn
......................... sreeHg—+< S>yotett e et L2y o)

productline as a single Sol, with variations defined to support the individual system instances, for much
of the life cycle. However, at the point in the life cycle where a specific system instance is developed,
validated, and deployed into operation — an individual member of the productline - that system becomes
an Sol itself that can continue with its own post-development life cycle, which can include production,
support, utilization, retirement, and more. Variation management models are applied to manage the
definition and production of the system instances. Whereas PLE generally focuses on the benefits of
using a common platform with reusable assets for a product family, feature-based PLE addresses PLE in
a holistic and automated manner (see ISO/IEC 26580).

In this approach, all of the system life cycle processes apply both when the product line is viewed as
the Sol and when each instance of the product line with its variations is considered the Sol. From the
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holistic product line Sol perspective, many of the artefacts developed through the life cycle processes
are shared across multiple members of the product line, which adds to the efficiency.

The following are key tenets of feature-based PLE:

— Acollective set of features for the system instances in the productline (called the feature catalogue in
ISO/IEC 26580) captures the distinguishing characteristics of how the members of the product line
differ from each other and provides a common language of variation throughout the organization.
The feature catalogue is a special type of MBSE (model-based systems engineering) model that

helps to analyse and address the variations in the product line (see Annex D).

— The features selected for a system instance in a product line portfolio are specified in a-Gollection of
features applicable to that instance (called the bill of features in ISO/IEC 26580).

— All engineering artefacts that support the creation, design, implementation, deploymenf, and
operation of products are identified and maintained as a single copy of all"eontent used |n any
system in the product line - i.e. no duplication (called shared asset supersets in ISO/IEC 26580).
Content used in all products is common content, which is managed collettively for the produgt line.
Content that varies in one or more system instances is encapsulated-with its variations (called the
variation points in ISO/IEC 26580), which can be included, omitted; generated, or transformef for a
given system instance, based on selected features.

— A system instance is comprised of the variation points, autematically derived according fo the
selected features for the instance, plus all common content,

5.3 Organizational concepts

5.3.1 Organizations

When an organization, as a whole or a part, enters into an agreement, it is sometimes called a “party”
to the agreement. Parties can be from the'same organization or from separate organizatiops. An
organization can be as small as a single\individual, if the individual is assigned responsibiliti¢s and
authorities.

In informal terms, the organization that is responsible for executing a process is sometimes referred
to by the name of that proceSs) For example, the organization executing the acquisition prodess is
sometimes called the “acquirer”. Other examples include supplier, implementer, maintainef, and
operator.

A few other terms are dpplied to organizations in this document: "user"” can be the organization that
benefits from the utilization of the product or service; "customer" refers to the user and acfuirer
collectively; and-'stakeholder" refers to an individual or organization with an interest in the systpm.

The processes” and organizations are only related functionally. This document does not dicthte or
imply astructure for an organization, nor does it specify that particular processes are to be ex¢cuted
by partieular parts of the organization. It is the responsibility of the organization that implements
this\document to define a suitable structure for the organization and assign appropriate rolg¢s and
responsibilities for the execution of processes.

The processes in this document form a comprehensive set to serve various organizations. An
organization, small or large, depending on its purpose or its acquisition strategy, can select an
appropriate set of the processes (and associated activities and tasks) to fulfil that purpose. An
organization may perform one process or more than one process.

This document is intended to be applied by an organization internally or by two or more organizations.
When applied internally, the two agreeing parties typically act under the terms of an agreement that
may vary in formality under different circumstances. When applied externally, the two agreeing parties
typically act under the terms of a contract. This document uses the term “agreement” to apply to either
situation.
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For the purpose of this document, any project is assumed to be conducted within the context of an
organization. This is important because a project is dependent upon various outcomes produced by
the processes of the organization, e.g. employees to staff the project and facilities to house the project.
For this purpose, this document provides a set of “organizational project-enabling” processes. These
processes are not assumed to be adequate to operate an organization; instead, the processes, considered
as a collection, are intended to state the minimum set of dependencies that the project places upon the
organization.

Pay : o 3 . 1 1 3 b
5.3.2 UT5dIIIZ4AUUIT dIIU PIUJeLUICVET AUUpPLIUIT

Modefn organizations strive to develop a robust set of life cycle processes that are applied repeatedly
to the projects of the organization. Therefore, this document is intended to be useful for adoption at
either| the organization level or at the project level. An organization would adopt this document and
supplément it with appropriate procedures, practices, tools, and policies. A project of the grganization
would typically conform to the organization's processes rather than conform directly to this’document.

In some cases, projects may be executed by an organization that does not have an‘dppropriate set of
procegses adopted at the organizational level. Such a project may directly adoptthe’provisions of this
document.

5.3.3| Organization and collaborative activities

Due t¢ the increasing complexities of system solutions, it is often useful to employ collaborative and
concufrent engineering approaches across the system life cycle. The following are some considerations:

— System life cycle activities are performed in a collaborativé manner by involving stakeholders and
subject matter experts concurrently, as practical.

5.4.1| Differences between systems and SoS

An SofS is a set of systems that interact to provide a unique capability that none of the constituent
systerhs can accomplish’on its own. In the context of SoS, the relevant pieces of the Sol are, by definition,
systems themselves=An SoS consists of some number of constituent systems, plus any inter-system
infrasgructurefacilities, and processes necessary to enable the constituent systems to integrate or
intergperate;

Withih an'SoS, each constituent system is an 1ndependent system that forms partof an SoS Constltuent

its own development management utlhzatlon goals and resources, but 1nteracts w1th1n the SoS to
provide the unique capability of the SoS. These additional attributes are what distinguish SoS from a
collection of systems.

A system may interact as part of one or more SoS in support of multiple capabilities. In this document,
when the interaction of an Sol with an SoS is discussed, this may include one or more SoS in support of
one or more capabilities.

The differences between systems and SoS are not in the structure or arrangement of the individual
elements, but rather in the behavioural and managerial characteristics of those elements.
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5.4.2 Managerial and operational independence

Systems operate within a context of managerial control subject to governance. Organizations govern
a portfolio of programmes through goals and objectives, subject to laws, regulations, and external
agreements such as contracts. Programmes manage some number of projects to achieve those goals
and objectives. Relationships between constituent systems affect the SoS. Systems that do not have any
interactions with the constituent systems of a subject SoS are not part of that SoS.

An essential characteristic of the SoS is that constituent systems within the SoS are operationally

independent. That is, the constituent systems can (and do) operate independently to fulfil some-nfimber
of purposes on their own, separate from the SoS. While constituent systems operate indepenflently
from each other for their own purposes, they also operate interdependently with each other-and other
elements to produce the SoS outputs. Constituent systems are never totally independefit,-yet they are
also never totally subservient to the SoS.

Another essential characteristic is that constituent systems within the SoS are*both managerially
independent and interdependent. Managerial independence suggests that/the” constituent sylstems
can be managed by organizations that retain some degree of independéncé even though the¢y are
interdependent while participating in SoS. The implication is that these"organizations can havd goals
and objectives for the constituent systems that differ from those of the SoS and the other consfituent
systems. If so, there is likely some degree of independence and interdependence of governance, ds well
as some degree of independence and interdependence of managemerit.

objectives affects the SoS. While some constituent systems<are directed or influenced to belong o SoS,
some constituent systems can be unaware of the SoS. Some constituent systems choose to belong on a
cost/benefits basis, also to cause greater fulfilment of:their own purposes, and because of their bg¢lief in
the overarching SoS purpose.

Regardless of the means of managing the organizations, alignment (or lack thereof) in the go:{s and

5.4.3 Taxonomy of SoS

Using essential characteristics to partition the various types of SoS provides an abbreyiated
nomenclature for thinking about SoS.ISO/IEC/IEEE 21841 defines a normalised taxonomy for syjstems
of systems (SoS) to facilitate communications among stakeholders. It also briefly explains what a
taxonomy is and how it applies texthe SoS to aid in understanding and communication. There are{many
characteristics such as scale and’/scope, around which taxonomies can be derived.

The SoS taxonomy in ISOAEC/IEEE 21841 organizes the relevant aspects or essential characterigtics of
SoS, providing specific'viewpoints that align with stakeholder concerns. This organization facilitates
communications between the various stakeholders that are involved with activities like goverhance,
engineering, opetation, and management of these SoS, and provides a reference for other related
standards.

ISO/IEC/IEEE 21841 can be useful when describing an SoS or comparing SoS.

5.4.4<SoS considerations in life cycle stages of a system

[SO/IEC/IEEE 21839 provides a set of SoS considerations to be addressed at key points in the lif¢ cycle

Of the Sol. T he considerations and Rey points align with those which are introduced in this document.
Selected subsets of these considerations can be applied throughout the life of systems through the
involvement of stakeholders. The ultimate goal is to achieve stakeholder satisfaction, so that when
delivered, the Sol operates effectively in the operational environment which is typically characterized
as one or more systems of systems.

A constituent system can be an entity in more than one SoS. An SoS is often comprised of existing
constituent systems along with new constituent systems which are developed and integrated into the
SoS. The focus of ISO/IEC/IEEE 21839 is a constituent system as the Sol. The considerations provided in
ISO/IEC/IEEE 21839 are with respect to what is necessary to account for the life cycle of the constituent
system to enable it to interact in the anticipated SoS configurations.
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ISO/IEC/IEEE 21839 can be useful as an augmentation to this document when the Sol is a constituent
system within an SoS, which is the typical situation for current systems.

5.4.5 Application of this document to SoS

ISO/IEC/IEEE 21840 provides guidance for the utilization of this documentin the contextof SoS. While this
document applies to systems in general (including constituent systems), ISO/IEC/IEEE 21840 provides
guldance on the appllcatlon of these processes to the spec1a1 case of SoS. However ISO/IEC/IEEE 21840

conjunction w1th this document ISO/IEC/IEEE 21839 and ISO/IEC/IEEE 21841 and is not 1ntended to
be usgd as standalone guidance.

When|the Sol is part of an SoS, the application of the processes in this document is dependent’on the
type qf SoS life cycle and impact of the SoS interactions on the Sol. In some cases, there can‘be*“waves”
of So{ revision. In other cases, SoS changes occur continually, with many processes opgerating on a
contirjuous basis to implement evolutionary change.

5.5 |[Life cycle concepts

5.5.1| System life cycle model

Every|system has a life cycle. A life cycle can be described using an abstract functional model that
represents the conceptualization of a need for the system, its realization, utilization, evolution, and
disposal.

A systlem progresses through its life cycle as the result of actions, performed and managed by people
in organizations, using processes for execution of these @etions. The detail in the life cycle model is
exprepsed in terms of these processes, their outcomesyrelationships, and sequence. This document
does mnot prescribe any particular life cycle model. Ihstead, it defines a set of processes, termed life
cycle processes, that can be used in the definition-of the system's life cycle. The processes described

5.5.2 | System life cycle stages

Life cycles vary according to the nature, purpose, use, and prevailing circumstances of the system. Each
stage |has a distinct purposejand contribution to the whole life cycle and is considered when planning
and executing the systerirlife cycle. The life cycle model comprises one or more stages, as needed. It is
assemnibled as a sequence of stages that can be iterative, concurrent, or overlapping, as appropriate for
the Sql's scope, magnitude, complexity, changing needs, and opportunities.

The stages represent the major life cycle periods associated with a system and they relate to the state
of the|systermdescription or the system itself. The stages describe the major progress and achievement
milestones '0f the system through its life cycle. They give rise to the primary decision gates of the
life cycle; These decision gates apply specific decision criteria and are used by organizations to
understand and manage the inherent uncertainties and risks associated with DUSINESS case, Costs,
schedule, performance, or functionality of a system. The stages thus provide a framework within which
organization management has high-level visibility and control of technical management and technical
processes. ISO/IEC/IEEE 24748-1 describes the application of these processes in any stage, provides
more details on decision gates, and defines typical system life cycle stages, including

— concept;
— development;

— production;
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— utilization;
— support;

— retirement.

Note that there are significant differences between life cycle stages (e.g. utilization, support, retirement)

and processes (e.g. operation, maintenance, disposal).

often

o J
occur concurrently, especially in continuous, incremental, or evolutionary approaches. Usidg
concurrently and in different orders can lead to life cycle forms with distinctly different character

Further elaboration of these concepts can be found in ISO/IEC/IEEE 24748-1 and ISO/IEC/IEEE 24
which provide guidelines on the application of life cycle management.

NOTE The set of events, occurrences, and evolution across the life cycle is sométimes referred to

system life history. Per ISO 15704, the life history is the actual, recorded and configufation managed sequ
steps the system has gone through during its lifetime.

5.6 Process concepts

5.6.1 Criteria for processes

The determination of the life cycle processes in this documént is based upon three basic principlg
— Each life cycle process has strong relationships ameng its outcomes, activities, and tasks.

— The dependencies among the processes are reduced to the greatest feasible extent.

— A process is capable of execution by a single*organization in the life cycle.

5.6.2 Description of processes

Each process of this document is described in terms of the following attributes:
— The title conveys the scopé of the process as a whole.

— The purpose describes:the goals of performing the process.

— The outcomes expréss the observable results expected from the successful performance
process.

— The activiti€s are sets of cohesive tasks of a process.
— The tasks are requirements intended to support the achievement of the outcomes.

Additienal detail regarding this form of process description can be found in ISO/IEC/IEEE ]
Outptits are an optional attribute for a process description. They are artefacts or information

btages
istics.

748-2,

as the
bnce of

4

of the

p4774.,
items.

Annex B includes examples of outputs from the processes.

5.6.3 General characteristics of processes

In addition to the basic attributes described in 5.6.2, processes may be characterized by other attr
common to all processes. The ISO/IEC 33000 family of standards identifies common process attr

ibutes
ibutes

that characterize six levels of achievement within a measurement framework for process capability.
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5.7 Processes in this document

5.7.1
This d

General

ocument groups the activities that can be performed during the life cycle of a system into four

process groups:

a) agreement processes;

b) o1
c) td

d) te

ganizational project-enabling processes;
chnical management processes;

chnical processes.

The gfoups and the processes included in each group are depicted in Figure 4. Each of‘the life cycle
processes is described in terms of its purpose and desired outcomes with a set of related activities and
tasks that can be performed to achieve those outcomes.

The p

rocesses described in this document are not intended to preclude or{discourage the use of

additipnal processes that organizations find useful. The order of the subclausés’in which the processes

are dd

fined in this document does not determine the order in which the prdcesses are performed during

the system life cycle or any of its stages (i.e. there is no prescriptive orderior sequence). A description of

each

rocess group is provided in 5.7.2 to 5.7.5.
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Figure 4 — System life cycle processes
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5.7.2 Agreement processes

Organizations are producers and users of systems. One organization (acting as an acquirer) can task
another (acting as a supplier) for products or services. This is achieved using agreements. Agreements
allow both acquirers and suppliers to realise value and support strategies for their organizations.

Generally, organizations act simultaneously or successively as both acquirers and suppliers of systems.
The agreement processes can be used with less formality when the acquirer and the supplier are in
the same organization. Similarly, they can be used within the organization to agree on the respective

respofsibilities of organization, project, and technical functions.

The agreement processes consist of the following (also see Figure 4):

a) ag¢quisition process - used by organizations for acquiring products or services;
b) sypply process - used by organizations for supplying products or services.

These| processes define the activities necessary to establish an agreement between two organizations.
If the [acquisition process is invoked, it provides the means for interacting with:alsupplier. This may
include products that are supplied for use as an operational system, services if support of operational
activities, or elements of a system being provided by a supplier. If the supply process is invoked, it
provides the means for an agreement for a product or service that is provided to the acquirer.

NOTE[L  Security is an increasing concern in systems engineering. See the ISO/IEC 27036 series for
requirpments and guidance for suppliers and acquirers on how to secupe information in supplier relationships.
Speciffc aspects of information security supplier relationships are{ addressed in ISO/IEC 27036-3 and
ISO/IEC 27036-4.

Whenlan Sol participates as part of an SoS, it is often necessary to consider the resource and capability
depern|dencies in the performance of the agreement processes. As needed, the agreements would include
clausdgs for the SoS interactions and dependencies or+additional agreements generated. The processes
apply [for the agreements between the stakeholders of the Sol and interoperating systems. If there is
an exfernal entity with some type of responsibility that spans an SoS in which the Sol is a constituent
systemn, then management and support arrapgements can be required with that external entity. The
agreements establish the responsibilities and“modes of support and control across the life cycle stages
among the stakeholder organizations frdm the context of the Sol participation in the SoS. This is of
great¢r importance if the organizatiofi holds primary objectives for their constituent system that may
not bg directly aligned with those of the SoS.

NOTER  More information abeut/process application for the SoS is provided in ISO/IEC/IEEE 21839 and
[SO/IEC/IEEE 21840.

5.7.3 | Organizational project-enabling processes

The organizationalproject-enabling processes are concerned with providing the resources needed
to enable the project to meet the needs and expectations of the organization’s stakeholders. The
organjzationak“project-enabling processes are typically concerned at a strategic level with the
management-and improvement of the organization’s undertaking, with the provision and deployment
of respurces and assets, and with its management of risks in competitive or uncertain situations.

The organizational project-enabling processes establish the environment in which projects are
conducted. The organization establishes the processes and life cycle models to be used by projects;
establishes, redirects, or cancels projects; provides resources required, including human and financial;
and sets and monitors the quality measures for systems and other deliverables that are developed by
projects to satisfy internal and external customers.

The organizational project-enabling processes do not necessarily imply commercial or profit-making
motives. Organizational project-enabling processes are equally relevant to non-profit organizations,
since they are also accountable to stakeholders, are responsible for resources and encounter risk in
their undertakings. This document can be applied to non-profit organizations as well as to profit-
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making organizations. In addition, organizational project-enabling processes are not intended to be a
comprehensive set of organizational processes that enable strategic management of the organization.

The organizational project-enabling processes consist of the following (also see Figure 4):
a) life cycle model management process;

b) infrastructure management process;

o) nortfalio managamant nracacc:
ot

3} PoTrtroro-Trorrier ST TITETTT Process 5

d) human resource management process;
e) quality management process;
f) knowledge management process.

In a typical Sol, organizational project-enabling processes establish the enwironment and provide
the necessary resources for the conduct of projects to address system solutions. The organigation
establishes the processes and life cycle models to be used by projects; establishes, redirects, or chncels
projects; provides resources required, including human, material and{ihancial; and sets and monitors
the quality measures for systems and other deliverables that are develeped by projects for internjal and
external customers. These processes also provide the environment-ahd resources for the Sol to He able
to support capabilities provided by an SoS in which the Sol participates. The organizations respansible
for the constituent systems implement these processes for ¢heir Sol independent of the SoS. [These
processes can be influenced by regulations, interface standards, or agreements for those parts|of the
Sol that contribute to the overall SoS capabilities.

NOTE More information about process application for the SoS is provided in ISO/IEC/IEEE 21839 and
ISO/IEC/IEEE 21840.

5.7.4 Technical management processes

The technical management processes are concerned with managing the resources and pssets
allocated by organization management and with applying them to fulfil the agreements into which the
organization or organizations entén'The technical management processes relate to the technicalleffort
of projects, in particular to planning in terms of cost, timescales, and achievements; to the checlfing of
actions to help ensure thatthey comply with plans and performance criteria; and to the identification
and selection of correctiyéactions that recover shortfalls in progress and achievement. These professes
are used to establishyand perform technical plans for the project, manage information acrops the
technical team, assess technical progress against the plans for the system products or services, cpntrol
technical tasks threugh to completion, and to aid in the decision-making process. Individual technical
management processes may be invoked at any time in the life cycle and at any level in a hierarichy of
projects, as required by plans or unforeseen events. The technical management processes are applied
with a level0f rigor and formality that depends on the agreements as well as risk and complexity|of the
projects

NOTEY  Technical management is ‘the application of technical and administrative resources to plan, organize,
and‘control engineering functions’ (ISO/IEC/IEEE 24765).

Typically, several projects co-exist in any one organization. The technical management processes can
be employed at a corporate level to meet internal needs.

NOTE 2  Technical management processes are applied during the performance of each technical process.

The technical management processes can be applied to manage the technical activities through the life
cycles of systems, including products or services.

NOTE 3  Thissetoftechnical management processes are performed so that system-specific technical processes
can be conducted effectively. They do not comprise a management system or a comprehensive set of processes
for project management, as that is not within the scope of this document.
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The technical management processes consist of the following (also see Figure 4):
a) project planning process;

b) project assessment and control process;

c) decision management process;

d) risk management process;

e) configuration management process;
f) infformation management process;
g) mleasurement process;

h) qtality assurance process.

Projedt planning and project assessment and control are key to all management practices. These
procegses establish the general approach for managing a project or a process. Thevother processes in
this group provide a specific focused set of tasks for performing to a specialised\management objective.
They pre all evident in the management of any undertaking, ranging fromna complete organization
downl(|to a single life cycle process and its tasks. In this document, the préject is chosen as the context
for depcribing processes. The same processes can also be applied in the'performance of services.

Technlfical management processes are concerned with managing the resources and assets allocated by
organjzation management and with applying them to fulfil the agreements into which the organization
or organizations enter. The technical management processes.need to include the considerations of
the ejpected SoS interactions. The considerations span the 'planning, assessment, and management
of respurces, risks, and other factors associated with dependencies from other interacting systems.
For example, the planning, assessment, and control:activities need to include SoS-related cost and
schedple considerations for the Sol. This includes ménitoring the progress in the areas of cross-system
dependencies. The agreement processes are executed to negotiate the required resources across
stakelolders.

NOTEH#  More information about process application for the SoS is provided in ISO/IEC/IEEE 21839 and
ISO/IEC/IEEE 21840.

5.7.5| Technical processes

The technical processes arelconcerned with technical actions throughout the life cycle. Technical
procegses transform the needs of stakeholders into products or services. By applying that product or
operafing that service, tethnical processes provide sustainable performance, when and where needed,
to mept the stakeholdér'requirements and achieve customer satisfaction. The technical processes are
appligd to create afid ase a system, whether it is in the form of a model or is a finished product.

The tdchnical processes are used to define the requirements for a system, to transform the requirements
into ah effective product, to permit consistent reproduction of the product where necessary, to use the
product,to provide the required services, to sustain the provision of those services and to dispose of
the prijodiict when it is retired from service.

The technical processes define the activities that enable organization and project functions to optimise
the benefits and reduce the risks that arise from technical decisions and actions. These activities
enable products and services to possess the timeliness and availability, the cost effectiveness, and
the functionality, reliability, maintainability, producibility, usability and other quality characteristics
required by acquiring and supplying organizations. They also enable products and services to conform
to the expectations, ethical perspectives, or legislated requirements of society.

The technical processes consist of the following (also see Figure 4):

a) business or mission analysis process;
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b) stakeholder needs and requirements definition process;
c) system requirements definition process;

d) system architecture definition process;

e) design definition process;

f) system analysis process;

g) implementation process;
h) integration process;

i) verification process;

j) transition process;

k) validation process;

1) operation process;

m) maintenance process;

n) disposal process.

NOTE1 For software and hardware system elements, these processes are applied at recursively lowef levels
for system definition and recursively higher levels for system.realization.

NOTE 2 These processes are often performed concuitrently, iterating between one another to esfablish
a solution that is balanced with respect to requirements, critical performance measures, critical quality
characteristics, and SoS considerations. At any levelof abstraction, system requirements and models ar¢ made
consistent via iterations of applicable technical,processes. When requirements and models are not dfirectly
capable of being implemented, the same processes are repeated recursively throughout the system structfire.

NOTE 3 Interface management is a set of activities that cut across the systems engineering processes| These
are cross-cutting activities of the technicaland technical management processes that apply and track as a specific
view of the processes and system. See ISO/IEC/IEEE 24748-1 for an example interface management procegs view
and INCOSE-TP-2003-002-5, Part [TI,'section 3.2.4 for more information.

Technical processes are concerned with technical actions throughout the life cycle of the Sol. As the
technical processes are (pérformed for the provision and support of technical solutions across the life
cycle stages, SoS considerations for the Sol include the technical impact on interacting systenys and
their stakeholders ‘and infrastructure. ISO/IEC/IEEE 21839 states that “this includes both systems/
services on which-the Sol depends and systems/services that depend on the Sol”. This can inpose
new requirements or constraints on the Sol by the SoS configurations in which the Sol partic|pated
in supportf-required or desired business or mission capabilities. The SoS technical considerptions
apply to-all'the technical processes across the life cycle stages and play an especially important fole in
the business or mission analysis, stakeholder needs and requirements definition, system requirements
definition, system architecture definition, and design definition processes.

NOTE 4 ISO/IEC/IEEE 21839 and ISO/IEC/IEEE 21840 provide more information on process applicatjon for

the SoS.
5.8 Process application

5.8.1 Overview

The life cycle processes defined in this document can be used by any organization when acquiring, using,
creating, modifying or supplying a system. They can be applied at any point in a system’s structure and
at any stage in the life cycle.
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The functions these processes perform are defined in terms of specific purposes, outcomes, and the set
of activities and tasks that constitute the process.

Each life cycle process in Figure 4 can be invoked, as required, at any time throughout the life cycle.
The application of these processes is influenced by many factors throughout the life cycle of the system,

which

may require the processes to be applied in an iterative, recursive, or concurrent manner.

Figure 5 illustrates the interrelationships among processes defined in this document. The technical
management processes are continually applied to manage and control all of the processes and life cycle

stageq
of the
proce

NOTE
and co|
the pr
to indj
aggreg
in any

The ¢

oppor
organ

. The system analysis process provides data and information that are essential for each iteration
systems life cycle processes, which are performed to support any of the technical managemeént
bses (6.3) and the technical processes (6.4).

The arrows in Figure 5 are intended to show general relationships that include iterative,‘recursive,
ncurrent application. All possible relationships are not included. The actual flows or interactiens between
cesses for a project are determined by the project tailoring and needs. Also, the arrows are hot intended
cate any specific temporal relationships, sequences, or scheduling. The arrows between‘process groups or
ations of processes within process groups are intended to indicate that the project can‘apply the processes
order, can iterate between processes, and can implement them concurrently.

hanging nature of the influences on the system (e.g. operational environment changes, new
tunities for system element implementation, modified structure, and responsibilities in
izations) requires continual review of the selection and timing.ef)process use. Process use in

the life cycle can be dynamic, responding to the many external infliences on the system or internal

influe
for in

hces from a more continuous development approach. The “life cycle approach also allows
Corporating the changes in the next stage. The life cycle(stages assist the planning, execution,

and management of life cycle processes in the face of this\complexity in life cycles by providing

compl
cycle

criter
mode

Wher
produl
criter
and t3
docun
risks |

ehensible and recognizable high-level purpose and,structure. The set of processes within a life
stage are applied with the common goal of satisfying the exit criteria for that stage or the entry
a of the formal progress reviews within that stage: This applies regardless of the type of life cycle
or development approach.

e justified by quality risks, detailed descriptions of process instances in the context of the specific
ct or service may also be created. Instantiation of processes involves identifying specific success
a for a process instance, derived from the requirements, and identifying the specific activities
sks needed to achieve the success criteria, derived from the activities and tasks identified in this
nent. Creating detailed descriptiens of process instances enables better management of quality
by establishing the link between the process and the specific requirements.
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‘ 5 """""""""" Recurdion

The processes in this document are often applied using an MBSE approach, which uses a set of mhodels
to implement the processes and achieve the expeeted outcomes. See Annex D for information regarding

MBSE.

5.8.2 Process iteration, recursion, and'‘concurrency

When the application of the same process or set of processes is repeated on the same level of the system

structure, the application is referred to as iterative. The iterative use of processes is important

r the

progressive refinement of process outputs, for example, the interaction between successive verification
actions and integration actiohs can incrementally build confidence in the conformance of the pfoduct

or service. Iteration is ndtonly appropriate but also expected. New information is created

y the

application of a process o¥'set of processes. Typically, this information takes the form of questionf with

respect to requirements, analysed risks, or opportunities. Iterative application of a process or
processes should continue until such questions are resolved.

set of

Iteration betWeén business or mission analysis, stakeholder needs and requirements definition,

system requirements definition, system architecture definition, and design definition processeg

often

occurs te help achieve a common understanding of the problem to be solved and the identification of
a satisfactory solution. These are heavily supported by the system analysis and decision managgment

processes (see Figure 5). Information produced by the processes should be shared and used by all

system life cycle processes.

other

The recursive use of processes, i.e. the repeated application of the same process or set of processes
applied to successive levels of system elements in a system’s structure, is a key aspect of the application
of this document. From a view of relations between a system and its system elements, the outputs of
processes applied for a system or system element, whether information, artefacts, or services, are inputs
to other processes or other system elements for additional analysis or more generalised synthesis of its
system elements, to arrive at a more detailed or mature set of outcomes. Such an approach adds value
to systems at successive levels in the system structure.

The discussion in this subclause on iterative and recursive use of the system life cycle processes is not
meant to imply any specific hierarchical, vertical, or horizontal structure for the Sol, enabling system,

organization, or project.
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Concurrent use of processes can exist within a project (e.g. when design actions and preparatory
actions for building a system are performed at the same time), and between projects (e.g. when system
elements are designed at the same time under different project responsibilities). All processes can be
used in parallel with other processes. As an example, the operation and maintenance processes need to
provide input to the system requirements definition, system architecture definition, design definition,
and implementation processes.

5.8.3 Process views

Therelare cases where a unified focus is needed for activities and tasks that are selected from disparate
procegses to provide visibility to a significant concept or thread that cuts across the processes
empldyed across the life cycle. For this purpose, the concept of a process view has been formulated.
Like al process, the description of a process view includes a statement of purpose and outcomes!-Unlike
a progess, the description of a process view does not include unique activities and tasks¢Instead, the
description includes guidance explaining how the outcomes can be achieved by employing'the activities
and tdsks of the various life cycle processes. The detailed information about processviéws is available
in ISQ/IEC/IEEE 24748-1 and ISO/IEC/IEEE 24774. The following International/Standards provide
detailp on some of the technical viewpoints:

— I§O/IEC/IEEE 24748-1
— specialty engineering;
— interface management;
— security.
— I40/IEC/IEEE 15026-4

— system assurance;

— software assurance.

5.9 [Concept and system definition

Concepts, needs, and requirements evolve at various levels resulting from the establishment of or
changes to the organizational concept of operations, strategy, or environment. The concept of operations
addrepses the leadership’s intended way of operating the organization. This evolution is accomplished
through the application of the_business or mission analysis, stakeholder needs and requirement
definifion, system requirements definition, system architecture definition, and design definition
procegses with the suppoert.of other processes as needed. Through the iterative and concurrent use of
all thgse processes, stakeholders are identified and insights are gained into the relationships between
the cqncepts, needsyand requirements of the organization, stakeholders, and systems, as well as the
emergent properties-and behaviours of the system that arise from the interactions and relations among
the sylstem elements and environment.

The blisiness-or mission analysis process analyses changes in the organizational concept of operations,
envirgnment, and other strategic inputs to identify and define key problems or opportunities that
should_be addressed ta achieve the arganization’s mission(s) vision goals_or objectives The business |
or mission analysis process also identifies, characterizes, and prioritises alternative solution classes
(or general approaches) that are candidates to address the problem or opportunity. Using the
stakeholder needs and requirements definition process, stakeholders define their concepts, needs, and
requirements in the context of the defined problem or opportunity, the associated capabilities required,
and the preferred solution class(es). This includes defining the operational context of the solution.
The operational concept addresses what the system will do and why. Using the system requirements
definition process, the engineering team tasked with providing a solution transform the stakeholder
requirements into system requirements. In the application of the three processes discussed in this
document, a range of analysis techniques and trade-offs are applied iteratively and recursively to
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transform concepts into needs and needs into requirements (e.g. mission analysis, business analysis,
operational analysis, requirements analysis).

NOTE1 ISO/IEC/IEEE 29148 provides further details on the development of concepts, needs, and requirements.
It includes lower-level elaboration for the processes discussed in this document, as well as annotated outlines for
documenting operational concepts, stakeholder needs and requirements, and system requirements.

The system architecture definition process focuses on defining an architecture that addresses the
stakeholder concerns and is applied 1terat1vely and concurrently with the busmess or mission analysis,

determme the best solution to address stakeholder concerns. The de51gn definition process, on the
other hand, is driven by requirements that have been vetted through evaluation with the-architg¢cture
and more detailed analyses of feasibility. Architecture focuses on suitability, viability, and.'desirgbility,
whereas design focuses on compatibility with technologies and other design elements.and on feagdibility
of construction and integration. An effective architecture is as design-agnostic as possible to allpw for
maximum flexibility in the design trade space.

The design definition process provides feedback to the system architeeturé definition procgss to
consolidate or confirm the allocation, partitioning and alignment of architectural entities (e.g. strfategic
goals, capabilities and effects, operational activities, resource functions) to system elementp that
comprise the system. Note that an architecture entity (an entity being'atrchitected or one subject|to the
system architecture definition process) and a system element (a~discrete part of a system that [fulfils
specified requirements) represent two different notions.

NOTE 2  Practices, conventions, principles, and concepts fot/system architecture definition are spgcified
by the ISO/IEC/IEEE 420x0 family of standards. ISO/IEC/IEEE)42020 provides architecture processes for the
governance, management, conceptualization, evaluation, and elaboration of architectures; ISO/IEC/IEEE|42030
provides an architecture evaluation framework for, performing architectural analysis, value assesgment,
and evaluation synthesis; and ISO/IEC/IEEE 42010 prevides key principles and concepts for describing an
architecture.

The enterprise architecture(s) or relevant reference architectures, when available, can provide useful
insights for the system architecture through the life cycle of the Sol. Additionally, when the organigation
or enterprise is treated as the Sol, the enterprise architecture becomes a relevant part of the system
definition, since it is then the top-level system architecture.

The processes discussed in this clause interact with other technical and technical managpment
processes to provide necessary inputs and information. For example, the system analysis pfocess
provides analysis results-te'support trade-offs that are managed by the decision management prfocess.
Additionally, the establishiment of the concepts, requirements, architecture, and design are informed by
the other technical processes, such as the operations and maintenance processes.

5.10 Assurance and quality characteristics

Assurance,is defined as grounds for justified confidence that a claim has been or will be achieved.
This cénfidence is achieved by applying applicable system life cycle activities, which include a
planned, systematic approach with acceptable measures of system assurance and risk managenjent of
exploitable vulnerabilities. Stakeholders need assurance prior to depending on a system, especjally a
system involving complexity, novelty, or technology with a history of problems. The greater the degree
of dependence, the greater the need for strong assurance. System assurance claims frequently concern
the functions or capabilities of the system.

Assurance, as for a variety of attributes such as safety, security, and dependability, is often required.
Stakeholder concerns include achieving justified confidence that the system, while achieving its intent,
does not also provide unintended behaviour or produce unintended outcomes. A claims-oriented
approach to assurance serves to address the concerns that are not typically captured within the
requirements that focus on intended behaviour. An assurance case can identify gaps in requirements
coverage and inform the development of derived requirements to address those gaps.

© ISO/IEC 2023 - All rights reserved 29
© IEEE 2023 - All rights reserved


https://standardsiso.com/api/?name=f06c9daed53132876185c1cba35edea7

ISO/IEC/IEEE 15288:2023(E)

Assurance is often provided through activities to construct an assurance case. An assurance case is an
auditable artefact that provides a convincing and valid argument for a claim on the basis of tangible
evidence under a given context. Subtle and complex arguments are necessary to organize a wide variety
and huge amount of evidence and link them to the claim. Pieces of evidence can be pass/fail results
of test, quantitative measurements, or qualitative evaluations. These pieces require careful review on
their validity, certainty, fairness, etc., when they are integrated into a cohesive argument. Often there is
not a simple direct connection between the evidence provided and the overall claim, so there has to be
a structure to describe the subclaims and the reasoning that links this overall claim and the evidence.

Assurpnce cases focusing on specific characteristics include safety case, composed assurance package
(for sgcurity), and dependability case.

Assurpnce activities should be integrated into life cycle processes throughout the system life, cycle.
Constfuction of assurance cases require detailed knowledge about both the Sol and the characteristics
under| consideration. Integration of the specific analyses in the Sol development and inveolving experts
in the[Sol development are key success factors to achieve a compliant and balanced system solution.

NOTE The ISO/IEC/IEEE 15026 series provides more information on systems and sgftware assurance and
assurdnce cases.

Consiglerations for requirements on specific characteristics are provided by ‘other documents including
the [EC 61508 series (safety); ISO/IEC 27000 and ISO/IEC 15408-3 (information security); IEC 60300-1
and IEC 62741 (dependability); and ISO/IEC 25000 (systems and software quality requirements and
evaluation).

5.11 |Process reference model

Anney C defines a process reference model for processes contained in Clause 6. The process reference
model is applicable to an organization that is assessing’its processes to determine the capability of
these [processes. The purpose and outcomes are a statement of the goals of the performance of each
procesgs. This statement of goals permits assessmentof the effectiveness of the processes in ways other
than gimple conformity assessment.

6 System life cycle processes
6.1 [Agreement processes
6.1.1| Acquisition process

6.1.1.11 Purpose

The plirpose of thé.aequisition process is to obtain a product or service in accordance with the acquirer's
requifements.

NOTE As-part of this process, the agreement is modified when a change request is agreed to by both the
acquirpr-and supplier.

6.1.1.2 Outcomes

As aresult of the successful performance of the acquisition process:
a) arequest for supply is prepared;

b) one or more suppliers are selected;

c) anagreement is established between the acquirer and supplier;

d) aproductor service complying with the agreement is accepted;
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e) acquirer obligations defined in the agreement are satisfied;

f) responsibility for the acquired product or service is transferred, as directed by the agreement.

6.1.1.3

Activities and tasks

The acquirer shall implement the following activities and tasks in accordance with applicable
organization policies and procedures with respect to the acquisition process.

NOTE 1

including subcontracted suppliers.

a) Prepare for the acquisition. This activity consists of the following tasks.

iy

2)

b) Advertise the acquisition and select the supplier. This activity consists of the following tasks

1y
2)

c) Establish and maintain an agreement. This activity consists of the following tasks.

The activities and resulting agreement from this process often apply to suppliers in the supply| chain,

Define a strategy for how the acquisition will be conducted.

NOTE 2 This strategy describes or references the life cycle model, risks and issues mitigation,
a schedule of milestones and decision gates, and selection criteria if thelsupplier is externalto the
acquiring organization. It also includes key drivers and characteristics, of the acquisition, spch as
responsibilities and liabilities; specific models, methods, or processesyTlevel of criticality; formalify; and
priority of relevant trade-off factors.

Prepare a request for the supply of a product or service thatincludes the requirements.

NOTE 3 If a supplier is external to the organization, then the request typically includes the
practices with which a supplier is expected to comply abd the criteria for selecting a supplier.

NOTE 4 A definition of requirements is provided to one or more suppliers. The requiremehts are

the stakeholder or the system requirements, depending on the type of acquisition approach, through
the associated requirements definition process:

Communicate the request for the stpply of a product or service to potential suppliers.
Select one or more suppliers.
NOTE 5 To obtaip-competitive solicitations, proposals to supply are evaluated and compared

against the selection criteria and ranked. The justification for rating each proposal is declar¢d and
suppliers are informéd why they were or were not selected.

NOTE 6  Project/cost, schedule, and performance are monitored through the project assessmept and
control process:Any identified issues that require agreement modifications are referred to this activify. Any
proposals‘fer‘changes to system elements or information are controlled through the change management

activity(ef-the configuration management process.

NOFE7  Foran SoS, if a multi-lateral agreement exists, responsibilities and modes of support and ¢ontrol
are established across the life cycle stages among the stakeholder organizations participating in tle SoS.
Agreements are flexible to adapt to changing requirements of an SoS for which the Sol is a consfituent

system.

1)

Develop and approve an agreement with the supplier that includes acceptance criteria.

NOTE 8 This agreement ranges in formality from a written contract to a verbal agreement.
Appropriate to the level of formality, the agreement establishes requirements, development and delivery
milestones, verification, validation and acceptance conditions, process requirements (e.g. configuration
management, risk management, measurement), exception-handling procedures, agreement change
management procedures, payment schedules, accountability of each party in case of non-fulfilment, and
handling of data rights and intellectual property so that both parties of the agreement understand the
basis for executing the agreement. For a written contract, this occurs when the contract is signed.

NOTE 9 The agreement identifies any requirements to be imposed on participating
subcontractors.
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2)

3)

Identify necessary changes to the agreement.

NOTE 10 In requesting a change to the agreement, the acquirer or the supplier details its
specifications, rationale, and background.

Evaluate impact of changes on the agreement.
NOTE 11 Any change is investigated for impacts to project plans, schedule, cost, technical

capability, and quality. A change can be handled within the existing agreement, can require a

modification tothe aoreement orcan reguire anew agreement
5 7 T 5

Update the agreement with the supplier, as necessary.

NOTE 12 The result of the agreement modification is incorporated into the project plans and
communicated to all affected parties.

d) Monitor the agreement. This activity consists of the following tasks.

1)

6.1.2

Assess the execution of the agreement.
NOTE 13 This includes confirmation that all parties are meeting (their responsibilities in
accordance with the agreement. The project assessment and control process is used to evaluate
projected cost, schedule, performance, and the impact of undesirable@utcomes on the organization.
This information is combined with other assessments of the executigi.ef the terms of the agreement.
Provide data needed by the supplier and resolve issues in a timely manner.

Ccept the product or service. This activity consists of the following tasks.

Confirm that the delivered product or service complies with the agreement.

NOTE 14 Exceptions that arise during the conduct of the agreement or with the delivered product
or service are resolved in accordance with the procedures established in the agreement.

NOTE 15 Acceptance can be performed-using the validation process.

Provide payment or other agreed consideration.

Accept the product or servicedrom the supplier, or other party, as directed by the agreement.
Close the agreement.

NOTE 16 The pragjectis closed by the portfolio management process.

Supply process

6.1.2.1 Purposeé

Thep
requit

irpose_ of'the supply process is to provide an acquirer with a product or service that meets agreed
ements:

NOTE

As part of this process, the agreement is modified when a change request is agreed to by both the

acquirer and supplier.

6.1.2.2 Outcomes

As a result of the successful performance of the supply process:

a) anacquirer for a product or service is identified;

b) aresponse to the acquirer's request is produced;

c) anagreement is established between the acquirer and supplier;

32
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d) aproductor service is provided;

e)
)

supplier obligations defined in the agreement are satisfied;

responsibility for the acquired product or service is transferred, as directed by the agreement.

6.1.2.3 Activities and tasks

The supplier shall implement the following activities and tasks in accordance with applicable

organization policies and procedures with respect to the Supply process.

a) Prepare for the supply. This activity consists of the following tasks.

b)

iy

2)

Respond to a request for supply of products or sefvices. This activity consists of the foll
tasks.

1)

2)

Establish and maintain an agreement. This activity consists of the following tasks.

1y

2)

Determine the existence and identity of an acquirer who has a need for a prodtict’or serv|

NOTE 1 Potential acquirers are often identified through the business_er mission a
process. For a product or service developed for consumers, an agent, for exaniple, a marketing fuy
within the supplier organization, often represents the acquirer.

Define a supply strategy.

NOTE 2 This strategy describes or references the life cyele'model, risks and issues miti
and a schedule of milestones. It also includes key drivers and,characteristics of the acquisition s
responsibilities and liabilities; specific models; methods or proeesses; level of criticality; formali
priority of relevant trade-off factors.

Evaluate a request for the supply of a prodiict or service to determine feasibility and h
respond.

Prepare a response that satisfies the'solicitation.

Negotiate and approve an@greement with the acquirer that includes acceptance criteria.,

NOTE 3 This agreement ranges in formality from a written contract to a verbal agre
Appropriate to the level of formality, the agreement establishes requirements, development and d
milestones, verification, validation and acceptance conditions, process requirements (e.g. configt
management, fisk management, measurement), exception-handling procedures, agreement

management procedures, payment schedules, accountability of each party in case of non-fulfilme
handling 6f-data rights and intellectual property so that both parties of the agreement underst3

basis farexecuting the agreement. For a written contract, this occurs when the contract is signed.

NOTE-4 For an SoS, if a multi-lateral agreement exists, responsibilities and modes of supp
eontrol are established across the life cycle stages among the stakeholder organizations partic
in the SoS. Agreements are flexible to adapt to changing requirements of an SoS for which the §
constituent system.
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Identify necessary changes to the agreement.

3)

4)

NOTE 5 In requesting a change to the agreement, the acquirer or the supplier details its

specifications, rationale, and background.

Evaluate impact of changes on the agreement.

NOTE 6 Any change is investigated for impacts to project plans, schedule, cost, technical
capability, or quality. A change can be handled within the existing agreement, can require a modification

to the agreement, or can require a new agreement.

Update the agreement with the acquirer, as necessary.
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d)

6.2

NOTE 7 The result of the agreement modification is incorporated into the project plans and
communicated to all affected parties.

Execute the agreement. This activity consists of the following tasks.
1) Execute the agreement in accordance with the established project plans.
NOTE 8 A supplier sometimes adopts or agrees to use acquirer processes.

2) Assessthe execution of the agreement

NOTE 9 This includes confirmation that all parties are meeting their responsibilities’ in
accordance with the agreement. The project assessment and control process is used to evaluate
projected cost, schedule, performance, and the impact of undesirable outcomes on the organization. The
change management activity of the configuration management process is used to control changes to the
system elements. This information is combined with other assessments of the execution afthe terms of
the agreement.

Deliver and support the product or service. This activity consists of the following{tasks.

1] Deliver the product or service in accordance with the agreement criteria.

2] Provide assistance to the acquirer in support of the delivered/product or service, per the
agreement.

3] Accept and acknowledge payment or other agreed consideration.
4] Transfer the product or service to the acquirer, or other'party, as directed by the agreement.
5] Close the agreement.

NOTE 10 The project is closed by the portfolio-management process.

Organizational project-enabling procésses

6.2.1| Life cycle model management process

6.2.1. Purpose

The purpose of the life cycle fhodel management process is to define, maintain, and help ensure
availapility of policies, life cyclejprocesses, life cycle models, and procedures for use by the organization
with rlespect to the scope af this document.

This grocess provides@alicies, life cycle processes, life cycle models, and procedures that are consistent
with [the organizafion's objectives. These life cycle assets are defined, adapted, improved, and
maintpined to support individual project needs in a way that they are capable of being applied using
effect]ve, provénymethods and tools.

NOTE Regulated domains sometimes require specific life cycle management process standards, e.g. ANSI/
AAMI/IEG,62304.

6.2.1.2 Outcomes

As a result of the successful performance of the life cycle model management process:

a)

b)

34

organizational policies and procedures for the management and deployment of life cycle models
and processes are established;

roles, responsibility, accountability, and authority within life cycle policies, processes, models, and
procedures are defined;
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c) policies, life cycle processes, life cycle models, and procedures for use by the organization are
selected;

d) policies, life cycle processes, life cycle models, and procedures for use by the organization are
assessed;

e) prioritised process, model, and procedure improvements are implemented.

6.2.1.3  Activities and tasks

The organization shall implement the following activities and tasks in accordance with @pplicable
organization policies and procedures with respect to the life cycle model management process.

a) Establish the life cycle processes. This activity consists of the following tasks.

NOTE1 The detail of the life cycle implementation within a project is dependent.tipon the complexity
of the work, the methods used, and the skills and training of personnel involved i performing the work. A
project tailors policies, processes, models, and procedures in accordance with its’requirements andneeds,
while maintaining alignment with regulations and organizational policies.

1) Establish policies and life cycle procedures for process management and deployment that are
consistent with organizational strategies.

2) Establish the life cycle processes that implement the tequirements of this document and that
are consistent with organizational strategies.

3) Define the roles, responsibilities, accountabilitiesyand authorities to facilitate implemenjtation
of life cycle processes and the strategic management of life cycles.

4) Define criteria that control progression through the life cycle.

NOTE 2 The decision-making criteria regarding entering and exiting each life cycle stage and
key milestones and decision gates argestablished.

5) Establish standard life cycle models for the organization that are comprised of staggs and
define the purpose and out¢emes for each stage.

NOTE 3 The life 'cycle model comprises one or more stages, as needed. It is assembldd as a
sequence of stages that-overlap or iterate, as appropriate for the Sol's scope, magnitude, complexity,
changing needs andiepportunities. Stages are illustrated in ISO/IEC/IEEE 24748-1 using a conjmonly
encountered example of life cycle stages. The life cycle processes and activities are selected, tailgred as
appropriate and-€mployed in a stage to fulfil the purpose and outcomes of that stage.

b) Assess the life-€ycle processes. This activity consists of the following tasks.

NOTE 4~ “\The ISO/IEC 33000 family of standards provides a more detailed set of process assegsment
activities and tasks that are aligned with the tasks shown below.

19—Monitor process execution across the organization.

NOTE 5 This includes the analysis of process measures and review of trends with respect to
egt feriafeedbs om-theproje egardingtheeffectivene re-etfieteneyofthepretesses,

and monitoring execution in accordance with regulations and organizational policies.

2) Conduct periodic reviews of the life cycle models used by the projects.

NOTE 6 This includes confirming the continuing suitability, adequacy, and effectiveness of the
life cycle models used by the projects and making improvements as appropriate. This includes the
stages, processes, and achievement criteria that control progression through the life cycle.
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3) Identify improvement opportunities from assessment results.

c) Improve the process. This activity consists of the following tasks.

1) Prioritise and plan improvement opportunities.

2) Implement improvement opportunities and inform relevant stakeholders.

6.2.2

6.2.2.
Thep

NOTE 7 Process improvement includes improvements to any of the processes in the organization.
Lessanslearned are r‘:\phlrnd and available

Infrastructure management process

. Purpose

irpose of the infrastructure management process is to provide the infrastructure and services to

projedts to support organization and project objectives throughout the life cycle.

This grocess defines, provides and maintains the facilities, tools, and communicatiens and information

techn

6.2.2.

Asar

blogy assets needed for the organization with respect to the scope of this,decument.

P Outcomes

bsult of the successful performance of the infrastructure management process:

a) tHe needs for infrastructure are defined;

b) tHe infrastructure elements are specified;

c) infrastructure elements are obtained;

d) tHeinfrastructure is available;

e) prioritised infrastructure improvements are implemented.

6.2.2.

B Activities and tasks

The organization shall implement, the following activities and tasks in accordance with applicable

organ
a) E
1)

ization policies and procedures with respect to the infrastructure management process.

btablish the infrastrueture. This activity consists of the following tasks.

Define projectinfrastructure needs.

NOTE 1 Infrastructure element examples are facilities, tools, hardware, software, services, and
standards;

NOTE2 The infrastructure resource needs for the project are considered in context with other

ptojects and resources within the organization, as well as within the policies and strategic plans of the
erganization. Constraints and timelines that influence and control provision of infrastructure resources

dlld SCI ViLCb fUl LllU pI UjCLL dl'c dlbU UleudLUL‘l. PI UjCLL pldllb dlld fuLul TSI dicygy IlCCdb CUIILI i'uuu: Lo L}lU
understanding of the resource infrastructure that is required. Physical factors (e.g. facilities), logistics
needs, and human factors (including health and safety aspects) are also considered.

NOTE 3 The ISO/IEC 27036 series provides guidance for addressing security of outsourced
infrastructure.

2) Identify, obtain, and provide infrastructure resources and services that are needed to

36

implement and support projects.

NOTE 4 An inventory asset registry is often established to track infrastructure elements and
support reuse.
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b) Maintain the infrastructure. This activity consists of the following tasks.

1) Evaluate the degree to which delivered infrastructure resources satisfy project needs.

2) Identify and provide improvements or changes to the infrastructure resources as needed.

6.2.3 Portfolio management process

231 P
—6r23+ 1 Purpese

e

The purpose of the portfolio management process is to initiate and sustain necessary, suffigien
suitable projects to meet the strategic objectives of the organization.

t, and

This process commits the investment of adequate organization funding and resources;, and sanfctions

the authorities needed to establish selected projects. It performs continued assessment of projg
confirm they justify, or can be redirected to justify, continued investment.

6.2.3.2 Outcomes

As aresult of the successful performance of the portfolio management process:

a) strategic venture opportunities, investments, or necessities are prioritised;

b) projects are identified;

c) resources and budgets for each project are allocated;

d) project management responsibilities, accountability, and authorities are defined;

e) projects meeting agreements and stakeholderrequirements are sustained;

cts to

f) projects not meeting agreements or;satisfying stakeholder requirements are redirected or

terminated;

g) projects that have completed agreements and satisfied stakeholder requirements are closed.

6.2.3.3 Activities and tasks

The organization shall imiplement the following activities and tasks in accordance with app
organization policies and procedures with respect to the portfolio management process.

a) Define and atthorise projects. This activity consists of the following tasks.
1) Identify potential new or modified capabilities or missions.
NOTE®1 The organization strategy, concept of operations, or gap or opportunity analysis is reviey

current gaps, problems, or opportunities. A new capability or strategic need is usually determined|
business or mission analysis process, further defined in the stakeholder needs and requirements def

icable

ed for
in the
inition

process, and managed through this process.

2) Prioritise, select, and establish new strategic opportunities, ventures, or undertakings.

NOTE 2 These are usually consistent with the strategy and action plans of the organization. The po
projects are prioritised and thresholds established to determine which projects will be execute

tential
d. The

characteristics of identified projects are often determined, including stakeholder value, risks and barriers
to success, dependencies and inter-relationships, constraints, resource needs, and mutual contention for
resources. Each potential project is then assessed with respect to likelihood of success and cost-benefit.
The decision management and system analysis processes provide details on performing an analysis of

alternatives.

3) Define projects, accountabilities, and authorities.
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b)

4) Identify the expected goals, objectives, and outcomes of each project.

5) Identify and allocate resources for the achievement of project goals and objectives.

6) Identify any multi-project interfaces and dependencies to be managed or supported by each

project.

NOTE 3  This includes the use or reuse of enabling systems used by more than one project and the use or
reuse of common system elements by more than one project.

N
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ODTE4  Understanding each project in the context of the overall (strategic or enterprise) architecturé pr
S environment helps to ensure interfaces and constraints are identified.

Specify the project reporting requirements and review milestones that govern the €xecution
of each project.

Authorise each project to commence execution of project plans.

ODTES5  Additional information on developing project plans is provided in the project planning process.
Foject plans are most useful when developed and approved early in the project life £ycle.

valuate the portfolio of projects. This activity consists of the followingytasks.
Evaluate projects to confirm ongoing viability.

NOTE 6  Viability includes the following.

a) The project is making progress towards achieving established goals and objectives.
b) The project is complying with project directives;

c¢) The project is being conducted in accordarnce with project life cycle policies, processes, and
procedures.

d) The project remains viable, as indicated by, for example, continuing need for the service, practicable
product implementation, and acceptable’investment benefits.

Act to continue projects thatarg satisfactorily progressing.

Act to redirect projects.that can be expected to progress satisfactorily with appropriate redi-
rection.

brminate projects. This activity consists of the following tasks.

Where agreements permit, act to cancel or suspend projects whose disadvantages or risks to
the organization outweigh the benefits of continued investments.

Aftereompletion of the agreement for products and services, act to close the projects.

ODTE7" Closure is accomplished in accordance with organizational policies and procedures, and the

breement.

6.2.4 Human resource management process

6.2.4.1 Purpose

The purpose of the human resource management process is to provide the organization with necessary
human resources and to maintain their competencies, consistent with strategic needs.

This process provides a supply of skilled and experienced personnel qualified to perform life cycle
processes to achieve organization, project, and stakeholder objectives.
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6.2.4.2 Outcomes

As a result of the successful performance of the human resource management process:

a) skills required by projects are identified;

b) necessary human resources are provided to projects;

c) skills of personnel are developed, maintained, or enhanced;
d) personnel conflicts are resolved.

6.2.4.3 Activities and tasks

The organization shall implement the following activities and tasks in accordance, with app
organization policies and procedures with respect to the Human Resource managément process.
a) Identify skills. This activity consists of the following tasks.
1) Identify skill needs based on current and expected projects.
2) Identify and record skills of personnel.
b) Develop skills. This activity consists of the following tasks.
1) Establish skills development strategy.
NOTE 1 This strategy includes types and_lévels of training, categories of personnel, sch
personnel resource requirements, and training needs.
2) Obtain or develop training, education, or‘mentoring resources.
NOTE 2 These resources include* training materials that are developed by the organ
or external parties, training courses“that are available from external suppliers, or computer
instruction.
3) Provide planned skill development.
4) Maintain records of skill development.
c) Acquire and provide-skills. This activity consists of the following tasks.

NOTE 3 This jncludes the recruitment and retention of personnel with experience levels and
necessary to properly staff projects; staff assessment and review, e.g. their proficiency, motivation, ab
work in a teamh.environment, as well as the need to be retrained, reassigned, or reallocated.
1) Obtain qualified personnel when skill deficits are identified.

NOTE 4 This includes using outsourced resources.

2) Maintain and manage the pool of skilled personnel necessary to staff ongoing projects.

icable

bdules,

zation

tbased

skills
ility to
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4) Motivate personnel, e.g. through career development and reward mechanisms.

5) Resolve personnel conflicts across or within projects.

NOTE 5 This includes conflicts of capacity in organizational infrastructure and supporting
services and personnel resources among ongoing projects; or from project personnel being over-

committed.
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6.2.5

Quality management process

6.2.5.1 Purpose

The purpose of the quality management processis to assure that products, services, and implementations

of the

quality management process meet organizational and project quality objectives, and achieve

customer satisfaction.

6.2.5.
Asar

a) ol

P OUtComes
bsult of the successful performance of the quality management process:

ganizational quality management policies, objectives, and procedures are implemented;

b) qtality evaluation criteria and methods are established;

sources and information are provided to projects to support the operation and’monitoring of
roject QA activities;

A evaluation results are analysed;

e) qtiality management policies and procedures are improved based upon/project and organizational

C) 14

p!
d Q

ré
NOTE
regard
6.2.5.

sults.

These outcomes have been written to align with ISO 9001:2015, 4.4.1. See ISO 9001 for information
ing how to establish a complete quality management system.

B Activities and tasks

The organization shall implement the following activities and tasks in accordance with applicable

organ
a) P
1)

3\

A

jzation policies and procedures with respect teithe quality management process.

an quality management. This activity consists of the following tasks.
Establish quality management policies, objectives, and procedures.
NOTE 1 ISO 9001 is a process model for quality management systems. ISO 9004 contains
guidelines for performance,improvements. Regulated domains sometimes require specific quality

management process standards, e.g. [SO 13485.

NOTE 2 The policies, objectives, and procedures are based on the organization’s strategy for
customer satisfaction,

Define respousibilities and authority for implementation of quality management.

NOTE 3 Resources for quality management are often assigned from distinct organizations for
independence from project management.

Define quality evaluation criteria and methods.

41

Provide resources and information for nllmlify management

b) Assess quality management. This activity consists of the following tasks.

1y

Gather and analyse QA evaluation results, in accordance with the defined criteria.

2) Assess customer satisfaction.

NOTE 4 ISO 10004 contains guidelines for monitoring and measuring customer satisfaction.

3) Conduct periodic reviews of project QA activities for compliance with the quality management

40

policies, objectives, and procedures.
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4) Monitor the status of quality improvements on processes, products, and services.

c) Perform quality management corrective and preventive action. This activity consists of the

following tasks.

1) Plan corrective actions when quality management objectives are not achieved.

2) Plan preventive actions when there is a sufficient risk that quality management objectives will

not be achieved.

3) Monitor corrective and preventive actions to completion and inform relevant stakeholde
NOTE 5 Implementation of corrective and preventive action is performed in 6ther rg
processes, such as life cycle model management or project assessment and control.

6.2.6 Knowledge management process
6.2.6.1 Purpose
The purpose of the knowledge management process is to create the eapability and assets that ¢

the organization to exploit opportunities to re-apply existing knowledge.

This encompasses knowledge, skills, and knowledge assets, including system elements.

6.2.6.2 Outcomes

As aresult of the successful performance of the knowledge management process:
a) ataxonomy for the application of knowledge assets is identified;

b) the organizational knowledge, skills, and\knowledge assets are organized;

c) the organizational knowledge, skills,and knowledge assets are available;

d) the organizational knowledge, skills, and knowledge assets are communicated acros
organization;

e) knowledge management usage data is analysed.

6.2.6.3 Activities and tasks

The organizationsshall implement the following activities and tasks in accordance with app
organization peliciés and procedures with respect to the knowledge management process.

a) Plan knowledge management. This activity consists of the following tasks.

T-~"Define the knowledge management strategy.

'S.

levant

bnable
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icable
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b)

42

NOTE1 The knowledge management strategy generally includes:
a) identifying domains and their potential for the reapplication of knowledge;
b) plans for obtaining and maintaining knowledge, skills, and knowledge assets for their useful life;

c) characterization of the types of knowledge, skills, and knowledge assets to be collected and
maintained;

) ik H £ 4 il A | dedaai 1 lad 1=ill 1 ladl i
lAJ CIILCT IAa 1Vl GLLC}JLIIIS' \,lucllll-y llls, dllU TTLIT 1115 l\llUVVlCusC' SRNITLS, dITU KNITUVV ICUSC dootTliys,
e) procedures for controlling changes to the knowledge, skills, and knowledge assets;

f) plans, mechanisms, and procedures for protection, control, and access to classified or sensitiye data
and information;

g) mechanisms for storage and retrieval.

NPTE2  Knowledge management includes knowledge shared internally within £he/organization and
khowledge that is shared outside the organization with stakeholders, acquirers, anid“partners, subject to
intellectual property and non-disclosure agreements.

2) Identify the knowledge, skills, and knowledge assets to be managed.

3) Identify projects that can benefit from the application of the knowledge, skills, and knowledge
assets.

Share knowledge and skills throughout the organization. This activity consists of the following tasks.

1) Establish and maintain a classification for capturing and sharing knowledge and skills across
the organization.

NPTE 3  This classification includes expert, common, and domain knowledge and skills, as well as lessons
lefarned.

2) Capture or acquire knowledge and skills.

3) Make knowledge and skills a¢cessible to the organization.

2]

hare knowledge assets throughout the organization. This activity consists of the following tasks.
1) Establish a taxonomy. to organize knowledge assets.

NOTE4  The tdxonomy includes the following:

a) definition of the boundaries of domains and their relationships to others;

b) domaih models capturing essential common and different features, capabilities, concepts, functions;

¢) an architecture for a family of systems within the domain, including their common and different
features.

NOTES5 See ISO/IEC 26550 for more information on product line knowledge assets and
ISO/IEC/IEEE 42010 for knowledge assets on architecture frameworks, viewpoints, model kinds, views, and
models.

2) Develop or acquire knowledge assets.

NOTE 6 Knowledge assets include system elements or their representations (e.g. reusable code libraries,
reference architectures) architecture or design elements (e.g. architecture or design patterns), processes,
criteria, or other technical information (e.g. training materials) related to domain knowledge, and lessons
learned.

© ISO/IEC 2023 - All rights reserved
© IEEE 2023 - All rights reserved


https://standardsiso.com/api/?name=f06c9daed53132876185c1cba35edea7

ISO/IEC/IEEE 15288:2023(E)

3) Make knowledge assets accessible to the organization.

d) Manage knowledge, skills, and knowledge assets. This activity consists of the following tasks.

1) Maintain knowledge, skills, and knowledge assets.

2) Monitor and record the use of knowledge, skills, and knowledge assets.

3) Periodically reassess the currency of technology and market needs of the knowledge assets.

6.3 Technical management processes
6.3.1 Project planning process

6.3.1.1 Purpose
The purpose of the project planning process is to produce and coordinate efféctive and workable

This process determines the scope of the project management and techaiical activities, identifies p
outputs, tasks and deliverables, establishes schedules for task condugt; including achievement cr
and required resources to accomplish tasks. This is an on-going-process that continues throug
project, with regular revisions to plans. ISO/IEC/IEEE 16326 provides additional information on g
planning.

NOTE The strategies defined in each of the other processes/provide inputs and are integrated in the
planning process. The project assessment and control process is used to assess whether the plans are inte

aligned, and feasible. Any revision to plans requires approval by the authority defined in the project manag
plan.

6.3.1.2 Outcomes

As aresult of the successful performance of the project planning process:

a) objectives and plans are defined;

b) roles, responsibilities, accountabilities, and authorities within the project are defined;
c¢) performance and achievement criteria are defined;

d) resources and services necessary to achieve the objectives are committed;

e) plans for the'execution of the project are activated.

6.3.1.3 Activities and tasks

plans.

focess
iteria,
hout a
roject

project
brated,
ement

The following activities and tasks shall be implemented in accordance with applicable organifation
policies and procedures with respect to the project planning process.
;1) Define the project This activity consists of the fn”nvving tasks
1) Identify the project objectives, assumptions, and constraints.
NOTE 1 Objectives and constraints include strategic goals, performance and other quality

aspects, cost, schedule, and customer satisfaction. Each objective is identified with a level of detail that

permits selection, tailoring, and implementation of the appropriate processes and activities.

2) Define the project scope as established in the agreement.
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3)

NOTE 2 This includes all the relevant activities required to satisfy decision criteria and complete
the project successfully. A project can have responsibility for one or more stages in the complete system
life cycle. Planning includes defining appropriate actions for maintaining project plans, performing
assessments and controlling the project.

Define and maintain a life cycle model that is comprised of stages using the defined life cycle
models of the organization.

NOTE 3 ISO/IEC/IEEE 24748-1 provides detailed information regarding life cycle stages and the

dafinis: £ o varracantatioa 1o ouola oo dal Con I:' I:' ') —\nrl IC{'\ /Il.'.‘f‘ /IE‘E‘E‘ ’)/1’7/10 1 for 1afo
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life cycle models and stages.
Establish appropriate breakdown structures.

NOTE 4 Each element is described with a level of detail that is consistent with identified risks
and required visibility. Typical breakdown structures include work breakdown structure,"functional
breakdown structure, system breakdown structure, and organizational breakdown structure. Related
tasks in the work breakdown structure are grouped into project tasks. PMI®1) Ppactice Standard for
Work Breakdown Structuresl[®8] contains additional details.

Define and maintain the life cycle processes that will be applied on the project.
NOTE 5 These processes are based on the defined processes of the organization (see life
cycle model management process). The definition of the processes camhinclude the entry criteria; exit
criteria; inputs; outputs; process sequence constraints (predecesser/successor relationships); process
concurrency requirements (what processes and tasks are worked eoncurrently with other process area
tasks or activities); and scope and cost parameters (for criticallyzimportant cost estimation).

an project and technical management. This activity consists of the following tasks.
Define and maintain a schedule based on projectobjectives and work estimates.
NOTE 6 This includes definition of the.duration, relationship, dependencies, and sequence of
activities; achievement milestones; resources,émployed; the reviews; and schedule reserves for risk

management necessary to achieve timely comipletion of the project.

Define achievement criteria for the life cycle stage decision gates, delivery dates, and major
dependencies on external inputs.et outputs.

Define project performance criteria.
Define the costs and plan/a budget.

NOTE 7 Costs are based on the schedule, labour estimates, infrastructure costs, procurement
items, acquired sefvice and enabling system estimates, and budget reserves for risk management.

Define rolesyresponsibilities, accountabilities, and authorities.
NOTE 8 This includes defining the project organization, staff acquisitions, and the development

of staff'skills. Authorities include, as appropriate, the legally responsible roles and individuals, e.g.
design authorization, safety authorization, and award of certification or accreditation.

Pefine the infrastructure and services rnqnirﬂd

7)

NOTE 9 This includes defining the capacity needed, its availability and its allocation to project
tasks. Infrastructure includes facilities, tools, communications, and information technology assets. The
requirements for enabling systems for each life cycle stage are also specified.

Plan the acquisition of materials and enabling system services supplied from outside the
project.

1) PMI® is a trademark of Project Management Institute. This information is given for the convenience of users of

this do
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NOTE 10 This includes, as necessary, plans for solicitation, supplier selection, acceptance, contract
administration, and contract closure. The agreement processes are used for the planned acquisitions.

NOTE 11 The ISO/IEC 27036 series provides guidance for acquisition of infrastructure and
services.

8) Generate and communicate a plan for project and technical management and execution,
including reviews.

NOTE 2 echnicy blanking a he —svstem—is—often—captured—in—a—svstems—enain
management plan (SEMP), see ISO/IEC/IEEE 24748-4, or a software engineering managenie

Plans for developing a software system are often captured in a software development plan,/sde ISO/
IEC/IEEE 24748-5.

NOTE 13 The strategy activities and tasks from each of the other processesprovide inpyts and
are integrated in the project planning process. The project assessment and contvol“process is ysed to
help ensure that the plans are integrated, aligned, and feasible.
c) Activate the project. This activity consists of the following tasks.
1) Obtain authorization for the project.

NOTE 14 The portfolio management process provides the@uthorization.

T

2) Submit requests and obtain commitments for necessaty resources to perform the projec

3) Implement project plans.
6.3.2 Project assessment and control process

6.3.2.1 Purpose

The purpose of the project assessment amd ‘control process is to assess if the plans are aligndd and
feasible; determine the status of the project, technical and process performance; and direct exefution
to help ensure that the performance‘is-according to plans and schedules, within projected budggts, to
satisfy project objectives.

This process evaluates, periodically and at major events, the progress and achievements against
requirements, plans, and overall strategic objectives. Information is provided for management pction
when significant variangésiare detected. This process also includes redirecting the project activitips and
tasks, as appropriate, tocorrect identified deviations and variations from other technical management
or technical processes. Redirection may include re-planning as appropriate.

6.3.2.2 Outcomes
As a resultvef the successful performance of the project assessment and control process:

a) performance measures or assessment results are available;

b}y "adequacy of roles, responsibilities, accountabilities, authorities, and resources is assessed;

c) technical progress reviews are performed;

d) deviations in project performance from plans are analysed;

e) affected stakeholders are informed of project status;

f) corrective action is directed when project performance or achievement is not meeting targets;
g) projectreplanning is initiated, as necessary;

h) project action to progress (or not) from one scheduled milestone, decision gate or event to the next
is authorised.
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6.3.2.3 Activities and tasks

The following activities and tasks shall be implemented in accordance with applicable organization
policies and procedures with respect to the project assessment and control process.

a) Plan for project assessment and control. This activity consists of the following task:

1) Define the project assessment and control strategy.
NOTE 1 Th fratagry 0 i n taod neaos fac A oy ackizzitioc s ol Ao o
NOTEL Fhre-stratesyidentifiesthe-expected projectassessmentand-controlactivitiesinecluding
planned assessment methods and timeframes as well as necessary management and technical reviews!

b) Agsess the project. This activity consists of the following tasks.

1] Assess alignment of project objectives and plans with the project context.

2] Assess management and technical plans against objectives to determine adequacy and
feasibility.

3] Assess projectand technical status against appropriate plans to determine'actual and projected
cost, schedule, and performance variances.

4] Assess the adequacy of roles, responsibilities, accountabilities, and authorities.
NOTE 2 This includes assessment of the adequacy of personnel competencies to perform project
roles and accomplish project tasks. Objective measures are used-wherever possible, e.g. efficiency of
resource use, project achievement.

5] Assess the adequacy and availability of resources.
NOTE 3 Resources include infrastructure, personnel, funding, time, or other pertinent items.
This task includes evaluating the reuse of exiSting processes and infrastructure resources, and
confirming that intra-organizational commitments are satisfied.

6] Assess progress using measured achievement and milestone completion.
NOTE 4 This includes collectihg and evaluating data for labour, material, service costs, and
technical performance, as well as other technical data about objectives, such as affordability. These
are compared against measureS. of achievement. This includes conducting effectiveness assessments
to determine the adequacy of the evolving system against requirements. It also includes assessing the
readiness of enabling systems to deliver their services when needed.

7) Conductrequired management and technical reviews, audits, and inspections.
NOTE 5 These are formal or informal, and are conducted to determine readiness to proceed to
the next stage-0fthe life cycle or project milestone, to help ensure that project and technical objectives
are being met/or to obtain feedback from stakeholders. These reviews, audits, and inspections are
closely caordinated with the quality assurance process. For more information on technical reviews see
ISO/IEC/IEEE 24748-8.

8] Monitor critical processes and new technologies.
NAOTE & Thi melundaoc sdantifring o d Ao liating oo aloageyy oot ity o d ancilhilitys £
NOFE6 Fhis—includes—identifyring—and—evaluating—technology—maturity—and feasibiity—of
technology insertion.

9) Make recommendations based on measurement results and other project information.

NOTE 7 Measurement results are analysed to identify deviations, variations, or undesirable
trends from planned values that include potential concerns, and to make appropriate recommendations
for corrective, preventive, adaptive, additive, or perfective actions. This includes, where appropriate,
statistical analysis of measures that indicates trends, e.g. fault density to indicate quality of outputs,
distribution of measured parameters that indicate process repeatability.

10) Record and provide status and findings from assessment tasks.
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11) Monitor process execution within the project.

NOTE 8 This includes the analysis of process measures and review of trends with respect to
project objectives. Any improvement actions identified would be handled through the quality assurance

process or the life cycle model management process.
c) Control the project. This activity consists of the following tasks.

1) Initiate necessary actions needed to address identified issues.

NOTE 9 This occurs when project or technical achievement is not meeting planned targetls. This
includes corrective, preventive, and problem resolution actions. Actions generally requirg.replanning
or reassignment of personnel, tools, and infrastructure assets and often impact the cost) schedule, or
technical scope or definition. Actions sometimes require changes to the implementatién,and exgcution
of the life cycle processes.

NOTE 10 Actions are recorded and reviewed to confirm their adequacy and\timeliness.

2) Initiate necessary project replanning.

NOTE 11 The project planning process is invoked for replanning when project objectives or
constraints have changed, or when planning assumptions are shown(to be invalid.

NOTE 12 Any change that requires a change to the agreement between acquirer and syipplier
invokes the acquisition and supply processes.

3) Initiate necessary change actions when there is,a’dontractual change to cost, time, or dquality
due to the impact of an acquirer or supplier request.

NOTE 13 This includes consideration of modified terms and conditions for supply or initiating
new supplier selection, which invokes the acguisition and supply processes.

4) Authorise the project to proceed toward the next milestone, decision gate, or event, if jugtified.
NOTE 14 The decision management process is used to reach agreement on milestone or d¢cision
gate completion.

6.3.3 Decision management-process

6.3.3.1 Purpose

The purpose of the decision management process is to provide a structured, analytical framewqrk for
objectively identifying, characterizing, and evaluating a set of alternatives for a decision at any ppint in
the life cycle and'select the most beneficial course of action.

NOTE1 This.process is used to resolve technical or project issues and to respond to requests for defisions
encountered.during the system life cycle. Typical approaches include identification of the alternative(s) that
provides the preferred outcomes for the situation. The methods most frequently used for decision management
are the trade-off study, cost-benefit analysis, engineering analysis, and problem-solving analysis (e.g., TRIZ and
Kepner-Tregoe). Each of the alternatives is assessed against the decision criteria (e.g., cost impact, schedule
impact, programmatic constraints, regulatory implications, technical performance characteristics, ¢ritical
quality characteristics, SoS tonsiderations, and Tisk) Results of these comparisons are Tanked, via a suitable

selection model, and are then used to decide on an optimal solution. Key study data (e.g. assumptions and
decision rationale) are typically managed to inform decision-makers, re-justify the decision in the future, and

support future decision-making.

NOTE 2  When it is necessary to perform a detailed assessment of a parameter for one of the criteria, the

system analysis process is employed to perform the assessment.
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6.3.3.2 Outcomes

As a result of the successful performance of the decision management process:

a) decisions requiring alternative analysis are identified;

b) alternative courses of action are evaluated;

a preferred course of action is selected;

e resolution, decision rationale, and assumptions are recorded.

B Activities and tasks

The fgllowing activities and tasks shall be implemented in accordance with applicable pfganization

c)
d) th
6.3.3.
policig
a) P
1)
2]
3]
b) A
1)
2]
3]
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s and procedures with respect to the decision management process.

epare for decisions. This activity consists of the following tasks.

Define a decision management strategy.

NOTE 1 A decision management strategy includes the identification of roles, responsibilities,
accountabilities, and authorities. It includes the identification of decisjon-eategories and a prioritization
scheme. Decisions often arise as a result of an effectiveness assessment;a technical trade-off, a problem
needing to be solved, an action needed as a response to risk exceeding the acceptable threshold, or a
new opportunity or approval for project progression to the nextdife cycle stage. Organization or project
guidelines determine the level of rigor and formality to apply~to the decision analysis.

Identify the circumstances and need for a decision,

NOTE 2 Problems or opportunities and the-alternative courses of action that will resolve their
outcome are recorded, categorised, and reported.

Involve relevant stakeholders in the decision-making to draw on experience and knowledge.
halyse the decision information. This activity consists of the following tasks.
Select and declare the decision management strategy for each decision.

NOTE 3 The level of rigor required to resolve these problems or opportunities is determined, as
well as the data and system analysis needed for evaluating the alternatives.

Determine desired-eutcomes and measurable selection criteria.

NOTE 4 The’desired value for all quantifiable criteria and the threshold value(s) beyond which
the attributewill be unsatisfactory are determined. Typically, weighting factors for all criteria are
determined.

Identify/the trade space and alternatives.

NOTE 5 If a large number of alternatives exist, they are qualitatively screened to reduce
alternatives to a manageable number for further detailed system analysis. This screening is often based

Ol qualitative asSessSMments ol such factors as risk, cost, schedule, and regulatory impacts. This includes
new design parameters, different architecture characteristics, SoS considerations, range of values for
critical quality characteristics as well as risks and opportunities.

4) Evaluate each alternative against the criteria.

NOTE 6 The system analysis process is used, as necessary, to quantify specific criteria for each
trade-off alternative to be evaluated. This includes new design parameters, different architecture
characteristics, SoS considerations, and range of values for critical quality characteristics. The system
analysis process assesses the range of parameter variations to obtain a sensitivity analysis for each of
the trade-off alternatives evaluated. These results are used to establish the feasibility of the various
trade-off alternatives.
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c¢) Make and manage decisions. This activity consists of the following tasks.

1) Determine preferred alternative for each decision.

NOTE 7 Alternatives are evaluated quantitatively, using the selection criteria. The selected

alternative generally provides an optimization of, or improvement in an identified decision.

2) Record the resolution, decision rationale, and assumptions.

3) Record track evaluate and report decisions

NOTE 8 This includes records of problems and opportunities, accountability for the dg
and disposition, as stipulated in agreements or organizational procedures and in a mannef)that p
auditing and learning from experience.

NOTE 9 This allows the organization to confirm that problems have been effectively re

adverse trends have been reversed, unanticipated risks and consequences have.been addresseé
opportunities have been exploited.

6.3.4 Risk management process

6.3.4.1 Purpose

The purpose of the risk management process is to identifyy analyse, treat, and monitor the
continually.

The risk management process systematically addresses“uncertainty throughout the life cycl
system product or service towards achieving objectives.
NOTE In Clause 3, risk is defined as the “effect of uncertainty on objectives”. Consequently, risks can bg

cision,
ermits

bolved,
d, and

risks

e of a

either

positive or negative. However, in common usage,isk generally means a negative effect. This document uses

common interpretation of risk where there is a negative effect. When the effect is positive, it is often cong
an opportunity. The risk management activities’defined below can easily be adapted to also cover opporty
additional guidance is provided in notes in the risk management process activities and tasks.

6.3.4.2 Outcomes

As aresult of the successful performance of the risk management process:

a) risks are identified;

b) risks are analysed;

c) risk treatnieiits are selected;

d) appropriate treatments are implemented;

e) risks‘are evaluated to assess changes in status and progress in treatment;

£\ risk profile is maintained.

idered
nities;

6.3.4.3 Activities and tasks

The following activities and tasks shall be implemented in accordance with applicable organization

policies and procedures with respect to the risk management process.

NOTE1 ISO/IEC/IEEE 16085 provides a more detailed set of risk management activities and tasks

and is

aligned with ISO 31000 and ISO Guide 73. ISO 9001:2015, Clause A.4 provides additional risk-based thinking to

address preventive action with respect to quality management.

a) Plan risk management. This activity consists of the following tasks.
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b)

c)

50

1) Define the risk management strategy.

NOTE 2  The strategy typically defines the scope of the risk management process, risk management
approach, and risk criteria, measures, parameters, rating scale, and treatment alternatives. This includes a
description of the risk management process at all levels of the supply chain and describes how risks from all
suppliers will be raised to the next level(s) for incorporation in the project risk management process.

NOTE 3  To additionally cover the management of opportunities, the strategy can include opportunities in
the scope and approach, as well as define the opportunity criteria, measures, parameters, rating scale, and

tileatment alternatives.
2) Define and record the context of the risk management process.

NPTE 4  This includes the identification of the stakeholders and description of their perspectives,
risk categories, and a description (perhaps by reference) of the technical and managerial |objectives,
agsumptions, and constraints. The risk categories include the relevant technical areas of the’system and
facilitate identification of risks across the life cycle of the system.

NPDTES5  Opportunities provide potential benefits for the system or project. Each<of the opportunities
pursued have associated risks that detract from the expected benefit. This inclidées the risks associated
wlith not pursuing an opportunity, as well as the risk of not achieving the effects‘@f.the opportunity.

Maintain the risk profile. This activity consists of the following tasks.
1) Define and record the risk thresholds and conditions.

NDTE 6  Risk (and opportunity) thresholds define the levels atwhich the appropriate treatment strategies
afe considered.

2) Establish and maintain a risk profile.
NPTE 7  Arisk profile includes:

— description of the risk;

— therisk's likely causes and events;

— possible consequences of the risk;

— the risk's severity of consequences;

— therisk’s likelihood of@ecurrence;

— therisk's likelihood of detection in the case the risk become an issue;
— therisk's thresholds and conditions;

— therisk's current state;

— therisK!s'eurrent treatment, or contingency strategy or plan;

— thewisk's history.

Therrisk profile is updated and baselined periodically. Updates are typically made when there are
changes in:

— the risk management context;
— anew risk is identified;

— any change in an existing risk’s information.

NOTE8  When addressing opportunities, typically one profile is used for both risks and opportunities to
gain a better understanding of the overall contingencies.

3) Periodically provide the relevant risk profile to stakeholders.

Analyse risks. This activity consists of the following tasks.
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1) Identify risks in the categories described in the risk management context.

NOTE9 Risks are commonly identified through various analyses, such as safety, reliability, assurance,
producibility, and performance analyses; technology, architecture, integration, and readiness assessments;
measurement reports; and trade-off studies. Sometimes, these risks are identified early in the life cycle and
continue into the utilization, support, and retirement of the system. Additionally, risks are often identified
through the analysis of measures associated with system goals, e.g. measures of effectiveness or measures

of performance. See IEC 31010 which includes several methods for identifying risks.

d)

2) Estimate the likelihood of occurrence and consequences of each 1dentified risk.
3) Evaluate each risk against its risk thresholds.

4) Define and record recommended treatment strategies and measures for each ¥isk that ey
its risk threshold.

NOTE 10 Risk treatment strategies include, but are not limited to, eliminating the risk, reduc
likelihood of occurrence or severity of consequence, or accepting the risk. Oppor€unity treatment str
include pursuing or exploiting the opportunity, deferring, or monitoring.\Treatment strategies ca
include taking or increasing risk to pursue an opportunity. Measures_provide information abg
effectiveness of the treatment alternatives.

Treat risks that exceed their risk threshold. This activity consists of the following tasks.

1) Identify recommended alternatives for risk treatment!

2) Define measures for determining the effectiveriess of risk treatments.

3) Implement selected risk treatments.

NOTE 11 Typically, the implemented alternative can be the one for which the stakeholders determ
actions taken will make a risk acceptable. Ifthere is more than one alternative with acceptable risk
decision criteria are established and appliéd to choose the best alternative.

4) Coordinate management action for selected risk treatments.

NOTE 12 Further informationi¢an be found in 6.3.2.

Monitor risks. This activity consists of the following tasks.

1) Continually monitor all risks and the risk management context.

NOTE 13 When-risks change their state, the changes are captured and the risks are re-evaluated
that exceedrthresholds are considered as high priority and are continually monitored to determing
future risk'tréatment actions are necessary.

2) Implement and monitor measures to evaluate the effectiveness of risk treatments.

3) Continually monitor for the emergence of new risks and sources throughout the life cycl

ceeds

ng its
tegies
n also
ut the

ne the
levels,

Risks
if any

9%

6.3.5.1 Purpose

The purpose of the configuration management process is to manage system and system element
configurations over their life cycle.

Managing includes establishing and maintaining consistency, integrity, traceability, and control.
Configurations include products and their product configuration information.
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6.3.5.2 Outcomes

As a result of the successful performance of the configuration management process:

a)
b)
‘)
d)
e)
f)

system and system element configurations are managed;
configuration baselines, including approved configurations, are maintained;

changes to items under configuration management are controlled;

configuration status information is available;
rgquired configuration audits are completed;

system releases are approved.

6.3.5.8 Activities and tasks

The fgllowing activities and tasks shall be implemented in accordance with applicable organization
polici¢s and procedures with respect to the configuration management process¢

a)

b)

52

Prepare for configuration management. This activity consists of the fgllowing tasks.
1) Define a configuration management strategy.

NOTE1 This includes details covering:

a) roles, responsibilities, accountabilities, and authorities;

b) management of changes to items under configuration management, including dispositions, access,
release, and control;

c) the necessary baselines to be established;

d) the locations and conditions of storage, the storage media and their environment, in accordance
with designated levels of integrity, security, and safety;

e) the criteria or events for comniencing configuration control and maintaining baselines of evolving
configurations;

f) the audit strategy dnd the responsibilities for assessing continual integrity and security of the
configuration definition information;

g) change management, including any planned configuration control boards, regular and emergency
change requests;and procedures for change management;

h) coordination across the applicable stakeholders, including the set of acquirer, supplier, and supply
chain prganizations, as well as interacting organizations in an SoS environment.

NPTE, 2> The strategy covers the life of the system, or the extent of the contract, as appropriate.

NDTE 3  Additional guidance regarding configuration management activities can be found in ISO 10007,

IEEE Std 828, SAE EIA-649, STANAG 4427, and SAE ARP4754A.

2) Define the archive and retrieval approach for items under configuration management, as well
as configuration management artefacts and data.

NOTE4  This includes data retention procedures that need to be aligned with the information
management process.

Perform configuration identification. This activity consists of the following tasks.

1) Identify the system elements and artefacts that need to be under configuration management.
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NOTES5 Itemsunder configuration managementare often called configuration items. They receive special
attention. They are often the subject of reviews and configuration audits. Iltems subject to configuration
management usually include requirements, models, product and system elements, services, and baselines.
2) Identify the configuration data to be managed.

NOTE 6  This includes the relationships between system elements as well as the associated data.

3) Establish unique identifiers for the items under configuration management.

NOTE 7  Items are distinguished by unique identifiers or markings. The identifiers are in accondan¢e with
relevant standards and product sector conventions, such that the items under configuratipn.¢ontfol are
unambiguously traceable to their specifications or equivalent, recorded descriptions. The 1SO/IEC|19770
series includes requirements for unique identification of IT assets that are configuration items.
4) Define baselines through the life cycle.

NOTE 8 Baselines capture the evolving configuration states of system eleniehts at designated tijnes or
under defined circumstances. The content for the baselines is developed through the technical professes,
but is formalised at a point in time through the configuration managementprocess. Baselines form the basis
for the next change.

5) Obtain applicable stakeholder agreement to establish a lsaseline.

NOTE9  The project assessment and control process is used®o reach agreement.

6) Approve and track system or system element releases.

NOTE 10 The purpose of a release is to authorisethe use of a system or system element for a specific
purpose, with or without restrictions. Examples are'releases for tests or for operational use.

NOTE 11 Releases generally include a set\of changes. These changes are made through the te¢hnical
processes and then verified or validated ¢thtrough the verification and validation processes. Approval of a
release generally includes acceptance ofthe verified and validated changes.

Perform configuration changethanagement. This activity consists of the following tasks.

NOTE 12 Configuration change management establishes procedures and methods for managing chgnge to
a baseline once it is established. This is sometimes referred to as configuration control.

1) Identify and record requests for change and requests for variance.

NOTE 13 Arequest for variance is sometimes referred to as a deviation, waiver, or concession.
2) Coordinate, evaluate, and disposition requests for change and requests for variance.
NOTE24 This includes an impact assessment of proposed changes, including impact on project| plans,

costs) benefits, risks, quality, and schedule. A decision is made on whether to implement or close the ¢hange
request.

3) Submit requests for review and approval.

NOTE 15 Requests for change and requests for variance are often under the formal control of a
configuration control board (CCB). Evaluation includes analysis of need versus impact.

4) Track and manage approved changes to the baseline, requests for change, and requests for
variance.

NOTE 16 This task involves prioritization, tracking, scheduling, and closing changes. Changes are then
made through the technical processes. These changes are verified or validated through the verification and
validation processes, to help ensure that the approved changes have been made.
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NOTE 17 Itis good practice to record the rationale for changes.

d) Perform configuration status accounting. This activity consists of the following tasks.

1) Develop and maintain the configuration management status information, for system elements,

baselines, and releases.

NOTE 18 Configuration status accounting provides the data on the status of controlled products or services
needed to make decisions regarding system elements throughout the product life cycle. This includes taking
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6.3.6

to account the nature of the items under configuration control. Configuration descriptions conform, where
pssible, to product or technology standards. Configuration information permits forward and backwatd
aceability to other configuration states. The rationale for the baselines and releases and associated

afithorizations in configuration data are generally recorded. Configuration records are maintained-through

e system life cycle and then archived taking into account agreements, relevant legislation, or bestindustry
factice.

PDTE 19 The recording, retrieval, and consolidation of the current configuration status and the status
all preceding configurations to confirm information correctness, timeliness, integrity, and security
managed. Audits are performed to verify conformance of a baseline to drawings, interface control
bcuments, and other agreement requirements.

Capture, store, and report configuration management data.

erform configuration verification and audit. This activity consists of the following tasks.

Identify the need for configuration and configuration mahagement verification activities and
audits.

DTE 20 The configuration management process works:in conjunction with the verification process to
entify and perform the verification activities.

Verify the product or service configuratiomiimeets the configuration requirements.

PDTE 21 This is performed by comparing requirements, constraints, and waivers (variances) with results
formal verification activities.

Monitor the incorporation of approved configuration changes.

Perform configuration and configuration management verification activities and audits to es-
tablish product baselines:

PDTE 22 Typical audits-include the functional configuration audit (FCA) that is focused on functional and
erformance capabilities-and the physical configuration audit (PCA) that is focused on system conformance

operational and_-eonfiguration information items. The verification process is used to perform
nfiguration verification and audits.

Record.the configuration management audit and other configuration evaluation results and
disposition action items.

Information management process

6.3.6.1 Purpose

The purpose of the information management process is to generate, obtain, confirm, transform, retain,
retrieve, disseminate, and dispose of information for designated stakeholders.

Information management plans, executes, and controls the provision of information for designated
stakeholders that is unambiguous, complete, verifiable, consistent, modifiable, traceable, and
presentable. Information includes technical, project, organizational, agreement, and user information.
Information is often derived from data records of the organization, system, process, or project.

54
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6.3.6.2 Outcomes

As a result of the successful performance of the information management process:

a)
b)

c)

information to be managed is identified;

information representations are defined;

information is managed;

d) the status of information is identified;

e)

6.3.6.3 Activities and tasks

The following activities and tasks shall be implemented in accordance with dpplicable organi
policies and procedures with respect to the information management process.

NOTE 1
(documentation) and provides guidance on their development.

a) Prepare for information management. This activity consists pf'the following tasks.

information is available to designated stakeholders.

1

2)

3)

4)

5)

zation

ISO/IEC/IEEE 15289 summarises requirements for the content of lifé cycle process information items

Define the strategy for information management.

NOTE 2 Information about the same topic ca be'developed in different ways at different
in the life cycle and for different audiences.

Define the items of information that will bé.managed.
NOTE 3 This includes the information that will be managed during the system life cyd
possibly maintained for a defined peridd beyond. Organizational policy, agreements, or legislat
taken into account.

Designate authorities and responsibilities for information management.

NOTE 4 Due regard:is paid to information and data legislation, security and priva
ownership, agreement restrictions, rights of access, data rights, intellectual property and p
Where restrictions_or constraints apply, information is identified accordingly. Staff having knoy
of such items of information are informed of their obligations and responsibilities.

Define the eentent, formats, and structure of information items.

NOTE 5 The information originates and terminates in many forms (e.g. audio-visual, t

points

le and
on are

y, e.g.
htents.
wvledge

bxtual,

graphical, numerical) and media (e.g. electronic, printed, magnetic, optical). Organization constraints,

e.g{nfrastructure, inter-organizational communications, and distributed project workings, are
into'account. Relevant information item standards and conventions are used taking into account
agreements, and legislation constraints.

Define information maintenance actions.

taken
policy,

b)

NUTE© InTormation maintenance includes status reviews oI stored 1nrormation Ior in

egrity,

validity, and availability. It also includes any needs for replication or transformation to an alternative
medium, as necessary, either to retain infrastructure as technology changes so that archived media can

be read or to migrate archived media to newer technology.

Perform information management. This activity consists of the following tasks.

1y

Obtain, develop, or transform the identified items of information.

NOTE 7 This includes collecting the data, information, or information items from appropriate

sources (e.g. resulting from any life cycle process), and writing, illustrating, or transforming
useable information for stakeholders. It includes reviewing, validating, and editing informati
information standards.
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2)

Maintain information items and their storage records, and record the status of information.

NOTE 8 Information items are maintained in accordance with their integrity, security, and
privacy requirements. The status of information items is maintained (e.g. version description, date of
issue or validity date, record of distribution, security classification). Legible information is stored and
retained in such a way that it is readily retrievable.

NOTE 9 The source data and tools used to transform information, along with the resulting
documentation is placed under configuration control in accordance with the configuration management
PESEess- I1ISO /H:‘(‘ /IEEE 26531 pvmnAac informationon vnqnlvnmﬂnfc forcontent man“gﬂmﬂnt ayc-fnmc
useful for 11fe cycle information and documentation.
3] Publish, distribute, or provide access to information to designated stakeholders.
NOTE 10 Information is provided to designated stakeholders in an appropriate formgsasrequired
by agreed schedules or defined circumstances. Information items include official documentation used
for certification, accreditation, licence, or assessment ratings, as required.
4] Archive designated information.
NOTE 11 Archiving is done in accordance with the audit, knowledgel ‘retention, regulatory,
agreement, and project closure purposes. The media, location, and pretection of the information
are selected in accordance with the specified storage and retrieval periods, taking into account
organizational policy, agreements, and legislation. Arrangements arée-put in place to retain necessary
information items after project closure.
5] Dispose of unwanted, invalid, or unvalidated information.
NOTE 12 Legislative rules, organization policy, and.security and privacy requirements are taken
into account.
6.3.7 | Measurement process
6.3.711 Purpose
The plirpose of the measurement process is.to collect, analyse, and report objective data and information
to support effective management and-address information needs about the products, services, and
processes.
6.3.7.2 Outcomes
As a result of the successful performance of the measurement process:
a) information needsare identified;
b) an appropriateset of measures, based on the information needs, are identified or developed;
c) rg¢quired.data is managed;
d) thedatais analysed and the results interpreted;
e) measurement results provide objective information that support decisions.

6.3.7.3 Activities and tasks

The following activities and tasks shall be implemented in accordance with applicable organization
policies and procedures with respect to the measurement process.

NOTE 1
with the activities and tasks shown below.

NOTE 2
monitoring of processes and products.

56

ISO/IEC/IEEE 15939 provides a more detailed set of measurement activities and tasks that are aligned

ISO 9001:2015, 7.1.5 specifies quality management system requirements for measurement and
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a) Prepare for measurement. This activity consists of the following tasks.

1) Define the measurement strategy.

2) Describe the characteristics of the organization that are relevant to measurement.

3) Identify and prioritise the information needs.
NOTE 3 The information needs are based on the organization's strategic objectives, the project
objectives identified risks and other items related to project decisions

4) Select and specify measures that satisfy the information needs.

5) Define data collection, analysis, access, and reporting procedures.

6) Define criteria for evaluating the information items and the measurement process.

7) Identify and plan for the necessary enabling systems or services to be tised.

8) Obtain or acquire access to the enabling systems or services to be\used.

b) Perform measurement. This activity consists of the following tasks!

1)

2)
3)
4)

6.3.8

6.3.8.1 Purpose

The purpose_6fythe quality assurance process is to help ensure the effective application
organization's quality management process to the project.

QA focusSes on providing confidence that quality requirements are fulfilled. Proactive analysis
projectilife cycle processes and outputs is performed to help ensure that the product being pro
ortthe service being developed is of the desired quality and that organization and project polici
procedures are followed.

Integrate procedures for data generation, collection, analysis, and reporting into the re
processes.

NOTE 4 Some of these required changes are integrated into other life cycle processes.
Collect, store, and verify data.

Analyse data and develop information items.

Record results and inform the measurement users.

NOTE 5 The measurement analyses results are reported to relevant stakeholders in a
usable fashion to support decisign-making and assist in corrective, preventive, adaptive, additi
perfective actions; risk management; and improvements. Results are reported to decision p

participants, technical and fanagement review participants, and product and process improv
process owners.

Quality assuraneeprocess

evant

fimely,
e, and
rocess
ement

bf the

of the
duced
bs and

NOTE

Establishing an assurance case (see 5.10) can be applied to guide QA activities and to help ensure
critical quality characteristics are considered.

6.3.8.2 Outcomes

As aresult of the successful performance of the quality assurance process:

a) QA procedures, including criteria and methods for QA evaluations, are implemented;

b) evaluations of products, services, and processes are performed, consistent with quality
management policies, procedures, and requirements;
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‘)
d)

results of evaluations are provided to relevant stakeholders;

incidents are resolved;

e) prioritised problems are treated.

NOTE Outcomes a) through d) align with the outcomes of the quality management process.

6.3.8.3 Activities and tasks

The f(l)llowing activities and tasks shall be implemented in accordance with applicable organization
polici¢s and procedures.

a)

b)

58

Prepare for quality assurance. This activity consists of the following tasks.
1) Define a QA strategy.

NOTE1 Thestrategy is consistent with the quality management policies, objectives, and procedures;
and includes:

a) project QA procedures;

b) defined roles, responsibilities, accountabilities, and authorities;

c) activities appropriate to each life cycle process;

d) activities appropriate to each supplier (including subcontractors);

e) required verification, validation, monitoring, measurement, inspection, and test activities specific
to the product or service;

f) criteria for product or service acceptance and evaluation criteria and methods for process, product,
and service evaluations.

2) Establish independence of QA from other life cycle processes.

NPTE 2  Resources for QA are oftenaSsigned from distinct organizations for independence from project
nfanagement.

Perform product or service evaluations. This activity consists of the following tasks.

1) Evaluate products and’services for conformance to established criteria, contracts, standards,
and regulations,

NPTE 3  This includes system quality requirements that are derived from the stakeholder needs and
rgquirements definition and system requirements definition processes. See ISO/IEC 25010 for more
formation.

—
=

2) Perform verification and validation of the outputs of the life cycle processes to determine con-
formance to specified requirements.

PeTform process evatuations. I his activity COnsISts of the folfowing tasks.

1) Evaluate project life cycle processes for conformance.

2) Evaluate tools and environments that support or automate the process for conformance.
3) Evaluate supplier processes for conformance to process requirements.

NOTE4  Typically, items such as a collaborative development environment, process measures that
suppliers are required to provide, or a risk process that suppliers are required to use are considered.
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d) Manage QA records and reports. This activity consists of the following tasks.

1) Create records and reports related to QA activities.

NOTES5 Records and reports are created using the information management process and taking into

account organizational, regulatory, and project requirements.

2) Maintain, store, and distribute records and reports.

3) Identify incidents and problems associated with product, service, and process evaluatio}

NOTE 6  This includes the capture of lessons learned and the conduct of surveillance reviews)of p
implementation through the supply chain.

e) Treatincidents and problems. This activity consists of the following tasks.

1S.

rocess

NOTE7 In the terminology of quality management, problems are often described as “non-conformmities”

which, if left untreated, can cause the project to fail to meet its requirements.

NOTE 8 For additional information and examples of problem categori€s and priority classificatio
ISO/IEC/IEEE 24748-1:2018, Annex G.

1) Incidents are recorded, analysed, and classified.

2) Incidents are resolved or elevated to problems.

3) Problems are recorded, analysed, and classified:

NOTE9  Analysis results include potential treatment options.

4) Treatments for problems are prioritised*and implementation is tracked.

NOTE 10 Implementation is done in the fechnical processes after initiation by the project assessme
control process.

5) Trends in incidents and problems are noted and analysed.
6) Stakeholders are informled of the status of incidents and problems.

7) Incidents and preblems are tracked to closure.
6.4 Technical processes
6.4.1 Business or mission analysis process

6.4.1.1\Purpose

The\purpose of the business or mission analysis process is to define the overall strategic pr

hs, see

nt and

pblem
ht can

or, Opportunity, characterize the solution space, and determine potential solution class(es) th
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NOTE1 The organizational strategy and concept of operations of the organization(s) with a potential need
for the system solution establishes the context within which the business or mission analysis is performed. The
organizational concept of operations reflects the leadership's intended way of operating the organization. It
describes the organization’s assumptions and how it intends to use the system to be developed, existing systems,
and possible future systems in support of an overall operation or series of operations of the business. In the case

that the organization is the Sol, the organization’s strategy is part of the system definition.
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NOTE 2  In some domains, this relates to the concept of identifying and analysing capabilities that are needed
or desired by the organization. This process focuses on the necessary capabilities and interacts with the portfolio
management process for identifying the trade space that can address the capability. The identified problems or
opportunities are often translated into target capabilities. As applicable within a given domain, the problem or
opportunity space includes the target capabilities.

NOTE 3 Business or mission analysis is part of the activities of concept definition - the set of systems
engineering activities in which the problem space and the needs of the business or enterprise and stakeholders
are closely examined.

6.4.1.2 Outcomes

As a result of the successful performance of the business or mission analysis process:

a)
b)
c)
d)
e)
f)
g)

tHe problem or opportunity space is defined;

tHe solution space is characterized;

preliminary operational concepts and other concepts in the life cycle stages are/déefined;
alternative solution classes are analysed;

the preferred alternative solution class(es) are selected;

efmabling systems or services needed for business or mission analysis are available;

trjaceability of strategic problems and opportunities and thé€ preferred alternative solution classes
is|established.

6.4.1.8 Activities and tasks

The fgllowing activities and tasks shall be impleménted in accordance with applicable organization
polici¢s and procedures with respect to the businéss or mission analysis process.

a)

b)

60

Prepare for business or mission analysis:This activity consists of the following tasks.

1] Review changes to the organjzation strategy and concept of operations to identify potential
problems and opportunities with respect to desired organization mission(s), vision, goals, and
objectives.

NOTE 1 This inctudes identified deficiencies or gaps in existing capabilities, systems, products,
or services.

2] Define the busihess or mission analysis strategy.

NOTE 2 This includes the approach to be used to identify and define the problem space,
charactefize the solution space, and select a solution class.

3] Ideritify and plan for the necessary enabling systems or services needed to support business or
mission analysis.

NOTES ThisIncludes tdentification of TeqUITements and Interfaces oI enabting SyStelms.
Enabling systems for business or mission analysis include the business systems and repositories of the
organization.

4) Obtain or acquire access to the enabling systems or services to be used.

NOTE 4 The validation process is used to objectively confirm that the enabling system achieves
its intended use for its enabling functions.

Define the problem or opportunity space. This activity consists of the following tasks.

1) Analyse the problems and opportunities in the context of relevant trade-space factors.
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NOTE 5 This analysis is focused on understanding the scope, basis, or drivers of the problems or
opportunities, as opposed to the synthesis that is the focus of system analysis and decision management
needed for trade-off studies. The focus here includes changes in mission requirements, business needs
and opportunities, capabilities, performance improvement, or lack of existing systems, security and
safety improvement, factors such as cost and effectiveness, regulation changes, user dissatisfaction,
and PESTEL (political, economic, social, technological, environmental, and legal) factors. This can be
accomplished through external, internal, or SWOT (strengths, weaknesses, opportunities, and threats)
analyses.

NOTE & Tha -outpnuts of tha v lucic avg concidarad ~c ot of thy nortfolio mapagement
Ao Ot t5 He—ahatrySis—atre oH+—6 e OF =

2)

3)

Characterize the solution space. This activity consists of the following tasks.

1y

2)

Tt Treprer o Ty oo o - cooTatret—o> ol 1T PoTcroro—rrrortt

decisions.

Define the mission, business, or operational problem or opportunity to be addressed by a
solution.

NOTE 7 This definition includes the context, any key parameters, and critical business Juccess
measures without regard to a specific solution, since the solution can be an operational change, a ¢hange
to an existing product or service, or a new system.

Prioritise the potential problem or opportunity against other business needs.

NOTE 8 This task attempts to develop an understanding of thefelative importance of addijessing
this new business need (the problem or opportunity) versus other business needs that are not part of
the new solution. This is especially important when there is alithited amount of resources availaple.

Define preliminary operational concepts and other life cycle concepts.

NOTE 9 This involves the identification of major stakeholder groups such as custpmers,
users, administrations, regulators, and system owners that are defined in the stakeholder neefs and
requirements definition process.

NOTE 10 Preliminary life cyclezconcepts include preliminary acquisition concepts, prelitninary
deployment concepts, preliminary eperational concepts, preliminary support concepts, and preli;Einary
retirement concepts. Operational concepts include high level operational modes or states, operfitional
scenarios, potential use cases,.or usage within a proposed business strategy. These concepts |enable
feasibility analysis and eyaluation of alternatives. These concepts are further refined within the
stakeholder needs and regiiirements definition process.

NOTE 11 Théveperating environment can have vulnerabilities associated with specific s¢curity
threats and safety_hazards. These vulnerabilities are reviewed in association with the product under
development. The system and human interfaces are an element of the system assurance contgxt and
related vulnerabilities are examined in the context of mission critical threads.

Identify alternative solution classes that span the potential solution space.

NOTE 12 These classes can range from simple operational changes to various gystem
developments or modifications. The solution space can include the identification of existing pssets,
Systems, and software products suitable for reuse, and changes in services that can address the need
for operational or functional modifications. This includes deducing what potential expected s¢rvices
will be needed. The solution space characterization often invokes the system architecture deffinition

" for o o 3 relit FETER Iziaiazia it o it g o ool FETE ILIAIAL (oo aaalailits 7
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programme views, operational views, and user or human views) as proposed by ISO/IEC/IEEE 42010.

d) Evaluate alternative solution classes. This activity consists of the following tasks.

NOTE 13 If no single system solution alternative exists from evaluation results, an SoS solution can be
alternatively identified and evaluated as an alternative solution class. Further information of SoS can be
found in 5.4, ISO/IEC/IEEE 21840, and ISO/IEC/IEEE 21841.

1y

Assess each alternative solution class.
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NOTE 14 A solution class refers to the means of achieving a solution, such as a new system,
adapting or modifying an existing system, linking system elements from various systems, exercising
operational considerations. Solution classes look at different approaches to providing a solution.

NOTE 15 Each alternative solution class is assessed against defined criteria that are established
based on the organization's strategy. Feasibility of the solution class and its capability to meet the
strategic needs and requirements are key decision criteria. The portfolio management process provides
some criteria to be considered.

NQOTE 16 The sustem analvsis nrocess is used to assess the value of each criterion for each
A J r

alternative solution class. Structured affordability trade-offs are recommended. Including cost asfa
criterion aids affordability decisions. The assessment of alternatives can include modelling, simulation,
analytical techniques, or expert judgement to understand the risks, feasibility, and value ‘©f the
alternative solution classes.

2] Select the preferred alternative solution class(es).

NOTE 17 The decision management process is used to evaluate alternativés and to guide
selection. Selected alternatives are validated in the context of the organization’s‘strategy. Feedback
on risks, feasibility, market factors, and alternatives is provided for use in updatirig the organization's
strategy.

3] Provide feedback to strategic level life cycle concepts to reflect the selected solution class(es).

e) Manage the business or mission analysis. This activity consists ofithe following tasks.

6.4.2

1] Record key business or mission analysis decisions and thedationale.

NOTE 18 Rationale includes information about major alternatives and enablers.

2] Maintain traceability of business or mission analysis and the alternative solution class(es).

NOTE 19 Through the life cycle, bi-directional traceability is maintained between the business
or mission problems and opportunities, apd*the preferred alternative solution classes with the
organizational strategy, stakeholder needs'and requirements, and system analysis results supporting
decisions.

3] Provide key artefacts that have:been selected for baselines.

NOTE 20 The configuration management process is used to establish and maintain configuration
items and baselines. The business or mission analysis process identifies candidates for the baseline, and
then provides the artefadts)to configuration management.

Stakeholder needs-and requirements definition process

6.4.2.11 Purpose

The p
needs

irpose of the stakeholder needs and requirements definition process is to define the stakeholder
and requirements for a system that can provide the capabilities needed by users and other

stakeholdersin a defined environment.

It identtiffesstakeholders;orstakeholderelassesinvelved-with-the systemrthroughoutits Hfe-eyeleand
their needs. It analyses and transforms these needs into a common set of stakeholder requirements
that express the intended interaction the system will have with its operational environment and that
are the reference against which each resulting operational capability is validated. The stakeholder
requirements are defined considering the context of the Sol, which includes the interoperating
systems and enabling systems. This also includes consideration of laws and regulations, environmental
restrictions, and ethical values.

62
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6.4.2.2 Outcomes

As aresult of the successful performance of the stakeholder needs and requirements definition process:

a) stakeholders of the system are identified;

b) required characteristics, context of use of capabilities, operational concepts, and other life cycle
concepts are defined;

) anctratnte an o cuctana apn adanti a1,
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d) stakeholder needs are defined;

e) prioritised stakeholder needs are transformed into stakeholder requirements;

f) critical performance measures and quality characteristics are defined;

g) stakeholder agreement that their needs and expectations are reflected adequately in the
requirements is achieved;

h) enabling systems or services needed for stakeholder needs and requirements are available;

i) traceability of stakeholder requirements to stakeholders and their needs is established.

6.4.2.3 Activities and tasks

The following activities and tasks shall be implemented in accordance with applicable organifation
policies and procedures with respect to the stakeholderneeds and requirements definition procgss.

a)

Prepare for stakeholder needs and requirements definition. This activity consists of the followingtasks.
1) Identify the stakeholders who have an interest in the solution throughout its life cycle.

NOTE1 This includes individuals and classes of stakeholders who are users, operators, suppprters,
developers, producers, trainers, maintainers, disposers, acquirer and supplier organizations, parties
responsible for external interfacing entities, regulatory bodies, and others who have a legitimate ifterest
in the system solution. Wheré.direct communication is not practicable (e.g. for consumer produdts and
services), representatives or designated proxy stakeholders are selected.

2) Define the stakeholder needs and requirements definition strategy.

NOTE 2 Some,stakeholders have interests that oppose the system or oppose each other. When the
stakeholder interests oppose each other, but do not oppose the system, this process is intended o gain
consensus among the stakeholder classes to establish a common set of acceptable requirements. The
intent or degites of those that oppose the system, or detractors of the system, are addressed throygh the
risk mahagement process, threat analyses of the system analysis process, or the system requiremepts for
security; adaptability, or resilience. In this case, the stakeholder needs are not satisfied, but rather addressed
inawanner to help ensure system assurance and integrity if actions from the detractors are encountgred.

3) Identify and plan for the necessary enabling systems or services needed to support stakeholder
needs and requirements definition.

NOTE 3  This includes identification of requirements and interfaces for the enabling systems. Enabling
systems for stakeholder needs and requirements definition include tools for facilitation and requirements
management.

4) Obtain or acquire access to the enabling systems or services to be used.

NOTE4  The validation process is used to objectively confirm that the enabling system achieves its
intended use for its enabling functions.
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b)

64

Develop the operational concept and other life cycle concepts. This activity consists of the following
tasks.

NOTES5  Other life cycle concepts can include acquisition concepts, deployment concepts, support
concepts, security concepts, and retirement concepts. In this activity, the preliminary life cycle concepts
defined within the business or mission analysis process are further developed in the context of specific
stakeholder needs, as associated scenarios and interactions are defined. More information on operational
concepts can be found in ISO/IEC/IEEE 29148:2018, Clauses 5 and 6; and an annotated outline for a system
operational concept is provided in ISO/IEC/IEEE 29148:2018, Annex A.

1] Define context of use within the concept of operations, the preliminary life cycle concepts, and
the preferred solution class(es).

NDTE 6  Context of use is often captured using a context of use description (ISO/IEC 25063). Rreliminary
life cycle concepts and preferred alternative solution class(es) are developed by the busine$s lor mission
arjalysis process.

2] Define the context of use and a set of scenarios (or use cases) to identify all required capabilities
that correspond to anticipated operational concepts and other life cycle ¢oncepts.

NDTE7  Scenarios are used to analyse the operation of the system in its intended environment to identify
additional needs or requirements that possibly have not been explicitly identified by any of the stakeholders,
e.p. legal, regulatory, and social obligations. The context of use of the system is identified and analysed,
inkcluding the activities that users perform to achieve system objectives, the relevant characteristics of the
erld users of the system (e.g. expected training, degree of fatigue), the-physical environment (e.g. available
light, temperature), and any equipment to be used (e.g. protectivecor‘communication equipment).

NPTE 8  These scenarios often motivate updates to the operational or other life cycle concepts. Abuse
and failure scenarios highlight the need for additional fuhiefional requirements (or more specific derived
requirements) to mitigate risks that are identified in the abuse or failure scenarios.

3] Characterize the operational environment.and the intended users.

4] Identify interactions between users and-the system and the factors affecting the interactions.

NOTE9  Usability requirements take into account human capabilities and skills limitations. Where
possible, applicable standards, e,g\SO 9241-210, and accepted professional practices are used to define:

a) physical, mental, and learned capabilities;

b) workplace, environment, and facilities, including other equipment in the context of use;

¢) normal, unusualjand emergency conditions;

d) operator and.user recruitment, training, and culture.

NPTE 10 Ifusability is important, usability requirements are planned, specified, and implemented through
the life cygcle\processes. Further information on human-system issues can be found in ISO TS 18152 and

informatfor on usability in ISO/IEC TR 25060.

5] dldentify all interface boundaries across which the Sol interacts with external systems.

NOTE 11 Identifying the interactions between the Sol and the interfacing, enabling, and interoperating
systems is helpful for identifying interface boundaries (also see 5.2.3).

6) Identify the constraints on a system solution.
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NOTE 12 These result from:
— instances or areas of stakeholder-defined solution;
— implementation decisions made elsewhere in the system structure;

— required use of defined enabling, legacy, or interfacing systems or system elements, resources and staff;
or

d)
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agreements, management decisions, and technical decisions.
Define stakeholder needs. This activity consists of the following tasks.
1) Identify stakeholder needs within the constraints imposed by the life cycle coneepts.

NOTE 13 Identification of stakeholder needs includes elicitation of needs, wants, desires, expectptions,
and perceived constraints of identified stakeholders; identification of implicit- stakeholder needs|based
on domain knowledge and context understanding; and documented gaps frém previous activities.|Needs
often include measures of effectiveness (further information can be found in ISO/IEC/IEEE 24748{2) and
identification of critical operational issues. Functional analysis is oftendised to aid the elicitation ofjneeds.
Quality characteristics of the quality model in ISO/IEC 25010 and quality~model application to requir¢ments
analysis in ISO/IEC 25030 are also useful to elicit and identify quality/characteristics requirements,|which
are often implicit stakeholder needs. Additionally, the needs can\also include considerations for the Sol to
interact with other systems as it participates in a system of systems (further information can be fgund in
ISO/IEC/IEEE 21839).

NOTE 14 Based on analysis of the impact of adverse or hostile stakeholders, constraints are derived that
can mitigate risk.

2) Prioritise and down-select needs.

NOTE 15 The decision management process'is typically used to support prioritization. The system apalysis
process is used to analyse needs for feasibility or other factors.

3) Record the stakeholder needsand rationale.

NOTE 16 Needs concentrate on system purpose and behaviour, and are described in the context|of the
operational environment and conditions. It is useful to trace needs to their sources and rationale.

NOTE 17 Itis good pfactice to review needs for format and quality.

Transform stakeholder needs into stakeholder requirements. This activity consists of the follpwing
tasks.

1) Identify the stakeholder requirements and functions that relate to critical quality charactetistics,
such as assurance, safety, security, environment, or health.

NOTE 18 ISO/IEC/IEEE 15026 series provides additional information on system and software assurfance.

NOTE 19 Identifying safety risks facilitates the identification of safety requirements and funictions.
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to property, and environmental influences. Applicable standards, e.g. the IEC 61508 series, and accepted
professional practices can be used.

NOTE 20 Identifying security risks facilitates the identification of security requirements and functions.
Safety risks include applicable areas of system security (e.g. physical, procedural, communications,
computers); access and damage to protected personnel, properties, and information; compromise of
sensitive information; and denial of approved access to property and information. Security functions such as
mitigation and containment are typical considerations.

NOTE 21 ISO/IEC 25030 provides further information regarding quality characteristics from a quality in
use perspective.

© ISO/IEC 2023 - All rights reserved 65
© IEEE 2023 - All rights reserved


https://standardsiso.com/api/?name=f06c9daed53132876185c1cba35edea7

ISO/IEC/IEEE 15288:2023(E)

f)

66

2) Define stakeholder requirements, consistent with life cycle concepts, scenarios, interactions,
constraints, critical quality characteristics, and SoS considerations.

NOTE 22 More information on stakeholder requirements can be found in ISO/IEC/IEEE 29148:2018,
Clauses 5 and 6; and ISO/IEC/IEEE 29148:2018, Clauses 8 and 9 provides a description of and an annotated
outline for a stakeholder requirements specification.

NOTE 23 The stakeholder requirements are reviewed at key decision times in the life cycle to help ensure
that account is taken of any changes of need. Including supporting rationale for stakeholder requirements

aifds in future analysis efforts.

NDTE 24 The stakeholder requirements are recorded in a form suitable for requirements management
through the life cycle. These records establish the stakeholder requirements baseline, and retain changés of
nged and their origin throughout the system life cycle. These records are the basis for traceability té)decisions
mpde by the business or mission analysis process as well as stakeholder needs, system requirements, and
sybsequent system elements.

NOTE 25 Information on SoS considerations for an Sol is provided in 5.4.4 and ISO/IEC/EEE 21839.
Ahalyse stakeholder needs and requirements. This activity consists of the following tasks.
1] Analyse the complete set of stakeholder requirements.

NOTE 26 Stakeholder requirements are analysed for characteristics of individual requirements, as well as
cHaracteristics of the set of requirements. Potential analysis charactetistics include that the requirements
aile necessary, implementation independent, unambiguous, complete, singular, achievable, verifiable, and
cqnforming. For a set of requirements, the characteristics are complete, consistent, feasible (or affordable),
and bounded. ISO/IEC/IEEE 29148 provides additional information on characteristics of requirements.

NOTE 27 The system analysis process is used to assess,feasibility and affordability. The verification and
vdlidation processes are used in the review of stakehalder requirements.

2] Define critical performance measures and’quality characteristics that enable the assessment of
technical achievement.

NOTE 28 This includes defining technical and quality measures and critical performance parameters
agsociated with each effectiveness_mieasure identified in the stakeholder requirements. The critical
pérformance measures (e.g. measures/of effectiveness and measures of suitability) are defined, analysed,
and reviewed to help ensure stakeholder requirements are met and to help ensure identification of project
cqst, schedule, or performance tisk associated with any non-compliance. ISO/IEC/IEEE 15939 provides a
process to identify, define andwwse appropriate measures. INCOSE-TP-2003-020-01 provides information on
the selection, definition, andimplementation of critical performance measures. The ISO/IEC 25000 family of
standards provides relevant quality measures.

3] Feed back theianalysed requirements to applicable stakeholders to validate that their needs
and expectations have been adequately captured and expressed.

4] Resolvestakeholder requirements issues.

NPTER29 This includes requirements that violate the characteristics for individual requirements or the set
ofl[requirements.

Manage the stakeholder needs and requirements definition. This activity consists of the following
tasks.

1) Obtain explicit agreement on the stakeholder requirements.
NOTE 30 This includes confirming that stakeholder requirements meet stakeholder needs, are expressed
correctly, comprehensible to originators, and that the resolution of conflict in the requirements has not

corrupted or compromised stakeholder intentions.

2) Record key stakeholder requirements decisions and the rationale.

© ISO/IEC 2023 - All rights reserved
© IEEE 2023 - All rights reserved


https://standardsiso.com/api/?name=f06c9daed53132876185c1cba35edea7

ISO/IEC/IEEE 15288:2023(E)

NOTE 31 Rationale includes information about major alternatives and enablers.

3) Maintain traceability of stakeholder needs and requirements.

NOTE 32 Through the life cycle, bi-directional traceability is maintained between the stakeholder

needs

and requirements and the stakeholders and sources, organizational strategy, and business or mission
problems and opportunities. Additional traceability to systems making up the system solution facilitates
the transition to the system requirements definition process. This is often facilitated by an appropriate data

repository.

4) Provide key artefacts that have been selected for baselines.

NOTE 33 The configuration management process is used to establish and maintain configusation itejns and

baselines. The stakeholder needs and requirements definition process identifies candidatés,for the b4
and then provides the artefacts to configuration management. For the stakeholder needs,.and requirg
definition process, the stakeholder needs, stakeholder requirements, and operational“concept are
artefacts that are baselined.

6.4.3 System requirements definition process

6.4.3.1 Purpose

The purpose of the system requirements definition process.isvto transform the stakeholder,
oriented view of desired capabilities into a technical view of a solution that meets the operational
of the user.

This process creates a set of measurable system.requirements that specify, from the sup
perspective, what characteristics, attributes, and fanc¢tional and performance requirements the s
is to possess, to satisfy stakeholder requirements(As far as constraints permit, the requirements {
not imply any specific implementation.

6.4.3.2 Outcomes
As aresult of the successful performarice of the system requirements definition process:

a) the system description, including system external interfaces, functions, and boundaries
system solution is defined;

seline,
ments

ypical

user-
needs

plier’s
ystem
hould

for a

b) system requirements (functional, performance, process, quality, and interface) and design

constraints are defined;
c) critical performance measures are defined;
d) the system’requirements are analysed;
e) enabling systems or services needed for system requirements definition are available;

f) « ‘Praceability of system requirements to stakeholder requirements is developed.

6.4.5.5 Activities and tasks

The following activities and tasks shall be implemented in accordance with applicable organization

policies and procedures with respect to the system requirements definition process.

a) Prepare for system requirements definition. This activity consists of the following tasks.

1) Define the functional boundary of the system in terms of the behaviour and properties to be

provided.
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b)
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NOTE1 The functional boundary definition is partly based on the context of use and operational
scenarios defined in the frame of the stakeholder needs and requirements definition process. This includes
the system’s stimuli and its responses to user and environment behaviour, and an analysis and description
of the required interactions between the system and its environment in terms of interface properties and
constraints, such as mechanical, electrical, mass, thermal, data, and procedural flows. This establishes the
expected system behaviour, expressed in quantitative terms, at its boundary.

NOTE 2  This includes an evaluation of alternative boundaries and a selection among the alternatives.

2) Define the system requirements definition strategy.

NOTE 3  This includes the approach to be used to identify and define the system requirements,and
manage the requirements through the system’s life cycle.

o8]

Identify and plan for the necessary enabling systems or services needed to support system
requirements definition.

NOTE 4  This includes identification of requirements and interfaces for the enabling systems. Enabling
ystems for system requirements definition include tools for facilitation and requirements management.

w

N

Obtain or acquire access to the enabling systems or services to be used:

NOTES5  The validation process is used to objectively confirm that _the-enabling system achieves its
irftended use for its enabling functions.

Dlefine system requirements. This activity consists of the following tasks.

(U

Define each function that the system is required to-perform.

NOTE 6  This includes how well the system, including its operators, is required to perform each function,
the conditions under which the system is to be capable of performing the function, the conditions under
wthich the system is to commence performing thatfunction and the conditions under which the system is
tq cease performing that function. In some casgs; functions are derived from analysis of critical quality
lharacteristics (e.g. system diagnosing function or highly frequent data backup function for reliability).
Flinctions can interact adversely.

(e}

NOTE 7  Conditions for the performanée of functions can incorporate reference to required states and
nmodes of operation of the system. System requirements depend heavily on abstract representations of
plroposed system characteristicsiand sometimes employ multiple modelling techniques and perspectives to
glve a sufficiently complete destription of the desired system requirements.

N

ODTE8 Enabling functions that are required to support the Sol in achieving its functionality are also
dentified and defined-cencurrently with the function of the Sol. This is necessary to help ensure that the
enabling functions areidentified and accounted for.

—

NOTE9 Thigineludes an evaluation of alternative functions and sets of functions, and a selection among
alternatives.

2) Define necessary implementation constraints.

NOTE 10 This includes the implementation decisions that are allocated from architecture definition at
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limitations.

3) Identify system requirements that relate to risks, criticality of the system, or critical quality
characteristics.
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NOTE 11 Critical quality characteristics commonly include those related to health, safety, security,
assurance, reliability, resilience, availability, and supportability. Which quality characteristics are
important is dependent on the project and domain. This includes analysis and definition of:

a) safety considerations, including those relating to methods of utilization and support, environmental
influences and personnel injury (see the IEC 61508 series for functional safety and ISO 14001 for

environmental safety);

b) security considerations, including those related to compromise and protection of sensitive

Tformattorn, data and matertat (5ee 1SO/1EC/TEEE 15026-4for Syt and Sottware assurange and
the ISO/IEC 27036 series for information security requirements for the outsourcing of preduqts and
services);
c) external system quality factors (see ISO/IEC 25030);
d) human interaction and human-factors engineering (ergonomics) considerations (see ISO 9241-210
for usability).
4) Define system requirements and rationale.
NOTE 12 Thisincludes defining system requirements consistent with stakeholder requirements, funftional
boundaries, functions, constraints, cost targets, identified interfaces) eritical quality characteristi¢s, and
SoS considerations. Conduct of this task benefits from iterative and.recursive steps in parallel witlh other
life cycle processes through the system structure. More information on system requirements can bg found
in ISO/IEC/IEEE 29148:2018, Clauses 5 and 6; and a descriptien of and an annotated outline for a §ystem

requirements specification in ISO/IEC/IEEE 29148:2018, Clauses 8 and 9.

NOTE 13 The system requirements are recorded in a ferm suitable for requirements management through

the life cycle. These records establish the system requitements baseline and include the associated rat
decisions, and assumptions. They are the basis for traceability to information items and subsequent s
elements.

NOTE 14 The system analysis process is used to determine appropriate values for requirement parar
considering the estimated cost, schedule,;and technical performance of the system. The validation prd
used to determine if the requirements.address the stakeholders’ needs. The verification process dete
the quality of the requirements with'wespect to the attributes and characteristics of good requiremer

Analyse system requirements: This activity consists of the following tasks.
1) Analyse the compléte set of system requirements.

NOTE 15 System tequirements are analysed for characteristics of individual requirements, as ¥
characteristics gfthe set of requirements. Potential analysis characteristics include that the requirg
are necessary,-implementation free, unambiguous, consistent, complete, singular, feasible, tra
verifiable, afferdable, and bounded. ISO/IEC/IEEE 29148 provides additional information on charactg
of requiréments. Deficiencies, conflicts and weaknesses are identified and resolved within the compl
of systénirequirements.

NOTE 16 The system analysis process is used to assess feasibility, affordability, and other requirg
characteristics.

ionale,
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2) Define critical performance measures that enable the assessment of technical achievem

NOTE 17 This includes defining technical and quality measures and critical performance parameters

associated with each effectiveness measure identified in the system requirements. The critical perfor

mance

measures (e.g. measures of performance and technical performance measures) are analysed and reviewed
to help ensure system requirements are met and to help ensure identification of project cost, schedule, or
performance risk associated with any non-compliance. ISO/IEC/IEEE 15939 provides a process to identify,
define, and use appropriate measures. INCOSE-TP-2003-020-01 provides information on the selection,
definition, and implementation of critical performance measures. The ISO/IEC 25000 family of standards

provides relevant quality measures.

3) Feed back the analysed requirements to applicable stakeholders for review.
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OTE 18 Feedback helps ensure that the specified system requirements have been adequately captured

and expressed. Confirmation is made that they are a necessary and sufficient response to stakeholder
requirements and a necessary and sufficient input to other processes, in particular architecture and design.
This is one application of the validation process applied for the specific requirements.

4) Resolve system requirements issues.

N

OTE 19 Thisincludes requirements that violate the characteristics for individual requirements or the set

of requirements.

d) Manage system requirements. This activity consists of the following tasks.

3

a
\%
e

S

6.4.4

6.4.4.

OTE 20 Maintaining system requirements includes defining, recording, and controlling the baseline,
bnerally under formal configuration management, along with managing any changes resultingfrom the

application of other life cycle processes such as architecture or design.

Obtain explicit agreement on the system requirements.

OTE 21 This includes confirming that system requirements meet stakeholdef/requirements, are

xpressed correctly, comprehensible to originators, and that the resolution of conflict in the requirements

hs not corrupted or compromised stakeholder intentions.
Record key system requirements decisions and the rationale.

OTE 22 Rationale includes information about major alternatives and)enablers.

Maintain traceability of the system requirements.

NOTE 23 Through the life cycle, bi-directional traceabilityisjmaintained between the system requirements

d the stakeholder needs and requirements, architectuse elements, interface definitions, analysis results,
brification methods or techniques, and allocated, décomposed, and derived requirements. This helps

psure that all achievable stakeholder requirements afe met by one or more system requirements, and all

r'stem requirements meet or contribute to meeting at least one stakeholder requirement. This is often

\
fdcilitated by an appropriate data repository.

Provide key artefacts that have beenselected for baselines.

nd baselines. The system requirements definition process identifies candidates for the baseline and then
Fovides the artefacts to configuration management. For the system requirements definition process, the

4
NOTE 24 The configuration management process is used to establish and maintain configuration items
a
p

system requirements are typical artefacts that are baselined.

System architecture definition process

. Purpose

The purpose ©f)‘the system architecture definition process is to generate system architecture
alternfatives,<select one or more alternative(s) that address stakeholder concerns and system
requifements, and express this in consistent views and models.

The system architecture definition activities define a sotution based on principtes, concepts, and
properties logically related to and consistent with each other. The solution architecture has features,
properties, and characteristics which satisfy, as far as possible, the problem or opportunity expressed

byas
cycle

This

et of system requirements (traceable to mission, business and stakeholder requirements) and life
concepts (e.g. operational, support).

process transforms related architectures (e.g. strategic, enterprise, reference, and SoS

architectures), organizational and project policies and directives, life cycle concepts and constraints,
stakeholder concerns and requirements, and system requirements and constraints into the fundamental
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concepts and properties of the system and the governing principles for evolution of the system and its
related life cycle processes.

NOTE When the enterprise or SoS is the Sol, then the enterprise architecture or SoS architecture is the
system architecture.

6.4.4.2 Outcomes

As a result of the successful performance of the system architecture definition process:

a) problem space is refined with respect to key stakeholder concerns, context, and perspectivey;

b) alignment of the architecture with applicable policies, directives, objectives, andycorstrajnts is
achieved;

c) concepts, properties, characteristics, behaviours, functions, or constraints that'are signifidant to
architecture decisions of the system are allocated to architectural entities;

d) identified stakeholder concerns are addressed by the system architecture;

e) traceability of system architecture elements to key architectufally-relevant stakeholddr and
system requirements is established;

f) architecture views and models of the system are developed;
g) system elements including their interfaces with each other are defined;

h) enabling systems or services needed for system architecture definition are available.

6.4.4.3 Activities and tasks

The following activities and tasks shall be.implemented in accordance with applicable organifation
policies and procedures with respect to thésystem architecture definition process.

NOTE1  Activities b) through d) of thesystem architecture definition process correspond to the thrge core
processes in ISO/IEC/IEEE 42020. The tasks below each of these activities correspond to the activities in ¢ach of

those 42020 architecture processes.The activities and tasks are edited to reflect the scope of the systein only.
ISO/IEC/IEEE 42020 provides additional detail on the following activities and tasks.

a) Prepare for system architecture definition. This activity consists of the following tasks.
1) Identify kéy milestones and decisions to be informed by the system architecture effort.
2) Definéthe strategy for system architecture definition.

3) Rrépare for and plan the support to architecture governance and architecture managenjent
efforts of the organization.

4) Identify and plan for the necessary enabling systems or services needed to support system
architecture definition efforts.

5) Obtain or acquire access to the enabling systems or services to be used in the system archi-
tecture definition efforts.

NOTE 2  The validation process is used to objectively confirm that the enabling system achieves its intended
use for its enabling functions.

b) Conceptualise the system architecture. This activity consists of the following tasks.

1) Characterize the problem space.
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d)

72

NOTE 3  This is done in conjunction with the business or mission analysis process, which identifies and
defines the problem (or opportunity) space. It includes any key considerations, such as SoS interactions,
required quality characteristics.

2) Establish architecture objectives and critical success criteria.

3) Synthesize potential solution(s) in the solution space.

NOTE4  The business or mission analysis process establishes preferred alternative solutions classes for

th
a

4

e solution space. Potential solutions within the preferred alternative solution classes are 1dentified and
nalysed.

Characterize solutions and the trade space.
Formulate candidate architecture(s).
Capture architecture concepts and properties.

Relate the architecture to other architectures and to relevant affected erntities to help ensure
consistency.

Coordinate use of architecture by intended users.
valuate the system architecture. This activity consists of the following tasks.

ODTE 5  This activity is performed in conjunction with the system analysis and decision management
Focesses.

Determine evaluation objectives and criteria.
Determine evaluation methods and integratewith evaluation objectives and criteria.

DTE6  The measurement process is used to e§tablish measures and associated measurement
chniques, methods and tools to support the evaluation.

Collect and review evaluation-related information.
Analyse architecture concepts-and properties and assess the value of the architecture.

Combine the analyses and assessments into an overall evaluation to select a preferred system
architecture solutiou.

Characterize archjtecture(s) based on assessment results.
Formulate findings and recommendations.
Capture'and communicate evaluation results.

aborate the system architecture. This activity consists of the following tasks.

Identify or develop architecture viewpoints and model kinds and legends that are governed
by these architecture viewpoints.

2) Develop models and views of the architecture(s).

NOTE 7  Models include such items as systems, system elements, interfaces, activities, roles,
personnel, techniques, processes, policies, rules, principles, objectives, capabilities, nodes, links, data
elements, layers, protocols, hardware items, software items. Architecture viewpoints that include the
human as part of a system capture the human requirements to inform how the human impacts system
definition (i.e. user or human views).
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NOTE 8 The following are typical considerations in the identification or development of
architecture viewpoints:

a) selection, adaptation, or development of viewpoints and model kinds based on stakeholder
concerns;

b) identification of expected users of architecture elaboration information, including relevant
architecture descriptions, models, and data;

3)

4)
5)

e) Manage results of systém architecture definition. This activity consists of the following task

1y
2)
3)

4)

NOTE 10 Rationale includes information about major alternatives and enablers.

O Tdentificatiomr potentiatarchitecture framework{s) or referencearchitectures tobeused i
developing models and views.

NOTE9 The following are typical considerations to define the system context and boundarieg in

terms of interfaces and interactions with external entities:

a) definition of the system context and boundaries in terms of interfaces and interactions with
external entities;

b) identification of architectural entities and relationships between entities’that address key
stakeholder concerns and critical system requirements;

c) allocation of concepts, properties, characteristics, behaviours,functions, or constraints that
significant to architecture decisions of the system to architectural'entities;

d) selection, adaptation, or development of models of the candidate architectures of the system

e) composition of views from the models according to,identified viewpoints to express how the
architecture addresses stakeholder concerns and meets stakeholder and system requirements;

pre

f) harmonization of the architecture models and views with each other during the development of

models and views of the architecture(s).

Relate the architecture to other architectures and to relevant affected entities to help erjsure

consistency of the elaborated systém architecture.
Assess the architecture elaberation.

Coordinate use of elaberated architecture by intended users.

Monitor, assess;dnd control the system architecture definition activities and tasks.
Obtain agreement on the architecture definition.

Providé support to organizational architecture governance and architecture manageme
efforts.

Record key system architecture decisions and the rationale.

2]

5)

Maintain traceability of the system architecture.

NOTE 11 Through the life cycle, bi-directional traceability is maintained between the architectural
entities (models, views, and viewpoints) to the requirements (including allocated, decomposed, and
derived), interface definitions, analysis results, and verification methods or techniques. If possible,
traceability is also maintained between the architecture entities and the stakeholder concerns.

6)

Provide key artefacts that have been selected for baselines.

© ISO/IEC 2023 - All rights reserved
© IEEE 2023 - All rights reserved

73


https://standardsiso.com/api/?name=f06c9daed53132876185c1cba35edea7

ISO/1

EC/IEEE 15288:2023(E)

NOTE 12 The configuration management process is used to establish and maintain configuration items
and baselines. The system architecture definition process identifies candidates for the baseline and then
provides the artefacts to configuration management.

6.4.5

Design definition process

6.4.5.1 Purpose

The p|
about
and ai

This p
This g
enablg
archit
guide

NOTE
Design

NOTE

Irpose of the design deflnition process 1s to provide sulficient detailed data and Information
the system and its elements to realise the solution in accordance with the system requirements
chitecture.

rocess transforms architecture and requirements into a design of the system that can b¢realised.
rocess results in sufficiently detailed data and information about the system and itsjelements to
e implementation consistent with architectural entities defined in models and views of the system
ecture, in conformance with applicable system requirements, and in alignmeént with design
ines and standards adopted by the organization or project.

I  Design definition considers any applicable technologies and their contributjen to the system solution.
provides the ‘implement-to’ level of the definition, such as drawings and detailed design descriptions.

P This process provides feedback to the system architecture definition process to consolidate or

confi;ln the allocation, partitioning, and alignment of architectural entities to system elements that comprise the

syste

6.4.5.
Asar
a) d
b) sy
c) in

d) d

P Outcomes

bsult of the successful performance of the design definition process:

psign alternatives for system elements are assessed;

'stem requirements are allocated to the system design or its elements;
terfaces between system design elements comprising the system are defined;

psign characteristics of each systemelement are defined;

e) emabling systems or services needed for design definition are available;

f) d

g) sy
h) tn

6.4.5.

psign enablers necessary for design definition efforts are defined;
rstem design is evaluated;

aceability of theydésign is established.

B Activities and tasks

polici

The frlowing activities and tasks shall be implemented in accordance with applicable organization

sand procedures with respect to the design definition process.

a) Prepare for design definition. This activity consists of the following tasks.

1) Define the design definition strategy.

2) Determine technologies required for each system element comprising the system.

3) Determine the necessary categories of system characteristics represented in the design.

74

NOTE 1 Examples of system characteristic categories, many of which are the result of an
architecture description, include the following: affordability, agility, assurance, autonomy, availability,
complexity, flexibility, interoperability, maintainability, modularity, reliability, resilience, security, and
usability. Many others exist.
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4) Define principles for evolution of the design.
NOTE 2 This includes defining periodic assessment of the design characteristics in case of
evolution of the system and of its architecture as well as forecasting potential obsolescence of system
elements and technologies, their replacement by others over time in the system life cycle, and the
consequences for the system design.

5) Identify and plan for the necessary enabling systems or services needed to support design
definition efforts.

6) Obtain or acquire access to the enabling systems or services to be used in the design defilnition
efforts.
NOTE 3 The validation process is used to objectively confirm that the enabling'system adhieves
its intended use for its enabling functions.

b) Create the system design. This activity consists of the following tasks.

1) Allocate system requirements to system elements.
NOTE 4 Some of the system requirements are often allocated_to system elements during the
system architecture definition process. The purpose of this taskisvto complete the allocation|to the
extent necessary to address all system requirements and architecture objectives.

2) Transform architectural entities and relationships inté.design elements.
NOTE 5 This task helps to ensure that each architectural entity (e.g. enterprise or projecf goals,
capabilities and effects, operational activities, resauree functions) and relationship is mapped into the
appropriate system design elements to help ensure that all the architectural objectives are addjressed
by the design. ISO/IEC/IEEE 42020 provides nmiore detail on architecture entities.

3) Transform architectural characteristi¢s into design characteristics.
NOTE 6 Design characteristics’include functionality, behaviour, dimensions, shapes, materials,
critical quality characteristics, data{processing structures, etc. Margins appropriate for the appljcation
are considered as necessary.

4) Define the necessary design enablers.
NOTE 7 Design® enablers include product standards and specifications, models, equptions,
algorithms, calculdtions, formal expressions and values of parameters, patterns, heuristics, efc. that
are associated with/allocated system characteristics. Consider critical properties in the context ¢f their
planned operational environment during the definition of necessary design enablers.

5) Examinedesign alternatives.
NOFE.8 Feasibility of allocated system characteristics is assessed and trade-offs acrqss the
architecture and requirements are performed when allocated system characteristics cannot be feadily
implemented or when there are significant design or realization challenges to be overcome.
NOTE 9 In addition to new design alternatives, any candidate non-developmental-itemq (NDI)
are usually identified for consideration. This includes COTS (commercial-off-the-shelf), reuse of
2 nrovioues deciaon ar acaunirer nravided itemes llsa of NDI ic afton nrofoerahle for rolidhilituy oo 5t and

pPro v TS ooy T prov oo y N 1 = ey d

interoperability considerations, unless design characteristics cannot be realised by existing artefacts.

6) Refine or define the interfaces between the system elements and with external entities.
NOTE 10 Interfaces are identified and defined in the system architecture definition process to
the level or extent needed for the architecture intent and understanding. They are refined in design
definition process based on the design characteristics, interfaces and interactions of the system element
with other system elements comprising the system and with external entities, such as constituent
systems of an SoS. It is possible that additional interfaces need to be identified and defined that were
not addressed in the system architecture definition process.

7) Establish the design artefacts.
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8)

c) E

NOTE 11 This task formalises the design characteristics of the system element through dedicated
artefacts depending on the implementation technology. Examples of artefacts include data sheets
(electronics), databases (software), documents (operator role), and exportable data files (mechanics).

Capture the design.

NOTE 12 This includes the design description in a form that can be used to either procure or
realise the system elements that comprise the system

aluate the system dpcign This m‘fivify consists of the fn]]m/\ling tasks

N

d) M

DTE 13 This design evaluation activity can provide useful information to the verification process.

Analyse each system design alternative against criteria developed from expected)désign
properties and characteristics.

Assess each system design alternative for how well it meets the stakeholder requirements and
system requirements.

NOTE 14 The assessment includes any associated risks with respect _toNts suitability for the
intended application.

NOTE 15 Design suitability includes consideration of ease of intéghation, usability in operation,
ease of maintenance, and eventual system disposal.

Combine the analyses and assessments into an overall evaludation to select a preferred system
design solution.

anage results of design definition. This activity consists of the following tasks.

Obtain agreement on the design.
Map design characteristics up to the system'elements.

NOTE 16 This task consists of establishing traceability between the detailed design
characteristics and the architectural entities of the system architecture.

NOTE 17 This facilitates prowiding feedback to the system architecture definition process to
possibly modify the physical arrangement of system elements to obtain architectural characteristics
(e.g. modularity, usability, intet-operability, safeguard) as expected for the parent system architecture
to meet stakeholder concerns.

Record key design decisions and the rationale.

NOTE 18 Rationale includes information about major implementation options and enablers.
Maintain traceability of the system design.

NOTE 19 Through the life cycle, bi-directional traceability is maintained between the design
characteristics and the architectural entities, identified interfaces, analysis results, verification

methods or techniques, and system element requirements.

Provide kev artefacts that have been selected for baselines

6.4.6

NOTE 20 The configuration management process is used to establish and maintain configuration
items and baselines. The design definition process identifies candidates for the baseline and then
provides the artefacts to configuration management.

System analysis process

6.4.6.1 Purpose

The purpose of the system analysis process is to provide a rigorous basis of data and information for
technical understanding to aid decision-making and technical assessments across the life cycle.
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System analysis covers a wide range of differing analytic functions, levels of complexity, and levels of
rigor. It is used to provide input for diverse technical assessments and analytical needs concerning
operational concepts, determination of requirement values, resolution of requirements conflicts,
assessment of alternative architectures or system elements, performance and risk analyses, and
evaluation of engineering strategies (integration, verification, validation, and maintenance). Formality
and rigor of the analysis will depend on the criticality of the information needed or artefact supported,
the amount of information/data available, the size of the project, and the schedule for the results.

NOTE1 This process is often used in conjunction with the decision management, project assessment and
control, and risk management processes.
NOTE 2  Typical approaches include mathematical analysis, modelling, simulation, experimentatiop, and
other techniques to analyse technical performance, system behaviour, feasibility, affordability,critical quality
characteristics, SoS considerations, technical risks, life cycle costs, and to perform sensitivityanalysis|of the
potential range of values for parameters across all life cycle stages.
6.4.6.2 Outcomes
As a result of the successful performance of the system analysis process;
a) system analyses needed are identified;
b) system analysis assumptions and results are validated;
c) system analysis results are provided for decisions or technical assessment needs;
d) enabling systems or services needed for system analysis are available;
e) traceability of the system analysis results is established.
6.4.6.3 Activities and tasks
The following activities and tasks shall be"implemented in accordance with applicable organifation
policies and procedures with respect tojthe system analysis process.
a) Prepare for system analysis, This activity consists of the following tasks.
1) Define the system analysis strategy.
2) Identify the problem or question that requires system analysis.
NOTE 1 This includes technical and functional objectives, critical quality characteristics, yarious
propertieStechnology maturity, manufacturing maturity, technical risks, etc. The problem stafement
or question to be answered by the analysis is essential to establish the objectives of the analysis dnd the
expectations and utility of the results.
3) Adentify the stakeholders of the system analysis.
4)~ Define the scope, objectives, and level of fidelity of the system analysis.
NOTE 2 The necessary level of fidelity (accuracy or precision) is an important fagtor in
determining the appropriate level of rigor.
5) Select the system analysis methods.
NOTE 3 The methods are chosen based on time, cost, fidelity, technical drivers, and criticality
of analysis. Analysis methods have a wide range of levels of rigor and include expert judgement, “back
of the envelope” calculation, spreadsheet computations, historical data and trend analysis, engineering
models, simulation, visualization, and prototyping. Due to cost and schedule constraints, organizations
typically perform system analysis only for critical characteristics.
6) Identify and plan for the necessary enabling systems or services needed to support system
analysis.
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7)

NOTE 4 This includes identification of requirements and interfaces for the enabling systems.
The system analysis enabling systems include the tools, relevant models, and potential data repositories
needed to support the analysis. The methods chosen will be a major factor in determining what tools are
appropriate to support the analysis. This also includes determining the availability of relevant models
and data.

Obtain or acquire access to the enabling systems or services to be used.

NOTE 5 The validation process is used to objectively confirm that the enabling system achieves

itsintended use forits nhal'\]ing functions

Identify and validate assumptions.

NOTE 6 Validation of assumptions is an ongoing concern. If assumptions changé-or are
determined to be incorrect over time, the analysis is revised.

Plan for and collect the data and inputs needed for the analysis.
NOTE 7 The origin, quality, and validity of data is important to the formuldtion and execution

of the analysis. Criteria for trustworthiness of data needed for the analysis are\established. Data and
inputs are reviewed for quality and validity (i.e. trustworthy data). Use authotitative sources.

b) Perform system analysis. This activity consists of the following tasks.

Apply the selected analysis methods to perform the required system analysis.
Review the analysis results for quality and validity.

NOTE 8 The results are coordinated with asseciated analyses that have been previously
completed. Trustworthiness of the results is determined\in the review.

Establish conclusions and recommendations.

NOTE 9 The appropriate subject matterexperts and stakeholders are identified and engaged in
this task.

Record the results of the system analysis,

anage system analysis. This activity consists of the following tasks.

Maintain traceability of system analysis results.

NOTE 10 Through the life cycle, bi-directional traceability is maintained between the system
analysis results and™any system definition item for which the analysis is supporting a decision or
providing rationale+{€.g. system requirement values, architecture alternatives). This is often facilitated
by an appropridtedata repository. Trustworthy data includes a requirement to maintain the traceability
of the data used for analysis.

Provide key artefacts that have been selected for baselines.
NOTE11 The configuration management process is used to establish and maintain configuration

jtems and baselines. The system analysis process identifies candidates for the baseline and then
provides the artefacts to configuration management. For the system analysis process, the analysis

6.4.7

results or reports are typical artefacts that are baselined.

Implementation process

6.4.7.1 Purpose

The purpose of the implementation process is to realise a specified system element.

This process transforms requirements, architecture, and design, including interfaces, into actions that
create a system element according to the practices of the selected implementation technology, using
appropriate technical specialties or disciplines. This process results in a system element that satisfies
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specified system requirements (including allocated and derived requirements), architecture, and

design.

For system elements that need to be manufactured, after the definition of system element is elaborated
to a point that it can be built, a manufacturing approach or procedure is developed or adapted according
the system element definition and the desired production rate. The manufacturing of the system

elements is then performed over the time with quality control and production optimisation.

NOTE1 An effective and efficient manufacturing approach is crucial when large series of items have to be

produced. In that case, acceptance of the Iirst produced elements is generally distinguished from the fol
mass production.

NOTE 2 Implementation applies to elements, in concept, development, and production stages. Producti
include manufacturing of a single element or mass production.

6.4.7.2 Outcomes

As a result of the successful performance of the implementation process:

owing

on can

a) implementation constraints that influence the requirements, architécture, or design are idenftified;

b) asystem element is realised;
c) enabling systems or services needed for implementation ate available;
d) implementation results and anomalies are identified;

e) traceability is established.

6.4.7.3 Activities and tasks

The following activities and tasks shall be.implemented in accordance with applicable organi
policies and procedures with respect to thé&implementation process.

a) Prepare for implementation. This activity consists of the following tasks.
1) Define an implementation strategy.

NOTE1 Implementation strategies include building new, acquiring new, and reusing existing elq
(with or without modification). If the strategy is to reuse, then the project determines the extent, j
and suitability of thewreused system elements. The implementation strategy includes procedures, fabr
processes, tools'and equipment, tolerances, and verification uncertainties. In the case of repeated §
element implementation (e.g. mass production, replacement system elements) the procedure
fabrication.processes are defined to achieve consistent and repeatable producibility.

NOTEZ2S The implementation strategy often invokes the agreement processes, or requires e
systems and services that include specialised life cycle development and support environments.

2) ldentify constraints and objectives from implementation on the system requirements, al

zation

ments
ource,
cation
ystem
s and

abling

chi-

tecture and design characteristics, or implementation techniques.

NOTE 3  Constraints include current or anticipated limitations of the chosen implementation technology,

acquirer furnished materials or system elements for adaptation and limitations resulting from the
required implementation enabling systems.

use of

3) Identify and plan for the necessary enabling systems or services needed to support implemen-

tation.
NOTE 4  This includes identification of requirements and interfaces for the enabling systems.

4) Obtain or acquire access to the enabling systems or services, and materials to be used.
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NOTE5  The validation process is used to objectively confirm that the integration enabling system
(including tools) achieves its intended use for its enabling functions.

Perform implementation. This activity consists of the following tasks.

NOTE 6  Throughout the implementation process, the verification process is used to objectively confirm
the system element's conformance to requirements and the product's quality characteristics. The validation
process is used to objectively confirm the elementis ready to be used in its intended operational environment
in accordance with stakeholder requirements.

1) Realise or adapt system elements, according to the strategy, constraints, and defined imple¢
mentation procedures.

NOTE 7  This is done using the implementation enabling systems and specified resourcesi/Realizing
system elements can include development or acquisition. Adaptation includes configuration-of system
elements that are reused or modified. Realization or adaptation is conducted with regard to standards
that govern applicable safety, security, privacy, quality, environmental guidelines or,legislation, and the
practices of the relevant implementation technology.

NOTE8  System elements can include the following.

a) Hardware: Hardware elements are either acquired or fabricated. Hardware elements are fabricated
using applicable techniques relevant to the physical implementatien technology and materials
selected. The ISO 22400 series specifies requirements for key perforniance indicators (KPIs) useful for
manufacturing systems.

b) Software: System elements realised in software’ are either acquired or developed.
ISO/IEC/IEEE 12207 applies to system elements realised.in‘software.

c) Services: Service elements including a set of servicesto be provided are acquired or developed. The
ISO/IEC 20000 series applies to system elements redlised in services.

d) Utilization and support resources: Other system elements include utilization and support resources
such as operational procedures, maintenance procedures as well as workforce and user training.

e) Prototypes: Prototypes are either acquired or fabricated. Often, they are used in early stages to
better understand the strategic problem or opportunity and the solution space.

2) Place the system element in.a state for future use, as needed.

NPTE9 The system elemént‘is contained to achieve continuance of its characteristics. Conveyance,
packaging, and storage, and their durations, influence the specified containment. Final configuration and
product information is captured by the configuration management and information management processes
A\

hen the system elementis stored.

Record objéctive evidence from check-out that the system element meets requirements.

yidenceincludes element modifications made due to processing changes or any non-conformances found

3
NPTE 10 _Ewidence is provided in accordance with supply agreements, legislation, and organization policy.
E
dyiring ‘check-out or the verification and validation processes. The objective evidence is part of the system

Manage results of implementation. This activity consists of the following tasks.
1) Record implementation results and any anomalies encountered.

NOTE 11 This includes anomalies due to the implementation strategy, the implementation enabling
systems, or incorrect system definition. The project assessment and control process is used to analyse the
data to identify the root cause, to enable corrective, preventive, adaptive, additive, or perfective actions and
to record lessons learned.
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2) Maintain traceability of the implemented system elements.

NOTE 12 Bi-directional traceability is maintained between the implemented system elements and the
system architecture, design, and system requirements including interface requirements and definitions
that are necessary for implementation.

3) Provide key artefacts that have been selected for baselines.

NOTE 13 The configuration management process is used to establish and maintain configuration items

and baselines. The implementation process identifies candidates for the baseline and then provides the
artefacts to configuration management. For the implementation process, the system elements @re’fypical
artefacts that are baselined.

6.4.8 Integration process

6.4.8.1 Purpose

The purpose of the integration process is to synthesize a set of system eleménts into a realised sfystem
that satisfies the system requirements.

This process encompasses planning for, preparing for, and aggregatihg a progressively more corpplete
set of system elements or artefacts. Interfaces are identified and aetivated to enable interoperati¢n and
subsequent verification and possibly validation of the requiréments (including characteristics) [of the
system elements or elements as intended. This process also cennects and checks out interfaces|of the
Sol with enabling systems for which there is direct interaction.

NOTE A detailed description of the integration process.can be found in ISO/IEC/IEEE 24748-6.

6.4.8.2 Outcomes
As aresult of the successful performance of:the integration process:

a) integration constraints that influence system requirements, architecture, or design, including
interfaces, are identified;

b) approaches and checkpoints for the correct activation of the identified interfaces and system
functions are defined;

c) enabling systems oriseérvices needed for integration are available;
d) asystem composed of implemented system elements or artefacts is integrated;

e) the systenmi-external interfaces (system to external environment) and system internal intefrfaces
(between.jimplemented system elements) are checked;

f) integration results and anomalies are identified;

g), ‘traceability of the integrated system elements is established.

0.4.0.5 AcCUVIlES and tasks

The following activities and tasks shall be implemented in accordance with applicable organization
policies and procedures with respect to the Integration process.

a) Prepare for integration. This activity consists of the following tasks.

1) Identify and define checkpoints for the correct activation and integrity of the interfaces and
the selected system functions as the system elements are synthesized.

NOTE 1 The verification process is applied for detailed verification of the interfaces.
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NOTE 2 ISO/IEC/IEEE 15026 series and ISO/IEC 27000 provide information on assurance,
integrity, and security. Typical considerations include anti-counterfeit, anti-tamper, system and
software assurance, and interoperability elements when identifying and defining checkpoints.

Define the integration strategy.

NOTE 3 The integration is performed according to a predefined integration strategy that
sequences the order for aggregating the evolving system elements (the actual system, concepts,
requirements, models, mock-ups, prototypes, procedures, plans, or other documents) based on the

priorities of the sustem reauirements and cvcfnm architecture definition focusing on the ll’\fﬂl"Fﬂ[‘DC
T J e (=]

P

while minimizing integration time and cost and providing appropriate risk treatments.

NOTE 4 This strategy often provides for subsequent verification against a sequente” of
progressively more complete system element configurations. It is dependent on systemCelement
availability and is consistent with a fault isolation and diagnosis strategy.

Identify constraints and objectives from integration to be incorporated, in~the system
requirements, architecture or design.

NOTE 5 This includes requirements such as accessibility, safety for itttegrators, required
interfaces for sets of implemented system elements and for enablers, and interface constraints.

Identify and plan for the necessary enabling systems or services nééded to support integration.
NOTE 6 This includes identification of requirements and interfaces for the enabling systems.
Enabling systems for integration include integration facilities, assembly equipment, training systems,
discrepancy reporting systems, simulators, measurement deyices, and facility security.

Obtain or acquire access to the enabling systems or.services, and materials to be used.

NOTE 7 The validation process is used to ghjectively confirm that the integration enabling
system (including tools) achieves its intended use:forits enabling functions.

erform integration. This activity consists of the following tasks.

Check interface availability and conformance of the interfaces in accordance with interface
definitions and integration schedules.

NOTE 8 This includes interfaces internal to the Sol (e.g. between system elements including
operators), and between the Sol and external systems or entities (including interfacing, enabling,
interoperating systems, aswell as users of the Sol).

Perform actions to address any conformance or availability issues.

Combine the implemented system elements or artefacts in accordance with planned sequences.

Integrate system element configurations until the complete system is synthesized.

Checksfor expected results of the interfaces, selected functions, and critical quality
charaséteristics.

NOTE 9 This is performed several times at different integration levels to confirm that specific

Mmterfaces have been established

Manage results of integration. This activity consists of the following tasks.

1y

Record integration results and any anomalies encountered.

NOTE 10 This includes anomalies due to the integration strategy, the integration enabling
systems (including tools), execution of the integration or incorrect system or element definition. Where
inconsistencies exist at the interface between the system, its specified operational environment and
any systems that enable the utilization stage, the deviations lead to corrective actions or requirement
changes. The project assessment and control process is used to analyse the data to identify the root
cause, to enable corrective, preventive, adaptive, additive, or perfective actions and to record lessons
learned.
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2) Maintain traceability of the integrated system elements.

NOTE 11 Bi-directional traceability is maintained between the integrated system elements and
the integration strategy, system architecture, design, as well as stakeholder and system requirements

including interface requirements and definitions that are necessary for integration.

3) Provide key artefacts that have been selected for baselines.

NOTE 12 The configuration management process is used to establish and maintain configuration

items and baselines. The infngrnfinn process identifies candidates for the baseline and then pL vides

the artefacts to configuration management. For the integration process, the integration strate
typical artefact that is baselined.

6.4.9 Verification process

6.4.9.1 Purpose

The purpose of the verification process is to provide objective evidence thata'system, system elg
or artefact fulfils its specified requirements and characteristics.

The verification process identifies the anomalies in any artefact (e.g. system requirements, archit
description, or design description), implemented system eleménts, or life cycle processes
appropriate methods, techniques, standards, or rules. This process’provides the necessary inforn
to determine resolution of identified anomalies.

NOTE1 The verification process determines that the 'solution is built right". The validation p
determines that the "right solution is built".

NOTE 2  Construction of an assurance case (see 5.10) ¢an be helpful to provide insight for verification ac
and to present verification results.

6.4.9.2 Outcomes

As aresult of the successful performaiice of the verification process:

a) constraints of verification thatinfluence the requirements, architecture, or design are identi
b) enabling systems or services needed for verification are available;

c) the system, system.element, or artefact is verified;

d) data providingfinférmation for corrective actions are reported;

e) objective évidence that the realised system fulfils the requirements, architecture, and des
provided;

f) verification results and anomalies are identified;

g)¢ ‘traceability of the verified system elements is established.
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6.4.9.5 Activities and tasks

The following activities and tasks shall be implemented in accordance with applicable organization

policies and procedures with respect to the verification process.
a) Prepare for verification. This activity consists of the following tasks.

1) Identify the verification scope and corresponding verification actions.
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NOTE 1 Scope includes system, system elements, artefacts, or information items which will
be verified against applicable requirements, characteristics, or other properties. For each verification
action, the strategy describes what will be verified (actual system, model, mock-up, prototype,
procedure, plan, or other document), the verification method, and the expected result as defined by the
success criteria.

Identify the constraints that potentially limit the feasibility of verification actions.

NOTE 2 Constraints include technical feasibility, cost, time, availability of verification enablers

oragualifiednersonnel contractual constraints and characteristics such as criticalitv ofthe mission
T T T T Y

Select appropriate verification methods and associated success criteria for every verification
action.

NOTE 3 Verification methods include: inspection (including peer review), analysis, (including
modelling, simulation, and analogy/similarity), demonstration, and testing. The selection’” of one or
more verification methods is made according to the type of system, the needs of the item being verified,
the objectives of the project, and the acceptable risks. Selected methods and succéss criteria are
coordinated with relevant stakeholders to help ensure the verification strategy is’aceeptable.

Define the verification strategy.

NOTE 4 The definition includes trading off what will be verified((Scope) against the constraints
or limits, and deduces what verification actions to use. Verificatiofi“actions that are candidates for
deletion are evaluated for the risks their withdrawal imposes. The"prioritised verification strategy
encompasses the most appropriate verification method for every verification action and the necessary
verification enabling systems (simulators, test-benches, qualified personnel, location, facilities, etc.)
according to selected verification methods. Under some reguldtory situations, the strategy can include
the verification of all system elements. The strategy also.identifies any points in the system life cycle
requiring evidence that the system meets its requiremeénts.

NOTE 5 The verification strategy and schedule are updated according to the progress of the
project; in particular planned verification actions are redefined or rescheduled when unexpected
events or system evolutions occur.

NOTE 6 This strategy generallysf6cuses on minimizing cost and schedule, and/or risk, providing
a balanced approach for confirming that the system or system element has been “built right”.

Identify constraints and objéctives from the verification strategy to be incorporated in the
system requirements, architecture, and design.

NOTE 7 This ineludes practical limitations of accuracy, uncertainty, or repeatability that
are imposed by the verification enablers; the associated measurement methods; the level of system
integration; and the\availability, accessibility, and interconnection with enablers.

Identify andplan for the necessary enabling systems or services needed to support verification.

NOTE 8 Verification enabling systems include verification equipment, simulators, test
automation tools, facilities, etc.

Obtain or acquire access to the enabling systems or services to be used to support verification.

NQAQTE Q
™OT

ha acapicitiny AFf tha anahling cuctarae can ho dona theangh vasriane vaue ool oo
eSS o6ttt eHan g Sy StemS—ea e aone—+tareougA—various—wWaySs—SHen—as

rental, procurement, development, reuse, subcontracting; usually the acquisition of the complete
set of enablers is a mix of these ways. The validation process is used to objectively confirm that the
verification enabling system achieves its intended use for its enabling functions.

Perform verification. This activity consists of the following tasks.

iy

Define the verification procedures, each supporting one or a set of verification actions.

NOTE 10 The procedures identify the purpose of the verification with success criteria (expected
results), the verification method to be applied, the necessary enabling systems (facilities, equipment,
etc.), and the environmental conditions to perform each verification procedure (resources, qualified
personnel, etc.).
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Perform the verification procedures.

NOTE 11 Verification, according to the verification strategy, occurs at the appropriate time in the

schedule. Verification activities are performed at the appropriate point in the system life cycle

in the

defined environment, with defined enabling systems and resources. The performance of a verification

action consists of capturing a result from the execution of the verification procedure, compari

ng the

obtained result with the expected result as defined by the success criteria, and deducing a degree
of correctness of the submitted element and confidence in the result. The necessity of repeating

verification actions is determined as anomalies are resolved.

c) Manage results of verification. This activity consists of the following tasks.

1)

2)

3)

4)

5)

6:4.10 Transition process

Record verification results and any anomalies encountered.

NOTE 12 This includes anomalies due to the verification strategy, the verification ey
systems, execution of the verification action, or incorrect system definition. The pfoject assessmg
control process is used to analyse the data to identify the root cause, to enable corrective, prey
adaptive, additive, or perfective actions, and to record lessons learned.

NOTE 13 The evaluation of verification results in the project assessient and control procd
follow-up corrective action can vary greatly depending on the purpose of the verification. For elg
of a system, this can imply a simple problem resolution action\tovaddress a failed system e
verification followed by re-verification, or more significant actions such as major project re-dii
based on a failure to attain a key milestone, e.g. failed system %testing.

Record operational incidents and problems duringwverification and track their resolution.

NOTE 14 Performing problem resolution is fahdled through the quality assurance and |
assessment and control processes. Any actual changes to the requirements, architecture, des
system elements are done within other technicalprocesses.

NOTE 15 Operational incidents arethose that occur in the operational environment.

Obtain agreement from the appreval authority that the system, system element, or ar
meets the specified requirements.

Maintain traceability for verification.

NOTE 16 Bi-directional traceability is maintained between the verified system elements 4
verification strategy,system architecture, design, and system requirements. Traceability of the v
system, system elefnents, or artefacts typically includes traceable verification results or evidenc
as anomalies, deviations or requirement satisfaction.

Provide key artefacts that have been selected for baselines.

NOTE-17 The configuration management process is used to establish and maintain configy
items\ahd baselines. The verification process identifies candidates for the baseline, and then pr
thefartefacts to configuration management. For the verification process, the verification strate
typical artefact that is baselined.
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6.4.10.1 Purpose

The purpose of the transition process is to establish a capability for a system to provide services
specified by stakeholder requirements in the operational environment.

This process moves the system in an orderly, planned manner to be operable in the intended
environment, which may be a new or changed environment, e.g., operations or validation. As a result of
the transition, the system is functional and compatible with enabling, interfacing, and interoperating
systems in the environment. It installs a verified system, together with relevant enabling systems
(e.g. planning system, support system, operator training system, user training system), as defined
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in agreements. The transition process can be used every time the system or system elements are
transitioned from one entity or environment to another.

NOTE

In the case of system upgrades, a typical goal is that transition activities are accomplished with

minimal disruption to ongoing operations.

6.4.10.2 Outcomes

As aresult of the successful performance of the transition process:

a) transition constraints that influence system requirements, architecture, or design are identified;

b) emabling systems or services needed for transition are available;

c) th
d) th

e site is prepared;

e system installed in its operational environment is capable of delivering its specified functions;

e) operators, users and other stakeholders necessary to the system utilizatiofiyand support are
trjained;

f) transition results and anomalies are identified;

g) th

e installed system is activated and ready for operation;

h) traceability of the transitioned elements is established.

6.4.10.3 Activities and tasks

The following activities and tasks shall be implemented, in accordance with applicable organization
polici¢s and procedures with respect to the transitionprocess.

a) Prepare for the transition. This activity consiéts of the following tasks.

1)

Define a transition strategy.

NOTE 1 The transition strategy includes all activities from site delivery and installation through
deployment and commissioning_of the system in accordance with agreements using appropriate
mechanisms to help ensure system integrity is maintained. The strategy involves all the stakeholders,
including human operatorsiThe strategy includes roles and responsibilities, facilities considerations,
shipping and receiving;-contingency back out plans, training, installation acceptance demonstration
tasks, operational readiriess reviews, operations commencement, transition success criteria, rights of
access, data rights; and integration with other plans. Commissioning of the system is considered along
with the decominissioning of the old system, when one exists. In this case, the transition and disposal
processes argused concurrently.

Identifygnd define any facility or site changes needed.
NOTE2 This includes changes needed for installation or use.

Identify and arrange training of operators, users, and other stakeholders necessary for system

4)

5)

6)

86

utitizatiomamd support:

NOTE 3 In addition to formal or informal training, organizational change management activities
can be helpful for adapting to changes required for use of transitioned systems.

Identify system constraints from transition to be incorporated in the system requirements,
architecture or design.

Identify and plan for the necessary enabling systems or services needed to support transition.
NOTE 4 This includes identification of requirements and interfaces for the enabling systems.

Obtain or acquire access to the enabling systems or services to be used.
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NOTE 5 The validation process is used to objectively confirm that the transition enabling system
achieves its intended use for its enabling functions.

Identify and arrange shipping and receiving of system elements and enabling system:s.

b) Perform the transition. This activity consists of the following tasks.

1)

Prepare the site of operation in accordance with installation requirements.

NOTE 6 It is presupposed that site preparation is conducted in accordance with applicable

2)

3)

4)

5)

6)

7)

health, safety, security, and environmental regulations.

Deliver the system for installation at the correct location and time.

NOTE 7 Sometimes intermediate storage prior to delivery is a necessary consideration.
Install the system in its operational environment and interface to its envifenment.

NOTE 8 The system installation includes configuring it with requiréd operational data, [taking
into account changes to the operating environment or the organization’s\process changes. Consid¢ration
of data migration is sometimes necessary. This includes data that will bejor is stored in a cloud regource.

Demonstrate proper installation of the system.

NOTE 9 Acceptance tests are usually defined in thenagreement to demonstrate satisfactory
installation. Where the exact location or environment of operation is not available, a representative
example is selected. Specific attention is given to the‘physical interfaces, including interfaces |to any
functions supplied by virtual resources (e.g. cloud),

Provide training of the operators, users,yand other stakeholders necessary for system
utilization and support.

Perform activation and check-out of the system.

NOTE 10 This task takes all stéps needed to activate the system to an operational state, inqluding
power-up, instrument checks, agsessment of environmental conditions, assessment of connectjons to
external systems, and other, readiness evaluations, in accordance with operational procedurps and
organizational policies, taking into account regulations. This task also interacts with the validation
process to objectively canfirm that the system fulfils the stakeholder requirements in the opergtional
environment.

NOTE 11 This task includes integrity checks and conformance with technical standardg. Anti-
counterfeit, system and software assurance, and interoperability elements are usually considered when
identifying and ‘defining checkpoints.

Demoristrate the installed system is capable of delivering its required functions.

NOTE 12 Acceptance tests, as specified in agreements, can define the criteria that demonstrate
that the system or system element possesses the capability to deliver the required functiops and
services when installed in its operational environment and staffed by operators. Specific at{ention
is given to the key functions and logical interfaces with respect to adequately addressing chamges in
business processes and workflow.

8)

9)

NOTE 13 This is an operational readiness task that examines readiness of functional capability
for an operational state. The validation process evaluates whether the system meets the stakeholder
needs.

Demonstrate the functions provided by the system are sustainable by the enabling systems.

NOTE 14 This is an operational readiness task that examines readiness of enabling systems for
an operational state.

Review the system for operational readiness.
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NOTE 15 This includes the results functional demonstration, validation activities, and
sustainment demonstration.

10) Commission the system for operations.

c) M

NOTE 16 This includes providing support to the users and operators during the operations
commencement (commissioning) of the system.

anage results of transition. This activity consists of the following tasks.

1)

6.4.11

6.4.11

The p
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Record transition results and any anomalies encountered.

NOTE 17 This includes anomalies due to the transition strategy, the transition enabling systems,
execution of the transition or incorrect system definition. Where inconsistencies exist at the interface
between the system, its specified operational environment and any systems that enable the utilization
stage, the deviations are resolved through corrective actions or changes to the requiremients. The
project assessment and control process is used to analyse the data to identify the root cause, to enable
corrective, preventive, adaptive, additive, or perfective actions and to record lessons{€arned.

Record operational incidents and problems during transition and track their'resolution.

NOTE 18 Performing problem resolution is handled through the quality assurance and project
assessment and control processes. Any actual changes to the requirements, architecture, design, or
system elements are done within other technical processes.

Maintain traceability of the transitioned system elements,

NOTE 19 Bi-directional traceability is maintained between the transitioned system elements and
the transition strategy, system architecture, design, and.system requirements. Traceability records are
updated when a system element is changed.

Provide key artefacts that have been selected:forbaselines.

NOTE 20 The configuration managementprocess is used to establish and maintain configuration
items and baselines. The transition process‘identifies candidates for the baseline and then provides the
artefacts to configuration management.(For the transition process, the transition strategy is a typical
artefact that is baselined.

Validation process

.1 Purpose

urpose of the validation process is to provide objective evidence that the system, when in use,
its business or unission objectives and stakeholder needs and requirements, achieving its
ed use in its intended operational environment.

bjective of validating a system, system element, or artefact is to acquire confidence in its ability to
alidation criteria. Validation is confirmed by stakeholders. This process provides the necessary
hation so that identified anomalies can be resolved by the appropriate technical process where
omaly was created.

NOTE

The validation process determines that the 'Tight solution is built’. The verification process

determines that the "solution is built right".

NOTE 2  Validation is also applicable to the artefacts (e.g. requirements, architecture, design, design
characteristics, or system elements) produced in the definition and realization of the system.

NOTE3  Construction of an assurance case (see 5.10) can be helpful to provide insight for validation activities

and to

88

present validation results.
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6.4.11.2 Outcomes

As aresult of the successful performance of the validation process:

a) validation criteria are defined;

b) the availability of services required by stakeholders is confirmed;

c) constraints of validation that influence the requirements, architecture, or design are identified;

d) the system, system element, or artefact is validated;

e) enabling systems or services needed for validation are available;
f) wvalidation results and anomalies are identified;

g) objective evidence of successful validation is provided;

h) traceability of the validated system elements is established.

6.4.11.3 Activities and tasks

The following activities and tasks shall be implemented in accordance with applicable organi
policies and procedures with respect to the validation process,

a) Prepare for validation. This activity consists of the following tasks.

1)

2)

3)

Identify the validation scope and corresponding validation actions.

NOTE 1 Scope includes system, systeni.elements, or artefacts which will be validated 3
applicable validation criteria. For each validdtion action, the strategy describes what will be va

zation

gainst
idated

(e.g. the actual system, a model, a mock-up, a prototype, a procedure, a plan, or other documeit), the

validation method, and the expected result as defined by the success criteria. The scope also ir
evaluating that the product or service’is predictable in its intended environment and does not
any unintended users that can negatively impact the intended use of the system.

NOTE 2 The supplier;;the acquirer, or an agent of the acquirer participates in or pe
validation. The responsipility is generally designated in the agreement.

Identify the constraints that potentially limit the feasibility of validation actions.

NOTE 3 Constraints include technical feasibility, cost, time, availability of validation enah

qualified personnel, contractual constraints, and characteristics such as criticality of the missiox}.

Select apptropriate validation methods and associated success criteria for each vali
actiefn:

NOTE 4 Validation methods include: inspection, analysis, analogy/similarity, demonst
simulation, peer-review, testing, or certification. The selection of validation methods is made acc
to the type and purpose of the system, the objectives of the project, regulatory or legal require
and the acceptable risks of a validation action.

cludes
enable

Fforms
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4)

NOTE 5 Where appropriate, validation steps or states are defined (e.g. in-house validation,

on-site validation, operational validation) that progressively build confidence in conformance
delivered system, then the installed system, then the in-service system, and assist diagnosis

of the
of any

encountered discrepancies. Appropriate validation methods needed to perform the validation actions
are selected, as are defined in the purpose, conditions and success criteria for each validation action.

Define the validation strategy.
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NOTE 6 The definition includes the trade-off analysis of what will be validated (scope) against
the constraints or limits and deduces what validation actions to keep. Validation actions that are
candidates for deletion are evaluated for the risks their withdrawal imposes. The prioritised validation
strategy is obtained defining concurrently: the most appropriate validation method for every validation
action; the necessary validation enablers (simulators, test-benches, qualified personnel, location,
facilities, etc.) according to selected validation methods.

NOTE 7 The validation strategy and schedule are updated according to the progress of the
project; in particular planned validation actions are redefined or rescheduled when unexpected events

P

Identify system constraints from the validation strategy to be incorporated in the stakeholder
needs and requirements transformed from those needs.

NOTE 8 This includes practical limitations of accuracy, uncertainty, or repeatability that
are imposed by the validation enablers; the associated measurement methods; and thejavailability,
accessibility and interconnection with enablers.

Identify and plan for the necessary enabling systems or services needed ta’support validation.

NOTE 9 This includes identification of requirements and interfaces’/for enabling systems.
Validation enabling systems include validation equipment, simulators, testadtomation tools, facilities,
etc.

Obtain or acquire access to the enabling systems or services to be used to support validation.

NOTE 10 There are various ways to obtain access to enabling systems such as rental, procurement,
development, reuse, or subcontracting. Usually access to the‘eomplete set of enablers is a mix of these
ways. The validation process is also used to objectively~confirm that the validation enabling system
achieves its intended use for its enabling functions.

brform validation. This activity consists of the fellowing tasks.
Define the validation procedures, each supporting one or a set of validation actions.

NOTE 11 This includes the identification of the success criteria (expected results), the validation
method to be applied, the corresponding validation enablers (facilities, equipment, etc.), and the
environment conditions to perform.the validation procedure (resources, qualified personnel, etc.).

Perform the validation procedures.

NOTE 12 The performance of a validation action consists of capturing a result from the execution
of the validation procedure; comparing the obtained result with the expected result as defined by the
success criteria; deduding a degree of compliance of the element; and deciding about the acceptability of
compliance, if possible, uncertainty (lack of confidence) remains.

NOTE 13 System validation activities are performed at the appropriate point the system life cycle,
in the defined environment (as close as possible of the operational environment, or representative of it),
with thieyintended users or acceptable surrogates, and with defined enablers and resources. Validation
resuttssdre reviewed to confirm that the services of the system that are required by stakeholders are
available.

apdge results of validation. This ar'h'vify consists of the Fn]]nuring tasks

1) Record validation results and any anomalies encountered.

NOTE 14 This includes anomalies due to the validation strategy, the validation enabling systems,
execution of the validation action, or incorrect system definition. The project assessment and control
process is used to analyse the data to identify the root cause, to enable corrective, preventive, adaptive,
additive, or perfective actions, and to record lessons learned.

2) Record operational incidents and problems during validation and track their resolution.
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NOTE 15 Performing problem resolution is handled through the quality assurance and project
assessment and control processes. Any actual changes to the requirements, architecture, design, or

system elements are done within other technical processes.
3) Obtain agreement that the validation criteria have been met.

4) Maintain traceability for validation.

NOTE 16 Bi-directional traceability is maintained between the validated system elements and

the validation strategy mission or business analysis life r‘vr‘lp concepts stakeholder require

ents,

system architecture, deSIgn and system requirements. Traceablllty of the validated system
elements, or artefacts typically includes traceable validation results or evidence, such as.dev
from or achievements of intended use of the system.

5) Provide key artefacts that have been selected for baselines.

NOTE 17 The configuration management process is used to establish and maintain configy

fystem
ations

ration

items and baselines. The validation process identifies candidates for the baseline and then provigles the

artefacts to configuration management. For the validation process, the validation strategy is a
artefact that is baselined.

6.4.12 Operation process

6.4.12.1 Purpose

The purpose of the operation process is to use the system-to.provide its products or services.

ypical

This process establishes requirements for and assignis personnel to operate the system, and mohnitors

the products or services and operator-system performance. To sustain products or servi
identifies and analyses operational anomalies in rélation to agreements, stakeholder requirement
organizational constraints.

NOTE ISO/IEC 20000-1 details the operation of a service management system, including operati
improvement of managed operational services.

6.4.12.2 Outcomes

As a result of the successful performance of the operation process:
a) operation constraintsthat influence system requirements, architecture, or design are identif
b) enabling systems) services, and material needed for operation are available;

c) trained, qualified operators are available;

d) systemproducts or services that meet stakeholder requirements are delivered;
e) system performance during operation is monitored;

£Y \.support to the stakeholders is provided.

res, it
s, and

n and

ied;

6.4.12.3 Activities and tasks

The following activities and tasks shall be implemented in accordance with applicable organization

policies and procedures with respect to the operation process.

a) Prepare for operation. This activity consists of the following tasks.

1) Define an operation strategy.
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NOTE1 This defines approaches, schedules, resources, and specific considerations required to
perform system operation, and usually is created in early life cycle stages. It often includes:

a) the capacity, availability, schedule considerations, and security of products or services as they are
introduced, routinely operated, and disposed;

b) the human resources strategy and qualification requirements;

c) the release and re-acceptance criteria and schedules of the system to permit modifications that

SUStaiTexTsting or entranced products OT SETrViTES;

d) the approach to implement the operational modes in the system operational concept, including
normal and contingency operations; this can include an approach for critical operational issues and for
resiliency in the face of cyber security threats and attacks;

e) measures for operation that will provide insight into performance levels.

NOTE 2  The ISO 22400 series specifies requirements for key performance indicdtors (KPI) useful
for manufacturing systems.

a) The operational and occupational safety strategy for operators and others-ising or in contact with
the system during operation, accounting for any safety regulations.

b) The environmental protection and sustainability strategy for operating the system.

c¢) Monitoring procedures for changes in external conditiohs (e.g. threats, need for improved
performance) and the results of operational monitoring activities.

Identify system constraints and objectives from opeération to be incorporated in the system
requirements, architecture, or design.

ODTE 3 It is generally helpful to identify the following: cyber security threats that are related to
beration; required resiliency objectives from operation; areas that are high priority for automation to

afldress operational needs.

Identify and plan for the necessary enabling systems or services needed to support operation.
ODTE4  This includes identification‘of Tequirements and interfaces for the enabling systems.
Obtain or acquire access to.the enabling systems or services to be used.

ODTES5  The validation pfocess is used to objectively confirm that the operation enabling system achieves
5 intended use for its emabling functions.

Identify or definé training and qualification requirements to sustain the workforce needed for
system opetration.

Assigmtrained, qualified personnel to be operators.

OTE, 6~ The training and qualification includes awareness of the system in its operational environment
nd-a“defined programme of familiarization, with appropriate fault detection and isolation instruction.

6
N
a
0

erator knowledge, skill and experience requirements guide the personnel selection criteria, and where

relevant, their authorization to operate is confirmed. The scope of qualification depends on the Sol and
its environment. For example, in some environments regulatory requirements include certification of
operators, whereas in others there is no certification requirement. A training mode of the operational
system sometimes impacts product or service availability.

Perform operation. This activity consists of the following tasks.

1) Use the system in its intended operational environment.

N

OTE7  The operation strategy guides the system usage. Where agreed, continuous service capacity and

quality is maintained when the system replaces an existing system that is being retired.
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2) Apply materials and other resources, as required, to operate the system and sustain its product
and service capabilities.

NOTE8 This includes energy sources for hardware, connectivity for software, and provisions for
operators.

3) Monitor system operation.

NOTE 9 This often includes:

a) managing adherence to the operation strategy and operational procedures;

b) monitoring that the system is operated in a safe manner and compliant with legislated guiglelines
concerning occupational safety and environmental protection.

4) Use the measures defined in the strategy and analyse them to confirm that system perfdr-
mance is within acceptable parameters.

NOTE 10 Monitoring the system includes reviewing that the performance is\within established thregholds,
periodic instrument readings are acceptable, and service and responsé times are acceptable. Oferator
feedback and suggestions are useful input for improving system operatiehal performance.

NOTE 11 Cost of operation is also monitored against objectives and“constraints, and to identify potential
improvements.

5) Identify and record when system or service perfofihance is not within acceptable paramjeters.

NOTE 12 The system sometimes exhibits unacceptablé performance when system elements implerhented
in hardware have exceeded their useful life or the system’s operational environment affects the opgrating
and maintenance personnel (including staff turngyer, operator stress and fatigue).

6) Perform system contingency operations, if necessary.

NOTE 13 This includes operating the\system in a degraded mode, performing back-out and festore
operation, system shutdown, implerientation of work-around procedures to restore operation, oif other
modes for special conditions. If needed, the operator performs steps necessary to enter into contipgency
operations and possibly powerdown the system. Contingency operations are performed according fo pre-
established procedures for stich’an event. Often these procedures are accompanied by a continuity plpn.

c) Manage results of opération. This activity consists of the following tasks.
1) Record results-of operation and any anomalies encountered.
NOTE 14 ThiS.includes anomalies due to the operation strategy, the operation enabling systems, exdcution
of the operdation, or incorrect system definition. The project assessment and control process is ysed to
analyse‘the’/data to identify the root cause; to enable corrective, preventive, adaptive, additive, or perfective
actions;.and to record lessons learned.
2) Record operational incidents and problems and track their resolution.
NOTE 15 Performing problem resolution is handled through the quality assurance and project asse§sment
amdcotntrot processes: Any actual changes tothe requiremnents; architecture, design, orsystenretenments are
done within other technical processes.
NOTE 16 If an incident is experienced during operation, the operator records the incident and performs
actions prescribed in validated operating procedures to restore normal operations.
3) Maintain traceability for operations.
NOTE 17 Maintain bi-directional traceability to operational results and artefacts, strategic needs, system
operational concept, concept of operations, and stakeholder requirements. Traceability of the operational
results and artefacts typically includes evidence, incidents, and problems.
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d)

4) Provide key artefacts that have been selected for baselines.

N

OTE 18 The configuration management process is used to establish and maintain configuration items

and baselines. The operation process identifies candidates for the baseline and then provides the artefacts
to configuration management.

Support stakeholders. This activity consists of the following tasks.

N
d

Q=

1) Provide assistance and consultation to stakeholders as requested.

ODTE 19 Assistance and consultation includes the provision or recommendation of sources for training;
bcumentation, vulnerability resolution, cyber security reporting, and other support services supperting

effective use of the product or service.

Record and monitor requests and subsequent actions for support.

Determine the degree to which delivered products or services satisfy the needs, of stakehold-
ers.

OTE 20 The results are analysed and required action to restore or amend system'or services to provide
ntinued customer satisfaction is identified. Wherever possible the benefit of such action is agreed upon by

sfakeholders or their representatives. The customer satisfaction data also sérwves as an input to the quality
nlanagement process.

6.4.13 Maintenance process

6.4.13.1 Purpose

The p
or ser

Irpose of the maintenance process is to sustain the capability of the system to provide a product
vice.

This process monitors the system’s capability ta’deliver products or services, records incidents for
analysis, takes corrective, preventive, adaptive,-additive, and perfective actions and confirms restored
capab
repladement system elements. This is oftemrequired to support the objectives of the Integration and
Trans

jlity. The process includes packagingihandling, storage, and transportation for the required

tion processes, including required-system and software assurance.

The need for maintenance can afise from multiple causes other than failures, such as changes to
interf
eleme

NOTE

hcing systems or infrastracture, evolving security threats, and technical obsolescence of system
hts and enabling systems over the system life cycle.

More detail on.seffware maintenance can be found in ISO/IEC/IEEE 14764.

6.4.13.2 Outcomes

Asar

a)

b)

c)
d)

e)

94

al

esult of the successful performance of the maintenance process:

maintenance and logistics constraints that influence system requirements, architecture, or design

elidentified;

enabling systems or services needed for maintenance and logistics are available;

replacement, repaired, or revised system elements are made available;

the need for required maintenance and logistics actions are reported;

failure and life cycle data, including associated costs, is determined.
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