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Fore ord

ISO (the [nternational Organization for Standardization) and IEC (the International
Electrotechnical Commission) form the specialized system for worldwide standardiz-
ation. National bodies that are members of ISO or IEC participate in the development
of International Standards through technical committees established by the respective

organizati
committe:

bn to deal with particular fields of technical activity. 1ISO and IEC technical
bs collaborate in fields of mutual interest. Other international organizations,

governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.

In the fiel

H of information technology, 1SO and IEC have established a joint technical

committee, ISO/IEC JTC 1. Draft International Standards adopted by _thé. joint

technical
Internatio
a vote.

Internatio

committee are circulated to national bodies for voting. Publication as an
hal Standard requires approval by at least 756 % of the national bodies casting

hal Standard ISO/IEC 9804 was prepared by Joint(Technical Committee

ISO/IEC JTC 1, Information technology.

Annexes

A and B form an integral part of this International Standard. Annex C is for

informatign only.
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Introduction

This International Standard is one of a set of International Standards| produced to
facilitate the interconnection of information processing systems. It relates to other
International Standards in the set defined by the Reference‘Model for Open Systems
Interconnection (1ISO 7498). The reference model subdivides the afea of stand-
ardization for interconnection into a series of layers’of-specification, eagh of manage-

able size.

The goal of Open Systems Interconnection is.te/allow, with a minimu
agreement outside the interconnection standards, the interconnection o
processing systems

—from different manufacturers;
—under different managements;
—of different levels of complexity; and

—of different technologies.

This International Standard recognizes that application-processes may
municate with each other for a wide variety of reasons. However, any
tion requires certain services independent of the reasons for commun
application-sérvice-element defined in this International Standard provi
vices.

This_International Standard defines the facilities of the application-sef
for commitment, concurrency and recovery (CCR). CCR provides servic
association. A referencing specification uses these services for startin
a 'specific sequence of distributed application operations despite applic
munication failure.

This International Standard is referenced by a specification to appl
operation. CCR services may be used with presentation services (ISO 8
other Application Layer services. However, the use of CCR services is
restrictions specified in clause 9. The use of CCR services allows
specification to define its activity as an atomic action. An atomic ac
many associations, possibly with different protocols on each associati

Annex A describes the rules that shall be followed by a specification th
this International Standard.

Annex B presents the relationship of the CCR model and concepts to th
Layer Structure (ISO/IEC 9545).

of technical
f information

wish to com-
communica-
ication. The
Hes such ser-

vice-element
s for a single
g and ending
Btion or com-

CCR to its
822), or with
ubject to the
h referencing
fion may use
n.

ot references

e Application

Annex Cis a tutorial 1o aid the understanding of the concepts and facil

ties of CCR.

vii


https://standardsiso.com/api/?name=b8bc040dd1f591b5b0ee18234ff473bc



https://standardsiso.com/api/?name=b8bc040dd1f591b5b0ee18234ff473bc

INTERNATIONAL STANDARD

ISO/IEC 9804 : 1990 (E)

Information technology — Open Systems Interconnection —

Servicp definition for the Commitment, Concurrency and |

Recovery service element

@ Scope

This Internafional Standard is intended for reference by other
specifications when the functionality of commitment, con-
currency and recovery is required. it can be referenced
whenever the processing of two or more application-entity
invocations {n a distributed application needs to be organized
into an atormjic action.

This Internafional Standard defines services that are used on
a single asgociation to coordinate two application-entity
invocations |nvolved in an atomic action. The determination
of which agplication-entity invocations are involved in an
atomic actign is not within the scope of this International
Standard.

This Internafional Standard establishes the general principles
for the coordinated use of the CCR services when more than
two application-entity invocations are involved in a single
atomic actioh, or when recovery is required after failure” The
coordination of multiple associations and the related.applica-

tion-entity i
achieved by
this Internat

vocations that constitute an atemic action is
a referencing specification in_ conjunction with
onal Standard.

is International Standard is only applicable to a distributed
®plication whose specification references this International

Standard.

This International Standard does’not specify individual im-
plementations or products’) )t does not constrain the im-
plementation of entitiestand interfaces within a computer
system.

No requirempnt is made for conformance to this International
Standard.

This International Standard includes requirements for com-

Members of IEC and 1SO maintain registers of currg
International Standards:

ISO 7498:1984, Information processing system!
Systems Interconnection — Basic Reference Mod.

ISO 7498-3:1989, Information processing systerm
Systems Inferconnection — Basic Reference Mod
3: Naming and addressing.

1ISO 8326:1987, Information processing systems
Systems Interconnection — Basic connection orig
sion'service definition.

ISO/TR 8509:1986, /nformation processing sy
Open Systems Interconnection — Service Conven

ISO 8649:1988, Information processing systemy
Systems Interconnection — Service definition fd
sociation Control Service Element.

ISO 8822:1988, Information processing system:
Systems Interconnection — Connection oriented
tion service definition.

ISO/IEC 9545:1989, Information technology — (
tems Interconnection — Application Layer structy

ISO/IEC 9805:1990, Information technology — {
tems Interconnection — Protocol specification for]
mitment, Concurrency and Recovery service elem)

3 Definitions

3.1 Reference model definitions
This International Standard makes use of the follow

ntly valid

F — Open
b/,

s — Open
e/ — Part

— Open
nted ses-

stems —
tions.

f — Open
r the As-

b — Open
presenta-

Dpen Sys-
re.

Dpen Sys-
the Com-
ent.

ing terms

derived from 1SO 7498:

pliance that apply to a referencing specification.

2 Normative references

The following standards contain provisions which, through
reference in this text, constitute provisions of this Interna-
tional Standard. At the time of publication, the editions
indicated were valid. - All standards are subject 1o revision,
and parties to agreements based on this International Stand-
ard are encouraged to investigate the possibility of applying
the most recent editions of the standards indicated below.

a) application-association; association;
b) application-entity;

c) Application Layer;

d) application-process;

e) presentation-connection;

f) presentation-service;

g) session-service; and

h) session-connection.
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3.2 Naming and addressing definition

This International Standard makes use of the following term
defined in ISO 7498-3:

a) application-entity title.

3.3 Service conventions definitions

munication or application failure. It is begun by the use of
CCR services and later completed by either the use of CCR
services or by an application or communication failure.

3.7.5 atomic action branch identifier; branch identifier: A
value assigned by the superior that uniquely identifies a
branch within the scope of the atomic action.

This Intepnational Standard makes use of the following terms
defined i ISO/TR 8509:

a) compfirmed service;

b) non-confirmed service;
c) pripnitive;

d) request {primitive);

e) indication {primitive);

f) response (primitive}; and
g) copfirm {primitive).

3.4 Presentation service definitions
This Inteynational Standard makes use of the following terms
defined n ISO 8822:

a) absgtract syntax;

b) abgtract syntax name;

c) defined context set;

d) pré¢sentation context; and

e) prgsentation data value.

3.5 ACSE service definitions

This International Standard makes use of the followingterms
defined in ISO 8649:

3.6 Application Layer structure definitions

This International Standard makesuse of the following terms
defined in ISO/IEC 9545:

indication prlmmve for a partlcular CCR servnce For a con-
firmed service, it also issues the response primitive.

3.7.2 application failure: The failure of an application-entity
invocation to meet its normal specification.

3.7.3 atomic action: A specific set of operations of a dis-
tributed application that may be characterized by the proper-
ties of atomicity, consistency, isolation, and durability.

3.7.4 atomic action branch; branch: A relationship between
two CCR service-users representing an integral part of an
atomic action. The relationship may survive both com-

3.7-.6 atomic action datar—Stateand comtrgl information
about an atomic action and its branches. Atomjc action data
required for recovery persists if an application of communica-
tion failure occurs.

3.7.7 atomic action identifier: A Walue assjgned by the
master that uniquely identifies an.atomic actipn within the
0S8l environment.

3.7.8 atomic action tree: A hierarchical relptionship be-
tween CCR service-userstinvoived in the opegrations of a
atomic action. 6

3.7.9 atomicity: ‘Alproperty of a set of relat¢d operations
such that the opérations are either all performed, or none of
them are performed.

3.7.10 bound data: Data that are accessed and manipulated
by a CCR service-user as part of an atomic actjion. Its state
is bound by the rules of CCR. Bound data suryives applica-
tionnand communication failures and existg§ beyond the
atomic action branch.

3.7.11 CCR service-provider: Two peer CCR application-
service-elements involved in the same atomic dction branch.

3.7.12 CCR service-user: That part of an appljcation-entity
invocation that makes use of CCR services to cpordinate one
or more branches of an atomic action tree.

3.7.13 commitment of an atomic action brapch; commit-
ment: Completion of an atomic action branch with the
release of bound data in the final state.

3.7.14 communication failure: The unexpected release of
the supporting association.

3.7.15 compensating action: Operations usefl to re-est

lish either the initial or the final state from a m|xed sntuatab
that was brought about by a conflict betwgen heuristic
decision(s) and the decision of the master.

3.7.16 concurrency control: A real open system mechanism
that coordinates modifications to bound datajused by con-
current atomic actions so theisolation property|of the atomic
action is guaranteed.

3.7.17 confirmation of commitment: A stat¢ment from a
subordinate to the superior that the subordinpte has com-

3.7.18 consistency: A property of a set of related opera-
tions such that the effects of the operations are performed
accurately, correctly, and with validity, with respect to ap-
plication semantics.

3.7.19 cooperating main service: A referencing specifica-
tion that incorporates the CCR semantics within its own
service primitives and carries CCR transfer syntax within its
own protocol-data-units.

3.7.20 distributed application: An information procéssing
endeavor that is accomplished using two or more applica-
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tion-entity invocations interconnected within the OSI en-
vironment.

NOTE — This term will be removed from this subclause when
its definition becomes available in another referenced standard.

3.7.21 doubt period: For a CCR service-user (that is not the
master), the period during an atomic action that begins when

1ISO/IEC 9804 : 1990 (E)

3.7.35 offer of commltment of an atomic action branch;
offer of commitment: A statement from the subordinate to
the superior that the subordlnate is ready for either commit-
ment or rollback. .

3.7.36 order of commitment of an atomic action branch;
order of commitment: A statement by the superior to the
subordinate to initiate_commitment of the atomic action

it decides dswhen
it receiveq either the order to commit or to rollback. The
master CQR service-user does not have a doubt period.

3.7.22 dufability: A property of a completed set of related
operationg such that all the effects of the operations are not
altered by |any sort of failure.

3.7.23 final state: The state of bound data produced as a
result of the completed application operations of the atomic
action.

‘.7.24 heprristic decision: A decision of a CCR service-user
that has Fffered commitment to the superior and then
releases a|l or part of its bound data before it is ordered to

commit or|to roli back by the superior.

3.7.25 initial state: The state of bound data at the time of
first use by an atomic action.

3.7.26 intﬁrmediate CCR service-user; intermediate: A CCR
service-uspr that has the role of both subordinate and supe-
rior. It is p subordinate of the master CCR service-user or
another infermediate CCR service-user. It is the superior of
one or mgre other intermediate and/or leaf CCR service-
users. »

3.7.27 intermediate state: One of the states of bound data
produced ([during the manipulation of bound data that.is

, \ plies thdt different sets of related.operations that have this
property ahd that share bound.data are serializable.

3.7.30 leaf CCR service-usér; leaf: A CCR service-user that
only has the role of subordinate. It is the subordinate of the
master CQR service-u§er'or an intermediate CCR service-
user. It hds no subotdinates of its own.

3.7.31 logal commitment procedures: Establishing the final
state of alllbound'data, removal of concurrency controls, and
release of allresources used in performing the atomic action.

branch.

3.7.37 phase I: For a CCR service-user.thaf is not the
master, the period during an atomic action-that/ends when
it decides to offer commitment to it$.superigr. For the
master CCR service-user, phase | énds when if decides to
commit the atomic action. | This International Stagndard does
not specify when phase | starts.

3.7.38 phase ll: For a CCRservice-user that is not the
master, the period during am atomic action that Hegins when
it is ordered to commit\by its superior. For the master CCR
service-user, phase:l'begins when it decides to jcommit the
atomic action. Phase'li ends for any CCR servicg-user when
it completes all of.its branches and its involvemgnt with the
atomic action'énds.

3.7.39 presumed roliback: The recovery mechanism used
by CCR: It conditionally allows a CCR service-User to treat
an application or communication failure as a rolljback. This
oceurs if it has not recorded atomic action data for the
branch. In addition, a CCR service-user acting|as a subor-
dinate may presume rollback under the followinp condition.
It has recorded atomic action data for the branch but, during
recovery, it discovers that the superior does notl.

3.7.40 recovery of an atomic action branch; recovery: Pro-
cedures used by a CCR service-user to compldte an inter-
rupted atomic action branch for which it hgs recovery
responsibility.

3.7.41 recovery responsibility for an atomic action branch;
recovery responsibility: A property of a CCR gervice-user
that determines whether it attempts recovery| The CCR
service-user acquires this property as a result of Using certain
CCR services. It retains the property until the cdmpletion of
the atomic action branch.

3.7.42 referencing specification: An Applicatipn Layer In-
ternational Standard or other specification that specifies the
use of CCR services. CCR services are always used in
conjunction with a referencing specification.

3.7.43 requestor: The CCR service-user that| issues the
request primitive for a particular CCR service. | For a con-
firmed service, it also recei\(es the confirm prim{tive.

3.7.44 rollback of an atomic action hranch; rallback: Com-

3.7.32 local rollback procedures: Re-establishing the initial
state of all bound data, removal of concurrency controls, and
release of all resources used in performing the atomic action.

3.7.33 master CCR service-user; master: A CCR service-
user that has the role of superior. As the creator of the
atomic action tree, it has no superior, but it is the superior of
one or more intermediate and/or leaf CCR service-users.

3.7.34 mixed heuristic situation; mixed situation: The state
of bound data produced as the result of heuristic decision(s)
when a CCR service-user releases bound data in a state
different from the master.

pletion of an atomic action branch with the release of bound
data in the initial state.

3.7.45 subordinate of an atomic action branch; subordinate:
The CCR service-user that receives the request to begin the
branch, offers commitment and receives the order to com-
mit. |

3.7.46 superior of an atom\lc action branch; superior: The
CCR service-user that requests the beginning of the branch,
receives the offer of commitment and orders commitment.
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4 Abbreviations

This International Standard uses the following abbreviations.

ACSE
AE
AEl
ASE
CCR

CCR-sp

cnf
ind
MACF
osi
OSIE
req
rsp
SACF
SAO
U-ASE

Association Control Service Element
application-entity
application-entity invocation

5 Conventions

This International Standard defines services for CCR follow-
ing the descriptive conventions defined in ISO/TR 8509.

In clause 7, the definition of each CCR service includes a
table that lists the parameters of its primitives. For a given
primitive, the presence of each parameter is described by one

application-service-element

Commitment, Concurrency, and
Recovery application-service-element

Commitment, Concurrency, and
Recovery service-provider

confirm primitive

indication primitive

multiple association control function

Open Systems Interconnection

Open Systems Interconnection environment
request primitive

response primitive

single association control function

single association object

User application-service-element

ofthefoliowing values:

blank not applicable
Cc conditional
M mandatory
U user option

in these tables, the notation (=) indicates that a pgrameter
value is semantically equal to.the value toits left in the table.
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CCR servicgs are defined for a single association. They are
not concerned with and do not address the organization and
topology df a distributed application( )A referencing
specification is always required to coordinate the use of CCR
jrvices. owever, the use of CCR\services requires an
nderstandipg of the distributed appfication environment.

6.1.1 Atomfic action environment
6.1.1.1 Atdmic action properties

An atomic Jaction is a_‘specific set of related distributed
application |operations_that may be characterized by the
following properties:
a) atomigity:/A property of a set of related operations such
that the |operations are either all performed or none of

Figure 1 - Atomic action tree

d) durability: A property of a set of related operations such
that all the effects of the operations are not altefed by any
sort of failure.

In the ideal case, all these atomic action progerties are
maintained by the CCR service-user. However, the degree
of achievement of these properties depends on the level of
compliance to the CCR service-user rules (see annex A) and
the local strategies of the CCR service-users.

Taking heuristic decisions is an example of a locgl strategy
that might violate the atomic action properties [see 6.3).
Heuristic decisions do not guarantee atomicity of {he atomic
action. Another example is the use of a cohcurrency
mechanism that allows intermediate states of bound data to
be visible outside the atomic action.

6.1.1.2 The atomic action tree

The CCR service-users that participate in an atomic action
form a relationship that has a tree structure. Forlthis Inter-

Pav s 728 a
O g

b) consistency: A property of a related set of operations
such that the effect of the operations are performed
accurately, correctly and with validity, with respect to
application semantics.

c) isolation: A property of a set of related operations such
that partial results are not accessible, except by opera-
tions of the set. This definition implies that different sets
of related operations that have this property and that
share bound data are serializable.

national Standard, such a relationship is modelled as an
atomic action tree, as shown in figure 1. An atomic action
tree consists of CCR service-users and atomic action
branches.

A given AEl can represent one or more CCR service-users of
the same or different atomic action trees.

NOTE — Atomic action branches between CCR service-users in
the same AEl are outside of the scope of this International
Standard.

A branch of the atomic action is the relationship between
two logically adjacent CCR service-users.
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An atomic action tree is dynamically constructed by the
formation of its branches. The atomic action tree and its
branches only exist for the lifetime of the atomic action.

An atomic action tree starts when a CCR service-user begins
the first branch. This CCR service-user assigns this atomic
action an atomic action identifier whose value uniquely iden-
i ithi i i throughott

tions are isolated from concurrent operations that take place
outside of the atomic action.

6.1.4 Atomic action data

For this International Standard, the term atomic action data
refers to state and control information about an atomic
action and its branches. Atomic action data needed for

atomic agtion tree in this ordering started by CCR service-
he arrow on each branch shows the direction in
as started.

ic action branch

An atomig action branch is a relationship between two logi+
cally adjagent CCR service-users. This relationship performs
a portion [of the work of an atomic action. The branch’is
requested by one of the CCR service-users and the-other
receives the request. Within the atomic action.tree’hierar-
chy, the CCR service-user that receives the request is one
level lower than the CCR service-user that begins the branch.

The CCR/[service-user that begins a branch uses the ap-
propriate ptomic action identifier. It assigns a branch iden-

recovery IS required t0 persist it—an applicatipn or com-

munication failure occurs.

6.1.5 Operation of an atomic action

The overall goal of an atomic action. is;te exchange applica-
tion semantics to coordinate the setting of the final state of
all bound data. To achieve this{CCR supports} two-phase
commitment mechanism. During’phase | offerg of commit-
ment are collected. During’phase Il commitment is ordered
and confirmed.

Within the atomic action, each CCR service-usgr may offer
commitment on one-branch or it may make [no offer of

commitment. The, atomic action may therefo
sented as a hierarchical tree ordered on the basis

re be repre-
of offers of

commitment = this is the atomic action commik-tree.

6.1.6 Roles in an atomic action

Offers of commitment on a branch are only ma
CCR service-user that received the C-BEGIN indi
tive for the branch.

The following roles for a branch can therefor|
guished.
a) superior (of the branch): the CCR servi
requests the beginning of the branch, receiyv
of commitment and orders commitment.
b) subordinate (of the branch): the CCR servi
receives the request to begin the branch, off
ment and receives the order to commit.

Three types of CCR service-users exist withir
action.

de from the
cation primi-

e be distin-

e-user that
es the offer

ce-user that
Brs commit-

an atomic

tifier who
action. T
branch of

e value is unique within_the-scope of the atomic
his branch identifier is used to identify a particular
the atomic action tree during recovery following

an applicIion or communication failure.

A branch
communig
continue

supported by‘an.association. If an application or
ation failureroccurs, the branch may endure and
vith anothenassociation (see 6.2.2.2).

The opergtions. of an atomic action involve specific CCR

6.1.3 Bound data
service-u]er data as determined by the requirements of the

a) master: has the role of superior. As the creator of th

referencing specification. For this International Standard,
such data under the control of an atomic action are called
bound data.

Maodifications made by the operations of the atomic action
change the bound data from an initial state to a final state.
The modifications are indivisible and either all are applied
{placing the bound data in the final state) or none are applied
{placing the bound data in the initial state).

During an atomic action, an intermediate state of the bound
data is invisible outside of the atomic action. Any modifica-

(919

6.1.7 Two-phase commitment

CCR supports a two-phase commitment mechanism. During
phase | offers of commitment are collected. This Interna-
tional Standard does not specify when phase | starts.

A CCR service-user offers commitment to its superior when
it has received offers of commitment from all its subor-
dinates and has completed all operations. At this point, it is
capable of placing its bound data in either the initia! or final
state.
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The master leaves phase | and enters phase Il when it decides
to commit the atomic action. To do this, it has received
offers of commitment from all its subordinates. It also is
capable of placing its bound data in the final state. The
master then orders its subordinates to commit. The master
leaves phase Il after receuvmg commitment confirmation
from all its o which it ha

ment.

itment procedure

Commitment is the procedure whereby the CCR service-
users partigipating in an atomic action release their bound
data in the final state.

Commitment only occurs after all participating CCR service-
users (other than the master) have offered commitment.
The masterfinitiates commitment. When the master decides
to commit,|it enters phase li. As each CCR service-user
commits, if releases its bound data in the final state and
orders all ofl its subordinates to commit.

6.1.9 Rollback procedure

Rollback is [the procedure used to force the completion of
some or all the branches of an atomic action. The procedure
results in the release of related bound data in the initial state.,
Rollback may apply to an entire atomic action. It may/also
apply to a stibtree of the atomic action tree whose rootis an
intermediatg or a leaf.

A CCR seryice-user, that is not the master, may initiate
rollback pripr to offering commitment. The master may
initiate rollbck prior to ordering commitment.

ﬂr rollback, a CCR service-user relgases its bound data in
e initial state. It forces the completion of the branches to
its subordinlates by propagating-the rollback on them. If it
initiated rollback, it forces theleompletion of the branch to
its superior

Prior to offe
phase), a C{

ring commitment (i.e. before entering the doubt
R serviceduser may order any of its subordinates

ISO/IEC 9804 : 1990 (E)

same bound data. That is, the concurrent execution of atomic
actions is serializable.

CCR requires concurrency control for the control of atomic
actions. However, the facility to accomplish concurrency is
outside the scope of this International Standard.

CCR facilities support the beginning and completion of a
single branch. The overall goal of a branch)is to| exchange
application semantics to cause the modificationl of bound
data in a coordinated manner.

6.2.1 Operation of a branch
The operation of a branch is divided into two par

a) creation of the branch.and the exchange of Tpplication
semantics between~the two CCR servicg-users to
produce the final state-of the bound data; and

b} commitment whereby the final state of the hound data
is made permapent (i.e. committed) or rollback whereby
the bound data are restored to the initial state

At any time\before starting the commitment procedure,
either CCR'service-user may roll back the branch

A branchr¢an be interrupted by an application or cqmmunica-
tionfailure. A CCR service-user with recovery responsibility
attempts to recover an interrupted branch usirlg another
association. A CCR service-user acquires recovelry respon-
sibility for a branch before it uses specific CCR sefvices (see
6.2.2.2). Both CCR service-users may havel recovery
responsibility for the branch.

This International Standard defines CCR services fpr creating
and controlling an individual branch. It also defineg rules that
govern the exchange of application semantics on|a branch.

NOTE — The exchange of application semantics| within the
framework of a branch is defined by the referencinp specifica-
tion.

6.2.2 Recovery

CCR addresses failure and subsequent recovegry at the
branch level.

6.2.2.1 Failure

AEls involved in an atomic action can fail at [any time.
However, CCR functionality and applicability rely upon the
preservation of the bound data and atomic action| data over
such failures. The loss of such data causes a breagkdown of
the CCR functionality and applicability and the atomic action
properties are no longer guaranteed.

taken a heunstlc decnsnon onIy rolls back ifit receives an order
to roll back from its superior (see 6.3).

6.1.10 Concurrency control

Concurrency control is a real open system mechanism, It
coordinates modifications to bound data used by concurrent
atomic actions. A concurrency control mechanism guaran-
tees the atomic action isolation property.

NOTE — A concurrency control mechanism ensures that atleast
one serial sequence of a given set of atomic actions exists that
produces the same result to the common bound data as the
concurrent (parallel) operation of the same atomic actions on the

Following an application or communication failure, recovery
on another association may be needed. This is done to
preserve the atomic action properties and to place the bound
data into a consistent state. In particular, the CCR service-
user may invoke CCR recovery facilities on another associa-
tion to recover CCR semantic exchanges that may have been
lost.

The CCR service-user accesses atomic action data when it
invokes the CCR recovery facilities. Atomic action data and
the CCR recovery facilities enable the CCR service-user to
complete the branch.
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NOTE — Following an application failure, local recovery
mechanisms may be needed to restore the CCR service-user.
These mechanisms may be used at a later time and may involve
human intervention.

6.2.2.2 Recovery mechanism

A recovery mechanism determines when the CCR service-
users of i ibiti

branch. If a failure occurs, a CCR service-user with recovery
responsiljility attempts the recovery of that branch.

CCR employs the presumed rollback (sometimes called
“*presumned abort”) recovery mechanism. For this
mechanigm, the subordinate acquires recovery respon-
sibility when it decides to offer commitment. The superior
acquires [recovery responsibility when it decides to order
commitmimient. Both keep recovery responsibility until the
completi¢n of the branch.

NOTE |— For the master, the presumed roliback recovery
mechahism does not require the recording of atomic action data
until it| decides to commit the atomic action. For a leaf or
intermediate, the recording of atomic action data does not occur
until it flecides to offer commitment. This reduces the overhead
of recording atomic action data at the beginning of the branch.

recovery mechanism for an individual branch
makes three basic requirements of the CCR service-user:

a) the|maintenance of atomic action data;

b) thelability to set the initial or final state of bound data;

and

c) the[initiation of recovery when it has recovery respon-

sibility.
The CCR|service-user uses atomic action data to determine
if it has rgécovery responsibility.

Before cpmmitment, a CCR service-user does not have
recovery [responsibility. If an application or communication
failure og¢curs, the CCR service-user shall be capable of
restoring|its bound data to the initial state.

During the doubt period, a CCR servicé-user has recovery
responsibjility. If an application ,or, communication failure
occurs, the CCR service-user shall-be capable of placing its
bound data in either the initial‘'or-final state.

After an jppplication failure,\local recovery mechanisms re-
establish|the operationthe CCR service-user. The CCR ser-
vice-user|then attemptsto use a new association to recover
any brang¢h for which,it has recovery responsibility.

After a gommunication failure, the CCR service-user at-
tempts tg use-another association to recover the branch if it
has recoyery responsibility.

6.3.1 Rationale for heuristic decisions

After a CCR service-user offers commitment, the CCR ser-
vice-user is in the doubt period. It keeps the capability to
commit or to roll back unti! ordered to do so by the superior.
In practice, this may not be acceptable. A prolonged failure
may occur or an exceptionally long delay may take place

isi mmit or roll back is communicated
toit.

In such circumstances, a CCR service-user)may decide to

" When a mixed situation is detected, the

take a heuristic decision. It puts some orallof it
into the initial state, the final statetor.some

state. It does this while still in thedoubt period.

5 bound data
ntermediate

For a heuristic decision, the CCR'service-user donsiders the

tradeoff between:

a) keeping the capability to commit or to ro|
keeping locks on valuable data); and

b) taking a heuriStic"decision that possibly
atomic action properties and then coping wit
of this violation:

6.3.2. Taking'a heuristic decision

Any CCR/sérvice-user that has offered com

I back (e.g.,

violates the
hthe effects

itment may

take a-heuristic decision. This includes a CCR|service-user
involved in a branch interrupted by an application or com-
munication failure. A CCR service-user may take more than

one heuristic decision for a given atomic action

A referencing specification may specify constiaints on the

taking of heuristic decisions. This includes

heuristic decisions.

from that taken by the master results in a mix

ot allowing

situation.

A heuristic decision of a CCR service-user thzfjis different

Mixed situations are resolved by compensa
These compensating actions are application-sp
as situation-specific. Compensating actions ar
scope of this International Standard.

6.3.3 Detection of heuristic mixed situation

The use of CCR services guarantees that any
user that took a heuristic decision eventu
whether its decision was in line with the de
master or if a mixed situation has occurred.

6.3.4 Reporting of heuristic mixed situation

ing actions.
ecific as well
e outside the

CCR servicc.

blly detects
ision of the

referencing

specification is responsible for reporting to an entity capable

of resolving the mixed situation.

A referencing specification may use the User Data parameter

Recovery responsibility is determined by the atomic action
data.

6.3 Heuristic decisions

This International Standard does not explicitly provide
capabilities to communicate heuristic decisions, nor the
means to reduce the impact of such decisions. This discus-
sion is included because a referencing specification may
define conditions concerning heuristic decisions that affect
the use of CCR services.

of some CCR service primitives to communica

te the exist-

ence of a heuristic decision or a heuristic mixed situation.

Such communication may not be reliable.
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Table 1 - CCR services
Service Type Requestor
C-BEGIN Optionally confirmed Superior
C-PREPARE Non-confirmed Superior
C-READY Non-confirmed Subordinate
C-COMMIT Confirmed Superior
C-ROLLBACK Confirmed Superior or subordinate
C-RECOVER Confirmed . Superior
Optionally confirmed Subordinate
7 Servide definition The completion of thebranch is achieved either py:
This clausg defines each CCR service. Clause 8 describes a) two-phase Commitment, using the C-PREPARE, C-

the allower
branch of
user rules

sequences of CCR service primitives used on one
n atomic action. Annex A specifies CCR service-
hat a referencing specification shall incorporate.

The servicgs provided by CCR allow two CCR service-users

to commui

icate with each other. The use of the CCR ser-

vices depgnds on whether a CCR service-user is acting as
the superigr or the subordinate.

A superior|may invoke the following services:

a) C-BEGIN, to begin a branch;

b) C-PREPARE, to request that the subordinate offer com-
mitmenit;

¢) C-CQMMIT, to order the subordinate to commit;

d) C-ROLLBACK, to order the subordinate to roll back; and

e) C-RECOVER, to perform recovery after an application
or cominunication failure.

A subordinfate may invoke the followirng services:
‘ a) C-READY, to offer commitment to the superior;

b) C-RQLLBACK, to inform the-stiperior that roliback has
taken place; and

c) C-RECOVER, to perform recovery after an application
or communication failure-

After a brahch has been created by the C-BEGIN service, the

application
specificati

semantic,exchange defined by the referencing
bn 0cCUrS to progress the branch.

READY, C.-COMMIT, and possibly C-RECOVHR services;

or
b) rollback, using the C-ROLLBACK, and possibly C-
RECOVER services.

Table\7 lists the CCR services, the type of sdrvice (con-

firmed, optionally confirmed or non-confirmed),|and the re-

questor of the service.

7.1 C-BEGIN service

7.1.1 Purpose and use

7.1.1.1 A CCR service-user, called the superiof, uses the

C-BEGIN request primitive to request the beg|nning of a

branch with another CCR service-user, called|the subor-

dinate. The C-BEGIN service is used on an estd
sociation. The subordinate is included in the s
action as the superior.

blished as-
me atomic

7.1.1.2 The subordinate may optionally use the C-BEGIN

response primitive before sending the first
semantics for this new branch. In this case,

application

application

semantics sent before the C-BEGIN response pfimitive are

not part of this new branch.

7.1.1.3 The use of the C-BEGIN service has the effect of

establishing a minor synchronization point on thd

Table 2 - C-BEGIN parameters

Parameter Name Req Ind Rsp Cnf
Atomic Action Identifier - Master’'s Name M M(=)
Atomic Action Identifier - Suffix M M(=)
Branch Identifier - Superior’s Name M M(=)
Branch Identifier - Suffix M M(=)
User Data ¥] Ci=) 8] C{=)

underlying
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session-connection that supports the branch. The superior
shall own the synchronize-minor token.

7.1.1.4 The C-BEGIN service may be jointly issued with the
C-COMMIT and C-ROLLBACK services (see 7.4 and 7.5,
respectively).

7.1.2 C-BEGIN parameters

7.1.2.2.4 The superior assigns the value of the Suffix
parameter so the value unambiguously identifies this branch
among all those branches of this atomic action within the AEI

of the superior.

7.1.2.3 User Data
This parameter may carry an unlimited amoun

t of informa-

Table 2|lists the C-BEGIN service parameters. Each

parameter is discussed below.

7.1.2.1 Atomic Action ldentifier

7.1.2.1.1| The Atomic Action Identifier unambiguously iden-
tifies thq atomic action to which this branch belongs. Its
value is gssigned by the master when the first branch of the
atomic agtion is begun. This value is subsequently used by
the supetlior of each branch.

7.1.2.1.2|The Atomic Action Identifier consists of the
Master’s Name parameter together with the Suffix
parametgr.

7.1.2.1.3| The value of the Master’s Name parameter is the
master’s| AE title. This value unambiguously identifies the
master of the atomic action.

7.1.2.1.4|The master assigns the value of the Suffix
parameter so the value unambiguously identifies the atomic
action armmong all those with the same master’s name.

ic Action Identifier. It consists of the Superior‘s
ameter together with the Suffix parameter.

7.1.2.2.2| The value of the Superior’s Name is the superior’s
AE title. [This value unambiguously identifies the.superior of
the brangh.

NOTE|— The A-ASSOCIATE service of "ACSE (ISO 8649)
provides a facility to exchange AE title values.

7.1.2.2.3|This International Standafd jrequires the use of
either the Calling AE Title or Responding AE title parameters
of the A-ASSOCIATE service to-identify the superior.

tiomas determined-by the teferencing specification. It may
contain one or more presentation data values from presenta-

tion contexts in the defined context set-when
request primitive is issued.

NOTE — The referencing specification determines

the C-BEGIN

the use of this

parameter. For example, it can indicate the migimum require-

ments for commitment, the preféerred character sé

ts for diagnos-

tics, or additional information about the nature of this branch.

7.2 C-PREPARE service

7.2.1 Purpose and use
7.2.1.1 C-PREPARE:s a non-confirmed service.

The superior

may optionally invoke C-PREPARE if it has not received an

offer of commitment from the subordinate.

branch and offer commitment. The superior

[The superior

all not send

requests_that the subordinate complete proc%:sing for the
h

the subordinate any further application se
change the bound data of this atomic action.

antics that

7<2.1.2 The C-PREPARE service is not needg¢d when the

application semantic exchange of a branch
equivalent prepare request from the superior.

7.2.1.3 If the subordinate is unable to offer com
subordinate rolls back the branch (see 7.5).

7.2.2 C-PREPARE parameter

Table 3 lists the C-PREPARE service parametef.

7.2.2.1 User Data

The superior may use this parameter to carry
amount of information determined by the
specification. It may contain one or more pres
values from presentation contexts in the define
when the C-PREPARE request primitive is issug

NOTE — The referencing specification determineg
parameter.

provides an

mitment, the

an unlimited
referencing

bntation da

d context

ed.

the use of this

Table 3 - C-PREPARE parameter

Parameter name

Req Ind

User Data

U Ci=)

10
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Table 4 - C-READY parameter

Parameter name

Req Ind

User Data

U Ct

: 1990 (E)

7.3 C-READY service

7.3.1 Pufpose and use

branch.
tion or ¢

hat is, it shall attempt recovery after an applica-
mmunication failure (see 7.6).

Table 4 l|sts the C-READY service parameter.

7.3.2.1 User Data

The subdrdinate may use this parameter to carry anunlimited
amount pf information as determined by the referencing
specification. It may contain one or more presentation data
values frpm presentation contexts in the defined context set
when the C-READY request primitive is issued.

NOTE |- The referencing specification determines the ise of this
parampter. For example, it can carry warnings Of \requested
action|variations.

7.4 C-COMMIT service

7.4.1 Pufpose and use
7.4.1.1 J-COMMIT is a confirmed, service that a superior
"invokes 1o order commitment.

7.4.1.2 Tlhe superior issues the.request primitive only if the
following is true:
a) the|subordinate has offered commitment {see 7.3); and
b) thel superior has its bound data in the final state.
The supgrior has recovery responsibility for this branch.

That is, |it shall attempt recovery after an application or
communjcation failure (see 7.6).

7.4.1.3 E 3 OE : E P
complete the branch. Before issuing the primitive, the sub-

ordinate shall release all of its resources (e:g,
the final state). The subordinate no longer
responsibility for this branch. That is, it shal
recovery after an application or communicatio

7.4.1.4 For the superior, the branch is comp
receives the confirm primitive:D It no longer
responsibility for this branch.) That is, it shal
recovery after an application or communicatio

bound data in
has recovery

not attempt
h failure.

eted when it
has recovery
not attempt
h failure.

7.4.1.5 The use of the C:COMMIT service has| the effect of

establishing a majorsynchronization point on t
session-connection‘that supports the branch.
shall own the major/activity token.

7.4.1.6 The\superior may jointly issue a C-B
primitive)with the C-COMMIT request primitiv

7.4.2.C-COMMIT parameter

Tabte 5 lists the C-COMMIT service parametef.

7.4.2.1 User Data
This parameter may carry an unlimited amour

tion determined by the referencing specifica.rion.

contain one or more presentation data values f
tion contexts in the defined context set when th
request primitive is issued.

NOTE — The referencing specification determine
parameter.

7.5 C-ROLLBACK service

7.5.1 Purpose and use

7.5.1.1 C-ROLLBACK is a confirmed service t
superior or the subordinate may invoke to forg
of the branch. This service can cause the loss
semantics in transit on the underlying sessig
that supports the branch.

he underlying
The superior

EGIN request

b
C.

t of informa-
It may
om presenta-
e C-COMMIT

5 the use of this

hat either the
e completion
bf application
n-connection

7.5.1.2 The superior invokes this service to orq
dinate to roll back. It may issue the C-ROLLH
primitive anytime before invoking the C-COM

jer the subor-
ACK request
IT service.

BACK request

primitive to inform the superior of refusal to commit. The

Table 5 - C-COMMIT parameter

Parameter Name

Req

Ind Rsp Cnf

User Data

U

Ci=) u Ci=)

11
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Table 6 - C-ROLLBACK parameter

Parameter Name

Req

Ind Rsp Cnf

User Data

U

C(=) u

subordinate may issue the C-ROLLBACK request primitive
anytime hQefore invoking the C-READY service. As part of
the completion of the branch, the subordinate shall release
ali resourges (e.g., bound data in the initial state).

7.5.1.4 Alservice collision of two C-ROLLBACK request
primitived can occur. For this reason, the delivery of the
indication| primitive to the CCR service-user that was the
associatign-initiator is not guaranteed. However, both CCR
service-ugers are aware that the branch has been rolled back.

7.5.1.5 The use of the C-ROLLBACK service involves
resynchrgnization of the underlying session-connection that
supports the branch. This can result in a Presentation Layer
indication| of a change in the defined context set of the
underlyinlg presentation-connection that supports the
branch.

7.5.1.6 The superior may jointly issue a C-BEGIN request
primitive with a C-ROLLBACK request or response primitive.

7.5.2 C-ROLLBACK parameter
Table 6 lists the C-ROLLBACK parameter.

7.5.2.1 User Data

This parameter may carry an unlimited amount ofiinforma-
tion as ddtermined by the referencing specification. It may
contain ohe or more presentation data values from presenta-
tion confexts in the defined context set when the C-
ROLLBAQK request primitive is issued.

NOTE 1 The delivery of the User Data‘parameter is not guaran-
teed bdcause of the chance of collision.

7.6 C-RECOVER service

7.6.1 Purpose and use

7.6.1.1 Either a superior-or a subordinate may invoke the
C-RECOVER service. after a failure. It is either a confirmed

or optionally confirmed service depending on the requestor.

7.6.1.2 When a superior is the requestor, C-RHCOVER is a
confirmed service.

7.6.1.3 When a subordinate/is the requestor, C-RECOVER is
an optionally confirmed\service. The accepfor (i.e., th

superior) may reply with a C-RECOVER respor|se primitiv

thus continuing thisZservice procedure. Alterjatively, the
superior may reply.with a C-RECOVER request pfimitive thus
ending this C-RECOVER service procedure and starting a
second servicé procedure. The superior is the requestor for
the second C-RECOVER service procedure.

7.6.1.4'The association used by the requestor shall not be in
usecfor-another recovery or for another branch. However,
this requirement is relaxed if the requestor is the|superior and
itiissues a C-RECOVER request primitive as the reply to a
C-RECOVER indication primitive.

7.6.1.5 Therequestor shall own the synchronizefminor token
for the underlying session-connection that supports the
branch. However, this requirement is also rglaxed if the
requestor is the superior and it issues a C-RECO[VER request
primitive as the reply to a C-RECOVER indicatign.

7.6.2 C-RECOVER parameters

Table 7 lists the C-RECOVER service paramgters.
parameter is discussed below.

Each

7.6.2.1 Recovery State

7.6.2.1.1 The requestor uses this parameter (g
perception of the state of the identified bran¢gh. The ac-
ceptor uses the parameter to express its reply. [Table 8 lists
the values for this parameter when the subordinate or the
superior is the requestor.

express it.

7.6.2.1.2 The values of this parameter have the following
meanings.

a) “ready” is used by the subordinate to inform the supe-
rior that it had previously offered commitmetnt. The fol-
lowing is true about the subordinate.

Table 7 - C-RECOVER parameters

Parameter Name Req Ind Rsp Cnf

Recovery State M M(=) M M(=)
Atomic Action Identifier M M(=) | M M(=)
Branch Identifier M M(=) M M(=)
User Data U Ci=) U C(=)

12
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Requestor- acceptor Req value Rsp value

Subordinate-superior ready unknown; or
retry-later

Superior-subordinate commit done; or
retry-later

1) Itp bound data can be released in either the initial or
final state.

2) | has recovery responsibility for this branch. That
is, if shall attempt recovery after an application or
communication failure {see 7.6).

3) I shall not send any further application semantics
to the superior that change the bound data of this
atoric action.

b) “commit” is used by the superior to inform the subor-
dinate that it had previously ordered commitment. The
followir}g is true about the superior.

1) Its bound data is in the final state.

2) It{ has recovery responsibility for this branch. That
is, it shall attempt recovery after an application or
communication failure.

c) “unkpown” is used by the superior to indicate that it
has no atomic action data for this branch.

d) “retry-later” is used by the acceptor to indicate that it
cannot proceed with recovery now. In this situation; the
requestpr reissues the C-RECOVER request primitive at a
later time.

NOTE —{ A common use of “retry-later” is when a subordinate

receives|a C-RECOVER indication primitive"and it cannot estab-
lish an agsociation with one or more of its'subordinates.

e) “dong” indicates that the subordinate has completed
commitment.

7.6.2.2 Atomic Action Identifier
This paramjeter identifies/the.atomic action whose branch is

being recoyered.

It has:the same form and value as that on

the corresponding C<BEGIN service (see 7.1.2.1).

7.6.2.3 Branch tdentifier

This paranjeteridentifies the branch being recovered. It has
the same form and value as that of the corresponding C-
BEGIN service (see 7.1.2.2}.

7.6.2.4 User Data

This parameter may carry an unlimited amount
tion determined by the referencing specificatiqg
contain one or more presentation data values fro
tion contexts in the defined context set w
RECOVER request primitive is issued.

NOTE — The refereneing specification determines t
parameter. For example, it can repeat information
CCR service primitive lost in the failure, or to provid
retry time in‘the Case that the Recovery State parg
is “retry-latery”

8 Sequencing information

The, alowed sequences of CCR service primit
association are defined by the state tablesin this
state tables are presented in terms of events an

8.1 General
8.1.1 The sequences specified in this clause arg

pf informa-
n. It may
presenta-
en the C-

he use of this
carried by a
P an optional
meter value

ves for an
lause. The
states.

for a CCR

service-user acting as a superior or as a subortiinate. The

sequences relate 10 a single association for a si
action branch. However, the overlap of two br
occur when a C-BEGIN request primitive is issued
a C-COMMIT or C-ROLLBACK request primitive.

8.1.2 Tables 9 and 10 define the elements used
tables.

—Table 9 specifies the abbreviated name an
tion for each state.

—Table 10 specifies the events.
8.1.3 Tables 11 to 14 specify the state tables.

are presented separately for convenience and cl
use the abbreviated names and identifiers of tabld

—Table 11 shows the states and events for
that is used by the superior, up to the co

gle atomic
bnches can
iointly with

n the state

i a descrip-

The tables
brity. They
s 9and 10.

a CCR ASE
mpletion of

the branch or the event Of an applicat

n or com-

munication failure, whichever happens first.

—Table 12 shows the states and events for
that is used by the subordinate, up to the
of the branch or the event of an applicati

aCCR ASE
completion
on or com-

munication failure, whichever happens first.

—Table 13 shows the states and events for

aCCR ASE

that is used by a superior when it attempts the

recovery of a branch.

—Table 14 shows the states and events for
that is used by a subordinate when it at
recovery of a branch.

a CCR ASE
tempts the

13
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8.2 Events

8.2.1 In the state tables, the events are:
a) a CCR request or response primitive issued by the CCR
service-user to the CCR ASE; or

b) a CCR indication or confirm primitive issued by the CCR
ASE to the CCR service-user; or

8.5 Completing the branch
8.5.1 For the superior, a branch is completed by any of
following:

a) C-COMMIT confirm primitive; or

b} C-ROLLBACK confirm primitive; or

c) C-ROLLBACK response primitive; or

¢) twp CCR request primitives jointly issued by the CCR
servige-user to the CCR ASE; or

d) twp CCR indication primitives jointly issued by the CCR
ASE {o the CCR service-user. '

8.2.2 The events are listed in table 10. The joint issue of CCR
service grimitives that are not shown as an event are treated
as the cansecutive occurrence of the individual events in the
table.

8.3 Stares

The stafes used in the state tables are represented by the
notation| “Zn” assigned in table 9, where Z is an upper-case
letter (I,A,B,C,X or Y) and n is null or is an integer.

8.4 Intprpretation of the state table

8.4.1 Fof both the superior and subordinate, the CCR ASE is
initializef] in the idle state (1). This occurs when the CCR ASE
is initiallly used on the association. If the supporting associa-
tion is ngrmally or abnormally released, the CCR ASE ceases
to exist,

8.4.2 In the state tables, the intersection of an event (row)
and a state (column) forms a cell. A non-blank cell repre-
sents the combination of an event and state that is defined
for the CCR ASE. When such an intersection occurs, the
state of the CCR ASE is changed to the state specified in the
cell.

8.4.3 A blank cell represents the combination of an event and
a state that is not defined for the CCR ASE.Any action taken
by the (CR service-user is a local matter.

d) C-RECOVER(done) confirm primitive; or
e) application or communication failuré befpre it issues a
C-COMMIT request primitive.
8.5.2 For a subordinate, a branch is completed|by any of the
following:
a) C-COMMIT response primitive; or
b) C-ROLLBACK response primitive; or
¢) C-ROLLBACK confifm primitive; or .
d) C-RECOVER(done) response primitive; of
e) C-RECOVER{unknown) confirm primitive; or

f) application.or communication failure befpre it issues a
C-READY request.

8.6 Collisions and disruptive services

8.6. 1 Application semantics in transit on the upderlying ses-
sionsconnection can be lost by using the C-RQLLBACK ser-
vice, if the corresponding indication or confirm| primitive has
not already been issued.
8.6.2 No CCR services other than C-ROLLBACK are disrup-
tive.
8.6.3 The requirement that the requestor of the C-BEGIN or
the C-RECOVER service hold the synchronize¢-minor token
prevents service collisions between C-BEGIN and C-
RECOVER.
8.6.4 A superior may reply with a C-RECOVER{commit) re-
quest primitive to a C-RECOVER(ready) indicdtion primitive
without holding the synchronize-minor token, put a collision

is not possible.

14
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State Description

| Idle State

Al C.BEGIN raquagt_isenarl

A2 C-BEGIN request confirmed

A3 C-BEGIN réquest and C-PREPARE request issued

A4 C-BEGIN request confirmed and C-PREPARE request issued

A5 C-READY indication received ‘

A8 C-COMMIT request issued

A7 C-READY indication not received, C-ROLLBACK request issued

A8 C-READY indication received, C-ROLLBACK request issued

A9 C-ROLLBACK indication received

Al0 C-COMMIT request and C-BEGIN request issued

Al1 C-READY indication not received, C-ROLLBACK.and C-BEGIN requests
issued

A2 C-ROLLBACK indication received after C-ROLLBACK and C-BEGIN
requests issued

A13 C-READY indication received and\C-ROLLBACK and C-BEGIN
requests issued

B1 C-BEGIN indication recejved

B2 C-BEGIN indicationreéceived and C-BEGIN response issued

B3 C-BEGIN indication received and C-PREPARE indication received

B4 C-BEGIN indication and C-PREPARE indication received, C-BEGIN
response issued

BS C-READY request issued, C-PREPARE indication not received

B6 C-READY request issued, C-PREPARE indication received

B7 C-COMMIT indication received

B8 C-ROLLBACK indication received

B9 C-ROLLBACK request issued

B10 C-COMMIT indication and C-BEGIN indication received

B11 C-ROLLBACUK and C-BEGIN indications received

X1 C-RECOVER(commit) request issued

X2 C-RECOVER(ready) indication received

Y1 C-RECOVER (commit) indication received

Y2 C-RECOVER(ready) request issued

15
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Table 10 - Events

C-ROLLBACK req
C-ROLLBACK ind

C-ROLLBACK rsp
C-ROLLBACK cnf

C-COMMIT + C-BEGIN req
C-COMMIT + C-BEGIN ind
C-ROLLBACK + C-BEGIN req

C-ROLLBACK +‘G-BEGIN ind

Superior or subordinate

CCR-sp

Subordinaté or superior

CCR-sp

Superior

CCR-sp

Superior

CCR-sp

C-ROLLBACK request primitive

C-ROLLBACK indication primitive to subord
or superior

C-ROLLBACK response primitive

Abbreviated name Source Name and description
C-BEGIN req Superior C-BEGIN request primitive
C-BEGIN ind CCR-sp C-BEGIN indication primitive to subordinate
C-BEGIN rsp Subordinate C-BEGIN response primitive
C-BEGIN cnf CCR-sp C-BEGIN confirm primitive to superior
C-PREPARE req Superior C-PREPARE request primitive
C-PREPARE ind CCR-sp C-PREPARE indication primitive to subordinate
C-READY req Subordinate C-READY request primitive
C-READY ind CCR-sp C-READY indication primitive to superior
C-COMMIT req Superior C-COMMIT request primitive
C-COMMIT ind CCR-sp C-COMMIT indication primitive to subordinate
C-COMMIT rsp Subordinate C-COMMIT response primitive
C-COMMIT enf CCR-sp C-COMMIT confirm primitive to superior

inate

C-ROLLBACK confirm primitive to subordingte

or superior

C-COMMIT request primitive with a C-BEGI
request primitive

C-COMMIT indication primitive with a C-BE
indication primitive to subordinate

h

x4
P4

C-ROLLBACK request primitive with a C-BEGIN

request primitive

C-ROLLBACK indication primitive with a C-BEGIN

indication primitive to subordinate or super

or

16
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Table 10 ~ Events (concluded)

Abbreviated name Source Name and description
C-RECOVER(commit) req Superior C-RECOVER(commit) request
(Recovery State = “commit’)
C-REGOVER({commit) ind CCR-sp C-RECOVER{commit) indication primitive 1o subordinate

(Recovery State = “commit”)

C-REGQOVER(ready) req Subordinate C-RECOVER(ready) request primitive
(Recovery State = “ready”)

C-RECQOVER(ready) ind CCR-sp C-RECOVER(ready) indication primitive.to.superior
(Recovery State = “ready”)

C-REQOVER(done) rsp Subordinate C-RECOVER(done) response ptimitive
(Recovery State = “done”)

C-REGOVER(done) cnf CCR-sp C-RECOVER(done) confirm-primitive to superior
(Recovery State = “done’)

C-RECQOVERY (retry-later) rsp Superior or subordinate C-RECOVER(retry-later) response primitive
(Recovery State’ = “retry-later”)

C-REGOVER(retry-later) cnf CCR-sp C-RECOVER(retry-later) confirm primitive to subordinate
or superior (Recovery State = “retry-later”)

C-REQOVER(unknown) rsp Superior C-RECOVER (unknown) response primitive
(Recovery State = “unknown”)

C-REGOVER (unknown) cnf CCR-sp C-RECOVER(unknown) confirm primitive to
subordinate (Recovery State = “unknown”)

17
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Table 11 — State table for superior: normal operation

Preceding State
Event l Al |A2 | A3| A4 | A5 | A6 | A7 | AB| A9| A10|A11 |A12] A13
C-BEGINreq Al
C-BEGIN onf A2 A4
C-PREPARE req A3 | A4
C-READY ind A5 | A5 | A5 | A5
C-COllﬂMIT req A6
c-coi.anT enf 1 At
C-RO{,LBACK req A7 |A7 | A7 | A7 | A8
C-RO|LBACK cnf K A1 A1
C-RO|LLBACK ind A9 | A9 | A9 | A9 A9 A12
C-ROLLBACK rsp I ']
C-COMMIT + A10
C-BEGIN req
C-ROLLBACK + A11 | A11] A11[%A11] A13
C-BEGIN req

Table 12 - State'table for subordinate: normal operation

Preceding State
Event i Bi| B2 |B3| B4 B5| B6| B7 | B8 | B9 |B10 B
C-BEGIN ind B1
C-BEGIN rsp B2 B4
C-PREPARE ind B3 | B4 B6
C-READY req B5 | BS | B6 | B6
C-COMMITnd ‘ B7 | B7
C-COMMIT rsp | B1
S-ROLEBACK-nd g3 | Rs B8 | B8 | B8 | B8 B8
C-ROLLBACK rsp | B1
C-ROLLBACK req Bo | B9 | B9 | B9
C-ROLLBACK cnf |
C-COMMIT + B10; B10O
C-BEGIN ind )
C-ROLLBACK + B11| B11 | B11| B11| B11| BN B11
C-BEGIN ind

18


https://standardsiso.com/api/?name=b8bc040dd1f591b5b0ee18234ff473bc

ISO/IEC 9804 : 1990 (E)

Table 13 — State table for superior: recovery

Preceding State

Event I X1 X2

C-RECOVER (commitjreq X1 X1

C-RECOVER (done) cnf 1

C-RECOVER (retry-later) cnf |

C-RECOVER (ready) ind X2

C-RECOVER (unknown) rsp [

C-RECOVER (retry-later) rsp |

Table 14 - State table for subordinate: recovery

Preceding State

Event 1 Y1 Y2

C-RECOVER (commit) ind Y1 : Y1

C-RECOVER (done) rsp [

C-RECOVER (retry-later) rsp I

C-RECOVER {ready) req Y2

C-RECOVER (unknown) ‘cnf !

C-RECOVER (retry-later) cnf |

19
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9 Using CCR 9.3.3 A referencing specification may use session
synchronization points and session resynchronization for a
9.1 General checkpointing facility. This may or may not be visible in the

. L. . service primitives of that referencing specification.
9.1.1 For a given association, CCR services may be used at € P gsp

any time during the sequence of any other ASE service or the 9.4 Use of transport expedited service

9.4.1 If the transport-expedited service is used by the Ses-

9.1.2T i 0 g e

separate SEs LA

using the same association. CCR User Data parameters (if a) respond to a C-BEGIN indication pritmitive with a C-
present} are carried as one or more presentation data values BEGIN response primitive; and

that arejpassed directly to and from the presentation-service. b) not issue C-ROLLBACK request primitfve until after

§CCR b ! . ] receiving the C-BEGIN confirmation primitive.
9.2Uspof C .y a cooperaftmg main sell’wce o 9.4.2 If the transport expedited'service is ngt used by the
9.2.1 CCR may be incorporated into a referencing specifica- Session Layer, these restrigtions do not applyl.

i broviding a parameter in its servi rimitives to carr
tion by gro gepa € cep est y NOTE — The use of the’/session resynchronize¢ service for :’

CCR semantics. Such a referencing specification is called a 4 ) J
1. " . . . ROLLBACK may cause purging of user-data outgide the atomi
coopergting main service. Annex B in ISO/IEC 9805 defines action. If the transport expedited service is useq by session an

the opgrating characteristics for the use of CCR by a the above restrictions are not followed, the C-BEGIN and user-
coopergting main service. data preceding it\may be purged. It is expected that a future
9.2.2 Re¢strictions on token usage defined in this Internation- change to segsion will prevent this possibility and remove these
al Standlard may not apply to a cooperating main service. restrictiogs-

However, the referencing specification is responsible for
preventjng collision situations that are not covered by CCR

9.5 Starting a branch

sequenging rules (see clause 8). If a request primitive of a referencing specificdtion invokes a
function whose completion (or failure) is signplled by a cor-
9.3 Usg of resynchronization résponding confirm (or indication) primitive, then a C-BEGIN

request primitive cannot be issued between the referencing
specification’s request and confirm (or indicatipn) primitives.
This restriction prevents ambiguity about thg precise point
in time when the branch begins.

9.3.2 The CCR services cannot be used outside of a session
activity|if the session activity management functional unit
was selpcted for the supporting association.
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CCR service-user rules
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A.1 Introduction

This annex defines CCR service-user rules that shall be
incorporat¢d by a referencing specification. In addition to
ﬂese ruleg, a referencing specification may include more

annex.

A.1.2 Heuristic decision considerations

A.1.2.1 If 3 CCR service-usertakes a heuristic decision (see
6.3), this International Standard relaxes the requirement to
adhere to 3 number of CCR service-user rules necessary to
guarantee gtomicity.

A.1.2.2 The following bound dat@-manipulatio
relaxed in the presence of a heuristiC decision

Rule A.3.5-b;
Rule A.3.7; and
Rule A.3.10-b.

A.1.2.3 The following multi-branch sequencg
relaxed in the presence of a heuristic decision

Rule A.3(4)T-a;
Rule A.3.5-3;
Rule)A.3.6.1-b;
Rule A.3.9.1-a; and
Rule A.3.10-a.
A.1.2.4 All rules not listed above shall always |

h rules are

rules are

e followed

even if atomicity is not required. The only exceptjon is when

CCR is used by a cooperating main service (see

A.2 Compliance
A.2.1 To be compliant with this International §
referencing specification shall include provision
below or it shall require referencing specificatio
compliant to it to include provisions a) and b).

A.2.2 The provisions for compliance are:
a) the incorporation, by reference or inclusion,
service-rules defined in this annex; and

b) the inclusion of conformance requirements
service-user rules defined in this annex in g

A.3).

tandard, a
5 a) and b)
hs that are

of the CCR

to the CCR
Ny require-

ments that are to be met by an implementation confor-

mance to the specification.
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c) bound data can be released in either the initial or the
final state [bound data rule — Rule A.3.3-c].

NOTE — The phrase “will not be rolied back” covers the situa-
tion in which a CCR service-user has determined that a subor-
dinate will be rolied back, but the subordinate has not yet been
ordered to roli back.

A.3 CCR service primitive usage rules

A CCR service primitive usage rule is a constraint on the use

of a CCR service primitive for a branch of an atomic action.

Five types of CCR service primitive usage rules are defined.
a) multi-branch sequence rule: a constraint based on the
previous issue or receipt of QCR service primitives on the

© ato B

Iti-branch recovery rule: a constraint based on either
the previous recording or forgetting of atomic action data
for the branches of this atomic action for this CCR ser-
vicetuser. The atomic action data are used for recovery.

c) single branch recovery rule: a constraint based on either
the previous recording or forgetting of atomic action data
for this branch. The atomic action data are used for
recovery.

d) bpund data rule: a constraint based on the release of
bound data in either the initial or final state.

e) agsociation use rule: a constraint based on owning a
sesgion token for the underlying session-connection.
Thege rules are not applicable when CCR'is used by a
cooperating main service (see 9.2).

C-RECOVER({commit) indication,primitive from the supe-
rior if it is an intermediate [mufti*branch sequence rule —
Rule A.3.4.1-a}; and
b) the CCR service-user-has received a (
RECOVER(ready) indication primitive from all its subor-
dinates that will not be rolled back for a master [multj
branch sequenceule — Rule A.3.4.1-b]; and .
c) atomic action-data have been recorded that are required
for an order ©f commitment as defined in A.4.3.2 Imulti-
branch recovery rule — Rule A.3.4.1-c]; apd

d) bound data can be released in the final state for a

master [bound data rule — Rule A.3.4.1-d]; and

ehthe CCR service-user owns the majorfactivity token

[association use rule — Rule A.3.4.1-el.
A.3.4.2 1f a C-COMMIT request primitive i$ issued by a

master, the master shall release bound data in the final state
[bound data rule — Rule A.3.4.2].

-READY or C-

a) a|C-READY request primitive has been issued to the
supgrior if this is a leaf or intermediate [multi-branch
seqyence rule — Rule A.3.1-3]; or

b) a|C-ROLLBACK request primitive has been issued to
the superior for a leaf or intermediate Imulti-bdanch se-
quence rule — Rule A.3.1-b]; or

¢) a|C-COMMIT request primitive has beep issued to a
subgrdinate for a master or intermediate [multi-branch
seqyence rule — Rule A.3.1-cl; or

d) the atomic action branch identifier has already been
used for a different branch within_the same atomic action
[multi-branch sequence rule —)Rule A.3.1-d]; or

e) the CCR service-user does not own the synchronize-
mingr token unless the-primitive is jointly issued with a
C-COMMIT request. primitive for another atomic action
[asspciation use rule= Rule A.3.1-el.

A.3.5 C-COMMIT response primitive

A C-COMMIT response primitive can only be fssued if:

a) the CCR service-user has recorded atomic action data
indicating an order to commit for all its subqrdinates in the
atomic action tree for which it has not recejved a C-COM-
MIT or C-RECOVER(done) confirm primitive [combination
multi-branch sequence rule and multi-brénch recovery
rule — Rule A.3.5-a]; and

b) bound data have been released in the final state [bounb
data rule — Rule A.3.5-b}; and

¢) atomic action data for this branch have been forgotten
[single branch recovery rule — Rule A.3.5{cl; and

d} atomic action data for all its subordinattes have been
forgotten or the atomic action data have bgen changed to
indicate an order to commit [multi-branch recovery rule
— Rule A.3.5-d).

A.3.2 C-PREPARE request primitive

A C-PREPARE request primitive has no CCR service-user

rules cdntrolling its use. A.3.6 C-ROLLBACK request primitive

A.3.6.1 A C-ROLLBACK request primitive canjonly be issued
to a subordinate by an intermediate 1t:

a) a C-READY or C-RECOVERI(ready) request primitive

A.3.3 C-READY request primitive
A C-READY request primitive can only be issued if:

a) the CCR service-user has received a C-READY or C-
RECOVER({ready) indication primitive from all its subor-
dinates in the atomic action tree that will not be rolled
back Imulti-branch sequence rule — Rule A.3.3-al; and
b) atomic action data have been recorded that are required
for an offer of commitment as defined in A.4.1 [multi-
branch and single branch recovery rule — Rule A.3.3-bl;
and

has not been issued to the superior Imulti-branch se-
quence rule — Rule A.3.6.1-al; or

b) a C-ROLLBACK indication primitive or a C-
RECOVER(unknown) confirmation primitive has been
received from the superior Imulti-branch sequence rule —
Rule A.3.6.1-bl.
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A.3.6.2 If a C-ROLLBACK request primitive is issued by an
intermediate or leaf to a superior, bound data shall be
released in the initial state [bound data rule — Rule A.3.6.2].

- A.3.7 C-ROLLBACK indication primitive

if C-ROLLBACK indication primitive is received from the
superior, bound data shall be released in the initial state

ISO/IEC 9804 : 1990 (E)

b) bound data have been released in the final state [bound
data rule — Rule A.3.10-b]; and

¢} atomic action data for this branch have been forgotten
[single branch recovery rule — Rule A.3.10-c]; and

d) atomic action data for all its subordinates have been
forgotten or the atomic action data have been changed to
indicate an order to commit {multi-branch recovery rule

[bound data rule — Rule A.3.7].

ulti-branch sequence rule — Rule A.3.8-a]; and
ic action data have been recorded that are required

c) bouryd data can be released in either the initial or the
final state [bound data rule — Rule A.3.8-c]; and

d) the CCR service-user is the owner of the synchronize-
minor tpken [association use rule — Rule A.3.8-dl.

A.3.9 C-RECOVER{commit) request primitive.

A.3.9.1 A [C-RECOVER(commit) request primitive can only
be issued (f:

a) the CCR service-user has received a C-COMMIT or C-
RECOMER(commit) indication primitive from the superior
if it is ap intermediate [multi-branch sequence rule —Rule
A.3.9.1-al; and

b) the CCR service-user has received a C-READRY or C-
RECOVER(ready) indication primitive from allits subor-
dinates| that will not be rolled back for a master [multi-
branch|sequence rule — Rule A.3.9.1-bk\and

ic action data required to perform recovery have
‘ been rdcorded for all subordinate branches that will not

be rollef] back for a master [multi-branch recovery rule —
Rule A3.9.1-c]; and

d) bound data can be released in the final state for a
master|[bound data rule‘—) Rule A.3.9.1-dl; and

e) the CCR service-user is the owner of the synchronize-
minor {oken unless \the primitive is in answer to a C-
RECOVER(ready).indication from a subordinate [associa-
tion us¢ rule = Rule A.3.9.1-¢).

A.3.9.2 If 3 C-RECOVER(commit) request primitive is issued
by a mastgr, the master shall release bound data in the final

— Rule A.3.10-d].

A.4 Atomic action data manipulation nules

An atomic action data manipulation ruleis a set of conditions
required for a CCR service-user to-record or forget atomic
action data for a branch. A CCR service-user uses the atomic
action data to maintain recoyvery responsibility information
for the branch.

A.4.1 Recording atomic action data that inglicates
an offer of commitment

Atomic action dataindicating an offer of comnpitment can
only be recorded if:
a) Rule-A.3.3-a is satisfied; and
b) Rule‘A.3.3-c is satisfied.

Thefollowing atomic action data are recorded by a CCR
service-user for an offer of commitment:
a) atomic action data required to perform recpvery for all
its subordinates that will not be rolled back; and
b) atomic action data required to perform re¢overy with
the superior.

A.4.2 Forgetting atomic action data that indicates
an offer of commitment

Atomic action data indicating an offer of commitment can
only be forgotten if:
a) a C-ROLLBACK indication primitive or C-RHCOVER(un-
known) confirm primitive is received from thelsuperior; or
b) a C-COMMIT indication primitivg or a C-
RECOVER({commit) indication primitive is re¢eived from
the superior and a C-COMMIT confirmation pfimitive or a
C-RECOVER(done) confirm primitive has begn received
from all its subordinates.

A 4.3 Recording atomic action data indicating an
order of commitment

A.4.3.1 Atomic action data indicating an order [of commit-
ment can only be recorded if:

state [bound data rule — Rule A.3.9.2I.

A.3.10 C-RECOVER(done) response primitive

A C-RECOVER(done) response primitive can only be issued

if:
a) the CCR service-user has recorded atomic action data
indicating an order to commit for all its subordinates in the
atomic action tree for which it has not received a C-COM-
MIT or C-RECOVER(done) confirm primitive [combination
multi-branch sequence rule and multi-branch recovery
rule — Rule A.3.10-a]; and

b) Rule A.3.4.1-b is satisfied; and
c) Rule A.3.4.1-d is satisfied.

A.4.3.2 The following atomic action data are recorded by a
master CCR service-user for an order of commitment:

atomic action data required to perform recovery for all its
subordinates that will not be rolled back.
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A.4.4 Forgetting atomic action data indicating an
order of commitment

Atomic action data indicating an order of commitment can
only be forgotten if a C-COMMIT confirm primitive or a
C-RECOVER(done) confirm primitive is received from each
of its subordinate. ‘

A.5.4 Releasing bound data as part of a heuristic
decision

Release of bound data as the result of a heuristic decision
requires that atomic action data reflects a ready decision.

A.6 CCR service-user data transfer rules

A.5 Bound data manipulation rules

A bourjd data manipulation rule is a constraint on a CCR
serviceruser for its manipulation of bound data.

A.5.1 Changing bound data to produce the final
state

Changgs to produce the final state of bound data through the
normal|progression of the atomic action require that:
a) atomic action data indicating an offer of commitment
are pot recorded; and

b} atomic action data indicating an order of commitment
are not recorded.

eleasing bound data in the initial state as
part of rollback

Releas¢ of bound data in the initial state as part of rollback
requirep that:
a) a[C-ROLLBACK indication or C-RECOVER(UNKNOWN)})
confirm has been received from the superior if an offer of
commitment is recorded for an intermediate or leaf CCR
service-user; and
b) atomic action data indicating an order of commitrment
are not recorded.

A.5.3 [Releasing bound data in the final state as part
of commitment

Releas¢ of bound data in the final statesas part of commit-
ment re¢quires that:

a) the CCR service-user has.received a C-COMMIT or
C-RECOVER{commit) indication primitive from the supe-
rior |f it is an intermediate or’leaf; and

b) atomic action data-required to perform recovery have
beem recorded for all\subordinate branches that will not
be rplled back for.a‘master; and

c) atomic action) data reflect either an offer of commit-
ment or an order of commitment.

A CCR service-user data transfer rule is a constraint on a CCR
service-user for its use of presentation data-tfansfer service
primitives that request the manipulation of bound data.

A.6.1 Data transfer request and responsge primitive

A data transfer request or response primitive that requests

the manipulation of bound-data as part of an atomic action

can only be issued on an’association for a brgnch on which:
a) the CCR service-useér has not received|a C-READY‘
C-ROLLBACK indication primitive; and ~

b} the CCR, service-user has not issued @ C-PREPARE,
C-READY, or.C-ROLLBACK request primitjve.

A.6.2 Data transfer indication and confitm primitive

A datadransfer indication or confirm primitive that requests

the-manipulation of bound data as part of an atomic action

can-only be received on an association for a brgnch on which:
a) the CCR service-user has not receivefl a C-READY,
C-PREPARE, or C-ROLLBACK indication pfimitive; and
b) the CCR service-user has not issued a C-ROLLBACK
request primitive; and )
c) the CCR service-user has not recorded| atomic action
data for an offer of commitment.
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Annex B

{(normative)

Relationship of CCR to the Application Layer Structure

The materig

NOTE —
to the tex

B.1 CCR

e CCR sd
CCR ASEs

lin the annex is aligned with ISQ/IEC 9545.

The figure in this annex is only given as an illustration
t.

service-provider

rvice-provider is modelled to consist of two peer
nvolved in the same atomic action branch. Each

CCR ASE is|placed within the context of a single association

object {SA(

B.2 CCR

B.2.1The ¢

parts:
a)the S
b) the m

D) of the supporting association.

service-user
CR service-user within the AEl consists of two

AO part; and
Liltiple association control function (MACF) part.

B.2.2 The SAO part consists of the SACF and ofe or more
ASEs that use the CCR ASE services~Such an A$E is called

a user application-service-element {U-ASE).

B.2.3 The MACEF part of the CCR service-user rep
multiple association coordination function that is
CCR related activities.

NOTE — The MACF partis even needed for an atomi
only consists of a singlelbranch. Here, the MACF p4
for recovery if an application or communication fail

B.3 Atomic action tree
Figure B.1%s an example of an atomic action tre

esents the
part of the

action that
rtis needed
ire occurs.

b based on

this architecture. It includes master, intermediate, and leaf

CCR service-users.
NOTE — An intermediate CCR service-user has bot

h the role of

subordinate and one or more roles of superior. This is not visible

to the CCR service-provider.
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Figure B.1 Atomic action tree architecture
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Annex C

(informative)
CCR tutorial

C.1 Introduction

This tutorial|describes the main functions of CCR and its use
in a distribured environment. It expands, but, in general, it
does not repjeat the concepts presented in clause 6. There-
fore, before|you read this annex, you should be familiar with

All the terms defined in the normative part of this Interna-
tional Standprd are repeated in 3.7. Subclauses 3.1 through
3.6 list the ferms used by CCR that are defined in other OSI
standards.

CCR defineq services for use on a single association. There-
fore, CCR dlways requires a referencing (i.e., controlling)
specificatiop. This is true even if the use of '\CCR only
involves t CCR service-users. In this case, the refer-
encing specyfication would need to specify,“as'a minimum,
the recovery actions when a failure occurs.

CR may be constrained.by”a particular refer-

Qe use of
ncing specffication. Thatis, some-of the features described

here may npt occur when used by-a particular referencing
specification.

C.1.1 Wh4dt is CCR?

CCR is an dpplicatiog-service-element {ASE) plus rules for
the use of the ASE.“As an ASE, CCR has a service definition
(ISO/IEC 98D4) and a protocol specification (ISO/IEC 9805).
The usage rliles (called CCR service-user rules) are in annex
A.

—ACSE provides a bracketing facility. ACSE services
establish and release an association. ACSEis unaware
of the flow of semantics on-the association between
its establishment and release-

—CCR also provides a bracketing facility. CCR services
begin and complete a'branch. CCR is unaware of the
ensuing flow of semantics on the branch.

On the other hand, CCR-and ACSE differ in many pspects.

—-ACSE establishes the presentation-connection that it
uses. This is done as part of the A-ASSO(CIATE ser-
vice that)establishes the association. Later, ACSE
releases”the presentation-connection when the as-
sociation is released.

—CCRrequires the prior existence of the assocjation that
ituses. Thatis, when C-BEGIN is invoked, the associa-
tion must already be in existence. At the completion
of a branch, the association continues.

—For ACSE, if an application or communicatjon failure
occurs, its relationship (i.e., the association) is gone.
That is, the association and the supporting|presenta-
tion-connection are abnormally released. The associa-
tion does not persist.

—For CCR, if an application or communicat|on failure
occurs, its relationship (i.e., the branch) may or may
not persist. This is determined by the presumed
roliback paradigm that CCR uses. This is digcussed in
6.2.2; 7.6; and C.5.2 (below). If the branch persists,
it is recovered and completed by using aother as-
sociation.

—ACSE has no rules about how an associatiop is used.

—CCR has rules about how a branch isused. Like ACSE,
it has no concern about the semantics that flow on the
branch. However, CCR assumes that its usdr provides
the atomic action properties for its branchgs. These
properties are: 1) atomicity; 2} consistency; 3) isola-
tion; and 4) durability. They are discussed in 6.1.1.

C. 1.2 Atomic action

CCR is like the Association Control Service Element (ACSE
— 1SO 8649 and ISO 8650) in many respects.

—ACSE facilities provide a relationship between. two
ACSE service-users for their use of a presentation-con-
nection. This relationship is called an application-as-
sociation, or, simply, an association.

——CCR facilities provide a relationship between two CCR
service-users for their use of an association. This
relationship is called an atomic action branch, or, simp-
ly, a branch.

For CCR, a distributed application is defined as an informa-
tion processing endeavor that is accomplished by two or
more application-process invocations (APls}. The applica-
tion-entity invocations (AEls —the OSI| communication
aspects of the APIs) are interconnected within the OSI en-
vironment by associations.

An atomic action is a specific, delimited sequence of opera-
tions of a distributed application. An atomic action may be
characterized by the properties of atomicity, isolation, con-
sistency, and durability. These are discussed in 6.1.1.
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nd of an atomic action, if the results of its operations
in all of the involved AEls, the atomic action hasbeen

C.1.3 Purpose

CCR plovides facilities that allow an atomic action of a
distribted application to_commit or to roll back. CCR
providds an ASE to suppoft-one branch (i.e., segment) of an
atomicjaction. It also defines rules that must be incorporated
by a referencing spécification and followed by real im-
plementtations.

C.1.4 Using CCR

Annex B discusses how CCR fits into the Application Layer
structupe based on ISO/IEC 9545.

Figure C.1 - Atomic.action tree

C.2 Structure of an atomic action tree

C.2.1 Model

The model pulls together the concepts dis
(distributed application, atomic action, and branch) and adds
the following.
—A CCR service-user is that part of a AElfthat uses CCR
services for one or more related branches of one
atomic action. (More about “relatpd branches.
below.)
—Finally, an atomic action tree is a hierarchial relation-
ship between CCR service-users of an ptomic action.
It is made up of CCR service-users and [branches.

Figure C.1 shows the model of an atomic a
circles represent the CCR service-users.

pairs of CCR service-users represent the branches of the
atomic action.

The referencing specification identifies the ABEs to be used
on-the br i i i t ASEs can be

The CCR International Standards define the CCR ASE. CCR
does not define the SACF (single association control func-
tion) or MACF (multiple association control function). Some-
thing else must define these control functions. Throughout
the normative parts of CCR, this something else is called the
referencing specification. However, annex A in this Interna-
tional Standard defines rules that must be included in the
SACF and the MACF.

28

used on the different branches of the atomic action.

C.2.2 CCR service-user

A CCR service-user is part of an AEL. It uses CCR services
to coordinate related branches of the same atomic action
tree. The “related branches” are

a) for a master, the branches to the subordinates;

b) for an intermediate, the branch to its superior plus the
branches to its subordinates; and

c) for a leaf, the single branch to its superior.
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Figure C.2-a - Initial transfer

Figure C.2-c Atomic action model

Figure C.2-b - Secondary transfer
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A CCR service-user is involved in a single atomic action.

A given AEl may contain one or more CCR service-users.
The CCR service-users within an AE! may all be a part of the
same atomic actions or different atomic actions.

The CCR services {clause 7) and their sequencing rules
(clause 8) apply mdependently toeach CCR service- user. As
mentionedabove; 3 gy corta oTe arrone CER
servicd-user involved in the same atomic action. In this case,
it is nt possible to distinguish which branch belongs to
which [CCR service-user from the CCR parameters alone.
This rejationship is defined by the referencing specification
and the internal workings of the AEI.

A refefencing specification may place restrictions on the
creation of CCR service-users within an AEl. For example, a
referericing specification may only allow one CCR service-
user of| the same atomic action to occur in a given AEL

C.2.3|Branch and its identifiers

A branch is a relationship between two logically adjacent
CCR dervice-users. The discussion on atomic action
branches in 6.1.2 is quite thorough.

A branth has both an atomic action identifier and a branch
identifier. The atomic action identifier is assigned by the
mastel of the atomic action. The branch identifier is as-
signed|by the superior of the branch.

An atomic action identifier is made up of two parts: the AE
title of|/the master and a suffix assigned by the master. A
branchlidentifier is made up of two parts: the AE title of the
superigr and a suffix assigned by the superior.

C.2.4|An example using JTM

An example of an atomic action tree that involves several
branches occurs in the use of Job Transfer and’Manipulation
(JTM + 1SO 8831). JTM references CCR for all transfers of
JTM rmhaterial (i.e., documents and-reports}. Figure C.3
shows|an example of a JTM based-atomic action.

In figure C.2-a, aninitial transferof JTM material takes place
within [a CCR atomic action branch between AEl A and AEI
B. The initiating CCR service=tser A-1 is the master of the
atomid| action. It acts as.the superior for the branch. The
receiving CCR servicesuser B-1 acts as the subordinate of
the branch. At thispoint, B-1 is the single leaf of the atomic
action free.

After receiving'and processing the material, B-1 immediately
invokes further JTM activity to transfer generated docu-
ments [a nd JTM reports. These transfers are performed on
newb 0 ne _n-..n 2 Tala an 2

place between (1) CCR service-user B-1 and CCR service-
user A-2 in AEI A, and (2) between CCR service-user B-1 and
CCR service-user C-1in AEIC. Thisis shown in figure C.2-b.

CCR service-user B-1, the subordinate of the first branch, is
the superior of the new branches. B-1 is now an inter-
mediate. CCR service-users A-2 and C-1 are leaves.

For JTM, CCR service-users A-1 and A-2 may be in the same
or different invocations of the same AE. In figure C.2-b, they
are in the same AEl. The atomic action tree model of this
example is shown in figure C.2-c.

This second “wave” of processing may, in turn, cause fur-
ther transfers of documents and reports. This adds a deeper
level of branches to the atomic action tree. For JTM, this

may continue to any depth.

This example illustrates two key features o
trees:
a) an atomic action tree is dynharnically
action proceeds; and
b) the actual structure of(@n-atomic actiol
on the referencing specification and on
data.

atomic action
built-up as the

n tree depends
the application

C.3 CCR service-user information reésources

Three classes of data may be used during
action:

a) bound data;

b)atomic action data; and

cloperational data.

€.3.1 Bound data

Bound data are a set of information resou
service-user’s open system. The CCR servic
lates these information resources during an
Bound data are subject to commitrent or
referencing specification identifies the bound
service-user for a particular atomic action.

The information resources that are a part of b

a CCR atomic

ces on a CCR
e-user manipu-
atomic action.
rollback. The
data fora CCR

ound data may

change during the lifetime of an atornic actign. A master’s

bound data start when the atomic action sta
bound data start when the first branch to
begins. However, the initial state of the b
reflect an even earlier state. An intermed
bound data start when its branch to the supg

NOTE — It is possible that a CCR service-ug
“bound” information resources. In this case
null.

As new branches are started to subording
information resources at the superior’s open

added as bound data.
back, these resources may be removed from
if they are not also “bound” to another brang

ts. Thatis, its
a subordinate
pund data may
ate’s or leaf
rior starts.

er may have no
bound data are

tes, additional
Bystem may be

If a branch to a suboidinate is rolled

the bound data
h.

eman D \A ¢ DEeTWween 1ne N SE

ce-user and its

logically adjacent peers on the branches of the atomic action.
The flow of application-semantics' changes the CCR ser-
vice-user’s bound data from its initial state to its final state.

The C-BEGIN request and indication primitives are needed to
determine the initial state of bound data for possible rollback.

1) In this annex, the phrase “application-semantics” refers to semantics exchanged as part of an atomic action branch that manipulate

bound data.
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For commitment, the CCR service-user’s bound data are
placed in the final state at the end of the atomic action. . For
roliback, including presumed roliback caused by failure, the
CCR service-user's bound data are restored to the initial
state.

if an application or communication failure occurs, bound data
must persist {i.e., not be lost). Their loss would cause the

ISO/IEC 9804 : 1990 (E)

C.4.1 General considerations

Concurrency control takes place from the perspective of
individual CCR service-users. A concurrency control
mechanism provides the isolation property for each concur-
rent CCR service-user across an open system.

A concurrency mechanism used in conjunction with CCR

breakdown|of the atomic action properties. Of course,
during the g¢peration of real systems, an unpredictable loss
of data can pccur. This International Standard assumes that
the loss of bound data occurs infrequently.

igt if an appllcatlon or communication failure oc-
curs. Theif loss would also cause the breakdown of the
atomic actipn properties. This International Standard as-
sumes that|the loss of atomic action data occurs infrequent-
ly.

C.33 OpIational data

Other inforgnation resources associated with a branch that
are not bourjd data or atomic action data form the operational
data for a CCR service-user. Operational data are like(bound
data in tha they are manipulated during an atomic\action.
However, operational data are not subject to commitment or
roliback.

Operationall data are not identified by CQGR,)nor is their use
ecified. It is identified and mentioned here for complete-
‘SS and to|distinguish between operational data and bound
data.

The referencing specification determines the classification
of bound dqta and operational\data. For example, the con-
tents of a file being accessed-would normally be regarded as
bound data| and subject’to commitment or roliback. The
“date last afcessed™attribute of the file would normally not
be regardeq as hound data. It would not be subject to
commitmerjt or rallback. Accounting data could also be
defined as pperational data. Processing and communica-
tions charg i ion i
mitted or rolled back.

Unlike bound data and atomic action data required for
recovery, the loss of operational data does not affect the
atomic action properties. Their loss is not addressed by
CCR.

C.4 Concurrency

CCR services do not provide a concurrency mechanism.
However, the preservation of the atomic action properties
requires that an implementation considers concurrency.

service-user.

b) Consider an information resouree that is a fnember of
the bound data of atomic action™A. This information
resource is in the final state for.atomic action A but it has
not yet been committed. This information respurce may
become a member of the bound data of another atomic
action B. However, a CCR’service-user of atomic action
B shall not offer or'\order commitment unless atomic
action A has committed.

Concurrency controls remain in place until the fingl C-COM-
MIT, C-ROLLBACK, or C-RECOVER exchange ocgurs.

C.4.2 Concurrency example — locking

One way of achieving concurrency control is to|utilize the
mechanism of locking. An information resourcelis treated
by-the operating system as a serially owned respurce. An
application is granted ownership of the informatiop resource
by the operating system. All other applications are not
granted access to the resource. When the locking applica-
tion completes its use of the resource, it releases the
resource (i.e., it unlocks the resource).. The resource is now
available for use by other applications.

For a CCR service-user that uses locking for cdncurrency
control, all bound data are locked from its first upe until its
local completion or commitment procedures. Ng other en-
tity, such as another CCR service-user may access the
locked bound data. This approach causes a strong serializa-
tion of atomic actions. Other implementation techniques are
possible.

Frequently, locks are automatically released by ar] operating
system following the failure of the owning applicption or of
the system. However, if such a failure occurs aftgr commit-
ment has been offered, concurrency controls mus't remain in
place until the C-RECOVER exchange occurs. This type of
locking, unmadified, is therefore not suitable for CCR.

Concurrency control can be achieved if the Jocking is
recorded as atomic action data. This informatipn is then
used to reinstate the locks during recovery of the gpplication

A fock used for concurrency control is “owned” by the
(single) atomic action in process. It serves only to prevent
interference by other entities.

NOTE — The provision for more elaborate concurrency controls
may be the subject of future CCR standardization. This could
include handling atomic sub-actions within atomic actions.

Within an AEl, the processing of one branch may need to
access bound data previously modified by another uncom-
mitted branch of the same atomic action. This is explicitly
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allowed by concurrency controls. The use of locks should
not prevent this.

As an example, consider a remote file operation. The file
representing the bound data has been modified and closed.
The CCR service-user {the subordinate) has not offered com-
mitment.

might be imposed and never released, and commitment
couid fail to provide atomicity.

CCR provides services for the recovery of a single branch of
an atomic action. The coordination of the recovery of mul-
tiple branches of an atomic action is the responsibility of the

referencing specification and its implementation.

Now, ¢onsider a read-only file operation for the same file. T
the atgmic action identifier shows that this operation is part
of the [same atomic action, then reading the data should be
permitted.

If the pecond file operation is not part of the same atomic
action| file access should be refused. The refusal could be
in the|form of a C-ROLLBACK request primitive with an
appropriate “retry-later” diagnostic in the User Data
paramgter. The refusal could also be expressed by diagnos-
tic senpantics on the branch. Alternately, refusal could simp-
ly resuit in a wait for the release of the lock.

Suppoke, however, that the second file operation wished to
modify the file before the first operation had closed it. It
would|be refused (as above) if not part of the original atomic
action| If, however, the second operation was part of the
origingl atomic action, then an illegal action is being re-
questqd. The action taken depends on the granularity of
concufrency controls associated with the file. For example,
C-ROLLBACK request primitive might be issued with a no-
retry diagnostic indicating the error.

C.5 Recovery

Recovery procedures are an integral and essential part of
CCR. | Without them, concurrency controls {e.g.; locks)

C.5.1 Atomic action data

The backbone of CCR recovery is atomic’ag
tained by the CCR service-user. Atomic acti
of state and control information about the C
and its branches.

CCR does not define the specific informatid
saved as atomic action data) This is the resp|
referencing specification’.

However, CCR requires that the information
a CCR service-useris sufficient to support th
branch interrupted by an application or ¢
failure. Atomig action data must also be abl
initial andfinal states of bound data.

CCR defimes when atomic action data must p
application or communication failure, a C(
must be able to find the atomic action data fo
existence of atomic action data for a branch,

service-user to attempt its recovery (using t
service).

tion data main-
on data consist
CR service-user

n that must be
onsibility of the

maintained,

e recovery of a
ommunication
e to identify the

ersist. Afteran
R service-user
rrecovery. The
rauses the CCR
he C-RECOVER

The act of making atomic action data perdistent is called
recording the atomic action data. (Recording atomic action
data is sometimes called logging, but no spegific implemen-

Table C.1 - Example of atomic action data

tation is implied.) The act of making atomic
persistent is called removing or forgetting th

Atomic.action identifier:
~_Master’s AE title
+ Suffix

CCR service-user information:
— AE title
~ APl identifier
— AEl identifier

— Role { master /intermediate / leaf ]
— State [ offered / committed ]

— Suffix

LA

Branch information: {repeated for each branch}

— This CCR service-user’ role [ Superior / subordinate |
— Information required to establish association with peer:

action data not
e atomic action

el
Ly o gy 1 3 1

[1 APl identifier
J AEl identifier
{3 Presentation address

[0 Application context name

Bound data information
— Resource identification
— Initial state information
— Final state information

- Access information

— Concurrency information
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data (see A.5). Forgetting atomic action data does not
require that it is physically deleted. It only requires that
torgotten atomic action data do not cause a recovery at-
tempt.

Table C.1is an example of the type of information that could
be included as atomic action data. This information includes
the atomic action identifier, and state information abo
whethef the CCR service-user has offered commitment or
ordered|(received an order of) commitment.

Table Cl. 1 also contains information about each of the CCR
servicequser’s branches. This includes the branch identitier
and thel ACSE A-ASSOCIATE parameter values needed to
re-estaljlish an association to the peer CCR service-user if
recovery is required.

Finally, [table C.1 includes information about bound data
including the definition of initial and final states.

As in table C.1, atomic action data may include information
about the CCR service-user itself. However, in a particular
implementation, this may be implicit rather than explicit.

C.5.2 Presumed roliback

CCR mdkes use of the presumed roltback (or presumed abort)
paradig It defines when a CCR service-user acquires
recovery responsibility for a branch. This paradigm also
defines|the significance of not having atomic action data for
an idenfified branch that a peer requests to recover.

C.5.2.1|READY record

With presumed rollback, a subordinate acquires recovery
responsibility for that branch when it decides to offerlcom-
mitment. It makes the atomic action data persistent and
records|READY for this branch (see A.3.3 and A.4.71). If the
atomic pction data are represented as shown'in'table C.1,
the state is “offered.”

If the CCR service-user is a leaf, the table.C.1 atomic action
data comntain branch information for ohe)branch, with role of
“subordinate.”

If the CCR service-user is an intermediate, the atomic action
data will include the READY “record for the branch to the
superiof.2 The atomic actiomdata also include branch infor-
mation for the branches\to its subordinates. If the atomic
action data are as repfesented in table C.1:

—the state is *offered”;
—far one branch, the role is “subordinate”; and
—fqgr one armaore other branches, the role is “superior.”

An intdrmmediate is not considered to acquire recovery
responsioiiity 10 g OTa 5 O OQDOTAIMAtES WHE
records READY for the branch to the superior. However,
atomic action data can be found when it receives a C-
RECOVER(ready) from a subordinate. If the intermediate
cannot establish an association to its superior, it issues a
C-RECOVER(retry-later) response primitive back to the sub-
ordinate.

ISO/IEC 9804 : 1990 (E)

C.5.2.2 COMMIT record

A CCR service-user that acts as the superior of a branch,
acquires recovery responsibility for the branch when it

decides to order commitment.

This applies most clearly to the master. If, after it has
received offers of commitment from all its subordinates (see

A 4 m ar de de o-arde ayoatan

the atomic action data, creating a COMMIT:
atomic action data are as represented in'tabld
—the state is “committed”; and
—the role for each branch is “superior.”

Having created the COMMIT record, the CC|
orders commitment on each branch.

An intermediate has the option, after receivi
commitment, of rewriting the atomic actior
COMMIT record. This )contains the same inf
master’s COMMIT-record. It does not, in the
C.1, contain branch information for the brang
rior. Changing_alog from an intermediate’s
to a COMMIT record can help to optimize recd
an application or communication failure occu

C.5.:2.3 Forgetting the atomic action data

After a subordinate offers commitment, it forg
action data when the result (commit or ro
atomic action is known. The result is rollbac
dinate receives a C-ROLLBACK indig
RECOVER(unknown) confirm primitive. The
mit, if it receives a C-COMMIT or C-RECOVH
dication primitive.

Ment, it records

ecord. If the

C.1:

R service-user

ng an order of
data to be a
ormation as a
terms of table
h to the supe-
READY record
very actions if
S.

ets the atomic
Iback) of the
, if the subor-
ation or C-
result is com-
R{commit) in-

For commitment, the subordinate must forg
action data before sending the C-CO

et the atomic
MIT or C-

RECOVER(done) response primitive. If il did not, the
presence of the atomic action data would permit a future
C-RECOVER(ready) request primitive. This would result in
the receipt of a C-RECOVER(unknown) confirm primitive,
implying that the atomic action had rolled bagk.

After a superior orders commitment, it forggts the atomic
action data when CCR exchanges ensure that the subor-
dinate has received the order and has acted on jt. This occurs
when the superior receives a C-COMMIT or C-
RECOVER{done) confirm primitive.

C.5.2.4 Recovery

CCR considers two types of failure: applicatipn failure; and
communication failure. Application failure mgy be modelled
as issuing or receiving an A-ABORT request or indication
primitive, respective ommunication fallure may be
modelled as receiving an A-P-ABORT indication primitive.

During local recovery procedures, commitment controls are
released for any bound data that do not have a corresponding
READY or COMMIT record.

After a failure, if a C-RECOVER(ready) indication primitive is
received and atomic action data cannot be found for the

2) The branch to the superior is the only one on which it is the subordinate.
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