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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of

ISO or

IEC participate in the development of International Standards through technical committees
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Subcomimnittee SC 37, Biometrics.
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and titles
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It is ar
ISO/IEC

ed Dy the respective organization 1o deal with particular fields of technical activity. SO and lE
committees collaborate in fields of mutual interest. Other international organizations, governmental
governmental, in liaison with ISO and IEC, also take part in the work. In the field of infermation
gy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

nal Standards are drafted in accordance with the rules given in the ISO/IEC Directives,/Part 2.
h task of the joint technical committee is to prepare International Standards. |Braft International
s adopted by the joint technical committee are circulated to national bodies for.voting. Publication as

ational Standard requires approval by at least 75 % of the national bodies casting a vote.

is drawn to the possibility that some of the elements of this documentimay be the subject of patent
O and IEC shall not be held responsible for identifying any or all such-patent rights.

29794-1 was prepared by Joint Technical Committee ISO/NEC JTC 1, Information technology,

29794 consists of the following parts, under the general title Information technology — Biometr
uality:

)

1: Framework

4: Finger image data [Technical Report]
5: Face image data [Technical Report]
arts of ISO/IEC 29794 will address other modalities specified by ISO/IEC 19794, with part numbefs
aligned appropriately. However, as ISO/IEC 29794-1 is intended for use by all modalities, a modalify

necessarily need a modality-specific part in order to make use of quality scores.

ticipated that a_-future version of each part of ISO/IEC 19794 will normatively referend
29794-1, and their_respective data fields will be updated as required.

[¢]
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Quality metrics are useful for several applications in the field of biometrics. ISO/IEC 19784-1 specifies a

structure and gives guidelines for quality score categorization, and ISO/IEC 29794 defines and

specifies

methodologies for objective, quantitative quality score expression, interpretation, and interchange. This part of

ISOMET 29794 1s intended 1o add value o a broad specirum of applications in @ manner that
) encourages competition, innovation, interoperability and performance improvements; and
) avoids bias towards particular applications, modalities, or techniques.
his part of ISO/IEC 29794 presents several biometric sample quality scoring tools, the use of

enerally optional but can be determined to be mandatory by particular application profiles of
implementations.

pal-time quality feedback upon enrolment to improve the operational efficiency and performa

which is
specific

number of applications can benefit from the use of biometric sample guality data; an example is the use of

hce of a

iometric system. The association of quality data with biometric samples is an important component

BEFF header is present, then CBEFF_BDB_quality can additionally be used to express quality da
nalyses can be performed using quality data along with othet data in order to improve the perform
iometric system. For example, correlating quality data_ to-other system metrics can be used to
roblems and highlight potential areas of performance improvement.

T T O OO T = >

bf quality

. Useful
nce of a
Hiagnose

netric standardization. Quality fields as specified in 8.1 will be incorporated into data interchange for%\ats. If a
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nformation technology — Biometric sample quality —

Part 1:
Framework

I

= >

(%)

Scope
or any or all biometric sample types as necessary, this part of ISO/IEC 29794
establishes terms and definitions that are useful in the specification, and use of quality metrics;
recommends the purpose and interpretation of biometric quality scofes;
defines the format and placement of quality data fields in biometric data interchange formats;

suggests methods for developing biometric samplet/datasets for the purpose of quali
normalization; and

suggests a format for exchange of quality algorithm‘fesults.

utside the scope are the following:
the specification of minimum requirements for sample, module, or system quality scores;
performance assessment of quality:algorithms; and

standardization of quality algorithms.

Conformance

block of qualityZdata is in conformity with this part of ISO/IEC 29794 if it conforms to the 1
pquirements of)Clause 8.

Normative references

T

he fnllnwing referenced documents are indiepnncnhln for the Qpplih:\finn of this document. F

y score

ormative

r dated

references, only the edition cited applies. For undated references, the latest edition of the referenced

d

1

ocument (including any amendments) applies.

9794-1:2006, Information technology — Biometric data interchange formats — Part 1: Framework

19785-2:2006, Information technology — Common Biometric Exchange Formats Framework — Part 2:
Procedures for the operation of the Biometric Registration Authority
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4 Terms and definitions

For the purposes of this document, the following terms and definitions apply.
4.1

acquisition fidelity

fidelity of a sample attributed to the acquisition process

4.2

biometric fai nrol
failure off the biometric system to store a usable biometric reference due to deficiencies in the biometric dath

during am enrolment application

NOTE 1 Deficiencies in the biometric data can result from failure to capture an adequate or usable biometric sampl¢
failure to [extract adequate or usable biometric features from the sample, or failure to generate an adeguate or usable
biometric reference from the biometric features.

NOTE 2 See SC 37 N SD2 for most recent definition.

4.3
biometric failure to enrol rate
proportign of biometric enrolment sessions that resulted in a biometric failure-to enrol for other than nor
biometrig reasons

NOTE 1 Basing the denominator on the number of biometric enrolment.Sessions can result in a higher value thgn
basing it gn the number of biometric capture subjects.

NOTE 2 | The proportion denominator is the number of biometric enrdlment sessions, excluding those sessions that
failed to cpmplete for non-biometric reasons.

NOTE 3 See SC 37 N SD2 for most recent definition.

4.4
character
contributpr to quality of a sample attributable.tg.inherent features of the source

4.5
environment
physical [surroundings and conditions’where biometric capture occurs, including operational factors such gs
operator|skill and enrolee coopgration level

4.6
extraction fidelity
compongnt of the fidelity-of a sample attributed to the biometric feature extraction process

4.7
extrinsic

(quality eorée) requiring reference to an external source, such as a standard, register, or technic
specificaﬁa&%r—iu##ﬁe%a&ien—anﬂvem&ﬁzaﬁen—f

4.8
fidelity
expression of how accurately a biometric sample represents its source biometric characteristic

NOTE The fidelity of a sample comprises components attributable to one or more of the processing steps:
acquisition, extraction, signal processing.

2 © ISO/IEC 2009 — All rights reserved
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49

intrinsic

(quality score) conveying fully interpreted, normalized data without the requirement for additional extrinsic
information for quality score normalization

410

interpretation

process of analyzing a quality score along with other data in order to give that score contextual, relative
meaning

.11
failure to acquire rate
proportion of the biometric application attempts that resulted in failure to acquire an adequate qr usable
biometric sample, for other than non-biometric reasons

NOTE 1 The proportion denominator is the number of biometric enrolment attempts, excluding those attgmpts that
failed to complete for non-biometric reasons.

NOTE 2 See SC 37 N SD2 for most recent definition.

.12
&Ise match rate
MR

roportion of the completed biometric non-match trials that resultin afalse match

o]

NOTE 1 The value computed for the false match rate will . depend on thresholds, and other parametgrs of the
bmparison process, and the protocol defining the biometric. non=match ftrials. In particular, treatment of comparisons
etween

(ol ®]

— identical twins,

- completely different biometric characteristics of different individuals, such as face topography and Galton ridges, and

- different but related biometric characteristics.from the same individual, such as left and right hand topography,

=

ill need proper consideration. See 1ISO 19795-1.

b

OTE2  “Completed” refers to the computational processes required to make a comparison decision, i.e. failures to
decide are excluded.

NOTE 3 See SC 37 N SD,2 for most recent definition.

.13
false non-match rate
NMR
roportion of the.completed biometric match trials that result in a false non-match

OTE 1 The value computed for the false non-match rate will depend on thresholds and other parameters of the
mparison process, and the protocol defining the biometric match trials.

OTE2 “Completed” refers to the computational processes required to make a comparison decision, i.e. failures to
decide are excluded.

NOTE 3 See SC 37 N SD2 for most recent definition.

414
operator
individual who processes a user in a biometric system, performing or supervising capture and recapture

415

performance
assessment of the FMR, FNMR, failure to enrol rate and failure to acquire rate of a biometric system

© ISO/IEC 2009 — All rights reserved 3
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4.16
quality
degree to which a biometric sample fulfils specified requirements for a targeted application

NOTE Specified quality requirements can address aspects of quality such as focus, resolution, etc. Implicit quality
requirements address the likelihood of achieving a correct matching result.

417
quality score
quantitative expression of quality

418
quality §core normalization
rescaling of quality scores to improve consistency in scale and interpretation

419
quality §core normalization dataset
QSND
dataset gf biometric samples annotated with quality scores for use in quality score normalization

NOTE Target quality scores can be assigned on the basis of performance outcomes using the sample in question,
can be bgsed on quality factors recorded in acquisition of the dataset.

=

4.20
quality gcore percentile rank
QSPR
percentile rank of the quality score of a biometric sample, derived from its own utility score and those of othe
samples|in an identified control dataset

=

cf. quality score normalization dataset

4.21
raw quality score
quality sgore that has not been interpreted, eithér by the creator or recipient of the score, and alone can ngt
intrinsically provide contextual information

4.22

sample
image, s|gnal, or pattern based intérpretation of a physical human feature used for identification or verification
using bigmetric techniques

4.23
source
physical body part or.fdnction represented by a biometric sample

4.24
utility
observed performance of a biometric sample or set of samples in one or more biometric systems

NOTE 1 The character of the sample source and the fidelity of the processed samples contribute to — or similarly
detract from — the utility of the sample.

NOTE 2  Utility can combine performance measures such as FMR, FNMR, failure to enrol rate, and failure to acquire
rate.

4 © ISO/IEC 2009 — All rights reserved
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5 Acronyms and abbreviated terms
BDB biometric data block
BIR biometric information record

CBEFF common biometric exchange formats framework (ISO/IEC 19785)

FERET facial recognition technology database

ISO/IEC 29794-1:2009(E)

AMR  false match rate

ANMR false non-match rate

QAID  quality algorithm identification
QSND quality score normalization dataset
QSPR quality score percentile rank

AML extensible markup language

6 General biometric system

[ T >

tandards Harmonization Document (SC 37 N-SD11).

7 Biometric sample quality criteria

7.1 Reference model

QDO QO O

nd system performance.

general biometric system is described in Standing Document 11, ISO/IEC JTC 1/SC 37 Part 1 Qverview

n biometrics, the term “quality” is_used to describe several different aspects of a biometric sample that
ontribute to the overall perfarmance of a biometric system. For the purposes of standardizajion, this
ocument defines terms, definitions, and a reference model for distinguishing between these different aspects
f quality, illustrated in Figure1. Figure 2 illustrates the relationship between character, fidelity, quality, utility,

Source Image-based ) Processed Feature-based
acquisition Sample Image Sample f?atutlfe Sample
fidelity processing extraction
- " 5 fidelity 1 fidelity _ A A
resolution ‘ (B downsampling feature quality A
lighting L)) cropping extraction algorithm AA AA
behavior rotation A
compression
character fidelity

Quality = Function [character, fidelity components]

Utility reflects the impact of the quality of a single sample on system performance

Figure 1 — Quality reference model illustration

© ISO/IEC 2009 — All rights reserved
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character, fidelity (sample)

| / The correlation \

[ quality scoring algorithm ] between predicted
utility and observed
utility of each sample
is indicative of the
effectiveness of the

\> ality algorithm
correlation Kqu "y aigon /

All else equal, the
observed utility of a
sample reflects its
impact on the
performance of the

system

\ 4

quality score (sample)

predicted utility (sample) /\_/" observed utility (sample)

correlation
A quality algorithm [

should convey the
predicted utility of y

the sample matching

algorithm observed performance (system)

The performance of a biometric
system is a function of\the
matching algorithm
performance and-the utility of

all samples.in‘the system

Figure 2 — Relationship between quality and.system performance

7.2 Quality components: character, fidelity, utility

The ter

“quality” as it is currently used in the field of biometrics has several connotations, depending o

context. [Three prevalent uses are to subjectively reflect:

1.

e character of a sample. An expression of quality based on the inherent features of the source fro
hich the biometric sample is«derived. For example, a scarred fingerprint has poor character, an

lepharoptosis (droopy eyelid)causes poor iris character;

e fidelity of a sample, to"the source from which it is derived. An expression of quality based
delity reflects the degree of its similarity to its source. Sample fidelity is comprised of fideli

omponents contributed by different processes;

e utility of acsample within a biometric system. An expression of quality based on utility reflects th
redicted positive or negative contribution of an individual sample to the overall performance of

)

iometricxsystem. Utility-based quality is dependent on both the character and fidelity of a samplé.
tility Sbased quality is intended to be more predictive of system performance, e.g. in terms of FMR,
NMR, failure to enrol rate, and failure to acquire rate, than measures of quality based on character qr

delity alone{(See Table 1)

The term “quality” should not be solely attributable to the acquisition settings of the sample, such as image
resolution, dimensions in pixels, grayscale/color bit depth, or number of features. Though such factors may
affect sample utility and could contribute to the overall quality score.

Note that the character and utility of an acquired sample depend on the features to be considered by the
comparator. For instance, the same finger image may be of low character and utility with respect to minutiae
recognition (because of too few minutiae), but of high character and utility with respect to spectral pattern
recognition.

© ISO/IEC 2009 — All rights reserved
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Table 1 — lllustration of relationship between fidelity, utility, and character
Fidelity
Low High

Low Low fidelity and low character High fidelity and low character

results in low utility. Recapture results in low utility. Recapture will

Character might improve utility. However, if not improve utility. Use of other
possible use of other biometric biometric characteristics is
characteristics is recommended. recommended.

High Samples with high character and Samples with high character and
low fidelity typically will not high fidelity indicate capturée of
demonstrate high utility. Utility useful sample. High utility'is
can be improved upon recapture expected.
or image enhancement
techniques.

.3 Usefulness of quality data

.3.1 Real-time quality assessment

eal-time quality data can be used by an operator, automated system, or user to help improve the
quality of biometric samples submitted upon enrolment. This/feedback might indicate the characte
ility, and improvability of a sample. In this way, operational efficiency and overall system perform
e improved by assisting an operator, or augmenting an‘automated quality control system, in decisi
gccept the sample, b) reject the sample, c) reattempt-a“capture, or d) declare a failure to acquire or
anroll. Quality data can be retained for later use in,"for example, determining whether an enrolmen
should be replaced when the next sample is captured.

.3.2 Use in different applications

A particular biometric sample might bejused for several different applications and therefore its ag
quality data should be applicable( to® all of these. This would include both one-to-one and one
gomparisons involving the use ,of comparison algorithms from different vendors that would interpre
features differently and yield different comparison scores. The challenge in establishing a univers
standard is in defining a metric that is sufficiently adaptable for use by all applications for which a

sample might be used given that metrics of utility vary greatly between applications. Therefore, it s
recognized that it is a technical challenge to define a singular metric that accurately conveys the U

defining quality standards. Thus a quality metric—ideally predicting performance for a comparator o
gomparators <will likely be designed to capture only some of the failure modes and sensitivities
ited number of biometric systems. It may be useful to apply more than one quality metric in
prove_predictability of various failure modes.

average
, fidelity,
hnce can
bns to a)
failure to
t sample

sociated
-to-many
t sample
bl quality
barticular
hould be
tility of a

hiometric sample ferall applications for which it may be used, and this should be taken into considération in

- class of
bf only a
order to

different

e to be

configure so that different thresholds or quality classifications can be applied to scores generated by different
algorithms. In addition, by differentiating between scores from different algorithms, a recipient may isolate

results from different algorithms and use the data to optimize thresholds accordingly.

7.3.3 Use as a survey statistic
Quality scores may be used to monitor operational quality. For example aggregated quality scores

could be

compared with preset limits or monitored against an operational requirement. If, for example, quality scores
are generated from biometric samples collected at many sites, or over different time periods, then they may be

used to identify anomalous operation. For example, if face image quality is computed at the license

© ISO/IEC 2009 — All rights reserved
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desks at a Department of Motor Vehicles, then a ranked list of aggregated quality scores could be used to
identify desks that exhibit a lower than average quality, or to monitor trends over weeks or months.

7.3.4 Accumulation of relevant statistics

Reliable quality scores may be used to survey users and transactions to accumulate statistics giving
conditional probabilities of the kind “given a quality X sample on finger A, what is the likelihood of a quality Y
sample from finger A (or finger B)". This will inform the system and/or operators over whether a higher quality
sample is likely if another capture is attempted.

7.3.5 eference dataset improvement

The assqgciation of quality data with a sample that is to be entered into a reference dataset is importapt\for th
maintenance and improvement of the reference dataset quality. The tracking of sample quality gan 'lead
detectior] of potential deterioration of operator training or it may indicate deterioration in the perfermance ¢f
the sample capture equipment. Tracking of the sample quality data should be an important part of th
biometri¢ system’s operating procedures. The quality data may also be used to improvecthe quality of th
reference¢ file, and hence the performance of the biometric system. Improvement can, be made by th
replacement or possible augmentation of the stored information so as to make use of the best available quali
data. Typically, the replacement decisions are linked to the comparator performance 0fthe system processin
the data.

7.3.6 Quality-based conditional processing

Biometri¢ samples can be processed differently based on quality metrics: In particular, poor-quality data c
be processed using different algorithms or thresholds than normal.

7.3.7 Interchange of quality data by disparate systems

Standardized exchange of quality data between disparate systems is useful in retaining the modula
interchangeability of local or remote system hardware and software components, and the integrity of qualit
data in the event of such an interchange.

< =

For example, by using standardized exchange. of ‘quality data, consumers of quality data from a component
require minimal modification if that component isreplaced.

8 © ISO/IEC 2009 — All rights reserved
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8 Data interchange format field definition

8.1 Data fields

Table 2 summarizes the structure of a biometric data quality block.

Table 2 — Data fields

description size valid values notes

Number of 1 byte [0,255] This field is followed by the number of 5-byté

Quality Blocks Quality Blocks reflected by its value (see
Figure 3).

A value of zero (0) means that no attempt was
made to assign a quality score,An’this case, no
Quality Blocks are present.

Quality 1 byte [0,100] 0: lowest
Score 255 100: highest
255: failed attemptto assign a quality score

X
<§ Quality 2 bytes [1,65535] Quality Algorithm Vendor ID shall be registereg
‘g Algorithm with IBIA as-a CBEFF biometric organization.
= | Vendor Refer to,CBEFF vendor ID registry procedures
§ ID in ISQ/IEC 19785-2.

Quality 2 bytes [1,65535] Quiality Algorithm ID may be optionally

Algorithm registered with IBIA as a CBEFF Product

ID Code. Refer to CBEFF product registry

procedures in ISO/IEC 19785-2.

1 byte 5 bytes 5 bytes 5 bytes
# of Quality . ] _
Blocks = N Quality Block Quality Block Quality Block

Figure 3 — Structure of quality field

Quality scores should always be placed within the quality score field of the biometric data block (BDB) as
defined in ISO/EC19794-x associated with the sample. CBEFF quality fields should not be used in| place of
19794 quality_fields but rather as supplementary data. The prescribed use of CBEFF quality field§ may be
supplied byeach CBEFF patron format standard and is beyond the scope of this document. Note thaf multiple
quality seores calculated by the same algorithm (same algorithm ID) shall not be present in a single BDB.

§.29 Quality score

8.2.1 Purpose

Quality algorithms shall produce quality scores that predict performance metrics such as either false match or
false non-match. In cases where the system utilizes components from multiple vendors, the quality scoring
method should aim to reflect the aspects of performance important for each algorithm used. As noted in 7.3.2,
it is challenging to find a single quality measure that is universal, not vendor-specific and yet adequately
indicates performance, and it may be useful to apply more than one quality algorithm.

© ISO/IEC 2009 — All rights reserved 9


https://standardsiso.com/api/?name=2efaeca51cda7341aa1e9d1f688b0ae6

ISO/IEC 29794-1:2009(E)

8.2.2 Data transformation considerations

Data transformation by an application system is likely to impact the data quality (ie. down-sampling or further
compression). The impact of such transformations on the data quality metrics may be recomputed by the
application system in accordance with guidance provided by this standard. Any time a biometric sample
undergoes a transformation, the quality of the transformed sample should be reassessed and associated with
the transformed sample. For example, throughout an identity management system a biometric sample may be
stored in multiple formats (e.g., high resolution fingerprint image stored centrally and a minutia-based
representation stored on a smart card).

8.2.3 ailure modes

To be predictive of performance it may benefit a quality algorithm designer to produce quality scores thatiarn
intended|to model known failure modes / sensitivities of a biometric comparator and image/signal processin
algorithms. Further, to achieve some measure of generality the quality score should be based on‘the set ¢
sensitivitjes that are common to a class of system (e.g. minutia comparators).

=Q O

8.2.4 Resolution

A quality|apparatus shall provide for a mapping to at least four discrete values, which{when utilized towards
variety of applications, still maintains the ability to discriminate between distinct levels of performance, such gs
"excellert", "adequate", "marginal”, and "unacceptable".

[\

8.2.5 Summarization

Annex C|suggests procedures for the appropriate aggregation of utility<based quality scores over a collection
of samples, e.g. enterprise-wide summarization. The result is a summary value which supports monitoring ¢f
quality. Quality summarization should be performed across similar,usage, e.g. quality summarization over gl
enrolmemt samples of an enterprise, or quality summarization gyer all verification samples of an enterprise. In
operations where users frequently interact with a biometric@ystem (e.g. time and attendance applications),
quality sicores may be aggregated on a per user basis) This will reveal the existence of individuals that
consistently yield low quality samples.

8.3 Quality algorithm identification (QAID)

8.3.1 Qverview

=h

The Qudglity Algorithm ID (QAID) is an.identifier of the quality algorithm used to calculate the quality score
the sample. As long as there are nd_common criteria for quality assessment, it is indispensable to enable th
recipient|of a BIR to differentiate between quality scores generated by different quality algorithms and adjusgt
for any differences in processing or analysis as necessary. A QAID Registry would provide a reference that
indicateg the vendor and version number of the identified quality algorithm. The QAID method is considered {
be a soution that may-be implemented quickly but only partially achieves the goals of quality scor
standardjzation.

D O

8.3.2 Methodology
This method<requires as normative that:

If no quality scoring is attempied, then the value of the Number of Quality Blocks field is 0 and there are no
Quality Blocks present. If Number of Quality Blocks is between 1 and 255, then an identifier of the quality
algorithm used to generate the score shall be present using the Quality Algorithm Vendor ID and Quality
Algorithm ID fields according to Table 2 — Data fields. Note that this method does not preclude, but rather
complements, further work to standardize a universal quality scoring method (i.e. a score that intrinsically
includes some degree of normalization) such as QSND. See Clause 9.

A feature of this “quality algorithm identification” method is that the recipient of the raw quality score data may
need to do some local analysis and/or processing to fully interpret the meaning of the scores. In other words,
the sender of the score is not attempting to interpret the quality score for a potentially unknown application or
destination. But importantly, the recipient can obtain the information on how the quality score is established
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from the quality algorithm vendor and develop appropriate means to automatically distinguish between quality
scores generated by different quality algorithms, and interpret them appropriately.

8.4 Standardized exchange of quality algorithm results

Quality algorithm vendors should be able to offer results of their quality algorithms in a standardized way to
the biometric community. On the other hand, consumers of ISO/IEC 19794 data interchange records are able
to retrieve and process this information effectively in order to assess the value of the output of this quality
algorithm to their implementation. This approach has the following benefits:

—+ Both, quality algorithm vendors as well as consumers have the ability to gain value from)ftechnical
improvements, which is a necessary prerequisite in the starting phase of wide spread quality~scofe use.

—+ In some applications, updates may be retrieved automatically, if the necessary infrastructure is there.

—+ It will re-shift the evaluation effort related with QAID from the consumer and integrators back to the quality
algorithm vendors (which do the evaluation anyway).

-+ Over time, standardized test sets will evolve,

— as itis in the interest of the quality algorithm vendor to use (a)Teporting test set(s), that is ¢f use for
many costumers, and

— the need for new test sets will vanish over time and)the use of such test sets will be] critically
reviewed by the community.

—+ Evolution of test sets will facilitate the development.of QSND.

Hor the exchange, the following items shall be provided:

1. the quality algorithm vendor ID,

2. the quality algorithm ID,

3. the minimum and maximum theoretical output value of the algorithm,
4. the unique name of test Sef'used (e.g. in form of "FERET-Grayscale" in the case of face recognitjon), and

5. the list of samples (e.g. for FERET “Duplicate 1” in the case of face recognition) that have been
processed.

Hveryone will be‘able to publish new test sets (biometric samples + a naming scheme).
A self describing language like XML will be used for the description of the data sets as well ap for the

valuation results. The evaluation results could be maintained in a central registry or on a vendor sjte (via a
ink in.the central registry).

= D

An example implementation using XML can be found in Annex B.
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9 Normalization

Normalization of quality score data is the process by which quality score data is processed by its recipient in
order to give the scores local context and meaning, such as to make quality scores from different algorithms
have similar meaning.

A raw quality score is assigned to a biometric sample by a particular quality algorithm. In order to interpret the
raw score, the recipient of a score must have some contextual information. This information may be provided:

1.
interpretation of the score. For example, if a quality score is accompanied by |dent|f|cat|on of the algorith
used to |generate the quality score of the associated sample (i.e. QAID), then recipient software ean) b
configured to use vendor-supplied data (e.g. suggested thresholds) to best process the sample. The algorith
could alternatively be used to perform analysis in order to fully optimize the interpretation of the scores give
the local| application and data. By identifying the algorithm, scores created by different algorithms could b
differentipted so that, for example, different thresholds could be applied to the sample dépending on the
source of the quality score.

2. intripsically, in the form of a normalized quality score. Normalization of quality~score data provides
contextugl information about the score. An example is a quality score representing‘the perceived likelihood
that a sample, when matched, will result in a false non-match.

QAID enpbles vendor-specific scaling, such that the 0-100 scale correlates®o"some other scale reflecting thie
above. For example, the recipient of a file would be encouraged to analyze the correlation of quality scores fo
FMR and FNMR of the samples processed by their comparator. The)results could be used to, for examplg,
specify gn acceptance operating threshold. This method provides:the recipient the information necessary fo
interpret|the scores in a way that is relevant to their own environment and application, and permits the use ¢f
many different algorithms or versions of algorithms in a single system.

The purpose of quality score normalization (QSN) corpus:is to provide a consistent interpretation of quality
scores through normalizing quality scores or Quality Seore Percentile Rank (QSPR). QSPR enables universal
expressipn and interpretation of a quantitative sample quality score, which is that quality algorithm “X”
considerg biometric sample “Y” to have a quality ‘percentile rank “Z”. The translation of raw quality scores to
percentile rank scores is achieved by running;a standardized corpus of samples through a given quality
algorithm and pairing all possible raw score-outcomes to percentile rank scores.

See Annex A for more information.
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Annex A
(informative)

Procedures to construct a quality score normalization dataset

he Quality Score Normalization Dataset (QSND) standardization method aims to enable a\'consigtent and
imteroperable interpretation of the quality score. To achieve this, the QSND method” reqlires the
standardization of a dataset or datasets, with each biometric modality having its own dataset(s). For each
dataset, several score classes will be established, with each class being assigned,with' a range ¢f quality
scores. Several sample data that fall into each class will be collected and made available in the standards for
the algorithm developers and recipients (users) of quality scores. The algorithm praoyiders are then aflvised to

odify or provide a transformation function such that the output of their qualitylalgorithm will be congistent to
the recommended range of score for each sample data provided in the standard database. Howevey, if there

ould likely be more than one version of the standardized dataset, then)it would be useful information to
identify the dataset used for the quality score normalization. The dataset will then be made as pTrt of the
standard and will be made available for the algorithm developers and'recipients (users) of quality scofes.

his annex defines a procedure for constructing a performance=griented reference database. The result is a
set of samples annotated with a target quality score. The value is essentially a consensus similafity score
dassification from a set of comparators. Such reference sets are of primary use for normalization pf quality
score from different quality algorithms so that quality sceres of various quality algorithms have a cpnsistent
imterpretation within a reasonable and practical range:“The same method would be of use to tune |a quality

Igorithm to an operational situation in which the comparator and kind of data are known and availaple or by
quality algorithm developers working on the geperal problem. The input to our procedure is a repregentative
sample database. The output is an annotation” of each sample with a scalar quality target. Thd method
gresumes the availability of a representative’comparison algorithm, which will be used to compare sgmples to
groduce both genuine and impostor similarity scores. It is therefore implied that two or more sanpples per
pgerson are available.

.2 Data

ata gathered in a target Operational application would be most realistic. It is recommended to |create a
bference set with acdlarder proportion of samples that are naturally problematic to the comparatgr than is
resent in the population. Insofar as possible, it should be balanced; for example--in the case of fingerprints--
m terms of fingen position (right/left index/thumb/middle), finger impression (roll/plain/flat), sex, age, and
apture devicé<kack of data often renders it difficult to create such a balanced dataset.

QST SO

some-areas, this method may ultimately rely on the standardization of biometric sample datasets, fand their
subsequent maintenance and availability. At a minimum, datasets should be maintained in a mapner that
grovides 1) adequate space for file storage, 2) the protection of the integrity of the stored dataset filels, and 3)

A.3 Target quality assignment

We seek to assign a performance-based quality score to each image in a reference dataset. We ensure that
the quality values are representative of performance by associating the image with similarity scores as follows.

Consider a biometric dataset containing Ni >2 samples, dfl), dl-(z),..., di"), for each of M subject,

I= 1,...,Mwhere each image contains only one biometric characteristic, i.e. image of just one finger or one
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iris. The

(2) Ny - _

1
following procedure assigns quality values 6]5 ), q; ..., 4; 1 —1,...,M to all images in the

reference dataset.

I. For each comparator V,, k=1,...,K, of K available comparators

u .
For each instance record d,( )(i.e. the u™ sample of subject 1 ):

1) Generate the set of all possible mated comparison scores using the k-th comparator,

\

q

4

)

q

4

r
\

q

J

procedure could be modified to only use half of the comparison scores.

M
4 . N . d(u)
he result is f~non-mate comparison scores per sample ¢; ~ .

Si= {SZ}V |SZ§V = Vk(dl(u)’dl(‘}))}

u=1,...,Ni andV:u+1,...,Ni (1)
i=1,...M

vhere V) is the k-th comparator for all available k=1,.,K comparatofs. This will generate

P(N;,2)=N;(N,;—1) elements in the set S.; where there are N, —l-mated comparisons per each
ample of subject i .

Note that it is assumed that the generation of comparison.Scores are not symmetric, that

[

Vk(dl(”),di.v));tVk(dﬁv),dl(")). If there is evidence of symmetric comparison scores, then the

) Generate the set of all non-mated comparison®scores using the k-th comparator by comparing
amples from person I with samples from all ] =1,..Mand i # ] other persons,

Sy = st | s =V,d,d);
uzl,...,Ni andv:l,...,Nj (2)

i=1,5Mandj=1,.,Mandi=#j

J=Lj#i

-

) Insert (i,u) into set T if its mated comparison scores is larger than all its non-mated compariso

u,v u,w o o . eyn
coresyie. Si; > S VJj #1,V #U,W_This is a rank 1 condition.

. d(u)
4) compute the target utility for sample d; "as

14

mated __ non—mated
cge U Lu iu
utllllyi o mated + non—mated
O-i,u O-i,u (3)
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mated 4 .
where mi,u is the mean of sample ¢; "’s mated comparison scores computed as:

Ni
u,v
Zsi,i
v=1
mated __ vZu
Lu Ty 4
Ni _1 4
A4
non—mated . d(”), .
and m;, is the mean of sample ¢; "’s non-mated comparison scores computéd-as:

J
non—mated __ j#i

Lu M
Nj
j=1
J#i (5)

o mated o d(u) .
similarly, O;,, is the standard deviation of sample” &; "’s mated comparison scores computed as:

N;
Z (SZ;'V N\ m;’nuated)Z
v=l

mated __ ||\ FU
Lu -
’ N.—1
! (6)
non—mated (1)
and Gi,u is’ the standard deviation of sample di ’s non-mated comparisop scores
computed as:
M Nj
u,v non—mated ~ 2
ZZ(Si,j My )
Jj=1v=1
non—mated _ | J#i
i,u - M
>
J
j=1
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16

Once all target utilities (utility! Yu= L,...,N; and Vi =1,..,M ) have been computed:

\

q

a)

Compute two empirical cumulative distribution functions: One for the top-ranked mated
comparison scores of set T

‘{utilily;‘ (i,u) T, utilin" sZ}{

{uﬁlizy;‘ :(i,u) € T, utility! < oo}

C(2)=

b)

c)

d)

The procedurélisrepeated for all samples d,(u) u=1,.,N;andi=1,....,M and all Kcomparator$
$ince one.sample will have mated comparison scores and a non-mated comparison score distributio
ifferent from another sample, different samples of the same subject may have different target utilitie
and therefore different target quality scores.

and another for those not in that set.

‘{utilityi" :(i,u) ¢ T,utility! 3z}{
‘{utility;’ [Giu) & T, utility" <oo}{

W(z)= (9)

These cumulative distribution functions are plotted in Figure A.1 fofdive-scan images of th
right-index fingers of 6,000 subjects and scores of a commercial fingerprint comparator wher

N,;=2forall i=1,...,6000 .

D P

Select target quality resolution (L). That is the number ©f quality levels for the target quali
and therefore target quality scores will be g=1,...,[X where 1 is the lowest and L is th
highest quality score. L could be any integer between.2 and 100, for example 5. Note that th
larger L, the more samples (larger M) are needed for accurate quality assignments.

b <

D

Bin sample target utilities into L bins based‘on quantiles of the target utility distributions C
and W(.) in equations 8 and 9. Bin boundaries could be chosen to be cumulative distributio
functions (i.e. C(.) and W(.)) turning peints. One strategy, for L =35, is shown in Table A.1 i

_ — - -1
which W' and C ! are the \guantile functions, and C 1(0) and C" (1) denote th

= D N—

[¢]

empirical minima and maxima,, respectively (same for W_I(O) and W_1(1), x and y ar

appropriate percentile points” selected based on the shape of C() Bin boundaries fq
x=0.25 and y=0.75 are shown in Figure A.1.

S

(u)
Sample d,(u) is-assigned target quality {; = corresponding to the bin of its target utility from
equation (3)

(2=

A n L i - - £ V - oL - £ 5 £ i (] (] b ('l
AYYreydqalic 1esuit Or onnmnryg 101 15 COMMTPAar dturs. UTOILE Ul ayyireydqale Turicliurm Ucperius UIT 1T alid t

what degree generalizability of target quality scores is desirable. Below is a list of some options:

a)

b)

unanimity: Samples with identical quality assignments from all K comparators become
members of the Quality Reference Dataset. Those without unanimity can be discarded.

median or other specified percentile point: Samples with identical quality assignment from

more than X percent of K comparators become members of the Quality Reference Dataset.
The rest can be discarded. Note that X=700 is the unanimity, and X=50 is the majority vote
rule.
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c) arithmetic mean: Final target quality score of each sample will be the arithmetic mean of its
quality assignment from all K comparators.

Table A.1 — Binning target utilities

Bin Range of target utilities
1 o<z <CN 00D}
2 {zi :CTN(0.01)<z, < W—l(l)}
3 {z,. W<z, < C_l(x)}
4 {z,. Cl(x)<z, < C_l(y)}
5 {z,.:c—l(y)sZ,.}

L

[

Qo

— porrectly matchdd| (right)
falsely matched - | (left)
T T 1
] 10 20 30 40 50
normalized match score

NOTE The vertical lines are one possible way of binning normalized comparison scores.

Figure A.1 — Empirical and cumulative distribution functions for the top-ranked genuine scores and
for the impostor scores
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A.4 Size of quality score normalization corpus

The QSN corpus should be sufficiently large to allow for it to be used for both training and testing of the
various proprietary quality scoring algorithms in order to normalize the output to conform to the categories
provided by the QSN corpus in this document. The sample size, N, for a controlled trial can be estimated
using:

2
N o> 322
d ®)

where slis typical error (noise) and d is smallest worthwhile effect (signal).

Since thére is a minimum of four categories, it can be assumed that d=1 as the increment for the category
only onel The most typical error is the wrong allocation of the quality into its closest category instead of th

correct category, which gives s=2. Thus based on equation (8), the minimum required size for(ihe corpus pgr
category|is estimated at 128 or 512 per QSN corpus. Half of the corpus could be used for, training and th

other half for testing. A two-fold cross-validation approach could be used to compute the, overall error ra
whereby|the training and testing sets are interchanged and the average error rate is computed based on th
outcome|of each test set as has been suggested in the statistical and machine learning/iteratures.

[0
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