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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IECJTCT:

The procpdures used to develop this document and those intended for its further maintendige Jre
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for
the differjent types of document should be noted. This document was drafted in accordance with the
editorial fules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document{may be the subjgct
of patent] rights. ISO and IEC shall not be held responsible for identifying any or all such patgnt
rights. Dletails of any patent rights identified during the development of the " document will be in the
Introductlion and/or on the ISO list of patent declarations received (see wwwiso.org/patents).

Any trad¢ name used in this document is information given for the convénience of users and does 1jot
constitutg an endorsement.

For an ekplanation on the meaning of ISO specific terms and ‘expressions related to conformity
assessmejnt, as well as information about ISO’s adherence te’the WTO principles in the Technig¢al
Barriers to Trade (TBT) see the following URL: Foreword - Supplementary information

The comipittee responsible for this document is ISO/IEC JTC 1, Information technology, Subcommittee
SC 27, IT $ecurity techniques.

This secqnd edition cancels and replaces the*first edition (ISO/IEC 27013:2012), which has begn
technically revised.
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Introduction

The relationship between information security management and service management is so close that
many organizations already recognise the benefits of adopting the two International Standards for
these domains: ISO/IEC 27001 for information security management and ISO/IEC 20000-1 for service
management. It is common for an organization to improve the way it operates to achieve conformity
with the requirements specified in one of these International Standards and then make further
improvements to achieve conformity with the requirements of the other.
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ount not only the services provided but also the protection of information. These benéf

n derive benefit from the mutually reinforcing concepts and similarities betweenthese Intg

hndards and their common objectives.

y benefits of an integrated implementation of information security(management an
hnagement include the following:

service;

the lower cost of an integrated programme of two-projects, where effective and
management of both services and information security are part of an organization’s strat

a reduction in implementation time due to the integrated development of processes cg
both standards;

better communication, reduced cost and improved operational efficiency through elim
unnecessary duplication;

a greater understanding by service management and security personnel of each others’ vi

an organization certified for ISOAEC 27001 can more easily fulfil the requirements for inf
security specified in [SO/IEC 20000-1:2011, 6.6, as both International Standards are compl
in requirements.

e guidance in this Intermational Standard is based upon the published versions of both ISO/I
d ISO/IEC 20000-1.

is International/Standard is intended for use by persons with knowledge of both, either or
e Internationad Standards ISO/IEC 27001 and ISO/IEC 20000-1.

is expected that all readers have access to copies of both ISO/IEC 27001 and ISO/IEC
nsequehtly, this International Standard does not reproduce parts of either of those Inte
hndafids. Equally, it does not describe all parts of each International Standard comprehensi
pse parts where subject matter overlaps are described in detail.
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This International Standard does not provide guidance associated with the various legislation and
regulations outside the control of the organization. These can vary by country and impact the planning

of
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is International Standard provides guidance on the integrated implementation of ISOAEE 2
D/IEC 20000-1 for those organizations that are intending to either

implement ISO/IEC 27001 when ISO/IEC 20000-1 is already implemented, or ¥ice versa,
implement both ISO/IEC 27001 and ISO/IEC 20000-1 together, or
integrate existing management systems based on ISO/IEC 27001 and\SO/IEC 20000-1.

is International Standard focuses exclusively on the integrated.implementation of an inf
curity management system (ISMS) as specified in ISO/IEC 27001 and a service manageme
MS) as specified in ISO/IEC 20000-1.

practice, ISO/IEC 27001 and ISO/IEC 20000-1 can also be’/initegrated with other manageme
hindards, such as ISO 9001 and ISO 14001.

Normative references

lispensable for its application. For dated references, only the edition cited applies. Foj
ferences, the latest edition of the refereticed document (including any amendments) applies

D/IEC 20000-1:2011, Informatiofn technology — Service management — Part 1: Service ma
stem requirements

D/IEC/TR 20000-10, Information technology — Service management — Part 10: Concepts and te

D/IEC 27000:2014, Iriformation technology — Security techniques — Information security ma
btems — Overviewand vocabulary

D/IEC 27001:2023, Information technology — Security techniques — Information security ma
btems — Regliirements

Terins, definitions and abbreviated terms

7001 and

ormation
Nt system

ht system

e following documents, in whole or in part; are normatively referenced in this document and are
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and ISO/IEC/TR 20000-10 apply.

The following abbreviations apply.

ISMS information security management system (from ISO/IEC 27001)

SMS service management system (from ISO/IEC 20000-1)

SOAEL 20000-1

Annex A provides a comparison of content at a clause level between ISO/IEC 27001 and ISO/IEC 20000-1.

Annex B provides a comparison of terms defined in the following:

ISO/IEC 27000, the glossary for ISO/IEC 27001;
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— terms used in ISO/IEC 27001;

— terms defined or used in ISO/IEC 20000-1 or ISO/IEC/TR 20000-10.

4 Overviews of ISO/IEC 27001 and ISO/IEC 20000-1

4.1 Understanding the International Standards

An organization should have a good understanding of the characteristics, similarities and differences of

ISO/IEC 2

security

implemer

Standard

4.2 ISQ

ISO/IEC 2
an ISMS t

any purp

To achiev
implemer]
work, the

these ris
levels of
security.

contracty

ISO/IEC 2

4.3 1ISC

ISO/IEC

services.
standard
parties. I
ISO/IEC 2

The SMS

development, transitiofi;yoperation and improvement of services to fulfil service requirements

agreed w

To fulfil t

tation. 4.2 to 4.4 provide an introduction to the main concepts underlying both Internator
5 but should not be used as a substitute for a detailed review.

/IEC 27001 concepts
7001 provides a model for establishing, implementing, maintaining and €entinually improvi

bse by, or within, the organization.

e conformity with the requirements specified in ISO/IEC 27001, an organization shou

ore planning an integrated management System Ior informatipn

mmm_l——hm—#ﬁ_?_w -Tbe
management and service management. This maximizes the time and resources availablefor

al

ng

o protect information. Information can take any shape, be stored inany-form and be used for

organization should select, implement, monitor and review’a variety of measures to man

ks. These measures are known as controls. The organization should determine accepta
risk, taking into account the requirements of interested parties relevant to informati
Examples of requirements are business requirements, legal and regulatory requirements
al obligations.

7001 can be used by any type and size of oxgdnization.

/IEC 20000-1 concepts

P0000-1 can be used by organizations, or parts of organizations, which use or provi
This adds value for both the,customer and the service provider. All processes covered by t
should be controlled by the;service provider, even if some processes are operated by oth
is only the service provider that can achieve conformity with the requirements specified
0000-1.

directs and eontrols a service provider’s activities and resources in the desig

ith its custourer(s).

of specifi¢

problem 1nanagement amongst others. Information security management is one of the ISO/IEC 2000

1 servicelm

serviee management processes. These include incident management, change managementa

t an ISMS based on a risk assessment process to identify riSks to information. As part of tli

n,
asS

he requirements specified in ISO/IEC 20000-1, the service provider should implement a ranfge

hd
0-

Tnacgomaont Y\V‘nr‘nccnc

ISO/IEC 20000-1 can be used by any type and size of organization.

4.4 Similarities and differences

Service management and information security management are often treated as if they are neither
connected nor interdependent. The context for such separation is that service management can
easily be related to efficiency and profitability, while information security management is often
not understood to be fundamental to effective service delivery. As a result, service management is
frequently implemented first. However, as shown in Figure 1, many control objectives and controls in
ISO/IEC 27001:2013, Annex A are also included within the service management requirements for an
SMS specified in ISO/IEC 20000-1.
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5.

An organization planning to implement both ISO/IEC 27001 and ISO/IEC 20000-1 can be in on|

st

ISO/IEC 27013:

Focus on
Information assets

‘ Focus on W

services

Organization

2015(E)

ISO/IEC 20000-1
Specific to Shared parts (some overlap, some differences) Specific to
ISO/IEC 27001 ’ ISO/IEC 20000-1
« Classification of » Capacity management  + Resource management - Budgeting and
- formation ~CTamge MAnagement —+ RISk assessment —— accounting for Services
« Information asset . ri(;:falgue:it:_: . :?(f)les a?d respon.:tslbllliles + Business relationship r
management ! g ] nformation security management
+ Incident and service management + Design and transition
request management = Service continuity and of new or changed
» Problem management availability management services
» Release and deployment -« Supplier management . Servicefevel
management + Governance of processes || management
operated by other parties
Commeon parts (identical between standards)
+ Continual improvement « PDCA
+ Legal and regulatory compliance * Training and awareness
+ Management review « Documentation management
N\

Figure 1 — Comparison between concepts in.iSO/IEC 27001 and ISO/IEC 20000-

formation security management and service management clearly address very similar proc
tivities, even though each management systemt highlights different details. See Annex A fq
Fformation. When working with the two standards, it should be understood that their charg
'fer in more than one respect. For example, their scopes differ (see 5.2). They also have
als. ISO/IEC 20000-1 is designed to.enSure that the organization provides effective servi
D/IEC 27001 is designed to enable the organization to manage information security risk an
curity incidents.

Approaches for integrated implementation

1 General
htes as follews:

and(Service management (formal management systems can also exist for other areaj
quality management);

=

esses and
r further
cteristics
different
res, while
d prevent

e of three

ad-hee-management arrangements exist which cover both information security mapagement

, such as

there is a management system based upon one of these two International Standards;

there are separate management systems based on the two International Standards but
not integrated.

these are

An organization planning to implement an integrated management system for information security and
service management should consider at least the following:

a)

other management system(s) already in use (e.g. a quality management system);

b) all services, processes and their interdependencies in the context of the integrated management

system,;
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c) elements of each standard which can be merged and how they can be merged;

d) elements that are to remain separate;

e) the impact of the integrated management system on customers, suppliers and other parties;

f) the impact on technology in use;

g) theimpact on, or risk to, services and service management;

h) the impact on, or risk to, information security and information security management;

i) educ

j)  phas

htion and training in the integrated management system;

bs and sequence of implementation activities.

5.2 Conpsiderations of scope

One area

where the two International Standards differ significantly is on the subject of scope, name

what asséts, processes and parts of the organization the management system shotld include.

ISO/IEC 20000-1 is concerned with the design, transition, delivery and imiprovement of services
deliver bysiness value. This is achieved through defining the service requirements to deliver objectiy

and then

coordinating the policies, processes, plans and resources to develop, manage and impro

those seryvices. The scope of ISO/IEC 20000-1 includes the objectives, policies, plans, processes a
resourceg as well as the services.

ISO/IEC 27001 is concerned with how to manage information security risk. The scope of ISO/IEC 270

covers t
of the t

se parts of its activities that the organization-wishes to secure. In this sense, the scop
International Standards are described differently. As a result, it is possible to implemg

ISO/IEC 47001 for the same scope as ISO/IEC 20000<1; but ISO/IEC 20000-1 cannot be applied to t
whole organization unless the organization is wholly a service provider.

Thus, cerftain processes, assets and roles in the organization may be excluded from the scope for
ISMS devgloped to achieve conformity with tHe requirements in ISO/IEC 27001. For ISO/IEC 20000
these ma}y not be excluded from scope if\they are part of, or contribute to, the services in the sco
of the SMS. The ISMS scope may alsozbe defined exclusively by a clear physical boundary, such as

security

erimeter.

In some dases, the full requiremerts of the two International Standards cannot be implemented for §

or even p
conform

hrt, of the organizatign’s activities. This can be the case if, for example, an organization canr
fo the requiremeénts specified in ISO/IEC 20000-1 because it does not have governance of

processe§ operated by.other parties.

An organ
Where a

zation can\implement an SMS and an ISMS with some overlap between the different scop
tivities-li¢ within the scope of both ISO/IEC 27001 and ISO/IEC 20000-1, the integrat|

managenjent;sysStem should take both International Standards into account (see Annex A). Differeng

in scope
can exclu

fah-result in some services included in the SMS being excluded in the ISMS. Equally, the S}

On
L1,
pe

11,
ot
|

bS.
ed
es
1S

1 h e . el ICAAC I 1 - . 1 - 1
UC PIroccss5CsS dIIU TUIICLIOILS O UIC 10 IVIS. T'UI CTXdIIIPIC, SUIIC U g5dIITZdLIVILIS CTIIO0USTE LU llllplUllltnt

an ISMS only in their operation and communication functions, while application management services
are included in their SMS. Alternatively, the ISMS can cover all the services, while the SMS can cover
only the services for a particular customer or some services for all customers. The organization should

align the

NOTE
scope defi

scopes of the management systems as much as possible to ensure successful integration.

Guidance on scope definition for ISO/IEC 20000-1 is available in ISO/IEC 20000-3. Guidance on the

nition for ISO/IEC 27001 is available in ISO/IEC 27003.
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5.3 Pre-implementation scenarios

5.3.1 General

An organization planning an integrated management system can be in one of three states, as described
in 5.3.2 to 5.3.4. In all cases, the organization has some form of management processes or it would not
exist. The following clauses provide suggestions for implementation in each of the three states also
described in 5.1.

5 22 Neaithar standardis currantlvusad- as tha hacic for a manacamant suctam
P e er-Sstaiaarais-eurrepay-use ada5+tie-80d45i51oa Semnentesyste

It |s easy to assume that, where neither standard is implemented, there are no policiescprocesses and
priocedures and that therefore the situation is simple to deal with. However, this is a misconception.

All organizations will have some form of management system. This should be\adapted tp achieve
conformity with the requirements specified in either or both of the standards,

The decision regarding the order in which the two management systems will-be implemented ghould be

based on business needs and priorities. Decisions can be influenced by Wwhether the primaryf driver is

C(Inpetitive positioning or the need to demonstrate compliance to a gustomer.
0

Another important decision is whether to implement both standards concurrently or sequentiplly. If the
inmplementation is sequential, one standard is implemented afid then the scope is extended o include
the additional requirements of the other. See 5.3.3. Both_the/ISMS and the SMS can be implemented
concurrently, if implementation activities and efforts can be coordinated and duplication niinimised.
However, depending upon the nature of the organization;'it can be prudent to start with one|standard
arld then expand the scope to include the other.

These considerations are illustrated in the following scenarios.

a)| An organization that provides services-should start with the implementation of ISO/IFC 20000-
1 and then, working from lessons learned during that implementation, expand the mahagement
system to include ISO/IEC 27001.

b)| An organization that is using‘suppliers, including other parties, for delivery of some p

process control issue$. The organization should then proceed to ISO/IEC 27001.

c)| A small organizafion should focus on one of either ISO/IEC 27001 or ISO/IEC 20000-1,
on its level of reljance upon service management or information security.

d)| A large organization with internal service delivery should handle the implementation als a single
project-ifithis is not possible, then it should divide the implementation into two parallel suby-projects
withinsone overarching programme of work. Each sub-project should manage one starnjdard and
integrate the implementations as a mutual sub-project. If this approach is chosen, it is vitaljto ensure
that the implementations are compatible as they are developed. This can introduce gdditional

e) Any organization that places a high level of importance on information security should first
implement an ISMS which conforms to the requirements specified in ISO/IEC 27001. The next
stage should be the expansion of that management system to fulfil the requirements specified in
[SO/IEC 20000-1, supporting information security.

An integration working group holding regular meetings during the implementation of both management
systems can help in ensuring the two are aligned.

© ISO/IEC 2015 - All rights reserved 5
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5.3.3 A management system exists which fulfils the requirement of one of the standards

Where a management system has already achieved conformity with the requirements specified in one
of the two standards, the primary goal should be to integrate the requirements of the other standard.
This should be done without suffering any loss of service or jeopardising information security of the
service. However, the existing management system should be broken down into its individual elements.
This should be carefully planned in advance, with existing documentation being reviewed by experts in
the standard that is being introduced, and by experts in the standard already implemented.

The organization should identify the attributes of the established management system, including at
least the fottowimg:

a) scopé;
b) organizational structure;

c) policles;

d) planning activities;

e) authgrities and responsibilities;
f) practices;

g) risk thanagement methodologies;
h) relevhnt processes;

i) procgdures;

j) termp and definitions;

k) resoyrces.

These atfributes should then be reviewed to_eStablish how they can be applied to the integrated
managenjent system. If a two-step approach.is’used, with one management system in place as step one,
the second step is to implement the other'management system. The scope for the second step should pe
defined ahd agreed before starting any.implementation activities.

5.3.4 Spparate management systems exist which fulfil the requirements of each standard

This last [case is perhaps the-most complex. It illustrates the issue of scope; see 5.2. It is possible that
an organjzation has implemented an ISMS in one organizational area and has implemented an SMS|in
another. The organization’can then decide to apply one or other of the standards across a wider scopefof
activities| At some point in time, the management systems will be implemented for the same activitigs.
Alternatiyely, twd, organizations can be planning to merge. One has demonstrated conformity [to
the req:]tlle"ements specified in ISO/IEC 27001, while the other has demonstrated conformity to the

requirements.specified in ISO/IEC 20000-1.

A review should form the starting point, aiming to achieve the following:

a) identify and document the existing and proposed scopes to which each standard applies, paying
particular attention to their differences;

b) compare the existing management systems and establish if there are any mutually incompatible
aspects;

c) develop a business case to clarify the benefits of an integrated management system;

d) startto engage the stakeholders of both management systems with one another;

6 © ISO/IEC 2015 - All rights reserved
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e) plan the best approach to achieving an integrated management system:
1) start with a very broad outline view;
2) review this at various levels in the organization to add details;

3) provide feedback and suggested solutions to the appropriate level of authority to allow
decisions to be taken.

Although there are many ways of integrating management systems whilst maintaining conformity, an
extensive planning phase should be completed.

6| Integrated implementation considerations

6.1 General

In|all cases, the organization’s goal should be to produce a viable integrated management sygtem that
enables conformity with the requirements specified in both standards. The goal is not to corppare the
standards or to determine which is best or right. Where there is conflictbetween viewpoints, this should
bg resolved in a way which satisfies the requirements specified in béthstandards and ensurgs that the
organization achieves continual improvement of its ISMS and SMS. The ideal integrated mahagement
system should be based on the most efficient approach frony beth standards, applied apprfopriately.
This is also supported by use of additional details in one standard to supplement the other. Cqre should
bd taken to retain everything necessary for conformity to both standards.

Dgcumented traceability should be maintained between the integrated management systerh and the
refquirements of each separate standard. To reduce gffort, a single set of documentation can He created
for the integrated management system. To support this, the organization can create traceability
ddcumentation such as a traceability matrix,-This explicitly shows how the integrated mahagement
system conforms to the requirements of each of the standards. The benefits of this approagh include
bding able to more easily demonstrate cahformity in audits and reviews. These benefits aldo include
bding able to track which activities are.necessary to demonstrate conformity to each standardl.

6.2 Potential challenges

6.2.1 The usage and meaning of asset

In|this Clause, the differences and similarities of usage and meaning of asset in ISO/IEC 2[/001 and
ISP/IEC 20000-1 arediscussed. Suggestions are given on how to reconcile the two standards.

In[ISO/IEC 2000041, an asset is different to an asset in ISO/IEC 27001. Asset is not a defined term in
ISP/IEC 20000~1 or ISO/IEC 27001, so it is used in its normal English language sense of somjething of
value. In seme clauses in ISO/IEC 20000-1, the use of assets is linked to financial assets, such agsoftware
lidences;-In other clauses, assets are referred to as information assets. In contrast, ISO/IEC 27001
des asset
sh sense:
anything that is considered valuable or useful, such as a skill, quality, or person, etc. ISO/IEC 20000-
1 also uses a defined term, configuration item (CI), as an element that needs to be controlled in order
to deliver a service or services. The organization should therefore define what a CI is for its own
purposes, taking into account its needs for efficiency. Information can be included in this definition. In
ISO/IEC 20000-1, the configuration management database (CMDB) is the data store of all CIs and their
interrelations. Some organizational assets will not be in the CMDB (e.g. PCs not used to deliver or access
the service). Equally, some CIs might not be considered to be assets under ISO/IEC 20000-1, e.g. people.
Assets in [SO/IEC 20000-1 normally have monetary value.

In ISO/IEC 27001, the focus is on information security risk assessment and risk treatment, which is
applied to all information within scope of the ISMS. The form of information is irrelevant: it can be
paper, electronic, etc. As a result, information, or the resources used for handling information, can be
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Cls. For example, a data cable can be a CI. Although it is not information, the cable is the resource used
for carrying information and thus is relevant to risk assessment in ISO/IEC 27001. For an integrated
management system, information can be used by, or be part of, a service in ISO/IEC 20000-1.

Neither of the standards requires every CI or instance of information to be listed individually. They
can be grouped into types, such as hardware, or documents. As part of this activity, their descriptions
should be made as consistent as possible, simplifying conformity with both standards. For example, at
the beginning of any integration work, a decision should be made on the way in which assets will be
categorised and identified. This is to ensure that unambiguous references can be made to assets. If the
term asset is used to refer to information, specific assets should be given an additional label to ensure
that theifstatus 1s recognised as CIs or financial assets 1n [SO/TEC Z0U0U-T (See Annex BJ.

6.2.2 Design and transition of services

ISO/IEC R0000-1:2011, Clause 5 includes requirements for the design and transitien“of new |or
changed [services. There is no directly equivalent clause in ISO/IEC 27001, altheugh changes |in
external and internal issues are required to be considered during the managementreview of the ISMS
(ISO/IEC|27001:2013, 9.3), and several aspects of service design, transition and’delivery are covered
in ISO/IHC 27001:2013, Annex A. However, an integrated management system’ should ensure that
informatjon security is considered in detail during the planning stages of:thé design and transitipn
of new of changed services. Topics that should be considered include anvassessment of the impgct
of the new or changed service on both the service and existing information security controls (see
ISO/IEC 20000-1:2011, 6.6.2). This should also be done for the closureof a service.

Planning| of all new or changed services should include censideration of information security
implicatigns. This should be done regardless of whether the sexvice falls within the scope of the ISM4.

6.2.3 Rlisk assessment and management

ISO/IEC 47001:2013, 6.1 and Clause 8 specify requiréments for assessing and treating aspects of risk
associatefd with information security. The requirements are not limited to risks associated with the
ISMS itself and include assessing and treating1isks and other aspects of managing information security
risk. ISO/[[EC 27001:2013, 6.1 provides detail'on how to carry out information security risk assessmgnt
and treatment.

Even thoygh risks are considered inboth ISO/IEC 27001 and ISO/IEC 20000-1, the nature of these rigks
. ISO/IEC 20000-1 consider's risks to the SMS and services, while ISO/IEC 27001 considgrs
informatijon security risk and how1t affects the organization. The criteria for evaluation and treatmgnt
of risks can differ, depending.onwhether the risks are specific to delivery of a service, or to informatipn
security. [However, the method used to identify risks can be the same in both cases. Some rigks
considerdd by ISO/IEC20000-1, e.g. the risk of a supplier not respecting the costs associated with a
service lejvel agreement (SLA), would not be considered as risks from the point of view of ISO/IEC 270(1.
Thus, risks identified using ISO/IEC 20000-1 cannot be assumed to be relevant to information security,

The owng¢nship of risk can also differ between the two approaches. For example, in ISO/IEC 200001,

HreviaderereatiratenrarelyownsalrisksAenstomereanbeexpected-toapproveresidnal
risks as part of their SLA or the service continuity plan. In ISO/IEC 27001, the matter of risk ownership
is not explicitly discussed, but in practice, the organization is considered the owner of all information
security risks.

Misunderstandings of risk treatment options arise because of the differences in the requirements for
risk management between the two standards. When planning the integrated implementation of both
standards, organizations should be mindful of any differences in risk criteria and the impact that these
differences will have on risk treatment.

The organization should adopt one of the approaches described below.

a) Use one common approach to risk management, including risk assessment, for both standards,
avoiding duplication. For example, the risk of loss of availability of an information asset may be
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shared by the different parts of the integrated management system. This is the most efficient
approach as it avoids duplication of effort.

b) Use separate risk assessment methodologies for the two standards. If this option is chosen, the
organization should use terminology that differentiates risk assessment of the SMS and services
from ISMS and information security risk assessment.

c) Useacommon approach for assessing and treating those risks that affect both information security
and service management, and separate risk assessment and treatment methodologies for risks that
are specific to information security and service management.

atever approach is taken, subdividing risk assessment and treatment to separately consjder risks
thpt affect both information security and service management, and risks that affect either information
sefurity or service management can improve management system efficiency.

Where risk assessment and risk treatment are critical to the organization, prioxity should| be given
to[the implementation of ISO/IEC 27001 to take advantage of its risk assessment and risk freatment
reguirements. Whichever option is taken, the organization should use consistent and clear terminology.
This may require expressing requirements from one or both of the standards differently|from the
pyblished version(s). However, the organization should still ensure cleartraceability to the reqyirements
cified in both standards.

6.2.4 Differences in risk acceptance levels

ere a customer has entrusted their data or systems‘to the care of a third party, thefe can be
differences between the customer’s risk acceptance leveland that of the third party. This is notfexplicitly
covered in either standard, but the organization should-be aware of the issues and should make a clear
dgcision regarding levels of risk to be controlled hycthe different parties.

The key issues are described below.

a)[ The customer will have a view regarding the level of security that is acceptable for its information
that is under the control of the third party. This might not match the level of security thaf the third
party considers to be sufficient.

b)| The third party itself will also have its own information, e.g. financial records. The third party will
have a view regarding thé&level of security acceptable for this information.

c)| The customer and the-third party can be involved in different legal and regulatory enforcement
environments, which vary by country or market sector. This can lead to different information
security or risk perspectives.

The informatigh_security expectations and responsibilities of the organization’s customers pnd third
pdrties shouldbe discussed at the earliest possible opportunity. These discussions are imporftant both
dyring the agreement of the scope of an implementation project and when instituting operational
czrtrols for existing services. Any potential conflicts should be identified and decisions fnade and

agreéd, ideally before implementation.

6.2.5 Incident and problem management

The first point of comparison is that of terminology. In ISO/IEC 27001, the term for unwanted events of
interest is information security incident. In contrast, in ISO/IEC 20000-1, there are several specialised
terms linked with incident management. For example, incident, information security incident, problem,
known error and major incident (see Annex B). These can all be information security incidents,
according to ISO/IEC 27001, depending on their characteristics.

ISO/IEC 27001 specifies a single process to deal with all information security incidents.

ISO/IEC 20000-1 has a variety of mechanisms to manage these events, such as incident and service request
management, major incident procedure and problem management. In ISO/IEC 20000-1, a single event can
be managed by more than one of these processes and procedures during its lifecycle. ISO/IEC 20000-1

© ISO/IEC 2015 - All rights reserved 9


https://standardsiso.com/api/?name=9d8f26b0340603713d2f915d19e316fd

ISO/IEC 27013:2015(E)

uses the ISO 9000 definition for procedure as “a specified way to carry out an activity or process”. For
ISO/IEC 20000-1, process is a higher level than procedure, with procedures supporting a process.

Figure 2 illustrates the relationship between information security incident management in
ISO/IEC 27001 and incident management in ISO/IEC 20000-1.

Incidents involving
y. services and

information security

ISO/IEC 27001 ISO/IEC 20000-1
Incident Incident

management management

Figure 2 — Illustration of relationship between'standards for incident management

There ar¢ events which ISO/IEC 27001 would classify as an information security incident, but which
ISO/IEC 20000-1 would not classify as an incident- Two examples are given below.

a) A conpfidential document on marketing:of a product is found on a desk after working hours, |in
violafion of the information security policy. The document does not relate to services or service
delivery in any way.

b) The lock for the door to a cstomer’s office is found to be broken. This event can be considergd
an incident under ISO/IEC 27001. However, this would not fall into the scope of ISO/IEC 2000(-1
unlegs the event impacted information relevant to the requirements in ISO/IEC 20000-1:2011, 6.6
or the services supported by the SMS.

Equally, there are events which ISO/IEC 20000-1 would classify as an incident, but which are out of the
scope of [SO/IEC 27001. Examples are as follows:

The primary overlap between the definitions of “incident” relates to what ISO/IEC 20000-1 refers
to as “information security incidents”, which can result in the loss of confidentiality, integrity and
accessibility relating to a service.

In order to reconcile these views, the organization should decide how to handle the management of
those incidents that are in the scope of both management systems.

Problem management is defined in ISO/IEC 20000-1 as the process for identifying the root cause of one
or more incidents to minimise or avoid the impact of incidents. In ISO/IEC 20000-1, this is a separate
specific process. In ISO/IEC 27001, problem management is not explicitly covered, although it is alluded
to in the requirements for information security incident management and risk treatment.
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In an integrated management system, the problem management process should be defined. If an
ISMS is implemented before the SMS, it can be useful to integrate the SMS best practices for problem
management as part of the ISMS due to its benefits for all management systems.

Both standards require the organization to analyse data and trends on incidents.

Incidents that involve an information security risk should be classified as information security incidents.
It is equally important for conformity to both standards that the incident management process should
reflect the need to conform to the additional requirements for information security management in
ISO/IEC 27001.

It |should be noted that the control in ISO/IEC 27001:2013, A.16.1.6 covers learning fron] security
infidents and is therefore a partial overlap with problem management in ISO/IEC 200060>1:£011, 8.2.
Moreover, the identification and evaluation of vulnerabilities required for an ISO/IEC 27001 information
serurity risk assessment should be regarded as a data analysis procedure, which can be ufed as an
input to problem management.

The second point of comparison is the matter of response to an incident. Any prganization shpuld have
the objective of quickly restoring service after an information security ideident has affected ja service.
Hgwever, this can reduce the likelihood that a security incident is investigated in order to understand
the cause. Care should be taken, when integrating an SMS and an ISMS;t0 ensure that the reqyirements
fol managing information security incidents are conformed to%For example, information] security
controls can include the collection, retention and provision of eyidence for disciplinary or legal purposes.
Fyrther, both standards require compliance with applicabledegal and regulatory requirements.

It [should be recognised that, in the case of an information security incident, the requifement to
collect evidence can mean that the affected service canrot be restored within agreed servide targets.
ISP/IEC 20000-1 specifies a requirement for the ser¥ice provider to take into account the urgency and
infpact of the incident. This can mean that additienal time is required to collect evidence pefore an
information security incident is resolved. The priority allocated to resolution should take intp account
the importance of collecting information security evidence that can otherwise be lost by the rgstoration
of|the service.

In[some cases, an information security.incident can be a major incident, based on the definition of major
infident agreed with the customérjspecified in ISO/IEC 20000-1:2011, 8.1. According to tHe service
reporting requirements in ISOAIEG 20000-1:2011, 6.2 and the major incident management reqjirements
in{ISO/IEC 20000-1:2011, 8.4.t0op management are informed of all major incidents. This includes those
thpt are also information security incidents. This also ensures a properly trained, responsible individual
is [appointed to manage-an information security incident. Some information security inciderts should
ndt be handled using@he’standard major incident process, but by the information security mahagement
fupction; for example, an internal breach of security which requires police investigation andl forensic
examination. These types of incidents require their existence to be limited to a smaller gfoup than
would normally.be the case.

A major dneident should not be routinely declared to allow a delay in resolution for the collection of
evlidencein the case of an information security incident. For example, if a website handling [customer
pdyinents is found to have been compromised. Evidence collection and service restoratfon times
shoutdbeadequatety tovered 1T SeTVICE TEQUITENMENLS, the catatogue of Services amnd i service level
agreements (SLASs).

The ISO/IEC 20000-1 definition of information security uses the word “accessibility” and the
ISO/IEC 27001 definition uses the word “availability”. This difference is because the word “availability”
is defined differently in the two International Standards, as described in Annex B.

6.2.6 Change management

ISO/IEC 27001:2013, 7.5.3 requires changes to documented information relating to the ISMS to be
controlled. ISO/IEC 27001:2013, 8.1 also required the organization to control planned changes.
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ISO/IEC 27001:2013,A.12.1.2,A.14.2.2,14.2.3, 14.2.4, and A.15.2.2 describe change management. These
Clauses allow the organization to develop procedures to meet its specific needs.

ISO/IEC 20000-1:2011, 9.2 includes requirements relating to risk. The requirements are supplemented
by 6.6.3. 6.6.3 includes requirements for impact assessment of requested changes, to consider their
effect upon existing information security controls.

To ensure that change management requirements are fulfilled, checklists for impact assessment or
post-implementation review should be developed as part of the integrated management system based
upon the requirements specified in ISO/IEC 20000-1. This should ensure that all types of information

: : ol : 1 Lol I &
securlty fSsKaretTreveweaaspartor tre cirratge nratragement process:

6.3 Potential gains

6.3.1 Use of the Plan-Do-Check-Act cycle

ISO/IEC 40000-1 refers explicitly to the Plan-Do-Check-Act (PDCA) cycle. Though fSO/IEC 27001 ddes
not mention this cycle explicitly, its main clauses are structured around the PDCA.cycle. This can assjst
the organization, as it can use the detail in ISO/IEC 20000-1 to support the\implementation of the
integratefl management system. The elements of the PDCA cycle can be mapped to the structure|of
ISO/IEC 27001 as appropriate.

6.3.2 Sprvice level management and reporting

Service r¢porting covers a much wider base of activities than isspecified for service level management.
However,|service reporting can support information securitj~management by having service targgts
for information security incidents, which are measured, tretided and used in service reporting.

ISO/IEC 30000-1:2011, 6.2, bullet b) states that the service reporting process should include relevgnt
informatjon about significant events, such as majof incidents and nonconformities. Outputs from the
ISO/IEC 20000-1 service reporting process can Oe a major advantage to maintaining and improvipg
information security.

with these considerations in mind.

6.3.3 anagement commitment

ISO/IEC | [OIT SECUTTty I Tetation to- “Imterested parties - Theseare parties with
a vested interest in the organization where the ISMS is implemented. These parties can include staff,
shareholders, customers and possibly even regulatory authorities or the general public. ISO/IEC 20000-
1 refers to customers and interested parties. Interested parties are a person or group having a specific
interestin the performance or success of the service provider’s activity or activities. “Interested parties”,
as used in ISO/IEC 20000-1, is therefore similar to “interested parties” as used in ISO/IEC 27001.

Top management commitment is required to make the SMS effective. This includes ensuring that
relationships with customers and other interested parties are successful. As such, the management
commitment specified in ISO/IEC 27001 can support the customer focused approach in ISO/IEC 20000-1.

ISO/IEC 20000-1 specifies that, when presenting the management of improvements, the organization
should assign responsibility for managing improvements to the SMS and services to a specific role. In
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contrast, I[SO/IEC 27001:2013, 5.1 requires top management to promote continual improvement, while
5.2 requires top management to commit to continual improvement. ISO/IEC 27001:2013, 6.1.1 and 7.1
refer to the organization managing various aspects of continual improvement, with 10.2 stating that
the organization shall carry out continual improvement of its ISMS.

The ISO/IEC 20000-1 requirement for explicit assignment of responsibility for managing improvements
should be used to ensure that the management of improvements to information security is assigned to
a specific role.

6.3.4 Capacity management

Cqpacity management in ISO/IEC 20000-1:2011, 6.5 includes a wider range of capacity|concepts
thpn ISO/IEC 27001, so some requirements specified in ISO/IEC 20000-1 can be used\to syipport an
ISP/IEC 27001 implementation. For example, capacity management as specified inJSO/IE( 20000-1
applies to both technical capacity and human resource capacity.

In| ISO/IEC 27000:2014, 2.10, availability is defined to mean both accessible and usable.| Capacity
management in ISO/IEC 20000-1:2011, 6.5 supports both these aspects of availability. For ekample, if
there is insufficient capacity, a service or service component can be inaccessible, e.g. if it is n(I possible
to|save a file because there is too little storage capacity. Alternatively;,. a service or service c¢mponent
cain be so slow it is unusable, e.g. response time because there is too\ittle network capacity.

The organization should be aware of this difference ¢when cross-referencing reqyirements
bdtween the two standards. The organization should takelinto account the need to cross{reference
ISP/IEC 20000-1:2011, 4.3 and 6.5 and relevant clauses.in<ISO/IEC 27001. See Annex A. For|example,
the requirement to include the potential impact of statutoery, regulatory, contractual or orgaIizational
chianges in the capacity plan, specified in ISO/IEC 20000-1:2011, 6.5, should be cross-referenced with
ISP/IEC 27001:2013, A.12.1.3.

6.8.5 Management of third party risk

In[ISO/IEC 27001, a third party, such_as‘a customer or supplier, is inside the scope of the ISMS as it
is[a potential source of risk. Annex B(includes a comparison of these terms. ISO/IEC 27001 |describes
copntrols that could be used to manage the security of suppliers in A.15

In|contrast, in ISO/IEC 20000-1; other parties are entities not under the direct control of the service
prpvider, but which contrjbute to the service in the scope of the SMS. Other parties can be suppliers,
infernal groups or customers (when acting as suppliers). Other parties can contribute to a major part of the
service; see [SO/IEC 20000-1:2011, 4.2. ISO/IEC 20000-1:2011, 6.6 specifies requirements for information
sepurity management"This includes the management of risk associated with a supplier, which can
directly affect the-customer organization’s information security. ISO/IEC 20000-1:2011, 8.1 als¢ refers to
the incident and‘sérvice request management process for management of information security|incidents
arld the assessment of all changes to review the impact on information security controls.

When, designing an integrated management system, there are two main considerations, whiich affect
the business relationship management and supplier management processes with regards to managing
third-party risks The two considerations are described helow

a) Contractual information security obligations should be an input to the risk assessment process.
This process should contribute to the fulfilment of ISO/IEC 20000-1 requirements for the service
provider to respond to business needs.

b) Information security should be covered when dealing with other parties, including customers
acting as suppliers. This should be considered when a new or changed service is designed and the
service catalogue and SLAs are defined and agreed.

Other concepts covered in ISO/IEC 20000-1:2011, 7.1, such as performance reviews, service changes,
customer satisfaction management and complaint handling, can be applied to an integrated
management system to strengthen it as a whole.
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In summary, an integrated management system should follow the ISO/IEC 27001 approach to manage
relationships with suppliers, but should also conform to the requirements specified in ISO/IEC 20000-
1:2011, 6.6.2. Where the organization’s assets are within the scope of the ISMS but some or all of these
assets are controlled by another party, the organization should agree suitable contracts, SLAs or other
documented agreements. This approach should ensure that the other party applies appropriate controls.

6.3.6 Continuity and availability management

ISO/IEC 20000-1:2011, 6.3 explicitly covers one part of the areas of concern for information security.
Continuity and availability management activities within an existing management system should be
reviewed| to see if they can usefully be extended to cover integrity and confidentiality management,
and ther¢fore manage information security for any service. Here, the detail could be drawunfrqm
ISO/IEC 20000-1 and the general principles from ISO/IEC 27001:2013, A.17.2.

ISO/IEC 47001:2013, A.17 considers exclusively how to manage information security when invoking the
business pontinuity process. This concept can very usefully be used to augment the seryvice continujty
nts specified in ISO/IEC 20000-1.

6.3.7 Sppplier management

ISO/IEC [27001:2013 covers supplier management in A.15. It alsog references employees apd
contractdrs across a large number of clauses, e.g. A.7.2, A.15.2 and ,A16.1.3. ISO/IEC 20000-1:2011,
4.2 includles requirements for governance of processes operated by. other parties and 7.2 includes
requiremlents for supplier management. Supplier management dnder both International Standards
can be combined effectively.

6.3.5 incjudes further information on managing risks @ssociated with suppliers. For example,
ISO/IEC 20000-1 risk assessments can be extended, usingiISO/IEC 27001 concepts, to consider whetHer
the securjity of the organization will be compromised:by the addition or removal of a supplier, or by a
particulaf alteration to the service to which a supplier“contributes.

This shoyld be considered even if the organizatien decides to address the requirements of only one|of
ational Standards.

6.3.8 Configuration management

The assefjinventory in ISO/IEC 27001:2013, A.8.1.1 is a repository of anything that has value (monetary
or otherwise) to an organization ard is in the scope of the ISMS, e.g. information, databases or processgs.

The concept of the configuration management database (CMDB) in ISO/IEC 20000-1 is similar to the
asset inventory in ISO/IEC-27001 but the scopes, and therefore perspectives, differ. Implementation|of
scope is discussed in ISB/IEC 20000-1:2011, 4.5.1.

The requjrementstin ISO/IEC 20000-1:2011, 9.1 can be used in creating and managing an ISMS. Fram
the ISO/IEC 27001 perspective, the organization should manage the security of the CMDB, as this shoyld
be treatefl asan asset.

ISO/IEC 20000-1 does not draw a distinction between different levels of integrity. ISO/IEC 27001:2013
can add value here, as 6.1 requires that the risks to systems, services and service components be
evaluated, and levels of risk determined. The primary issue is whether the level of risk might be altered
by a change and, if so, whether that alteration raises risk to an unacceptable level. ISO/IEC 27001:2013,
6.2 requires that information security objectives be defined and achieved. These objectives should
include a definition of the acceptable level of risk to availability, integrity and confidentiality of the
information within the scope of the ISMS.

Requirements for configuration baselines and master copies specified in ISO/IEC 20000-1 are actually
controls, from the ISO/IEC 27001 perspective. These requirements should be considered when
integrating risk management approaches. Some of them will affect decisions on whether or not to
implement certain controls.
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6.3.9 Release and deployment management

Conforming to the requirements for release and deployment management specified in ISO/IEC 20000-

1:

2011, 9.3 does not ensure conformity with ISO/IEC 27001:2013 requirements for security in

development and support processes, A.14.2. Security issues can be accidentally introduced during this
phase if ISO/IEC 27001 requirements are not followed. Examples include the following:

a)

b)

changes can be made to the operation of live system(s) which introduce information security flaws if
release and deployment management does not take into account the possibility of malicious action;

mananing test andlive environmentsis often done hy different groups, so-a release and an]oyment
o

management process should ensure that the correct production role receives data from the test
group, to avoid risks to confidential data.

THis is particularly important during emergency releases. In these situations, a differént and possibly

vdlatile release and deployment management procedure can be used, due to,time and/or|resource
constraints. The risks of compromising information security can therefore be)increased. Information
security risks should always be properly managed by following approved information| security

processes, regardless of which release and deployment management procedure is to be used.

Rglease and deployment management can be improved throughcthe selection of the cqntrols in

IS

6.

D/IEC 27001:2013, A.12.1.4 and A.14.2.9.

8.10 Budgeting and accounting

The budgeting and accounting for services requirements-specified in ISO/IEC 20000-1:2011, §.4 cannot
bd directly mapped to any ISO/IEC 27001 requirement:In ISO/IEC 27001, the requirement for provision
of|resources and the output of the management reviéw (which requires a decision to be made about
refource needs) can benefit from consideration of financial resources and a defined budggting and

acfounting process.
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Annex A
(informative)

Correspondence between ISO/IEC 27001 and ISO/IEC 20000-1

A.1 Geperal

This Anpex provides a comparison of content at a clause level between ISO/IEC 27001 ahd
ISO/IEC 20000-1.

Clauses where there is overlap in most of the requirements and details between ISOAIEC 27001 ahd
ISO/IEC 20000-1 are highlighted in light grey.

Clauses where there is overlap in most of the requirements and details betweendSO/IEC 27001:2013,
Annex A and ISO/IEC 20000-1 are highlighted in dark grey.

Areas with no shading are those where there is no significant overlap.

Table A.1 — Correspondence between ISO/IEC 27004 and ISO/IEC 20000-1

Based on SC27 comparison Based on SC40 comparison ‘
ISO/II=C 27001 ISO/IEC 20000 -1

not rgquirements so not included (yet) Introduction

not rqquirements so not included (yet) 1 Scope

not rqquirements so not included (yet) 1.1 General

not rqquirements so not included (yet) 1.2 Application

2 Normative references 2 Normative references

3 Terfns and definitions 3 Terms and definitions

4. Conjtext of the organization Many - see below

4.1 Upderstanding the organization and its context 4.1.1 Mapagement commitment

4.2 Upderstanding the needs and expectations of 5.2 RaranI;Plan new or changed services,
interqsted parties 5.4\Paria. 1, Transition of new or changed services,

6.2, Para. 1, Service reporting,
6.3.1, Para. 1, Service continuity and availability requirements,
6.5, Para.1 Capacity management,
7.1, Paras. 1 and 3, Business relationship management,
8.1 Para. 5, Incident and service request management,
9.2 Paras. 8, 10, Penultimate para, Change management,
9.3 Paras. 2, 5, Release and deployment management
4.3 D¢termining the scope of the ini %ﬁn 1.2 Applicability,
secur|ty management system K 4.2 Governance of processes operated by other parties,
% 4.3 Documentation management,

0 4.5.1 Define scope,

& 4.5.2 Plan the SMS (Plan)

(please also see ISO/IEC 20000-3)

4.4 Information secyrity management system No direct equivalent
5 Leaflership AV 4.1 Management responsibility
5.1 Ldadershiprand.commitment 4.1.1 Management commitment
5.1 a) Leadﬁsﬂ(p and commitment 4.1.1 a) Management commitment
51b L%@hip and commitment 4.1.1 b) Management commitment,
4.2 Governance of processes operated by other parties,

7.2 Business relationship management

5.1 c¢) Leadership and commitment 4.1.1 e) Management commitment,

4.4.1 Para. 1, Provision of resources

4.5.2 g) Plan the SMS (Plan),

4.5.4.3 c) Management review,

5.2 d) Plan new or changed services,

5.3 c) Design and development of new or changed services,
6.4 a) 1), 2) Budgeting and accounting for services,

6.5 Para. 2 Capacity management,

5.1 d) Leadership and commitment 4.1.1 Management commitment

4.1.2 Service management policy
5.1 e) Leadership and commitment 4.1.1 b) Management commitment
5.1 f) Leadership and commitment 4.1.1 Management commitment

4.1.3 Authority, responsibility and communication
5.1 g) Leadership and commitment 4.1.2 c) Service management policy
5.1 h) Leadership and commitment 4.1.3 Authority, responsibility and communication
5.2 Policy 4.1.1 a), b) Management commitment,

4.1.2 Service management policy,

16 © ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=9d8f26b0340603713d2f915d19e316fd

Based on SC27 comparison
ISO/IEC 27001

ISO/IEC 27013:2015(E)

Table A.1 — (continued)

Based on SC40 comparison

ISO/IEC 20000 -1

4.3.1 Establish and maintain documents
4.3.2 Control of documents,

4.3.3 Control of records

5.3 Organizational roles, responsibilities and
authorities

4.1.3 Authority, responsibility and communication,
4.1.4 Management representative

4.3.3 Control of records

4.5.4.2 Internal audit

6 Planning

4.5.2 Plan the SMS (Plan)

6.1 Actions to address risks and opportunities

See below

6.1.1 Actions to address risks and opportunities —

Risk references:

General

4.5.2 j) Plan the SMS (Plan),

4.5.3 d) Implement and operate the SMS (Do),

4.5.4.3 e) Management review,

4.5.5.2 a) Management of improvements,

5.3 Design and development of new or changed services,
5.2 f) Plan new or changed services,

6.3.1 Para. 1 Service continuity and availability requirements,
6.6.1 c) Information security policy,

6.6.3 a) Information security changes and incidents,

8.2 Problem management

9.2 Para. 8 Change management.

b.1.2 Information security risk assessment

The equivalent to this is ISO/IEC 20000-1, Clause 6.6,'hut’'there are many references fo risk with
similar requirements:

4.5.2j) Plan the SMS (Plan),

4.5.3 d) Implement and operate the SMS (Do);

4.5.4.3 e) Management review,

5.2 f) Plan new or changed services,

6.3.1 Para. 1 Service continuity and avdilability requirements,
6.6.1 c), d) Information security polic 3

6.6.3 a), Para. 2 Information seturity changes and incidents,
9.2 Para. 8 Change management.

b.1.3 Information security risk treatment

There is no direct equivalentyto this in ISO/IEC 20000-1, except for Clause 6.6, but thefe are
many references to risk with similar requirements:
4.1.1 g) Management eommitment,

4.3.1 Establish and maintain documents

4.5.2 j) Plan the SMS (Plan),

4.5.3 d) Implement and operate the SMS (Do),

5.2 f) Plan'new or changed services,

6.6.2 d), Para. 2 Information security controls

6.2 Information security objectives and plans to
hchieve them

4.141 'Management commitment

7.1 Resources

i.l.l e) Management commitment,
4.4 Resource management

7.2 Competence

4.4.2 Human resources
4.3 Documentation management

7.3 Awareness

o

4.1 Management responsibility,
4.4.2 d) Human resources

7.4 Communication

4.1.1 a), ¢), d) Management responsibility

4.1.3 b) Authority, responsibility and communication
4.3.2'b), Control of documents,

4.5.4.1 last para. General,

4.5.4.2, last para, Internal audit,

5.2 c) Plan new or changed services,

5.4 last para. Transition of new or changed services
6.2 last para. Service reporting,

6.6.1, a) Information security policy,

7.1, para. 3, Business relationship management,
7.2,j), Supplier management,

9.2 Para. 10, Change management,

7.5-Documented information

4.3 Documentation management

N 7.meneral

4.3.1 Establish and maintain documents

7.5.2 Creating and updating

4.3.2 Control of documents
4.3.3 Control of records

7.5.3 Control of documented information

4.3.2 Control of documents
4.3.3 Control of records

8 Operation

4.5 Establish and improve the SMS
Clauses 5to 9

8.1 Operational planning and control

4.2 Governance of processes operated by other parties,
4.5 Establish and improve the SMS,
Also many points on Clauses 6 to 9

8.2 Information security risk assessment

There is no direct equivalent to this in ISO/IEC 20000-1, except for Clause 6.6, but there are
many references to risk with similar requirements:

© ISO/IEC 2015 - All rights reserved
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Based on SC27 comparison

ISO/IEC 27001

Table A.1 — (continued)

Based on SC40 comparison
ISO/IEC 20000 -1

4.5.2 j) Plan the SMS (Plan),

4.5.3 d) Implement and operate the SMS (Do),

4.5.4.3 e) Management review,

5.2 f) Plan new or changed services,

6.3.1 Para. 1 Service continuity and availability requirements,
6.6.1 c), d) Information security policy,

6.6.3 a), Para. 2 Information security changes and incidents,
9.2 Para. 8 Change management.

8.3 Information security risk treatment

There is no direct equivalent to this in ISO/IEC 20000-1, except for Clause 6.6, but there are
many references to risk with similar requirements:
411g)yMa

tcommitment.

4.3.1 Establish and maintain documents

4.5.2 j) Plan the SMS (Plan),

4.5.3 d) Implement and operate the SMS (Do),
5.2 f) Plan new or changed services,

6.6.2 d), Para. 2 Information security controls,

9 Perfomance evaluation

See below

9.1 Monjitoring, measurement, analysis and
evaluatjon

4.1.2 a), d), f) Service management policy,
4.3.3 para. 1 Control of records,

4.5.3 f) Implement and operate the SMS (Do),
4.5.4.1 General,

6.2 Service reporting,

8.2 Problem management

9.2 Intefnal audit

4.5.4.2 Internal audit
4.3.1 Establish and maintain documents
4.3.3 Control of records

a2\

9.3 Manhgement review

4.1.2 ¢) Service management policy,
4.3.3 Control of records
4.5.4.3 Management review

10 Impijovement

P\

4.5.5 Maintain and improve the SMS (Act)

10.1 Nophconformity and corrective action

4.1.2 ¢) Service management policy

4.3.1 Establish and maintain documents g),
4.3.3 Control of records

4.5.4 Monitor and review the SMS (Chieek),
4.5.5 Maintain and improve the SMS (Act),
8.2 Problem management

10.2 Coptinual improvement

4.1.2 ¢) Service management pelicy,
4.5.5 Maintain and imprqu\he SMS (Act),
9.2 Last para. Change nfanagement

A.5 Infofmation security policies See below
A.5.1 Mgnagement direction for information security | 6.6.1 Informatiop&earity policy
A.6 Orggnization of information security See below

A.6.1 Infernal organization

Not specified.in 20000-1

A.6.2 M¢bile devices and teleworking

Not specified'in 20000-1

A.7 Hunpan resource security

Seebelow

A.7.1 Prjor to employment

Not spécified in 20000-1

A.7.2 Dyring employment

6.6:1 Information security policy

A.7.3 Tgrmination and change of employment

Not specified in 20000-1

A.8 Ass¢t management

See below

A.8.1 Rgsponsibility for assets

6.6.2 Information security controls

A.8.2 Information classification

Not specified in 20000-1

A.8.3 M¢dia handling

Not specified in 20000-1

A.9 Accgss control

See below

A.9.1 Bysiness requirements of acgess,control

Not specified in 20000-1

A.9.2 Uder access management,

Not specified in 20000-1

A.9.3 Uder responsibilities

Not specified in 20000-1

A.9.4 Syptem and application‘access control

Not specified in 20000-1

A.10 Cryptography See below
A.10.1 (ryptographie,centrols Not specified in 20000-1
A.11 Physical and environmental security See below

A.11.1 Secureareas

Not specified in 20000-1

A.11.2 Hquipment

Not specified in 20000-1

A.12 Opgratiohs security

See below

A.12.1 Operational procedures and responsibilities

Not specified 1n Z0000-1

A.12.2 Protection from malware

Not specified in 20000-1

A.12.3 Backup

6.3 Service continuity and availability management

A.12.4 Logging and monitoring

Not specified in 20000-1

A.12.5 Control of operational software

Not specified in 20000-1

A.12.6 Technical vulnerability management

Not specified in 20000-1

A.12.7 Information systems audit considerations

Not specified in 20000-1

A.13 Communications security

See below

A.13.1 Network security management

Not specified in 20000-1

A.13.2 Information transfer

Not specified in 20000-1

A.14 System acquisition, development and
maintenance

See below
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Table A.1 — (continued)

Based on SC27 comparison Based on SC40 comparison

ISO/IEC 27001 ISO/IEC 20000 -1

A.14.1 Security requirements of information systems | 6.6.3 Information security changes and incidents
A.14.2 Security in development and support 6.6.3 Information security changes and incidents
processes
A.14.3 Test data Not specified in 20000-1
A.15 Supplier relationships See below
A.15.1 Information security in supplier relationships = 6.6.2 Information security controls
A.15.2 Supplier service delivery management 4.2 Governance of processes operated by other parties
7.2 Supplier management
A.16 Information security incident management See below
A161 Management of information security incidents 6.6 3 Information security changes and incidents
hnd improvements 8.1 Incident and service request management QD
N
A.17 Information security aspects of business See below
continuity management
A.17.1 Information security continuity Not specified in 20000-1
A.17.2 Redundancies 6.3 Service continuity and availability management ‘\J
A.18 Compliance See below
A.18.1 Compliance with legal and contractual 6.6.1 Information security policy \ \
requirements ~ (1/
A.18.2 Information security reviews 6.6.1 Information security policy k)
6.6.2 Information security controls @
6.6.3 Information security changes and incidents A\\
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Annex B
(informative)

Comparison of ISO/IEC 27000 and ISO/IEC 20000-1 terms

B.1 Ge[eral

In Table B.1, the International Standards are referred to without the year of publication in the‘colurhn
of “Comnjents on usage of the terms in both standards”, for the sake of brevity. Table B.lprovides a
comparispn of terms defined in ISO/IEC 27000, which is the Glossary for ISO/IEC 27004, terms used
in ISO/IEL 27001, and terms defined or used in ISO/IEC 20000-1. Areas where the terms are defingd
differently between ISO/IEC 27000 and ISO/IEC 20000-1 are highlighted in light grey.
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