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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described

in the |
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ment should be noted. This document was drafted in accordance with the editorial rules ofithe ISO/

lve the
(a) patent(s). ISO and IEC take no position concerning the evidence, validity or-applicability] of any
| patent rights in respect thereof. As of the date of publication of this document) ISO and IEC had not
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Introduction

This document specifies cryptographic mechanisms to redact authentic data where the redactable
attestation scheme is based on asymmetric mechanisms.

Attestation schemes, in particular digital signature schemes or message authentication codes, can be used to
provide data integrity and data origin authentication. Redactable attestation can be used to blank out parts,
herein called fields, of an attested message without invalidating the attestation on the remaining contents
of the message. This redaction process requires a redaction key. The redaction key computationally does
not reveal the attestation key, by which schemes can allow for public redactions. Any other modification

of the

document (ng redaction of other message parfc, or incnrfinn/mnrlifir‘nfinn of any par

s) will

invalid
ISO/IE

Redact]
as priv
inform
atteste

hte the attestation. Schemes can have specific additional security properties, which are desgei]
[ 23264-1. The achievable properties for each scheme are stated in this document.

pble attestation schemes are a basic building block in many privacy-preserving application
hcy-preserving data sharing or authentication, where a party may decide to forward only ne
htion to a receiver, while the latter is still assured that the received infornfation was pre
d, for example, by a public authority.

The ob|

ective of the ISO/IEC 23264 series is to remedy existing incompatibilities’or inconsistently

properties found in academic literature, and to ease the real-world adoption-of-this technology. Spec
the goql of this document is to focus on algorithms that enable the authenticity-preserving redag
genera| data structures like sets or ordered lists based on asymmetri€ cryptography. It adheres
commdn terminology and description of cryptographic properties for‘vedactable attestation scheme
in ISO/[EC 23264-1.

The ISQ/IEC 23264 series complements ISO/IEC 27038, which.specifies the redaction of digital doc

witho

This d
— ge
— sC
— sC
— sC
— sC

— SC

considering the authenticity of the data.
cument contains the following algorithms based'on asymmetric cryptography:
eric construction from signature schemes and hash-functions
eme SBZ02-MERSAProd
eme BBDFFKMOPPS10
eme DPSS15
eme MHIO6
eme MIMSYTIO5
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Info

Part

rmation security — Redaction of authentic data —

2:

Redactable signature schemes based on asymmetric
mechanisms

1 Sc

This d
in this
ISO/IE
the red

This d
transfa

ppe
cument specifies cryptographic mechanisms to redact authentic data. The me¢hanisms de

[ 23264-1. For all mechanisms, this document describes the processes for key generation, gen
actable attestation, carrying out redactions and verifying redactable attestations.

bcument contains mechanisms that are based on asymmetric cryptography using three
rmations:

a public transformation defined by a verification key (verifieation process for verifying a red

attestaltion),

genera

inform
inform

a private transformation defined by a private attestation key (redactable attestation prog
[ing a redactable attestation), and

htion within the constraints set forth durihg generation of the attestation such that r¢
htion cannot be reconstructed.

This d

cument contains mechanisms which, after a successful redaction, allow the attestation to

verifiable using the verification transformation and attest that non-redacted fields of the attested n
are uninodified. This document furtherdetails that the three transformations have the property whe

is com
verific:

2 N
The fol
requirg

the late

ISO/IE

ition transformation and key(s).

)rmative references

owing documentsiare referred to in the text in such a way that some or all of their content conj
ments of this)decument. For dated references, only the edition cited applies. For undated refe
st edition 6fthe referenced document (including any amendments) applies.

[ 23264:1, Information security — Redaction of authentic data — Part 1: General

scribed

document offer different combinations of the security properties defined and described in

erating

related

hctable

ess for

a third transformation defined by the redactionkey (redaction process) allowing to redact authentic

dacted

remain
lessage
ereby it

utationally infeasible to derive the private attestation transformation, given the redaction and or the

titutes
rences,

3 T

rms and defimitions

For the purposes of this document, the terms and definitions given in ISO/IEC 23264-1 and the following apply.

[SO and [EC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

© ISO/IEC 2024 - All rights reserved
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balanced tree
height-balanced tree
tree (3.13) in which the heights of the immediate subtrees of each node differ at most by one

[SOURCE: ISO/IEC 2382:2015, 2121638, modified — notes to entry have been removed.]

3.2

binary tree
ordered tree (3.13) in which each node has at most two other nodes that are directly subordinate

[SOURCE: ISO/IEC 2382:2015, 2121636, modified — notes to entry have been removed.]

3.3
baland
binary

3.4

ed binary tree
tree (3.2) which is a balanced tree (3.1)

collisipn-resistant hash-function

hash-fu
inputs

Note 1
ISO/IEQ

[SOUR
added

3.5
hash-g
string

Note 1
hash-cq
some ey

[SOUR

3.6
hash-fj

which map to the same output

to entry: Computational feasibility depends on the specific security réquirements and environm
10118-1:2016, Annex C).

[E: ISO/IEC 10118-1:2016, 3.1, modified — reference to 1SO/IEC 10118-1:2016, Annex C hd
n the note.]

ode
pf bits which is the output of a hash-function (3.6)

o entry: The literature on this subject contains alvariety of terms that have the same or similar me3
de. Modification Detection Code, ManipulationDetection Code, digest, hash-result, hash-value and imp
amples.

LE: ISO/IEC 10118-1:2016, 3.3]

hinction

functign which maps strings of bits'of variable (but usually upper bounded) length to fixed-length sti
(1 8 y 8 8

bits, sa
— for
— for

Note 1
ISO/IE(Q

[SOUR

isfying the following two properties:
a given output, itis‘computationally infeasible to find an input which maps to this output;
a given input,fitis computationally infeasible to find a second input which maps to the same o

to entry;~€amputational feasibility depends on the specific security requirements and environm
10118:1:2016, Annex C.

LE:"ISO/IEC 10118-1:2016, 3.4, modified — reference to ISO/IEC 10118-1:2016, Annex C hg

added

nction (3.6) satisfying the following property: it is computationally infeasjblelto find any two dlistinct

ent (see

s been

ning as
rint are

rings of

utput

ent. See

s been

n the note.]

3.7
height

maximum number of nodes in any path leading from the root node (3.10) to a leaf node (3.8)

[SOURCE: ISO/IEC 2382:2015, 2121637, modified — “leaf node” has replaced "terminal node" in the
definition; notes to entry have been removed.]

© ISO/IEC 2024 - All rights reserved
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3.8
leaf node
node that has no subordinate node (3.11)

[SOURCE: ISO/IEC 2382:2015, 2121489, modified — term "leaf node" has replaced the original terms "leaf"
and "terminal node".]

3.9
parent node
node to which at least one other node is directly subordinate

root ngde

node of a tree (3.13) that has only subordinate nodes (3.11)

3.11
subordinate node
node at the other end of an outgoing arc; a node may have zero, one, or more subordinates

[SOURCE: ISO/IEC 9804:1998, 3.6.64]

3.12
subtree
part offa tree (3.13) including a node and all its subordinate nodes{3.11)

[SOURCE: ISO/IEC 2382:2015, 2121634, modified —notes to éntry have been removed.]

3.13
tree
data stfructure containing nodes that are linked together hierarchically by oriented arcs with at mpst one
parent|node for each node, and with only one roat\node (3.10)

[SOURCE: ISO/IEC 2382:2015, 2121633, modified - “by oriented arcs” has been added to the definition; notes
to entrly have been removed.]

4 Symbols and conventions

4.1 Symbols

Throughout this document, the following symbols are used.

adm description of redacted or original admissible changes
adm’ description of redacted admissible changes

ak attestation key

att redactable or redacted attestation

att’ redacted attestation

m redacted or original message

m’ redacted message

my,...,m, individual field

© ISO/IEC 2024 - All rights reserved
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mod description of modification instructions
n number of fields
pk public verification key used internally by asymmetric signature algorithm or ac-

cumulator scheme
rk redaction key

root value assigned as content to the node forming the root of a tree

ccumu-

4.2 (
A triple

sk cacratciagninalraovnicad intarnalluy by acummotric cignatinra algnrithin o o
e T e T OIS TSI y o S e e ST TeT T YOy ooy I et e TSIt e o T oo S O T T e T oot

lator scheme
tag string used to mark messages or message fields
vk verification key

set of one or more domain parameters

>) output of a digital signature scheme as defined in ISQO/IEC 14888-1
reject, accept output of a digital signature verification
onventions

of message, attestation, and admissible changes is denafed’as (m, att, adm). In the same way

of redacted message, a redacted attestation and redacted admissible changes is denoted by (m’, att’

A spec
An equl

EXAMP
The sy

When {
conver
integer]

The sy
specifi
EXAMP

The sy
This dc

fic value of a symbol sym is denoted as sym*, or sym** in order to differentiate their specific
plity is stated using the equals sign =.

LE1 The statement that m*=m** means that.the contents of m* are equal to the contents of m**,
mbol || denotes a concatenation of strings.

he symbol || is applied to values.which are not represented as strings, the values are requirg
Led into a string before they are‘concatenated. See for example Reference [25] for a conversid
into a string.

bd in ISO/IEC 15444 1.

[E2  |-2,46]=-3, EJZO

A triple
adm’).

values.

d to be
n of an

mbol | a | indicates the fargest integer not exceeding a, following the definition of the floor fiinction

mbol a /b denotes the result of the division of a by b.

cument uses set notation and symbols to denote set-like operations:

\ operation set minus, i.e. A\ B denotes the contents of set 4 without contentslof set B

U operation set union, i.e. AUB denotes all contents from set 4 together with those
of set B

c statement sub set or equal, i.e. AC B denotes that all contents from set A are con-
tained as contents in set B

|A] denotes the size of the set 4, i.e. the number of elements contained in A

0] empty set

© ISO/IEC 2024 - All rights reserved
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Where applicable, the output of a hash-function is interpreted as an integer.

5 General

This document adheres to the common terminology and description of cryptographic properties for

redactable attestation schemes given in ISO/IEC 23264-1.

Redactable attestation schemes provide data integrity and data origin authentication. While redactable
attestation can be used to allow a redactor to blank out parts, herein called fields, of an attested message
without invalidating the attestation on the remaining contents of the message, any other modification of the

docum C.8 C( O Ol OLNEer me oC Dd O 1SC on/modifi 011 O AV D A [ C

emes can have specific additional security properties, which are described indSO/IEC 23264
achievable properties for each scheme are stated in this document.

This dpcument describes algorithms that enable the authenticity-preserving ‘redaction of gener
structyres like sets or ordered lists based on asymmetric cryptography.

This dgcument contains the following algorithms based on asymmetric ¢fyptography:

— Geperic construction from signature schemes and hash-functions

— Scheme SBZ02-MERSAProd

— Scheme BBDFFKMOPPS10

— Scheme DPSS15

— Sclheme MHIO06

— Scheme MIMSYTIO5

Finally| this document contains the follpwing annexes:

— Anpnex A, which provides objectidentifiers which shall be used to identify the mechanisms defineqg
dofument.

ate the
bes not
h party
allows

-1. The

hl data

| in this

— Annex B, which contains~an overview of the different properties as defined and described in

ISQ/IEC 23264-1 that@are-achieved by the different algorithms contained in this document.

— Anhnex C, which lists=criteria for inclusion in this document.

ex D, which-gives numerical examples to understand and check implementations of the alga
comntained in this document.

rithms

6 Ggneric construction from signature schemes and hash-functions

6.1 Parameters

The generic construction makes use of the following parameters:

— digital signature scheme as defined in ISO/IEC 14888-1;

— collision-resistant hash-function Hash as defined in ISO/IEC 10118-1;

— security parameter A.

© ISO/IEC 2024 - All rights reserved
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The security parameter A shall be met by all involved algorithms, especially for the hash-function and

digital

signature scheme.

6.2 Construction

6.2.1

Key generation process

The key generation algorithm of the redactable attestation scheme consists of the following two procedures:

a) generate the set of domain parameters Z;

b) generate the attestation key ak, verification key vk and redaction key rk as follows:

1)

2)

3)
The se
indicat
6.2.2
This pi
—  set
— atf]
— me
— ad

The pr
proces
in a rg

ml Yoo
The pr

The pr
ml,...

for adn

The pr

use the key generation process of the digital signature scheme, such that the digital sig
scheme’s signature key serves as the attestation key ak,

use the digital signature scheme’s verification key as the verification key vk,
use the digital signature scheme’s verification key also as the redaction key¥k, such that rk =

Curity parameter A is taken into account such that the digital signature Scheme offers at l¢
ed security strength.

Redactable attestation process
ocess takes the following inputs:
of domain parameters Z
estation key ak
ssage m consisting of n fields my,...,m,

missible changes adm={1,...,n}

pcess Split() to split the message m into fields is generally out of scope of this document. Howe
5 Split() shall be defined in such a-way that fields can be transformed into the message and vic
producible way every time this-conversion is necessary, i.e. if Split(m)= my,...,m; then

Jmg) = m. The scheme protects the content of each field and their order.

bcess requires the genetation of random data. Refer to ISO/IEC 18031 to generate this securely

pcess does not allow-the specification of admissible changes, so by default all fields of the me
m,, ) are admissible and can be redacted by anyone. In order to make this clear for the user, th

p shall containall field indices, i.e. adm={1,...,n} .

bcess is.as follows:

a) Ge

herate a Merkle treellZ] as follows: Generate a binary tree which is also a balanced tree, hen

nature

vk.

ast the

ver, the
b versa,
Split1(

<

ssage (
e input

ceforth

reqerred to as balanced binary tree, of sufficient height such that it has k leaf nodes with 2n> k >

n.

b) Choose a uniformly random A -bit tagmsg for the message; and choose n random A -bit tags tag;, one for

each field of m. No tag; shall contain only zeros, denoted as tag; # 0%,

c) For each i=1,...,n, compute the hash-code A :Hash(tagmsg || m; ||tagl-) using a collision-resistant

hash-function.

d) Initialize the Merkle tree using hy,..., h, as values for the n left-most leaf nodes of the balanced binary
tree, use the empty string for all remaining k—n leaf nodes.

© ISO/IEC 2024 - All rights reserved
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e) Calculate the Merkle tree's root, denoted as root, using the collision-resistant hash-function Hash
by computing the value for each parent node in the tree as Hash (left-subordinate-node-value||right-
subordinate-node-value), where left-subordinate-node-value contains the value assigned to the left
subordinate node and right-subordinate-node-value contains the value of the right subordinate node.

Use the digital signature scheme’s signature process on inputs:

message: (root,tagmsg ,n);
set of domain parameters: Z;

signature key mapped from the attestation key: ak.

Ceive as output the signature .

hbcess outputs:

— redlactable attestation att =(Z,n,tagm5g ,(tagy,...,tag, ))

f)
1)
2)
3)
Re
The pr
6.2.3

Redaction process

This prjocess takes the following inputs:

sefl of domain parameters Z ;

mgssage m composed of n fields denoted as my,...,m,;

redlaction key rk;

ad

missible changes adm ;

mddification instructions mod that are in accordan¢e'with the admissible changes adm, i.e. mod

The pr

Ve
vk

bcess is as follows:

Fify that att=(2,n,tagmsg,(tagl,...,tagn)) is a valid attestation on m under the verificatj
=rk and abort if this is not the case:

Set m’=m and att’=att .

Ad

For

1)
2)

3)

just the admissible changés)to no longer contain fields to be redacted, i.e. adm’= adm \ mod.
all ie mod :
Compute the hash-code h; = Hash(tagmsg Ilm; || tag; ) using the collision-resistant hash-funct

Replace thedcontent of m; with h;,i.e.set m"=(my,...,mi_1,h; ,m;,q1,...,m,).

Set tag,-zO)“ to indicate that this field has been redacted, i.e. modify the attesta

—adm .

on key

on.

fion to

att’=(2,n,tagmsg ,(tag1 ,ee,tagi_q 0% ,tagi,q ..., tag, ))

The process outputs:

— redacted message m’;

redacted attestation att”

— redacted admissible changes adm’ = adm \ mod.

© ISO/IEC 2024 - All rights reserved
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Verification process

The process takes the following inputs:

— setof domain parameters Z ;

— verification key vk ;

— redacted or original message m=(my,...,m,);

— redacted or redactable attestation att = (E,n,tagmsg ,(tagy,..., tag, )),

— origimatorredacted admissibte changesadnT

The pr
a) Ge

bcess is as follows:

herate a Merkle treell7] as follows: generate a balanced binary tree of sufficient height|stuch tha

kl¢af nodes with 2n>k=>n.

b) Fo

" each i=1,...,n, compute the hash-code h; :Hash(tagmsg ([ m; ||tagl-) if tag; £0% using a cq

registant hash-function; and if tag; =0* then set h; to the value supplied@s:m; as it has been r¢

pre¢viously, which corresponds to the value of Hash(tagmsg ||m; || tag; ) .

c) Initialize the Merkle tree using hy,..., h, as values for the n left-mestIeaf nodes of the balanced
tree, use the empty string for all remaining k—n leaf nodes.

d) Ca
e) Us

Re
The pr
— Th

NOTE 1

culate the value for the root (denoted as root ) of the Metkle tree.
e the digital signature’s verification process on inputs:
set of domain parameters Z ;
verification key mapped from the verification vk
message: (root,tagmsg, n);
signature: X.
ceive from the digital signature’s verification process an output o€ {accept,reject} .
hcess outputs:
e final verification putéome o.

The redactable’ attestation scheme specified in 6.2.1 to 6.2.4 satisfies the following pro

unforgdability, privaey.detectability of redactions and mergeable. See Annex B for further details.

NOTE 2
and me

NOTE 3

7 Sc

Security proofs for unforgeability and privacy are found in the Reference [12]. Detectability of rec
'geability'are shown in Reference [15]. See Annex B for further details.

1t it has

llision-

dacted

binary

perties:

actions

This scheme was originally introduced by R. Steinfeld, L. Bull, and Y. Zheng in 2001.[12]

heme SBZ02-MERSAProd

7.1 Parameters

The SB

Z02-MERSAProd scheme makes use of the following parameters:

— collision-resistant hash-function Hash as defined in ISO/IEC 10118-1;

— security parameter A.

© ISO/IEC 2024 - All rights reserved
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The security parameter A shall be met by all involved algorithms for the hash-function and taken into

accoun

t during the choice of the domain parameters and keys.

7.2 Construction

7.2.1

Key generation process

The key generation algorithm of the redactable attestation scheme consists of the following two procedures:

a) generate the set of domain parameters Z;

b) generate the attestation key ak and verification key vk and redaction key rk as follows:

1)

2)

3)

The se
indicat|

NOTE
some of]

7.2.2
This pr
— sef
— atf]

— al
un

— ad
thg

redlaction and thé second set adm,..q containing indices of fields admissible to redactions.

NOTE 1

NOTE 2
require

The verification key vk consists of a unique RSA (Rivest, Shamir, and Adleman) modulus |
generated according to ISO/IEC 9796-2 and a list eq,...,e; of public exponents whith‘are p
co-prime and co-prime to (p—1)-(q—1). Here, [ shall be equal to or larger than the number
in the message being attested.

i=1,...,1 itholds that d; Eei_l modulo (p-1)-(q—-1).
The verification key also serves as redaction key, such that rk =vk.

curity parameter A shall be taken into account when chgosing above parameters, such t
ed security strength is achieved.

In case the number of exponents is larger than the nuniber of fields in the message, i.e. in the case
the I exponents are not facilitated.

Redactable attestation process

ocess takes the following inputs:

of domain parameters Z ;

estation key ak consisting of thé ;secret exponents d,...,d;;

nessage m consisting of ne<fields my,...,m, in no particular order, such that each field inc
que index number i with-¥V<i</;

missible changes adm_represented as two sets containing the unique index number correspon
fields’ index nunibers: the first set admg, containing the indices of fields that are not admis

Reference [12] does not define in detail how to efficiently encode the admissible changes.

d t6 map to a specific exponent in the verification key; the order of those exponents is not protected in

N=p-q
hirwise
f fields

The attestation key ak consists of the modulus N and the secret exponents d ,...,d; such tha for all

hat the

ofn<l

ludes a

ding to
sible to

Thistalgorithm does not directly protect the order of the fields, as the index number i for each field is only

side the

algorith

mspresented in this document.

The process Split() to split the message m into fields is generally out of scope of this document. However, the
process Split() shall be defined in such a way that fields can be transformed into the message and vice versa,
in a reproducible way everytime this conversion is necessary, i.e. if Split(m)= my,...,m; then Splitl(

my,...,mg) = m.The scheme protects the contents of each field, but not their order.

The process requires the generation of randomness. Refer to ISO/IEC 18031 to generate this securely.

The process is as follows:

a) Generate a random bit string tag s of length A.

© ISO/IEC 2024 - All rights reserved
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b)

d)

e)

ISO/IEC 23264-2:2024(en)

For each i=1,...,n, compute a hash-code h; from the concatenation of the content of each field m; together
with the adm and the taggs using the collision-resistant hash-function: h; =Hash(adm||taggs [In|li||m;).

NO

TE 3  How to represent numbers as strings for concatenation is outside the scope of this document.

Use the function trans to transform the output of the collision-resistant hash-function to numbers that
can be used as input to the forthcoming RSA operation in step d) and e).

NO

NO
st

TE4  Reference [12] does not define in detail how to encode the output of the hash-function for use w

ith RSA.

TE5 A compatible transform function is the optimal asymmetric encryption padding (OAEP) as

dardized in PKCS#1 v2.2 and RFC 8017291 and in ISO/IEC 18033-2

Fo

fie]

Co

The pr

I each i=1,...,n , sign the trans(h;) with a different exponent to obtain a sighiatul
Id: s; =(trans(hi))d" modulo N.

mpute X as the product of all fields’ signatures s;: X :H?_lsl- modulo N

hcess outputs:

— redlactable attestation att = (X, n, tagggs ) -

7.2.3

This pi

set

me
nu

att

Redaction process
ocess takes the following inputs:
of domain parameters Z ;

ssage m composed of n fields denoted as my,...,m;; such that each field includes a uniqu
ber i that corresponds to the indices to the expotients in the verification key;

estation att of the form att = (X, n, tagcgs );

redlaction key rk containing the list e ,...{g; of public exponents;

ad

mg
co
ch

The pr

a)

b)

‘)
d)

e)

f)

Ve
thil

Ch
Set

missible changes adm;

dification instructions mod, Which are represented as a set of the unique indices
'responds to the indices of-the fields that will be redacted, that are according to the adn
Ainges adm , i.e. mod C gadmy, .
bcess is as follows:

rify that att =(2+m,tag gs ) is a valid attestation on m under the verification key vk=rk and
S is not the ease:

eck thatmodification instructions mod are a subset or equal to adm .

mXt6 those fields that shall remain, i.e. remove all m; if ie mod .

re per

b index

i that
1issible

hbort if

AR Il

Le

327 +1 P R | 1 c 13 - /)
L A DT LT SCU U1 UIC ITITUICTS O dIT TITTUS TIT 77T,

Compute for all ke X, using the Chinese-Remainder-Theorem (CRT), the coefficients ¢, such that:

iy
2)

¢ =1 moduloe; and

¢, =0moduloe; for those ie{1,...,k-1,k+1,...,n}.

For each ke X compute the hash-code h, =Hash(adm||tag ks |In|lk|m;).

© ISO/IEC 2024 - All rights reserved
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g) Use the same function trans as during the attestation process [7.2.2, step c)] to transform the output of
the collision-resistant hash-function to numbers that can be used as input to the forthcoming RSA
operation [in step h)]; compute h;=trans(h;) for i=1,2,...,n.

h) Foreach ke X compute s;, =X /l_L_1 ) nh,- Lek/ei ) modulo N,

i) Using thes;, computed in h) for the remaining fields, compute the product X’ of all signatures
p) :erXSk modulo N.

The process outputs:

1

. X AN
— reIdLLcd attestatiomratt =X Z 5 tuy g )

— redlacted message m’;

— admissible changes adm.

NOTE 1] The redaction process does not adjust the initially attested number of fields of the message, denote

NOTE 2| To calculate the coefficients in step €), any algorithm that solves the equations relatéd to the CRT can

NOTE 3| Instep c), the indices corresponding to the remaining m; do not change andin particular they will

the same corresponding exponent e;.

NOTE 4| In step h), the division is a division modulo N, and not over the integers, while the division in the e

is an infeger division rounded down.

NOTE 5 The redaction process does not support consecutive redactions (i.e. redacting again an already r

attestatlion) due to the current described handling of indices.

7.2.4 | Verification process

The process takes the following inputs:

— seflof domain parameters Z ;

— verification key vk containing the list'ey,...,e; of public exponents;

— redlacted or original message m=(my,...,m,) such thateach field includes a unique index numbe
coyresponds to the indices ofthe exponents in the verification key vk;

— redlacted or redactable attestation att = (X,n,tagcgs );

— ad

missible changes-adm consisting of admy;, and adm, .
hcess is as follows:
L X be thé.set of the indices of all fields of the message m.

bckdf'the indices from X are corresponding to the adm by:

d as n.
be used.

still use

kponent

pdacted

r i that

The pr
a) Le
b) Ch
iy
2)

‘Y 1z 3£ o 3 1. £ oL 1o+l £ |
CHTLRIIIG 11 Mulllfix IS5 d oUuusSTLULIUL TUUAI tU LT 5Tl A, dIIU

checking if the set X is a subset of or equal to the union of admg, and adm,q.

If any check fails the verification outcome is invalid, i.e. set o=reject and abort.

c) Recompute the hash-code using the concatenation of the content of each field m; together with the adm
and the tag g using the collision-resistant hash-function: h; =Hash(adm||taggs |Inllil|m;).

d) Use the same function trans as during the attestation process to transform the output of the collision-
resistant hash-function to numbers capable as input to the RSA operation [in step f)]; compute h; =
trans(h,).

© ISO/IEC 2024 - All rights reserved
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e) Compute esz $ G
S

e

f) Compute r=HieXh,-ei modulo N .

g) Ifr= X° thenset o=accept otherwise set o=reject .

The process outputs:

— the final verification outcome o.

NOTE 1
unforge

NOTE 2
and me

NOTE 3
it is narn

8 Sc

8.1 K

The BBDFFKMOPPS10 scheme makes use of the following parametets:

— dig
— se
The se

8.2 (

8.2.1
The ke

Thc ICddLLdeC dLLUdeLiUIl bL}lClllt‘ prLifiCL‘l ill 721 Lo 72“1‘ deibﬁca LllC fUllUWillg PI
ability, privacy, detectability of redactions, and disclosure control. See Annex B for further details,

Security proofs for unforgeability and privacy are found in the original work.[12] Detectability,of red
‘geability are shown in.[12] See Annex B for disclosure control and for further details.

This scheme was originally introduced by R. Steinfeld, L. Bull, and Y. Zheng in 2001;H2Din the origin
hed MERSAProd or MERP.

heme BBDFFKMOPPS10

arameters

ital signature scheme as defined in ISO/IEC 14888-1;
urity parameter 4.

urity parameter A shall be met by all involved algorithms for the signature scheme.
onstruction

Key generation process

 generation algorithm of therédactable attestation scheme consists of the following two proc

a) ge]:erate the set of domainparameters Z;

erate the attestation Key ak and verification key vk and redaction key rk as follows:

use the key gémeration process of the digital signature scheme, such that the digital sig
scheme’s signature key maps to the attestation key ak,

the digital signature scheme’s verification key maps to the verification key vk,

the digital signature scheme’s verification key also maps to the redaction key rk, such that 1

b) ge
1
2)
3)
The se

perties:

actions

al work

bdures:

nature

k=vk.

buEity naramotor 2 3¢ talron inta aceannt cuch that tho di
o et +—+ “<Eeh S HSHE e

ast the

oy P orrrreteT DT e o

indicated security strength.

8.2.2

Redactable attestation process

This process takes the following inputs:

— setof domain parameters Z ;

— att

estation key ak consisting of the secret key of the digital signature algorithm;

© ISO/IEC 2024 - All rights reserved
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— message m encoded as a tree Twith b arcs A={ay,...,a;} between t nodes V={vy,...,v, }. The tree’s

arcs are directed; pointing from a node denoted as parent to a node denoted as a subordinate node. All
arcs’ subordinate nodes (if more than one) are ordered, and in Clause 8 the ordered sequence of g

subordinate nodes of node p is denoted as VLp :{vp'l Y eees vp'q} . The ordering relation is denoted as a is-
left-of relation Rp c VLp xVLp , which yields that (vp,i ,

distinguishable from the others as it has no parent node and is denoted root. The ordered nodes, together
with the arcs between them, form the message to become attested.

V,,j )€ Ry, ifand only if i<j. One single node shall be

— admissible changes adm={1,...,t}.

shall b¢ defined in such a way that nodes, arcs and their ordering can be transformed inte, thie message and
vice versa in a reproducible way every time this conversion is necessapyOi.e. if Split(m)=

{ay,..bap vy, v, L{Ry,..., R, } then Split ™ ({ay,...,a L {v{,...,v, L{R,...,R, )Ent.

The process requires the generation of random data. Refer to ISO/IEC 18031 to/generate this securely.

The process does not allow admissible changes to be specified. Therefore, by)default, a leaf node of the tree,

i.e. a vdrtex that has no subordinate nodes, can always be redacted in this's¢cheme.

In ordefr to make this clear for the user, the input for adm shall containLaltt nodes as indices, i.e. adm={1,...,t}

; howeyer, redacting a non-leaf node requires previously redactisig the nodes of the subtree below it.

The process is as follows:

a)
b)

)

For each ve V', generate a random bit string tag, ofléngth A.
Initialize the attestation att as empty.

Traverse the tree T starting from the node that is the root of the tree using a post-order trpversal
algorithm. During this post-order traveysal, perform the following action for each arc a=(v,w)e€|A:

1) | Set m, to the value of 0||v||tag, J{w||tag,, .

2) | Use the digital signature scheme’s signature process on inputs:
)y my;

ii) setof domainCparameters Z;

iii) signatur€ key mapped from the attestation key ak.
Refeive as output the signature X, .

3) | Coneatenate the resulting signature to the front of current value of the attestation att to fqrm the
latest value of att, i.e. att =X ||att .

NOTE1  Step c) is performed with the intention to attest all arcs and the content of the nodes and to store the
generated digital signatures in a serialized form by traversing the tree in a fixed manner, i.e. post-order traversal.

NOTE 2  The following is an example for a recursive algorithm that performs a post-order traversal of the
complete tree T starting at the root by calling the following algorithm with the root node; the algorithm gets as
additional input an action to perform on each node or each arc:

d) If the node given as input has subordinate nodes, then the left-most subordinate node that has not been
marked as visited yet is traversed, and the post-order function is called recursively with this node as an input.

e) If the node given as input has no more subordinate nodes or all subordinate nodes are marked as visited,
then the node is marked as visited and the results of performing the action given as input on the contents of

© ISO/IEC 2024 - All rights reserved
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the node, or on the last traversed arc that led to the node, are output, e.g. the contents of the nodes that are

connected via this arc.

In post-order, the recursion ends with the action being applied on the root.

f) Traverse the tree T starting from the node that is the root using a post-order traversal algorithm. For
each node peV that has more than one subordinate node, perform the following actions:

Let VLp contain the ordered list of the subordinate nodes of the node p as the set VLp = (Vp,l Vo )

Let RLp contain all is-left-of relations for all members of the subordinate nodes of node p, i.e. for all

m

For

1y
2)

Re
3)
NO
of 4
att]
in 4
g) Fo
Us
i)
ii)
iii)
Re

Co
lat

h) Co
att

mbers of the set VI,P

each member (Vp,i WVp,j ) of the relations-set RL,, perform the following steps:
Set m, to the value of 1[|v, ; ||tagvpli vy, ||tagvp’j :

Use the digital signature scheme’s signature process on inputs:

i omy;

ii) setof domain parameters Z;

iii) signature key mapped from the attestation key ak.

Ceive as output the signature X, .

Concatenate the resulting signature to the front of the-¢urrent value of the attestation att {
the latest value of att, i.e. att =X, || att .

TE 3  Stepd)is performed with the intention to sign theis-left-of order relation among all subordinat

bst the tree’s ordering and to store the generated digital signatures in a serialized form by traversing
| fixed manner, i.e. post-order.

" the node v thatis the root of tree T, s€b m, to the value of v||tag, .
e the digital signature scheme’s sigriature process on inputs:

m,.;

set of domain parameters¥;

signature key mappedfrom the attestation key ak.

Ceive as output the'signature X,..

hcatenate theresulting signature to the front of the current value of the attestation att to fd
pst valueofate, i.e. att =X, ||att

hcatehate all random tags for all nodes V' of the tree to the back of the current value of the atte
te form the latest value of att, i.e. att =att||tag, ||...|| tagyy, -

o form

e nodes

single node. This is then performed repeatedly for all nodes in the tree that have further subordinate podes to

the tree

rm the

station

The process outputs:

— att

8.2.3

estation att.

Redaction process

This process takes the following inputs:

— setof domain parameters Z ;

— amessage m encoded as a tree Twith b directed arcs A={ay,...,a;} between t nodes V={v,,...,v; };
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— attestation att of the form att =(Z, | Z, { |l...1 2, 1 Z4 1 II...11 24 p litagy ... |Itag, ) ;

— redaction key rk;

— modification instructions mod which consists of a single node v,,,,4 that has no subordinate nodes, i.e.
a leaf node of the tree.

The process is as follows:

a) Verify that att=(2r W2y 1 2y e 12 1 M- 11 2 p Il tagy ||...||tagt) is a valid attestation on m under

the verification key vk =rk and abort if this is not the case.

b) Re
¢) Re
thg

d) Re

v

m
e) Ify
The pr

move from att the random value corresponding to the node to be removed tag,,,, -

move from att the one value of X, , which corresponds to the arc a where a=(vz,vpy4l) Whe

parent node of v, 4.

od » 1-€. either (vmod,vp‘x)e Ry, or (v, x ,Vmod JER), -

he node v,,q is the root and there are no subordinate nodes, remove. X" from att.

bcess outputs:

— redlacted message m’ encoded as a tree without the node v, ¢4 resulting in a tree with V'\ v,

A

(Vz *Vmod );

— redlacted attestation att’.

8.2.4
This py
—  sef
— an
— vel
— atf]
The pr

a) Pa
col

b) Sef
c) Us

Verification process
ocess takes the following inputs:

of domain parameters Z ;

ification key vk
estation att of the formeatt=(Z, || Z, 1 II...11Z, ; 1 24 1 II...[1 Z, p lItagy |I...| I tag, ) on m.
bcess is as follows:

Fse att to retrieye the signature over the nodes v that forms the root of tree T as X, 4
responding%andom as tag, .

m,. to_the'value of v||tag, .

b the digital signature’s verification process on inputs:

nessage m encoded as a tree T withvb directed arcs A={ay,...,a,} between t nodes V={v, |...

1y
2)
3)
4)

Receive an output o

set of domain parameters 72 ;

verification key mapped from the verification vk ;
message m,;

signature X, .

oot € {accept,reject} from the digital signature’s verification process.

d) 1If o,,,; returns accept then set o=accept, otherwise set o=reject and stop.

© ISO/IEC 2024 - All rights reserved
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e) Traverse the tree T starting from the node that is the root using a post-order traversal algorithm. For
each node peV that has more than one subordinate node, perform the following actions:

Let VLp contain the ordered list of the subordinate nodes of the node p as the set VLIZJ ={vp,1 Yeees vp,q}.

Let RLP contain all is-left-of relations for all members of the list of subordinate nodes of node p, i.e. for
all members of the set VLp .

For each member (vp,i WVp,j ) of the relations-set RLp, perform the following actions:

1) Parse the attestation att to retrieve the signature for that relation as X, , and the corresponding

random values as tag, and tagvp'j ;

2) | Set m, to the value of vy, ||tagvp'i vy, ||tagvp,j ;

3) | Use the digital signature scheme’s verification process on inputs:

i) message m;

ii) setof domain parameters Z;

iii) verification key mapped from the verification key vk;

iv) signature %, ..

Refeive an output o, , € {accept,reject} from the digital signatlire’s verification process.
4)| If o, , returns accept then set o=accept, otherwise set o =reject and stop.

NOTE 1  Step e) is performed with the intention to verify the is-left-of order relation among all subgrdinate
nodles of a single node. This is then performed repeatedly-for all nodes in the tree that have subordinate ng¢des, i.e.

to yerify the attestation of the order and the contents ofall nodes.

f) Traverse the tree T starting from the node that is the root using a post-order traversal algorithm. For
eath edge a=(v,w)e A, perform the following actions:

1) | Parse att to retrieve the signatur¢tover edge as X, , and the corresponding random values as
tag, and tag,,.

2) | Set m, to the value of 0||»{tag, |lw| tag,, -

3) | Use the digital signature scheme’s signature process on inputs:
) my;
ii) setof demain parameters Z;
iii) sigimature X, ;

iv) \yerification key mapped from the verification key vk.

Reteive an output o, e {accept reject}

’

4) If 04,y Teturns accept then set o=accept, otherwise set o=reject and stop.

NOTE 2  Step f) is performed with the intention to verify the digital signatures over the arcs among all nodes and
their contents to verify the attestation of the arcs and contents of all nodes in the tree.

The process outputs:
— The final verification outcome o.

NOTE 3 Theredactable signature scheme specified in 8.2.1 to 8.2.4 satisfies the following properties: unforgeability,
privacy, undetectability of redactions, and mergeability. See Annex B for further details.
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NOTE 4
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Security proofs for unforgeability, privacy and undetectability of redactions are found in Refere

Mergeability has been shown later in Reference [15]. See Annex B for further details.

NOTE 5

nce [4].

This scheme was originally introduced by C. Brzuska, H. Busch, 0. Dagdelen, M. Fischlin, M. Franz, S.
Katzenbeisser, M. Manulis, C. Onete, A. Peter, B. Poettering, and D. Schréder in 2010.4]

9 Scheme DPSS15

9.1 Parameters

The DP,

SS15 scheme makes use of the fn]]nv\n'ng parameters:

— dig
— col
—  se(

NOTE

hash-fujction Hash” as defined in ISO/IEC 10118-1 by defining Hash(x)=2-Hash’(x)+1.

Some p

The se
schemg

9.2 S

The re
mecha

An acci
— AR

— AR
as

— AV
acq

— AV
vel
us

The fo
Accum

— Th

ital signature scheme as defined in ISO/IEC 14888-1;
lision-resistant hash-function Hash mapping to odd numbers;
urity parameter 4.

A collision-resistant hash-function Hash mapping to odd numbers can be built from any collision-r

rocesses require the generation of random data. Refer to ISO/IEC 18031 to generate this secu

Curity parameter A shall be met by all involved algorithms for.the hash-function, digital sig
and the RSA accumulator.

ubroutine: RSA Accumulators

lactable attestation scheme described in 9.3 uses a s0-called accumulator scheme consisting
hisms as a building block.

hmulator scheme generally consists of four algorithms:
(Gen: to generate a keypair consisting of\a secret key and a public key;

val: a secret-key-based algorithm.to generate the accumulation value and auxiliary informatic
et of input elements;

VitCreate: a secret-key-based algorithm to produce a so-called witness for an element
umulation value; and

[erify : a public-key-based algorithm that given a witness, an element and an accumulation]

ng AEval andthesecret key corresponding to the public key used for the verification.

llowing describes the internal behavior of one instantiation of this mechanism, namg
ilator, if\detail.

e key generation mechanism, denoted by AKGen, takes as input the security parameter and p#d

psistant

ely.

nature

of four

n from

and an

value,

ifies that the given element was in the set of elements accumulated into the given accumulation value

d RSA

rforms

thg

fellowing steps:

Th

Generate an RSA modulus N =pq according to ISO/IEC 9796-2, such that:

— p and q are distinct safe primes of sufficient length to achieve the strength indicated by the

security parameter;
— p (and respectively q)is safeif p=2-p’+1, where p’ is also prime;
set @ = (p-1) - (q-1).

e mechanism returns a secret key sk=¢ and a corresponding public key pk=N.
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— The accumulation mechanism, denoted by AEval, takes as input a secret key sk, corresponding public
key pk,and a set of elements {x; }f-‘zl to accumulate, and performs the following step:

Draw a random element a in Zy such that 2<a<N-1.

The mechanism returns an accumulation value acc=a and auxiliary information aux which is the
empty string.

NO

TE1 By drawing the value a uniformly at random, the correct distribution required for security of the
scheme is achieved independently of the elements to be accumulated (see Reference [15]). A verifiable witness
can only be computed efficiently with knowledge of the secret key sk=¢.

— Th
col
wh

Th|

— Th
acq

Th|
NOTE 2

NOTE 3
long as

e witness generation mechanism, denoted by AWitCreate, takes as inputs a secret

ich has been accumulated into acc, and performs the following steps:

Compute x’=Hash(x).

1_1
Compute w=acc® ™M40¢ modulo N .
e mechanism outputs a witness wit=w .

e accumulator verification mechanism, denoted by AVerify, takes-as inputs a public key
umulator value acc, a witness wit, and an element x, and performs the following steps:

Compute g=wit""*) modulo N .
If g=acc, set o=accept,and o=reject otherwise.
e mechanism outputs the single bit o.

The above scheme was originally introduced by:H. C. Péhls and K. Samelin in 2014.[15]

Certain cryptographic properties are satisfied.[3] The above scheme was chosen because of its proven §

properties and for efficiency reasons.

NOTE 4
attestat

The accumulator mechanism in'9.2 does not require any auxiliary information aux. However, the red
ion scheme in 9.3 is agnostic of the.concrete choice of the accumulator scheme as long as certain cryptg

propertlies are satisfied.[2] Thus, the RSA Accumulator outputs an empty string as the auxiliary information in

be align

9.3 (

9.3.1
The ke

ed.
onstruction

Key generation process

 generation algorithm of the redactable attestation scheme consists of the following procedu

ey sk,

responding public key pk, an accumulation value acc, auxiliary information aux, and an ¢lement x

pk, an

The redactable attestation scheme in 9.3 1S agnostic of the concrete choice of the accumulator scheme as

ecurity

actable
graphic
brder to

[es:

a) generdte'the set of domain parameters Z;
b)gel 1 — ; terifiration , tredartiom] , T

1)

2)

3)

Using the key generation process of the digital signature scheme, compute a secret and public key

pair (skpgs, VKpss)-

Using the key generation process of the accumulator scheme (see 9.2), compute two secret and

public key pairs (sk’,.., pk’;..) and (sk”,...pk”,..), respectively.

Compute the attestation key as ak =(skpgss,SK  yoc »SK” o DK gec Pk 4o ) and the verificati
redaction keys as rk =vk =(Vkpgs , Pk’ 4 » PK') rhk=vk=(VkpsoDK 1o DK gd)-
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The security parameter A is taken into account such that the digital signature scheme and the accumulator
offer at least the indicated security strength.

9.3.2

Redactable attestation process

This process takes the following inputs:

— set of domain parameters Z,

— att

estation key ak of the form ak =(skpgs, Sk’ 4cc SK” gee ' PK qec PR ace )

— message m consisting of n fields my, ’m“"/\rhprp the message fields m; are pairwise distinct

NO
me

— ad

The pr
proces
in a re
my,...
The pr
The pr
a) For
1)
2)
3)
4)
b) Co
c¢) Fo
d) Set
e) Us
1y
2)
3)
re

TE1 Iftherequirementon the distinctness cannot be guaranteed, it can easily be enforced by padd
ssage field with uniformly random bit string of length 24 .

missible changes adm containing those fields that cannot be redacted.

pcess Split() to split the message m into fields is generally out of scope of this decument. Howe
5 Split() shall be defined in such a way that fields can be transformed into the message and vic
producible way everytime this conversion is necessary, i.e. if Split()ny my,...,mg then

m;) = m. The scheme protects the content of each field.

hcess requires the generation of random data. See ISO/IEC 18031 to-generate this securely.
hcess is as follows:

each i=1,...,n perform the following steps:

Draw a uniformly random bit string r; of length 24
Compute (acc’; ,aux’)= AEval((sk’aCC PK gec ) tFj }i]-:1 ) :

Foreach j=1,...,i, compute Wit’ij :AWitCreate((sk'aCC ,pk’ ,acc’; ,aux’,r-) )

acc ) j

Let WIT’; =(wit’;q,...,wit’;).
mpute (acc",aux”):AEval((sk”aCC K e ). {(my llacc’; 1) Yy )
reach i=1,...,n, compute wit”; = AWitCreate ((sk” ;. ,Pk” 4ec ) ,acc”,aux”,(m; ||acc’; ||1;)).
adm’={(m; llacc’; 111;)}nf cadm -
ng the digital signatiire schemes’ signature process on inputs:

message (acc’)adm’);

set of doniain parameters Z;

signature key sk ;

eiving as output a digital signature X pcc .

ng each

ver, the
b versa,
Split1(

f) Compute att=(2DSS sacc”,(ace’; WIT'; ry wit”; )i ,adm)

The process outputs the attestation att .

NOTE 2

The accumulator mechanism in 9.2 does not require any auxiliary information aux. However, the redactable
attestation scheme in 9.3 is agnostic of the concrete choice of the accumulator scheme as long as certain cryptographic
properties are satisfied.[5] Thus, the auxiliary information is used throughout 9.3 in order to stay agnostic for reasons
of cryptographic agility.
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Redaction process

This process takes the following inputs:

— set

of domain parameters Z ;

— amessage m of the form m=(my,..,m,);

— aredaction key rk of the form rk=(pkpss, 0k gec PR gec )

n

— attestation att of the form att = (EDSS ,acc”,(acc’; ,WIT'; ,r; ,wit”; )i=1 ,adm) on m;

— orjginal or redacted admissible changes adm consisting of a [1st of message tields;

— md

The process is as follows:
a) Let L be alist containing all indices of mod sorted in descending manner.

b) For

1)

2)

3)

4)

dification instructions mod consisting of a set of indices of message fields in m to be redacte

each ie L, perform the following steps:

Delete the message field m; from m, thereby reducing the indices of all hessage fields with 3
index by 1.

For each j=i+1,..,n delete Wit'ﬁ from WIT’]- , thereby reducing the indices of all entries

higher index in the list by 1.

Delete (acc’; ,WIT’;,r; ,wit”;) from the correspondinglistin att, thereby reducing the indic
entries with a higher index in this list by 1.

Adjust n to the new length of the message by, setting n=n-1.

higher

with a

bs of all

c) Define the redacted message m’=m.Admissible changes are not altered, hence the redacted admissible

changes are equal to adm, and define the redacted attestation att’ as the result after thd

de
The pr

— Tre

— redlacted attestation att’

— redlacted admissible changes adm.

etions from att as performed in b).
hcess outputs:

acted message m’;

above

9.3.4 | VerificatiomProcess

This pirocess takes'the following inputs:

— seflof domain parameters Z ;

—  a message-m-oftheformm={mr 1

— averification key vk of the form vk =(pkpgs, Pk yoc DK gec ) 5

— att

estation att of the form att = (EDSS sacc”,(acc’; WIT'; r; wit”; )i ,adm) on m.

The process is as follows:

a) Set o=accept.

b) Set adm’={(m; |lacc’; I1; )} m.cadm
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d)

f)

g)

h)
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Verify the correctness of Xj¢¢ by executing the digital signature scheme’s verification process on inputs:
1) message (acc”,adm’),

2) setofdomain parameters Z,

3) verification key pkpgs,

4) signature X,

receiving an output opgs .

If gpss—=Tefect;setv=TefeTt
Fof each i=1,...,n, perform the following computations:

1) | Verify that there is a correct witness for (m;|lacc’;|r;) by computing

Omp = AVerify (pk”g.c ,acc”,wit”; ,(m; |acc’; ||r;)) . 1f 04y, =reject, set o=reject:

2)| For each j=1,..,i, verify that there is a correct witness for r; in acc’; by conpputing

Otmp :AVerify(pk’aCC ,acc’; wit';;,r; ), where  WIT'; =(wit’;y, .., wit/i). 1f oy, =rejedt, set
o=reject .

Set o=reject , if adm’ "{(m; ||acc’; ||r;)}i_; #adm’, as this indicates‘that message fields that afe non-
redlactable according to adm have been removed.

Vefify thateach m; € adm is also contained in m in the sameorder of occurrence, potentially intefleaved

with other fields, to ensure that the non-redactable message fields according to adm still occut in the
cofrect order. If this is not the case, set o =reject .

NOTE1  Thislast step can easily be implemented using a loop.

Ouftput the final verification outcome o.

NOTE 2| Theredactable signature scheme spegified in 9.3.1 to 9.3.4 satisfies the following properties: unforggability,

privacy| undetectability of redactions, and dis¢losure control. See Annex B for further details.

NOTE 3] The property of mergability is not shown in the original work but possible. See Annex B for further|details.

NOTE 4 This scheme was origindlly introduced by D. Derler, H. C. Péhls, K. Samelin, and D. Slamanig in 2015.[2]

10 Scheme MHIO6

10.1 Barameters

The MHI106 schemle makes use of the following parameters:

=

Grpups.Gy, G,, G of prime order p equipped with a bilinear pairing e: G; x G, — Gy defined via a gairing-
friendly elliptic curve as specified in ISO/IEC 15946-5;

NOTE ISO/IEC 15946-5 uses additive notation for elliptic curve operations, e.g. h=aG , whereas this clause
uses multiplicative notation following the initial work, e.g. h= ga .

Generator g, of the group G,;

Hash-function H: {0,1}* — G; mapping strings to elements of G; such as the function PHF1 specified in
ISO/IEC 18033-5;

Security parameter 4.
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The security parameter A shall be met by all involved algorithms for the hash-function and taken into
account during the choice of domain parameters and keys.

10.2 Construction

10.2.1

Key generation process

The process requires the generation of random data. Refer to ISO/IEC 18031 to generate this securely.

The key generation process consists of the following two procedures:

a) Geperate the domain parameters Z
b) Geherate the attestation key ak, the verification key vk, and the redaction key rk as follows:
1) | Pickarandom x intherange 0 < x < p and set the attestation key to x:ak=x
2) | Compute the verification key as vk = g5
3) | Setthe redaction key equal to the verification key: rk =vk
4) | The security parameter A is taken into account such that, in the greups G;, G, generated as
the domain parameters, the computational co-Diffie-Hellman preblem (given h € G; and g4
G, forrandom 0 < x < p, compute h* € G; ) provides at least the indicated security strength
NOTE Redaction does not require a dedicated redaction key rks\the verification key vk is sufficient
purpos¢.
10.2.2| Redactable attestation process
The redlactable attestation process takes the following inputs:
— dopmain parameters Z;
— attestation key ak;
— amessage consisting of n fields m=(m; ,...,m, ), each identified by a unique index i in the range 1 £

— ad
to

NOTE

missible changes adm consisting of a subset of the indices 1,...,n (i.e. adm < {1,...,n}) corresp
Lhe fields for which redactien or disclosure is admissible.
The process treats.the fields m;,...,m, of the input message as an unordered set and will not enf

order i which these fieldsyappear in the input. In particular, the attestation generated for a message m*

valid at

The pr
proces
in a rq

festation for any other message m** consisting of the same message fields, but in a different order.

pcess Split() to split the message m into fields is generally out of scope of this document. Howe
5 Split()shall be defined in such a way that fields can be transformed into the message and vic
producible way everytime this conversion is necessary, i.e. if Split(m)= my,...,m; then

part of
, g5 €

for this

i <n;

onding

brce the
vill be a

ver, the
b versa,
Split1(

ml,...,

im<) = m. The scheme protects the content of each field, but not their order.

The process requires the generation of random data. Refer to ISO/IEC 18031 to generate this securely.

The process is as follows:

a) Pickarandom bit string tag of length A.

b) Compute the hash-code h, € G; of the chosen tag : hy =H(tag).

c¢) Compute a signature o, € G, for tag: o = hoak.
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H(tag || m;).

e) Foreachi=1,.., n,compute asignature o; € G; for m;: o; :hl-ak.

n
f) Combine signatures 0,074, ..., 0, into the joint signature X =Hj_06j Gy .

g) SetSto be the set of signatures o; for whichi € adm: S={o; | i € adm}.

The process outputs:

— Tre

— redlaction key rk, which is equal to the verification key vk .

The en
signatuy

The pr
invalid

10.2.3

The reglaction process takes the following as inputs:

— do

— redlaction key rk;

— 1nqg

— atf]

to

—  md
m
sh

The pr

a) Ve
an

b) Ve
iy
2)

7 =) 7

coding of adm and att shall ensure that for each i € adm, the corresponding message’ field
re o; € Scan be identified, as this is required by the redaction process.

pcess ensures that any message field m; for which i € adm, cannot be redacted from m
hting the attestation att.

Redaction process

main parameters Z ;

ssage m consisting of n fields my,...,m,, each identified by a unique index i in the range 1<
estation att =(tag,X,S) for the message m;

missible changes adm consisting of a subsetofthe indices 1,...,n (i.e. admc{1,...,n}) corresp
[he message fields for which redaction,grdisclosure is admissible;

dification instructions mod consisting of two disjoint sets, mod_.q cadm and mody;; < adm |
d.eq specifies the message fields-to be redacted, and the set mody;s specifies the message fie
11l always be disclosed and forswhich further redaction will be prohibited.

bcess is as follows:

rify that att is a valid attestation of m by using the verification process in 10.2.4 with input
1 att . If the verification output is o=reject , abort.

Fify that:
for eachvie adm, thereis a corresponding 0;€ S,

mod..q "mody;s = @,

, n, compute the hash-code h; € G; of tag concatenated with the message field m;: h; =

m; and

vithout

i<n;

onding

the set
ds that

vk, m,

3)

mod, .4 cadm and mody;; cadm.

If any of the above conditions does not hold, abort.

c) Set the redacted message m’ to consist of the n’=n—|mod,,4| message fields m; for which

ie{l,...,n}\ mod,.4. ldentify each message field by a new unique index i'e{l,...,n"} and let
f{1,...,n}\ modq —{1,...,n"} denote the induced mapping from the original index values i to the
new index values i’ (i.e. denoting the message fields of m’ as mlmn then m}(,-)=m,- for
ie{l,...,n}\ mod,.q).
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g)
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Set X'=X

For each ie mod

red, Fetrieve signature o; from S, and remove o; from X’:set £'=3".¢; !

Set adm’ to be the redacted admissible changes with respect to the new index values i’ : adm’={f (i) | i
€ adm\ (mod,.q W mody;) }.

Set S’ to be the set of signatures o;€S corresponding to the redacted admissible changes:

S/

={o;|o;€S, f(i)e adm’}.For each o;€ S’, associate ¢; with index i"= f(i).

Set att’=(tag,X’,S’)

The process returns:

— redlacted message m’;

redlacted attestation att’;

— redlacted admissible changes.

The en
on the

NOTE 1
redacti

NOTE 2
attestat
(which

10.2.4

The ve

do
vel
me

att

The pr

a)
b)

9

d)
e)

Set
Co

Fo
h

=

coding of m’, att’, and adm’ should rely on the new index values i’e {1, ..)n"} and shall not
ndex values i used to describe the input message m, attestation att,'and admissible changes

The process ensures that any message field m; for which i€ mody;’ cannot be redacted in sub
nsof m” and att’.

The output of the redaction process is perfectly indistinguishable from the output of the red

ion process with input m” and adm’, and removes any information regarding the redacted messags
rannot be inferred from m”), including the number of redacted fields.

Verification Process
[ification process takes as input:
main parameters Z ;

ification key vk ;

ssage m consisting of n fields m,,...,m,, each identified by a unique index i in the range 14i

estation att =(tag,XZ,S)-
bcess is as follows:
o=accept .
mpute the hash-code hy e G; ofthe tag: hy =H(tag) .

" each<i=1,...,n, compute the hash-code h; € G; of tag concatenated with the message fig
= H(tag||m; ).

depend
adm .

sequent

actable
bs fields

eld m; :

If e(Z,gz);ﬁH;:Oe(hj,vk), set o=reject .

Foreach 0,€S,if e(0;,9,)#e(h;,vk), set o=reject .

The process outputs:

verification result o.

NOTE 1
unforgeability, privacy, undetectability of redactions, disclosure control, and consecutive redaction control. See
Annex B for further details.

The redactable attestation scheme specified in 10.2.1 to 10.2.4 satisfies the following pro
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This scheme was originally introduced by K. Miyazaki, G. Hanaoka, and H. Imai in 2006.[11]

11 Scheme MIMSYTIO5

11.1 Parameters

The MI

MSYTIO5 scheme makes use of the following parameters:

— digital signature scheme as defined in ISO/IEC 14888-1;

— Imessage commitment scheme:

— Se

The se
and thg

11.2 (

11.2.1
The at

urity parameter 4.

urity parameter A shall be met by all involved algorithms, especially for the digital signdture
message commitment scheme.

onstruction

Key generation process

[estor generates a private/public key pair (sk, pk) in manner efthe signature scheme uss

building block. The key generation algorithm of the redactable attestation scheme consists of the fo

two pr

pcedures:

a) ge]:erate the set of domain parameters Z;

b) ge
i)

ii)
iif)

The se
indicat]

The pr
require

11.2.2
The pr
—  set

— att

erate the attestation key ak, verification key vk andwedaction key rk as follows:

using the key generation process of the digital signature scheme, such that the digital sig
scheme’s signature key sk maps to the attestation key ak,

the digital signature scheme’s verification key pk maps to the verification key vk,
the digital signature scheme’s verification key pk also maps to the redaction key rk.

Curity parameter A is taken into-account, such that the digital signature scheme offers at lé¢
ed security strength.

bcess does not output agdedicated redaction key rk as the redaction process of this scheme d
it.

Redactable attestation process
hcess takes:the following inputs:

of domain parameters Z;

tcheme

bd as a
lowing

nature

ast the

pes not

estation key ak;

— amessage consisting of n fields m=(my,..,m,);

— admissible changes adm.

NOTE 1

The admissible changes adm for this scheme consist of three sets C, DA, DB. They represent the conditions
“redacted”, “Disclosed and additional redaction is allowed”, and “Disclosed and additional redaction is prohibited”,
respectively. Their initial conditions are setto C =@, DA ={i|1 <i<n},and DB = @.

The process Split() to split the message m into fields is generally out of scope of this document. However, the
process Split() shall be defined in such a way that fields can be transformed into the message and vice versa
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in a reproducible way everytime this conversion is necessary, i.e. if Split(m)= my,...,mg then Splitl(
my,...,m;) = m. The scheme protects the content of each field.

The process requires the generation of random data. Refer to ISO/IEC 18031 to generate this securely.

The process is as follows:

a) Generate a A-bit length random bit string r; for each field m; (1 <i<n).

b) Generate n other 2A-bit length random bit strings S; (1 <i < n). The random bit string S; is referred to
as the mask data for each field m; . The left-most or right-most A bits of S; are denoted as S,-L or SIR .

c) Calculate two values Q; and P, for each field m; such that the two points (0, Q;), (3, P;) are omth¢ line /;
through the two points (1, c(R;)) and (2, ¢(S;)), where ¢(R; ) := Com(m; ; r;) and c(S; ):= Com(SiL; S,R)
anfl Com(- ; ) is a message commitment function. This calculation shall be done on a sufficiently large
finjite field with respect to the security parameter.

d) Geperate a signature 2 for the concatenation Qq || Q|| ... || @, || P || Py || ... || P, with-the attestation(key ak.

The process outputs:

. n n n

— reIactable attestation att=(Z, n, tag), where tag=({r; };_y, {S; };_1» 1P3771 )

— redlaction key rk, which is equal to the verification key vk.

NOTE 2| In practical use, a message authentication code (MAC) speeified in the ISO/IEC 9797 series can be fised for

a messdge commitment function Com(: ; -). The security parameter-A is taken into account such that the MAC ¢ffers at

least the indicated security strength.

NOTE 3[ Theoretically, it is equivalent to use the concatenation c(R; )|[c(R, || -.- [|lc(R, eSSl - [|c(§,) as an

input td the signature scheme instead of Q1 || Q|| ... || @ndl PL | P> 1| ... || P,. In the former case, it is not necegsary to

recover|the point Q; at verification process. This change/reduces the computation cost if the field m; is not rpdacted
and yet|redactable.

11.2.3| Redaction process

The process takes the following inputs:

— seflof domain parameters Z;

— amessage m composed'ofin fields denoted by my,...,m,;

— attestation att=(2.ntag);

— redlaction key.rk ;

— admissible-changes adm;

— maddification instructions mod, which are represented as a set of the unique indices i that correspond to

The process is as follows:

a)

b)

adm.

Verify that att = (2, n, tag) is a valid attestation on m under the verification key vk =rk and abort if this
is not the case.

Check the modification instructions mod = (C,,,4 » DA

mod » PBmod): If Chyoq OF DB 04 IS DOt a su

equal to DA abort.
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Calculate the redacted admissible changes adm’= (C’, DA’, DB’) as follows:

i)
ii)

iii)

C’'=CUCpog
DA’=DA_ 4
DB’ =DBU DB,

Set m’ to those fields that shall remain, i.e. remove all m; ifi € C,q4.

Calculate the redacted tag as follows: tag' = ({r3"\ {r}icc » {321 \ {S}iepp » {P}"i=1)

The precess uutputo.

— redlactable attestation att=(2, n, tag’);

— redlacted message m’;

re

NOTE

DAto D
to perfq
Annex B for further details.

11.2.4

The pr

set
vel
mg
att]

ad

action admissible changes adm’.
The modification instruction can include the instruction to modify adm, e.g. by meving the index x f

B instructs the redaction process in step d) to remove the necessary information\(S,) which would be 1
rm a future redaction of m,. This makes the scheme achieve the property of coiisecutive redaction con

Verification Process

hcess takes the following inputs:

of domain parameters Z

ification key vk

ssage m=(my,..,m,)

estation att=(Z2, n, tag)

missible changes adm = (C, DA, DB)

pcess is as follows:

o0 = accept

eck if the message m/is consistent to the admissible changes adm. If it is not the case, set 0 = r4d
eck if the attestationatt is consistent to the admissible changes adm. If it is not the case, set o {
cover the point(0, Q;) in the following manner:

If m; iS.not a redacted field, calculate the value Q’; such that the point (0, Q’;) is on the
thraugh the two points (1, ¢(R;)) and (3, P;).

rom set
equired
rol. See

ject.

F reject.

line I’;

I£S5;is in a redacted field, calculate the value Q’; such that the point (0, Q’;) is on the line I’; t

The pr
a) Sef
b) Ch
¢) Ch
d) Re

i)

ii)
e)

the two points (2, ¢(S;)) and (3, B;).

hrough

Verify the correctness of 2 by executing the digital signature scheme’s verification process on inputs:

the concatenation Q1 || Q2 || ... 1| Q", | PL I P2 || - || Py
set of domain parameters Z,
verification key vk,

signature X,
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receiving an output opq.
f) Ifopgg = reject, set o = reject.
The process outputs:
— the final verification outcome o.

NOTE1 The redactable signature scheme specified in 11.2.1 to 11.2.4 satisfies the following properties:
unforgeability, privacy, detectability of redactions, and consecutive redaction control. See Annex B for further details.

NOTE 2  This scheme was originally introduced by K. Miyazaki, M. Iwamura, T. Matsumoto, R. Sasaki, H. Yoshiura, S.
TezukaH-tmaiin2005-14]
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Annex A
(normative)

Object identifiers

This annex lists the object identifiers assigned to the mechanisms specified in this document.

Redact
i

DEFINI
-— EXP
-- IMP

redact
i

}

generi
sbz02m
bbdffk
dpsslb
mhi06

mimsyt

END

L

e e T
50 (1) standard(0) redaction-of-authentic-data (23264) part2(2)
asnl-module (0) object-identifiers(0) 1}

TTONS EXPLICIT TAGS ::= BEGIN

DRTS All; --

DRTS None; --

hbleSignatureScheme OBJECT IDENTIFIER ::= ({

50 (1) standard(0) redaction-of-authentic-data (23264) part2(2) \mechanisms (1)

o] OBJECT IDENTIFIER ::=
ersaprod OBJECT IDENTIFIER ::=
noppsl0 OBJECT IDENTIFIER ::=
OBJECT IDENTIFIER ::=
OBJECT IDENTIFIER ::=
05 OBJECT IDENTIFIER ::=

redactableSignatureSchefne
redactableSignatureScheme
redactableSignatureSeheme
redactableSignatuxeScheme
redactableSignatufeScheme
redactableSignatureScheme

e T T NS
oY U1 i W N Y
L S
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Annex B
(informative)

Overview of properties of redactable signature schemes based on
asymmetric mechanisms

B.1 ((eneral

Table H.1 gives an overview of the security properties of all redactable signature schemes présented in this
documgpnt. The properties are described and defined in ISO/IEC 23264-1. An “X” in Table B.L indicates that
the schieme fulfills this property.

All sch¢mes presented fulfill the required mandatory cryptographic properties of correctness, unforgeability
and privacy.

Thble B.1 — Overview of properties of redactable signature schemes based on asymmetrijic

mechanisms
)

- -1 I 2 |2 |
® S > 868 |laws)gwsls_ |5S_ |8
E . |8 [E2S|82EESEIEE [88% |8
) s® |8 LZg|adw |E2SCE |esE |
= o= = =T eeEe mEele s ST 2 |g
3} == = EQ oY= 0 |E= o= 0o © o 0o >
172) = a A [==JNC Wi | = - I Wi o= R i = B ] oo ==
Generic construction
(Clause 6) X X X X
SBZ02-MERSAProd[12]

(Clause 7) X X X X
BBDFFKMOPPS10[4

(Clause 8) X X X X
DPSS15(5]

(Clause 9) X X X X X
MHIO6[11]

(Clause 10) X X X X X X
MIMSYTIOS5[14]

(Clause 11) X X X X X

NOTE "X" indicates that the scheme fulfills the relevant property.

B.2 to B.7 provides’background on where the cryptographic properties listed in Table B.1 have been proven.

B.2 Rroperties of generic construction

The redactable attestation scheme specified in 6.2.1 to 6.2.4 satisfies the following properties: correctness,
unforgeability, privacy, detectability of redactions and mergeability.

This scheme was originally introduced by R. Steinfeld, L. Bull, and Y. Zheng in 2001.[12] In that paper, the
properties of correctness, unforgeability, privacy are discussed and proven. Detectability of redactions
directly follows from the fact that the initial number of message fields n is signed [the signature scheme

signs (root,tagmsg ,n)] and thus cannot be adapted during redaction. A verifier that is able to successfully

verify a redacted attestation over less than n fields can therefore detect the redaction and also knows the
number of redacted message fields.
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Mergeability follows from the underlying Merkle tree.l12] Mergeability for the generic construction can be
shown as follows: let att”and att” be two valid redacted attestations on two redacted messages m’and m”,
which are derived from the same original message and its redactable attestation. Assume from m’ one has
knowledge of a subordinate node’s content and its tag that was redacted in m”. The knowledge of a node’s
content m, " and its tag tagy, "would allow to refit the original content of the field m, into the attested

message m” at the original position instead of the hash value and the value from tagy, “into the list of tags in

att” instead of the value 0% . This would then generate a valid attestated message containing the fields from
m’” and additionally the m, from m’at the position x.

B.3 Propertiesof SBZ02=-MERSAPTOT

The redlactable attestation scheme specified in 7.2.1 to 7.2.4 satisfies the following properties: unferggability,
privacy, detectability of redactions, and disclosure control.

This sqheme was originally introduced by R. Steinfeld, L. Bull, and Y. Zheng in 2001.[%21\In that paper, the
properties of unforgeability, privacy are discussed and proven.

Redactfions can efficiently be detected by checking whether the value n contained in the redagted or
redactgble attestation att=(X,n,tag.gs ) corresponds to the number of blocks‘contained in the redajcted or

origingl message m. As n is hashed into every h; [see 7.2.2. b)] it can not be adjusted during redaction.

Disclogure control allows the attestor to define the admissible changes*in a way that one or morg fields
cannot|be redacted in the redaction process; this is provided by protecting adm within the signature

B.4 Rroperties of BBDFFKMOPPS10

The redlactable signature scheme specified in 8.2.1 to 8.2 4;satisfies the following properties: unforggability,
privacy, undetectability of redactions, and mergeabilit¥

This s¢heme was originally introduced by C. Brzuska, H. Busch, O. Dagdelen, M. Fischlin, M. Franz, S.
Katzenpeisser, M. Manulis, C. Onete, A. Peter, B. Poettering, and D. Schroder in 2010.[4] In that paper, the
properties of unforgeability, privacy, and undetectability of redactions are discussed and proven.

The prjoperty of mergeability was later)discussed and introduced in Reference [15] as an extenjsion of
Referefce [4]. Reference [15] states that Reference [4] “can be considered secure in our enhanced spcurity
model }[12] Thus, the scheme BBDEEKMOPPS10 is mergeable.

B.5 PRroperties of DPSS15

The redlactable signature)scheme specified in 9.3.1 to 9.3.4 satisfies the following properties: unforggability,
privacy, undetectability of redactions, disclosure control and mergeability.

This sqheme wds)originally introduced by D. Derler, H. C. Pohls, K. Samelin, and D. Slamanig in 2015.[3] In
that pdper, the-properties of unforgeability, privacy, undetectability of redactions, disclosure confrol are
discusged-and proven.

The origimatpaperdoe otexplicitly state the property of disclosure <o ot by usingthe e term,
however the scheme clearly allows the attestor to define the admissible changes in a way that one or more
fields cannot be redacted in the redaction process; as adm is protected by the signature. The security proof
given in Reference [5] covers an attack to change adm.

The property of mergeability was introduced in Reference [15] as an extension. Mergeability of DPSS15 can
be shown as follows: let att”and att” be two valid redacted attestations on two redacted messages m’ and
m”, which are derived from the same original message and its redactable attestation. Facilitating the RSA
Accumulator, the value of acc does not change during redaction, but a redaction removes the field and the
corresponding witness value, e.g. for a redacted m, from m’the missing witness would successfully prohibit
running the accumulator’s algorithm AVerify to validate if a redacted m, was signed. However, if m, and the
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corresponding witness is still available in m”, then taking that witness and the corresponding contents of
the element from m” allows m, to be added into m” to form a new message with a valid attestation.

B.6 Properties of MHIO6

The redactable attestation scheme specified in 10.2.1 to 10.2.4 satisfies the following properties:
unforgeability, privacy, undetectability of redactions, disclosure control, consecutive redaction control and
mergeability.

This scheme was originally introduced by K. Miyazaki, G. Hanaoka, and H. Imai in 2006.[11] In that paper, the

proper

ies of unforgeability, privacy, undetectability of redactions, disclosure control, consecutive re

action

contro

are discussed and proven.

Reference [11] does not explicitly state the property of disclosure control by using the same tetm, h

the sch
cannot
in Refe

eme clearly allows the attestor to define the admissible changes in a way that on€) or mor
be redacted in the redaction process; as adm is protected by the signature. The seglirity proq
rence [11] covers an attack to change adm.

Reference [11] does not explicitly state the property of consecutive redaction control by using th

term b
a futur

The pr

e redaction by moving a redactable message field into the set mod .

operty of mergeability was later discussed and introduced in *‘Reference [15] as an exten|

Reference [11], which is considered secure in this enhanced security;model. Thus, the scheme M

mergeg
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dactable signature scheme specified in 11.2:1 to 11.2.4 satisfies the following proj
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ure control, and consecutive redactioh-control are discussed and proven.
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clearly allows the attestor to define the admissible changes in a way that one or more fields
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ted” and is covered in the,;sécurity proof in Reference [14].

Reference [14] does not explieitly state the property of consecutive redaction control by using the sam
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(5,) wh
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Annex C
(informative)

Criteria for inclusion of schemes in this document

Included schemes fulfil the cryptographic properties of privacy and unforgeability as defined in
[SO/IEC 23264-1. Further, the criteria for inclusion require the scheme to be based on asymmetric
crypto

The m¢chanisms included in this document have been selected from the large variety of such téch
which have been published and are in use. The exclusion of particular mechanisms does notimply thg
techniques are insecure.

The m

(wher¢| the order of presentation of the criteria is not of significance):

Miphimum security strength: All schemes have a security strength comparable to that of state-of-
asymmetric signature methods. Additionally, the only known attacks against the scheme are no
than generic attacks against the asymmetric signature methods.

Puplic domain: The scheme’s detailed description have been published for a minimum period d

ye
Pr

jodrnals or conferences.

Pe

watt, bits/security level. It is necessary to provide.robust evidence that the scheme to be include

be

the existing schemes in this document.

New security properties or combinationsthereof: The scheme to be included is required to offer s

pr

the existing schemes in this document. Robust evidence shall be provided that the scheme’s new s

pr

braphy.

echanisms specified represent a small set of techniques chosen according te,the following

irs in the public domain.

pvable security: Prior to inclusion, the schemes have their security proof published in peer-re

-formance: Performance measurements occur>On many different vectors such as bits/cycl

[ter performance on the performance vecto¥rs that are optimized for the intended application

pofs showing that it fulfils a newpreperty or a combination of existing security properties, oth

operty offers an increased valie.

niques
tthese

Criteria

the-art
t faster

f three

viewed

e, bits/
1 offers
s, than

pcurity
er than
pcurity
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Annex D
(informative)

Numerical examples

D.1 Generic construction numerical examples

D.1.1
The pa

— 4dan

— SH|A3-256 is used as a hash-function (see ISO/IEC 10118-3);

— thg security parameter is set to 4 =128.

D.1.2

The ke
Numer

D.1.3

The m¢ssage to be signed is as follows: m = (“This is ”, “a-tést message ”, “for ISO/IEC 23264-2.")
The mgssage blocks are thus defined as follows:

my = “Thisis”

— A

— Thk following tags are chosen:

ta

ta 1 70x%94bd9fbd d15b9%b96 fbe6dd50 2ecY9e5fa
ta 2=)0x69cd3ea8 a7l24ea6 d55abbac 71438eb4

Parameters
rameters used for the following example are as follows:

 digital signature scheme as defined in ISO/IEC 14888-1;

Key generation process

7 material is generated according to the key generation process-of the used digital signature 4
cal examples for specific schemes can be found in the relevant'standards, e.g. the ISO/IEC 14888

Redactable attestation process

test message”
br ISO/IEC 23264-2.

The last character of m; and'm, is a whitespace.

ingly it holds that n=3-and that mod={1,2,3}.

erkle tree with@-eaf nodes is generated as depicted in Figure D.1

msg=Ox43f05134 4c8486ea 22d4f142 SeT0bfec

tags; = 0xb47ddfc7 5eb2710d 6e47ed06 15cd9574

— Th

e hash-codes are computed as follows:
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hy = SHA3-256(tag g, lImy||tag,) =
0xd66fb5b9 4545f8ab 8b6cd449d 324714el Oaff7f65 8f8cb2c0 144a6723

9b88f97a

h, =
0x74911196 8fb37ead 470be653 39346bcf eb7e5cd44 8ecbc65b 93a94fel
657f72ce

h3:

Oxefl70daf 2f0bd382 laec3df4 6d4flad3 7bb90cd5 5S5elclcab cfdd5fb0
b00ccd62

_nn

— The Merkle tree is initialized with the values above as well as h,="" i.e. the empty string.

— The Merkle tree is computed as follows:

h,} = SHA3-256(hy||h,) =
0x4733147f 2129fe21 7a602bab ee026cc6 21cdl765 64739652 cbb5d22f1l
ce0e0268

hs} =
0x440ea274 1£557c8f 9695730 c39%9efbel 5ce20abl0 2lefcedf 670&6ch
4589df49

rogt =

0x284f7ee7 efdd5bc9 3elcScad ed05b3e6 80322260 fb4d4c7897 52b8e224
07cf90cc

— Thk digital signature scheme’s signature process is invoked@s'specified in 6.1, resulting in a signature 2.
The reflactable attestation is given by att = (2,3,0x43fc5134) 4c8486ea 22d4f142 9e70bfec, (0x94bd9fbd
d15b9bp6 fbe6dd50 2ec9e5fa, 0x69cd3ea8 a7lldea6 d55gSbac 71438ebd, 0xb4d7ddfc7? 5eb2710d 6447ed06
15cd95f74)).

A scheinatic representation of the Merkle tree is given in Figure D.1.

root

haSh(h12”h3;f\\\\\\\\\\\\\\\\\\\
hlZ h34
hash(hylh) /hash(h3||h4)

hy h, hs ha
hash(tagmsgllm|ltag:) hash(tagmsgllm|ltag,) hash(tagmsgllmslltags)
(tgmoeiinftag.) (0goelinslitags) (0g el litags)

Figure D.1 — Numerical example — tree before redaction

D.1.4 Redaction process

The redaction process takes as input the domain parameters, att, the message fields m;, m,, m;, a redaction
key rk, adm={1,2,3}, and mod=3. The latter is to indicate to redact m; from the message.

— The Merkle tree is computed in full analogy to the redactable attestation process above, and finally the
verification process of the digital signature is invoked.
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— The message is modified to

m’ = (“This is “ “a test message ”, 0xef170daf 2f0bd382 laec3df4 6d4flad3 7bb90cd5 Selclcab
cfdd5fb0 b00ccd62)

— Furthermore, the attestation is modified to

att’ = QZ&OX43fc5134 4c8486ea 22d4fl42 9e70bfec,(0x94bd9fbd d15b9%b96 fbe6dd50 2ec9eb5fa,
69cd3ea8 a7l24ea6 d55abbac 71438eb4, 0x00000000 00000000 00000000 OOOOOOOON

And the admissible changes are modified to adm’ = {1,2}.

D.1.5 [ Verification process

The vetification process takes as input m, att, adm, vk, and Z as output by the redaction process. THen, the
verificqtion algorithm proceeds as follows:

— After reconstructing n=3 from att, a Merkle tree with four leaf nodes is initializeds
— The leaf nodes h; are computed as follows:
—| As tag,#0*and tag,#0%, the process computes:

tag, = 0x94bd9fbd d15b9b96 fbe6dd50 2ec9e5fa
tag, = 0x69cd3ea8 a7l24eab d55abbac 71438ebd
hy = SHA3-256(tag,y,lIm; |[tagy) =
0xd66fb5b9 4545f8ab 8b6c449d 324714ellPaff7f65 8f8cb2cO
14426723 9088f97a
hy = SHA3-256(tagus,lIm; | tag,) =
0x74911196 8fb37ead 470be653 39346bcf eb7e5c44 8ecbc65b
93a94fel 657f72ce

—| As tag4=0%the process computes:
h3 =
Oxefl70daf 2f0bd382( I'aec3dfd4d 6d4flad3 7bb90cd5 Selclcab
cfdd5£b0 b00ccd62
—| Asn=3, h, is defined as the empty string.
h4_ =
A schematic representatidmof the Merkle tree after the redaction of ms is given in Figure D.2.

The ropt of Merkle Tree is now computed in analogy to the redactable attestation process. Finally, the
verificgtion process®of the digital signature scheme is invoked on the inputs specified in 6.1.
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root

hash(h12”h3;T\\\\\\\\\\\\\\\\\\\

h12 h34

hash(hy||hy) /hash(h3||h4)

hy h, hs h,

D.2 §

D.2.1

The pa

Oxab
ae

19
6C

hash(tagms,||m||tag.) hash(tagms,||m||tag,)

(tagmsg”mllltagl) (tagmsg"mZHtagZ) h3 "

Figure D.2 — Numerical example — tree after redaction

BZ02-MERSAProd numerical examples

Parameters

rameters used for the example specified in D.2.2 are as follows:
A3-256 is used as a hash-function, (see ISO/IEC 10118-3).

e security parameter is set to 4=128.

Key generation process

y material is generated according to.the-key generation process of the used digital signature
e =256).

b0foe7 24c2bel2 ocaabdefi3 2666ad49a 24f26225 539f07cf 756ba3be d023ab25
bc5d35 cc8dlafc Seéedgdbe 90e82b97 7f45d675 4ee8cd4df b0307935 494783f9

£275e6 0690e7ac \[78d445b 7d854c67 00e33f0b 2adf3b23 ealdd92d flee33c6
£a7796 2734c02%72c24837f 25938fee 21d8c949 d429al7d cbbladbl 50a8775b

Po9788d 93Q65bl0e 27fcc3ee 97a46a7l1 db4ala8e 093e4087 906b3614 24f855ea
D25730d541696 9d20aed5 c06c0c34 fd8ced94 0436ef72 d03cb401 8997c5f1

C3b44Y~c3f8b453 30ab80ff 714d37d7 cffldc8b bd85a566 19c92a9d 90d4e939
D7£327 19ffc57a 230a44b9 2c7af77c 8ffb2dc3 b6f654e0 aaf40ba7 07a5462b

scheme

0x824092d1 5falb4ae 78b06d3d 479e700a 4249dcc9 aea6l0c2 6adl2f8d ald28cc3
5d0elc36 061b7590 f0f9%af9a 926c5edc 303c645d a3627f11 30al605a 73851868
8f30655e 6e9134d0 6869£f366 1lde7a4l1l8 aabbal29 5b922a40 ded552f7 53259937
46583306 0d4357ef e82014f4 18ecb6e2 a22fa352 e7465ec0 78cb92e8 ec54558c¢c
72e72db7 aa8169c5 609effle 1215blac 44677eal3 ee63498b 7f76a6d7 192984d2
16546363 96a37a59 069df919 2b064clOa 18£94£f52 00e29cO0f 0a9d57b7 747b71c3

6£8851c6 ccb45805 b6e2142f d7c8lbdc 9ad22788 d2d4217c 61324451 1a93cleb
c351738d 10730ed3 7bb565ed 00e549fa c6d2led7 99cl0al3af a497060c 0795ee4d9
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e, =0x10001
e, =0x10003
e3=0x10007

phi= (p-1)-(¢-1) =
0x824092d1 5falbdae 78b06d3d 479e700a 4249dcc9 aea6l0c2 6adl2f8d ald28cc3
5d0elc36 061b7590 £0f%af9a 926cSedc 303c645d a3627£f11 30al605a 73851868
8f30655e 6e9134d0 6869£f366 1de7a4l1l8 aabtbal29 5b922a40 ded552f7 53259937
46583306 0d4357ef e82014f4 18ec56e2 a22fa352 e7465ecO 78cb92e8 ec54558b
04fcbed?2 £f2b850a4 cdf65c3c 540aa2al0 442b11£f0 91860134 799fcd04 240d83c2
lc5celOba bcclc8c6 0a8f5d64 d9b2143d 9c268b48 adc2e7bc 8a302a80 al9c27d8

90E2279%e 022abcl06 6ea94edd e8£f5970d c9fd0bfl ea6fd0f2 5d584085 97d0ade’
4apf08cf cf3e8938 2c869db4 aed6c290 14fe27ca 0Oealad51 2dfld4cb3 af4830c4

d, = e, modulo phi =
0x18p239a4 2d27815a 9b538842 d8337836 d9bebb78 19ffleaa 4e2a7£83 b12d04b7
7epb50da 056a6b6e 21e295a3 0£2430f4 ed286637 42¢54806 705c08b2 ddb85c9a
66pbdc7c 7d265707 34e4fldb 68cc24d6 £0691bd3 85a33f13 blac6cel ac0932£5
c2p6b315 £0a9d620 8chb89880 77cl47£0 Ocaddfad 4664974e 9318b630 27af0ddl
20pef3dc 29bd3cbd 22b81560 £2e65953 5dd974bb 523c403a 3cddd9b8 014%E6b7
75pd3ef6 €9172d04 2fb86312 delbdfae 96ced0l5 e5ac50d7 £4b3913b 16€pef3d

26pb5aab a0e98d6l 02d66336 073d9978 69d5eacf e18d5a99 198dc4dld 105ce507
5dp3d8cd del3935c ed4450de 934ff0ef f4ab03cc 51ddbl3e £5210d63) tc6609a9

0x32pb5431 8a7e48al0 62b43dff 69445bd0 43f436ca 2d719842 O¥faS5e8d 8c99fbb2
4dp15ea0 1£381c29 £74d0327 9f899b50 6eecec9f 16200074 aa09465e e57112fe
a3lf0703f d3ccldal 1d9b2dd3 3fb221fl 4b7fbedd fc876h53 doabc212 6d244ffl
dolLl2ea7l 65a88a74 17c8afff d7eb484d c27£578d 34dg2c78 b0c9d2ad 29e79564
01)/£9028 9cdlc068 968fae36 2073c348 elOclO6cac 569e6578 1365b858 a2ce7937
8e4946d 3556e415 3531922d 194b77c4 f2a2670e\a2526615 48c588fe 24812c3c

4cBf2b47 abdb77d3 ad29dal6 ef04bo69a ab6fal2ad? c5b83659 915e3cc7 703dd028
240116428b 60ad43lac ece03d34 75c392ea 6ffel®72 c2938387 cad5de30 16028d23

0x17H869b6 9f92d071 0a938b47 5c4c550f~1d6f35f9 174156e2 285d8835 25ffclbb
6clf09dc7 £7b07b38 16062ce2 83c3baff 8098661 9441f7d3 ffeabc7a aB831f1f5
6f[L963ad 8b61984f 4a22f712 9ddI5b8a df4faf89 04bbe6c7 271a5f03 1d4c6231
bepe22fc 93bf9d39 691f17dc. Re1l4f2e9 c42b79%a7 d72£3908 9021dccd c9bc80ad
faBceaaf 59231d16 10f7376a)abbc6cb5 7f84a2ld 6be6eda? 3a211222 de621fas84
cdBdc668 e3b704e0 58468bbc a7cf0bl9 66082861 48dfed44f ££fel0870 e8007e2c

2c|l9a0cb 817706cl c2808252 5d128391 76542f45 94f421e8 328bc9%ab5 b2ledd89
26B12e75 bfl0aB8ad7 «d4082d60 9a2aacde a5317030 e64d50fe 5903flde 7cef3elb

D.2.3 [Redactable attestation process

The mgssage ta:be signed is as follows:

m = (“This is'an example for ”, “the MERSAProd scheme as defined in ", “ISO/IEC 23264-2.”)

[t is important to note that the scheme does not protect a particular order of the message blocks.

m, = “This is an example for ”
m, = “the MERSAProd scheme as defined in”
ms = “ISO/IEC 23264-2.”

NOTE The last character of m; and m, is a whitespace.

The admissible changes are represented as a bit mask where the bit at the position i is equal to 1, if the
message block at this position is redactable, and equal to 0 otherwise.
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All message blocks indicated in the following bit mask are marked as redactable, where the i-th least
significant bit is set to 1 if m; is redactable, and to 0 otherwise:

adm,. ., =0b110 = 0x06

red
The complementary bit mask results for admy;, = 00001 = 0x01.
adm is thus defined as adm=0x06||0x01.

There are three message blocks: n = 0x03.

The following tag for the complete message is chosen uniformly at random:

tagcgs £ 0x840962b0 d322743f c1909957 5894ebab

The tags are the following (it should be noted that tag h; is the tag for the message with index‘i|and m, is the
message with the index i):

hy = SHA3-256(adm||tagcgs||n]]1[|m;)
=SHA3-256(0x0610x01110x840962b0d322743fc19099575894ebab0x03]0x03[l0x01lThis is an examp|le for
"), and [similarly for the subsequent indices:

h. =
1
Ox4ePb354b 48c91cl7 c8ab9441 634bcdba 83b75308 b28a27b6 £6548081, dd7ae6da
h2=
0x28p99230 050ba6d4 eel071a0d leba34eb a8ecc40c e39bl41f 29cka277b 55050el3
h3:
0x65p85e94 d8f68516 5d7e2ffb 505992f5 42fdacoba 4el73d20 5b28168f 8e7eadlc

The signatures per field s; are are obtained as:

5 =hf1 modulo N =
0x55p5afc3 03fa9la7 844abd4c 9cb6ce98 dbéas81l1l 3aeleddl3 ce965d14 bfl155778
75pl2f8a 585d92b6 cc2f384e ee656f4f hbeldff8 0fd262ea 833757f5 fe222492
a4lle8f59 d3baB8a36 fl2aelc2 ca680ep9~18cal3ba2 d0d93562 d2c9f3a3 1295ea3e
£4B2d314 d2607e70 6bb86925 439dead3 Oeedceda 97600740 4c0c7716 0e7d8e01
efBd3be5 6e976a42 bc23601b b33cB967 8cba2b27 4bb286d3 e0c8bf72 6cf24dbd
1fp8b9£f5 5aedcd5Sl 224e181de8958dc229 af5ae9b5 bdf935b7 ddd8d20c 8971178

15p13a46 db0d37b7 55£528858)867722e9 81b0c7f9 £2£f679b8 08fal56b 3eb3d76e
4bfp2c517 cf568£22 4f906eda ab504ellc 06c21379 4al0c450 3d46276f déeacTb?

5y =
0x2epd4d08 71a3d827.-935ec0a8 ca359%ecd 4a091511 931beel6 19e90192 cl4def5f
50p9dfed 0d8d7218 £152261f 70255416 59fc23le d3fd2654 0ab4fb03 8270ce96
a4B4£f50e b00Q4ddad 53aalc68 81467e9b f534code 6a960d3d 115falb3 £12363f3
cbp1b8d7 Fe1552dd e9d96c3f e83cad8d 4acb99ca6 a2240cc8 38de7fl1l4 85bb777f
29p22df12560ae8d £6c43d2d c830284c 3adf89bb b3db7ca7 eleeafc9 342725b5
30Pa266% 20a2d2b3 8c2fd35e e496clc9 743c6feb 3d48326a £91e3119 9aab0b7d

31[/&X£33 7690647 9dedb7b9 ea90bld3 827cc775 1lbe3608c 19b7£855 ce66b640
2833Tp5a a92fad8e 9T 9t02 7 9292 Taae 44874 6575212 Satecead U2PpLt2Tts

S3=
0x1325eb0a c368a709 73c54db9 3d84295f 26e9£f89c bb9b1f0d £2147c92 b61d73df
0adl465c 0ef519cc 500c5868 00a804al 2bdb7d32 bae86afa 281d546f 741cad07
9088a003 152401a2 778edbea 2abeT7cba 38db4cd49 ldeblffb 667b6cd6 acbfccf?
6c47a077 50df985c 6d45f767 c03be708 £50b4fdc cOdab4fl 6482b52c 17485a94
a243cc2l e6a26d96 069228dc 2b75e90c 85e29129 03af60de 04d90d31 2b66la2d
dlfeb469 22f6c20b 019af52d 3fe67110 6bf2b2f9 28351ffa 97de9265 54457elc

1c5f440a 5995efl7 0e3713e8 195006a9 elc6f92d b010add7 57e934bd fd7£f£9dlc
751cbc57 45bf3c77 3e4892ec 0fd9%bbd8 edc35b6l fb0dc047 54154f47 8a34d5fe
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The resulting X is now given by the product of the individual signatures:
X =51-5;s3modulo N =

0x333eedl?
259b4bbb
8570660
dfa30la6
426ddf7d
c73610b2

6ad45a7f
23edd9fb

ebc7£517
64442118
d72d48cc
624a7203
076c43fd
6c74£606

e9%el9cae
bbad6330

ecbfcc76
9769f7bf
8b4fclOcd
0751dcoed
£f83c5lea
d02e863e

2e2750a3
abl108cO0f

49731986
2ed35198
b69c8£f0b
1735fcff
5ce0df0l
79d93275

b56de99b
dbl0686b

6e28bd5c
639fc7cl
37a4fco7
85a8decO
d636e3cbh
a95bc4ed

dée7214b
bObbfof7

3fde8300
6960873e
344b5ac8
30d4cb3f
29774712
0212a8b0

cb4e00bd
20coddf5

5339b69f
0c480bd8
74391146
017dedO6
3de8b9ff
a54d710e

9719f£89f
a858lcbc

b4bbceba
4ebT7acth
ef2bbcea
3772a828
f0d01l6ea
cc80ecd2

422a2c3e
efdf5216

The atflestation is now given as att =(X,n,tagcgs ) -

D.2.4 [Redaction process

The ingutare the domain parameters, att, the message fields my, m,, ms, aredactionkey rk, @dm=oo110

and mdd={2}. The latter is to indicate to redact m, from the message.

In ord¢r to redact the second message field (i.e. mod = {2}), first the specified eonsistency che
performed. As the bit at the position 2 of adm, .4 (adm,.4=00110) is 1 and 0,in" admy;, respective
message field is redactable. After redaction, the resulting message shall lookliké follows: m'= { m;, m

For X =/{1,3}, subsequently the required systems of modular equations are-solved, resulting in:

C1 = 0xp55b d568400e
C3 = 0xfaab 2aac2001

Recomputing the hash values results in the same values as above, which are thus omitted here.

Compufing the s, according to the specification yields theloriginal values also generated in the following

$1= (E:Cl )
0x55p5afc3
75pl2f8a
a4fle8£59
£4B2d314
efBd3be5
1fp8b9£f5

15p13a46
4bp2c517

Similaffly, computinig’s; yields the same result as in the redactable attestation process:

A

03fa9%la’7
585d92b6
d3ba8a36
d2607e70
6e976a42
Saedcd51

db0d37b7
cf568f22

(hFJ) N

5
m29) (
844abd4c
ccz2f384e
fl2aelc2
6bb86925
bc23661b
224e184d

55£52858
4 £906eda

Iz

“

9cb6ceds
cecbbbf4f
ca©680e69
439deab3
b33cb967
958dc229

867722e9
ab04ellc

J) modula N =

db6a5811
bbeldff8
18ca3baz
Oeedceda
8cba2b27
af5ae9b5

81b0c7£9
06c21379

3aele9d3
0fd262ea
d0d93562
97600740
4bb286d3
bdf935b7

£2£67908
4a10c450

ce965d14
833757£5
d2c9f3a3
4c0c7716
e0c8bf72
ddd8d20c

08£fal056b
3d46276f

bf155778
fe222492
1295ea3e
0e7d8e01
6cf24dbd
897e1178

3eb3d76e
deeac7b7

[op001,

ks are
ly, this
; }-

values:
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0x1325eb0a c368a709 73c54db9 3d84295f 26e9£89c bb9blf0d £f2147c92 b61d73df
0adl465c 0ef519cc 500c5868 00a804al 2bdb7d32 bae86afa 281d546f 741lcad07

90
6¢C
a2
dl

lc
75

88a003 152401a2 778edbea 2atce7cba 38db4c49 1l4eblffb 667b6cd6 acbfccf9
47a077 50d£f985c 6d45f767 c03be708 £50b4fdc cOdab4fl 6482b52c 17485a94
43cc2l e6a26d96 069228dc 2b75e90c 85e29129 03af60de 04d90d31 2b66la2d
fob469 22f6c20b 019af52d 3fe67110 6bf2b2f9 28351ffa 97de9265 54457elc

5f440a 5995efl7 0e3713e8 195006a9 elc6f92d b010ad4d7 57e934bd £d7f£9dlc
lcbc57 45bf3c77 3e4892ec 0fd9bbd8 edc35b6l fb0dc047 54154f47 8a34d5fe

The resulting redacted signature is now given by the product of these values 2’ = (s; * s3) modulo N =

0x08

5d32h 402317 Thochib’7 c03f0081c of430760h bace0f00 de02f071 obhcocdcdl8

ff
84
0d
20
le

07
1f

D.2.5

On inp

followd:

The input m consists of

my ="1
mz = "I

In the f
admiss
this ex
passed
same V|

Furthe
e=ey-
as well

e

r= hgel

Ox2c
94
fa
6e
ff
41
5c

3c3598 eba3bd48 albfl8ad 78aa0843 5f8ecbe3 9f4d93b4 acfab555e b8916675
a7e85 00756250 68666ab7 3379707a 092a3b5c alaf2fad 8b29c545 6¢cl4dcdb9
£2d331 4480773 c0a7fbf6 589da302 d07738eb bb7875e7 893a3797 bed2ebl4
£71a51 e3b1045e b40627b4 ce7e3e32 e51b5976 c3cb3fad bfob6949 £774a0a6
Dd8c24 96442efa 1385107c d20f06fc ed7bb483 6cb2a987 87941bec 3c6fadda

L £21b2 faf8f014 73ed512c 2ac86fdf e60d4cf9 96be7704 cff4250c 33f18£94
H8ddd7 edb2e8ec 92fabbb3 atb54c72 834e3120 fc6293f7 c95b8a9%e c9f8l¥de

Verification process

it m, att, adm, vk, and Z as output by the redaction process, the\verification algorithm proc

his is an example for”
SO/IEC 23264-2.

irst steps of the verification process, the presentimessage blocks are checked for consistency W
ible changes (i.e. in particular whether no notisredactable message blocks have been removed
hmple, the first and second message block\wére admissible for redaction, thus this check is t

Subsequently, the hash values for all nen-redacted message blocks are recomputed, resultin
plues hy and h, as before.

F'more, the following is obtained(
P2 = 0x00000001 00080007
as:

e

] . h£e3 J moduloN =

H3a518 54f54023.€b9%fblad c41190fb 49814b0a c3931fd2 db89f2f6 05b3c0c8
Pe3c56 1£38008e€+702730eb ccc30529 91c0£365 7249083b 92dclbcf 5dlable4
369c38 64960788 c33bdeef a30258ff 3845c676 bc503770 865b505¢c a080£4d7
def7b foc36c89 d95e68c3 lac7fe8d 23559al8 51ed4c640 bB8081l6cO 8f6al56b
D27593 fa84aafa 0879%aafa 36f40ce2 22££9322 c9f01lcel e20460bb 6fdfdlee
Pbced3~8830edf4 allbaldb 2c7c3f6a 132d129c 8575c30d 47b8ebbd eeb67c737
bebbel e871a917 94e08d7d fco6d9f52 7227f15e 5dfedbbe 5f6faba’7 lacb7aac

54

beds as

rith the
). As in
rivially
b in the

p845c3 8cf5c928 5ccaf9eb3 18a18297 6¢264044 d2285a91 0ad737f6 95118cc?2

Verifying that the above value r is identical to X° modulo N finally yields o = accept.

D.3 BBDFFKMOPPS10 numerical examples

D.3.1

Parameters

As defined in the scheme specification, the scheme makes use of the following parameters:

— any digital signature scheme as defined in ISO/IEC 14888-1;
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— the security parameter A is set to 128.

D.3.2

Key generation process

The key material is generated according to the key generation process of the used digital signature scheme.
Numerical examples for specific schemes can be found in the relevant standards, e.g. the ISO/IEC 14888 series.

D.3.3

Redactable attestation process

The message to be attested is defined as follows:

—_ [{Qg ph P ) ((: ) (g 4 ) )) (L 1ONJIDOC 2220 4 .2 )Y
m = ( HiIrs -, 1o a4 , LtCol, 111C33615C , 1UI IJU/ ILGUG 4040774, J
The mgssage blocks are thus defined as follows:
my =“This”
m,="ipa”
my = “tpst”

o« ”
my = “rhessage
mg = “fpr ISO/IEC 23264-2."
NOTE The last character of my, m,, m3, and m, is a whitespace.
This nimerical example uses the tree structure depicted in Figdre D.3, but any other tree strud

possible. The tree structure is required to have a number of nodes sufficient for the number of n

blocks.
on the
vertice|

The nu
of atre

The co

Here, 5 nodes and 1 root node for a message with 5 message blocks. The potential redactions
[ree structure as only a leaf and the associated content of that leaf can be redacted. The indice
5V, ..., Vg are obtained by traversing the tree structure using a post-order traversal algorithr

merical example sets the value root , which'gets assigned to the content of the node forming t

e, to the string “root”. In the context of this numerical example, this uniquely marks the root n|
ntents of the vertices are set to the ¢ofitents of the message blocks, i.e. vy = “This ”.
Ve (root)
arcs g arcs g
arcye
' Vy Vs
arcys arcy 3
Vi V2

Figure D.3 — Numerical example — tree structure example for BBDFFKMOPPS10

ture is
lessage
depend
s of the
n.

he root
ode.

For each vertex, a random bit string of length 128 is generated (leading zeros are prepended to make all tags
128 bit long in hex):

tag, =

tag, =

0x07124e66 40al15927 e74825f2 167ccbd2

0x00007807 faf8cc83 a905ebal 3b621311

tag3: Oxb6dled99 f£31f4a31 11d2124a 5e457798

tag, =

0x000ae3chb 687dbf75 b56155b7 080a7c53
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tags = 0x0eed89ca b4bl07f9 c620d0al 5c29f4ab
tageg = 0x0008a21c 3d791a70 7babe045 759a75el

For the arcs, this results in the following values being submitted to the signing process of the
signature scheme of choice:

m 3y = 0||"This"||tag, ||"test"||tags
m;3) = 0[|"isa"[|tag, ||"test" || tags

m36) = 0||"test "||tags || "root”|| tage

digital

M4.6) [ Oll"message"||tag, ||"root"||tagg

mes 6 [ 0||"for ISO/IEC 23264-2."||tags || "root"|| tagg

This gdnerates five digital signature values which capture the contents of the vertices, this the contents of
our mejssage. Regarding the indices, X 3 is the signature over me 3y, 2, 3 is the sigriature over m3 3) and

finally X5 ¢ is the signature over ms .

Next, sijgnatures that protect the ordering of subordinate vertices, thus the ordering of the message blo

rks, are

generated. The following values are submitted to the signing process of the digjtal signature scheme of|choice:

m2) F 1{|"This"||tagy ||"isa"||tag,

m3 4) F 11"test || tags ||"message " || tag,

mgs) F 1]|"test"||tags ||" for ISO/IEC 23264-2." || tags
my5) F 1ll"message”||tag, ||" for ISO/IEC 23264-2." || tags

This ggnerates four digital signature values X, s [| X3 [[23 4 || 21 5. For example, X3 4 is the signatufre over

m(3 4),|Protecting that m; with the contents “test”is before m, with the contents “message ". The

digital [signature values are added to the fronf.of the previous five signature values to form the red
attestaltion att containing nine values, as folews:

att=2 5|l 235l 2341l 212112561 246 ll236 122311213

Then X, is calculated over m, =%root"||tage and added to the front of the redactable attestation
the tags are appended at the exid,to form the final redactable attestation att containing 16 values as f]

att =2 | 2451l X35l Zgal Z1211256 11 24611236 12231127 3Itagy |Itag, |Itags ||tag, |Itags || tag

D.3.4 [Redaction process

se four

hctable

ntt and
pllows:

[*))

To redqct m, with,the contents “message “ the signatures containing information related to m, as welll as the

tag tagl, areremoved from the valuesinatt,i.e.remove X, 5, X34 and X, 4. This means thatafter red
the verjifierwill have a tree structure that contains one node less, as depicted in Figure D.4. It is prote

action,
cted by

the following redacted attestation:

att’= X | 2351121212561l Z36 112231127 3 IItag, |Itag, |Itags || tags || tag,

The indices used above would be different when traversing the tree from Figure D.4. However, the order will
be the same when following the same traversal algorithm, and therefore the contents of the vertices and the
arcs are also the same. Thus, the signatures contained in att will verify if the tree structure, its ordering and

the contents of the vertices, i.e. the message contents, stay the same.
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V's = Vg
arc’ss=arcsg (root) arc’ys = arcsg
’
V3 V4=Vs
arclr3 arC2_3
V1 V2

D.3.5

During
when s
the ver

Figure D.4 — Numerical example — tree structure after redaction of m, example for:
BBDFFKMOPPS10

Verification process

the verification process, the tree structure is traversed using the sameytraversal algori
igning, thus the ordering of the vertices and the ordering of the arcs is the same. If the cont
tices which contain the message blocks’ contents are not changed, and the tree structure 3

thm as
ents of
ind the

ordering of the vertices and thus the contents of the arcs is not changed, then-the signature values contained

in att v
to verif

D4 1

D.4.1
As defi

— Anjy digital signature scheme as defined in ISQ/JEC 14888-1

— Fo

— As
I1S(

D.4.2
The ke

(skpss

The ke

p'=
O0xc2

Fill be the same and the signature verification process of the chosenssignature algorithm will
y them.

PPSS15 numerical examples

Parameters

hed in the scheme specification, the scheme makes use of the following parameters:

" the purpose of this example, the security parameter A issetto A=128.

a hash-function, Hash(x)=2-Hash“(x)+1 is used, where Hash' is instantiated by SHA3-2]
/IEC 10118-3).

Key generation process
I material is generated/as follows:
pkpss ) are genetated according to the key generation process of the used digital signature sg

y material ferithe first accumulator is computed as follows:

b0 f6e¥ 24c2bel?2 6aabdef3 2666ad49a 24£26225 539f07cf 756ba3be d023ab25

be able

6, (see

hemes.

4b

5835 cc8d9%afc Seededbe 90e82b97 7£45d675 4ee8cddf b0307935 494783f9

cd4e275e6 0690e7ac 178d445b 7d854c67 00e33f0b 2adf3b23 eal0d92d flee33c6
Obca7796 2734c021 2c24837f 25938fee 21d8c949 d429%al7d cbbladbl 50a8775b

q'=
Oxab
ae

99788d 93065b0e 27fcc3ee 97a46a7l db4alaBe 093e4087 906b3614 24f855ea
0b2573 0d541696 9d20aed5 c06c0c34 fd8ced94 0436ef72 d03cb401 8997c5f1

19c3b442 c3f8b453 30ab80ff 714d37d7 cffldc8b bd85a566 19c92a9d 90d4e939

6c

97£327 19ffc57a 230a44b9 2c7af77c 8ffb2dc3 b6f654e0 aaf40ba7 07a5462b

This results in:

© ISO/IEC 2024 - All rights reserved
44


https://standardsiso.com/api/?name=e8e777c48d63a6c5bf9553be7216b59c

skacc =9 =(p'-1)-(¢'-1)=
0x824092d1
5d0elc36
8£f30655e
46583306
04fcbed?2
lc5celba

90e2279%e
4aef08cf

5falbdae 78b06d3d
061b7590 f0f9%af9a
6€9134d0 6869f366
0d4357ef e82014f4
f2b850a4 cdf65c3c
bcclc8c6 0a8f5d64

022abc06 6ead%4ed4d
cf3e8938 2c869db4

ISO/IEC 23264-2:2024(en)

479e700a
926cbedc
lde7a418
18ec56e2
540aa2al
d9b2143d

e8f5970d
aed6c290

4249dcc9
303c645d
aa6bal29
a22fa352
442b11f0
9c268b48

c9fd0bfl
l4fe27ca

aea6l0c2
a3627fl1
5p922a40
e7465ec0
91860134
adc2e7bc

ea6fd0f2
Oealad51

6adl2f8d
30al605a
ded552f7
78cb92e8
799fcd04
8a302a80

5d584085
2dfl4cb3

ald28cc3
73851868
53259937
ec54558b
240d83c2
al9c27d8

97d0ade’
af4830c4

Pkacc TP

0x82
5d
8f
46
72
16

6f
c3

Similary

0xb7
3a

63
d3

skacc
0x87
6d

75

07

5d

la

10
2a

Pkacc 1
0x87
6d

gl —
T 1

1092d1
Delc36
30655e
83306
£72db7
b46363

B851c6
b1738d

b2 f£d5
Heb9f9

7083ca
B1a08a

B3elb?7
16c0c8

55324
85621

B82696
164907
B3fa97
-5d769
15552
13554

Hda64a
BO70ca

8826936
164907

75

B3£a97

5falObdae 78b06d3d
061b7590 f0f9%afa
6€9134d0 6869f366
0d4357ef e82014f4
aa8l69c5 609effle
96a37a59 069d£f919

ccb45805 b6e2142f
10730ed3 7bb565ed

78328d1lb 415b2fda
£f15c8bd2 2c9252dd

2158b88d c47fa50a
0c840375 5e24la8e

5ef5199%9e 427ea869
9d6ef679 e0ad48169

d21055ad d703b6c2
402cb5c7 beebbb8c

3b5241d0 eb039740
ee324826 eabeb8bd
ec4392ef 4f4ddb46
28eldaf6 a3df0382
146749el 0c8395f2
cbc4255a «ad40613b

8b2b114c7.88049ble
Tcf48e€9a c43c0318

3b5241d0 eb039740
ee324826 eabeb8bd
ec4392ef 4f4ddb4o

479e700a
926cbedc
lde7a418
18ec56e2
1215blac
2b064cla

d7c81b4c
00e549fa

68bdb£fd0
a83b052b

b6ff3a8f
624d137c

c0d88£f93
dff2c35a

96cc22d7
6elb8bf0

dae82177
2e18cb5eb
80dbo6fff
136d8608
0e009bbd
dee801b8

3165b5b0
fO0bfad2l

dae82177
4el8cbeb
80dbofff

4249dcc9
303c645d
aatbal29
a22fa352
44677ea3
18f94f52

9ad22788
c6d2led?

acabl07a
142aaaf6

a37a6060
5868618

f2ea%4’c
14244339

££831008
o€¢lOacbc

edfe0684
819535a6
83cf36¢c0
£542a309
69304e8f
febcd30f

3236177c
dl1788406

edfe0684
819535a6
83cf36¢c0

aea6l0c2
al3627f11
5p922a40
e7465ecO
ee63498b
00e29c0f

d2d4217c
99clOa3af

ly, for the second accumulator the key is as follows:

£4970a65
c8a09952

4a30f&de
911dh382

0cad7479
bll6e837

ble23182
03fcfd407

3e2fe005
3d756b40
33b8b4d6
4e8e8433
565al170a
9612c0a9

ed5d1206
574d1376

3e2fe005
3d756b40
33b8b4do6

6adl2f8d
30al605a
ded552f7
78cb92e8
7f76a6d7
0a9d57b7

61324451
a497060c

7958808a
082£228a

67fbc536
ba24653a

30b37e8c
b532e82f

faeb711c
£38947ee

577d10d2
606cel6f
4d166701
3ba96b96
Oefaladd
211a932f

fdlfladf
31f1f91a

577d10d2
606cel6f
4d166701

ald28cc3
73851868
53259937
ec54558c
192984d2
74707103

1a93clep
0795eé49

4a933b82
421d7bcb

a3fadfef
76b697d7

562cfad9
c4c2c5b7

lcf8ee6b3
£460d937

b7afbdl8
68d684d4
4163c159
cc84a9ee
d445f£814
7d465fcd

108829a6
b9786d24

b7afbdl8
68d684d4
4163c159

07c5d769
dle236de
fc86b017

c2737d39
3736775

28eld4af6 a3df0382
eb8ef09%9a 905d6e36
5a8fa7a6 ba773583

7e941£88 2387f6eb
c9a547d7 el146d933

136d8608
3796eb22
6715ca3e

7£311317
cl284c8e

£542a309
08c5£386
278bcl40

d53387e5
9ebfbo6da

4e8e8433
579595e8
0fcad232

e9703968
ec678500

3ba96b96
9061964
de7c9de9

60065131
df9fa644

cc84a9ef
75062e6f
8426al4f

dl7b67£9
248fde31

According to the key generation process in the scheme specification, this yields:
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ISO/IEC 23264-2:2024(en)

ak = (SkDSS sSkacc »Skace »Pkacc \PRace )

rk=vk = (kagg Pkacc Pkace )

D.4.3 Redactable attestation process

The message to be attested is defined as follows:

m = (“This is a test for ”, “the DPSS redactable attestation scheme as defined in *, “ISO/IEC 23264-2.")

The message blocks are thus defined as follows:

«]

ml =
€|

m2=

"

m3:

NOTE

Accordfingly, it holds that n=3. For this numerical example, let adm={1,3}, i.e. the’first and last messagqg
be redacted.

cannot

Follow

n=
0xd2
Setting
acc’y =
Ox4c
5b
5c
85
a3
af

a8
0d

auxqy =

For i=1

wit’ {4
Ox6f
39

al
1f

1493c8
P3220a
1 7c635
Hc9513
31912c
1830a2

fd68b4
lc54c8

h31d57
FSb3f7
b4 f28e
eS9etf

f6

L3401 ¢

This is a test for”

[SO/IEC 23264-2.

afd4bd737
flebalfO
do03dle4
1311d1lcé
5e3f3d24
59c658bf

85807108
8130f£3f

3213%52c
Jd7£34b0
db9e634e
4d1e4009
fcB8e3260

2eebaebf
884b288a
9a650dd2
9a7488b3
974c9%a74
dbdecdee

f28af24a
8d£fd0233

Null (empty string)

the inner loop onlyhds j=1:

= AWitCreate{(sk’ ;¢ , K gcc

£3180184
ebadbafb
e78c0c67
90b50edd
e?2e96cdd

18014142
£79203dc
7d5alf7b
b2198d60
ac47084¢g
565ec89

Occl/2pb80
15811455

The last character of m; and m, is a whitespace.

6e7a0fdl
15d5d028
£3564%e8
cA6495c7
a8ecc206
53b18f7f

addl2fec
falccloed

),acc’y,aux’,ry )=

c3flf4dfd
3b7a0639
90b4d7ed
d0d3333e
b02122dc

e32f445b
24b8e35e
ced2a642
c91bld7d
97f81463

the DPSS redactable attestation scheme as defined in”

7a8f804f
f7a7ab36
3c055091
36b27597
438b5a85
26a9efdd

08b7460c
cb599f10

9a67091e
a9%9c55c3
630736a3
ba71d03c
638b0b7d

ng the process description, the following values are obtained for i=l:

£700f672
453206da
9d8fc9af
25acdc65
efe79908
8le91ldoe

bab65ffb
8£90ce28

494bd187
cz2eledf
d702dc7d
9b9%ed297
fa2990bdb

740963 a26£2ccO bdb7c2cl 2cfb8add 45£10279 65ba01¢d2£56000b a983£072
(acc’l ,auxy ) = AEvaI((sk’aCC DK gee ) AT }}-zl ) the following values are obtained

3a56dc9a
132ba507
f09db02e
6b89d8da
blbalc85
4e58a218

dlb49e38
21be0755

fbfa29c3
3666d27e
p1820cde
cd3de265
0ae8782c

93

90fbdf

deaae3bb

a9

553a47

8259647

0e741384
bll645ee

866808a4

1dad0loee
d234a7a5

Finally, the algorithm sets:

d36d6b89

e62316£f6
074ee80d

For i=2, the following values are computed:

7cbbdbel

0fd25cf8
41a7e787

eaaa9’9091

fcf4albb
96434 %ea

edb78c83

692599
8ell2ffl
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