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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through fiechnical
committees established by the respective organization to deal with particular fields.©f-fechnical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other-integnational
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take p4rt in the
work. In the field of information technology, ISO and IEC have established~a joint technical
committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules givenin the ISO/IEC Difectives,
Part 2.

The main task of the joint technical committee is to prepare International Standardp. Draft
International Standards adopted by the joint technical committee are circulated to national bodies for
voting. Publication as an International Standard requiresCapproval by at least 75 % of the |national
bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this document may be the suibject of
patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

ISO/IEC 17799 was prepared by Joint Techilical Committee ISO/IEC JTC 1, Information tecfinology,
Subcommittee SC 27, IT Security techniques.

This second edition cancels and.Teplaces the first edition (ISO/IEC 17799:2000), which has been
technically revised.

A family of Informatien~Security Management System (ISMS) International Standards s being
developed within ISQ7IEC JTC 1/SC 27. The family includes International Standards on inf¢rmation
security management system requirements, risk management, metrics and measuremgnt, and
implementation. guidance. This family will adopt a numbering scheme using the series of humbers
27000 et seq.

From 2007, it is proposed to incorporate the new edition of ISO/IEC 17799 into this new numbering
schemie as ISO/IEC 27002.
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0 Introduction

0.1 What is information security?

Information is an asset that, like other important business assets, is essential to an organization’s
business and consequently needs to be suitably protected. This is especially important in the
increasingly interconnected business environment. As a result of this increasing interconnectivity,
information is now exposed to a growing number and a wider variety of threats and vulnerabilities
(see also OECD Guidelines for the Security of Information Systems and Networks).

Informatipn can exist in many forms. It can be printed or written on paper, stored electronically,
transmittgd by post or by using electronic means, shown on films, or spoken in conversation,
Whatever] form the information takes, or means by which it is shared or stored, it should always)be
appropriately protected.

Informatipn security is the protection of information from a wide range of threats in order to ensure
business [continuity, minimize business risk, and maximize return on investments,and business
opportunities.

Informatipn security is achieved by implementing a suitable set of contrels, including policies,
processes}, procedures, organizational structures and software and hardwate functions. These controls
need to bg established, implemented, monitored, reviewed and improyed) where necessary, to ensure
that the specific security and business objectives of the organization are met. This should be done in
conjunctipn with other business management processes.

0.2  Why information security is needed?

Informatipn and the supporting processes, systems, -afid networks are important business assets.
Defining,| achieving, maintaining, and improving information security may be essential to maintain
competitipe edge, cash flow, profitability, legal compliance, and commercial image.

Organizations and their information systems and networks are faced with security threats from a wide
range of [sources, including computer-assisted fraud, espionage, sabotage, vandalism, fire or flood.
Causes of damage such as maliciousteode, computer hacking, and denial of service attacks have
become nfore common, more ambitious, and increasingly sophisticated.

Informatipn security is imporfant to both public and private sector businesses, and to protect critical
infrastructures. In both sectors, information security will function as an enabler, e.g. to achieve e-
governmgnt or e-business,/and to avoid or reduce relevant risks. The interconnection of public and
private n¢tworks and:the sharing of information resources increase the difficulty of achieving access
control. The trend‘to) distributed computing has also weakened the effectiveness of central, specialist
control.

Many information systems have not been designed to be secure. The security that can be achieved
through technical means is limited, and should be supported by appropriate management and
procedures. Identifying which controls should be in place requires careful planning and attention to
detail. Information security management requires, as a minimum, participation by all employees in the
organization. It may also require participation from shareholders, suppliers, third parties, customers or
other external parties. Specialist advice from outside organizations may also be needed.
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0.3  How to establish security requirements

It is essential that an organization identifies its security requirements. There are three main sources of
security requirements.

1. One source is derived from assessing risks to the organization, taking into account the
organization’s overall business strategy and objectives. Through a risk assessment, threats to
assets are identified, vulnerability to and likelihood of occurrence is evaluated and potential
impact is estimated.

2 ANOher Source 15 e tegat, Statutory, Tegutatory, and contractual requirementy that an
organization, its trading partners, contractors, and service providers have to satisty,/and their
socio-cultural environment.

3. A further source is the particular set of principles, objectives and business requirerpents for
information processing that an organization has developed to support,its.operations.

0.4  Assessing security risks

Security requirements are identified by a methodical assessment-of/security risks. Expengliture on
controls needs to be balanced against the business harm likely tq result from security failures.

The results of the risk assessment will help to guide and determine the appropriate managemgnt action
and priorities for managing information security risks;‘and for implementing controls selected to
protect against these risks.

Risk assessment should be repeated periodically.to address any changes that might influenc¢ the risk
assessment results.

More information about the assessment, of security risks can be found in clause 4.1 “Assessing
security risks”.

0.5 Selecting controls

Once security requirements and risks have been identified and decisions for the treatmen{ of risks
have been made, appropriate controls should be selected and implemented to ensure risks arg reduced
to an acceptable level. Controls can be selected from this standard or from other control set$, or new
controls can be désigned to meet specific needs as appropriate. The selection of security controls is
dependent upon’organizational decisions based on the criteria for risk acceptance, risk {reatment
options, and.the general risk management approach applied to the organization, and should also be
subject tg all'relevant national and international legislation and regulations.

Some et the controls in this standard can be considered as guiding principles for informatior] security
nianagement and applicable for most organizations. They are explained in more detail below yunder the
heading “Information security starting point”.

More information about selecting controls and other risk treatment options can be found in clause 4.2
"Treating security risks".
0.6 Information security starting point

A number of controls can be considered as a good starting point for implementing information
security. They are either based on essential legislative requirements or considered to be common
practice for information security.
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a)
b)
¢)

Controls
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considered to be essential to an organization from a legislative point of view include,
g on applicable legislation:

data protection and privacy of personal information (see 15.1.4);
protection of organizational records (see 15.1.3);
intellectual property rights (see 15.1.2).

considered to be common practice for information security include:

a)
b)
c)
d)
e)
f)
g)

These co

It should
the relev
facing. H
selection

0.7 (

Experien
informati

a)
b)

©)
d)

imformation security policy document (sec 5.1.1);

allocation of information security responsibilities (see 6.1.3);
information security awareness, education, and training (see 8.2.2);
correct processing in applications (see 12.2);

technical vulnerability management (see 12.6);

business continuity management (see 14);

management of information security incidents and improvements (see_13-2).

htrols apply to most organizations and in most environments.

be noted that although all controls in this standard are important and should be considered,
ince of any control should be determined in the light of'the specific risks an organization is
ence, although the above approach is considered a_good starting point, it does not replace
of controls based on a risk assessment.

[ritical success factors

te has shown that the following factors are often critical to the successful implementation of
on security within an organization:

information security policy, objectives, and activities that reflect business objectives;

an approach and framewOrk to implementing, maintaining, monitoring, and improving
information security that‘is/consistent with the organizational culture;

visible support and Cemimitment from all levels of management;

a good understanding of the information security requirements, risk assessment, and risk
management;

effective’marketing of information security to all managers, employees, and other parties to
achieye awareness;

distribution of guidance on information security policy and standards to all managers,

g)
h)
i)
i),

employees and other partics,

provision to fund information security management activities;

providing appropriate awareness, training, and education;

establishing an effective information security incident management process;

implementation of a measurement ' system that is used to evaluate performance in
information security management and feedback suggestions for improvement.

' Note that information security measurements are outside of the scope of this standard.
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0.8  Developing your own guidelines

This code of practice may be regarded as a starting point for developing organization specific
guidelines. Not all of the controls and guidance in this code of practice may be applicable.
Furthermore, additional controls and guidelines not included in this standard may be required. When
documents are developed containing additional guidelines or controls, it may be useful to include
cross-references to clauses in this standard where applicable to facilitate compliance checking by
auditors and business partners.
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INTERNATIONAL STANDARD ISO/IEC 17799:2005(E)

Information technology — Security techniques — Code of
practice for information security management

1 Scope

This International Standard establishes guidelines and general principles for initiating, implementing,
maintaining, and improving information security management in an organization. The ebjectives
outlined in this International Standard provide general guidance on the commonly accepted-goals of
information security management.

The control objectives and controls of this International Standard are intended to\be implemgnted to
meet the requirements identified by a risk assessment. This International Standard may serve as a
practical guideline for developing organizational security standards and effeCtive security manggement
practices and to help build confidence in inter-organizational activities.

2 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

2.1

asset
anything that has value to the organization
[ISO/IEC 13335-1:2004]

2.2

control
means of managing risk, including policies, procedures, guidelines, practices or organizational
structures, which can be of administrative, technical, management, or legal nature
NOTE Control is also used as,a synonym for safeguard or countermeasure.

2.3

guideline
a description that €larifies what should be done and how, to achieve the objectives set out in policies
[ISO/IEC 1333541:2004]

24

information processing facilities
any information processing system, service or infrastructure, or the physical locations housing them

2.5

information security
preservation of confidentiality, integrity and availability of information; in addition, other properties,
such as authenticity, accountability, non-repudiation, and reliability can also be involved

2.6

information security event

an information security event is an identified occurrence of a system, service or network state
indicating a possible breach of information security policy or failure of safeguards, or a previously
unknown situation that may be security relevant

[ISO/IEC TR 18044:2004]
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2.7

information security incident

an information security incident is indicated by a single or a series of unwanted or unexpected
information security events that have a significant probability of compromising business operations
and threatening information security

[ISO/IEC TR 18044:2004]

2.8
policy

overallintention and direction as formally PYprqud by management

2.9

risk
combination of the probability of an event and its consequence
[ISO/IEC Guide 73:2002]

2.10

risk analysis
systerhatic use of information to identify sources and to estimate the risk
[ISO/IEC Guide 73:2002]

2.11

risk assessment
overall process of risk analysis and risk evaluation
[ISO/IEC Guide 73:2002]

2.12

risk evaluation

process of comparing the estimated risk against given risk criteria to determine the significance of the
risk
[ISO/IEC Guide 73:2002]

2.13

risk management

coordnated activities to.direct and control an organization with regard to risk

NOTH Risk managemeént typically includes risk assessment, risk treatment, risk acceptance and risk
comm{iication.

[ISO/IEC Guide.73:2002]

2.14

risk tfeatment
process of selection and implementation of measures to modify risk
[ISO/TIEC Guide 73:2002]

2.15

third party

that person or body that is recognized as being independent of the parties involved, as concerns the
issue in question

[ISO/IEC Guide 2:1996]
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2.16

threat
a potential cause of an unwanted incident, which may result in harm to a system or organization
[ISO/IEC 13335-1:2004]

2.17

vulnerability
a weakness of an asset or group of assets that can be exploited by one or more threats
[ISO/IEC 13335-1:2004]
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3 Structure of this standard

This standard contains 11 security control clauses collectively containing a total of 39 main security
categories and one introductory clause introducing risk assessment and treatment.

3.1 Clauses

Each clause contains a number of main security categories. The eleven clauses (accompanied with the
number of main security categories included within each clause) are:

a) Security Policy (1);

b} Organizing Information Security (2);

c] Asset Management (2);

d) Human Resources Security (3);

e] Physical and Environmental Security (2);

f)) Communications and Operations Management (10);

g) Access Control (7);

h) Information Systems Acquisition, Development and Maintenance (6);
1)) Information Security Incident Management (2);

j)| Business Continuity Management (1);

k) Compliance (3).

Note:|The order of the clauses in this standard does not imply their importance. Depending on the
circumpistances, all clauses could be important, therefore‘each organization applying this standard
shouldl identify applicable clauses, how important thése are and their application to individual
busingss processes. Also, all lists in this standaxd,are not in priority order unless so noted.

3.2 Main security categories

Each main security category contains;
a) a control objective stating what is to be achieved; and

b) one or more controls that can be applied to achieve the control objective.

Contrpl descriptions areSstructured as follows:

Contrpl
Defings the speeific control statement to satisfy the control objective.

Implementation guidance

Proviglésmore detailed information to support the implementation of the control and meeting the
control_ objective. sSome ol this guidance may not be suitable in all cases and so other ways of
implementing the control may be more appropriate.

Other information
Provides further information that may need to be considered, for example legal considerations and
references to other standards.

4 © ISO/IEC 2005 — Al rights reserved


https://standardsiso.com/api/?name=e0f5ceb58337ac838b3f650ab0f7ccfc

ISO/IEC 17799:2005(E)

4 Risk assessment and treatment

4.1  Assessing security risks

Risk assessments should identify, quantify, and prioritize risks against criteria for risk acceptance and
objectives relevant to the organization. The results should guide and determine the appropriate
management action and priorities for managing information security risks and for implementing
controls selected to protect against these risks. The process of assessing risks and selecting controls
may need to be performed a number of times to cover different parts of the organization or individual
information systems.

Risk assessment should include the systematic approach of estimating the magnitude of risks (risk
analysis) and the process of comparing the estimated risks against risk criteria to detérmine the
significance of the risks (risk evaluation).

Risk assessments should also be performed periodically to address changes in the s¢curity
requirements and in the risk situation, e.g. in the assets, threats, vulnerabilities, impacts, the risk
evaluation, and when significant changes occur. These risk assessments_shotld be undertakdn in a
methodical manner capable of producing comparable and reproducible results.

The information security risk assessment should have a clearly defined scope in order to be effective
and should include relationships with risk assessments in other ar¢as, if appropriate.

The scope of a risk assessment can be either the whole(organization, parts of the organizatijon, an
individual information system, specific system components, or services where this is practicable,
realistic, and helpful. Examples of risk assessment‘methodologies are discussed in ISO/IHC TR
13335-3 (Guidelines for the Management of IT~Sécurity: Techniques for the Management| of IT
Security).

4.2 Treating security risks

Before considering the treatment of ja tisk, the organization should decide criteria for determining
whether or not risks can be acceptéd:-Risks may be accepted if, for example, it is assessed that the risk
is low or that the cost of treatment’ is not cost-effective for the organization. Such decisions shquld be
recorded.

For each of the risks identified following the risk assessment a risk treatment decision need§ to be
made. Possible options for risk treatment include:

a) applying appropriate controls to reduce the risks;

b)Cknowingly and objectively accepting risks, providing they clearly satisfy the
organization’s policy and criteria for risk acceptance;

¢) avoiding risks by not allowing actions that would cause the risks to occur;

d) transferring the associated risks to other parties, e.g. insurers or suppliers.

FUI LhUbC libkb WhClC th Iibk U CTAUIICIIU L‘lUbibiUu hdb bCCll o dpply dpplUpIidLU LUIIUUlb, thbC (¥ ntrOlS
should be selected and implemented to meet the requirements identified by a risk assessment. Controls
should ensure that risks are reduced to an acceptable level taking into account:

a) requirements and constraints of national and international legislation and regulations;

b) organizational objectives;

¢) operational requirements and constraints;
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d) cost of implementation and operation in relation to the risks being reduced, and remaining
proportional to the organization’s requirements and constraints;

e) the need to balance the investment in implementation and operation of controls against the
harm likely to result from security failures.

Controls can be selected from this standard or from other control sets, or new controls can be designed
to meet the specific needs of the organization. It is necessary to recognize that some controls may not
be applicable to every information system or environment, and might not be practicable for all
organizations. As an example, 10.1.3 describes how duties may be segregated to prevent fraud and
error. It may not be possible for smaller organizations to segregate all duties and other ways of
achicyine—the—same—control-obieetiverry—betreeessary—s—another—exampleH01-0-deseribeshow
system use can be monitored and evidence collected. The described controls e.g. event logging, might
confligt with applicable legislation, such as privacy protection for customers or in the workplace,

Information security controls should be considered at the systems and projects reduirements
speciffcation and design stage. Failure to do so can result in additional costs and 1ess effective
solutipns, and maybe, in the worst case, inability to achieve adequate security.

It shopld be kept in mind that no set of controls can achieve complete security,“and that additional
management action should be implemented to monitor, evaluate, and improve the efficiency and
effect{veness of security controls to support the organization’s aims.

6 © ISO/IEC 2005 — All rights reserved


https://standardsiso.com/api/?name=e0f5ceb58337ac838b3f650ab0f7ccfc

ISO/IEC 17799:2005(E)

5 Security policy

5.1 Information security policy

Objective: To provide management direction and support for information security in accordance with
business requirements and relevant laws and regulations.

Management should set a clear policy direction in line with business objectives and demonstrate
support for, and commitment to, information security through the issue and maintenance of an
information security policy across the organization.

5.1.1 Information security policy document

Control
An information security policy document should be approved by management, andypublish¢d and
communicated to all employees and relevant external parties.

Implementation guidance
The information security policy document should state management commitment and set qut the
organization’s approach to managing information security. The policy document should dontain
statements concerning:

a) a definition of information security, its overall objéctives and scope and the importgnce of
security as an enabling mechanism for information sharing (see introduction);

b) a statement of management intent, suppotting the goals and principles of information
security in line with the business strategy ‘and objectives;

c) a framework for setting control objegtives and controls, including the structure pf risk
assessment and risk management;

d) a brief explanation of the ‘security policies, principles, standards, and compliance
requirements of particular importance to the organization, including:

1) compliance with legislative, regulatory, and contractual requirements;
2) security educatiof, training, and awareness requirements;

3) business continuity management;

4) consequences of information security policy violations;

e) a definition of general and specific responsibilities for information security management,
inclading reporting information security incidents;

f) Sqeterences to documentation which may support the policy, e.g. more detailed s¢curity
policies and procedures for specific information systems or security rules users should
comply with.

This  information security policy should be communicated throughout the organization to usefs in a

Other information

The information security policy might be a part of a general policy document. If the information
security policy is distributed outside the organisation, care should be taken not to disclose sensitive
information. Further information can be found in the ISO/IEC 13335-1:2004.
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Review of the information security policy

Control
The information security policy should be reviewed at planned intervals or if significant changes

occur

to ensure its continuing suitability, adequacy, and effectiveness.

Implementation guidance

The information security policy should have an owner who has approved management responsibility
for the development, review, and evaluation of the security policy. The review should include
assessing opportunities for improvement of the organization’s information security policy and
approach to managing information security in response to changes to the organizational environment,

busing
The r
reviev

the re

The 11

The o

A rec

ss circumstances, legal conditions, or technical environment.

view of the information security policy should take account of the results of management
Us. There should be defined management review procedures, including a schedule or_period of
jiew.

put to the management review should include information on:

a) feedback from interested parties;

b) results of independent reviews (see 6.1.8);

c) status of preventive and corrective actions (see 6.1.8 and 15.271);
d) results of previous management reviews;

e) process performance and information security policy compliance;

f) changes that could affect the organization’s.apptoach to managing information security,
including changes to the organizational emvironment, business circumstances, resource
availability, contractual, regulatory, and legal conditions, or to the technical environment;

g) trends related to threats and vulnerabilities;
h) reported information security ineidents (see 13.1);

i) recommendations provided by/relevant authorities (see 6.1.6).

1tput from the managementreview should include any decisions and actions related to:

a) improvement cof-the organization’s approach to managing information security and its
processes;
b) improvement of control objectives and controls;

¢) imptevement in the allocation of resources and/or responsibilities.

rd’of the management review should be maintained.

Management approval for the revised policy should be obtained.
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6 Organization of information security

6.1 Internal organization

Objective: To manage information security within the organization.

A management framework should be established to initiate and control the implementation of
information security within the organization.

Management should approve the information security policy, assign security roles and co-ordinate and
review the implementation of security across the organization.

It necessary, a source of specialist information security advice should be established and| made
available within the organization. Contacts with external security specialists or groupsf indluding
relevant authorities, should be developed to keep up with industrial trends, monitor Standards and
assessment methods and provide suitable liaison points when handling information sécurity incjidents.
A multi-disciplinary approach to information security should be encouraged.

6.1.1 Management commitment to information security

Control
Management should actively support security within the organization through clear dirpction,
demonstrated commitment, explicit assignment, and acknowledgment of information security
responsibilities.

Implementation guidance
Management should:

a) ensure that information security xgoals are identified, meet the organizatipnal
requirements, and are integrated in‘relevant processes;

b) formulate, review, and approve-information security policy;

c) review the effectiveness.of the implementation of the information security policy;
d) provide clear directionrand visible management support for security initiatives;

e) provide the resources needed for information security;

f) approve assignment of specific roles and responsibilities for information security adross
the organization;

g) initiate’plans and programs to maintain information security awareness;

h) efisufe that the implementation of information security controls is co-ordinated adross
the organization (see 6.1.2).

Management should identify the needs for internal or external specialist information security advice,
and review and coordinate results of the advice throughout the organization.

Depending on the size of the organization, such responsibilities could be handled by a dedicated
management forum or by an existing management body, such as the board of directors.

Other information
Further information is contained in ISO/IEC 13335-1:2004.
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6.1.2 Information security co-ordination
Control

Information security activities should be co-ordinated by representatives from different parts of the
organization with relevant roles and job functions.

Implementation guidance

Typically, information security co-ordination should involve the co-operation and collaboration of
managers, users, administrators, application designers, auditors and security personnel, and
specialist skills in areas such as insurance, legal issues, human resources, IT or risk management.
This activity should:

a) ensure that security activities are executed in compliance with the information security
policy;
b) identify how to handle non-compliances;

c) approve methodologies and processes for information security, e.g. risk a§sessment,
information classification;

d) identify significant threat changes and exposure of information’dnd information
processing facilities to threats;

e) assess the adequacy and co-ordinate the implementation ¢of~information security
controls;

f) effectively promote information security education, training and awareness throughout
the organization;

g) evaluate information received from the monitoring and reviewing of information
security incidents, and recommend appropriate actions in response to identified
information security incidents.

If the |organization does not use a separate cross-functional group, e.g. because such a group is not
appropriate for the organization’s size, the actions,described above should be undertaken by another
suitable management body or individual manager.

6.1.3| Allocation of information security responsibilities

Contrpl
All information security responsibilities should be clearly defined.

Implementation guidance

Allocgtion of informatien security responsibilities should be done in accordance with the information
security policy (see clause 4). Responsibilities for the protection of individual assets and for carrying
out specific security processes should be clearly identified. This responsibility should be
supplgmented, «where necessary, with more detailed guidance for specific sites and information
procegsing facthities. Local responsibilities for the protection of assets and for carrying out specific
securiry ptocesses, such as business continuity planning, should be clearly defined.

Individuals with allocated security responsibilities may delegate security tasks to others. Nevertheless
they remain responsible and should determine that any delegated tasks have been correctly performed.

Areas for which individuals are responsible should be clearly stated; in particular the following should
take place:

a) the assets and security processes associated with each particular system should be
identified and clearly defined;

b) the entity responsible for each asset or security process should be assigned and the details
of this responsibility should be documented (see also 7.1.2);

c) authorization levels should be clearly defined and documented.

10 © ISO/IEC 2005 — Al rights reserved


https://standardsiso.com/api/?name=e0f5ceb58337ac838b3f650ab0f7ccfc

ISO/IEC 17799:2005(E)

Other information
In many organizations an information security manager will be appointed to take overall responsibility
for the development and implementation of security and to support the identification of controls.

However, responsibility for resourcing and implementing the controls will often remain with
individual managers. One common practice is to appoint an owner for each asset who then becomes
responsible for its day-to-day protection.

6.1.4 Authorization process for information processing facilities
Control

A 4~ 4] - e L, e e M L. b BV 1 111 I d d
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implemented.

Implementation guidance
The following guidelines should be considered for the authorization process:

a) new facilities should have appropriate user management authorization, authorizing their
purpose and use. Authorization should also be obtained from the manager responsiple for
maintaining the local information system security environment to ensure that all r¢levant
security policies and requirements are met;

b) where necessary, hardware and software should be“checked to ensure that thpy are
compatible with other system components;

c) the use of personal or privately owned inférmation processing facilities, e.g. laptops,
home-computers or hand-held devices, «for processing business information| may
introduce new vulnerabilities and necessary controls should be identified and
implemented.

6.1.5 Confidentiality agreements

Control
Requirements for confidentiality or mon-disclosure agreements reflecting the organization’s neg¢ds for
the protection of information sheuld'be identified and regularly reviewed.

Implementation guidance
Confidentiality or non-disclosure agreements should address the requirement to protect confidential
information using legally enforceable terms. To identify requirements for confidentiality or non
disclosure agreements; the following elements should be considered:

a) aldefinition of the information to be protected (e.g. confidential information);

b)~expected duration of an agreement, including cases where confidentiality might neefl to be
maintained indefinitely;

c) required actions when an agreement is terminated;

d) rPQPanihiHﬁPQ and actions of Qignntm‘iPQ to avoid unauthorized information disglosure

(such as ‘need to know’);

e) ownership of information, trade secrets and intellectual property, and how this relates to
the protection of confidential information;

f) the permitted use of confidential information, and rights of the signatory to use
information;

g) the right to audit and monitor activities that involve confidential information;
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h) process for notification and reporting of unauthorized disclosure or confidential
information breaches;

i) terms for information to be returned or destroyed at agreement cessation; and
j) expected actions to be taken in case of a breach of this agreement.

Based on an organization’s security requirements, other elements may be needed in a confidentiality
or non-disclosure agreement.

Confidentiality and non-disclosure agreements should comply with all applicable laws and regulations
for the jurisdiction to which it applies (see also 15.1.1).

RequiLements for confidentiality and non-disclosure agreements should be reviewed periodically and
when changes occur that influence these requirements.

Other|Information

Configlentiality and non-disclosure agreements protect organisational information and inform
signatpries of their responsibility to protect, use, and disclose information in a responsible and
authotised manner.

There| may be a need for an organisation to use different forms of confidentiality or non-disclose
agreements in different circumstances.

6.1.6| Contact with authorities

Contrpl
Apprqpriate contacts with relevant authorities should be maintained.

Implementation guidance

Orgarfizations should have procedures in place that spécify when and by whom authorities (e.g. law
enfordement, fire department, supervisory authorifies) should be contacted, and how identified
information security incidents should be reported in a timely manner if it is suspected that laws may
havenIeen broken.

Organizations under attack from the Internet may need external third parties (e.g. an Internet service
provider or telecommunications operator) to take action against the attack source.

Other|information

Maintpining such contacts may be a requirement to support information security incident management
(Sectipn 13.2) or the business continuity and contingency planning process (Section 14). Contacts
with fegulatory bodies~are also useful to anticipate and prepare for upcoming changes in law or
reguldtions, which have to be followed by the organization. Contacts with other authorities include
utilitigs, emergency-services, and health and safety, e.g. fire departments (in connection with business
contirjuity), telecommunication providers (in connection with line routing and availability),
water [suppliets (in connection with cooling facilities for equipment).

6.1.7_Contactwith special interest groups.

Control
Appropriate contacts with special interest groups or other specialist security forums and professional
associations should be maintained.

Implementation guidance
Membership in special interest groups or forums should be considered as a means to:

a) improve knowledge about best practices and staying up to date with relevant security
information;
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b) ensure the understanding of the information security environment is current and complete;

c) receive early warnings of alerts, advisories, and patches pertaining to attacks and

vulnerabilities;

d) gain access to specialist information security advice;

e) share and exchange information about new technologies, products, threats, or

vulnerabilities;

f) provide suitable liaison points when dealing with information security incidents (see also

13.2.1).

Other information

Information sharing agreements can be established to improve cooperation and coordinat
security issues. Such agreements should identify requirements for the protection’)of se
information.

6.1.8 Independent review of information security

Control

The organization’s approach to managing information security and its\implementation (i.e.
objectives, controls, policies, processes, and procedures for information security) should be rey
independently at planned intervals, or when significant changes to the.security implementation o

Implementation guidance
The independent review should be initiated by management."Such an independent review is neg
to ensure the continuing suitability, adequacy, and effectiveness of the organization's appro
managing information security. The review should include assessing opportunities for improy
and the need for changes to the approach to securityincluding the policy and control objectives

Such a review should be carried out by indiyiduals independent of the area under review, ¢
internal audit function, an independent manager or a third party organization specializing i
reviews. Individuals carrying out thesedeviews should have the appropriate skills and experiend

The results of the independent review should be recorded and reported to the managemer
initiated the review. These records should be maintained.

If the independent review.identifies that the organization’s approach and implementation to ma
information security s ‘inadequate or not compliant with the direction for information security|
in the information security policy document (see 5.1.1), management should consider cor]
actions.

Other information

The area,ywhich managers should regularly review (see 15.2.1), may also be reviewed indepen
Revidw" techniques may include interviews of management, checking records or review of s
policy documents. ISO 19011:2002, Guidelines for quality and/or environmental manag

ion of
nsitive

ontrol
riewed
cur.

essary
ach to
ement

.g. the
h such
e.

t who

haging
stated
Fective

Hently.
bcurity
ement

systems auditing, may also provide helpful guidance for carrying out the independent r

eview,

including establishment and implementation of a review programme. Section 15.3 specifies controls
relevant to the independent review of operational information systems and the use of system audit

tools.
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6.2 External parties

Objective: To maintain the security of the organization’s information and information processing
facilities that are accessed, processed, communicated to, or managed by external parties.

The security of the organization’s information and information processing facilities should not be
reduced by the introduction of external party products or services.

Any access to the organization’s information processing facilities and processing and communication
of information by external parties should be controlled.

Where there is a business need for working with external parties that may require access to the
organization’s information and information processing facilities, or in obtaining or providing a
produ£t and service from or to an external party, a risk assessment should be carried out to determine

security implications and control requirements. Controls should be agreed and defined in(an
agree

ent with the external party.

6.2.1| Identification of risks related to external parties

Contrpl
The tfisks to the organization’s information and information processing facilities) from business
processes involving external parties should be identified and appropriate controls implemented before
grantihg access.

Implementation guidance
Wher¢ there is a need to allow an external party access to the information processing facilities or
inforr}:ation of an organization, a risk assessment (see also Section 4) should be carried out to identify

any r¢quirements for specific controls. The identification of risks related to external party access

should take into account the following issues:
a) the information processing facilities an external‘party is required to access;

b) the type of access the external party will have to the information and information
processing facilities, e.g.:

1) physical access, e.g. to offices, computer rooms, filing cabinets;
2) logical access, e.g. to;afuorganization’s databases, information systems;
3) network connectivity between the organization’s and the external party’s

network(s), e.g..permanent connection, remote access;
4) whether the access is taking place on-site or off-site;

c) the value and-sensitivity of the information involved, and its criticality for business
operations;

d) the controls necessary to protect information that is not intended to be accessible by
exterfial parties;

e) _thexéxternal party personnel involved in handling the organization’s information;

f)\ how the organization or personnel authorized to have access can be identified, the

authorization ‘IPI‘{HPF]’ and -how often this needs to be rppnnﬁrﬂ'\pr];

g) the different means and controls employed by the external party when storing, processing,
communicating, sharing and exchanging information;

h) the impact of access not being available to the external party when required, and the
external party entering or receiving inaccurate or misleading information;

i) practices and procedures to deal with information security incidents and potential
damages, and the terms and conditions for the continuation of external party access in the
case of an information security incident;
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j) legal and regulatory requirements and other contractual obligations relevant
external party that should be taken into account;

k) how the interests of any other stakeholders may be affected by the arrangements.

to the

Access by external parties to the organization’s information should not be provided until the
appropriate controls have been implemented and, where feasible, a contract has been signed defining
the terms and conditions for the connection or access and the working arrangement. Generally, all
security requirements resulting from work with external parties or internal controls should be reflected

by the agreement with the external party (see also 6.2.2 and 6.2.3).

It should be ensured that the external party 1s aware of their obligations, and accep
responsibilities and liabilities involved in accessing, processing, communicating, or managi
organization’s information and information processing facilities.

Other information

Information might be put at risk by external parties with inadequate security management. C
should be identified and applied to administer external party access t@~ information prodg
facilities. For example, if there is a special need for confidentiality of theirformation, non-disd
agreements might be used.

ts the
ng the

bntrols
essing
losure

Organizations may face risks associated with inter-organizational processes, management, and

communication if a high degree of outsourcing is applied, ordvhére there are several external
involved.
The controls 6.2.2 and 6.2.3 cover different external party arrangements, e.g. including:

a) service providers, such as ISPs, network  providers, telephone services, maintenan
support services;

b) managed security services;
¢) customers;

d) outsourcing of facilities-and/or operations, e.g. IT systems, data collection servics
centre operations;

e) management and\business consultants, and auditors;

f) developers(and suppliers, e.g. of software products and IT systems;

g) cleaning;-catering, and other outsourced support services;

h) temiporary personnel, student placement, and other casual short-term appointments.
Such agreements can help to reduce the risks associated with external parties.

6.2.2Addressing security when dealing with customers
Cantrol

parties

ce and

s, call

All identified security requirements should be addressed before giving customers access to the

organization’s information or assets.

Implementation guidance
The following terms should be considered to address security prior to giving customers access
of the organization’s assets (depending on the type and extent of access given, not all of them

apply):

a) asset protection, including:

to any
might

1) procedures to protect the organization’s assets, including information and software,

and management of known vulnerabilities;
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2) procedures to determine whether any compromise of the assets, e.g. loss or
modification of data, has occurred;

3) integrity;
4) restrictions on copying and disclosing information;
b) description of the product or service to be provided;
c) the different reasons, requirements, and benefits for customer access;

d) access control policy, covering:

D permitted access methods —and the control and use of unicgue identifiers such as user
7 r 2 e

IDs and passwords;

2) an authorization process for user access and privileges;
3) astatement that all access that is not explicitly authorised is forbidden;
4) aprocess for revoking access rights or interrupting the connection betwgen systems;

e) arrangements for reporting, notification, and investigation of information inaccuracies
(e.g. of personal details), information security incidents and security bredches;

f) adescription of each service to be made available;

g) the target level of service and unacceptable levels of service;

h) the right to monitor, and revoke, any activity related to the)organization’s assets;
1) the respective liabilities of the organization and the ¢ustomer;

j) responsibilities with respect to legal matters,and how it is ensured that the legal
requirements are met, e.g. data protection.legislation, especially taking into account
different national legal systems if the agreement involves co-operation with customers in
other countries (see also 15.1);

k) intellectual property rights (IPRs) aiid copyright assignment (see 15.1.2) and protection of
any collaborative work (see alsg6:1.5).

Other|information

The s¢curity requirements related-to.customers accessing organizational assets can vary considerably
depeniding on the information (processing facilities and information being accessed. These security
requirements can be addressed using customer agreements, which contain all identified risks and
security requirements (se¢-6,2.1).

Agregments with external parties may also involve other parties. Agreements granting external party
accesy should include allowance for designation of other eligible parties and conditions for their
accesg and invelvement.

6.2.3| Addressing security in third party agreements

Controt
Agreements with third parties involving accessing, processing, communicating or managing the
organization’s information or information processing facilities, or adding products or services to
information processing facilities should cover all relevant security requirements.

Implementation guidance
The agreement should ensure that there is no misunderstanding between the organization and the third
party. Organizations should satisfy themselves as to the indemnity of the third party.
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The following terms should be considered for inclusion in the agreement in order to satisfy the
identified security requirements (see 6.2.1):

a) the information security policy;

b) controls to ensure asset protection, including:

1) procedures to protect organizational assets, including information, software and
hardware;

2) any required physical protection controls and mechanisms;

4) procedures to determine whether any compromise of the assets, ¢.2y-1pss or
modification of information, software and hardware, has occurred;

5) controls to ensure the return or destruction of information and assetsrat the end of, or
at an agreed point in time during, the agreement;

6) confidentiality, integrity, availability, and any other relevant property (see 2.].5) of
the assets;

7) restrictions on copying and disclosing information/ and using confidentiality
agreements (see 6.1.5);

¢) user and administrator training in methods, procedures, and security;

d) ensuring user awareness for information securify ‘responsibilities and issues;
e) provision for the transfer of personnel, whete-appropriate;

f) responsibilities regarding hardware and'software installation and maintenance;
g) a clear reporting structure and agreed reporting formats;

h) a clear and specified process of'‘change management;

1) access control policy, covering:

1) the different reasons, requirements, and benefits that make the access by th¢ third
party necessary;

2) permitted-access methods, and the control and use of unique identifiers such as user
IDs and passwords;

3) an-authorization process for user access and privileges;

4) “@requirement to maintain a list of individuals authorized to use the services being
made available, and what their rights and privileges are with respect to such usej

5) a statement that all access that is not explicitly authorised is forbidden;

6) aprocess for revoking access rights or interrupting the connection between systgms;

j) arrangements for reporting, notification, and investigation of information sg¢curity
incidents and security breaches, as well as violations of the requirements stated in the
agreement,

k) a description of the product or service to be provided, and a description of the information
to be made available along with its security classification (see 7.2.1);

1) the target level of service and unacceptable levels of service;
m) the definition of verifiable performance criteria, their monitoring and reporting;

n) the right to monitor, and revoke, any activity related to the organization’s assets;
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0) the right to audit responsibilities defined in the agreement, to have those audits carried out
by a third party, and to enumerate the statutory rights of auditors;

p) the establishment of an escalation process for problem resolution;

q) service continuity requirements, including measures for availability and reliability, in
accordance with an organization’s business priorities;

r) the respective liabilities of the parties to the agreement;

s) responsibilities with respect to legal matters and how it is ensured that the legal

t) intellectual property rights (IPRs) and copyright assignment (see 15.1.2) and protection’of
any collaborative work (see also 6.1.5);

u) involvement of the third party with subcontractors, and the security cOntrols these
subcontractors need to implement;

v) conditions for renegotiation/termination of agreements:

1) a contingency plan should be in place in case either party~wishes to terminate the
relation before the end of the agreements;

2) renegotiation of agreements if the security requirements of the organization change;

3) current documentation of asset lists, licences, agre€iments or rights relating to them.

Otherlinformation

The apreements can vary considerably for different organizations and among the different types of
third parties. Therefore, care should be taken to include all identified risks and security requirements
(see iso 6.2.1) in the agreements. Where necessary, the required controls and procedures can be
expanfled in a security management plan.

If infgrmation security management is outsgurced, the agreements should address how the third party
will gharantee that adequate security, as.defined by the risk assessment, will be maintained, and how
securify will be adapted to identify and deal with changes to risks.

Some|of the differences betwéen outsourcing and the other forms of third party service provision
include the question of liability, planning the transition period and potential disruption of operations
during this period, contingéncy planning arrangements and due diligence reviews, and collection and
management of informafion on security incidents. Therefore, it is important that the organization
plans pnd manages¢the-transition to an outsourced arrangement and has suitable processes in place to
manage changes.and the renegotiation/termination of agreements.

The procedires for continuing processing in the event that the third party becomes unable to supply its
servicesneed to be considered in the agreement to avoid any delay in arranging replacement services.

Agreements with third parties may also involve other parties. Agreements granting third party access
should include allowance for designation of other eligible parties and conditions for their access and
involvement.

Generally agreements are primarily developed by the organization. There may be occasions in some
circumstances where an agreement may be developed and imposed upon an organization by a third
party. The organization needs to ensure that its own security is not unnecessarily impacted by third
party requirements stipulated in imposed agreements.
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7 Asset management

7.1 Responsibility for assets

Objective: To achieve and maintain appropriate protection of organizational assets.

All assets should be accounted for and have a nominated owner.

Owners should be identified for all assets and the responsibility for the maintenance of appropriate

controls should be assigned. The implementation of specific controls may be delegated by the owner
as appropriate but the owner remains responsible for the proper protection of the assets.

7.1.1 Inventory of assets

Control

All assets should be clearly identified and an inventory of all important assets;‘drawn yp and
maintained.

Implementation guidance

An organization should identify all assets and document the importance.of these assets. The¢ asset
inventory should include all information necessary in order to recover\from a disaster, including type
of asset, format, location, backup information, license information, and a business valu¢. The

inventory should not duplicate other inventories unnecessarily;ybut it should be ensured that the

content is aligned.

In addition, ownership (see 7.1.2) and information classification (see 7.2) should be agres
documented for each of the assets. Based on the impettance of the asset, its business value
security classification, levels of protection commensurate with the importance of the assets shq
identified (more information on how to value assets to represent their importance can be o
ISO/IEC TR 13335-3).

Other information
There are many types of assets, including:

a) information: databasés and data files, contracts and agreements, system documen
research information, user manuals, training material, operational or support procq
business continuity plans, fallback arrangements, audit trails, and archived informat
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b) softwar€ assets: application software, system software, development tools, and utilities;

¢) physical assets: computer equipment, communications equipment, removable med
othet equipment;

d)~services: computing and communications services, general utilities, e.g. heating, 1i
power, and air-conditioning;

e) people, and their qualifications, skills, and experience;
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Inventories of assets help to ensure that effective asset protection takes place, and may also be

required for other business purposes, such as health and safety, insurance or financial

(asset

management) reasons. The process of compiling an inventory of assets is an important prerequisite of

risk management (see also Section 4).
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7.1.2  Ownership of assets

Control
All information and assets associated with information processing facilities should be owned” by a
designated part of the organization.

Implementation guidance
The asset owner should be responsible for:

a) ensuring that information and assets associated with information processing facilities are
appropriately classified;

b) defining and periodically reviewing access restrictions and classifications, taking inte
account applicable access control policies.

Ownefship may be allocated to:

a) a business process;
b) adefined set of activities;
c) an application; or

d) adefined set of data.

Otherl|information
RoutiIe tasks may be delegated, e.g. to a custodian looking,after the asset on a daily basis, but the
responsibility remains with the owner.

In compplex information systems it may be useful to designate groups of assets, which act together to
provide a particular function as ‘services’. In this casé-the service owner is responsible for the delivery
of the|service, including the functioning of the assets, which provide it.

7.1.3| Acceptable use of assets

Contrpl
Rules| for the acceptable use of .nformation and assets associated with information processing
facilitjes should be identified, do¢uiented, and implemented.

Implementation guidance
All employees, contragtors’ and third party users should follow rules for the acceptable use of
information and assets associated with information processing facilities, including:

a) rules\for electronic mail and Internet usages (see 10.8);

b) tguidelines for the use of mobile devices, especially for the use outside the premises of the
organization (see 11.7.1);

Specific rules or guidance should be provided by the relevant management. Employees, contractors
and third party users using or having access to the organization’s assets should be aware of the limits
existing for their use of organization’s information and assets associated with information processing
facilities, and resources. They should be responsible for their use of any information processing
resources, and of any such use carried out under their responsibility.

2 The term ‘owner’ identifies an individual or entity that has approved management responsibility for
controlling the production, development, maintenance, use and security of the assets. The term
’owner’ does not mean that the person actually has any property rights to the asset.

20 © ISO/IEC 2005 — Al rights reserved


https://standardsiso.com/api/?name=e0f5ceb58337ac838b3f650ab0f7ccfc

ISO/IEC 17799:2005(E)

7.2 Information classification

Objective: To ensure that information receives an appropriate level of protection.

Information should be classified to indicate the need, priorities, and expected degree of protection
when handling the information.

Information has varying degrees of sensitivity and criticality. Some items may require an additional
level of protection or special handling. An information classification scheme should be used to define
an appropriate set of protection levels and communicate the need for special handling measures.

2.1 Classtficaiion guidelines

Control
Information should be classified in terms of its value, legal requirements, sensitivity, and eriticality to
the organization.

Implementation guidance
Classifications and associated protective controls for information should take account of bysiness
needs for sharing or restricting information and the business impacts assoeiatéd with such needs

Classification guidelines should include conventions for initial classification and reclassification over
time; in accordance with some predetermined access control policy (see 11.1.1).

It should be the responsibility of the asset owner (see 7.}:2)/to define the classification of an asset,
periodically review it, and ensure it is kept up to date and at the appropriate level. The classifjcation
should take account of the aggregation effect mentioned'in 10.7.2.

Consideration should be given to the number of ¢lassification categories and the benefits to be gained
from their use. Overly complex schemes may-become cumbersome and uneconomic to use o1] prove
impractical. Care should be taken in intérpreting classification labels on documents from other
organizations, which may have differentdefinitions for the same or similarly named labels.

Other Information
The level of protection can be assessed by analyzing confidentiality, integrity and availability and any
other requirements for the information considered.

Information often ceases-to be sensitive or critical after a certain period of time, for example, when the
information has been.made public. These aspects should be taken into account, as over-classifjcation
can lead to the implementation of unnecessary controls resulting in additional expense.

Consideringdocuments with similar security requirements together when assigning classifjcation
levels might help to simplify the classification task.

In_general, the classification given to information is a shorthand way of determining how this
mformation is to be handled and protected.

7.2.2 Information labeling and handling

Control
An appropriate set of procedures for information labeling and handling should be developed and
implemented in accordance with the classification scheme adopted by the organization.

Implementation guidance
Procedures for information labeling need to cover information assets in physical and electronic
formats.
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Output from systems containing information that is classified as being sensitive or critical should
carry an appropriate classification label (in the output). The labeling should reflect the classification
according to the rules established in 7.2.1. Items for consideration include printed reports, screen
displays, recorded media (e.g. tapes, disks, CDs), electronic messages, and file transfers.

For each classification level, handling procedures including the secure processing, storage,
transmission, declassification, and destruction should be defined. This should also include the
procedures for chain of custody and logging of any security relevant event.

Agree

ments with other organizations that include information sharing should include procedures to

identi
organ

Other
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labelipg is not feasible, other means of designating the classification of information may be applied,

e.g. vi

ng and secure handling of classified information is a key requirement for information) Sharing
ements. Physical labels are a common form of labeling. However, some information assets,
s documents in electronic form, cannot be physically labeled and electronic means of labeling
o be used. For example, notification labeling may appear on the screendor-display. Where

a procedures or meta-data.

© ISO/IEC 2005 — All rights reserved


https://standardsiso.com/api/?name=e0f5ceb58337ac838b3f650ab0f7ccfc

ISO/IEC 17799:2005(E)

8 Human resources security

8.1 Prior to employment’

Objective: To ensure that employees, contractors and third party users understand their
responsibilities, and are suitable for the roles they are considered for, and to reduce the risk of theft,
fraud or misuse of facilities.

Security responsibilities should be addressed prior to employment in adequate job descriptions and in
terms and conditions of employment.

All candidates for F\ﬂnp]nvm.ﬁnt7 contractars and third party users should be ﬂdr-\rllmtplv screened,

especially for sensitive jobs.

Employees, contractors and third party users of information processing facilities should sjgn an
agreement on their security roles and responsibilities.

8.1.1 Roles and responsibilities

Control
Security roles and responsibilities of employees, contractors and third-patty users should be defined
and documented in accordance with the organization’s information séeyrity policy.

Implementation guidance
Security roles and responsibilities should include the requirefment to:

a) implement and act in accordance with the,organization’s information security pplicies
(see 5.1);

b) protect assets from unauthorized “access, disclosure, modification, destruction or
interference;

c) execute particular security processes or activities;
d) ensure responsibility is assigned to the individual for actions taken;

e) report security events or potential events or other security risks to the organization.

Security roles and responsibilities should be defined and clearly communicated to job candlidates
during the pre-employment process.

Other Informatien
Job descriptions”can be used to document security roles and responsibilities. Security rolgs and
responsibilities for individuals not engaged via the organization’s employment process, e.g. engaged
via a third‘party organization, should also be clearly defined and communicated.

81.2" Screening

Control

Background verification checks on all candidates for employment, contractors, and third party users
should be carried out in accordance with relevant laws, regulations and ethics, and proportional to the
business requirements, the classification of the information to be accessed, and the perceived risks.

3 Explanation: The word *employment’ is meant here to cover all of the following different situations:
employment of people (temporary or longer lasting), appointment of job roles, changing of job roles, assignment
of contracts, and the termination of any of these arrangements.
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Implementation guidance

Verification checks should take into account all relevant privacy, protection of personal data and/or
employment based legislation, and should, where permitted, include the following:

Wher¢

a) availability of satisfactory character references, e.g. one business and one personal;
b) a check (for completeness and accuracy) of the applicant’s curriculum vitae;

c¢) confirmation of claimed academic and professional qualifications;

d) independent identity check (passport or similar document);

a job, either on initial appointment or on promotion, involves the person having acc€ss’to

infornation processing facilities, and in particular if these are handling sensitive informafion, e.g.
finandial information or highly confidential information, the organization should also consider further,

more

Proce
peopl

Hetailed checks.

Jures should define criteria and limitations for verification checks, e.g. who(s$ eligible to screen
b, and how, when and why verification checks are carried out.

A scieening process should also be carried out for contractors, andithird party users. Where
contrgctors are provided through an agency the contract with the agéncy should clearly specify the

agenc
has n

y’s responsibilities for screening and the notification procedures they need to follow if screening
bt been completed or if the results give cause for doubt Or concern. In the same way, the

agreefnent with the third party (see also 6.2.3) should clearly specify all responsibilities and
notifi¢ation procedures for screening.

Information on all candidates being considered foripositions within the organization should be
collected and handled in accordance with any \appropriate legislation existing in the relevant

jurisd
the sc

8.1.3

Contrpl

As pa

ction. Depending on applicable legislation; the candidates should be informed beforehand about
feening activities.

Terms and conditions of employment

bt of their contractual obligation, employees, contractors and third party users should agree and

sign the terms and conditions~of their employment contract, which should state their and the

organ

Imple

zation’s responsibilities/for information security.

mentation guidance

The t¢grms and condifions of employment should reflect the organization’s security policy in addition
to clatifying and stating:

24

a)._that all employees, contractors and third party users who are given access to sensitive
information should sign a confidentiality or non-disclosure agreement prior to being given

access to information processing facilities;

b) the employee’s, contractor’s and any other user’s legal responsibilities and rights, e.g.
regarding copyright laws or data protection legislation (see also 15.1.1 and 15.1.2);

c) responsibilities for the classification of information and management of organizational
assets associated with information systems and services handled by the employee,
contractor or third party user (see also 7.2.1 and 10.7.3);

d) responsibilities of the employee, contractor or third party user for the handling of
information received from other companies or external parties;
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e) responsibilities of the organization for the handling of personal information, including
personal information created as a result of, or in the course of, employment with the
organization (see also 15.1.4);

f) responsibilities that are extended outside the organization’s premises and outside normal
working hours, e.g. in the case of home-working (see also 9.2.5 and 11.7.1);

g) actions to be taken if the employee, contractor or third party user disregards the
organization’s security requirements (see also 8.2.3).

The organization should ensure that employees, contractors and third party users agree to terms and
conditions concerning information security appropriate to the nature and extent of access th¢y will
have to the organization’s assets associated with information systems and services.

Where appropriate, responsibilities contained within the terms and conditions of employment should
continue for a defined period after the end of the employment (see also 8.3).

Other Information
A code of conduct may be used to cover the employee’s, contracter’s or third party [user’s
responsibilities regarding confidentiality, data protection, ethics, approptiate use of the organiztion’s
equipment and facilities, as well as reputable practices expected by.the organization. The conftractor
or third party users may be associated with an external organization that may in turn be requjred to
enter in contractual arrangements on behalf of the contracted ifdividual.

8.2 During employment

Objective: To ensure that employees, contractors and third party users are aware of information
security threats and concerns, their responsibilitics and liabilities, and are equipped to support
organizational security policy in the course ofitheir normal work, and to reduce the risk of human
error.

Management responsibilities should bé_ defined to ensure that security is applied throughput an
individual’s employment within the otganization.

An adequate level of awareness{ education, and training in security procedures and the correct|use of
information processing facilities should be provided to all employees, contractors and third party users
to minimize possible secutity risks. A formal disciplinary process for handling security brgaches
should be established.

8.2.1 Management responsibilities

Control
Management should require employees, contractors and third party users to apply security in
accordange with established policies and procedures of the organization.

Implementation guidance
Management responsibilities should include ensuring that employees, contractors and third party
users:

a) are properly briefed on their information security roles and responsibilities prior to being
granted access to sensitive information or information systems;

b) are provided with guidelines to state security expectations of their role within the
organization;

c) are motivated to fulfil the security policies of the organization;
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d) achieve a level of awareness on security relevant to their roles and responsibilities within
the organization (see also 8.2.2);

e) conform to the terms and conditions of employment, which includes the organization’s
information security policy and appropriate methods of working;

f) continue to have the appropriate skills and qualifications.

Other Information
If employees, contractors and third party users are not made aware of their security responsibilities,
they can cause considerable damage to an organization. Motivated personnel are likely to be more

reliable and cause less information security incidents.

Poor fmanagement may cause personnel to feel undervalued resulting in a negative security impact’to
the organization. For example, poor management may lead to security being neglected or-potential
misusg of the organization’s assets.

8.2.2| Information security awareness, education, and training

Contrpl
All employees of the organization and, where relevant, contractors and third party users should
receivie appropriate awareness training and regular updates in organizational policies and procedures,
as relgvant for their job function.

Implementation guidance
Awargness training should commence with a formal induction. process designed to introduce the
organjzation’s security policies and expectations before access\te information or services is granted.

Ongoing training should include security requirements, Jegal responsibilities and business controls, as
well ds training in the correct use of information processing facilities e.g. log-on procedure, use of
softwgre packages and information on the disciplinary process (see 8.2.3).

Other|Information

The security awareness, education, and" training activities should be suitable and relevant to the
persom’s role, responsibilities and skills, and should include information on known threats, who to
contagt for further security advice and‘the proper channels for reporting information security incidents
(see also 13.1).

Training to enhance awareness is intended to allow individuals to recognize information security
problgms and incidents¢and respond according to the needs of their work role.

8.2.3| Disciplinary process

Contrpl
There|should-be a formal disciplinary process for employees who have committed a security breach.

Implehrentatromreurdance
The disciplinary process should not be commenced without prior verification that a security breach
has occurred (see also 13.2.3 for collection of evidence).

The formal disciplinary process should ensure correct and fair treatment for employees who are
suspected of committing breaches of security. The formal disciplinary process should provide for a
graduated response that takes into consideration factors such as the nature and gravity of the breach
and its impact on business, whether or not this is a first or repeat offence, whether or not the violator
was properly trained, relevant legislation, business contracts and other factors as required. In serious
cases of misconduct the process should allow for instant removal of duties, access rights and
privileges, and for immediate escorting out of the site, if necessary.
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Other Information

The disciplinary process should also be used as a deterrent to prevent employees, contractors and third
party users in violating organizational security policies and procedures, and any other security
breaches.

8.3 Termination or change of employment

Objective: To ensure that employees, contractors and third party users exit an organization or change
employment in an orderly manner.

Resnonsibilities should be 1n nlace to ensure an emnlovee’s contractor’s or third narty ncpr’s eXlt
r F i J > r J

from the organization is managed, and that the return of all equipment and the removal of-alljaccess
rights are completed.

Change of responsibilities and employments within an organization should be_fdanaged jas the
termination of the respective responsibility or employment in line with this section, and any new
employments should be managed as described in section 8.1.

8.3.1 Termination responsibilities

Control
Responsibilities for performing employment termination or change of employment should be flearly
defined and assigned.

Implementation guidance
The communication of termination responsibilities should include ongoing security requirements and
legal responsibilities and, where appropriate, respensibilities contained within any confidentiality
agreement (see 6.1.5), and the terms and conditions of employment (see 8.1.3) continuing for a
defined period after the end of the employee’s,‘contractor’s or third party user’s employment.

Responsibilities and duties still valid cafter termination of employment should be contaiped in
employee’s, contractor’s or third party user’s contracts.

Changes of responsibility or employment should be managed as the termination of the respective
responsibility or employment, and the new responsibility or employment should be controlled as
described in clause 8.1.

Other Information
The Human Resoutces function is generally responsible for the overall termination process and|works
together with-the’ supervising manager of the person leaving to manage the security aspects|of the
relevant procedures. In the case of a contractor, this termination responsibility process mjay be
undertaken by an agency responsible for the contractor, and in case of an other user this might be
handled by their organization.

It may be necessary to inform employees, customers, contractors, or third party users of charges to

1 1 -
PLISUINICT allth OpPTL dtlllg all alléClllUlltb.

8.3.2 Return of assets

Control
All employees, contractors and third party users should return all of the organization’s assets in their
possession upon termination of their employment, contract or agreement.
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Implementation guidance

The termination process should be formalized to include the return of all previously issued software,
corporate documents, and equipment. Other organizational assets such as mobile computing devices,
credit cards, access cards, software, manuals, and information stored on electronic media also need to
be returned.

In cases where an employee, contractor or third party user purchases the organization’s equipment or
uses their own personal equipment, procedures should be followed to ensure that all relevant

information is transferred to the organization and securely erased from the equipment (see also
10.7.1).

In casps where an employee, contractor or third party user has knowledge that is important to ongoing
operafions, that information should be documented and transferred to the organization.

8.3.3| Removal of access rights

Contrpl
The afcess rights of all employees, contractors and third party users to informationand information
procegsing facilities should be removed upon termination of their employment, cofittact or agreement,
or adjpsted upon change.

Implementation guidance

Upon [termination, the access rights of an individual to assets associated with information systems and
services should be reconsidered. This will determine whether it is_decessary to remove access rights.
Changes of an employment should be reflected in removal of all a€cess rights that were not approved
for the new employment. The access rights that should be remigved or adapted include physical and
logicall access, keys, identification cards, information processing facilities (see also 11.2.4),
subsctiptions, and removal from any documentation that identifies them as a current member of the
organjzation. If a departing employee, contractor or‘third party user has known passwords for
accoupts remaining active, these should be changed upon termination or change of employment,
contrdct or agreement.

Accegs rights for information assets and\‘information processing facilities should be reduced or
removed before the employment terminates or changes, depending on the evaluation of risk factors
such gs:

a) whether the termiration or change is initiated by the employee, contractor or third party
user, or by mandgement and the reason of termination;
b) the currentaesponsibilities of the employee, contractor or any other user;

c) the value.of the assets currently accessible.

Other|Inforniation
In cerfain‘cifcumstances access rights may be allocated on the basis of being available to more people
than theZdeparting employee, contractor or third party user, e.g. group IDs. In such circumstances,

departing individuals should be removed from any group access lists and arrangements should be
made to advise all other employees, contractors and third party users involved to no longer share this
information with the person departing.

In cases of management-initiated termination, disgruntled employees, contractors or third party users
may deliberately corrupt information or sabotage information processing facilities. In cases of persons
resigning, they may be tempted to collect information for future use.
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Physical and environmental security

Secure areas

The prnfppfinn prnvidpd should be commensurate with the identified risks

Objective: To prevent unauthorized physical access, damage, and interference to the organization’s
premises and information.

Critical or sensitive information processing facilities should be housed in secure areas, protected by
defined security perimeters, with appropriate security barriers and entry controls. They should be
physically protected from unauthorized access, damage, and interference.

9.1.1

Control

Security perimeters (barriers such as walls, card controlled entry gates or manned reception
should be used to protect areas that contain information and information processing facilities.

Implementation guidance

Physical security perimeter

a) security perimeters should be clearly defined, and/the siting and strength of each
perimeters should depend on the security requirements of the assets within the per
and the results of a risk assessment;

b) perimeters of a building or site contajning information processing facilities sho
physically sound (i.e. there should bé(ho gaps in the perimeter or areas where a b
could easily occur); the external walls of the site should be of solid construction
external doors should be suitably protected against unauthorized access with
mechanisms, e.g. bars, alarms, locks etc; doors and windows should be locked
unattended and external pretection should be considered for windows, particul
ground level,

desks)

The following guidelines should be considered and implemented -where appropriate for physical
security perimeters:

of the
imeter

uld be
eak-in
ind all
ontrol
when
arly at

¢) a manned reception area or other means to control physical access to the site or byiilding

should be in place; access to sites and buildings should be restricted to auth
personnel only;

orized

d) physical barriers should, where applicable, be built to prevent unauthorized physical

acces$-and environmental contamination;

e) all\fire doors on a security perimeter should be alarmed, monitored, and tes
conjunction with the walls to establish the required level of resistance in accord
suitable regional, national, and international standards; they should operate in acco
with local fire code in a failsafe manner;

ted in
nce to
rdance

f) suitable intruder detection systems should be installed to national, regiopal or
ﬁnﬂw&um_mgmmwﬂw i ssible

windows; unoccupied areas should be alarmed at all times; cover should also be provided

for other areas, e.g. computer room or communications rooms;

g) information processing facilities managed by the organization should be phy
separated from those managed by third parties.
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Other

information

Physical protection can be achieved by creating one or more physical barriers around the

organization’s premises and information processing facilities. The use of multiple barriers gives
additional protection, where the failure of a single barrier does not mean that security is immediately
compromised.

A secure area may be a lockable office, or several rooms surrounded by a continuous internal physical
security barrier. Additional barriers and perimeters to control physical access may be needed between

arcas

with different security requirements inside the security perimeter.

Speci
organ

9.1.2

Contr|

] b | 4 4 | 1. + 1 - L 14 L. 2 AP P D B L liiaal
{1 CUIISIULIAlIVIT tUWAlrus l_}ll)’Dl\aal [¢AA VAN D\/\/ulll.)’ Q2ULIUUIUd UL slV\/ll W Uullulllsb vviivIiv Lllull,ll]lb

zations are housed.

Physical entry controls
pl

Secur|

persopnel are allowed access.

Imple

e areas should be protected by appropriate entry controls to ensure that only. authorized

mentation guidance

The fpllowing guidelines should be considered:

9.1.3

Contr|
Physi

a) the date and time of entry and departure of visitors should be recorded, and all visitors
should be supervised unless their access has been previously approved; they should only
be granted access for specific, authorized purposes and should be issued with instructions
on the security requirements of the area and on emergency procedures.

b) access to areas where sensitive information.isiprocessed or stored should be controlled
and restricted to authorized persons only; authentication controls, e.g. access control card
plus PIN, should be used to authorize .and"validate all access; an audit trail of all access
should be securely maintained;

c¢) all employees, contractors and third“party users and all visitors should be required to wear
some form of visible identification and should immediately notify security personnel if
they encounter unescorted visitors and anyone not wearing visible identification;

d) third party support service personnel should be granted restricted access to secure areas or
sensitive informatjen_processing facilities only when required; this access should be
authorized and monitored;

e) access rights\tosecure areas should be regularly reviewed and updated, and revoked when
necessary~(see 8.3.3).

Securing offices, rooms, and facilities
Dl
cal'security for offices, rooms, and facilities should be designed and applied.
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Implementation guidance
The following guidelines should be considered to secure offices, rooms, and facilities:

a) account should be taken of relevant health and safety regulations and standards;
b) key facilities should be sited to avoid access by the public;

¢) where applicable, buildings should be unobtrusive and give minimum indication of their
purpose, with no obvious signs, outside or inside the building identifying the presence of
information processing activities;

d) directories and internal telephone books identifying locations of sensitive information
processing facilities should not be readily accessible by the public.

9.1.4 Protecting against external and environmental threats

Control
Physical protection against damage from fire, flood, earthquake, explosion, ¢ivil unrest, and other
forms of natural or man-made disaster should be designed and applied.

Implementation guidance
Consideration should be given to any security threats presented by n¢ighboring premises, e.g. a|fire in
a neighbouring building, water leaking from the roof or in floorsbelow ground level or an explosion
in the street.

The following guidelines should be considered to awoid damage from fire, flood, earthquake,
explosion, civil unrest, and other forms of natural or man-made disaster:

a) hazardous or combustible materials should be stored at a safe distance from a securg area.
Bulk supplies such as stationery should not be stored within a secure area;

b) fallback equipment and back-up media should be sited at a safe distance to avoid damage
from a disaster affecting thé\main site;

c) appropriate fire fighting'equipment should be provided and suitably placed.

9.1.5 Working in secuie-areas

Control
Physical protection andguidelines for working in secure areas should be designed and applied.

Implementation“guidance
The followifig'guidelines should be considered:

@) personnel should only be aware of the existence of, or activities within, a secure ar¢ga on a
need to know basis;

b) unsupervised working in secure areas should be avoided both for safety reasons fand to
prevent opportunities for malicious activities;

¢) vacant secure areas should be physically locked and periodically checked;

d) photographic, video, audio or other recording equipment, such as cameras in mobile
devices, should not be allowed, unless authorized;

The arrangements for working in secure areas include controls for the employees, contractors and
third party users working in the secure area, as well as other third party activities taking place there.
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9.1.6

Public access, delivery, and loading areas

Control

Access points such as delivery and loading areas and other points where unauthorized persons may
enter the premises should be controlled and, if possible, isolated from information processing facilities
to avoid unauthorized access.

Implementation guidance

The following guidelines should be considered:

a) access to a delivery and loading area from outside of the building should be restricted to

1dentiried and authorized personnel;

b) the delivery and loading area should be designed so that supplies can be unloaded without
delivery personnel gaining access to other parts of the building;

¢) the external doors of a delivery and loading area should be secured whenthe internal
doors are opened;

d) incoming material should be inspected for potential threats (see 9.2.1d)) before this
material is moved from the delivery and loading area to the point of us¢y

e) incoming material should be registered in accordance with asseCmianagement procedures
(see also 7.1.1) on entry to the site;

f) incoming and outgoing shipments should be physically segfegated, where possible.

9.2 Equipment security

Objedtive: To prevent loss, damage, theft or compromise¢ of assets and interruption to the
organjzation’s activities.

Equipment should be protected from physical and enyitonmental threats.

Protegtion of equipment (including that used off-site, and the removal of property) is necessary to
reducg the risk of unauthorized access to information and to protect against loss or damage. This

shoulgl also consider equipment siting and disposal. Special controls may be required to protect

again
cablin

t physical threats, and to safeguard supporting facilities, such as the electrical supply and
g infrastructure.

9.2.1

Contr|
Equip
and o

Imple

Equipment siting and protection
pl
ment should be sited-or protected to reduce the risks from environmental threats and hazards,
bportunities foraimauthorized access.

mentation-guidance

The fpllowing-guidelines should be considered to protect equipment:

a) equipment should be sited to minimize unnecessary access into work areas;

b) information processing facilities handling sensitive data should be positioned and the
viewing angle restricted to reduce the risk of information being viewed by unauthorized
persons during their use, and storage facilities secured to avoid unauthorized access;

c) items requiring special protection should be isolated to reduce the general level of
protection required;

d) controls should be adopted to minimize the risk of potential physical threats, e.g. theft,
fire, explosives, smoke, water (or water supply failure), dust, vibration, chemical effects,
electrical supply interference, communications interference, electromagnetic radiation,
and vandalism;
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e) guidelines for eating, drinking, and smoking in proximity to information processing

facilities should be established;

f) environmental conditions, such as temperature and humidity, should be monitored for
conditions, which could adversely affect the operation of information processing

facilities;

g) lightning protection should be applied to all buildings and lightning protection
should be fitted to all incoming power and communications lines;

filters

h) the use of special protection methods, such as keyboard membranes, should be considered

for equipment in industrial environments;

i) equipment processing sensitive information should be protected to minimize the
information leakage due to emanation.

9.2.2 Supporting utilities
Control

risk of

Equipment should be protected from power failures and other disruptions) caused by failyres in

supporting utilities.

Implementation guidance

All supporting utilities, such as electricity, water supply, sewage, heating/ventilation, a
conditioning should be adequate for the systems they are Supporting. Support utilities sho
regularly inspected and as appropriate tested to ensure theip proper functioning and to reduce a

nd air
nld be
hy risk

from their malfunction or failure. A suitable electrical supply should be provided that conformg to the

equipment manufacturer’s specifications.

An uninterruptible power supply (UPS) to support orderly close down or continuous rungjing is

recommended for equipment supporting critical business operations. Power contingency plans
cover the action to be taken on failure ofithe UPS. A back-up generator should be consid
processing is required to continue in ca$e of a prolonged power failure. An adequate supply
should be available to ensure that the:generator can perform for a prolonged period. UPS equ

should
ered if
bf fuel
pment

and generators should be regularly checked to ensure it has adequate capacity and is tested in accordance
with the manufacturer’s recommendations. In addition, consideration could be given to using multiple

power sources or, if the site:§\arge, a separate power substation.

Emergency power off“switches should be located near emergency exits in equipment rogms to

facilitate rapid powerdown in case of an emergency. Emergency lighting should be provided
of main power failure.

The water.sapply should be stable and adequate to supply air conditioning, humidification equ

n casc

pment

and fir¢ suppression systems (where used). Malfunctions in the water supply system may damage
equipment or prevent fire suppression from acting effectively. An alarm system to detect malfumctions

in‘the supporting utilities should be evaluated and installed if required.

Telecommunications equipment should be connected to the utility provider by at least two diverse
routes to prevent failure in one connection path removing voice services. Voice services should be

adequate to meet local legal requirements for emergency communications.

Other information

Options to achieve continuity of power supplies include multiple feeds to avoid a single point of

failure in the power supply.

© ISO/IEC 2005 — All rights reserved

33


https://standardsiso.com/api/?name=e0f5ceb58337ac838b3f650ab0f7ccfc

ISO/IEC 17799:2005(E)

34

9.2.3

Cabling security

Control
Power and telecommunications cabling carrying data or supporting information services should be
protected from interception or damage.

Implementation guidance

The following guidelines for cabling security should be considered:

9.2.4

Contrpl
Equipment should be correctly maintained to ensure its continued availability and integrity.

Imple

a) power and telecommunications lines into information processing facilities should be
underground, where possible, or subject to adequate alternative protection;

b) network cabling should be protected from unauthorized interception or damage, for
example by using a conduit or by avoiding routes through public areas;

c) power cables should be segregated from communications cables to prevent interference;

d) clearly identifiable cable and equipment markings should be used to minimise handling
errors, such as accidental patching of wrong network cables;

e) adocumented patch list should be used to reduce the possibility of ertars;
f) for sensitive or critical systems further controls to consider includet

1) installation of armoured conduit and locked rooms ok boxes at inspection and
termination points;

2) use of alternative routings and/or transmission mediaproviding appropriate security;
3) use of fibre optic cabling;
4) use of electromagnetic shielding to protect.thie cables;

5) initiation of technical sweeps and physical inspections for unauthorized devices being
attached to the cables;
6) controlled access to patch panels’and cable rooms;

Equipment maintenance

mentation guidance

The f

dpllowing guidelines\for equipment maintenance should be considered:

a) equipmént’should be maintained in accordance with the supplier’s recommended service
intervals and specifications;

b) _only authorized maintenance personnel should carry out repairs and service equipment;

¢) ™ records should be kept of all suspected or actual faults, and all preventive and corrective

maintenanca:
Tt OO o oS

d) appropriate controls should be implemented when equipment is scheduled for
maintenance, taking into account whether this maintenance is performed by personnel on
site or external to the organization; where necessary, sensitive information should be
cleared from the equipment, or the maintenance personnel should be sufficiently cleared;

e) all requirements imposed by insurance policies should be complied with.
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9.2.5 Security of equipment off-premises
Control

Security should be applied to off-site equipment taking into account the different risks of working
outside the organization’s premises.

Implementation guidance
Regardless of ownership, the use of any information processing equipment outside the organization’s
premises should be authorized by management.

The following guidelines should be considered for the protection of off-site equipment:

a) equipment and media taken off the premises should not be left unattended™iw’'|public
places; portable computers should be carried as hand luggage and disguised [where
possible when travelling;

b) manufacturers’ instructions for protecting equipment should be observed at all timgs, e.g.
protection against exposure to strong electromagnetic fields;

¢) home-working controls should be determined by a risk assesSment and suitable copntrols
applied as appropriate, e.g. lockable filing cabinets, clear desk' policy, access contrpls for
computers and secure communication with the office (see also ISO/IEC 18028 Network
Security);

d) adequate insurance cover should be in place to protéct equipment off-site.

Security risks, e.g. of damage, theft or eavesdropping, may vary considerably between locatiops and
should be taken into account in determining the most appropriate controls.

Other information
Information storing and processing equipmentvincludes all forms of personal computers, orgahizers,
mobile phones, smart cards, paper or other form, which is held for home working or being trangported
away from the normal work location.

More information about other aspectsiof protecting mobile equipment can be found in 11.7.1.

9.2.6 Secure disposal or re-use of equipment

Control
All items of equipment-containing storage media should be checked to ensure that any sensitiye data
and licensed software-has been removed or securely overwritten prior to disposal.

Implementation“gitidance
Devices containing sensitive information should be physically destroyed or the information shquld be
destroyed;sdeleted or overwritten using techniques to make the original information non-retrievable
rather than using the standard delete or format function.

Other information
PDamaged device

isk assessmen
or discarded.

Information can be compromised through careless disposal or re-use of equipment (see also 10.7.2).
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9.2.7 Removal of property

Control
Equipment, information or software should not be taken off-site without prior authorization.

Implementation guidance

The following guidelines should be considered:

a) equipment, information or software should not be taken off-site without prior
authorization;

b) employees, contractors and third party users who have authority to permit off-site remoyal
of assets should be clearly identified;

c) time limits for equipment removal should be set and returns checked for complianCe;

d) where necessary and appropriate, equipment should be recorded as being removed off-site
and recorded when returned.

Other|information

Spot ¢hecks, undertaken to detect unauthorized removal of property, may alSeybe performed to detect
unauthorized recording devices, weapons, etc., and prevent their entry intg.the site. Such spot checks
should be carried out in accordance with relevant legislation and regulations. Individuals should be
made | aware is spot checks are carried out, and the checks Should only be performed with
authotization appropriate for the legal and regulatory requirements:
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10 Communications and operations management

10.1 Operational procedures and responsibilities

Objective: To ensure the correct and secure operation of information processing facilities.

Responsibilities and procedures for the management and operation of all information processing
facilities should be established. This includes the development of appropriate operating procedures.

Segregation of duties should be implemented, where appropriate, to reduce the risk of negligent or
deliberate system misuse.

10.1.1 Documented operating procedures

Control

Operating procedures should be documented, maintained, and made available to all\users wh

them.

Implementation guidance

Documented procedures should be prepared for system activities associated with infor
processing and communication facilities, such as computer start-up and.close-down procedures
up, equipment maintenance, media handling, computer room and“mail handling management, and

safety.

The operating procedures should specify the instructionst for the detailed execution of ea

including:

a)
b)

¢)

d)

g
h)

processing and handling of information;
backup (see 10.5);

scheduling requirements, includitig interdependencies with other systems, earliest jg
and latest job completion times;

instructions for handling errors or other exceptional conditions, which might arise
job execution, including restrictions on the use of system utilities (see 11.5.4);

support contactstin the event of unexpected operational or technical difficulties;

special outpuit and media handling instructions, such as the use of special stationery
management’ of confidential output including procedures for secure disposal of
from failed jobs (see 10.7.2 and 10.7.3);

syste€m restart and recovery procedures for use in the event of system failure;

the management of audit-trail and system log information (see 10.10).

Operating procedures, and the documented procedures for system activities, should be trea
formal documents and changes authorized by management. Where technically feasible, infor
systems should be managed consistently, using the same procedures, tools, and utilities.

b need

mation
back-

th job

b start

during

or the
output

ted as
mation

10.1.2 Change management

Control

Changes to information processing facilities and systems should be controlled.

Implementation guidance

Operational systems and application software should be subject to strict change management control.
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In particular, the following items should be considered:

a) identification and recording of significant changes;

b) planning and testing of changes;

c) assessment of the potential impacts, including security impacts, of such changes;
d) formal approval procedure for proposed changes;

e) communication of change details to all relevant persons;

f) fallback procedures, including procedures and responsibilities for aborting and recovering

£, ol | 1 | £, 4.
UL UIISUCUTSSTUL VIIdIIgUS allt UHITUTUSUUIT UV ULILS.

Formgl management responsibilities and procedures should be in place to ensure satisfactory control
of all changes to equipment, software or procedures. When changes are made, an audit log containing
all relpvant information should be retained.

Other|information

Inadequate control of changes to information processing facilities and systems is a common cause of
systeh or security failures. Changes to the operational environment, especially~when transferring a
systerh from development to operational stage, can impact on the reliability of applications (see also
12.5.1)).

Changes to operational systems should only be made when there is ayalid business reason to do so,
such 3s an increase in the risk to the system. Updating systems with/the latest versions of operating
systerh or application is not always in the business interest as this.could introduce more vulnerabilities
and infstability than the current version. There may also be a ried for additional training, license costs,
suppoft, maintenance and administration overhead, and newthardware especially during migration.

10.1.3 Segregation of duties

Contrpl
Dutie§ and areas of responsibility should be segregated to reduce opportunities for unauthorized or
unintgntional modification or misuse of the erganization’s assets.

Implementation guidance

Segregation of duties is a method forreducing the risk of accidental or deliberate system misuse. Care
should be taken that no single ‘person can access, modify or use assets without authorization or
detection. The initiation of an event should be separated from its authorization. The possibility of
collusfion should be considéred in designing the controls.

Small| organizations-may find segregation of duties difficult to achieve, but the principle should be
appligd as far as is,possible and practicable. Whenever it is difficult to segregate, other controls such
as mgnitoring of ‘activities, audit trails and management supervision should be considered. It is
important thatsecurity audit remains independent.

10. 1. +=Sepurationof development, test, and operational facitites

Control
Development, test, and operational facilities should be separated to reduce the risks of unauthorised
access or changes to the operational system.

Implementation guidance
The level of separation between operational, test, and development environments that is necessary to
prevent operational problems should be identified and appropriate controls implemented.
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The following items should be considered:

a) rules for the transfer of software from development to operational status should be defined

and documented,;

b) development and operational software should run on different systems or computer

processors and in different domains or directories;

c) compilers, editors, and other development tools or system utilities should not be

accessible from operational systems when not required;

d) the test system environment should emulate the operational system environm

ent as

1 1 1.1
CIOSCLY a5 POSSIUIC,

e) users should use different user profiles for operational and test systems, and menus
display appropriate identification messages to reduce the risk of error;

f) sensitive data should not be copied into the test system environment (see-12.4.2).

Other information

should

Development and test activities can cause serious problems, e.g. unwantéd modification of fiiles or

system environment, or system failure. In this case, there is a need tO maintain a known and
environment in which to perform meaningful testing and to prevent itappropriate developer acc

Where development and test personnel have access to the operational system and its informatio
may be able to introduce unauthorized and untested code or-alter operational data. On some s
this capability could be misused to commit fraud, or introduce untested or malicious code, whi
cause serious operational problems.

Developers and testers also pose a threat to_(he confidentiality of operational inforn
Development and testing activities may cause unintended changes to software or information
share the same computing environment. Separating development, test, and operational facil
therefore desirable to reduce the risk of. accidental change or unauthorized access to oper:
software and business data (see also 12,4.2 for the protection of test data).

10.2 Third party service.delivery management

stable
ESS.

h, they
ystems
ch can

hation.
if they
ties 1s
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Objective: To implement~and maintain the appropriate level of information security and
delivery in line with third,party service delivery agreements.

The organization ;gshould check the implementation of agreements, monitor compliance w
agreements and-ihanage changes to ensure that the services delivered meet all requirements
with the third{party.

ervice

th the
noreed

10.2.1.Service delivery
Control

in the

It)should be ensured that the security controls, service definitions and delivery levels included

third party service delivery agreement are implemented, operated, and maintained by the third party.

Implementation guidance

Service delivery by a third party should include the agreed security arrangements, service definitions,
and aspects of service management. In case of outsourcing arrangements, the organization should plan
the necessary transitions (of information, information processing facilities, and anything else that
needs to be moved), and should ensure that security is maintained throughout the transition period.

The organization should ensure that the third party maintains sufficient service capability together
with workable plans designed to ensure that agreed service continuity levels are maintained following

major service failures or disaster (see 14.1).
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10.2.2 Monitoring and review of third party services

Control
The services, reports and records provided by the third party should be regularly monitored and
reviewed, and audits should be carried out regularly.

Implementation guidance

Monitoring and review of third party services should ensure that the information security terms and
conditions of the agreements are being adhered to, and that information security incidents and
problems are managed properly. This should involve a service management relationship and process
between the organization and the third party to:

a) monitor service performance levels to check adherence to the agreements;

b) review service reports produced by the third party and arrange regular progress meetings
as required by the agreements;

c) provide information about information security incidents and review of this\information
by the third party and the organization as required by the agreements and,any supporting
guidelines and procedures;

d) review third party audit trails and records of security events,\operational problems,
failures, tracing of faults and disruptions related to the service delivered;

e) resolve and manage any identified problems.

The r¢sponsibility for managing the relationship with a third party should be assigned to a designated
indivifual or service management team. In addition, the organization should ensure that the third
party |assigns responsibilities for checking for compliane&’and enforcing the requirements of the
agreements. Sufficient technical skills and resources, should be made available to monitor that
requirpments of the agreement (see 6.2.3), in particylar the information security requirements, are
being|met. Appropriate action should be taken when deficiencies in the service delivery are observed.

The opganization should maintain sufficient-gverall control and visibility into all security aspects for
sensitlve or critical information or information processing facilities accessed, processed or managed
by a third party. The organization should ensure they retain visibility into security activities such as
change management, identification of vulnerabilities, and information security incident
reporting/response through a clearly defined reporting process, format and structure.

Other|information
In caye of outsourcing,~the organization needs to be aware that the ultimate responsibility for
infornation processed by an outsourcing party remains with the organization.

10.2.3 Managing changes to third party services
Contrpl
Changes"to 'the provision of services, including maintaining and improving existing information
Securi nolicie PIrocead = and an a SA0 d_Dbec_1managed 1 a 111 1

business systems and processes involved and re-assessment of risks.

Implementation guidance
The process of managing changes to a third party service needs to take account of:

a) changes made by the organization to implement:
1) enhancements to the current services offered;

2) development of any new applications and systems;
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3) modifications or updates of the organization’s policies and procedures;

4) new controls to resolve information security incidents and to improve security;
b) changes in third party services to implement:

1) changes and enhancement to networks;

2) use of new technologies;

3) adoption of new products or newer versions/releases;

4) new development tools and environments;

5) changes to physical location ot service 1acilities;

6) change of vendors.

10.3 System planning and acceptance

Objective: To minimize the risk of systems failures.

Advance planning and preparation are required to ensure the availability(ef adequate capacity and

resources to deliver the required system performance.

Projections of future capacity requirements should be made, to reducethe risk of system overlodd.

The operational requirements of new systems should be established, documented, and tested grior to
their acceptance and use.

10.3.1 Capacity management

Control

The use of resources should be monitored;y tuned, and projections made of future cgpacity
requirements to ensure the required system performance.

Implementation guidance

For each new and ongoing activity;-capacity requirements should be identified. System tunihg and
monitoring should be applied to\ensure and, where necessary, improve the availability and efficiency
of systems. Detective contrals should be put in place to indicate problems in due time. Projections of

future capacity requirements should take account of new business and system requirements and

current and projected trends in the organization's information processing capabilities.

Particular attention‘needs to be paid to any resources with long procurement lead times or high

costs;

therefore managets should monitor the utilization of key system resources. They should iglentify

trends in usage, particularly in relation to business applications or management information
tools.

Managers should use this information to identify and avoid potential bottlenecks and depende

bystem

nce on
lon.

key personnel that might present a threat to system security or services, and plan appropriate act

10.3.2 System acceptance
Control

Acceptance criteria for new information systems, upgrades, and new versions should be established

and suitable tests of the system(s) carried out during development and prior to acceptance.

Implementation guidance

Managers should ensure that the requirements and criteria for acceptance of new systems are clearly
defined, agreed, documented, and tested. New information systems, upgrades, and new versions
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should only be migrated into production after obtaining formal acceptance. The following items
should be considered prior to formal acceptance being provided:

a) performance and computer capacity requirements;

b) error recovery and restart procedures, and contingency plans;

¢) preparation and testing of routine operating procedures to defined standards;
d) agreed set of security controls in place;

e) effective manual procedures;

For m
devel
tests §

Other

f) business continuity arrangements (see 14.1);

g) evidence that installation of the new system will not adversely affect existing systems,
particularly at peak processing times, such as month end;

h) evidence that consideration has been given to the effect the new system has on'the overall
security of the organization;

1) training in the operation or use of new systems;
j) ease of use, as this affects user performance and avoids human errof:
ajor new developments, the operations function and users should be consulted at all stages in the

pment process to ensure the operational efficiency of the proposed-system design. Appropriate
hould be carried out to confirm that all acceptance criteria hay€ been fully satisfied.

information

Accet]
requir

10.4

tance may include a formal certification and accreditation process to verify that the security
ements have been properly addressed.

Protection against malicious and mobile code

Objec

tive: To protect the integrity of software¢and information.

Precagytions are required to prevent and-detect the introduction of malicious code and unauthorized

mobil

Softw
such
aware

e code.

are and information processing facilities are vulnerable to the introduction of malicious code,
s computer viruses, network worms, Trojan horses, and logic bombs. Users should be made
of the dangers of maliCious code. Managers should, where appropriate, introduce controls to

prevent, detect, and renieye malicious code and control mobile code.

42

10.4.)

Contr
Detec

[ Controls‘against malicious code
bl
lion§, prevention, and recovery controls to protect against malicious code and appropriate user

awarg

ness procedures should be implemented.

Implementation guidance

Protection against malicious code should be based on malicious code detection and repair software,
security awareness, and appropriate system access and change management controls. The following
guidance should be considered:

a) establishing a formal policy prohibiting the use of unauthorized software (see 15.1.2);

b) establishing a formal policy to protect against risks associated with obtaining files and
software either from or via external networks, or on any other medium, indicating what
protective measures should be taken;
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¢) conducting regular reviews of the software and data content of systems supporting critical
business processes; the presence of any unapproved files or unauthorized amendments
should be formally investigated;

d) installation and regular update of malicious code detection and repair software to scan
computers and media as a precautionary control, or on a routine basis; the checks carried
out should include:

1) checking any files on electronic or optical media, and files received over networks,
for malicious code before use;

2) checking electronic mail attachments and downloads for malicious code before use;
this check should be carried out at different places, e.g. at electronic mail sgrvers,
desk top computers and when entering the network of the organization;

3) checking web pages for malicious code;

e) defining management procedures and responsibilities to deal with~malicioud code
protection on systems, training in their use, reporting and recovering from malicioys code
attacks (see 13.1 and 13.2);

f) preparing appropriate business continuity plans for recovering from malicioug code
attacks, including all necessary data and software back-up and recovery arrangemerits (see
clause 14);

g) implementing procedures to regularly collect infofmation, such as subscribing to mailing
lists and/or checking web sites giving information about new malicious code;

h) implementing procedures to verify information relating to malicious code, and ensyre that
warning bulletins are accurate and informiative; managers should ensure that qualified
sources, e.g. reputable journals, reliabl€ Internet sites or suppliers producing sdftware
protecting against malicious code, are used to differentiate between hoaxes and real
malicious code; all users should ¢ ' made aware of the problem of hoaxes and whaf to do
on receipt of them.

Other information
The use of two or more softwarepréducts protecting against malicious code across the information
processing environment from different vendors can improve the effectiveness of maliciou$ code
protection.

Software to protect agdinst malicious code can be installed to provide automatic updates of deffinition
files and scanning éngines to ensure the protection is up to date. In addition, this software fan be
installed on every.desktop to carry out automatic checks.

Care should’bg taken to protect against the introduction of malicious code during maintenange and
emergency procedures, which may bypass normal malicious code protection controls.

10.4:2 Controls against mobile code

Control
Where the use of mobile code 1s authorized, the configuration should ensure that the authorised
mobile code operates according to a clearly defined security policy, and unauthorized mobile code
should be prevented from executing.

Implementation guidance
The following actions should be considered to protect against mobile code performing unauthorized
actions:

a) executing mobile code in a logically isolated environment;

b) blocking any use of mobile code;
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¢) blocking receipt of mobile code;

d) activating technical measures as available on a specific system to ensure mobile code is
managed;

e) control the resources available to mobile code access;

f) cryptographic controls to uniquely authenticate mobile code.

Other information
Mobile code is software code which transfers from one computer to another computer and then

ition to ensuring that mobile code does not contain malicious code, control of mobile-code is
essenfial to avoid unauthorised use or disruption of system, network, or application resgurces and
other preaches of information security.

10.5 | Back-up

Objective: To maintain the integrity and availability of information and_information processing
facilit]es.

Routine procedures should be established to implement the agreed back-up policy and strategy (see
also 1j.1) for taking back-up copies of data and rehearsing their timely restoration.

44

10.5.] Information back-up

Contrpl
Back-up copies of information and software should be taken and tested regularly in accordance with
the agreed backup policy.

Implementation guidance
Adequate back-up facilities should be provided to ensure that all essential information and software
can bg¢ recovered following a disaster oredia failure.

The following items for informatiofitback up should be considered:

a) the necessary leyel 0t back-up information should be defined;

b) accurate and.-complete records of the back-up copies and documented restoration
procedures\should be produced;

c) the extént (e.g. full or differential backup) and frequency of backups should reflect the
business requirements of the organization, the security requirements of the information
involved, and the criticality of the information to the continued operation of the
organization;

) the back-ups shoutd be stored I a Temote Tocation, at a Sutficient distarnce 1o escape any
damage from a disaster at the main site;
e) back-up information should be given an appropriate level of physical and environmental

protection (see clause 9) consistent with the standards applied at the main site; the
controls applied to media at the main site should be extended to cover the back-up site;

f) back-up media should be regularly tested to ensure that they can be relied upon for
emergency use when necessary;
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g) restoration procedures should be regularly checked and tested to ensure that th

ey are

effective and that they can be completed within the time allotted in the operational

procedures for recovery;

h) in situations where confidentiality is of importance, back-ups should be protected by

means of encryption.

Back-up arrangements for individual systems should be regularly tested to ensure that they meet the
requirements of business continuity plans (see clause 14). For critical systems, the backup
arrangements should cover all systems information, applications, and data necessary to recover the

complete system in the event of a disaster.

The retention period for essential business information, and also any requirement for archive o
be permanently retained should be determined (see 15.1.3).

Other information
Back up arrangements can be automated to ease the back-up and restore procéss. Such autd
solutions should be sufficiently tested prior to implementation and at regular intervals.

10.6 Network security management

pies to

mated

Objective: To ensure the protection of information in networks @and the protection of the supporting

infrastructure.

The secure management of networks, which may span ‘erganizational boundaries, requires ¢areful
consideration to dataflow, legal implications, monitoring;and protection.

Additional controls may also be required to protect sensitive information passing over |public
networks.

10.6.1 Network controls

Control

Networks should be adequately managed and controlled, in order to be protected from threats, jand to

maintain security for the systems-and applications using the network, including information in tf

Implementation guidance
Network managers should implement controls to ensure the security of information in network
the protection of connected services from unauthorized access. In particular, the following
should be considéred:

a) <operational responsibility for networks should be separated from computer ope
where appropriate (see 10.1.3);

b) responsibilities and procedures for the management of remote equipment, ind
equipment in user areas, should be established;

ansit.

(s, and
items

rations

luding

C)_special controls should be establishied To safeguard the contidentiatity and integrity
passing over public networks or over wireless networks, and to protect the con

of data
nected

systems and applications (see 11.4 and 12.3); special controls may also be required to

maintain the availability of the network services and computers connected;

d) appropriate logging and monitoring should be applied to enable recording of security

relevant actions;

e) management activities should be closely co-ordinated both to optimize the service

to the

organization and to ensure that controls are consistently applied across the information

processing infrastructure.
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Other information

Additional information on network security can be found in ISO/IEC 18028, Information technology —
Security techniques — IT network security.

10.6.2 Security of network services

Control

Security features, service levels, and management requirements of all network services should be
identified and included in any network services agreement, whether these services are provided in-
house or outsourced.

Implementation guidance
The apility of the network service provider to manage agreed services in a secure way should (be
determined and regularly monitored, and the right to audit should be agreed.

The sgcurity arrangements necessary for particular services, such as security features, serviee levels,
and npanagement requirements, should be identified. The organization should ensure. that network
servicg providers implement these measures.

Other|information

Network services include the provision of connections, private network seryices, and value added
networks and managed network security solutions such as firewalls and intrusion detection systems.
These|services can range from simple unmanaged bandwidth to compléx value-added offerings.

Securlty features of network services could be:
a) technology applied for security of network services, such as authentication, encryption,
and network connection controls;

b) technical parameters required for secured connection with the network services in
accordance with the security and network connection rules;

¢) procedures for the network service usage to restrict access to network services or
applications, where necessary:

10.7 | Media handling

Objective: To prevent unauthorized disclosure, modification, removal or destruction of assets, and
interrfiption to business activities.

Medig should be controlled and physically protected.

Apprapriate operatingprocedures should be established to protect documents, computer media (e.g.
tapes,|disks), input/output data and system documentation from unauthorized disclosure, modification,
removal, and.destruction.

46

10.7.1 Management of removable media

Control
There should be procedures in place for the management of removable media.

Implementation guidance
The following guidelines for the management of removable media should be considered:

a) if no longer required, the contents of any re-usable media that are to be removed from the
organization should be made unrecoverable;
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b) where necessary and practical, authorization should be required for media removed from
the organization and a record of such removals should be kept in order to maintain an

audit trail;

¢) all media should be stored in a safe, secure environment, in accordance with

manufacturers’ specifications;

d) information stored on media that needs to be available longer than the media lifeti

me (in

accordance with manufacturers’ specifications) should be also stored elsewhere to avoid

information loss due to media deterioration;

e) registration of removable media should be considered to limit the opportunity for data

loss;

f) removable media drives should only be enabled if there is a business reason for\doir

All procedures and authorization levels should be clearly documented.
Other information

Removable media include tapes, disks, flash disks, removable hard drives,(CDs, DVDs, and f{
media.

10.7.2 Disposal of media

Control

12 SO.

brinted

Media should be disposed of securely and safely when no longet required, using formal procedures.

Implementation guidance

Formal procedures for the secure disposal of media should minimize the risk of sensitive infor
leakage to unauthorised persons. The procedures~for secure disposal of media containing se
information should be commensurate with the, sensitivity of that information. The following
should be considered:

a) media containing sensitive:information should be stored and disposed of secure
safely, e.g. by incineration-or shredding, or erased of data for use by another appl
within the organizatjon;

b) procedures should be in place to identify the items that might require secure disposa

¢) it may be easier to arrange for all media items to be collected and disposed of se
rather than ‘attempting to separate out the sensitive items;

d) many“organizations offer collection and disposal services for papers, equipme
media; care should be taken in selecting a suitable contractor with adequate contrg
gxperience;

)" disposal of sensitive items should be logged where possible in order to maintain a
trail.

When accumulating media for disposal, consideration should be given to the aggregation effect,

mation
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J oT 1 J

Other information

Sensitive information could be disclosed through careless disposal of media (see also 9.2.6 for

information about disposal of equipment).

10.7.3 Information handling procedures
Control

Procedures for the handling and storage of information should be established to protect this

information from unauthorized disclosure or misuse.
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Implementation guidance
Procedures should be drawn up for handling, processing, storing, and communicating information
consistent with its classification (see 7.2). The following items should be considered:

a) handling and labelling of all media to its indicated classification level;
b) access restrictions to prevent access from unauthorized personnel;
¢) maintenance of a formal record of the authorized recipients of data;

d) ensuring that input data is complete, that processing is properly completed and that output
validation is applied;

e) protection of spooled data awaiting output to a level consistent with its sensitivity;
f) storage of media in accordance with manufacturers’ specifications;

g) keeping the distribution of data to a minimum;

h) clear marking of all copies of media for the attention of the authorized recipient;
i) review of distribution lists and lists of authorized recipients at regular intervals.

Other|information
These| procedures apply to information in documents, computing sysfems, networks, mobile
ting, mobile communications, mail, voice mail, voice communications in general, multimedia,

documentation should be protected against unauthorized access.

Implementation guidance
To se¢ure system documentation, the following,ifems should be considered:

a) system documentation should‘be-stored securely;

b) the access list for system documentation should be kept to a minimum and authorized by
the application owner;

¢) system documentation held on a public network, or supplied via a public network, should
be appropriately. protected.

Other|information
System documentation may contain a range of sensitive information, e.g. descriptions of applications
processes, procedures, data structures, authorization processes.

10.8 | Exchange of information

Objective: To maintain the security of informaftion and software exchanged within an organization and
with any external entity.

Exchanges of information and software between organizations should be based on a formal exchange
policy, carried out in line with exchange agreements, and should be compliant with any relevant
legislation (see clause 15).

Procedures and standards should be established to protect information and physical media containing
information in transit.
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10.8.1 Information exchange policies and procedures

Control

Formal exchange policies, procedures, and controls should be in place to protect the exchange of
information through the use of all types of communication facilities.

Implementation guidance

The procedures and controls to be followed when using electronic communication facilities for
information exchange should consider the following items:

a) procedures designed to protect exchanged information from interception, copying,
modification, mis-routing, and destruction;

b) procedures for the detection of and protection against malicious code that’ may be
transmitted through the use of electronic communications (see Clause 10.4.1);

¢) procedures for protecting communicated sensitive electronic informétion that is|in the
form of an attachment;

d) policy or guidelines outlining acceptable use of electronic communication faciliti¢s (see
7.1.3);

e) procedures for the use of wireless communications, takifg-into account the particulgr risks
involved;

f) employee, contractor and any other user’s responsibilities not to compromife the
organization, e.g. through defamation, harassment, impersonation, forwarding off chain
letters, unauthorized purchasing, etc.;

g) use of cryptographic techniques e.g» to protect the confidentiality, integrity and
authenticity of information (see Clausg, 12.3);

h) retention and disposal guidelinesfor all business correspondence, including messages, in
accordance with relevant national and local legislation and regulations;

i) not leaving sensitive or. eritical information on printing facilities, e.g. copiers, pfinters,
and facsimile machinesfas these may be accessed by unauthorized personnel;

j) controls and restrictions associated with the forwarding of communication faciliti¢s, e.g.
automatic forwarding of electronic mail to external mail addresses;

k) reminding (personnel that they should take appropriate precautions, e.g. not to |reveal
sensitive information to avoid being overheard or intercepted when making a phone call
by:

1) ypeople in their immediate vicinity particularly when using mobile phones;

2) wiretapping, and other forms of eavesdropping through physical access to the|phone
handset or the phone line, or using scanning receivers;

3) people at the recipient’s end;

D not ]aning messages r‘r\nfm'ning sensitive information on nnq\xmring machines since these
may be replayed by unauthorized persons, stored on communal systems or stored
incorrectly as a result of misdialling;

m) reminding personnel about the problems of using facsimile machines, namely:

1) unauthorized access to built-in message stores to retrieve messages;

2) deliberate or accidental programming of machines to send messages to specific

numbers;

3) sending documents and messages to the wrong number either by misdialling or using

the wrong stored number;
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n) reminding personnel not to register demographic data, such as the e-mail address or other
personal information, in any software to avoid collection for unauthorized use;

0) reminding personnel that modern facsimile machines and photocopiers have page caches
and store pages in case of a paper or transmission fault, which will be printed once the
fault is cleared.

In addition, personnel should be reminded that they should not have confidential conversations in
public places or open offices and meeting places with non-sound proofed-walls.

Information exchange facilities should comply with any relevant legal requirements (see clause 15).

Other

Information

Information exchange may occur through the use of a number of different types of communication
facilitjes, including electronic mail, voice, facsimile, and video.

Softwpre exchange may occur through a number of different mediums, including downloading from

the In

ernet and acquired from vendors selling off-the-shelf products.

The business, legal, and security implications associated with electronic data intetchange, electronic
commnierce, and electronic communications and the requirements for controls should be considered.

Inforrhation could be compromised due to lack of awareness, policy pt\procedures on the use of
information exchange facilities, e.g. being overheard on a mobile phong in a public place, misdirection

of an

electronic mail message, answering machines being overhedrd) unauthorised access to dial-in

voice{mail systems or accidentally sending facsimiles to the wrong facsimile equipment.

Busin
facilit

pss operations could be disrupted and information could be compromised if communications
es fail, are overloaded or interrupted (see 10.3>and clause 14). Information could be

compromised if accessed by unauthorized users (see clauise 11).

10.8.2 Exchange agreements

Contrpl

Agregments should be established for-the exchange of information and software between the

organ

Imple

zation and external parties.

mentation guidance

Exchgnge agreements should-consider the following security conditions:

a) management-responsibilities for controlling and notifying transmission, dispatch, and
receipt;

b) procedures for notifying sender of transmission, dispatch, and receipt;
c) procedures to ensure traceability and non-repudiation;

d) » minimum technical standards for packaging and transmission;

€) escrow agreements;
f) courier identification standards;

g) responsibilities and liabilities in the event of information security incidents, such as loss
of data;

h) use of an agreed labelling system for sensitive or critical information, ensuring that the
meaning of the labels is immediately understood and that the information is appropriately
protected;
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i) ownership and responsibilities for data protection, copyright, software license compliance
and similar considerations (see 15.1.2 and 15.1.4);

j) technical standards for recording and reading information and software;

k) any special controls that may be required to protect sensitive items, such as cryptographic
keys (see 12.3).

Policies, procedures, and standards should be established and maintained to protect information and
physical media in transit (see also 10.8.3), and should be referenced in such exchange agreements.

The security content of any agreement should reflect the sensitivity of the business information
involved.

Other Information
Agreements may be electronic or manual, and may take the form of formal contracts‘er ‘conditjons of
employment. For sensitive information, the specific mechanisms used for the'\exchange off such
information should be consistent for all organizations and types of agreements.

10.8.3 Physical media in transit

Control
Media containing information should be protected against unauthorized access, misuse or corfuption
during transportation beyond an organization’s physical boundari€s.

Implementation guidance
The following guidelines should be considered to ptotect information media being trangported
between sites:

a) reliable transport or couriers should\be used;
b) alist of authorized couriers should be agreed with management;
c) procedures to check the identification of couriers should be developed;

d) packaging should be sufficient to protect the contents from any physical damage likely to
arise during transit\and in accordance with any manufacturers’ specifications (g.g. for
software), for example protecting against any environmental factors that may redyce the
media’s restoration effectiveness such as exposure to heat, moisture or electromagnetic
fields;

e) controls:-should be adopted, where necessary, to protect sensitive information] from
unauthorized disclosure or modification; examples include:

1)V use of locked containers;
2) delivery by hand,

3) tamper-evident packaging (which reveals any attempt to gain access);

4) in exceptional cases, splitting of the consignment into more than one delivefy and
dispatch by different routes.

Other Information
Information can be vulnerable to unauthorized access, misuse or corruption during physical transport,
for instance when sending media via the postal service or via courier.
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10.8.4 Electronic messaging

Control
Information involved in electronic messaging should be appropriately protected.

Implementation guidance

Security considerations for electronic messaging should include the following:

Ot

a)
b)

protecting messages from unauthorized access, modification or denial of service;

ensuring correct addressing and transportation of the message;

<)
d)

e)

f)

her Information

general reliabitity and availability of the Service,
legal considerations, for example requirements for electronic signatures;

obtaining approval prior to using external public services such as instant messaging or file
sharing;

stronger levels of authentication controlling access from publicly accessible networks.

El
1n(
tha

14

Cqantrol

the

Im

Pdllicies and procedures should be developed and implemented to protect information associated with
interconnection of business information systems.

pctronic messaging such as email, Electronic Data Interchange (EDI), anid instant messaging play an
reasingly important role in business communications. Electroni¢cmessaging has different risks
n paper based communications.

L8.5 Business information systems

plementation guidance

Ca
n(

lude:
a)

b)

nsideration given to the security and business implications of interconnecting such facilities should

known vulnerabilities in‘the administrative and accounting systems where information |is
shared between diffetent parts of the organization;

vulnerabilities of information in business communication systems, e.g. recording phone
calls or confererice calls, confidentiality of calls, storage of facsimiles, opening mail
distribution-ef mail;

policy-and appropriate controls to manage information sharing;

exeluding categories of sensitive business information and classified documents if the
system does not provide an appropriate level of protection (see 7.2);

restricting access to diary information relating to selected individuals, e.g. persontiel
working on sensitive projects;

g)
h)

i)

categories of personnel, contractors or business partners allowed to use the system and the
locations from which it may be accessed (see 6.2 and 6.3);

restricting selected facilities to specific categories of user;

identifying the status of users, e.g. employees of the organization or contractors in
directories for the benefit of other users;

retention and back-up of information held on the system (see 10.5.1);

fallback requirements and arrangements (see 14).
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Other Information

Office information systems are opportunities for faster dissemination and sharing of business
information using a combination of: documents, computers, mobile computing, mobile
communications, mail, voice mail, voice communications in general, multimedia, postal
services/facilities and facsimile machines.

10.9 Electronic commerce services

Objective: To ensure the security of electronic commerce services, and their secure use.

The security implications associated with using electronic commerce services, including on-line
transactions _and the requirements for controls _shonld be considered. The integrity and availabjlity of

information electronically published through publicly available systems should also be considesg¢d.

10.9.1 Electronic commerce

Control
Information involved in electronic commerce passing over public networks should ‘be protectefl from
fraudulent activity, contract dispute, and unauthorized disclosure and modification.

Implementation guidance
Security considerations for electronic commerce should include the following:

a) the level of confidence each party requires in each others claimed identity, e.g. through
authentication;

b) authorization processes associated with who may set prices, issue or sign key frading
documents;

¢) ensuring that trading partners are fullyGiirformed of their authorisations;

d) determining and meeting requirements for confidentiality, integrity, proof of dispatch and
receipt of key documents, and-the non-repudiation of contracts, e.g. associatedl with
tendering and contract procgsSses;

e) the level of trust required;in the integrity of advertised price lists;
f) the confidentiality of-@ny sensitive data or information;

g) the confidentjality and integrity of any order transactions, payment information, d¢livery
address detailsyand confirmation of receipts;

h) the degree¢” of verification appropriate to check payment information supplied by a
customer;

i) selecting the most appropriate settlement form of payment to guard against fraud;

P\ the level of protection required to maintain the confidentiality and integrity of order
information;

k) avoidance of loss or duplication of transaction information;

1 leolesled bR I. | del L 1.1 s bt
1) IIAULIILY ddSSUUIAICU WILL dlly ITaUUUICIIU T AIISAULIUILS
m) insurance requirements.

Many of the above considerations can be addressed by the application of cryptographic controls (see
12.3), taking into account compliance with legal requirements (see 15.1, especially 15.1.6 for
cryptography legislation).

Electronic commerce arrangements between trading partners should be supported by a documented
agreement which commits both parties to the agreed terms of trading, including details of
authorization (see b) above). Other agreements with information service and value added network
providers may be necessary.
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Public trading systems should publicize their terms of business to customers.

Consideration should be given to the resilience to attack of the host(s) used for electronic commerce,
and the security implications of any network interconnection required for the implementation of
electronic commerce services (see 11.4.6).

Other Information
Electronic commerce is vulnerable to a number of network threats that may result in fraudulent
activity, contract dispute, and disclosure or modification of information.

FElectranic_commerce can make nse of secunre authentication methods e g lming pnhli(‘ kev
cryptdgraphy and digital signatures (see also 12.3) to reduce the risks. Also, trusted third parties can
be usqd, where such services are needed.

10.9.2 On-Line Transactions

Contrpl
Information involved in on-line transactions should be protected to prevent incomplete transmission,
mis-rguting, unauthorized message alteration, unauthorized disclosure, unanthorized message
duplidation or replay.

Implementation guidance
Securlty considerations for on-line transactions should include the following:

a) the use of electronic signatures by each of the parties involved in the transaction;
b) all aspects of the transaction, i.e. ensuring that:
1) user credentials of all parties are valid and(verified;
2) the transaction remains confidential; and
3) privacy associated with all parties Tnvolved is retained,
¢) communications path between alllinvolved parties is encrypted;
d) protocols used to communicate*between all involved parties is secured;

e) ensuring that the storage Of the transaction details are located outside of any public
accessible environmenty e.g. on a storage platform existing on the organizational Intranet,
and not retained and éxposed on a storage medium directly accessible from the Internet;

f) where a trusted-authority is used (e.g. for the purposes of issuing and maintaining digital
signatures and/or digital certificates) security is integrated and embedded throughout the
entire end-to-end certificate/signature management process.

Other|Informatien
The ektent of-the’ controls adopted will need to be commensurate with the level of the risk associated
with dachform of on-line transaction.

Transactions Ay TIeed 10 COMPpIy With taws,; Tuies, and Teguiations 1 the jurisdiction i wic the
transaction is generated from, processed via, completed at, and/or stored.

There exist many forms of transactions that can be performed in an on-line manner e.g. contractual,
financial etc.
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10.9.3 Publicly available information
Control

The integrity of information being made available on a publicly available system should be protected

to prevent unauthorized modification.

Implementation guidance
Software, data, and other information requiring a high level of integrity, being made availabl

€ ona

publicly available system, should be protected by appropriate mechanisms, e.g. digital signatures (see
12.3). The publicly accessible system should be tested against weaknesses and failures prior to

information being made available.

There should be a formal approval process before information is made publicly available. In.ad
all input provided from the outside to the system should be verified and approved.

Electronic publishing systems, especially those that permit feedback and Aditect enter
information, should be carefully controlled so that:

a) information is obtained in compliance with any data protection‘legislation (see 15.1

b) information input to, and processed by, the publishing) system will be pro
completely and accurately in a timely manner;

¢) sensitive information will be protected during collection, processing, and storage;

d) access to the publishing system does not allow“unintended access to networks to
the system is connected.

Other Information

Information on a publicly available system, eig. information on a Web server accessible Y
Internet, may need to comply with laws, rul€s; and regulations in the jurisdiction in which the
is located, where trade is taking place or where the owner(s) reside. Unauthorized modifica
published information may harm the reputation of the publishing organization.

10.10 Monitoring

dition,

ng of

4);

cessed

which

ria the
bystem
ion of

Objective: To detect unaythorized information processing activities.

Systems should be monitored and information security events should be recorded. Operator 1o
fault logging should'be used to ensure information system problems are identified.

An organizatien_should comply with all relevant legal requirements applicable to its monitori
logging activitics.

System{ monitoring should be used to check the effectiveness of controls adopted and to
conformity to an access policy model.

os and

hg and

verify

10:10.1 Audit logging

Control

Audit logs recording user activities, exceptions, and information security events should be produced

and kept for an agreed period to assist in future investigations and access control monitoring.

Implementation guidance
Audit logs should include, when relevant:

a) user IDs;

b) dates, times, and details of key events, e.g. log-on and log-off;
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c)
d)
€)
f)
g)
h)
i)

terminal identity or location if possible;

records of successful and rejected system access attempts;

records of successful and rejected data and other resource access attempts;
changes to system configuration;

use of privileges;

use of system utilities and applications;

files accessed and the kind of access;

Other

1)
k)

h

information

network addresses and protocols;
alarms raised by the access control system;

activation and de-activation of protection systems, such as anti-virus systéms  and
intrusion detection systems.

The apdit logs may contain intrusive and confidential personal data. Appropriate. privacy protection
res should be taken (see also 15.1.4). Where possible, system administrators should not have
ksion to erase or de-activate logs of their own activities (see 10.1.3).

meast
permi

10.14

Contr
Proce
result

Imple

L2 Monitoring system use

bl

Jures for monitoring use of information processing facilities should be established and the
of the monitoring activities reviewed regularly.

mentation guidance

The 14
An ol
activit

vel of monitoring required for individual facilities should be determined by a risk assessment.
ganisation should comply with all relevant'legal requirements applicable to its monitoring
ies. Areas that should be considered include:

a)

b)

authorized access, including detail such as:
1) theuser ID;

2) the date and time,of key events;

3) the types of\events;

4) the files-accessed,

5) théprogram/utilities used;
allprivileged operations, such as:

1) use of privileged accounts, e.g. supervisor, root, administrator;

2) system start-up and stop;

3) I/0O device attachment/detachment;

unauthorized access attempts, such as:

1) failed or rejected user actions;

2) failed or rejected actions involving data and other resources;

3) access policy violations and notifications for network gateways and firewalls;

4) alerts from proprietary intrusion detection systems;
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d) system alerts or failures such as:
1) console alerts or messages;
2) system log exceptions;
3) network management alarms;
4) alarms raised by the access control system;

e) changes to, or attempts to change, system security settings and controls.

How often the results of monitoring activities are reviewed should depend on the risks involved. Risk

factors that should be considered include the:

a) criticality of the application processes;
b) value, sensitivity, and criticality of the information involved,

c) past experience of system infiltration and misuse, and the frequency\ of vulnera
being exploited;

d) extent of system interconnection (particularly public networks;

e) logging facility being de-activated.

Other information
Usage monitoring procedures are necessary to ensure that(users are only performing activiti
have been explicitly authorized.

bilities

bs that

A log review involves understanding the threats faced by the system and the manner in which these

may arise. Examples of events that might requirg further investigation in case of information s
incidents are given in 13.1.1.

10.10.3 Protection of log information

Control
Logging facilities and log information should be protected against tampering and unauthorized 4

Implementation guidance
Controls should aim to (ptotect against unauthorized changes and operational problems w
logging facility includingt

a) alterations to the message types that are recorded;
b) Aoglfiles being edited or deleted;

¢)( storage capacity of the log file media being exceeded, resulting in either the fai
record events or over-writing of past recorded events.

Some audit logs may be required to be archived as part of the record retention policy or becd

pcurity

CCCSS.

th the

ure to

use of

rfequirements to collect and retain evidence (see also 13.2.3).

Other information

System logs often contain a large volume of information, much of which is extraneous to security

monitoring. To help identify significant events for security monitoring purposes, the copy

ing of

appropriate message types automatically to a second log, and/or the use of suitable system utilities or

audit tools to perform file interrogation and rationalization should be considered.

System logs need to be protected, because if the data can be modified or data in them deleted, their

existence may create a false sense of security.
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10.10.4 Administrator and operator logs

Control
System administrator and system operator activities should be logged.

Imple

mentation guidance

Logs should include:

Systefn administrator and operator logs should be reviewed on a regular basis.

Other

a) the time at which an event (success or failure) occurred;

b) information about the event (e.g. files handled) or failure (e.g. error occurred and

corrective action taken):
7

¢) which account and which administrator or operator was involved;

d) which processes were involved.

information

An 1n

can bg

10.14.5 Fault logging

Contrpl

Faulty should be logged, analysed, and appropriate action taken.

Imple

mentation guidance

Faults

comnjunications systems should be logged. There should be clear rules for
including:

It sho
Other

that the action taken is fully authorized.

information

Loggil

by cd
detern

10.14 6 Clockssynchronization

Contrpl
ocks_of all relevant information processing systems within an organization or security domain

The ¢

should b&synchronized with an agreed accurate time source.

frusion detection system managed outside of the control of system and network administrators
used to monitor system and network administration activities for compliance.

reported by users or by system programs related to~problems with information processing or

a) review of fault logs to ensure that faults have been satisfactorily resolved;

b) review of corrective measuresito ensure that controls have not been compromised, and

h1d be ensured that error logging is enabled, if this system function is available.

hg of errors and faults\can impact the performance of a system. Such logging should be enabled
mpetent personnely-and the level of logging required for individual systems should be
hined by a risk assessment, taking performance degradation into account.

handling reported faults

Implementation guidance

Where a computer or communications device has the capability to operate a real-time clock, this clock
should be set to an agreed standard, e.g. Coordinated Universal Time (UTC) or local standard time. As
some clocks are known to drift with time, there should be a procedure that checks for and corrects any
significant variation.

The correct interpretation of the date/time format is important to ensure that the timestamp reflects the
real date/time. Local specifics (e.g. daylight savings) should be taken into account.
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Other information

The correct setting of computer clocks is important to ensure the accuracy of audit logs, which may be
required for investigations or as evidence in legal or disciplinary cases. Inaccurate audit logs may
hinder such investigations and damage the credibility of such evidence. A clock linked to a radio time
broadcast from a national atomic clock can be used as the master clock for logging systems. A
network time protocol can be used to keep all of the servers in synchronisation with the master clock.
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11 Access control

11.1 Business requirement for access control

Objective: To control access to information.

Access to information, information processing facilities, and business processes should be controlled
on the basis of business and security requirements.

Access control rules should take account of policies for information dissemination and authorization.

11.1.§ Access control policy

Contrpl
An ag¢cess control policy should be established, documented, and reviewed based on business and
securI: requirements for access.

Implgmentation guidance

Accegs control rules and rights for each user or group of users should be clearly, stafed in an access
contrgl policy. Access controls are both logical and physical (see also section 9)\and these should be
considlered together. Users and service providers should be given a clear statement of the business
requifements to be met by access controls.

The pplicy should take account of the following:

a) security requirements of individual business applications;

b) identification of all information related to the, business applications and the risks the
information is facing;

c) policies for information dissemination,and* authorization, e.g. the need to know principle
and security levels and classification ofiinformation (see 7.2);

d) consistency between the access control and information classification policies of different
systems and networks;

e) relevant legislation and any contractual obligations regarding protection of access to data
or services (see 15.1);

f) standard user access profiles for common job roles in the organization;

g) management ,of Jaccess rights in a distributed and networked environment which
recognizesalltypes of connections available;

h) segregation of access control roles, e.g. access request, access authorization, access
admifustration;

i) requirements for formal authorization of access requests (see 11.2.1);

7))\ requirements for periodic review of access controls (see 11.2.4);

K) removal of access rights (sec 8.3.3).

Other information
Care should be taken when specifying access control rules to consider:

a) differentiating between rules that must always be enforced and guidelines that are
optional or conditional;
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establishing rules based on the premise “Everything is generally forbidden unless
expressly permitted” rather than the weaker rule “Everything is generally permitted unless
expressly forbidden”;

changes in information labels (see 7.2) that are initiated automatically by information
processing facilities and those initiated at the discretion of a user;

changes in user permissions that are initiated automatically by the information system and
those initiated by an administrator;

rules, which require specific approval before enactment, and those which do not.

systems.

Objective: To ensure authorized user access and to prevent unauthorized acegss’ to inforfnation

Formal procedures should be in place to control the allocation of access rights'to information systems
and services.

The procedures should cover all stages in the life-cycle of user access; from the initial registrafion of
new users to the final de-registration of users who no longer require access to information systeis and
services. Special attention should be given, where appropriates to-the need to control the allocalrion of
privileged access rights, which allow users to override system controls.

Control

11.2.1 User registration

Implementation guidance

There should be a formal user registration and*de-registration procedure in place for granting and
revoking access to all information systems and-services.

The access control procedure for userregistration and de-registration should include:

a) using unique user, [Ds to enable users to be linked to and held responsible for their
actions; the uselof group IDs should only be permitted where they are necessgry for
business or operational reasons, and should be approved and documented;

b) checking~that the user has authorization from the system owner for the use [of the
information system or service; separate approval for access rights from managemept may
als6-be appropriate;

c) <checking that the level of access granted is appropriate to the business purpose (se¢ 11.1)
and is consistent with organizational security policy, e.g. it does not compromise
segregation of duties (see 10.1.3);

d) giving users a written statement of their access rights;

T) TCqUITINg USEIS 10 Sigh Statements indicating that they understand the conditions of access;

f) ensuring service providers do not provide access until authorization procedures have been
completed;

g) maintaining a formal record of all persons registered to use the service;

h) immediately removing or blocking access rights of users who have changed roles or jobs
or left the organization;

i) periodically checking for, and removing or blocking, redundant user IDs and accounts
(see 11.2.4);

j) ensuring that redundant user IDs are not issued to other users.
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Other information

Consideration should be given to establish user access roles based on business requirements that
summarize a number of access rights into typical user access profiles. Access requests and reviews
(see 11.2.4) are easier managed at the level of such roles than at the level of particular rights.

Consideration should be given to including clauses in personnel contracts and service contracts that
specify sanctions if unauthorized access is attempted by personnel or service agents (see also 6.1.5,
8.1.3 and 8.2.3).

11.2.2 Privilege management

ContrplI
The allocation and use of privileges should be restricted and controlled.

Implementation guidance

Multifuser systems that require protection against unauthorized access should have the alloeation of
privilgges controlled through a formal authorization process. The following steps. should be
considered:

a) the access privileges associated with each system product, e.g. operating system, database
management system and each application, and the users toCwhich they need to be
allocated should be identified;

b) privileges should be allocated to users on a need-to-use-basis and on an event-by-event
basis in line with the access control policy (11.1.1){i.e! the minimum requirement for
their functional role only when needed;

c) an authorization process and a record of all privileges allocated should be maintained.
Privileges should not be granted until the autherization process is complete;

d) the development and use of system routines should be promoted to avoid the need to grant
privileges to users;

e) the development and use of programs which avoid the need to run with privileges should
be promoted;

f) privileges should be assignedto a different user ID from those used for normal business
use.

Other|information

Inappfopriate use of system(@dministration privileges (any feature or facility of an information system
that epables the user to override system or application controls) can be a major contributory factor to
the faflures or breaches of systems.

11.2.3 User password management

Contrpl
The allocatien of passwords should be controlled through a formal management process.

Implementation guidance
The process should include the following requirements:

a) users should be required to sign a statement to keep personal passwords confidential and
to keep group passwords solely within the members of the group; this signed statement
could be included in the terms and conditions of employment (see 8.1.3);
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b) when users are required to maintain their own passwords they should be provided initially
with a secure temporary password (see 11.3.1), which they are forced to change
immediately;

¢) establish procedures to verify the identity of a user prior to providing a new, replacement
or temporary password,

d) temporary passwords should be given to users in a secure manner; the use of third parties
or unprotected (clear text) electronic mail messages should be avoided;

e) temporary passwords should be unique to an individual and should not be guessable;
———§H—users-should-acknowledgereceiptofpasswords——0—09 M MM

g) passwords should never be stored on computer systems in an unprotected form;

h) default vendor passwords should be altered following installation of systems ot software.

Other information
Passwords are a common means of verifying a user’s identity before access is given to an information
system or service according to the user’s authorization. Other technologies fog user identificatipn and
authentication, such as biometrics, e.g. finger-print verification, signatur¢- verification, and juse of
hardware tokens, e.g. smart cards, are available, and should be considered if appropriate.

11.2.4 Review of user access rights
Control
Management should review users’ access rights at regular jntervals using a formal process.

Implementation guidance
The review of access rights should consider the following guidelines:

a) users’ access rights should be reyiewed at regular intervals, e.g. a period of 6 montis, and
after any changes, such as promotion, demotion, or termination of employment (see
11.2.1);

b) user access rights should be reviewed and re-allocated when moving frojn one
employment to another*within the same organization;

¢) authorizations for.special privileged access rights (see 11.2.2) should be reviewed at more
frequent intefvals, e.g. at a period of 3 months;

d) privilege-allocations should be checked at regular intervals to ensure that unauthorized
priviléges have not been obtained;

e) changes to privileged accounts should be logged for periodic review.

Other infermation
It is necegsary to regularly review users’ access rights to maintain effective control over access fo data
andiinformation services.

—tt:3—Yserrespomsibilities

Objective: To prevent unauthorized user access, and compromise or theft of information and
information processing facilities.

The co-operation of authorized users is essential for effective security.

Users should be made aware of their responsibilities for maintaining effective access controls,
particularly regarding the use of passwords and the security of user equipment.

A clear desk and clear screen policy should be implemented to reduce the risk of unauthorized access
or damage to papers, media, and information processing facilities.
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11.3.1 Password use

Control
Users should be required to follow good security practices in the selection and use of passwords.

Implementation guidance
All users should be advised to:

a) keep passwords confidential;

b) avoid keeping a record (e.g. paper, software file or hand-held device) of passwords, unless
this can be stored securely and the method of storing has been approved;

c) change passwords whenever there is any indication of possible system or password
compromise;

d) select quality passwords with sufficient minimum length which are:
1) easy to remember;

2) not based on anything somebody else could easily guess or obtain using person
related information, e.g. names, telephone numbers, and dates of bifth etc.;

3) not vulnerable to dictionary attacks (i.e. do not consist-0f words included in
dictionaries);

4) free of consecutive identical, all-numeric or all-alphabegtic characters;

e) change passwords at regular intervals or based on thé.number of accesses (passwords for
privileged accounts should be changed more frequently than normal passwords), and
avoid re-using or cycling old passwords;

f) change temporary passwords at the first log-om;

g) not include passwords in any automated log-on process, e.g. stored in a macro or function
key;
h) not share individual user passwords;

i) not use the same password fOr,business and non-business purposes.

If usefs need to access multiple services, systems or platforms, and are required to maintain multiple
separgte passwords, they should be advised that they may use a single, quality password (see d)
above]) for all services where\the user is assured that a reasonable level of protection has been
establjshed for the storage of the password within each service, system or platform.

Other|information
Management of thelhelp desk system dealing with lost or forgotten passwords needs special care as
this may also be-a\fneans of attack to the password system.

11.3.2 Unattended user equipment

Contrpl
Users should ensure that unattended equipment has appropriate protection.

Implementation guidance

All users should be made aware of the security requirements and procedures for protecting unattended
equipment, as well as their responsibilities for implementing such protection. Users should be advised
to:

a) terminate active sessions when finished, unless they can be secured by an appropriate
locking mechanism, e.g. a password protected screen saver;

b) log-off mainframe computers, servers, and office PCs when the session is finished (i.e.
not just switch off the PC screen or terminal);
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¢) secure PCs or terminals from unauthorized use by a key lock or an equivalent control, e.g.
password access, when not in use (see also 11.3.3).

Other information
Equipment installed in user areas, e.g. workstations or file servers, may require specific protection
from unauthorized access when left unattended for an extended period.

11.3.3 Clear desk and clear screen policy

Control
A clear desk policy for papers and removable storage media and a clear screen policy for information
processing facilities should be adopted

Implementation guidance
The clear desk and clear screen policy should take into account the information classifications (see
7.2), legal and contractual requirements (see 15.1), and the corresponding risks and cultural aspgcts of
the organization. The following guidelines should be considered:

a) sensitive or critical business information, e.g. on paper or on eléctronic storage media,
should be locked away (ideally in a safe or cabinet or other™orms of security furpiture)
when not required, especially when the office is vacated;

b) computers and terminals should be left logged off or protected with a screen and keyboard
locking mechanism controlled by a password,/token or similar user authentjcation
mechanism when unattended and should be protected by key locks, passwords or other
controls when not in use;

c) incoming and outgoing mail points ahd’ unattended facsimile machines shoyld be
protected;

d) unauthorised use of photocopiersiiand other reproduction technology (e.g., scqnners,
digital cameras) should be prevented;

e) documents containing sensitive or classified information should be removed from printers
immediately.

Other information
A clear desk/clear screen pelicy reduces the risks of unauthorized access, loss of, and damlage to
information during and eutside normal working hours. Safes or other forms of secure gtorage
facilities might also protect information stored therein against disasters such as a fire, earthquake,
flood or explosion.

Consider the use of printers with pin code function, so the originators are the only ones who dan get
their print outsy/and only when standing next to the printer.

11.4> Network access control

Objective: To prevent unauthorized access to networked services.

Access to both internal and external networked services should be controlled.

User access to networks and network services should not compromise the security of the network

services by ensuring:

a) appropriate interfaces are in place between the organization’s network and networks owned by
other organizations, and public networks;

b) appropriate authentication mechanisms are applied for users and equipment;

c¢) control of user access to information services in enforced.
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11.4.1 Policy on use of network services

Control
Users should only be provided with access to the services that they have been specifically authorized
to use.

Implementation guidance
A policy should be formulated concerning the use of networks and network services. This policy
should cover:

a) the networks and network services which are allowed to be accessed;

b) authorization procedures for determining who is allowed to access which networks and
networked services;

¢) management controls and procedures to protect access to network connections”and
network services;

d) the means used to access networks and network services (e.g. the conditions, for allowing
dial-up access to an Internet service provider or remote system).

The pplicy on the use of network services should be consistent with the business.access control policy
(see 1]1.1).

Otherlinformation

Unauthorized and insecure connections to network services can affect the whole organization. This
contrdl is particularly important for network connections to sensitive or critical business applications
or to [users in high-risk locations, e.g. public or external areas‘that are outside the organization’s
security management and control.

11.4.2 User authentication for external connections

Contrpl
Apprdpriate authentication methods should be used to control access by remote users.

Implementation guidance

Authdntication of remote users can be achieved using, for example, a cryptographic based technique,
hardwjare tokens, or a challenge/respense protocol. Possible implementations of such techniques can
be foynd in various virtual private network (VPN) solutions. Dedicated private lines can also be used
to propide assurance of the sourcé of connections.

Dial-Hack procedures and-controls, e.g. using dial-back modems, can provide protection against
unauthorized and unwanted connections to an organization’s information processing facilities. This
type df control authenticates users trying to establish a connection to an organization’s network from
remotg locations. \When using this control, an organization should not use network services, which
include call <forwarding, or, if they do, they should disable the use of such features to avoid
weakiesses\associated with call forwarding. The call back process should ensure that an actual
discornn@etion on the organization’s side occurs. Otherwise, the remote user could hold the line open
pretending that the call back verification has occurred. Call back procedures and controls shoutd be
thoroughly tested for this possibility.
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Node authentication can serve as an alternative means of authenticating groups of remote users where
they are connected to a secure, shared computer facility. Cryptographic techniques, e.g. based on
machine certificates, can be used for node authentication. This is part of several VPN based solutions.

Additional authentication controls should be implemented to control access to wireless networks. In
particular, special care is needed in the selection of controls for wireless networks due to the greater
opportunities for undetected interception and insertion of network traffic.

Other information
External connections provide a potential for unauthorized access to business information, e.g. access

by—drat-up—methods—Fhere—are—differenttypes—ofauthentteatronrmethod;—some—of—theseprovide a
greater level of protection than others, e.g. methods based on the use of cryptographic techniqijes can
provide strong authentication. It is important to determine from a risk assessment-the” Igvel of
protection required. This is needed for the appropriate selection of an authentication method.

A facility for automatic connection to a remote computer could provide a way of’‘gaining unautiorized
access to a business application. This is especially important if the connectien uses a network [that is
outside the control of the organization’s security management.

11.4.3 Equipment identification in networks

Control
Automatic equipment identification should be considered as adneans to authenticate connections from
specific locations and equipment.

Implementation guidance
Equipment identification can be used if it is important that the communication can only be initiated
from a specific location or equipment. An identifier in or attached to, the equipment can be ysed to
indicate whether this equipment is permittedito connect to the network. These identifiers ghould
clearly indicate to which network the equipfent is permitted to connect, if more than one network
exists and particularly if these networkscare of differing sensitivity. It may be necessary to cansider
physical protection of the equipment-to maintain the security of the equipment identifier.

Other information
This control can be complemented with other techniques to authenticate the equipment’s usg¢r (see
11.4.2). Equipment identification can be applied additionally to user authentication.

11.4.4 Remote diagnostic and configuration port protection

Control
Physical anddogical access to diagnostic and configuration ports should be controlled.

Implementation guidance
Potenttal controls for the access to diagnostic and configuration ports include the use of a key lock and
supporting procedures to control physical access to the port. An example for such a supporting
procedure is to ensure that diagnostic and configuration ports are only accessible by arrangement

between the manager of the computer service and the hardware/software support personnel requiring
access.

Ports, services, and similar facilities installed on a computer or network facility, which are not
specifically required for business functionality, should be disabled or removed.

Other information

Many computer systems, network systems, and communication systems are installed with a remote
diagnostic or configuration facility for use by maintenance engineers. If unprotected, these diagnostic
ports provide a means of unauthorized access.
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11.4.5 Segregation in networks

Control
Groups of information services, users, and information systems should be segregated on networks.

Implementation guidance

One method of controlling the security of large networks is to divide them into separate logical
network domains, e.g. an organization’s internal network domains and external network domains,
each protected by a defined security perimeter. A graduated set of controls can be applied in different
logical network domains to further segregate the network security environments, e.g. publicly
accessible systems, internal networks, and critical assets. The domains should be defined based on a
risk a§sessment and the different security requirements within each of the domains.

Such [a network perimeter can be implemented by installing a secure gateway between the) ‘two
networks to be interconnected to control access and information flow between the two domaiiis: This
gatewpy should be configured to filter traffic between these domains (see 11.4.6 and 1}4.7) and to
block funauthorized access in accordance with the organization’s access control policy(see 11.1). An
example of this type of gateway is what is commonly referred to as a firewall. Afiother method of
segregating separate logical domains is to restrict network access by using virtual.private networks for
user groups within the organization.

Netwgrks can also be segregated using the network device functionality,‘e.g. IP switching. Separate
domains can then be implemented by controlling the network data flgws using the routing/switching
capabllities, such as access control lists.

The cftiteria for segregation of networks into domains should be based on the access control policy and
accesg requirements (see 10.1), and also take account of therelative cost and performance impact of
incorporating suitable network routing or gateway technology (see 11.4.6 and 11.4.7).

In addition, segregation of networks should be based on the value and classification of information
stored or processed in the network, levels of trust, or lines of business, in order to reduce the total
impact of a service disruption.

Consiferation should be given to the segregation of wireless networks from internal and private
networks. As the perimeters of wirgless networks are not well defined, a risk assessment should be
carriedl out in such cases to identify* controls (e.g. strong authentication, cryptographic methods, and
frequgncy selection) to maintain network segregation.

Other|information

Netwgrks are increasingly being extended beyond traditional organizational boundaries, as business
partndrships are formed that may require the interconnection or sharing of information processing and
networking facilitics. Such extensions might increase the risk of unauthorized access to existing
information systéms that use the network, some of which may require protection from other network
users pecauseof their sensitivity or criticality.

11.4.

Control

For shared networks, especially those extending across the organization’s boundaries, the capability of
users to connect to the network should be restricted, in line with the access control policy and
requirements of the business applications (see 11.1).

7ot

Implementation guidance
The network access rights of users should be maintained and updated as required by the access control
policy (see 11.1.1).
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The connection capability of users can be restricted through network gateways that filter traffic by
means of pre-defined tables or rules. Examples of applications to which restrictions should be applied

arc:

a) messaging, e.g. electronic mail;
b) file transfer;

c) interactive access;

d) application access.

Other information
The incorporation of controls to restrict the connection capability of the users may be-required

11.4.7 Network routing control
Control

information flows do not breach the access control policy of the business applications.

Implementation guidance
Routing controls should be based on positive source and destination address checking mechanis

Security gateways can be used to validate source and ‘destination addresses at internal and e
network control points if proxy and/or network -address translation technologies are emp
Implementers should be aware of the strength atid*shortcomings of any mechanisms deploye

Other information

Shared networks, especially those extending across organizational boundaries, may require add
routing controls. This particularly applies where networks are shared with third party
organization) users.

11.5 Operating system access control

requirements for network routing control should'be based on the access control policy (see 11.1}).

by the

access control policy for shared networks, especially those extending across organizational boundaries.

Routing controls should be implemented for networks to ensure that\computer connectiops and

ns.

kternal
loyed.
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Objective: To preventunauthorized access to operating systems.

Security facilities should be used to restrict access to operating systems to authorized user
facilities should be capable of the following:

a) authenticating authorized users, in accordance with a defined access control policy;

b). \recording successful and failed system authentication attempts;

S. The

¢) recording the use of special system privileges;

d) issuing alarms when system security policies are breached;

e) providing appropriate means for authentication;

f) where appropriate, restricting the connection time of users.

11.5.1 Secure log-on procedures

Control
Access to operating systems should be controlled by a secure log-on procedure.
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Implementation guidance

The procedure for logging into an operating system should be designed to minimize the opportunity

for un
about

authorized access. The log-on procedure should therefore disclose the minimum of information
the system, in order to avoid providing an unauthorized user with any unnecessary assistance. A

good log-on procedure should:

a) not display system or application identifiers until the log-on process has been successfully
completed;

b) display a general notice warning that the computer should only be accessed by authorized
users;

Other

c) not provide help messages during the log-on procedure that would aid an unauthorized
user;

d) validate the log-on information only on completion of all input data. If an error.Condition
arises, the system should not indicate which part of the data is correct or incozrect;

e) limit the number of unsuccessful log-on attempts allowed, e.g. to three attempts, and
consider:

1) recording unsuccessful and successful attempts;

2) forcing a time delay before further log-on attempts are ‘allowed or rejecting any
further attempts without specific authorization;

3) disconnecting data link connections;

4) sending an alarm message to the system consdle. if the maximum number of log-on
attempts is reached;

5) setting the number of password retries incgonjunction with the minimum length of the
password and the value of the system being protected;

f) limit the maximum and minimum time-allowed for the log-on procedure. If exceeded, the
system should terminate the log-onj

g) display the following information on completion of a successful log-on:
1) date and time of the previous successful log-on;
2) details of any unguceessful log-on attempts since the last successful log-on;

h) not display the password being entered or consider hiding the password characters by
symbols;

i) not transmit;passwords in clear text over a network.

information

If pag

captutled By 'a network ‘sniffer’ program on the network.

swordssare transmitted in clear text during the log-on session over a network, they may be

11.5.2 User identification and authentication

Control
All users should have a unique identifier (user ID) for their personal use only, and a suitable
authentication technique should be chosen to substantiate the claimed identity of a user.

Implementation guidance

This control should be applied for all types of users (including technical support personnel, operators,
network administrators, system programmers, and database administrators).
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User IDs should be used to trace activities to the responsible individual. Regular user activities should
not be performed from privileged accounts.

In exceptional circumstances, where there is a clear business benefit, the use of a shared user ID for a
group of users or a specific job can be used. Approval by management should be documented for such
cases. Additional controls may be required to maintain accountability.

Generic IDs for use by an individual should only be allowed either where the functions accessible or
actions carried out by the ID do not need to be traced (e.g. read only access), or where there are other
controls in place (e.g. password for a generic ID only issued to one staff at a time and logging such

2 s )
TISTAICTT

Where strong authentication and identity verification is required, authentication methods-alterndtive to
passwords, such as cryptographic means, smart cards, tokens or biometric means, should be used.

Other information
Passwords (see also 11.3.1 and 11.5.3) are a very common way to previde identificatign and
authentication based on a secret that only the user knows. The same €an“also be achievefl with
cryptographic means and authentication protocols. The strength~of user identification and
authentication should be suitable to the sensitivity of the informationo be accessed.

Objects such as memory tokens or smart cards that users possess’can also be used for identifjcation
and authentication. Biometric authentication technologies~that use the unique characteristics or
attributes of an individual can also be used to authenticate the person’s identity. A combination of
technologies and mechanisms securely linked will resultin stronger authentication.

11.5.3 Password management system

Control
Systems for managing passwords should beiinteractive and should ensure quality passwords.

Implementation guidance
A password management system should:

a) enforce the use of individual user IDs and passwords to maintain accountability;

b) allow users-'to’ select and change their own passwords and include a confirmation
procedure, to“allow for input errors;

c) enforcea choice of quality passwords (see 11.3.1);

d) enforce password changes (see 11.3.1);

e)/~force users to change temporary passwords at the first log-on (see 11.2.3);
f) maintain a record of previous user passwords and prevent re-use;

g) not display passwords on the screen when being entered;

h) store password files separately from application system data;

1) store and transmit passwords in protected (e.g. encrypted or hashed) form.

Other information
Passwords are one of the principal means of validating a user’s authority to access a computer service.

Some applications require user passwords to be assigned by an independent authority; in such cases,
points b), d) and e) of the above guidance do not apply. In most cases the passwords are selected and
maintained by users. See section 11.3.1 for guidance on the use of passwords.
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11.5.4 Use of system utilities

Control
The use of utility programs that might be capable of overriding system and application controls should
be restricted and tightly controlled.

Implementation guidance
The following guidelines for the use of system utilities should be considered:

a) use of identification, authentication, and authorization procedures for system utilities;

b) Qr—\grpga‘rinn of system utilities from npp]inn‘rinnq softw are;

c) limitation of the use of system utilities to the minimum practical number of trusted;
authorized users (see also 11.2.2);

d) authorization for ad hoc use of systems utilities;

e) limitation of the availability of system utilities, e.g. for the duration ofjan authorized
change;

f) logging of all use of system utilities;
g) defining and documenting of authorization levels for system utilities;
h) removal or disabling of all unnecessary software based utilities 'and system software;

1) not making system utilities available to users who have{agcess to applications on systems
where segregation of duties is required.

Other|information
Most [computer installations have one or more system “utility programs that might be capable of
overriding system and application controls.

11.5.% Session time-out

Contrpl
Inactiye sessions should shut down after(a defined period of inactivity.

Implementation guidance

A timg-out facility should clear-the session screen and also, possibly later, close both application and
network sessions after a defined period of inactivity. The time-out delay should reflect the security
risks ¢f the area, the classification of the information being handled and the applications being used,
and thle risks related to the'users of the equipment.

A limlt'ted form of>time-out facility can be provided for some systems, which clears the screen and
prevents unauthorized access but does not close down the application or network sessions.

Other|information

This ¢ontrol is particularly important in high risk locations, which include public or external areas
outside the organization's security management. The sessions should be shut down to prevent access
by unauthorized persons and denial of service attacks.

11.5.6 Limitation of connection time

Control
Restrictions on connection times should be used to provide additional security for high-risk
applications.
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Implementation guidance

Connection time controls should be considered for sensitive computer applications, especially from
high risk locations, e.g. public or external areas that are outside the organization’s security

management. Examples of such restrictions include:

a) using predetermined time slots, e.g. for batch file transmissions, or regular interactive

sessions of short duration;

b) restricting connection times to normal office hours if there is no requirement for overtime

or extended-hours operation;

) catio alc

concdarimnaora—authants ot £ d ot
S—CoftStaciig e attmentcatonattHReahtervars:

Other information

Limiting the period during which connections to computer services are allowed reduces the-win
opportunity for unauthorized access. Limiting the duration of active sessions prevents user
holding sessions open to prevent re-authenticating.

11.6 Application and information access control

How of
5 from

Objective: To prevent unauthorized access to information held in application systems.
Security facilities should be used to restrict access to and within application systems.

Logical access to application software and information should’be restricted to authorized
Application systems should:

a) control user access to information and application system functions, in accordance with a
access control policy;

b) provide protection from unauthorized accesSvby any utility, operating system softwar
malicious software that is capable of overriding or bypassing system or application controls|

¢) not compromise other systems with which information resources are shared.

users.

efined

e, and

11.6.1 Information access restriction

Control
Access to information and application system functions by users and support personnel sho
restricted in accordance with the defined access control policy.

Implementation guidance
Restrictions to aecess should be based on individual business application requirements. The
control policy-sheuld also be consistent with the organizational access policy (see section 11.1).

uld be

ACCESS

Applying \the following guidelines should be considered in order to support access restriction

requirements:

a) providing menus to control access to application system functions;

b) controlling the access rights of users, e.g. read, write, delete, and execute;

c) controlling access rights of other applications;

d)

ensuring that outputs from application systems handling sensitive information contain
only the information relevant to the use of the output and are sent only to authorized
terminals and locations; this should include periodic reviews of such outputs to ensure
that redundant information is removed.
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11.6.2 Sensitive system isolation
Control
Sensitive systems should have a dedicated (isolated) computing environment.

Implementation guidance
The following points should be considered for sensitive system isolation:

a) the sensitivity of an application system should be explicitly identified and documented by
the application owner (see 7.1.2);

b) when a sensitive application is to run in a shared environment, the application systems
With which Tt witt Share Tesources and e corresponding TiskS snoutd be idemtificd angt
accepted by the owner of the sensitive application.

Otherlinformation
Some|application systems are sufficiently sensitive to potential loss that they require specialthandling.
The s¢nsitivity may indicate that the application system:

a) should run on a dedicated computer; or
b) should only share resources with trusted applications systems.

Isolatjon could be achieved using physical or logical methods (see also 11.4.5):

11.7 | Mobile computing and teleworking

Objective: To ensure information security when using mobile computing and teleworking facilities.

The pfotection required should be commensurate with the risksthese specific ways of working cause.
When| using mobile computing the risks of working sini"an unprotected environment should be
considered and appropriate protection applied. In the\case of teleworking the organization should
apply [protection to the teleworking site and ensure thdt suitable arrangements are in place for this way
of wotking.

11.7.] Mobile computing and commumnications

Contrpl
A formal policy should be in place,\and appropriate security measures should be adopted to protect
againgt the risks of using mobile Comiputing and communication facilities.

Implementation guidance

When| using mobile compufing and communicating facilities, e.g. notebooks, palmtops, laptops, smart
cards,| and mobile pheries, special care should be taken to ensure that business information is not
compfomised. TheJmobile computing policy should take into account the risks of working with
mobilg computing@quipment in unprotected environments.

The mobileseomputing policy should include the requirements for physical protection, access controls,
cryptqgraphic techniques, back-ups, and virus protection. This policy should also include rules and

adviceon rnnnpnfing mobile facilities to networks and gnidsmr‘r-\ on the use of these facilities in pnhlir‘

places.

Care should be taken when using mobile computing facilities in public places, meeting rooms and
other unprotected areas outside of the organization’s premises. Protection should be in place to avoid
the unauthorized access to or disclosure of the information stored and processed by these facilities, e.g.
using cryptographic techniques (see 12.3).

Users of mobile computing facilities in public places should take care to avoid the risk of overlooking
by unauthorized persons. Procedures against malicious software should be in place and be kept up to
date (see 10.4).
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Back-ups of critical business information should be taken regularly. Equipment should be available to
enable the quick and easy back-up of information. These back-ups should be given adequate
protection against, e.g., theft or loss of information.

Suitable protection should be given to the use of mobile facilities connected to networks. Remote
access to business information across public network using mobile computing facilities should only
take place after successful identification and authentication, and with suitable access control
mechanisms in place (see 11.4).

Mobile computlng facilities should also be physwally protected agamst theft espemally when left, for

unattended and, where possible, should be physically locked away, or special locks(should be ysed to
secure the equipment (see 9.2.5).

Training should be arranged for personnel using mobile computing to raise-their awareness jon the
additional risks resulting from this way of working and the controls that shetld be implemented

Other information
Mobile network wireless connections are similar to other typés of network connection, buf have
important differences that should be considered when identifying controls. Typical differences|are

a) some wireless security protocols are immatute' and have known weaknesses;

b) information stored on mobile computers fmay not be backed-up because of limited petwork
bandwidth and/or because mobile equipfient may not be connected at the times when pack-ups
are scheduled.

11.7.2 Teleworking

Control
A policy, operational plans and.procedures should be developed and implemented for telewjorking
activities.

Implementation guidance
Organizations should)only authorize teleworking activities if they are satisfied that appropriate
security arrangements and controls are in place, and that these comply with the organization’s s¢curity
policy.

Suitable-protection of the teleworking site should be in place against, e.g., the theft of equipmgnt and
information, the unauthorized disclosure of information, unauthorized remote access fo the
organization’s internal systems or misuse of facilities. Teleworking activities should b¢th be
authorized and controlled by management, and it should be ensured that suitable arrangements| are in
plaec fUl lhib wdy Uf WUlkillg.

The following matters should be considered:
a) the existing physical security of the teleworking site, taking into account the physical
security of the building and the local environment;
b) the proposed physical teleworking environment;

¢) the communications security requirements, taking into account the need for remote access
to the organization’s internal systems, the sensitivity of the information that will be
accessed and pass over the communication link and the sensitivity of the internal system;
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The g

Other

d)

)

a)

b)

the threat of unauthorized access to information or resources from other persons using the
accommodation, e.g. family and friends;

the use of home networks and requirements or restrictions on the configuration of wireless
network services;

policies and procedures to prevent disputes concerning rights to intellectual property
developed on privately owned equipment;

access to privately owned equipment (to check the security of the machine or during an
investigation), which may be prevented by legislation;

licensing for client software on workstations owned privately by employees, contractefs
or third party users;

anti-virus protection and firewall requirements.

hidelines and arrangements to be considered should include:

the provision of suitable equipment and storage furniture for the teleworking activities,
where the use of privately owned equipment that is not under ‘the control of the
organization is not allowed,

a definition of the work permitted, the hours of work, the classification of information that
may be held and the internal systems and services that£he teleworker is authorized to
access;

the provision of suitable communication equipment, including methods for securing
remote access;

physical security;

rules and guidance on family and visitor access to equipment and information;
the provision of hardware and software support and maintenance;

the provision of insurance;

the procedures for back-up and business continuity;

audit and security monitoring;

revocation of authority and access rights, and the return of equipment when the
teleworking activities are terminated.

information

Telew

orking uses._communications technology to enable personnel to work remotely from a fixed

locatign outside of their organization.
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12  Information systems acquisition, development and maintenance

12.1 Security requirements of information systems

Objective: To ensure that security is an integral part of information systems.

Information systems include operating systems, infrastructure, business applications, off-the-shelf
products, services, and user-developed applications. The design and implementation of the
information system supporting the business process can be crucial for security. Security requirements
should be identified and agreed prior to the development and/or implementation of information
systems.

All security requirements should be identified at the requirements phase of a project andustified,
agreed, and documented as part of the overall business case for an information system.

12.1.1 Security requirements analysis and specification

Control
Statements of business requirements for new information systems, or,enhancements to ekisting
information systems should specify the requirements for security controls.

Implementation guidance
Specifications for the requirements for controls should consider the automated controls|to be
incorporated in the information system, and the need fof{supporting manual controls. $imilar
considerations should be applied when evaluating softwarevpackages, developed or purchased, for
business applications.

Security requirements and controls should reflect th&’business value of the information assets inyolved
(see also 7.2), and the potential business damage, which might result from a failure or absence of
security.

System requirements for information *se¢urity and processes for implementing security shopld be
integrated in the early stages of information system projects. Controls introduced at the design stage
are significantly cheaper to aAmplement and maintain than those included during o1 after
implementation.

If products are purchased;.a formal testing and acquisition process should be followed. Contracfs with
the supplier should address the identified security requirements. Where the security functionality in a
proposed product does not satisfy the specified requirement then the risk introduced and ass@ciated
controls should-be Teconsidered prior to purchasing the product. Where additional functionglity is
supplied and ‘causes a security risk, this should be disabled or the proposed control structure shquld be
reviewed to‘détermine if advantage can be taken of the enhanced functionality available.

Othetinformation
If\considered appropriate, for example for cost reasons, management may wish to make pse of
independently evaluated and certified products. Further information about evaluation criteria [for IT

security products can be found in ISO/IEC 15408 or other evaluation or certification standards, as
appropriate.

ISO/IEC TR 13335-3 provides guidance on the use of risk management processes to identify
requirements for security controls.
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12.2 Correct processing in applications

Objective: To prevent errors, loss, unauthorized modification or misuse of information in applications.

Appropriate controls should be designed into applications, including user developed applications to
ensure correct processing. These controls should include the validation of input data, internal
processing and output data.

Additional controls may be required for systems that process, or have an impact on, sensitive, valuable
or critical information. Such controls should be determined on the basis of security requirements and
risk assessment.

78

12.2.] Input data validation

Contrpl
Data input to applications should be validated to ensure that this data is correct and appropriate:

Implementation guidance

Checls should be applied to the input of business transactions, standing data((e.g. names and
addregses, credit limits, customer reference numbers), and parameter tables (e.g. sales prices, currency
conversion rates, tax rates). The following guidelines should be considered:

a) dual input or other input checks, such as boundary checking-or limiting fields to specific
ranges of input data, to detect the following errors:

1) out-of-range values;

2) invalid characters in data fields;

3) missing or incomplete data;

4) exceeding upper and lower data volume'limits;
5) unauthorized or inconsistent control data;

b) periodic review of the content ‘of key fields or data files to confirm their validity and
integrity;

¢) inspecting hard-copy input documents for any unauthorized changes (all changes to input
documents should be aiithorized);

d) procedures for responding to validation errors;

e) procedures fortesting the plausibility of the input data;

f) defining thé&responsibilities of all personnel involved in the data input process;
g) creating.a log of the activities involved in the data input process (see 10.10.1).

Other|information
Autorhatic €xamination and validation of input data can be considered, where applicable, to reduce the
risk of errors and to prevent standard attacks including buffer overflow and code injection.

12.2.2 Control of internal processing

Control
Validation checks should be incorporated into applications to detect any corruption of information
through processing errors or deliberate acts.

© ISO/IEC 2005 — All rights reserved


https://standardsiso.com/api/?name=e0f5ceb58337ac838b3f650ab0f7ccfc

ISO/IEC 17799:2005(E)

Implementation guidance
The design and implementation of applications should ensure that the risks of processing failures
leading to a loss of integrity are minimized. Specific areas to consider include:

a) the use of add, modify, and delete functions to implement changes to data;

b) the procedures to prevent programs running in the wrong order or running after failure of
prior processing (see also 10.1.1);

c) the use of appropriate programs to recover from failures to ensure the correct processing
of data;

2|
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An appropriate checklist should be prepared, activities documented, and the results shéuld He kept
secure. Examples of checks that can be incorporated include the following:

a) session or batch controls, to reconcile data file balances after transaction updates;
b) balancing controls, to check opening balances against previous closing balances, namely:
1) run-to-run controls;
2) file update totals;
3) program-to-program controls;
c) validation of system-generated input data (see 12-2<1);

d) checks on the integrity, authenticity or any ‘other security feature of data or sdftware
downloaded, or uploaded, between central and remote computers;

e) hash totals of records and files;
f) checks to ensure that application programs are run at the correct time;

g) checks to ensure that programs ‘are run in the correct order and terminate in cade of a
failure, and that further processing is halted until the problem is resolved;

h) creating a log of the agfivities involved in the processing (see 10.10.1).

Other information
Data that has been correctly-entered can be corrupted by hardware errors, processing errors or tj\rough
deliberate acts. The validation checks required will depend on the nature of the application and the
business impact of any cerruption of data.

12.2.3 Message-integrity

Control
Requirements™ for ensuring authenticity and protecting message integrity in applications should be
identifi€d, ‘and appropriate controls identified and implemented.

Implementation guidance
An assessment of security risks should be carried out to determine if message integrity is required and
to identify the most appropriate method of implementation.

Other information
Cryptographic techniques (see 12.3) can be used as an appropriate means of implementing message
authentication.

12.2.4 Output data validation

Control
Data output from an application should be validated to ensure that the processing of stored
information is correct and appropriate to the circumstances.
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mentation guidance

Output validation may include:

Other

a) plausibility checks to test whether the output data is reasonable;
b) reconciliation control counts to ensure processing of all data;

¢) providing sufficient information for a reader or subsequent processing system to
determine the accuracy, completeness, precision, and classification of the information;

d) procedures for responding to output validation tests;

f) creating a log of activities in the data output validation process.

information

Typic
appro

assumption is not always valid; i.e. systems that have been tested may still produce-incorrect output

under

12.3

hlly, systems and applications are constructed on the assumption that having, undertaken
priate validation, verification, and testing, the output will always be correct. However, this

some circumstances.

Cryptographic controls

place

Objective: To protect the confidentiality, authenticity or integrify of information by cryptographic
meang.

A poliicy should be developed on the use of cryptographic>controls. Key management should be in

to support the use of cryptographic techniques.

12.3.] Policy on the use of cryptographic controls
Contrpl

A pol
imple

Imple

Zy on the use of cryptographic controls for protection of information should be developed and
mented.

mentation guidance

When| developing a cryptographic policy the following should be considered:

80

a) the managemeént approach towards the use of cryptographic controls across the
organizatien,/including the general principles under which business information should be
protectéd-(see also 5.1.1);

b) based'on a risk assessment, the required level of protection should be identified taking
into account the type, strength, and quality of the encryption algorithm required;

¢) “the use of encryption for protection of sensitive information transported by mobile or

1.1 M d - - 4 1.
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d) the approach to key management, including methods to deal with the protection of
cryptographic keys and the recovery of encrypted information in the case of lost,
compromised or damaged keys;

e) roles and responsibilities, e.g. who is responsible for:
1) the implementation of the policy;

2) the key management, including key generation (see also 12.3.2);
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f) the standards to be adopted for the effective implementation throughout the organization

(which solution is used for which business processes);

g) the impact of using encrypted information on controls that rely upon content inspection

(e.g. virus detection).

When implementing the organization’s cryptographic policy, consideration should be given
regulations and national restrictions that might apply to the use of cryptographic techniq

to the
ues in

different parts of the world and to the issues of trans-border flow of encrypted information (see also

15.1.6).

Cryptographic controls can be used to achieve different security objectives, e.g.:

a) confidentiality: using encryption of information to protect sensitive or criticalinfor
either stored or transmitted;

b) integrity/authenticity: using digital signatures or message authenti¢ation codes to
the authenticity and integrity of stored or transmitted sensitive or critical informatio

¢) non-repudiation: using cryptographic techniques to obtain proof of the occurrence ¢
occurrence of an event or action.

Other information

Making a decision as to whether a cryptographic solution i$\appropriate should be seen as part
wider process of risk assessment and selection of controls. This assessment can then be
determine whether a cryptographic control is appropriate; what type of control should be appli
for what purpose and business processes.

digital signatures, consideration should e given to any relevant legislation, in particular legi
describing the conditions under whichta digital signature is legally binding (see 15.1).

Specialist advice should be sought'to identify the appropriate level of protection and to define s

management system (see@lso 12.3.2).

information can-alse’'be found in IEEE P1363 and the OECD Guidelines on Cryptography.

12.3.2 Key'mianagement

Control
Key fanagement should be in place to support the organization’s use of cryptographic techniqu

Implementation guidance

protect
"

2

T non-

of the
sed to
ed and

A policy on the use of cryptographic controls:is*necessary to maximize the benefits and minimjze the
risks of using cryptographic techniques, and to avoid inappropriate or incorrect use. When| using

slation

hitable

specifications that will provide the required protection and support the implementation of a secyre key

ISO/IEC JTC1 SC27)has developed several standards related to cryptographic controls. Kurther

All cryptographic keys should be protected against modification, loss, and destruction. In addition,
secret and private keys need protection against unauthorized disclosure. Equipment used to generate,

store and archive keys should be physically protected.

A key management system should be based on an agreed set of standards, procedures, and
methods for:

a) generating keys for different cryptographic systems and different applications;

b) generating and obtaining public key certificates;
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¢) distributing keys to intended users, including how keys should be activated when
received;

d) storing keys, including how authorized users obtain access to keys;

e) changing or updating keys including rules on when keys should be changed and how this
will be done;

f) dealing with compromised keys;

g) revoking keys including how keys should be withdrawn or deactivated, e.g. when keys
have been compromised or when a user leaves an organization (in which case keys should

alcahe archivad).
YO OCaT oY Ot )5

h) recovering keys that are lost or corrupted as part of business continuity management, ¢.2:
for recovery of encrypted information;

1) archiving keys, e.g. for information archived or backed up;
j) destroying keys;
k) logging and auditing of key management related activities.

In order to reduce the likelihood of compromise, activation, and deactivation dates for keys should be
defingd so that the keys can only be used for a limited period of time. This‘period of time should be
depenfdent on the circumstances under which the cryptographic contrel ‘is being used, and the
perceived risk.

In addition to securely managing secret and private keys, the authenticity of public keys should also
be copsidered. This authentication process can be done usihg public key certificates which are
normglly issued by a certification authority, which should be a recognized organization with suitable
contrdls and procedures in place to provide the required degtee of trust.

The dontents of service level agreements or contracts with external suppliers of cryptographic
servicps, e.g. with a certification authority, should cover issues of liability, reliability of services and
response times for the provision of services (see 6.2.3).

Otherlinformation

The mpanagement of cryptographic_Keys is essential to the effective use of cryptographic techniques.
ISO/IEC 11770 provides further'information on key management. The two types of cryptographic
technilques are:

a) secret key teehniques, where two or more parties share the same key and this key is used
both to encrypt and decrypt information; this key has to be kept secret since anyone
havingdaecess to the key is able to decrypt all information being encrypted with that key,
or te.introduce unauthorized information using the key;

b) public key techniques, where each user has a key pair, a public key (which can be
revealed to anyone) and a private key (which has to be kept secret); public key techniques
can be used for encryption and to produce digital signatures (see also ISO/IEC 9796 and
ISO/IEC 14888).

There is a threat of forging a digital signature by replacing a user’s public key. This problem is
addressed by the use of a public key certificate.

Cryptographic techniques can also be used to protect cryptographic keys. Procedures may need to be

considered for handling legal requests for access to cryptographic keys, e.g. encrypted information
may need to be made available in an unencrypted form as evidence in a court case.
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12.4 Security of system files

Objective: To ensure the security of system files.

Access to system files and program source code should be controlled, and IT projects and support
activities conducted in a secure manner. Care should be taken to avoid exposure of sensitive data in
test environments.

12.4.1 Control of operational software

Control

a nl) 1 111 1 - 1 4 4 1 4] - ballodta £ o/ e 1 4
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Implementation guidance

a)

b)

d)

g)
h)

To minimize the risk of corruption to operational systems, the following guidelihes sho
considered to control changes:

[72)

hld be

the updating of the operational software, applications, and program ‘libraries should only
be performed by trained administrators upon appropriate management authorizatign (see

12.4.3);

operational systems should only hold approved executable code, and not develgpment

code or compilers;

applications and operating system software should only be implemented after exfensive
and successful testing; the tests should includétests on usability, security, effects of other
systems and user-friendliness, and should be carried out on separate systems (sge also

10.1.4); it should be ensured that all corresponding program source libraries hav
updated;

 been

a configuration control system should be used to keep control of all implemented sdftware

as well as the system documentation;
a rollback strategy should be'in place before changes are implemented;

an audit log should besmdintained of all updates to operational program libraries;

previous versions of application software should be retained as a contingency measyre;

old versions (of) software should be archived, together with all required informati
parameters _procedures, configuration details, and supporting software for as long
data is.retained in archive.

Any.decision to upgrade to a new release should take into account the business requirements
change, and the security of the release, i.e. the introduction of new security functionality
pumber and severity of security problems affecting this version. Software patches should be applied

n and
as the

Vendor supplied-software used in operational systems should be maintained at a level supponted by
the supplier,"Over time, software vendors will cease to support older versions of softwar
organizatien-should consider the risks of relying on unsupported software.

. The

for the
or the

when they can help to remove or reduce security weaknesses (see also 12.6.1).

Physical or logical access should only be given to suppliers for support purposes when necessary, and
with management approval. The supplier’s activities should be monitored.

Computer software may rely on externally supplied software and modules, which should be monitored
and controlled to avoid unauthorized changes, which could introduce security weaknesses.
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Other information

Operating systems should only be upgraded when there is a requirement to do so, for example, if the
current version of the operating system no longer supports the business requirements. Upgrades
should not take place just because a new version of the operating system is available. New versions of
operating systems may be less secure, less stable, and less well understood than current systems.

12.4.2 Protection of system test data

Control
Test data should be selected carefully, and protected and controlled.

Implementation guidance

The use of operational databases containing personal information or any other sensitive information
for tepting purposes should be avoided. If personal or otherwise sensitive information is used-for
testing purposes, all sensitive details and content should be removed or modified beyond recognition
beforg use. The following guidelines should be applied to protect operational data, whén-used for
testing purposes:

a) the access control procedures, which apply to operational application.Systems, should also
apply to test application systems;

b) there should be separate authorization each time operational information is copied to a test
application system;

¢) operational information should be erased from a test application system immediately after
the testing is complete;

d) the copying and use of operational information should be logged to provide an audit trail.

Otherlinformation
Systen and acceptance testing usually requires substantial volumes of test data that are as close as
possibile to operational data.

12.4.3 Access control to program source code

Contrpl
Access to program source code shetild be restricted.

Implementation guidance

Accesgs to program source~code and associated items (such as designs, specifications, verification
plans |and validation plans) should be strictly controlled, in order to prevent the introduction of
unauthorized functjenality and to avoid unintentional changes. For program source code, this can be
achieyed by contrelled central storage of such code, preferably in program source libraries. The
following guidelines should then be considered (see also 11) to control access to such program source
libraries in erder to reduce the potential for corruption of computer programs:

a)  where pncqihlp pragram source libraries should not be held in npemfinnn] systems:

b) the program source code and the program source libraries should be managed according
to established procedures;

c) support personnel should not have unrestricted access to program source libraries;

d) the updating of program source libraries and associated items, and the issuing of program
sources to programmers should only be performed after appropriate authorization has
been received;

e) program listings should be held in a secure environment (see 10.7.4);
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f) an audit log should be maintained of all accesses to program source libraries;

g) maintenance and copying of program source libraries should be subject to strict change
control procedures (see 12.5.1).

Other information

Program source code is code written by programmers, which is compiled (and linked) to create
executables. Certain programming languages do not formally distinguish between source code and
executables as the executables are created at the time they are activated.

ohration

12.5 Security in development and support processes

Objective: To maintain the security of application system software and information.
Project and support environments should be strictly controlled.

Managers responsible for application systems should also be responsible fotthe security of the project
or support environment. They should ensure that all proposed system (changes are reviewed to| check
that they do not compromise the security of either the system or the eperating environment.

12.5.1 Change control procedures

Control
The implementation of changes should be controlled by-the use of formal change control procedures.

Implementation guidance
Formal change control procedures should be.documented and enforced in order to minimize the
corruption of information systems. Introduction of new systems and major changes to ekisting
systems should follow a formal process of ‘documentation, specification, testing, quality contr¢l, and
managed implementation.

This process should include a rigk assessment, analysis of the impacts of changes, and specificafion of
security controls needed. This process should also ensure that existing security and ¢ontrol
procedures are not comproemised, that support programmers are given access only to those partg of the
system necessary for theit-work, and that formal agreement and approval for any change is obtained.

Wherever practicable, application and operational change control procedures should be integrat¢d (see
also 10.1.2). THe-change procedures should include:
a) {madintaining a record of agreed authorization levels;
b)' ensuring changes are submitted by authorized users;

c) reviewing controls and integrity procedures to ensure that they will not be compr¢gmised
by the changes;

d) identifying all software, information, database entities, and hardware that require
amendment;

e) obtaining formal approval for detailed proposals before work commences;
f) ensuring authorized users accept changes prior to implementation;

g) ensuring that the system documentation set is updated on the completion of each change
and that old documentation is archived or disposed of;

h) maintaining a version control for all software updates;

1) maintaining an audit trail of all change requests;
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j) ensuring that operating documentation (see 10.1.1) and user procedures are changed as
necessary to remain appropriate;

k) ensuring that the implementation of changes takes place at the right time and does not
disturb the business processes involved.

Other information
Changing software can impact the operational environment.

Good practice includes the testing of new software in an environment segregated from both the

ew software and allowing additional protection of operational information that is used fof
¢ purposes. This should include patches, service packs, and other updates. Automated updates
should not be used on critical systems as some updates may cause critical applications to fail(see
12.6).

12.5.2 Technical review of applications after operating system changes

Contrpl
When| operating systems are changed, business critical applications should be/reviewed and tested to
ensurg¢ there is no adverse impact on organizational operations or security.

Implementation guidance
This grocess should cover:

a) review of application control and integrity procedures to ensure that they have not been
compromised by the operating system changes;

b) ensuring that the annual support plan and budget will cover reviews and system testing
resulting from operating system changes;

c) ensuring that notification of operating system changes is provided in time to allow
appropriate tests and reviews to take“place before implementation;

d) ensuring that appropriate chanhges are made to the business continuity plans (see clause
14).

A spgcific group or individual should be given responsibility for monitoring vulnerabilities and
vendojrs’ releases of patches and fiXes (see 12.6).

12.5.3 Restrictions on-changes to software packages

Contrpl
Modifications to_software packages should be discouraged, limited to necessary changes, and all
changps should/be(strictly controlled.

Implementation guidance
As fafr Cas possible, and practicable, vendor-supplied software packages should be used without

modification. Where a soltware package needs to be modiiied the following points should be
considered:

a) the risk of built-in controls and integrity processes being compromised;

b) whether the consent of the vendor should be obtained;

c) the possibility of obtaining the required changes from the vendor as standard program
updates;

d) the impact if the organization becomes responsible for the future maintenance of the
software as a result of changes.
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If changes are necessary the original software should be retained and the changes applied to a clearly
identified copy. A software update management process should be implemented to ensure the most
up-to-date approved patches and application updates are installed for all authorized software (see
12.6). All changes should be fully tested and documented, so that they can be reapplied if necessary

to future software upgrades. If required, the modifications should be tested and validated
independent evaluation body.

12.5.4 Information leakage

Control
Opportunities for information leakage should be prevented.

by an

Implementation guidance
The following should be considered to limit the risk of information leakage, e.g. through“the u
exploitation of covert channels:

a) scanning of outbound media and communications for hidden information;

b) masking and modulating system and communications behaviour.to reduce the like
of a third party being able to deduce information from such behaviour;

¢) making use of systems and software that are considered to)be of high integrity, e.g
evaluated products (see ISO/IEC 15408);

d) regular monitoring of personnel and system activities, where permitted under e
legislation or regulation;

€) monitoring resource usage in computer systems.

Other information

Covert Channels are paths which are not. intended to conduct information flows, but whic
nevertheless exist in a system or network. For example, manipulating bits in communications pi
packets could be used as a hidden method of signaling. By their nature, preventing the existenc

se and

lihood

using

Kisting

h may
otocol
e of all

possible covert channels would be-difficult, if not impossible. However, the exploitation of such

channels is often carried out by-Trojan code (see also 10.4.1). Taking measures to protect :
Trojan code therefore reduces the Tisk of covert channel exploitation.

Prevention of unauthorized network access (11.4), as well as policies and procedures to disc
misuse of information services by personnel (15.1.5), will help to protect against covert channel

12.5.5 Outsourced software development

Control
Outsoureed software development should be supervised and monitored by the organization.

Impl€mentation guidance

1gainst

burage

5.

Where software development is outsourced, the following points should be considered:

a) licensing arrangements, code ownership, and intellectual property rights (see 15.1.2);

b) certification of the quality and accuracy of the work carried out;

c) escrow arrangements in the event of failure of the third party;

d) rights of access for audit of the quality and accuracy of work done;

e) contractual requirements for quality and security functionality of code;

f) testing before installation to detect malicious and Trojan code.
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12.6 Technical Vulnerability Management

Objective: To reduce risks resulting from exploitation of published technical vulnerabilities.

Technical vulnerability management should be implemented in an effective, systematic, and
repeatable way with measurements taken to confirm its effectiveness. These considerations should
include operating systems, and any other applications in use.

88

12.6.1 Control of technical vulnerabilities
Control

Time} iufuuuatiuu a‘uuut tcuhuival vuhlcla‘uihﬁca Uf iufuuuaﬁuu D)’Dtclllb IUCills UDCd D‘llUu}d 1IJU
obtairled, the organization's exposure to such vulnerabilities evaluated, and appropriate measures
taken to address the associated risk.

Implementation guidance

A cufrent and complete inventory of assets (see 7.1) is a prerequisite for effective" technical
vulnefability management. Specific information needed to support technigal ‘“vulnerability
management includes the software vendor, version numbers, current state of deployment (e.g. what
software is installed on what systems), and the person(s) within the organizatien responsible for the
softwjre.

Apprapriate, timely action should be taken in response to the identifiedtion of potential technical
vulnefabilities. The following guidance should be followed to establish an effective management
process for technical vulnerabilities:

a) the organization should define and establish the.roles and responsibilities associated with
technical vulnerability management, including vulnerability monitoring, vulnerability risk
assessment, patching, asset tracking, and any coordination responsibilities required;

b) information resources that will be used fo identify relevant technical vulnerabilities and to
maintain awareness about them should be identified for software and other technology
(based on the asset inventory Jist, see 7.1.1); these information resources should be
updated based on changes in“the inventory, or when other new or useful resources are
found;

¢) a timeline should be~defined to react to notifications of potentially relevant technical
vulnerabilities;

d) once a potentialtechnical vulnerability has been identified, the organization should
identify the-‘associated risks and the actions to be taken; such action could involve
patching©fjvulnerable systems and/or applying other controls;

e) depending on how urgently a technical vulnerability needs to be addressed, the action
taKen' should be carried out according to the controls related to change management (see
12.5.1) or by following information security incident response procedures (see 13.2);

F) " if a patch is available, the risks associated with installing the patch should be assessed (the
Tisks posed by the vulnerability should be compared with the risk of installing the patch);

g) patches should be tested and evaluated before they are installed to ensure they are
effective and do not result in side effects that cannot be tolerated; if no patch is available,
other controls should be considered, such as

1) turning off services or capabilities related to the vulnerability;
2) adapting or adding access controls, e.g. firewalls, at network borders (see 11.4.5);
3) increased monitoring to detect or prevent actual attacks;

4) raising awareness of the vulnerability;
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h) an audit log should be kept for all procedures undertaken;

i) the technical vulnerability management process should be regularly monitored and

evaluated in order to ensure its effectiveness and efficiency;

j) systems at high risk should be addressed first.

Other information

The correct functioning of an organization’s technical vulnerability management process is critical to
many organizations and should therefore be regularly monitored. An accurate inventory is essential to

ensure that potentially relevant technical vulnerabilities are identified.

Technical vulnerability management can be viewed as a sub-function of change manageniént
such can take advantage of the change management processes and procedures (see 10.1.27and 12

Vendors are often under significant pressure to release patches as soon as possible’\ Therefore,
may not address the problem adequately and may have negative side effectsn Also, in some
uninstalling a patch may not be easily achieved once the patch has been applied.

If adequate testing of the patches is not possible, e.g. because of costs(tylack of resources, a d
patching can be considered to evaluate the associated risks, based ot-the experience reported by
users.

and as
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patch
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13  Information security incident management

13.1 Reporting information security events and weaknesses

Objective: To ensure information security events and weaknesses associated with information systems
are communicated in a manner allowing timely corrective action to be taken.

Formal event reporting and escalation procedures should be in place. All employees, contractors and
third party users should be made aware of the procedures for reporting the different types of event and
weakness that might have an impact on the security of organizational assets. They should be required
to report any information security events and weaknesses as quickly as possible to the designated
point jof contact.

13.1.] Reporting information security events

Contrpl
Information security events should be reported through appropriate management channels as quickly
as pogsible.

Implgmentation guidance

A fofmal information security event reporting procedure should be established, together with an
incidgnt response and escalation procedure, setting out the action to be taken on receipt of a report of
an infformation security event. A point of contact should be established for the reporting of
inforrpation security events. It should be ensured that this point of contact is known throughout the
organjzation, is always available and is able to provide adequate.and timely response.

All employees, contractors and third party users should be made aware of their responsibility to report
any ipformation security events as quickly as possible. «They should also be aware of the procedure
for reporting information security events and the pointiof contact. The reporting procedures should
include:

a) suitable feedback processes to ehsure that those reporting information security events are
notified of results after the isstie has been dealt with and closed,;

b) information security event reporting forms to support the reporting action, and to help the
person reporting to remember all necessary actions in case of an information security
event;

c) the correct behaviour to be undertaken in case of an information security event, i.e.

1) noting-all important details (e.g. type of non-compliance or breach, occurring
malfunction, messages on the screen, strange behaviour) immediately;

2)<not carrying out any own action, but immediately reporting to the point of contact;

d) treference to an established formal disciplinary process for dealing with employees,
contractors or third party users who commit security breaches.

In high-risk environments, a duress alarm® may be provided whereby a person under duress can
indicate such problems. The procedures for responding to duress alarms should reflect the high risk
situation such alarms are indicating.

* A duress alarm is a method for secretly indicating that an action is taking place 'under duress."
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