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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

0.1 General

Systems comprised of electrical and/or electronic elements have been used for many years to perform
safety functions in most application sectors. Computer-based systems, generically referred to as
programmable electronic systems, are being used in many application sectors to perform non-safety
functions and, increasingly, to perform safety functions. If computer system technology is to be
effectively and safely exploited, it is essential that those responsible for making decisions have sufficient
guldance on the safety aspects on whlch to make these dec151ons In most situations, safety is achieved
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Risk

matic, electrical, electromc programmable electronlc) Therefore any safety strate
ider not only all the components within an individual system (for example sensors,
ces and actuators) but also all the safety-related elements making up the total conj
y-related systems.

document is based on the guidelines provided in generic standards IEG62061 and EN

requirements given in this document recognize the fact that the-product family co
e of escalators and moving walks used in residential buildings, offices, hospitals, hotel
ks, etc. This document is the product family standard for escalators and moving walk
edence over all aspects of the generic standard.

document sets out the product-specific requirements*for systems comprising prd
ronic elements that are used to perform safety functions in escalators and moving
ment has been developed so that consistent technical and performance requirements a
be specified for programmable electronic system in safety-related application fof
SRAE) and moving walks.

analysis, terminology, and technical solutions have been considered, taking into

methods of the IEC 61508 series. The risk analysis of each safety function specified in Tabl

in tH
inte

The
used

0.2
The

wallf

fort

le classification of electric safety- functions applied to PESSRAE. Tables 1 and 2 giv{
brity level and functional requiréments, respectively, for each electric safety function.

safety integrity levels (SIL).Specified in this document can also be applied to other t
to satisfy the safety functions specified in this document.

Harmonization with national escalator and moving walk standards

application of thisydocument is intended to be by reference within a national escalator
standards syeh’as escalator and moving walk codes, standards, or laws. There are th
his.

Lo allow=selective reference by national standards to specific escalator and moving
functions described in this document. Not all escalator and moving walk safety functior
r-this document are called out in every national standard;

, hydraulic,
by needs to
controlling
ibination of

115-1:2008.

vers a total
5, industrial
s and takes

grammable
walks. This
nd rationale

escalators

hccount the
b 1 resulted
b the safety

echnologies

and moving

ree reasons

walk safety
s identified

— to allow for future harmonization of national standards with escalator and moving walk safety
functions identified in this document. Because some differences exist in the requirements for
fulfilment of the safety objective of national escalator and moving walk standards and in national

practice of escalator and moving walk use and maintenance, there are instances

where the

requirements for escalator and moving walk safety functions described in this document are based
on the consensus work and agreement by ISO/TC 178. National bodies can choose to selectively
harmonize with those escalator and moving walk safety functions that differ in the requirements

called for by the existing national standards in future revisions;

— to allow for the application of this document where escalator and moving walk safety functions
are new or deviate from those specified in this document. More and more, national escalator and

moving walk legislations are moving to performance based requirements. For this
development of new or different escalator and moving walk safety functions can be

© IS0 2019 - All rights reserved

reason the
foreseen in


https://standardsiso.com/api/?name=7ed050fc93fcc648c4f0fee5e33a2f08

IS0 8102-6:2019(E)

product specific applications. For those who require escalator and moving walk safety functions
that are new or different from those specified in this document, this document provides a verifiable
method to establish the necessary level of safety integrity for those functions.
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Electrical requirements for lifts, escalators and moving
walks —

Part 6:
Programmable electronic systems in safety-related

ap
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1.1
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1.2
desd

1.3

not mecessary to take into consideration the'possibility of a failure of an electric safety/prote

com
This
a)

b)

Scope

This document is applicable to the product family of escalators and moving wa
lential buildings, offices, hospitals, hotels, industrial plants, etc. This decument covers tH
need to be addressed when programmable electronic systems arecused to carry out el
Lions for escalators and moving walks (PESSRAE). This document-is applicable for eg

reference this document for PESSRAE application. The safety{integrity levels (SILs) spe
ment are understood to be valid for PESSRAE applicatioin’'the context of the referenc
moving walk codes, standards, and laws in the Bibliography.

This document is also applicable for the applicatien of PESSRAE that are new or deviatg
ribed in this document.

The requirements of this document regarding electrical safety/protective devices are s

blying with all the requirements of this document and other relevant standards.
document:

lises safety integrity levels (SIL) for specifying the target failure rate for the safety fun
mplemented by the PESSRAE;

kpecifies the requireéments for achieving safety integrity for a function but does not sp
Fesponsible foriniplementing and maintaining the requirements (for example, designer]
bwner/operating company, contractor); this responsibility is assigned to different partig
fo safety planning and national regulations;

hppliessto PE systems used in escalator and moving walk applications that meet th

AE)

ks used in
ose aspects
bctric safety
calator and

ng walk safety functions that are identified in escalator and méving walk codes, standdrds, or laws

ified in this
bd escalator

» from those

ich that it is

ctive device

ctions to be

bcify who is
s, suppliers,
saccording

e minimum

Fequifements of a recognized escalator and moving walk standards, such as EN 115, A

SME A17.1/

CSA B44 or The Japan Building Standard Law Enforcement Order For Elevator and Escalator;

d) defines the relationship between this document and IEC 61508 and defines the relationship

between this document and ISO 22200;

e) outlines the relationship between escalator and moving walk safety functions and their safe-state

f)
h)
i)
j)

conditions;

applies to phases and activities that are specific to design of hardware and software

but not the

phases and activities which occur post design, for example sourcing and manufacturing;

provides requirements relating to the hardware and software safety validation;

establishes the safety integrity levels for specific escalator and moving walk safety functions;

specifies techniques/measures required for achieving the specified safety integrity levels;
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k) defines a maximum level of performance (SIL 3) which can be achieved for a PESSRAE according to
this document and defines a minimum level of performance (SIL 1).

1.4 This document does not cover:

a) hazards arising from the PE systems equipment itself such as electric shock etc.;

b) the concept of fail-safe that can be of value when the failure modes are well defined and the level of
complexity is relatively low. The concept of fail-safe was considered inappropriate because of the
full range of complexity of PESSRAE that are within the scope of this document;

c) other rflevant requirements necessary for the complete application of a PESSRAE in an escajator
and m¢ving walk safety function, such as system integration specifications, temperature|and
humidity, the mechanical construction, mounting and labelling of switches, actuators,orsensors
that contain PESSRAE.

d) foreseepble misuse involving security threats related to malevolent or unauthotizéd action. [This
documg¢nt can be used in cases where a security threat analysis needs to be considered, proviided
that the specified SIL has been reassessed.

2 Normative references

The following documents are referred to in the text in such a way)that some or all of their content

constitutes|requirements of this document. For dated references; only the edition cited applies| For

undated references, the latest edition of the referenced documehnt-(including any amendments) applies.

IEC 6150841:2010, Functional safety of electrical/electronic/programmable electronic safety-related

systems — Part 1: General Requirements

IEC 61508-
Part 2: Reqy

IEC 61508-1
Part 3: Soft

, Functional safety of electrical/electronic/programmable electronic safety-related systen
irements for electrical/electronic/programmable electronic safety-related systems

, Functional safety of electrical/electronic/programmable electronic safety-related systen
are requirements

IEC 61508-4, Functional safety of electrical/electronic/programmable electronic safety-related systen

Part 4: Defi

IEC 61508-]
Part 5: Exar

ISO 22200,
walks — Im

[EC 62061
programma

itions and abbreviation§

nple of methods forythe determination of Safety Integrity Levels

Electromaghetic compatibility — Product family standard for lifts, escalators and md
munity

Saféty: of machinery — Functional safety of safety-related electrical, electronic
ble electronic control systems

1S —

1S —

s —

, Functional safety®f,electrical/electronic/programmable electronic safety-related systems —

ving

and

3 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 61508-4 and the following apply.

ISO and [EC maintain terminological databases for use in standardization at the following addresses:

ISO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at http://www.electropedia.org/

© ISO 2019 - All rights reserved
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ISO 8102-

non-SIL relevant safe-state requirement
required response to the actuation of a SIL rated safety function where the function performing this
response is not required to be SIL-rated

Note 1 to entry: See Figure 4 and Table 2.

3.2

programmable electronic

PE

6:2019(E)

based on computer technology which can be composed of hardware, software, and of input and/or

out

T UTIITS

Note|1 to entry: This term covers microelectronic devices based on one or more central procéssing
together with associated memories, etc.

EXAMPLE The following are all programmable electronic devices:

3.3

microprocessors;
ricro-controllers;

drogrammable controllers;

—n

eld programmable gate array (FPGA);
dpplication specific integrated circuits (ASICs);
Hrogrammable logic controllers (PLCs);

dther computer-based devices (for example smart.sensors, transmitters, actuators).

programmable electronic system
PE slystem

system for control, protection or menijtering based on one or more programmable electronic devices,
inclyding all elements of the system”such as power supplies, sensors and other input d
highways and other communication paths, and actuators and other output devices

Note|1 to entry: See Figure 1.

Note|2 to entry: A PE systems may perform functions that fulfil requirements for SIL-rated and n
function(s). The SIL rating of a function is only required to consider that portion of PE systems that]
SIL relevant functiofal requirements.

Note|3 to entry+~Fhe programmable electronics are shown centrally located but can exist at several
PE systems.

units (CPUs)

bvices, data

bn-SIL-rated
perform the

places in the
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3.4

programmpble electronic systems in safety-related applications forescalators and moving w

PESSRAE
application

4.5

proof test
periodic te
necessary,
condition

Note 1 to en
“periodical t

Note 2 to ent
In practice, d
E/E/PE safe
executed arg
used, these
analysis in o
negligible ov

Note 3 to enf
may be inhil
safety-relate
during the te

systems Input interfaces Communications Output interfaces
I (for example, A-D (for example, D-A
Converters) Converters)
I i , I
a a
W § § I
[u] [u] I
I Programmable I
electronics (PE)
I (see note) I
A At
| 0 0 |
g Output gdevices/ﬁnal
I Input devices elements I
(for example, sensors)
I (for example, actuators) I

Figure 1 — Basic PE systems structure

alks

of a software-based PE systems in a safety-related system for escalators and moving whplks

ht, if
this

bt performed to detect dangerous hidden failures in a safety-related system so th
h repair can restore the system to an “as.fiew” condition or as close as practical to

[ry: In this document, the term “proof test” is used but it is recognized that a synonymous tefm is

pst”.
ry: The effectiveness of the proef test is dependent both on failure coverage and repair effectivepess.
etecting 100 % of the hidden-dangerous failures is not easily achieved for other than low-complexity
Fy-related systems. This gshould be the target. As a minimum, all the safety functions which are
checked according to the E/E/PE system safety requirements specification. If separate channels are
ests are done for each ‘ehannel separately. For complex elements, it can be necessary to perform an
rder to demonstrate.that the probability of hidden dangerous failure not detected by proof tepts is
er the whole life-duration of the E/E/PE safety-related system.

ry: A proof test needs some time to be achieved. During this time, the E/E/PE safety-related syjstem
ited partially or completely. The proof test duration can be neglected only if the part of the E/E/PE
d systeni under test remains available in case of a demand for operation or if the EUC is shut down
st.

Note 4 to entry:

respond to a

demand for operatlon The MTTR can be neglected for SIL calculations only 1fthe EUC is shut down

during repair or if other risk measures are put in place with equivalent effectiveness.

Note 5 to entry: A repair (including replacement) can be considered restoring the system to "as new”.

3.6

safety circuit
total combination of safety devices that fulfil all or a group of escalator and moving walk safety

functions

Note 1 to entry: See Figure 2

© ISO 2019 - All rights reserved
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Safety Device 1

Safety Device 2

Function 1

Function 2

All or a group

Safety Device n

of required
safety functions
(see Table 1)

Safety Device (n+1)

Function n

Function (n+1)

3.7

safe
part
achi
elen

Note

3.8

safe
fund
statg

ty device
of the safety-related system, including necessary control circuits, that has been designated to
bve, in its own right, an escalator and moving walk safety~fanction and can consist of PE system
ents and non-PE system elements

1 to entry: See Figure 3 and Table 1.

Figure 2 — Safety circuit

PE system elements

Non-PE system
elements

Note

ty function
tion to be.mplemented by a safety-related system, which is intended to achieve or maintain a safe-
b of the-escalator and moving walk, with respect to a specific hazardous event

1to entry: See Table 1.

Figure 3 — Safety device

Note 2 to entry: A safety function may include non-SIL relevant requirements, see Table 2.

39

safety-related system
system which consists of one or more safety devices performing one or more safety functions that can
be based on programmable electronic (PE), electrical, electronic and/or mechanical elements of the
escalator and moving walk

Note 1 to entry: The term includes all the hardware, software and supporting services (for example, power
supplies) necessary to carry out the specified safety function [sensors, other input devices, final elements
(actuators) and other output devices are therefore included in the safety-related system)].

© IS0 2019 - All rights reserved
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3.10

safety integrity level

SIL

discrete level for specifying the safety integrity requirements of the safety functions to be allocated to
the programmable electronic safety-related system

Note 1 to entry: There are four SIL: safety integrity level 4 has the highest level of safety integrity and safety
integrity level 1 has the lowest.

Note 2 to entry: In the context of this document, SIL 3 is the highest safety integrity level that is applied to
escalators and moving walks.

Note 3 to enf{ry: The SIL is indicative of a failure rate that includes all causes of failures (both random harcj/vare
failures and pystematic failures), which lead to an unsafe state, for example hardware failures, software ‘induced
failures and failures due to electrical interference

3.11
SIL relevant safe-state requirement
part of the gafety-related system where it is required to meet the specified SIL of the function

Note 1 to enffry: See Figure 4 and Table 2.

SIL relevant safe-state Non-SIL relevant
requirement(s) safe-state requirement(s)

Figure 4 — Escalator-and moving walk safety function

3.12
system rezzction time
sum of the following two values:

a) the time period between the occurrence of a fault in the PESSRAE and the initiation of the
corresgonding actiénon the escalator and moving walk;

b) the timp periodfor the escalator and moving walk to respond to the action, maintaining a safe sftate.

4 Requirements

4.1 General

4.1.1 Table 1 defines the safety function names, the associated escalator and moving walk functional
description, applicable escalator and moving walk type and required SIL for the SIL relevant part of the
safety function.

NOTE Safety functions refer to the escalator and moving walk functions that are identified in codes
standards and laws that reference this document for PESSRAE application.

6 © IS0 2019 - All rights reserved
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4.1.2 Table 2 defines the safe-state requirements when the safety functions in Table 1 are actuated. If a
safety function actuates, the safety function shall cause the escalator and moving walk system to revert to
the safe-state conditions specified by the requirements of Table 2.

4.1.3 PESSRAE shall consider the reaction time of the escalator and moving walk to respond to the
safety function and internal fault detection in the necessary time to achieve the safe-state condition
without hazard. Methods that fulfil internal fault detection shall consider the necessary system reaction
time required by the SIL.

NOTE For example, if an internal fault is detected by comparison of data in a 2-channel system within the
time necessary to meet the system reaction time, then it is not necessary to complete a variable memory range

test yithin the system reaction time because safety integrity is verified by the 2-channel design.

4.2 | Extended application of this document

4.2.1 General

The [following requirements are provided to verify SILs and safe-state conditions for esicalator and

movjing walk safety functions that:

— hre new or deviate from the requirements provided in 6.3 and 6.4; or

— pre referenced by codes and standards not harmonized with the requirements of theldocuments
isted in Annex B.

4.2.2 Riskassessment

As ap alternative to the requirements of 6.3 and/er" 6.4, methods for the determination of the required

safety integrity level shall be performed according to IEC 61508-5 or IEC 62061. The sarhe methods

shal] be used to establish rationale for a néw PESSRAE function and corresponding SIL ¢r a revised

PES$RAE function and/or SIL that deviate from the requirements of 6.3 and 6.4. The rhean target

enario shall

re frequency for the worst-case severity of any single potential consequence hazard sc
not ¢xceed a frequency of 5 x 10-7 peryear (see also Annex B).

4.2. Limits for specifyingSIL for PESSRAE

Target failure measures required for specifying a PE systems in an escalator and moving ¥
relaed function shall\b® no less than a SIL 1 and no greater than SIL 3. If a target fail
requires higher than”SIL 3, the system should be redesigned such that the required t
meapure shall be-satisfied with SIL 3 or less. If an SIL lower than SIL 1 is required, a non-§

¥

valk safety-
e measure
get failure
IL rated PE

systems may b&used but shall not be classified as a PESSRAE. No PESSRAE shall have a SIL|of less than

SIL 1, even ifitis applied to a safety function requiring less than SIL 1.

Applications that require the use of a single safety function of safety integrity level 4 are n
required in the escalator and moving walk industry. Such applications shall be avoided| because of
the difficulty of achieving and maintaining such high levels of performance throughout the life cycle
of the safety device. If the analysis results in a safety integrity level of 4 or higher being assigned to
an escalator and moving walk safety function, consideration shall be given to changing the process
design in such a way that it becomes more inherently safe or by adding additional layers of protection.
These enhancements can perhaps then reduce safety integrity level requirements for the escalator and
moving walk safety function. If the safety integrity level cannot be reduced, the target failure measure
for the safety function shall be distributed across multiple PESSRAE of SIL 3 or less that are sufficiently
independent, and certified in the application.

ot typically
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4.2.4 Safe-state requirements

For escalator and moving walk safety functions that are new or differ from those specified in 6.3
and 6.4, the designer shall identify the safe-state requirements in a manner similar to how they are

described in Table 2.

4.3 Safety function SIL requirements

Table 1 provides the required SIL for each escalator and moving walk safety function.

Table 1 — Qafnfy function SIIL rnqnirﬂmnnfe
Id. No. Escalator and moving walk Functional description SIL
safety function
1 Check for excessive speed Detect overspeed of the escalator or moving walk and 2
remove power from machine motor and brake before
the speed exceeds 20 % of rated speed

2 Check for unintentional Detect unintended reversal of travel whenroperated 2
reversal of the direction of  |in the ascending direction
travel

3 Check for the closing of the  |Detect that the auxiliary brake has aetuated 1
auxiliary brake

4 Check broken step-chain Detect the step chain is broken 1
device

5 Check extension or reduction | Detect extension or reduction of the distance be- 1
of the distance between the |tween the driving aiid'return devices
driving and return devices

6 Check comb-step impact Detect displacement of comb 1
devices

7 Check for egress restriction |Detectobstruction or barrier at the egress 2
device

8 Check for objects entrapped |Detect objects or body parts entering the handrail 1
in the handrail entry entry

9 Check for the sagging of step ‘| Detect a downward displacement of step or pallet at 2
or pallet the transitions and before entering the comb

10 Check for a missing-step or  |Check for missing step, pallet or dynamic skirt 2
pallet

11 Check for nonélifting of the  |Detect the machine brake has not lifted 1
operationalbraking system

12 Check forhand rail speed Detect a speed deviation of more than 15 % between 1
deviation the handrail and the steps or pallet

13 Check for opened inspection |Detect access cover and floor plates to inspection 1
cover and open floor plate area are open

14 Check manual hand winding |Detect before or when a winding means to move the 1
means rack will be used on the machine

15 Check actuation of stop- Detect the actuation of the emergency stopping de- 1
ping switch for emergency |vice atlandings
situations

16 Check broken drive-chain Detect a broken drive chain 1
device

17 Check escalator skirt ob- Detect an obstruction between skirt and step 1
struction device

18 Check maintenance and Detect actuation of stop switch in the maintenance 2
repair stop switch area

© ISO 2019 - All rights reserved
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Table 1 (continued)
Id. No. Escalator and moving walk Functional description SIL
safety function
19 Check step up thrust device |Detect an upward force on the step in the lower 1
transition
20 Check disconnected motor  |Detect the motor is disconnected from the gearbox 1
safety device
21 Check step lateral displace- |Detect excessive lateral displacement of steps 2
ment device
29 Ll 1 £ kol 3 H Dot 'S 'S 43 £41 'S H 2| H Fa N 4 2
i GIICUUIN DLUIJ O VVILUIT ITI lllD}JC\' it dliuatlivlil Ul UIIc DLUlJlJllls UCTVILCU UIT UIIU lllD}JC\-
tion controls tion control panel
23 Check dynamic skirt panel Detect an entrapment between the dynamic skixt 1
obstruction device panel and the dynamic skirt panel cover
24 Check dynamic skirt panel |Detect missing dynamic skirt panel 1
in place
25 Check inspection control Detect actuation of inspection control 2
actuation
26 Control and operating circuits No less
than the
highest
safety
function
applied in
the safety
circuit
4.4 | SIL relevant and non-SIL relevant safé’state requirements
Tablk 2 provides the required response of the escalator and moving walk to the escalator And moving

wallt safety functions of Table 1 and the(SIL and non-SIL relevant requirements for each re§ponse from
actuption of that function.
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4.5 Implementation and demonstration requirements for verification of SIL
compliance

4.5.1 General

The Safety Integrity Level of a PESSRAE shall be verified in conformance with the requirements of this
subclause.

4.5.2 Required techniques and measures to implement and demonstrate PE systems
compliance with specified safety integrity levels in this document

4.5.2.1 Techniques and measures necessary to implement and demonstrate compliance ‘With SIL 1 to
SIL 3 shall be satisfied by the techniques and measures of Annex A.

4.5.2.2 Where two or more safety functions are implemented with a common-safety circult, the SIL of
this rommon circuit shall be at least as high as the highest SIL rating of the esealators and moving walk
safety functions included in that circuit (see definition of safety circuit).

4.5. Loss of power after a PESSRAE device has actuated

4.5.3.1 Where a manual reset is not required for the funetion, a PESSRAE may revert fo a normal
opetfating mode after a power recovery condition and the:dévice output state shall be determined by
inpuft conditions that exist after the power recovery.

4.5.3.2 Where a manual reset is required (see Table'2), the PESSRAE output shall revert ffo its output
statq just before the power loss.
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Annex A
(normative)

Techniques and measures to implement, verify, and maintain SIL

compliance

A.1 General

A.1.1 Tedhniques and measures to be used to satisfy the SIL requirements ofthis

documen

Techniques
satisfied by

A.1.2 Ins

A1.2.1 G4
The manuf3

Where the
escalators

functional ¥
so that they

assemb

connec

mainte
identifi
frequer
A.1.2.2 G

As require
maintenand

the techniques and measures provided in A.2 using [EC 61508-2 and [EC 61508-3.

fruction manual

bneral
cturer shall provide an instruction manual.

functional verification of the PESSRAE is notpossible during normal operation of
hind moving walks, information shall be previded in the instruction manual to en
rerification to be carried out. The instructioy manual shall also inform about the folloy
can be carried out effectively and without'danger:

ly;

Fion;

adjustment;

hance and repair;
cation, marking, labelling, certification and listing;

cy of functionalverification.

eneral requirements on maintenance and repair for the instruction manual

1 by.the manufacturer, the instruction manual shall provide the following concen

and measures necessary to implement and demonstrate PESSRAE Sllfeompliance shafll be

the
able
ving

ning

e and repair of 3 PESSRAE:

— unique requirements and/or precautions for training of maintenance personnel to sustain full
functional performance of the PESSRAE to its SIL;

proof-test, preventive and breakdown maintenance activities;
the unique measures and techniques to be used for maintenance;
verification and documentation requirements of adherence to maintenance activities;

when maintenance activities shall take place;

maintained;

16

ensuring that test equipment used during normal maintenance activities is properly calibrated and
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