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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The preecedures—tsed—to—developth ment-and-these—ntendedfor-its—further-maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the
different types of ISO documents should be noted. This document was drafted in acéordapce with the
editdrial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this documént may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all su¢h*patent rights. Details of
any patent rights identified during the development of the document willbe in the Introdu¢tion and/or
on tHe ISO list of patent declarations received (see www.iso.org/patents);

Any trade name used in this document is information given for the'éonvenience of users gnd does not
consfitute an endorsement.

For an explanation of the voluntary nature of standards; the meaning of ISO specifi¢ terms and
exprgssions related to conformity assessment, as wellvas information about ISO's aglherence to
the World Trade Organization (WTO) principles in‘the Technical Barriers to Trade| (TBT), see
www.iso.org/iso/foreword.html.

This|document was prepared by Technical Commtittee ISO/TC 215, Health informatics, in cpllaboration
with|the European Committee for Standardization (CEN) Technical Committee CEN/TC|251, Health
informatics, in accordance with the Agreement on technical cooperation between ISO and CEN (Vienna
Agreement).

This|second edition cancels and replaces the first edition (ISO 27789: 2013), which has been technically
revided.

The lnain changes are as follews:
— harmonization between audit record format and DICOM format;
— feview of the.content in Annex A;

— Treview ofthe chartin Annex B;

— bibliography update.

Any teedback or questions on this document should be directed to the user’s national standhrds body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

0.1 General

Personal health information is regarded by many as among the most confidential of all types of personal
information and protecting its confidentiality is essential to maintain the privacy of subjects of care. In
order to protect the consistency of health information, it is also important that its entire life cycle be
fully auditable. Health records should be created, processed and managed in ways that guarantee the
integrity and confidentiality of their contents and that support legitimate control by subjects of care in
how the records are created, used and maintained.

Trust in eleftronic health records requires physical and technical security elements along with|data
integrity elgments. Among the most important of all security requirements to protect personalhgalth
information| and the integrity of records are those relating to audit and logging. These help to ernsure
accountabiljty for subjects of care who entrust their information to electronic health'record (EHR)
systems. Theey also help to protect record integrity, as they provide a strong incentiyve\to users of|such
systems to qonform to organizational policies on the use of these systems.

organisatiofs and subjects of care obtain redress against users abusing their access privilegeq. For
auditing to be effective, it is necessary that audit trails contain sufficientinféermation to address ajwide
variety of cifcumstances (see Annex A).

Effective al.ﬂ:dit and logging can help to uncover misuse of EHR systems or(EHR data and can|help

Audit logs afe complementary to access controls. The audit logs previde a means to assess confomity
with organifational access policy and can contribute to improving and refining the policy itself. But as
such a polic} needs to anticipate the occurrence of unforeseenor emergency cases, analysis of the pudit
logs becomgs the primary means of ensuring access control for those cases.

This documient is strictly limited in scope to logging of events. Changes to data values in fields of
an EHR are|presumed to be recorded in the EHR database system itself and not in the audit log} It is
presumed that the EHR system itself contains bath the previous and updated values of every field|This
is consistent with contemporary point-in-time.database architectures. The audit log itself is presumed
to contain np personal health information other than identifiers and links to the record.

Electronic Health records on an individual person can reside in many different information systems
within and pcross organisational or'even jurisdictional boundaries. To keep track of all actiond that
involve recdrds on a particular subject of care, a common framework is a prerequisite. This document
provides sufh a framework. Te-Support audit trails across distinct domains, it is essential to inglude
references |n this frameweprkto the policies that specify the requirements within the doinain,
such as access control rules-and retention periods. Domain policies may be referenced implicitly by
identificatign of the auditlog source.

0.2 Benefits of using this document

Standardiz;1tion of audit trails on access to electronic health records aims at two goals:

— ensuring that information captured in an audit log is sufficient to clearly reconstruct a detailed
chronology of the events that have shaped the content of an electronic health record;

— ensuring that an audit trail of actions relating to a subject of care’s record can be reliably followed,
even across organizational domains.

This document is intended for those responsible for overseeing health information security or privacy
and for healthcare organizations and other custodians of health information seeking guidance on audit
trails, together with their security advisors, consultants, auditors, vendors and third-party service
providers.

0.3 Related standards on electronic health record audit trails
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This document builds upon, and is consistent with, the work begun in RFC 3881 with respect to access
to the EHR. This document also builds upon and is consistent with the content in ISO/TS 21089:2018.
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Health informatics — Audit trails for electronic health
records

1 Scope

This document specifies a common framework for audit trails for electronic health records (EHR), in
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For the purposes of this document, the terms and definitions given in ISO/TS 21089:2018 and the
following terms and definitions apply.

ISO and [EC maintain terminology databases for use in standardization at the following addresses:

|

I
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SO Online browsing platform: available at https://www.iso.org/obp

EC Electropedia: available at https://www.electropedia.org/
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rol

means to ensure that access to assets is authorized and restricted based on business and security
requirements

[SOURCE: IS
3.2

O/IEC 27000:2018, 3.1]

access policy
definition of the obligations for authorizing access to a resource

3.3

accountabi
obligation o
or task, accq
transparent

[SOURCE: IS

3.4
agent
entity thatt

[SOURCE: IS

3.5
alert
what is sent|

3.6
audit

independent

controls, to
necessary cl

[SOURCE: IS

3.7
audit archi
archival coll

3.8
audit data
data obtaing

3.9
audit log

ity
f an individual or organization to account for its activities, for completion of a delivefable
bpt responsibility for those activities, deliverables or tasks, and to disclose the result$ in a
manner
0/TS 21089:2018, 3.3.1]
hkes programmed actions, such as software or a device
0/TS 21089:2018, 3.6.4]
when the monitor service notices that a series ef.évents matches a pattern
review and examination of recordsiand activities to assess the adequacy of system

bnsure compliance with established poticies and operational procedures, and to recominend
hanges in controls, policies or procedures

0/TS 21089:2018, 3.20]

e
ection of one or mére audit logs

bd from emne‘or more audit records

Saoinn P2

2

chronologic

3.10
audit recor

Nl
STquCIIcco

d

record of a single specific event in the life cycle of an electronic health record

3.11

audit system

information

processing system that maintains one or more audit logs
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3.12

audit trail

chronological record of system activities that is sufficient to enable the reconstruction, reviewing and
examination of the sequence of environments and activities surrounding or leading to an operation, a
procedure, or an event in a transaction from its inception to final results

[SOURCE: GCST]

3.13
authentication
provision of assurance that a claimed characteristic of an entity is correct

[SOURCE: ISO/IEC 27000:2018, 3.5]

3.14
authjorization
granting of rights, which includes the granting of access based on access rights

[SOURCE: ISO/IEC 2382:2015, 2126256, modified — Notes to entry deleted,]

3.15
availability
property of being accessible and useable upon demand by an authorized entity

[SOURCE: ISO/IEC 27000:2018, 3.7]

3.16
confjdentiality
property that information is not made available or disclosed to unauthorized individuals| entities, or
procgsses

[SOURCE: ISO/IEC 27000:2018, 3.10]

3.17
coordinated universal time
UTC
time|scale which forms the basis of a coordinated radio dissemination of standard frequendies and time
signals

Note [l to entry: UTC correspends exactly in rate with international atomic time, but differs from it py an integral
number of seconds.

[SOURCE: IEC 600504713:1998, 05-20]

3.18
data|integrity
propertyrof data whose accuracy and consistency are preserved regardless of changes mad]e

[SOURCE: ISO 2382:2015, 2126247, modified — Notes to entry deleted.]

3.19

electronic health record

EHR

repository of (organized sets of) information regarding the health status of a subject of care, in
computer processable form

[SOURCE: ISO/TR 20514:2005, 2.11, modified — Text in parenthesis added.]

3.20

electronic health record segment

EHR segment

part of an electronic health record that constitutes a distinct resource for the access policy

©1S0 2021 - All rights reserved 3
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3.21
identification
process of recognizing the attributes that identify the object

[SOURCE: ISO 16678:2014, 2.1.7]

3.22

identifier

one or more characters used to identify or name a data element and possibly to indicate certain
properties of that data element

[SOURCE: ISQ/AEC 2382:2015 2121623]

3.23
information security
preservatioh of confidentiality, integrity and availability of information

[SOURCE: ISO/IEC 27000:2018, 3.28]

3.24
integrity
property of pccuracy and completeness

[SOURCE: ISO/IEC 27000:2018, 3.36]

3.25
object identifier
OID
globally unifjue identifier for an information object

Note 1 to entry: The object identifiers used in this documeht refer to code systems. These code systems cpn be
defined in a Jtandard or locally defined per implementation. The object identifier is specified using the Abgtract
Syntax Notatjon One (ASN.1) defined in ISO/IEC 882441 and ISO/IEC 8824-2.

3.26

policy
set of rules related to a particular purpose

Note 1 to entfy: A rule can be expressed-as an obligation, an authorization, a permission or a prohibition.
[SOURCE: IS0 19101-2:2018, modified — Note 1 to entry added]

3.27
privilege
capacity asdigned te‘an entity by an authority

3.28
records management
field of management responsible for control of creation, receipt, maintenance, use and disposition of
records, including processes for capturing and maintaining evidence of and information about business
activities and transactions in the form of records

[SOURCE: ISO 15489-1:2016, 3.15, modified]

3.29
role
set of competences and/or performances associated with a task

3.30
security policy
plan or course of action adopted for providing computer security

[SOURCE: ISO/IEC 2382:2015, 2126246, modified — Notes to entry deleted.]
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3.31
sensitivity
measure of the potential or perceived potential to abuse or misuse data about subjects or to harm them

3.32

subject of care

person or defined groups of persons receiving or registered as eligible to receive healthcare services or
having received healthcare services

Note 1 to entry: For example, a patient, client, customer, or health plan member.

[SOURFF" IQOI/TQ 17975:2015 modified — Note to entrv added ]

3.33
user]
persopn or other entity authorized by a provider to use some or all of the services provided by the
provijder

Note [l to entry: Also, human being using the system to issue requests to objects-in otder to get them to perform
functfions in the system on his/her behalf.

[SOURCE: COACH; OMG]

4 Abbreviated terms

HL7 ® Health Level Seven

EV Enumerated Value

5 Requirements and uses of audit data
5.1 | Ethical and formal requirements

5.1.1 General

Healthcare providers havetheir professional ethical responsibilities to meet. Among these arje protecting
the grivacy of subjects ef¢are and documenting the findings and activities of care. Restrict{ng access to
health records and ensuring their appropriate use are both essential requirements in healthcare and in
many jurisdictionsj\these requirements are set down in law.

Secufe audit trdils of access to electronic health records can support conformity with professional
ethigs, organizational policies and legislation, but they are not sufficient in themselve¢s to assess
comjpleteness of an electronic health record.

5.1. Access policy

Access to the audit trail shall be governed by an access policy. This policy should be determined by the
organization responsible for maintaining the audit log.

The access policy shall be in accordance with IS0 27799:2016, 9.1.1.
NOTE1 The access policy is presumed to define an EHR segment structure.
NOTE 2  Inthe audit record the access policy is identified by the audit log source.

Guidance on specifying and implementing access policies can be found in ISO 22600 (all parts).[6] A field
“Participant object Permission PolicySet” is defined in 7.6.6 to support referencing the actual policies in
the audit record.

© IS0 2021 - All rights reserved 5
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5.1.3 Unambiguous identification of information system users

The audit trails shall provide sufficient data to unambiguously identify all authorized health information
system users. Users of the information system can be persons, but also other entities.

The audit trails shall provide sufficient data to determine which authorized users and external systems
have accessed or been sent health record data from the system.

5.1.4 Userroles

The audit trail shall show the role of the user while performing the recorded action on personal health
information|

Information| systems processing personal health information should support role-based access cTtrol
capable of mapping each user to one or more roles, and each role to one or more system functions, as
recommendgd in ISO 27799:2016, 9.2.3.

Functional and structural roles are documented in ISO 21298.[4]1 Additional guidance on privilege
managemenlt in health is given by ISO 22600 (all parts)[el.

5.1.5 Secuyre audit records

Secure audif records, in accordance with ISO 27799:2016, 12.4.1, shall'be created each time pergonal
health inforjmation is read, created, updated, or archived. The audit records shall be maintaingd by
secure recofds management.

5.2 Uses pf audit data

5.2.1 Goviernance and supervision

The audit tfails shall provide data to enable responsible authorities to assess conformity with the
organizationf’s policy and to evaluate its effectiveness.

This implieq
— detecting unauthorized access to‘thealth records,
— evaluat|ng emergency access, and

— detecting abuse of privileges.

and support for:

— documgnting aceess across domains, and

— evaluation of access policies.

NOTE Full assessment of conformity with the organization’s policy can require additional data that is not
contained in the audit record, such as user information, permission tables or records on physical entry to secured
rooms. See Annex B for audit log services.

The audit trails shall provide sufficient data to determine all access within a defined time period to the
records of subjects of care, by a specified user.

The audit trails shall provide sufficient data to determine all access within a defined time period to the
records of subjects of care, that are marked to be at elevated risk of privacy breaches.

6 © IS0 2021 - All rights reserved
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5.2.2 Subjects of care exercising their rights

The audit trails shall provide sufficient data to subjects of care to enable

5.2.3 Evidence and retention requirements

The

assessing which authorized user(s) have accessed his/her health record and when,
assessing accountability for the content of the record,

determination of conformity with the subject of care's consent directives on access to or disclosure
of the subject of care's data, and

determination of emergency access (ifany) granted by a user to the subject of care's record, including
fhe 1dentification of the user, time of access and location where accessed from.

hudit trails shall hold data [(that care providers can use as documentary-gvidence)] tp determine

which actions were taken (create, look-up, read, correct, update, extract, output, archive, etd.) in relation

to the information as well as when and by whom.
Audif records shall be retained in accordance with the retention policyas specified in 9.3.

The following documents provides guidance and further information:

6

6.1
The

ISO/TS 21089;
1SO/HL7 10781.[20]

Trigger events

General

hudit events (trigger events) thatieause the audit system to generate audit records|are defined

according to each health information'system’s scale, purpose, and the contents of privacy and security
policjies. As the scope of this document is limited to personal health information, only tri{gger events

relating to access and query of such information are specified here.

In order to generate the audit records that satisfy the requirement derived from Clause 5| i.e. “when”,

“whq”, “whose”, audit réeords shall be generated for the following two events:

Examplestofiout-of-scope events are:

a)
b)
‘)
d)
€)
f)
g)
h)

» o«

Access events.to personal health information;

Duery events about personal health information.

$tart and stop events of the application program;

Authentication events involving authentication of users;

Input and output events from/to the external environment;

Access events to information other than personal health information;
Security alert events related to the application programs;

Access events to the audit log preserved in the application programs;
Events generated by the operating system, middleware and so on;

Access events generated by using system utilities;

©1S0 2021 - All rights reserved 7
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Physical connection/disconnection events of equipment to the network;

op events of the protection systems such as anti-virus protection systems;

k) Software update events involving software modification or patch programs.

6.2 Detai

Is of the event types and their contents

6.2.1 Access events to the personal health information

In this document, the access to the personal health information is regarded as an audit event. Here

“Access” mefans the creation, reading, update, deletion of data. The contents of the audit log provide

the inform
describes th

6.2.2 Que

Querying af
event. The

»n o«
)

ion about the access “when
e contents in access events.

Table 1 — Access events

Event Contents
Access events to the personal health V\\//vhheon,
information ’
Access towhase

ry events to the personal health information

EHR database in order to obtain personal health information is regarded as an audi
juery event is the query action itself, the reference to the personal health inform

resulting from the query is regarded as the access event..The contents of the audit record provid|

information|
contents in

7 Audit

7.1 Theg

Table 3 des
event, see C|

» o«
)

about the query “when
Juery events.

who” and “what@ondition for querying”. Table 2 describe

Table 2 < Query events

Event Contents
Query events to the personalhealth infor- V‘\//vhheon,
matiog What condition for querying

record details

eneral record format

cribes’the general format of the audit records. Regarding to the record contents of
ausé 8. The record format is defined after RFC 3881 [13] and ISO 12052(DICOM PS3.1

who” and “access to whose” data to be protected.)Tal

ble 1

[able
htion
e the
s the

each
5) [,

with additi

£l i leldeD ravaai Jd D VR £0 1.2 LD o1 Cot
Uttt Uptiviial TITIUS T U pUsSTUT UST dllU 1T dI'LICIPAIITUDJTLLL UIIL y OTL.
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(1) :Only 1 exists,
(0.1
1.2)
(0.N)
Optionality:

:0 or 1 exists,
:1 or 2 exist(s)

:0 to N exist(s)

M :Mandatory

MC :Conditional Mandatory

U  :Optional

M/U :Mandatory or Optional related to events

Type Field name Option Description Additional info.
Event relat- |EventID M ID for the audited event
ed Type of action per-
€))] EventActionCode M formed during the audit-
ed event
EventDateTime M Date/time of the audited See 7.2
event occurrence
EventOutcomelndicator U Eggf‘fss or failure of the
EventTypeCode U The category of the
event
User|related UserID M ID for the person or
process
1.2
Alternative ID for
AlternateUserID U
user or process
UserName U Name of user oi\process
UserlsRequestor U Inc!lcator that'the useris |See 7.3
or is nottHe requestor
Specitication of the role
RoleIDCode U theuser plays when per-
forming the event
Code for the purpose of
PurposeOfUse v use of the data accessed
Type of
NetworkAccessPointTypeCode U
network access point
See 7.4
ID for network
NetworkAccessPointID U ]
access point
Audit sys- Site ID of
tem felated |AuditEnterpriseSitelD U ) )
audit enterprise
@ Unique ID
AuditSourcelD M a See 7.5
of audit source
AuditSourceTypeCode U Type code of audit
source
Partjcipant Code for the participant
obje¢t re- object type
lated ParticipantObjectTypeCode M
(0..Np
MultipIicity:
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Table 3 (continued)

Type Field name Option Description Additional info.
ParticipantObjectTypeCodeRole M Object type code of role
Identifier for the data
ParticipantObjectDataLifeCycle 8] life-cycle stage for the
participant object
- . Type code of Participant
ParticipantObjectIDTypeCode M Object ID
. . . Permission PolicySet for
ParticipantObjectPolicySet 8] D:\rﬁr‘ipanfﬂh’ipr‘}:ln
Sensitivity defined by
ParticipantObjectSensitivity 8] the policy for Partici-
pantObjectID
Identifies a specific in-
ParticipantObjectID M stance of the participant |See 7.6
object
Object name
ParticipantObjectName §) of participant, such a&a
person’s name
o ) Contents of quéry for
ParticipantObjectQuery M/U
the participant object
Detail of
ParticipantObjectDetail §)
participant object
Description of
ParticipantObjectDescription U
participant object
Multiplicity:
(1) :Only 1 eyists,
(0..1) :0or 1|exists,
(1..2) :1 or 2|exist(s)
(0..N) :0to N exist(s)
Optionality:
M :Mandatory
MC :Conditiopnal Mandatory
U  :Optiona
M/U :Mandatpry or Optional related to events

7.2 Trigg

er event identification

7.2.1 EventID

Description: Unique identifier for a specific audited event, e.g. a menu item, program, rule, policy,

function code, application name, or URL. It identifies the performed function.

Optionality: Mandatory

Format/Values: Coded value, either defined by the system implementers or as a reference to a standard
vocabulary. The “code” attribute shall be unambiguous and unique, at least within Audit Source ID (see
7.5). Examples of Event IDs are program name, method name, or function name.

NOTE

10
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For implementation-defined coded values or references to standards, the XML schema in RFC 3881
defines the optional attributes as shown in Table 4.

Table 4 — Event ID reference attributes

Attribute Value

CodeSystem OID reference

CodeSystemName Name of the coding system; strongly recommended to be valued for locally-de-
fined code-sets.

CodeValue The specific code within the coding system

DisplayName The value to be used in displays and reports

OrigjnalText Input value that was translated to the code

To sypport the requirement for unambiguous event identification, multiple values@nay not be specified.

Ratipnale: This identifies the audited function. For “Execute” Event Action\Code audit njecords, this
identifies the application function performed.

At least one of CodeSystem (OID) or CodeSystemName is mandatory.

7.2.1 Event action code
Desdription: Indicator for type of action performed in the audit event.
Optipnality: Mandatory

Format/Values: Enumeration as shown in Table 5,

Table 5 — Event action codes

Value Meaning Examples

C Create Create a new database object, such as Placing 4n Order

R Read /Query Read or query data, such as a diagnosis

8] Update Update data, such as Revise Personal Health Information

D Delete Make items inaccessible

E Execute Perform a system or application function sug¢h as search,
extract, or use of an object's method

Ratipnale: This breadly indicates what kind of action was done on the Participant Object.

NOTE1  Actions that are not enumerated above are considered an Execute of a specific function or object
interface method or treated two or more distinct events. An application action, such as an authorization or digital
signing,is.a'function Execute, and the Event ID would identify the function.

NOTE 2 For some appiications, such as radiotogical imaging, a QUery action can only determine the presence
of data but not access the data itself. Auditing need not always make as fine a distinction.

NOTE3  Compound actions, such as “Move”, “Archive” or “Copy”, would be logged by creating audit data for
each operation - read, create, delete - or as an Execute of a function or method.

7.2.3 Event date and time
Description: A date/time specification that is unambiguous as to local time zones.
Optionality: Mandatory

Format/Values: A date/time representation that is unambiguous in conveying universal coordinated
time (UTC). The time shall be in a UTC format as per ISO 8601-1 and shall be within a tolerance of no
more than 250 ms of UTC.

©1S0 2021 - All rights reserved 11
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Rationale: This ties an event to a specific date and time. Security audits typically require a consistent
time base to eliminate time-zone issues arising from geographical distribution.

NOTE In a distributed system, some sort of common time base, e.g. an NTP [RFC 1305][22] server, is a good
implementation tactic.

7.2.4 Event outcome indicator
Description: Indicates whether the event succeeded or failed

Optionality: Optional

Format/Values: Coded value. A code zero (0) indicates success. Values for failure of an event arg not
meaningful within the scope of this document.

Rationale: [This field is specified to conserve compatibility with audit trails as defined in [ETF
RFC 388114,

7.2.5 Eventtype code
Description: Identifier for the category of event.
Optionality: Optional

Format/Values: Coded value enumeration, either defined by the system implementers or as a refefence
to a standard vocabulary. For implementation defined codestor references to standards, the | XML
schema in R[FC 3881 defines the optional attributes as shown if,Table 6.

Table 6 — Event type code reference attributes

Attribute Value

CodeSystem OID reference

CodeSystemName Name of the coding system; strongly recommended to be valued for locally-de-
fined code-sets

DisplayName The valueito*be used in displays and reports

OriginalText] Inputvalue that was translated to the code

Since eventq can be categorized-in-more than one way, there can be multiple values specified.

Rationale: This field enables-queries of audit records by implementation-defined event categories
7.3 User jdentification

7.3.1 UserlIb

Description: Unique identifier for the user actively participating in the event
Optionality: Mandatory

Format/Values: User identifier text string from the authentication system. It is a unique value within
the Audit Source ID (see 7.4).

Rationale: This field ties an audit event to a specific user. In this context, a user can be a person, group,
team, server, process, or task thread.

NOTE1 For cross-system audits, especially with long retention, this user identifier is meant to permanently

tie an audit event to a specific user via a unique key that retains its uniqueness over the entire lifetime of the
archiving of the audit trail.

12 © IS0 2021 - All rights reserved
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NOTE 2  For node-based authentication - where only the system hardware or process, but not a human user, is
identified - User ID would be the node name.

NOTE 3  If the audit trail is used for clinical audit, or to provide evidence, where needed, of misuse, the audit

trail can need to record sufficient information to unambiguously associate a unique identifier with an actual
user.

7.3.2 Alternative user ID
Description: Alternative unique identifier for the user

Optipnality: Optional

Format/Values: User identifier text string from authentication system. This identifier ,wjould be one
known to a common authentication system, if available.

Ratipnale: In some situations, a user may authenticate with one identity but)to accegs a specific
application system, may use a synonymous identify. The alternative identifier‘would then bgthe original
identify used for authentication, and the User ID is the one known to and used by the applidation.

7.3.3 User name

Desdription: The human-meaningful name for the user
Optipnality: Optional

Format/Values: Text string

Ratipnale: The User ID and Alternative User ID may be internal or otherwise obscure valugs. This field
assislts the auditor in identifying the actual user,

7.3.4 User is requestor
Desdription: Indicator that the user is'or is not the requestor, or initiator, for the event beimg audited.
Optipnality: Optional

Format/Values: Boolean, default/assumed value is “true”

Ratipnale: This value isused to distinguish between requestor-users and recipient-users. for example,
areport can be retrieved by a user (the requestor). Or a user (the requestor) may initiate afreport to be
sent fo another uset (who is the recipient of the report but not the requestor).

7.3.3 RoledD code

Desdription: Specification of the role(s) the user exercises when performing the event,|as assigned
in rolé-based access control security. Such role-based access control systems map each uger to one or
more roles, and each role to one or more system functions.

Optionality: Optional; multi-valued

Format/Values: Coded value, with attribute “code” valued with the role code or text from authorization
system. More than one value may be specified, because more than one role-based access control system
and/or taxonomy may be in use. Note that both ISO 27799:2016, 9.2.3 and ISO 22600 (all parts)l
specify that user of a health information system containing personal health information accesses its
services in a single role (i.e. users who have been registered with more than one role then designates a
single role during each health information system access session).

It is recommended to use a coding system compatible with the functional roles defined in ISO 21298[4]
and listed in Table 7.

©1S0 2021 - All rights reserved 13
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The vocabulary identification for this list of coded values can be referenced by the following OID,
specified using the Abstract Syntax Notation One (ASN.1) defined in ISO/IEC 8824-1[Z] and 1SO/
IEC 8824-2[8l:

Vocabulary Identification: iso (1) standard (0) functional and structural roles (21298) functional role
vocabulary (4)

Table 7 — Functional role ID codes

role_identifier [role_name description

01 Subject of care principal data subject of the electronic health record

02 Subject of care agent e.g. parent, guardian, carer, or other legal representative

03 Personal healthcare pro- | healthcare professional or professionals with the closest xélationship
fessional to the patient, often the patient’s family doctor

04 Privileged healthcare|nominated by the subject of care
professional OR

nominated by the healthcare facility of care((ifithere is a nomingtion
by regulation, practice, etc. such as an emetgency over-ride)

05 Healthcare professional |party involved in providing direct healtlicare to the patient

06 Health-related profes-|party indirectly involved in patient€are, teaching, research, etc
sional

07 Administrator any other parties supportingservice provision to the patient

This identifies a high-level list of functional roles to..€nable interoperable exchanges agross
jurisdictional or domain boundaries. This can be applied tomanage the creation, access, processing, and
communication of health information. More granular functional roles may be asserted within a domain
or jurisdictipn or may be agreed upon for communications between such domains or jurisdictions

The codes may be implementation-defined or reference a standard vocabulary enumeration| For
implementafion defined codes or references-té.standards, the XML schema in RFC 3881 definep the
optional attributes as shown in Table 8.

Table 8 <Role ID code reference attributes

Attribute Valqegi?:écription

CodeSystem OlPreference

CodeSystemName Name of the coding system; strongly recommended to be valued for locally-defined
code-sets

Display Namle The value to be used in displays and reports

OriginalText Input value that was translated to the code

Rationale: [Chis value ties an audited event to a user's role. This role is a key element in policigs for
control of actessto persomat heattirinmformmation

Additional guidance can be found in ISO 22600 (all parts)[el and I1SO 2129841,

7.3.6 Purpose of use
Description: Indicates the purpose for which the accessed personal health information will be used
Optionality: Optional

Format/Values: Coded value enumeration, either defined by the system implementers or as a reference
to a standard vocabulary.

It is recommended to use a coding system compatible with the scheme for classification of purposes for
processing of personal health information defined in ISO/TS 14265[2] and listed in Table 9.
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The vocabulary identification for this list of coded values can be referenced by the following OID,
specified using the Abstract Syntax Notation One (ASN.1) defined in ISO/IEC 8824-1lZ] and 1SO/
IEC 8824-2[8l:

Vocabulary Identification: iso (1) standard (0) Classification of Purposes for processing personal health
information (14265) Terminology for classifying purposes for processing personal health information

6y
Table 9 — Purpose classification
Code Classification Term Description

1 Clinical care provision to an|To inform persons or processes responsible for providing healthcare

individual subject of care services to the subject of care

2 Emergency care provision to an|To inform persons needing to provide healthcare seryices tp the subject

individual subject of care of care urgently, possibly requiring consent and over;ride policies distinct
from those pertaining to Purpose 1 above

3 Support of care activities within | To inform persons or processes enabling 6thers to provide healthcare

the provider organization for an | services to the subject of care, by coordiniating activities and/or facilities
individual subject of care

4 Enabling the payment of care|To inform persons or processes responsible for enabling th¢ availability

provision to an individual sub- | of funds and/or permissions fromm a‘paying party for providing healthcare
ject of care services to the subject of caré€

5 Health service managementand | To inform persons or processes responsible for determining the availa-

quality assurance bility, quality, safety, equity and cost-effectiveness of health¢are services

6 Education To support the learfting and professional development of healthcare
professionals

7 Public Health Surveillance, Dis- | To inform perseiis or processes with responsibility to monpitor popula-

ease Control tions or subspopulations for significant health events and tﬂfn intervene
to provide healthcare or preventive care services to relevant individuals

8 Public safety emergency To inform persons with responsibility for the protection of the publicin a
sitiation in which there is considered to be a significant risk to members
of the public, possibly requiring consent and over-ride policies distinct
from those pertaining to Purpose 7 above.

9 Population health management| To inform persons or processes with responsibility to monitof populations
or sub-populations for health events, trends or outcomes in orfer to inform
relevant strategy and policy

10 Research To support the discovery of generalizable knowledge

11 Market Studies To support the discovery of product or organization specifi¢ knowledge

12 Legal Procedure To inform persons or processes responsible for enforcing l¢gislation, or
undertaking legally authorized criminal, civil or regulatory investigation

13 Subject of Care Uses To inform the subject of care or his or her legally authorized pgent in sup-
port of the subject of care’s own interests or in the case of the deceased
to support the care of a family member.

14 Unspecified Disclosure on the basis of authorizations not requiring a purpose to be
declared or purposes for which the other categories in this clause do not
apply

Rationale: This field enables assessing conformity of the audited event with the organization’s access

policy.

7.4 Access point identification

7.4.1 Network access point type code

Description: An identifier for the type of network access point that originated the audit event.

Optionality: Optional

© IS0 2021 - All rights reserved
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Format/Values: Enumeration as shown in Table 10.

Table 10 — Access point type codes

Value Meaning

1 Machine Name, including DNS name
2 IP Address

3 Telephone Number

Rationale: This datum identifies the type of network access point identifier of the user device for the

audit event.
analysis of g

7.4.2 Net

A PR dos 1 1 4] 4= 1 e 4= P [ | 4=
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ccess according to a network access point's type.

vork access point ID

Description: An identifier for the network access point of the user device for the audit event. This

be a device i
Optionality

Format/Va
if specified.

Rationale: |
that perforn
servers for {

NOTE N
can be highly

EXAMPLE 1
Network Acc
Network Acc
EXAMPLE 2
Network Acc

Network Acc
7.5 Audit

7.5.1 Ove

d, IP address, or some other identifier associated with a device.
: Optional

ues: Text may be constrained to only valid values for the given'Network Access Point
Recommendation is to be as specific as possible where multiple options are available.

[his datum identifies the user's network access point, which may be distinct from the s
ned the action. It is an optional value that may be used'to group events recorded on sep
nalysis of a specific network access point's data.access across all servers.

btwork Access Point ID is not a substitute for identifying the user. Internet IP addresses, in parti
volatile and the same one can be associated with'more than one person in a short time period

pss Point ID: 192.0.2.2

bss Point Type Code: 2 = IP address

bss Point ID: 610-555-12 12

bss Point Type Codey3 = Phone Number
source identification

Iview

s for

rould

[ype,

Prver
hrate

cular,

Audit trail

ata’can be collected from various sources, such as the Fn”nuring-

— Information systems security data;

— Directory services;

— Access policy definition services;

— Application-level access data.

Secure services are required to obtain these data.

The following data are required primarily for application systems and processes. Since multi-tier,
distributed, or composite applications make source identification ambiguous, this collection of fields
may repeat for each application or process actively involved in the event. For example, multiple value-
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sets can identify participating web servers, application processes, and database server threads in an
n-tier distributed application. Passive event participants, e.g. low-level network transports, need not be
identified.

Depending on implementation strategies, it is possible that the components in a multi-tier, distributed,
or composite applications may generate more than one audit record for a single application event.
Various data in the audit record may be used to identify such cases, supporting subsequent data
reduction. This document anticipates that the repository and reporting mechanisms perform data
reduction when required, but does not specify those mechanisms.

7.5.2 Audit enterprise site ID

Desd
prov

Opti

jder location within a multi-entity provider group.

pnality: Optional

Format/Values: Unique identifier text string within the healthcare enterprise. Optional wk

Systq

Rati
Systq

NOTH
ident
and d
diffeq

7.5.3
Desd

Opti

m is uniquely identified by Audit Source ID.

pnale: This value differentiates among the sites in a multi-site*enterprise health
m.

This is defined by the application that generates the@udit record. It contains a unig
fies a business organization (owner of data) that is knownto the enterprise. The value fur

isambiguates the Audit Source ID. Values can vary depénding on type of business. There ca
entiation within the organization.

Audit source ID
ription: Identifier of the source where the event originated.

pnality: Mandatory

Format/Values: Unique identifier text string, at least within the Audit Enterprise Site ID

Rati
analy

7.5.4
Desd

Opti

bnale: This field ties the(eyent to a specific source system. It may be used to grou
sis according to wherethe event occurred.

Audit source-type code
ription: Code.specifying the type of source where event originated.

pnality: Optional

For
toa

at/Values: Coded-value enumeration, optionally defined by system implementers or a
tandard vocabulary. Unless defined or referenced, the default values for the “code” att

ription: Logical source location within the healthcare enterprise network; e.g. a hosintal or other

en the audit

information

ue code that
her qualifies
h be levels of

b events for

5 areference
[ibute are as

shownin Table 17T.

Table 11 — Audit source type codes

Value Meaning

End-user interface

Data acquisition device or instrument

Web server process tier in a multi-tier system

Application server process tier in a multi-tier system

Database server process tier in a multi-tier system

NGB |W|IN |-

Security server, e.g. a domain controller

©ISO
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Table 11 (continued)

Value Meaning

7 OSI layer 1-3 network component

8 OSI layer 4-6 operating software

9 External source, other or unknown type

For implementation defined codes or references to standards, the XML schema in RFC 3881 defines the

optional att

ributes as shown in Table 12.

Tabled2 — Audi : "

Attribute Value

CodeSystem OID reference

CodeSystemName Name of the coding system; strongly recommended to be valued forlocally-defined
code-sets

DisplayName The value to be used in displays and reports

OriginalTexf] Input value that was translated to the code

Since audit §ources may be categorized in more than one way, there may,bé.multiple values specified.

Rationale: This field indicates which type of source is identified by the*Audit Source ID. It is an optfional

value that may be used to group events for analysis according tothe type of source where the ¢vent

occurred.

7.6 Participant object identification

7.6.1 Overview

The objects|of an auditable event are referred to-as participant objects. The following data assigt the

auditing prqcess by indicating specific instances of data or objects that have been accessed.

These data jare required unless the valttes for Event Identification, Active Participant Identificgtion,

and Audit Jource Identification are(sufficient to document the entire auditable event. Produftion

audit recor
organizatio

Because eve
For exampld

Two pai
medical

A subje

!

policy and regulatory)requirements.

nts may have mére'than one participant object, this group can be a repeating set of vz
, depending enninstitutional policies and implementation choices:

ticipantbject value-sets can be used to identify access to personal health informati
record:umber plus the specific healthcare encounter or episode for the subject of caj

'tof care and his/her authorized representative may be identified concurrently.

s containing these data)might be enabled or suppressed, as determined by healthcare

lues.

n by
e.

An attending physician and consulting referrals may be identified concurrently.

All subjects of care identified on a work list may be identified.

In some cases (e.g. radiological studies or transfers of large numbers of HL7®Y common data
architecture documents), a set of related participant objects identified by accession number or study
number, may be identified. Each audit record documents only a single usage instance of such participant
object relationships and does not serve to document all relationships that can be present or possible.

1) HL7® is the trademarks of the Healthcare Information Management Systems Society in the United States and
trademarks of IHE Europe in the European Community. This information is given for the convenience of users of this
document and does not constitute an endorsement by ISO of the product named.
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7.6.2 Participant object type code

Description: Code for the participant object type being audited. This value is distinct from the user's
role or any user relationship to the participant object.

Optionality: Mandatory

Format / Values: Enumeration as shown in Table 13.

Table 13 — Participant object type codes

Valt Meaning

1 Person

2 System Object
3 Organization
4 Other

Ratipnale: To describe the object being acted upon. In addition to querieson the subject of the action in
an ayditable event, it is also important to be able to query on the object‘type for the action.

7.6.3 Participant object type code role

Desdription: Code representing the functional application ‘role of Participant Object bejing audited.
Thesle codes are specific to ISO 12052 (DICOM PS3.15).

Optipnality: Mandatory

Format/Values: Enumeration, specific to Participant Object Type Code, as shown in Table 4.

Table 14 — Participant object role codes

Value Meaning ,_‘\\C)\ Participant Object Type Codes
1 Subject of care 1 - Person
2 Location 3 - Organization
3 EHR segment 2 - System Object
4 Resource, 1 - Person

3 - Organization
5 Master file 2 - System Object
6 User 1 - Person

2 - System Object (non-human user)
7 List 2 - System Object

Health professional 1 - Person

9 Subscriber 3 - Organization
10 Guarantor 1 - Person

3 - Organization
11 Security User Entity 1 - Person

2 - System Object
12 Security User Group 2 - System Object
13 Security Resource 2 - System Object
14 Security Granularity Definition |2 - System Object
15 Provider 1 - Person

3 - Organization

©1S0 2021 - All rights reserved 19
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Table 14 (continued)

Value Meaning Participant Object Type Codes
16 Data Destination 2 - System Object

17 Data Repository 2 - System Object

18 Schedule 2 - System Object

19 Customer 3 - Organization

20 Job 2 - System Object

21 Job Stream 2 - System Object

22 Table 2—Systenr-Objeet

23 Routing Criteria 2 - System Object

24 Query 2 - System Object
A “Security Resource” is an abstract securable object, e.g. a screen, interface, document,program, gtc. -

or even an audit log or repository.

Rationale:
participant,

7.6.4 Par

based on the application role it serves.

ficipant object data life cycle and record entry lifecycle evéents

Description: This can be used to provide an audit trail for data,~over time, as it passes throug
system. Codes 1-16 originate from ISO 12052 (DICOM PS3.15)Record entry lifecycle” events

evolved ove
during the 1

fespan of an EHR “record entry”).

Optionality: Optional

Format/Va

20

ues: Enumeration as shown in Table 15;

For some detailed audit analysis, it may be necessary to indicate a‘more granular type of

h the
have

" time within the ISO/HL7 standards and now consist of 27 discrete events (which can ¢ccur
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Table 15 — Participant object stage codes

Value Meaning

1 Origination/Creation

2 Import/Copy from original

3 Amendment

4 Verification

5 Translation

6 Access/Use

7 DC idclltif;\,atiull

8 Aggregation, summarization, derivation

9 Report

10 Export/Copy

11 Disclosure

12 Receipt of disclosure

13 Archiving

14 Logical deletion

15 Permanent erasure/Physical destruction

16 Reclassification

Value Meaning . \\\ i

access Access/View Record Lifecycle Event: Occurswhen an agent causes the system to obtain and open
arecord entry for inspection or review

hold Add Legal Hold Record Lifecycle EventiOccurs when an agent causes the system to|tag or other-
wise indicate special access management and suspension of record entry deletionfdestruction,
if deemed relevant to a lawsuit or which are reasonably anticipated to be relevant or to fulfill
organizational policy under thelegal doctrine of “duty to preserve”

amend Amend (Update) Record Lifecgycle Event: Occurs when an agent makes any change tofrecord entry
content currently residing'in storage considered permanent (persistent)

archjve Archive Record Lifecyele Event: Occurs when an agent causes the system to credte and move
archive artefacts-centaining record entry content, typically to long-term offline stprage

attegt Attest Record(Lifecycle Event: Occurs when an agent causes the system to capture the agent’s
digital signature (or equivalent indication) during formal validation of record entrly content

decrpt DecryptRecord Lifecycle Event: Occurs when an agent causes the system to decodefrecord entry
contentfrom a cipher

deidentify De-dentify (Anonymize) Record Lifecycle Event: Occurs when an agent causes the system to
scrub record entry content to reduce the association between a set of identifying|data and the
data subject in a way that might or might not be reversible

deprecate Deprecate Record Lifecycle Event: Occurs when an agent causes the system to tag recqrd entry(ies)
as obsolete, erroneous or untrustworthy, to warn against its future use

destroy Destroy/ Delete Record Lifecycle Event: OCcurs when an agent Causes the system to permanently
erase record entry content from the system

disclose Disclose Record Lifecycle Event: Occurs when an agent causes the system to release, transfer,
provision access to, or otherwise divulge record entry content

encrypt Encrypt Record Lifecycle Event: Occurs when an agent causes the system to encode record entry
content in a cipher

extract Extract Record Lifecycle Event: Occurs when an agent causes the system to selectively pull out
a subset of record entry content, based on explicit criteria

link Link Record Lifecycle Event: Occurs when an agent causes the system to connect related record
entries

merge Merge Record Lifecycle Event: Occurs when an agent causes the system to combine or join content

from two or more record entries, resulting in a single logical record entry
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Table 15 (continued)

Value Meaning
originate Originate/Retain Record Lifecycle Event: Occurs when an agent causes the system to: a) initiate
capture of potential record content, and b) incorporate that content into the storage considered
a permanent part of the health record
pseudonymize |Pseudonymize Record Lifecycle Event: Occurs when an agent causes the system to remove record
entry content to reduce the association between a set of identifying data and the data subject in
a way that may be reversible
reactivate Re-activate Record Lifecycle Event: Occurs when an agent causes the system to recreate or restore
full status to record entries previously deleted or deprecated
receive Receive/Retain Record Lifecycle Event: Occurs when an agent causes the system to a) injtiate
capture of data content from elsewhere, and b) incorporate that content into the storage eonsid-
ered a permanent part of the health record
reidentify Re-identify Record Lifecycle Event: Occurs when an agent causes the system to restore informpation
to data that allows identification of information source and/or information subject
unhold Remove Legal Hold Record Lifecycle Event: Occurs when an agent causes the system to remove
a tag or other cues for special access management had required to fulfil) organizational policy
under the legal doctrine of “duty to preserve”
report Report (Output) Record Lifecycle Event: Occurs when an agent causes the system to produc¢ and
deliver record entry content in a particular form and manner
restore Restore Record Lifecycle Event: Occurs when an agent cduses the system to recreate regcord
entries and their content from a previous created archive artefact
transform Transform/Translate Record Lifecycle Event: Occurs when an agent causes the system to change
the form, language or code system used to representrrecord entry content
transmit Transmit Record Lifecycle Event: Occurs when an“agent causes the system to send record ¢ntry
content from one (EHR/PHR/other) system to-another
unlink Unlink Record Lifecycle Event: Occurs when an agent causes the system to disconnect tyo or
more record entries previously conneeted, rendering them separate (disconnected) again
unmerge Unmerge Record Lifecycle Event: Occurs when an agent causes the system to reverse a preyious
record entry merge operation, rendering them separate again
verify Verify Record Lifecycle Event: Occurs when an agent causes the system to confirm compliar]ce of
data or data objects withregulations, requirements, specifications, or other imposed conditions
based on organizational\policy
Rationale: |Institutional policies’ for privacy and security may optionally fall under diffgrent
accountabiljty rules based on'data life cycle. This provides a differentiating value for those cases.
7.6.5 Participant objectID type code
Description: Describes the identifier that is contained in Participant Object ID.
Optionality;: Mandatory

Format Values: Coded-value enumeration, specific to Participant Object Type Code, using attribute-
name “code”. The codes in Table 16 are the default set.

Table 16 — Participant object ID type codes

Value Meaning Participant Object Type Codes

1 Medical Record Identifier 1 - Person

2 Subject of Care Identifier 1 - Person

3 Encounter Identifier 1 - Person

4 Insurance Enrolee Identifier 1 - Person
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Table 16 (continued)
Value Meaning Participant Object Type Codes
5 National personal identifier for|1 - Person
healthcare services (e.g. Social
Security Number)
6 Account Identifier 1 - Person
3 - Organization
7 Guarantor Identifier 1 - Person
3 - Organization
8 Report Name 2 - System Object
9 Report Identifier 2 - System Object
10 Search Criteria 2 - System Object
11 System User Identifier 1 - Person
2 - System Object
12 Uniform Resource Identifier (URI)I |2 - System Object
13 Object Identifier (e.g. record iden- |2 - System Object
tifier, lab test Identifier, etc.)

User|ldentifier and URI [RFC 2396][23] text strings are intended.to be used for security administration
trigger events to identify the objects being acted-upon.

The [codes may be the default set stated above, implementation-defined, or referencefa standard

vocapulary enumeration, such as HL7® V2 Table {0207 Processing Model21l or ISO 12

PS3.15) defined media types.

52 (DICOM

For implementation defined codes or referencés'to standards, the XML schema in RFC 3881 defines the
optidnal attributes as shown in Table 17.

Table 17 — Participant object ID code reference attributes

fined code-sets

Attrjbute Vg\@ )
CodgSystem 01D reference
CodgSystemName Name of the coding system; strongly recommended to be valued f@r locally-de-

DisplayName

The value to be used in displays and reports

OrignalText

Input value that was translated to the code

Ratipnale: Required to distinguish among various identifiers that can synonymously identify a
participantobject.

7.6.

Parficinant aluact D
rafFaeipantoeo T

3
JecTT

Description: Pointer to the policies that govern access to the Participant Object ID

Optionality: Optional

Format /Values: Values are institution- and implementation-defined text strings.

7.6.7 Participant object sensitivity

Description: Denotes policy-defined sensitivity for the Participant Object ID such as VIP, HIV status,
mental health status, or similar topics.

Optionality: Optional
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Format/Values: Values are institution- and implementation-defined text strings.

7.6.8 Participant object ID

Description: Identifies a specific instance of the participant object.

Optionality: Mandatory

Format/Values: Text string. Value format depends on Participant Object Type Code and the Participant
Object ID Type Code.

Rationale:
privacy and

NOTE Tl
as implement

7.6.9 Par

security issues.

is field might be the primary unique identifier key for the object, so it can be a compo$ite-dat
ed.

licipant object name

Description: An instance-specific descriptor of the Participant Object ID audited, such as a per

name.
Optionality
Format/Va

Rationale:

: Optional
ues: Text string

[his field may be used in a query/report to identify audit events for a specific persor

where multiple synonymous Participant Object IDs (subject6f'care identifier, medical record idenf

encounter id

7.6.10 Par

lentifier, etc.) have been used.

ficipant object query

Description: The actual query for a query-type(participant object.

Optionality
Format/Va

Rationale: }
in order to

encoding fo
by downstr{

7.6.11 Par

: Conditional mandatory
ues: Base 64 encoded data

Ffor query events, it may be necessary to capture the actual query input to the query pr
dentify the specificcevent. Because of differences among query implementations and
" them, this is a base 64 encoded data blob. It may be subsequently decoded or interp
pam audit analysis processing.

ficipant.ebject detail, Participant object description

Descriptio

: Implementation-defined data about specific details of the object accessed or used.

Frack

field

son's

, e.8.
ifier,

hcess
data
reted

Optionality: Optional

Format: Type-value pair. The “type” attribute is an implementation-defined text string. The “value”
attribute is a base 64 encoded data blob.

Rationale:

Specific details or values from the object accessed may be desired in specific auditing implementations.
The type-value pair enables the use of implementation-defined and locally-extensible object type
identifiers and values. For example, a clinical diagnostic object may contain multiple test results, and
this element could document the type and number and type of results.

Many possible data encodings are possible for these elements, so the value is a base 64 encoded data

blob. It may

24

be subsequently decoded or interpreted by downstream audit analysis processing.
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This audit record, as shown in Table 18, describes creation, reading, modification and deletion of the

personal health information.

Table 18 — Audit record format for access events

Category Field Name Option Restriction of values
EVGI [ § U‘ldl.cb‘l ID Uf dul.‘lil. CVCIIL. FUI}UVVillS leL{C ib N t:
EventID M
EV (110110, DCM, “Patient Record’)
EventActionCode M The action executed in the event whidh generated
the audit log. Following value)is set:
EV: “C” (Create)
“R” (Read)
“U” (Update)
“D” (Delete)
EventDateTime M The data/time-of the event’s occurrer]ce:
EventOutcomelndicator 4) Code forsticcess (or failure) of the event
EventTypeCode U The typé€ of event:
User|related The'ID of the person or process operafting the
(1.2 UserID M data. In case that both the person and the process
are known, both are to be included. This is a
unique value at the audit source (AudjtSourcelD).
AlternateUserID U The alt-ernatlve ID of the person or the process
operating the data.
UserName U The name of the person or process opgerating the
data.
This value shows if the person or the process
operating the data are the requester ¢f this event
UserlsRequestor U or not. Following value is set:
EV TRUE
The role of the person or the process pperating
RolelDCagl4 U the data when performing the event.
PurboseOfUse U Code indicating the purpose of use of|the data
accessed
NetworkAccessPointTypeCode U Type code of the network access poinf.
NetworkAccessPointID U ID for the network access point.
Source-System . e The logical location of the source system. Used to
relatled-(1) AuditEnterpriseSitelD U modify AuditSourcelD. 1
AuditSourcelD M The unique ID of the source system.
AuditSourceTypeCode U The type code of the source system.
Participant The type code of the participant object. Following
object related ParticipantObjectTypeCode M value is set:
(information EV 1 (person)
of accessed p
patient) (1) The role code of the participant object. Following
ParticipantObjectTypeCodeRole M values is set.
EV 1 (patient)
ParticipantObjectDataLifeCycle U The lifecycle stage ID of the participant object.
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Table 18 (continued)
Category Field Name Option Restriction of values
The type code that contained in ParticipantObjec-
ParticipantObjectIDTypeCode M  [tID.Following value is set:
EV 2 (patient ID).

- . . The active Permission PolicySet for ParticipantO-
ParticipantObjectPolicySet v bjectID e.g. patient consent information
ParticipantObjectSensitivity U ;[(;};(:I%ohcy-defmed sensitivity for ParticipantOb-

I'he instance ID of the participant object.
ParticipantObjectID M
Patient ID is set.
The name of the participant object.
ParticipantObjectName U
Subject of care’s name is set.
ParticipantObjectQuery U not specialized
ParticipantObjectDetail U The detail of the participdntobject instance.
ParticipantObjectDescriptiom U The description of the participant object instance.
Participant The type code of thé participant object. Folloying
objectrelated | participantObjectTypeCode M |valueisset:
(informatior EV 2 (syst biect)
of accessed systenmebjec
EHR segmenit) The role code of the participant object. Following
(0..N)) ParticipantObjectTypeCodeRole M values s set.
EV3(EHR segment)
ParticipantObjectDataLifeCycle U The lifecycle stage ID of the participant object.
The type code that contained in ParticipantOpjec-
ParticipantObjectIDTypeCode M- [tID. Following value is set:
EV 13 (Object ID).
ParticipantObjectPolicySet U Ehe active Permission PolicySet for ParticipahtO-
jectID
ParticipantObjectSengithaty U ;l"e};(;%ohcy-defmed sensitivity for ParticipantOb-
The instance ID of the participant object.
ParticipantObjectiD M
EHR segment ID is set.
The name of the participant object.
ParticipantObjectName U
EHR segment name is set.
ParticipantObjectDetail U The detail of the participant object instance.
RarticipantObjectDescriptiom U The description of the participant object instance.

8.2 (Query events

In this audit record, shown in

does not record the response to the query, but merely the fact that a query was issued.
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Table 19, the event of a Query being issued or received is described. It

© IS0 2021 - All rights reserved



https://standardsiso.com/api/?name=745d9544333907506964ef1732724f7e

IS0 27789:2021(E)

Table 19 — Audit record format of query events

Category Field Name Option Restriction of values
Event related. ID of audit event. Following value is set:
EventID M
EV (110112, DCM, “Query”)
The action executed in the event that generated
EventActionCode M the audit log. Following value is set:
EV “E” (Execute)
EventDateTime M The data/time of the event’s occurrence:
EventOutcomelndicator Y Codeforsuececess{orfaiture}ofthe-evgnt
EventTypeCode U The type of event:
Quegtioner UserID M The process operating the datay This is a unique
related(1) value at the audit source AuditSource[D).
AlternateUserID U The alt_ernatlve ID of the'person or the process
operating the data.
UserName U The name of the pfocess operating the data.
This value shpoWws-if the person or the process
UserIsRequestor U operating the.data are the requester of this event
or not.
The role.of the person or the process pperating
RoleIbCode v thedata when performing the event.
PurposeOfUse U €ode indicating the purpose of use of the data
accessed
NetworkAccessPointTypeCode 8] Type code of the network access point.
NetworkAccessPointID U ID for the network access point.
Quegdtion The ID of the process that responds tq the query.
ahead relat- UserID M This is a unique value at the audit soufce (Audit-
ed(1 SourcelD).
AlternateUserID U The alternative ID of the process thatjresponds to
the query.
UserName U The name of the process that respondjs to the
query.
UserlsReatestor U This value shows if the process that r¢sponds to
9 the query is the requester of this everlt or not.
Rol€DCode U The role code of t}_le process that operjated the
data at the execution time.
NetworkAccessPointTypeCode U Type code of the network access poinf.
NetworkAccessPointID U ID for the network access point.
Alternative The ID of the participant that is relatdd and
partjcipant HearID) M known. Especially the person or process is the re-
related(0..N) questor. This is a unique value at the audit source
(AuditSourcelD).
AlternateUserID U The alternative ID of the alternative participant.
UserName U The alternative name of the alternative partici-
pant.
UserlsRequestor U This value shows 1f_the alternative participant is
the requester of this event or not.
RoleIDCode U The role of the alternative participant.
NetworkAccessPointTypeCode U Type of the network access point.
NetworkAccessPointID U ID for the network access point.
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Table 19 (continued)
Category Field Name Option Restriction of values
Source system . e The logical location of the source system. Used to
related (1) AuditEnterpriseSitelD v modify AuditSourcelD.
AuditSourcelD M The unique ID of the source system.
AuditSourceTypeCode §) The type code of the source system.
Participant The type code of the participant object. Following
object related Partici ObiectTvpeCod M value is set:
(query con- articipantObjectTypeCode
tents) (1) EV 2 (system)
The role code of the participant object. Fellowing
ParticipantObjectTypeCodeRole M values is set.
EV 3 (report)
ParticipantObjectDataLifeCycle §) The lifecycle stage ID of the pagticipant object.

The type included in ParticipantObjectID. Follow-
ParticipantObjectIDTypeCode M ing value is set:
EV 10 (query formula)

ParticipantObjectPolicySet U The active Permission PolicySet for ParticipaptO-

bjectID
ParticipantObjectSensitivity The policy-defined sensitivity for ParticipantPb-
jectlD.
ParticipantObjectID M The instance ID of the participant object.
ParticipantObjectName §) Théhame of the participant object.

The query contents that is coded by base 64.
When there is a requirement to analyse the c¢n-

ParticipantObjectQuery . tents, this shall be performed by the developdr
vendor.

ParticipantObjectDetail §) The detail of the participant object instance.

ParticipantObjectDescription §) The description of the participant object instgnce.

9 Secur¢ management of audit data

9.1 Security considerations

IETF RFC 3881, 7 states’the criteria in relation to the maintenance of confidentiality and integrity of
health records and the'integrity and availability of health information systems.

Managemenit of audit records should follow I1SO 15489.13] Security requirements for archiving of pudit
records are sipfilar to those for archiving of electronic health records specified in ISO/TS 21547[2]

Guidance on Tong-term archiving while assuring data integrity guidance is also given in IETF RFC
4810[24] and IETF RFC 4998(25],

Special attention should be given to the security of distributed audit trails. Whereas electronic health
records may be distributed over multiple information systems and spanning distinct security policy
domains, this also pertains to audit trails. Security shall be maintained over the distributed audit trails.

9.2 Securing the availability of the audit system

The audit system shall provide sufficient measures to ensure that entries are made in the audit trail
whenever the health information system is operational.

The audit system shall log all instances when the audit trail has been out of service, turned off or not
functional because of a system failure.
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audit system shall show or report which audits are on/off at any given time.

Retention requirements

Audit records shall be subject to a retention policy, determined by the organization responsible for the
audit log.

Retention of the audit records should follow relevant requirements and policies.

Retention of the audit records should support the life of the health records, data and documents.

9.4
The

In pdrticular, it shall

a)
b)

‘)
d)

e)

9.5

Acceps to audit data shall be strictly controlled and itself subject to audit. Access shou
apprppriate information system that can enforce these controls, rather than directly to th
itself.

Securing the confidentiality and integrity of audit trails

nudit system shall provide sufficient security measures to protect audit logs\from

gecure access to audit records,
gafeguard access to system audit tools to prevent misuse or compromise,
keep track of all actions to the audit trail by a secure log specifyingtime, action and act

log all occasions when the audit trail has been out of service;turned off or not functiond
4 system failure, and

feport of which audits are on/off at any given time.

Access to audit data

tampering.

or,

1] because of

Id be by an
e audit trail

Audifing facilities should provide analysis of the audit trail by any of the coded or named figelds defined

in Clause 7, with date/time periods where appropriate individually or in combination (e.g.
user [X, all “delete” events by users of role “Y”, all events involving subject of care “Z” in the
etc.).

In sdme cases, it can be-hecessary for an audit user to access information sources in adg
audif trail, for exampleto spot patterns (e.g. all searches on children carried out by a user
paedjiatrician or affiliated with paediatrics).

hll access by
past month,

lition to the
who is not a
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Annex A
(informative)

Audit scenarios

A.1 Overview

There are nj
performanc
scenarios fo

A.2 Case

A.2.1 Gen

The scenari

A.2.2 Dis;

While a cele)
nursing info
and sells it t

The subject
to the hospi
accesses to
up times. T™
is repriman

This scenar
recorded. It

creatioj

transmj
receptiq

storing

Ir use of audit logs.

any types of audit: security, privacy, forensic, provisioning, system performance,met
e, configuration management, intrusion detection, etc. This annex describes) va

=)

of the data subject sensitivity

eral

b in each case is described below.

sruntled celebrity or VIP

brity is in hospital, someone on staff, aware of the subject of care’s celebrity status usg
rmation system to look up the subject of care’s reom number and health record inform4
0 a newspaper for cash.

tal’s privacy officer. The privacy officer-uses the audit repository to scan through a
he subject’s health record and discevers one that occurred outside of the scheduled c
o nurses were on staff at that time-.and after some investigation, one of them confesse
led.

o depends on both audit(récording as well as a process for auditing the activity that
should include

| of audit record /16g;
ssion of auditrecord /log to repository,
n of auditrécord /log,

of auditrecord/log,

querying/searching audit log to determine what happened. This in turn requires

work
rious

s the
tion,

of care, upon finding his/her picture on“the cover of a prominent newspaper, compllains

I the
heck-
5 and

was

search by date capability, and

audit systems that, at a minimum

— identify every user that was reported to have looked at a given subject of care’s records,

con

30

identify every instance of a given user accessing any subject of care's record, and
identify every instance of a node accessing a subject of care’s record.

formity with RFC 3881, to make searching possible

where radiology workflow is being audited, conformity with ISO 12052 (DICOM PS3.15).
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A.2.3 Additional subject sensitivity

In addition to the scenario above, there is a number of potential subjects of care with specific audit

needs:

A victim of violence:

Subjects where the attacker is highly motivated, e.g. a subject who is unknowingly being stalked.

The subject of care notifies the privacy officer to disable access to personal health information by
tagging it differently from labels used to identify a VIP (Administration can have a standard set of tags

to identify this kind of data subject). For audit, this case should not record that the subj

ct of care is

a “vi
offic
itin

ctim of violence” but rather should record that a security violation alert was sent ito
br or security officer. It would be useful to record a “code” for this violation but net cle
blain text in the audit record.

On the audit side, the following could be standardized:

[ategories of security alert - need a mechanism to send a security alert.There would 4

dutlined below.

Will have codes and trust the application to detect a pattern

Lapability to apply policy to audit processing, where the policy defines when and what

Need to use this functionality from syslog: selective forwarding of logs that match spec
atterns to a separate application that is not part.of the basic audit service. This othg
§pplication will “look” for bad behaviour and send alerts (this kind of application cou

or hardware problems).
Basic data extract capability from the audit archive

Dption: add a plug-in for specific seatches of audit repository, but at minimum provide {
ump all data from the audit dat@base in order to do the manual analysis in phase 1

Notification service can be simple or sophisticated but needs to know what to send
notiffication service can be an'‘optional dependent service. There are two variations on th
consjdered:

a)

igh-profile subjects-of care where the attacker is not highly motivated:

nitial threatenvironment: Subjects where the attacker is not highly funded or motiva
ttacker will-not spend a lot of time bribing an insider or won't spent time as an insi
uerying\a database. These are only examples of inappropriate “normal” transac
epository should be query-able for accesses by IP, PID, user, interval of time, etc.

the privacy
arly identify

e a security

llert for a potential stalking/illicit activity scenario as well as stronger alerts for the scenarios

to alert

ific (simple)
r “watcher”
d also work

he ability to

where. The

s case to be

ted; i.e.: the
der directly
tions. Audit

b) High-profile subjects of care where the attacker is highly motivated:

Attackers who have used the query capabilities of underlying databases and not just the exposed
search functions of the repository interface to obtain information (e.g.: database administrators).

Required functionality: Query audit logs according to subject of care ID, access time and user ID,
generic analysis of repository

Audit repository will need to be able to dump audit records based on PID, system ID, time window, etc.

Reporting service will receive coded info from repository and display report in whatever way they
choose (preferably a usable one)

Required interface: (where audit repository shall send a message that report service and analysis
service can understand) (provided interface is the other half)
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are audit events associated with this data subject.

b)

subject’s ID is not listed: deterministic/not time sensitive queries (like XDS stored queries).

c)

systems of interest. (e.g.: all logins and logouts).

d)

Events related to a specific subject of care: don’t bother looking at any queries, just tell me if there

Tell me queries that you know would have returned results about a data subject even if the data

Give me all events subject to a few windows of criterion: user, time window, event type and set of

Complex: custom queries, ISO 12052 (DICOM) queries, lab workflow queries that are workflow

depend
Levelsa,ba
An analysis

Potential fy

ent and require you to know state of database at the time the query was done.
nd c may be via direct interface to repository.
service may be used for item d and layered on top.

Inctionality: Query audit logs manually or using analysis service

Potential new scope for audit: Perform analysis/comparison/correlation between scheduling

and audit lo

bs to show unscheduled/unusual accesses.

Optional services: Query repository/analysis service

A.3 Case

In this scen
be aware off
care physici
A few week
neighbour t}
The privacy

Required fi

of the enforced legislative right to privacy(retrospective, not active)

irio, a subject of care does not want his/her next\door neighbour, a healthcare provid

his/her health status. The data subject can.issue a consent directive to his/her pri
an to block all access from the healthcare provider neighbour to his/her healthcare rec
5 later, the privacy officer in the primagry care physician's clinic receives an alert thg
ied to access the records in violation pf'institutional policy and that the access was ref
officer notifies the data subject of'the attempted access and that it was unsuccessful.

unctionality: List accesses_to health records by physician/user login; list/show f

accesses; and provide alerts when an event that is unauthorized by consent directive is captured.

Low/hig
and I'll

This scd
success

Issues:

In the r¢
the proy

rh profile use case also néeeds the retrospective audit analysis capability. “give me the
hnalyze it”.

nario exists onlyto determine that audit needs to be able to be “queried” by PID, as w|
fail event outcomes.

pal world, there is a lot of automated pre-staging and caching of data. For most transact
rider'or name of the subject of care is often not included in the data, but in related applic

logs

er, to
mary
ords.
t the
1sed.

hiled

data

ell as

ions,
htion

inform

- al . s L YAT FO. R | 1 1.1 1c T ol 1 L
LIUIL. GdA5C IIT PDUIIIL. VVIICIT AdIT HTIUIVIUOUAL IS SCIICUUITU 101 dIl dPPUIILIITIIL, UICIT Udid dI'T pl‘e-
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fetched to the examination room screen. The audit service would need to be able to collate who was
logged in to the examination room at the time that the examination was scheduled.

For an unauthorized attempt to access healthcare records by a healthcare provider neighbour as
above, the query should either be caught by the application or show up as a query from an unexpected
source.

The “watcher service” could have a whitelist of examination rooms that can pre-fetch data and send
a notification if the query comes from an unexpected source and/or against a consent or access
directive. The definition of when and what the watcher service notifies is a local policy issue.
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A.4 Case of a compromised server

If the environment of the EHR registry server is compromised, the registry server can adversely affect
the information assets of other organizations (springboard attack). Security measures in the server
environment can be handled by using standard IT industry measures, for examples, audit logs such as
firewall and router. These very measures are excluded from the audit log defined in this document but
itis an important matter in server operation so it is necessary to obtain an appropriate audit log.

Required functionality: need to fit “architecturally” with what the regular IT industry does to handle

this.

A.5

An ij
Systg
right

Ofte
Req

Opti
of br

Pote
prov

A.6

A sul
him
48 h
resu
finds
chec
offic
resu
aski
been

Required functionality: Show events and sender and recipient

Pote|
regid

I

Case of a privileged user who abuses those privileges

ndividual asks his/her partner to get a job as a registration agent for a new Drug
m/Provider Registry and then register the individual and others as physicians with e
s so that they can illegally prescribe pharmaceuticals.

, real-life suspicion or random analysis of audit logs are the only wayto tncover this k
ired Functionality: List successful registration events by user

pnal functionality: Cross-reference between Audit service and other services to dete
pach

ntial functionality for ID Mgmt service: Verify Identities in provider registry againj
jders

Case of misdirected test results

bject of care has been waiting for his/her lab results for two weeks now, when the p}
her that by using the new Lab Inforimation System the results should be accessible
When he/she calls his/her physician's office, the office has a record of the lab order
ts. The nurse calls the lab and.asks what happened to the test. The lab checks their at
the received lab order number‘as well as the lab results that were sent in response.

ks where the results wene sent and realizes that the results were sent to the wrong
b, The lab tech resends'the results to the correct recipient and checks the ARR to m3
ts were properly re{sent (successful event outcome and correct recipient) and calls

F she/she received\them. The nurse calls the data subject to let him/her know that the
received.

ntial functionality: Results were sent to the wrong place because there was an erroj
trydand the incident uncovered a need to correct/update the provider registry.
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Case of the wayward transactions

A hospital system administrator notices an unusual number of failed transactions. After checking
many system diagnostics, the system administrator can determine that every few hours there is a huge
slowdown in bandwidth but not why. The administrator checks the logs and realizes that Application B
is sending two of every single lab order and, as a result, is overloading systems.

This is a system administration and performance measurement use case as is the compromised server
scenario. The information that needs to be audited is very different from the privacy and security use
cases.
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General audit system can stay consistent across the board and use the same capabilities to send and
store the logs. The information that will be logged and where they get logged will be determined by
local configuration policy.

At first, this is a web service to ARR interface that says “return to me anything unusual”, for values of
unusual such as “more than five consecutive failed logins or failed transaction outcomes”.

In the current world, this kind of audit is handled by making the raw data stream available to the
administrator to analyse with the most basic of tools.

The system might not want to offer analytic details to the incoming audit stream but could make the

raw audit st

I it.

This case ¢
and remote

A.8 Case

eam available fhrmlgh aninterface in case anyone else wanted to write an analysis f

uld be expanded to include variables such as wireless monitoring using medicdl|de
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A.9 Case

[fion note: Routers are a good point (close and connected) to serve as time servers in ord

Aydit servers by nature need to-be hardened and protected

e data gaps because the easiest thing for an attacker to do is shut dewn a portion of aud

tack or illicit transaction. Selective audit shutdown is challenging, so there is usug
ap. A second feature of an audit-related attack is to attack thedime server itself, so ther
t the accuracy of the time server and client in order to ungover potential incidents.

systems are all synchronized. An application could/should be on the lookout for “abnor
L traffic. “Normal” audit traffic should be definedlocally.

vers are a prime target, how do we audit whether an audit server is being attacked
unusual behaviours should be monitored-for and are these in or out of scope of the

nsider maintaining local copies of audit records.

ime is a capabiljtjthat is required and a dependency of the audit service. (It needs
rking, not justayailable.)

nt: The auditrepository and associated services shall be secured, including access con

vices
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of’a hacker creating fake audit records

A sophisticated attacker plugs in a laptop that generates falsified audit records to conceal the fact that
he/she has disabled the audit system of the machine that is under attack.

(Some local policies might choose to use digital signatures in order to detect masquerading of audit

records.)

A.10Case

of a hacker sniffing audit records and uses them in a nefarious way

Audit records can also be vulnerable to traffic analysis or changes to remove critical info mid-stream.

Mitigation: Keep personal health information out of audit records. If that is impossible, audit records
can be encrypted either by record or session/stream.
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A.11 Case of a strange (authorized /unauthorized) configuration change

Someone acting as a system administrator installs an update to local system software. (Alternative:
Malware attack/random attacker installs an http logger and captures all http traffic to detect system
vulnerabilities.)

The audit process should capture: date, time, and location of update as well as a “description of the
change”, which includes software version numbers, file checksums, etc.

The audit repository (or configuration audit repository) should be occasionally examined to:
confirm that authorized configuration updates took place when they were supposed to, and to detect

thoriond op Aot adcanfiguration chonagac
una CIIVUTNIZCeu vl MAALAH\,\'L\—M LUllllsul daAlIivIll \-llulls\")-

Another aspect of the audit log/service should record all configuration changes, updates,etc., including
software installs, hardware installs, and configuration changes.

The qudit system shall support remedial action as well as real-time analysis to'detect an adlverse event
in prpgress.

It is dlesirable but more difficult to generalize this to hardware.
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Annex B
(informative)

Audit log services

B.1 Services in diagram

The Service| Oriented Architecture (SOA) audit class diagram (see Figure B.1) serves to illustrate the
audit log serjvices that are described in this annex.
i . Vd} i
Audit Repository t Archive
<Service- entity> /\/\ rvice- utility>
RetrieveAuditRecord 1/\
LocateAuditRecord
UpdateAuditRecord
CreateAuditRecord
uses uses
Audit
Audit Logger <Service- utility>
<Service- utility>
Process A SubmitAuditRecord
e Audit Event SubmitAuditRecord Submits Log »| RetrieveAuditRecord
Trigger Records RetrieveAuditRecordExcerpts
QueryAuditRecords
/ SubscribeToAuditStream
QueryAuditArchive
RetrieveFromArchive
Audit Event uses
Trigger uses
Audit Record Gengrator N
<Service- entity> Audit Report
Process B A Optional <Service- entity> uses
— udit Event .
Pending — CreateAudifEventRecord QueryAuditRecords
RetrieveAuditRecord
RetrieveAuditRecordExcerpts
| Audit Monitor
uses (Watcher)
uses <Service- utilityp
Y N AddPattern (Retrieve,
Audit Analysis Update, Delete)
Audit Event Catalog <Service- utility> SubscribeToAlerts
<Service- entity> 0
Optional Analyse
EindAL |4upnm—\rrlcnnlir-n
e}
Returns uses
reference to Audit
Record service
for the Audit Audit Alert
Event type

<Service- utility>

AuditPolicy D

SubmitAlert

AddAlertRules — (Create,
Retrieve, Update, Delete)

Figure B.1 — Audit class diagram
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