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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The proce@lures used to develop this document and those intended for its further maintenanee
described In the ISO/IEC Directives, Part 1. In particular, the different approval criteria neededfor
different types of ISO documents should be noted. This document was drafted in accordance 'with
editorial ryles of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention i
patent righ
any patent
on the ISO

Any trade
constitute

5 drawn to the possibility that some of the elements of this document may,be the subjec
ts. ISO shall not be held responsible for identifying any or all such patént'rights. Detail
rights identified during the development of the document will be in the Ihtroduction ang
ist of patent declarations received (see www.iso.org/patents).

hame used in this document is information given for the convenience of users and does
an endorsement.

For an ex

expressionls related to conformity assessment, as well as information about ISO's adherence to
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the follow

lanation on the voluntary nature of standards, the meaning of ISO specific terms

URL: wwwiso.org/iso/foreword.html.

This docurpent was prepared by Technical CommitteeZlSO/TC 22, Road vehicles, Subcommittee SC
Electrical dnd electronic components and general system aspects.

This editio
standards,

— requir
— extens|
— more ¢

— object

of ISO 26262 series of standards cahcels and replaces the edition ISO 26262:2011 serig
which has been technically revisediand includes the following main changes:

bments for trucks, buses, trailers and semi-trailers;
ion of the vocabulary;
etailed objectives;

ve oriented confirmation measures;

— mana

— references toeyber-security;

— updatdqdtarget values for hardware architecture metrics;

ement of saféty anomalies;

are
the
the

t of
s of
| /or

not

And
the
fing

32,

s of

— guidance on model based development and software safety analysis;

— evaluation of hardware elements;

— additional guidance on dependent failure analysis;

— guidance on fault tolerance, safety related special characteristics and software tools;

— guidance for semiconductors;

— requirements for motorcycles; and

— general restructuring of all parts for improved clarity.
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Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.

Alist of all parts in the ISO 26262 series can be found on the ISO website.
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Introduction

The ISO 26262 series of standards is the adaptation of IEC 61508 series of standards to address the
sector specific needs of electrical and/or electronic (E/E) systems within road vehicles.

This adaptation applies to all activities during the safety lifecycle of safety-related systems comprised
of electrical, electronic and software components.

Safety is one of the key issues in the development of road vehicles. Development and integration of
automotive functionalities strengthen the need for functional safety and the need to provide evidence

that functi

With the
implement
these bein
guidance t

To achieve

a)
to be g
deco

b) prov

Safety

uses A
residu

provi

ndl sarety objectives dre satistied.

trend of increasing technological complexity, software content and mecChatr

b considered within the scope of functional safety. ISO 26262 series of standards incly
p mitigate these risks by providing appropriate requirements and processes:

functional safety, the ISO 26262 series of standards:

erformed during the lifecycle phases, i.e., development, produétion, operation, service
issioning;

;:I:; an automotive-specific risk-based approach to detefimine integrity levels [Automo

Integrity Levels (ASILs)];

SILs to specify which of the requirements of ISO 26262 are applicable to avoid unreason
b1 risk;

s requirements for functional safety management, design, implementation, verificat

validation and confirmation measures; and

e)

The ISO 26
through sz
safety-relal

provi

considered.
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Safety is
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work prod

Figure 1 s

s requirements for relations betweenrcustomers and suppliers.

262 series of standards is concerned with functional safety of E/E systems that is achie
fety measures including safety mechanisms. It also provides a framework within w
fed systems based on othetytechnologies (e.g. mechanical, hydraulic and pneumatic) ca

rement of functiohal safety is influenced by the development process (including s
s requirementstspecification, design, implementation, integration, verification, valida
iration), the production and service processes and the management processes.

ntertwited with common function-oriented and quality-oriented activities and w
he ISO:26262 series of standards addresses the safety-related aspects of these activities
icts;
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bnic

pation, there are increasing risks from systematic failures and random hardware/failures,

des

provides a reference for the automotive safety lifecycle and supports thétailoring of the activities

and
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standards is based upon a V-model as a reference process model for the different phases of product

developme

ISO 26

for mo

nt. Within the figure:

262-6 and ISO 26262-7;

torcycles:

[SO 26262-12:2018, Clause 8 supports ISO 26262-3;
[SO 26262-12:2018, Clauses 9 and 10 support [SO 26262-4;

of the particular part and “n” indicates the number of the clause within that part.

Vi

the shaded “V”s represent the interconnection among ISO 26262-3, ISO 26262-4, 1SO 26262-5,

the specific clauses are indicated in the following manner: “m-n”, where “m” represents the number
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EXAMPLE “2-6" represents [SO 26262-2:2018, Clause 6.

1. Vocabulary

2. Management of functional safety

| 2-5 Overall safety management |

| 2-6 Project dependent safety management

2-7 Safety management regarding production,
operation, service and decommissioning

3. Concept phase

| 3-5 Item definition

4. Product development at the system level

Production, operation,

eral

ent at the system level

topics for the product
and testing

4-7 System and item integr;

service and
decommissioning

a

3-6 Hazard analysis and risk

.

ssessment

[

-7 Functional safety concept |

12. Adaptation of ISO 26262
for motorcycles

2-5 General topics for adaptation
r motorcycles

2-6 Safety culture

1

2-7 Confirmation measures

2-8 Hazard analysis and risk
ssessment

2-9 Vehicle integration and
psting

| 4-8 Safety validation

e unit desig

7-5 Planning for production,
operation, service and
decommissioning

| 7-6 Producti x% |
U\

N
M, seryice and
ioning

7-7 O,

degapim

e
v

2-10 Safety validation

verification

8. Supporting pr&&es

g

-5 Interfaces within distributed developments

8-9 Verification

)

8-14 Proven in use argument

i

-8 Change management

8-13 Evaluation of har%revelements

developed according to ISO 26262

§-6 Specification and management of safety 8-10 Documentation management 8-15 Interfacing an application that is out of scope
pquirements 8-11 Confidence in the use o are tools of IS0 26262
§-7 Configuration management 8-12 Qualification of software,components 8-16 Integration of safety-related systenfs not

5

9. Automotive safety integrity l’(\&l’(ASIL)-oriented and safety-oriented analyses

qd

-5 Requirements decomposition with respect to ASIL tailoring

5

[9-7 Analysis of dependent failures

q

-6 Criteria for coexistence of elements

xO

[9-8 Safety analyses

| ..C)_ 10.Guidelines on ISO 26262

| 11. Guid@§ on application of ISO 26262 to semiconductors

-

Figure 1=~ Overview of the ISO 26262 series of standards
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Scope

5 document is intended to be applied to safety-related systems that include one ornor
or electronic (E/E) systems and that are installed in series production roadivehicles
peds. This document does not address unique E/E systems in special vehicles Such as E
gned for drivers with disabilities.

E Other dedicated application-specific safety standards exist and can complement the 1SO 2
andards or vice versa.

fems and their components released for production, or systems and their components alr
elopment prior to the publication date of this document, are €xempted from the scope of t
5 document addresses alterations to existing systems and.their components released for
r to the publication of this document by tailoring the.safety lifecycle depending on the
5 document addresses integration of existing systems.hot developed according to this doc
ems developed according to this document by tailpring the safety lifecycle.

5 document addresses possible hazards caused by malfunctioning behaviour of safety-1
ems, including interaction of these systemszjt does not address hazards related to eleg
smoke, heat, radiation, toxicity, flammability, reactivity, corrosion, release of energy 4
ards, unless directly caused by malfunetioning behaviour of safety-related E/E systems.

5 document describes a framework for functional safety to assist the development
ted E/E systems. This framework is intended to be used to integrate functional safet

a company-specific developmeént framework. Some requirements have a clear technig
lement functional safety into a product; others address the development process and ca
een as process requirements in order to demonstrate the capability of an organization w
inctional safety:.

5 document does‘not address the nominal performance of E/E systems.

5 document specifies the requirements for the concept phase for automotive application
following:

item\definition;

b electrical
excluding
E systems

6262 series

bady under
his edition.
production
alteration.
ument and

elated E/E
tric shock,
nd similar

of safety-
y activities
al focus to
h therefore
ith respect

b, including

hazard analysis and risk assessment: and

functional safety concept.

Annex A provides an overview on objectives, prerequisites and work products of this document.

2

Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO

©IS

26262-1, Road Vehicles — Functional Safety — Part 1: Vocabulary

02018 - All rights reserved
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ISO 26262-2:2018, Road Vehicles — Functional Safety — Part 2: Management of functional safety
ISO 26262-4:2018, Road vehicles — Functional safety — Part 4: Product development at the system level
ISO 26262-8:2018, Road vehicles — Functional safety — Part 8: Supporting processes

ISO 26262-9:2018, Road vehicles — Functional safety — Part 9: Automotive Safety Integrity Level (ASIL)-
oriented and safety-oriented analyses

3 Terms and definitions

For the plurposes of this document, the terms, definitions and abbreviated terms givein in
ISO 2626211 apply.

172}

ISO and [E€ maintain terminological databases for use in standardization at the following‘addresse

— IEC Elgctropedia: available at http://www.electropedia.org/

— ISO Online browsing platform: available at https://www.iso.org/obp

4 Requjrements for compliance

4.1 Purpose

This clausd describes how:

a) toachieve compliance with the ISO 26262 series of standards;

b) tointefpret the tables used in the ISO 26262 seriesof standards; and

c) tointefpret the applicability of each clause, depending on the relevant ASIL(s).

4.2 General requirements

When claijning compliance with the SO 26262 series of standards, each requirement shall be met,
unless onelof the following applies;

a) tailoripg of the safety activities in accordance with ISO 26262-2 has been performed that shpws
that tPLe requirement doesJot apply; or

b) aratiopale is availablethat the non-compliance is acceptable and the rationale has been evalujted
in accqrdance with1SO 26262-2.

Informative content; including notes and examples, is only for guidance in understanding, or| for
clarification of the associated requirement, and shall not be interpreted as a requirement itself of as
complete ;:exhaustive.

The results of safety activities are given as work products. “Prerequisites” are information which shall
be available as work products of a previous phase. Given that certain requirements of a clause are
ASIL-dependent or may be tailored, certain work products may not be needed as prerequisites.

“Further supporting information” is information that can be considered, but which in some cases is not
required by the ISO 26262 series of standards as a work product of a previous phase and which may be
made available by external sources that are different from the persons or organizations responsible for
the functional safety activities.

2 © ISO 2018 - All rights reserved
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4.3 Interpretations of tables

Tables are normative or informative depending on their context. The different methods listed in a table
contribute to the level of confidence in achieving compliance with the corresponding requirement. Each
method in a table is either:

a)

b) an alternative entry (marked by a number followed by a letter in the leftmost column, e.g. 2a, 2b, 2c).

a consecutive entry (marked by a sequence number in the leftmost column, e.g. 1, 2, 3); or

For consecutive entries, all listed highly recommended and recommended methods in accordance with

the
not
cor
wit

For
ASI
diff
be |
sing

NO1
for

For
and

AStEapplyttisaltowedtosubstitute s highty Tecommended or recommmended metiog
listed in the table, in this case, a rationale shall be given describing why these comp
‘esponding requirement. If a rationale can be given to comply with the corresponding re
hout choosing all entries, a further rationale for omitted methods is not necessagy.

alternative entries, an appropriate combination of methods shall be applied-nraccordan
. indicated, independent of whether they are listed in the table or not.df methods are

brent degrees of recommendation for an ASIL, the methods with the higher recommenda
breferred. A rationale shall be given that the selected combinationof methods or even|
e method complies with the corresponding requirement.

E A rationale based on the methods listed in the table is sufficient. However, this does not
r against methods not listed in the table.

is categorized as follows:
“++” indicates that the method is highly recommended for the identified ASIL;

«w,n

+” indicates that the method is recommended for the identified ASIL; and

“0” indicates that the method has no réecemmendation for or against its usage for the iden

by others
y with the
quirement

re with the
listed with
Fion should
a selected

mply a bias

each method, the degree of recommendation to use thecorresponding method depends ¢n the ASIL

Lified ASIL.

4.4 ASIL-dependent requiremients and recommendations

The requirements or recommeéndations of each sub-clause shall be met for ASIL A, B, C apd D, if not
stafled otherwise. These requirements and recommendations refer to the ASIL of the %fety goal.
If ASIL decomposition has'been performed at an earlier stage of development, in accordlance with
[SO[26262-9:2018, Clause-5, the ASIL resulting from the decomposition shall be met.

If an ASIL is giverrin-parentheses in the ISO 26262 series of standards, the corresponding|sub-clause
shall be considefed’as a recommendation rather than a requirement for this ASIL. This has rfo link with
the [parenthesishotation related to ASIL decomposition.

4.5 Adaptation for motorcycles

For-tems—or—etements—of—motor LyL}CD for—which 1ct,lu11 ements—of156—26262-12——=are applicable,

the requirements of ISO 26262-12 supersede the corresponding requirements in this document.
Requirements of ISO 26262-2 that are superseded by ISO 26262-12 are defined in Part 12.

4.6 Adaptation for trucks, buses, trailers and semi-trailers

Content that is intended to be unique for trucks, buses, trailers and semi-trailers (T&B) is indicated
as such.

© ISO 2018 - All rights reserved
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5 Item definition

5.1 Objectives

The objectives of this clause are:

a) todefine and describe the item, its functionality, dependencies on, and interaction with, the driver,

the environment and other items at the vehicle level; and

b) tosupportan adequate understanding of the item so that the activities in subsequent phases can be

performed

5.2 General

This clausg lists the requirements and recommendations for establishing the definitign -of the it

em,

including {ts functionality, interfaces, environmental conditions, legal requiremerntsand hazafds.

This definition serves to provide sufficient information about the item to the personsiwho conduct
subsequent sub-phases: “Hazard analysis and risk assessment” (see Clause 6) and “Functional sa
concept” (Jee Clause 7).

NOTE Table A.1 provides an overview of objectives, prerequisites and work pfoducts of the concept pha
5.3 Inpuyts to this clause

5.3.1 Prerequisites

None.

5.3.2 Fufther supporting information
The follow|ng information can be considered:

— anyinformation thatalready exists concerning the item, e.g. a productidea, a project sketch, reley
patentp, the results of pre-trials, the documentation from predecessor items, relevant informa
on othpr items.

5.4 Reqpirements and recommendations

5.4.1 The¢ requirementsof+the item shall be made available, including:

the
fety

JSH

rant
Fion

NOTE1 Requirements~can be classified as safety-related after safety goals and their respective ASIL have

been definef.

h be

NOTE 2 Iff the functional and non-functional requirements are not already available, their generation ca
triggered by the requirements of this clause.

a) legal requirements, national and international standards;
b) the functional behaviour at the vehicle level, including the operating modes or states;
c) therequired quality, performance and availability of the functionality, if applicable;

d) constraints regarding the item such as functional dependencies, dependencies on other items,
the operating environment;

and

e) potential consequences of behavioural shortfalls including known failure modes and hazards, if

any; and

NOTE 3  This can include known safety-related incidents including similar items.

4 © ISO 2018 - All rights reserved
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the capabilities of the actuators, or their assumed capabilities.

NOTE 4  These values (e.g. torque output, force exerted, speed of operation, brightness, loudness), or their
estimates, are necessary to determine the magnitude of the effect when performing the hazard analysis and
risk assessment. The magnitude of the effect is taken into account when deciding the values of severity and

controllability.

5.4.2 The boundary of the item, its interfaces, and the assumptions concerning its interaction with
other items and elements, shall be defined considering:

a)

the elements of the item;

f)

NOT
ber

as ilems in their own right.

EXA

systlem, a steering system and a propulsion system. In this example the braking system implements

bral

NOT
5.5

5.5

6

6.1
Thd

a)

NOTE1 The elements can also be based on other technology.
the assumptions concerning the effects of the item's behaviour on the vehicle;
the functionality of the item under consideration required by other items and.elements;

the functionality of other items and elements required by the item under-¢onsideration;

the operational scenarios which impact the functionality of theitem.

E2  With increasing complexity of vehicle functions, there afe dependencies between items. (
ralized by an array of systems that themselves implement other vehicle level functions, i.e. can bg

MPLE A combined adaptive cruise control and lané’keeping assist function is implemented

xing function, which can be considered an item in;ifs own right.

Work products

1 Item definition resultingfrom requirements in 5.4.

Hazard analysis@nd risk assessment

Objectives

objectives'\of this clause are:

b)

teformulate the safety goals with their corresponding ASILs related to the prevention or

6.2

of the hazardous events, in order to avoid unreasonable risk.

General

the allocation and distribution of functions among the involved systems and elements; and

ne item can
considered

n a braking
the service

E3 Ifthe scope of the development is an.element and not an item, then refer to ISO 26262-2:2(018, 6.4.5.7.

to identify and to classify the hazardous events caused by malfunctioning behaviour of the item; and

mitigation

Hazard analysis, risk assessment and ASIL determination are used to determine the safety goals for the
item. For this, the item is evaluated with regard to its potential hazardous events. Safety goals and their
assigned ASIL are determined by a systematic evaluation of hazardous events. The ASIL is determined
by considering severity, probability of exposure and controllability. It is based on the item’s functional

beh

aviour; therefore, the detailed design of the item does not need to be known.

© ISO 2018 - All rights reserved
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6.3

Inputs to this clause

6.3.1 Prerequisites

The following information shall be available:

item definition in accordance with 5.5.1.

6.3.2 Further supporting information

The follow

nainforaatiny ~on b cancidarad.

releva

6.4 Req
6.4.1
6.4.1.1 T

6.4.1.2 T
and risk a
implement

NOTE 1
beneficial.

EXAMPLE
controllabil

q

J

NOTE 2
implemente]

6.4.2 Sit

6.4.2.1 T
will result
incorrectly

NOTE 1

NOTE 2
scope of thi

Initiation of the hazard analysis and risk assessment

TS TIITOT o croTr Cot o CoTroTaTToor

t information on other items (from an external source).

lirements and recommendations

he hazard analysis and risk assessment shall be based on the item.definition.

he item without internal safety mechanisms shall be evaluated during the hazard ana

ed in predecessor items shall not be considered in the hazard analysis and risk assessme

Electronic stability control can mitigate the effect of failures in chassis systems by increasing
ty for the driver if it is shown to be available and independent from the item under evaluation.

d are incorporated as part of the functional safety concept.
uation analysis and hazardsidentification

he operational situationsjand operating modes in which an item's malfunctioning behav
n a hazardous event shall be described; both when the vehicle is correctly used and when
used in a reasonahlj/foreseeable way.

perational situations describe conditions within which the item is assumed to behave in a safe mar

Hazards resulting only from the item behaviour, in the absence of any item failure, are outside

t document.

6.4.2.2 T

h'e’hazards shall be determined systematically based on possible malfunctioning behavioy

the item.

NOTE 1
can be supp

NOTE 2

orted by brainstorming, checklists, quality history, and field studies.

sis

bsessment, i.e. safety mechanisms intended to be impleinented or that have already Heen

In the evaluation of an item, available and sufficiently® independent external measures cain be

the

afety mechanisms of the item that are intended to be implemented or that have already heen

our
it is

ner.

the

r of

FMEA approaches and HAZOP are suitable to support hazard identification at the item level. These

The responsibility to establish external measures to mitigate the additional risks from transporting

goods is outside of the scope of ISO 26262. Therefore, the additional risks related to the transport of goods are
not part of the hazard analysis and risk assessment.

6.4.2.3 Hazards caused by malfunctioning behaviour of the item shall be defined at the vehicle level.

NOTE 1

In general, each hazard will have a variety of potential causes related to the item's implementation,

but these causes do not need to be considered in the hazard analysis and risk assessment for the analysis of the
malfunctioning behaviour.

6
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Only hazards associated with malfunctioning behaviour of the item are considered; every other

system (external measure) is presumed to be functioning correctly provided it is sufficiently independent.

6.4.

2.4

If there are hazards identified in this clause that are outside of the scope of ISO 26262 (see

Clause 1), then these hazards shall be addressed according to organization specific procedures.

NOTE As these hazards are outside the scope of ISO 26262, this document does not provide guidance for
ASIL compliance of these hazards. Such hazards are classified according to the procedures of the applicable
safety discipline.

6.4 2_'_5 Dn]nvanf hovardnuc events shall he dni—arminnd

6.4)2.6 The consequences of hazardous events shall be identified.

NOTE If malfunctioning behaviour induces the loss of several functions of the item; then the situation
analysis and hazard identification consider the combined effects.

EXAMPLE 1  Loss of the functionality of a braking system (ESC) can lead to thesimultaneous unayailability of
drivler assistance functions.

EXAMPLE 2  Failure of the vehicle's electrical power supply system can lead*to a simultaneous loss|of a number
of fynctions including "engine torque", "power assisted steering" and "forward illumination".

6.4
lead

NO']
veh
the
larg
of e
situ

6.4

6.4
Sco

NOT
conf
high

6.4
haz
witl

2.7
to an inappropriate lowering of the ASIL.

E A very detailed list of operational situations/(see 6.4.2.1) for one hazard, with re
cle state, road conditions and environmental conditions, can lead to a fine granularity of si
classification of hazardous events. This can make-it easier to rate controllability and severity.
er number of different operational situations ¢an/lead to a consequential reduction of the respe

htions.
3 Classification of hazardous events

3.1 All hazardous eventsiidentified in 6.4.2 shall be classified, except those that are
be of ISO 26262.

E If classificationof a given hazard with respect to severity (S), probability of expo
rollability (C) is difficult to make, it is classified conservatively, i.e. whenever there is a reasond
ler S, E or C clasSification is chosen.

3.2 The severity of potential harm shall be estimated based on a defined rationa
hrdoustevent. The severity shall be assigned to one of the severity classes S0, S1,S2 or S3 in

n Table 1.

It shall be ensured that the chosen level of detail aPthe list of operational situations does not

bard to the
fuations for
However, a
tive classes

kposure, and thus to an inappropriate lowering of the ASIL. This can be avoided by aggregafing similar

butside the

sure (E) or
ble doubt, a

e for each
hccordance

NO

Bl

I'he risk assessment oI hazardous events focuses on the harm to each person potentlally at risk -

including the driver or the passengers of the vehicle causing the hazardous event, and other persons potentially
at risk such as cyclists, pedestrians or occupants of other vehicles. The description of the Abbreviated Injury
Scale (AIS) can be used for characterising the severity and can be found in Annex B, along with informative
examples of different types of severity and accidents.

NOTE 2  The severity class can be based on a combination of injuries, and this can lead to a higher classification
of the severity than would result from just looking at a single injury.
NOTE 3  The estimate considers reasonable sequences of events for the operational situation being evaluated.

NOTE 4  The severity classification is based on a representative sample of persons at risk.
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Table 1 — Classes of severity

Class
SO S1 S2 S3
b o o Light and moderate Severe ant;l lllfe?threatemng Llfe-thr_eatemng1n]}1r1es
escription | No injuries niuries injuries (survival uncertain),
J (survival probable) fatal injuries

6.4.3.3 There are operational situations that result in harm (e.g. an accident). A subsequent
malfunctioning behaviour of the item in such an operational situation can increase, or fail to decrease, the

resulting h
severity ca
of the item

EXAMPLE 1
harm from {

EXAMPLE 2

arm. In this case the classitication of the severity may be limited to the difference between
lised by the initial operational situation (e.g. the accident) and the malfunctioning behav

he accident is not considered for the classification of the severity.

The item under consideration includes an airbag functionality to reduce harm caused by

crash. For ajn accident in which the airbag fails to deploy, the harm caused by the crashycan be determined

correctly o
the differen|

6.4.3.4 T
that the co
If a hazard

6.4.3.5 T
rationale fq

classes, EO
NOTE 1 i

NOTE2 1
target mark

erating airbag would have reduced the harm of the same accident to a lower severity class, then
ce is considered for the severity classification.

he severity class SO may be assigned if the hazard analysiS and risk assessment determ
hsequences of a malfunctioning behaviour of the item are{clearly limited to material dam
bus event is assigned severity class SO, no ASIL assignment is required.

he probability of exposure of each operational situation shall be estimated based on a de

E1, E2, E3 or E4 in accordance with Table 2.

or classes E1 to E4, the difference in probability from one E class to the next is an order of magnit

'he exposure determination is based.on a representative sample of operational situations for
ets.

fi
r each hazardous event. The probability of expesure shall be assigned to one of the probabllrllity

the
our

If an accident occurs which is not caused by the malfunctioning behaviour of an item, the resulting

the
If a
bnly

nes
nge.

ed

ude.

the

NOTE 3  Ror further information and egxamples related to the probability of exposure see Annex B.
Table 2 — Classes of probability of exposure regarding operational situations
Class
EO E1 E2 E3 E4
Descriptign Incredible Very low Low probability Medium High probabiljty
probability probability

6.4.3.6 Théenumber of vehicles equipped with the item shall not be considered when estimating|the
probability of exposure:

NOTE The evaluation of the probability of exposure is performed assuming each vehicle is equipped with

the item. This means that the argument “the probability of exposure can be reduced, because the item is not
present in every vehicle (as only some vehicles are equipped with the item)” is not valid.

6.4.3.7 Class E0 may be used for those operational situations that are suggested during hazard analysis
and risk assessment, but that are considered incredible, and therefore not explored further. A rationale
shall be recorded for the exclusion of these situations. If a hazardous event is assigned exposure class EO,
no ASIL assignment is required.

EXAMPLE EO can be used in the case of “force majeure” risk (see B.3).
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6.4.3.8 The controllability of each hazardous event, by the driver or other persons involved in the
operational situation shall be estimated based on a defined rationale for each hazardous event. The
controllability shall be assigned to one of the controllability classes C0, C1, C2 or C3 in accordance with
Table 3.

NOTE1 For classes C1 to C3, the difference in probability from one C class to the next is an order of magnitude.

NOTE 2  The evaluation of the controllability is an estimate of the probability that someone is able to gain
sufficient control of the hazardous event, such that they are able to avoid the specific harm. For this purpose,
the parameter C is used, with the classes CO, C1, C2 and C3, to classify the potential of avoiding harm. It is
assumed that the driver is in an appropriate condition to drive (e.g. they are not tired), has the appropriate driver

traiwmmmmhmmmmwmmmm ng due care
reqiirements to avoid risks to other traffic participants. Some examples, which serve as an intep

pretation of
thede classes, are listed in Table B.6.

NO']
fron

E3 Reasonably foreseeable misuse is considered, e.g. “not keeping the required distance to the vehicle in
t as a common behaviour”.
speed, e.g.

NOTE 4 Where the hazardous event is not related to the control of the vehic¢le direction and

potg
per;
con
may

NO']
assd
acti

ntial limb entrapment in moving parts, the controllability can be an estimate of the probabi
on at risk is able to remove themselves, or to be removed by others from/the hazardous situ
idering controllability, note that the person at risk might not be familiar'with the operation of
not be aware that a potentially hazardous situation evolves.

E5 When controllability involves the actions of multiple) traffic participants, the co

ssment can be based on the controllability of the vehicle with the malfunctioning item and t
bn of other participants.

Table 3 — Classes.of controllability

ity that the
hition. When
the item or

htrollability
he assumed

Class
co Cc1 Cc2 c3
Déscription Controllable in Simply Normally Difficult to confrol or
scrip general doritrollable controllable uncontrollable
6.4{3.9 Class CO may be used for hazards addressing the unavailability of the item if they dp not affect

the
by 1
req

EXA
be ¢

NOT

safe operation of the vehicle (e.g. some driver assistance systems) or if an accident can
outine driver actions. Ifla hazardous event is assigned controllability class C0O, no ASIL asj
Lired.

MPLE 1 Ifloss(@f)propulsion occurs in the garage when attempting to drive away from the h
hosen as any driver can put the car back in park.

E Dedicated regulations that specify a functional performance with regard to the applicabl

eve
by

EXAMPLE 2

t can be'used as part of a rationale when selecting a suitable controllability class, if applicable, an
idente,e.g. real usage experience.

be avoided
ignment is

use, CO can

b hazardous
d supported

A dedicated regulation that covers the requirements for the certification of a vehicle

bystem with

apr

ecise definition of forces or acceleration values in the case of a failure.

6.4.3.10 An ASIL shall be determined for each hazardous event based on the classification of severity,
probability of exposure and controllability, in accordance with Table 4.

NOTE 1

leve

NOTE 2

1 and ASIL D the highest one.

Four ASILs are defined: ASIL A, ASIL B, ASIL C and ASIL D, where ASIL A is the lowest safety integrity

In addition to these four ASILs, the class QM (quality management) denotes no requirement to comply

with ISO 26262. Nevertheless, the corresponding hazardous event can have consequences with regards to safety
and safety requirements can be formulated in this case. The classification QM indicates that quality processes
are sufficient to manage the identified risk.
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Table 4 — ASIL determination

. Controllability class
Severity class Exposure class
Cc1 Cc2 Cc3

E1l QM QM QM

s1 E2 QM QM QM
E3 QM QM A
E4 QM A B
E1l QM QM QM

st E2 QM QM A
E3 QM A B
E4 A B C
E1l QM QM Aa

st E2 QM A B
E3 A B C
E4 B C

a  See6.4.8.11.

6.4.3.11 If several unlikely situations are combined that result in a lower probability of exposure than
E1, QM may be argued for S3, C3 based on this combination.

EXAMPLE 1f  For the malfunction of a high voltage system erréh€ously supplying power. The combjned
operationalfsituations are:

— acrashjwhich deploys the airbag;
— with thle vehicle lying partly in the water; and
— the high voltage system partially exposed withgut causing an internal short circuit.

EXAMPLE 2  For the malfunction of a fuel (pump supplying petrol erroneously. The combined operatipnal
situations afe:

— acrashjwhich deploys the airbag;
— the tank system behind the puthp remains fully functional;
— the fue] line from the pump;is’broken, such that petrol can drip on hot parts; and

— the endrgy supply of¢he"pump is fully functional.

6.4.4 Determination of safety goals

6.4.4.1 A safety goal shall be determined for each hazardous event with an ASIL evaluated in|the
hazard analysis and risk assessment. If similar safety goals are determined, these may be combined into
one safety goal.

NOTE Safety goals are top-level safety requirements for the item. They lead to the functional safety
requirements needed to avoid an unreasonable risk for each hazardous event. Safety goals are not expressed in
terms of technological solutions, but in terms of functional objectives.

6.4.4.2 The ASIL determined for the hazardous event shall be assigned to the corresponding safety
goal. If similar safety goals are combined into a single one, in accordance with 6.4.4.1, the highest ASIL
shall be assigned to the combined safety goal.

6.4.4.3 Thesafety goalstogether with their ASIL shall be specified in accordance with SO 26262-8:2018,
Clause 6.
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NOTE The safety goal can specify the fault tolerant time interval, or physical characteristics (e.g. a maximum
level of unwanted steering-wheel torque, maximum level of unwanted acceleration) if they were relevant to the
ASIL determination.

6.4.4.4 Assumptions used for, or resulting from the hazard analysis and risk assessment which are
relevant for ASIL determination (if applicable, including hazardous events classified QM or with no ASIL
assigned) shall be identified. These assumptions shall be validated in accordance with ISO 26262-4:2018,
Clause 8 for the integrated item.

NOTE Assumptions, if any, that are considered during the HARA include assumed actions of the driver or
persons atrisk and assumptions regarding external measures.

6.4)5 Management of variances of T&B in hazard analysis and risk assessment
6.4)5.1 The requirements in 6.4.5 shall only be applied to T&B.

6.4]5.2 The following variances shall be considered when conductingrathazard analysls and risk
ass¢ssment for a T&B vehicle:

a) [type of base vehicle;

b) [the T&B vehicle configuration; and

c) |the T&B vehicle operation.

NOTE Engineering judgement is appropriate when selecting variance types for the analysis.

EXAMPLE1  Wheel spin may only be relevant for unloaded trucks which is not as common as logded trucks,
therleby affecting probability of exposure.

EXAMPLE 2  An attached trailer may reduce driver’s controllability of the vehicle when compared [to no trailer
attached for certain hazards, thereby affecting-controllability.

EXAMPLE 3  Different T&B bodies may have different safety properties, thereby affecting severity

6.4/5.3 When conducting a hazard analysis and risk assessment each relevant type of base vghicle shall
be qonsidered.

6.4]5.4 The number of\vehicles of a given type of base vehicle shall not be considered when|estimating
the probability of expasure.

6.4)5.5 The number of vehicles equipped with a specific configuration shall not be considered when
estimating the)probability of exposure.

6.4/5:6 * When conducting a hazard analysis and risk assessment the variances in operationfll situations
that i i i -

NOTE1 Theuse ofthe vehicleis part of the considered operational situation and is considered when estimating
the probability of exposure.

EXAMPLE1 Driving a tractor without a semi-trailer attached results in a low load on the drive axle (technical
parameter) which leads to a reduction of vehicle dynamics stability. When estimating the probability of exposure,
the operational situation would be for example: "Driving a tractor on public roads without a semi-trailer". With
reference to Table B.4, this scenario could be classified as E2.

NOTE 2  When conducting a hazard analysis and risk assessment, the body application can be considered as
cargo. Variations in the cargo can be considered.

EXAMPLE 2  Variations in loading condition (full, partial, empty) and position of centre of gravity.
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NOTE 3  Functions of body builder equipment, especially machinery functions, can be in scope of other safety
standards. Hazard analysis and risk assessment for these functions is done following the specific applicable
safety standards.

NOTE 4  For functions of the vehicle that are designed to support dedicated body applications the operational
situations of the body can be considered during the hazard analysis and risk assessment.

6.4.5.7 When classifying the parameters Severity, Exposure and Controllability, an appropriate
combination of the variance types for an item shall be considered.

NOTE The appropriate combination can be determined based on engineering judgement.

6.4.6 Verification

6.4.6.1 The hazard analysis and risk assessment including the safety goals shall -be-verified in
accordancg with ISO 26262-8:2018, Clause 9, to provide evidence for the:

a) appropriate selection with regard to operational situations and hazard idéntification (and T&B
vehiclg configuration);

b) compliance with the item definition;
c) consistency with related hazard analyses and risk assessments of-0ther items;
d) compléteness of the coverage of the hazardous events; and

e) consistency of the safety goals with the assigned ASILs and the corresponding hazardous event

%

6.5 Work products
6.5.1 Hagard analysis and risk assessment report resulting from requirements in 6.4.1 to 6.4.5.

6.5.2 Verification report of the hazardranalysis and risk assessment resulting from requirenjent

7 Functional safety concept

7.1 Objégctives
The object]ves of this clause are:

a) to spefify the\functional or degraded functional behaviour of the item in accordance witH its
safety|goals;

b) to spetify/the constraints regarding suitable and timely detection and control of relevant faulfs in
accordance with its safety goals;

c) tospecify the item level strategies or measures to achieve the required fault tolerance or adequately
mitigate the effects of relevant faults by the item itself, by the driver or by external measures;

d) to allocate the functional safety requirements to the system architectural design, or to external
measures; and

e) to verify the functional safety concept and specify the safety validation criteria.
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General

To comply with the safety goals, the functional safety concept contains safety measures, including
the safety mechanisms, to be implemented in the item’s architectural elements and specified in the
functional safety requirements.

Figure 2 illustrates the hierarchical approach by which the safety goals are determined as a result of
the hazard analysis and risk assessment. The functional safety requirements are then derived from the
safety goals and are allocated to the system architectural design.

Using preliminary architectural assumptions provides a means to handle immature architectural

infd

For
see

NO1
ma|
repi

7.3

7.3
The

rmation 1n early development phases.

the structure and distribution of safety requirements within the corresponding Pakts of|
[SO 26262-8:2018, Figure 2.

Results of hazard analysis
and risk assessment

' '

3-6

[SO 26262,

Safety goal A Safety goal B Safety goal N
3.6 Y 8 3.6 ty g 3.6 y 8

Assigned ASIL Assigned ASIL Assigned ASIL

Functional safety

requirement
3-7 Functional saféty
Assigned | Allocated requirement
ASIL to element 3-7 Functional safety
Assigned [ “Allocated requirement
ASIL to element 3-7

Assigned | Allocated
ASIL to element

E Within the figure, the specificz¢lauses of each part of I1SO 26262 are indicated in th

ner: “m-n”, where “m” represents thenumber of the part and “n” indicates the number of the clau
esents ISO 26262-3:2018, Clause 6.

Figure 2 — Hierarchy of safety goals and functional safety requirements

Inputs to this'clause

1 Prerequisites
followding information shall be available:

item definition in accordance with 5.5.1;

e following
ke, e.g. “3-6"

7.3.

hazard analysis and risk assessment report in accordance with 6.5.1; and

system architectural design (from an external source).

2 Further supporting information

The following information can be considered:

None.
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7.4 Requirements and recommendations

7.4.1 General

The functional safety requirements shall be specified in accordance with ISO 26262-8:2018, Clause 6.

7.4.2 Derivation of functional safety requirements

7.4.2.1 The functional safety requirements shall be derived from the safety goals, considering the
system arc

hitectural design.

7.4.2.2 Atleast one functional safety requirement shall be derived from each safety goal.

NOTE The same functional safety requirement can be derived from several safety goals (see Figure 2).

7.4.2.3 The functional safety requirements shall specify, if applicable, strategies for:

a) faultayoidance;

b) fault dptection and control of faults or the resulting malfunctioning behaviour;

c) transifioning to a safe state, and if applicable, from a safe state;

d) faulttglerance;

e) the degradation of the functionality in the presence of a fault and its interaction with f) or g);
EXAMHLE Maintaining the vehicle in a limp-home mod€ until the ignition has been switched from ['on"
to "off"

f) driverfwarnings needed to reduce the risk exposure time to an acceptable duration;

g) driver[warnings needed to increase the(controllability by the driver (e.g. engine malfunction
indicator lamp, ABS fault warning lamp);

h) how timing requirements at the vehicle level are met, i.e. how the fault tolerant time interval shall
be mef{ by defining a fault handling time interval; and

i) avoidaince or mitigation ,of 3 hazardous event due to improper arbitration of multiple conftrol
requedts generated simulfaneously by different functions.

NOTE llist items c), e))f)and g) can be part of the warning and degradation strategy.

7.4.2.4 Hach functional safety requirement shall be specified by considering the following| as

applicable:

a) operatingZmodes;

b) faulttolerant time interval;

c) safe states;

d) emergency operation time interval; and

e) functional redundancies (e.g. fault tolerance).

NOTE This activity can be supported by safety analyses (e.g. FMEA, FTA, HAZOP) in order to develop a

complete set of effective functional safety requirements.

7.4.2.5

safe states, then the corresponding safe state(s) shall be specified.

14

If a safety goal violation can be prevented by transitioning to, or by maintaining, one or more
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A safe state could be "switched off", "locked", "vehicle stationary and maintained",

functionality” in the case of a failure over a defined time.

7.4.

2.6 Ifasafe state cannotbe reached by a transition within an acceptable time interval, an

operation shall be specified.

7.4.

2.7 Ifassumptions are made about the necessary actions of the driver, or other persons,

prevent the violation of a safety goal, then the following shall apply:

NOTE 1

or "reduced

emergency

in order to

The actions include those for which credit was taken during controllability estimation, and any further

nec

EXA
pres

a)
b)

NOTI

surprise or panic (loss of capability to control vehicle), and mode confusion (an incorrect assumpti

ope

NO'
othd

o bl 4 1 R R | £ 1 £ 4l . 1 dendas £l £ .
o5dl y dULIUILIS LAdRTIT tU LUllllle VVILIL U1IT bdlULy sudlb dlLlTI LUIIT llllplclllcllLdLlUll Ul LU1IT bdlCLy I Cblul

MPLE Adaptive cruise control: the ACC generated brake activation being overridden~whe
ses the accelerator pedal.

these actions shall be specified in the functional safety concept; and

the adequate means and controls available to the driver or other persons‘Shall be spec
functional safety concept.

E2 Driver task analysis can be helpful to consider prevention of driver overload, preventi
Fating mode).

E3  The specification of the warning and degradation strategy and the necessary actions of th
r persons potentially at risk are a potential input for the user's manual (see ISO 26262-7:2018, Cl

ements.

h the driver

ified in the

bn of driver
n about the

e driver and
huse 5).

7.4{2.8 The functional safety requirements shall\be allocated to the elements of the system

architectural design:

a) |Duringrequirement allocation, the ASIL and information given in 7.4.2.4 shall be inherit¢d from the
associated safety goal. If ASIL decompa@sition is applied then the requirements of ISO 26462-9:2018,
Clause 5 are also applicable.

b) |[If freedom from interference in.accordance with ISO 26262-9:2018, Clause 6 betweeh elements
implementing safety requirements cannot be argued in the system architectural design, then the
architectural elements shall' be developed in accordance with the highest ASIL for those safety
requirements.

c) |If the item compriSes’more than one E/E system, then the functional safety requiremgnts for the
individual E/E systems and their interfaces shall be specified, considering the system arghitectural
design. These‘functional safety requirements shall be allocated to the E/E systems.

d) |If the item\comprises more than one E/E system then the corresponding target values for random
hardwaxe fault metrics (see ISO 26262-5:2018, Clauses 8 and 9) can be specified and dllocated to
each\individual E/E system in accordance with ISO 26262-4:2018, 6.4.5.2.

NOTE 1 The cpnr‘iﬁ'r‘nﬁnn of PI/P cycfnm fnv‘gnf values is daone. nr‘r‘nrr‘ing to the cycfﬂm 2 Chitectural
design and further refined during the development phases.

e) If ASIL decomposition is applied during the allocation of the functional safety requirements, then it
shall be applied in accordance with ISO 26262-9:2018, Clause 5.

NOTE 2 Independence can be verified by an analysis of dependent failures (see ISO 26262-9:2018, Clause 7).

7.4.2.9 If the functional safety concept relies on elements of other technologies, then the following

shall apply:

a) the functional safety requirements implemented by elements of other technologies shall be derived

and allocated to the corresponding elements of the architecture;

© ISO 2018 - All rights reserved
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b)
shall b

<)

e specified;

ensured through specific measures that are outside the scope of ISO 26262; and

d)

NOTE 1

no ASIL should be assigned to safety requirements allocated to these elements.

the functional safety requirements relating to the interfaces with elements of other technologies

the implementation of functional safety requirements by elements of other technologies shall be

A proper safety attribute can be assigned to safety requirements allocated to elements of other

technologies; and the concept of ASIL decomposition, described in ISO 26262-9:2018 Clause 5, could be

the fu
comm

the fu

if the
requir

NOTE i
[SO 26262-4
7.4.3 Sa

7.4.3.1 T
functional

NOTE1 K
ISO 26262-4

dq

NOTE 2
activities dy

744 Ve

7441 T
to provide

a)

its con

ctional safety requirements implemented by external measures shall be derived
nicated;

ctional safety requirements of interfaces with external measures shall be specified; and

external measures are implemented by one or more E/E§ystems, the functional sa
ements shall be addressed using ISO 26262.

vidence for the adequacy of external measures is provided during safety validation activities
:2018, Clause 8).

fety validation criteria

he acceptance criteria for safety validation of the item shall be specified based on
bafety requirements and the safety goals.

or further requirements on detailing the criteria and a list of characteristics to be validated
:2018, Clause 8).

afety validation of the safety-goals is addressed on the upper right of the V cycle but is included iy
ring development and not'enly performed at the end of development.

rification of thefunctional safety concept

he functional'safety concept shall be verified in accordance with ISO 26262-8:2018, Claus
bvidencefor:

Sistency and compliance with the safety goals; and

and

fety

(see

the

(see

the

e9,

b) itsabi

NOTE 1

Ity T0 mitigdte or avold the hazards.

Verification of the ability to mitigate or avoid a hazard can be carried out during the concept phase to

evaluate the safety concept and indicate where concept improvements are needed. This verification can be based
on the same methods that are used for safety validation. However, the safety validation undertaken (to fulfil
ISO 26262-4:2018, Clause 8) cannot be based on concept studies alone (e.g. prototypes).

EXAMPLE

NOTE 2

The ability to mitigate or to avoid a hazard can be evaluated by tests, trials or expert judgement;
with prototypes, studies, subject tests, or simulations.

(e.g. being transient or permanent).

NOTE 3

if the item complies with the functional safety requirements.

16

The verification of the ability to mitigate or to avoid a hazard addresses the characteristics of the fault

For verification, a traceability based argument can be used, i.e. the item complies with the safety goals
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7.5 Work products
7.5.1 Functional safety concept resulting from requirements in 7.4.1 to 7.4.3.

7.5.2 Verification report of the functional safety concept resulting from requirements in 7.4.4.

© ISO 2018 - All rights reserved 17
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Annex A
(informative)

Overview of and workflow of concept phase

Table A.1 provides an overview of objectives, prerequisites and work products of the concept phase.

Table A.1 — Overview of concept phase

Clausg Objectives Prerequisites Work products
5 The objectives of this Clause are: None 5.5.1 Item definition
Item definifion a) to define and describe the item, its resultingfsom require

. . . . ments;in.5.4.
functionality, dependencies on, and interac- Gt

tion with, the driver, the environment and
other items at the vehicle level; and

b) to support an adequate under-
standing of the item so that the activities in
subsequent phases can be performed.

6 The objectives of this Clause are: Item definition 6.5.1 Hazard analysis apd
quard ans 1- a) to identify and to classify the haz- (see 5.5:1) rlsk_assessment report fre-
ysis and rigk C sulting from requiremepnts
ardous events caused by malfunctioning
assessmen : : 6.4.1to 6.4.5.
behaviour of the item; and
b) to formulate the safety goals with 6.5.2 Verification reporg
. X of the hazard analysis ajnd
their corresponding ASILs related to the . .
. Lo risk assessment resultipng
prevention or mitigation of the hazardous £ :
. . : rom requirement 6.4.6)
events, in order to avoid unreasonable risk.
7 The objectives of this Clause are: Item definition 7.5.1 Functional safety
tyconcept| |9 tospecify the functioal orde- |13 25 Fequirements Z4 110 7.3
y P graded functional behawigur of the item in ~ |Hazard analysis q — T
accordance with its safety goals; and risk assessment|7.5.2 Verification repor
b) to specify-the constraints regard- report (see 6.5.1) of the functional safety

concept resulting from

ing suitable and-timely detection and con- |System architec- requirements in 7.4.4.

trol of relevantfaults in accordance with its |tural design (from
safety goals; external source)

) to specify the item level strategies
or measures to achieve the required fault
telerance or adequately mitigate the effects
ofrelevant faults by the item itself, by the
driver or by external measures;

d) to allocate the functional safety
requirements to the system architectural
design, or to external measures; and

e) to verify the functional safety
concept and specify the safety validation
criteria.
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https://standardsiso.com/api/?name=ba31864a4b67549a6bd6b6d8f52ecc5b

B.1

IS0 26262-3:2018(E)

Annex B
(informative)

Hazard analysis and risk assessment

General
=enera:

Thi
(sey
exh|

For
Thd
spe

(S)

Thd
fred

erity), B.3 (probability of exposure) and B.4 (controllability) are for information jonly 3
pustive.

this analytical approach, a risk (R) can be described as a function (F), having three p
frequency of occurrence (f) of a hazardous event, the controllability (€)).e. the ability 4
Cific harm or damage through timely reactions of the persons involved, and the potent
bf the resulting harm or damage:

R=F(fC,S)

frequency of occurrence f is, in turn, influenced by.tWwo factors. One factor to consi
juently and for how long individuals find themselvés'in a situation where the afore

5 annex gives a general explanation of the hazard analysis and risk assessment. The-exanpples in B.2

nd are not

arameters:
o0 avoid the
al severity

(B.1)

der is how
mentioned

hazprdous event can occur. In ISO 26262 this is simplified to be a measure of the probalility of the
opefrational situation taking place in which the hdzardous event can occur (exposure, H). Another
factlor is the occurrence rate of faults in the item. This is not considered during hazard analy$is and risk
ass¢ssment. Instead, the ASILs that result froni¢the classification of E, S, C during hazard apalysis and
risK assessment determine the minimum set of requirements on the item in order to contrdl or reduce
the|probability of random hardware failures’and to avoid systematic faults. The failure rate|of the item
is not considered a priori (in the risk @ssessment) because an unreasonable residual risk|is avoided
thrpugh the implementation of the resulting safety requirements.

Thd hazard analysis and risk assessment sub-phase comprises three steps, as described beldw.

a) [Situation analysis and hazard identification (see 6.4.2): the goal of the situation analysis and
hazard identificatiof is'to identify the potential unintended behaviours of the item thaf could lead
to a hazardous evént. The situation analysis and hazard identification activity requires a clear
definition of the“item, its functionality and its boundaries. It is based on the item'’s [behaviour;
therefore, the detailed design of the item does not necessarily need to be known.

EXAMPLE Factors to be considered for situation analysis and hazard identification can include:
— 4 véhicle usage scenarios, for example high speed driving, urban driving, parking, off-road;

— environmental conditions for example road surface friction, side winds;

— reasonably foreseeable driver use and misuse;

— interaction between operational systems; and

— T&B base vehicle, vehicle configuration and vehicle operation.

b) Classification of hazardous events (see 6.4.3): the hazard classification scheme comprises the
determination of the severity, the probability of exposure, and the controllability associated with
the hazardous events of the item. The severity represents an estimate of the potential harm in a
particular driving situation, while the probability of exposure is determined by the corresponding
situation. The controllability rates how easy or difficult it is for the driver or other road traffic
participant to avoid the considered accident type in the considered operational situation. For each
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hazard, depending on the number of related hazardous events, the classification will result in one
or more combinations of severity, probability of exposure, and controllability.

c) ASIL determination (see 6.4.3): determining the required automotive safety integrity level.

B.2 Examples of severity

B.2.1 General

The potential injuries that result from a hazard are evaluated for the driver, passengers and people

around thd vehicle, or in surrounding vehicles to determine the severity class for a given hazard-F

this evalu

TableB.1p
severity cls

Given the @
provided i
expected v
derived frd

Accident st
different ty

In Table B.
other categ

The use of]
performed
vary over t

B.2.2 De

To describe
of injuries
guidelines
seven class

AIS 0:
AIS 1:

AlIS 2:
uncon

AlS 3:

ion, the corresponding severity class is then determined, for example, as shown in Tdble

Fesents examples of consequences which can occur for a given hazard, and the corteSponc
iss for each consequence.

omplexity of accidents and the many possible variations of accident situations, the exam
h Table B.1 represent only an approximate estimate of accident effects. They repre

m these individual descriptions.

atistics can be used to determine the distribution of injuries¢that can be expected to occu
rpes of accidents.

|, AIS represents a categorisation of injury classes, butenly for single injuries. Instead of
orisations such as Maximum AIS (MAIS) and Injury Séverity Score (ISS) can be used.

a specific injury scale depends on the state of medical research at the time the analys
Therefore, the appropriateness of the different injury scales, such as AlS, ISS, and NISS,
ime (see References [3],[5],[6]).

scription of the AIS stages

 the severity, the AIS classification is used. The AIS represents a classification of the seve
hnd is issued by the Association for the Advancement of Automotive Medicine (AAAM).
were created to enable anyinternational comparison of severity. The scale is divided
es:

ho injuries;
ight injuries suchras skin-deep wounds, muscle pains, whiplash, etc.;

moderate\injuries such as deep flesh wounds, concussion with up to 15 minute
ciousness; uncomplicated long bone fractures, uncomplicated rib fractures, etc.;

severe but not life-threatening injuries such as skull fractures without brain injury, sp

fom
B.1.

ling

bles
ent

alues based on previous accident analyses. Therefore, no generally. valid conclusions cap be

rin
ALS,
s is

can

rity
The
nto

L of

inal

dislocg

tions below the fourth cervical vertebra without damage to the spinal cord, more than

one

fractured rib without paradoxical breathing, etc.;

fractures with up to 12 hours of unconsciousness, paradoxical breathing;

AIS 4: severe injuries (life-threatening, survival probable) such as concussion with or without skull

AIS 5: critical injuries (life-threatening, survival uncertain) such as spinal fractures below the

fourth cervical vertebra with damage to the spinal cord, intestinal tears, cardiac tears, more than
12 hours of unconsciousness including intracranial bleeding;

AIS 6: extremely critical or fatal injuries such as fractures of the cervical vertebrae above the third

cervical vertebra with damage to the spinal cord, extremely critical open wounds of body cavities
(thoracic and abdominal cavities), etc.

20
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Table B.1 — Examples of severity classification

Class of severity (see Table 1)

SO S1 S2 S3
Description |No injuries Light and moderate Severe and Life-threatening inju-
injuries life-threatening ries (survival uncer-
injuries (survival tain), fatal injuries
probable)
Reference AIS 0 and less than 10 % |More than 10 % prob- |More than 10 % More than 10 % prob-
for single probability of AIS 1-6; or |ability of AIS 1-6 (and |probability of AIS 3-6 |ability of AIS 5-6
L H 200 falo Y L pu £ N
INjyrres damage that cannot be TOT o5z 01507 e ot ooy
(frqm AIS .2
classified safety-related
scale)
Exdmples — Bumps with roadside |— Side impact — Side impact — .'Side imppact
infrastructure with a narrow with a narrow with anarrow
stationary object, stationary statiopary
— Pushingover roadside e.g. passenger object, e.g. object} e.g.
post, fence, etc. car crashing into passenger ¢ar passefger car
) . atree (impact to crashinginto a crashing into a
— Light grazing damage passenger cell) tree (impact to tree (impact to
—  Damage entering/ with very low pdssenger cell) passemger cell)
o : speed with low speed with medium
exiting parking space speed
—  Leaving the road — Rear/front +~/ Rear/front
: . collision with collision — Rear/front
without collision or . L .
rollover anothgr passenger with another collisipn w1t-h
car with very low passenger car another vehicle
speed with low speed with medium
speed
— Frongcollision — Pedestrian/
(e-g\rear-ending bicycle accident |— Front follision
another vehicle, with low speed (e.g. r¢ar-ending
Semi-trailer, another vehicle,
etc.) without semi-ffrailer, etc.)
passenger with gassenger
compartment compdrtment
deformation deforrhation
NOTE The informative examples i’ Table B.1 can be applied to passenger cars and T&B, but are considered |on a case by
cas¢ basis.
B.3 Examplesand explanations of the probability of exposure
An festimation\of the probability of exposure requires the evaluation of the scenarios in| which the
relgvant environmental factors that contribute to the occurrence of the hazard are present. The
scenarios;to be evaluated include a wide range of driving or operating situations.
Thegse_évaluations result in the designation of the hazard scenarios into one of five prqgbability of

exposure classifications, given the nomenclature EO (lowest exposure level), E1, E2, E3 and E4 (highest
exposure level).

The first of these, EO, is assigned to situations which, although identified during a hazard analysis and
risk assessment, are considered to be unusual or incredible. Subsequent evaluation of the hazards
associated exclusively with these EQ scenarios may be excluded from further analysis.

EXAMPLE 1
a)

Typical examples of EO include the following:

includes an aeroplane landing on a highway; and

b)

© ISO 2018 - All rights reserved

natural disasters, e.g. earthquake, hurricane, forest fire.

a very unusual, or infeasible, co-occurrence of circumstances, e.g. a vehicle involved in an incident which
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The remaining E1, E2, E3 and E4 levels are assigned for situations that can become hazardous depending
on either the duration of a situation (temporal overlap) or the frequency of occurrence of a situation.

NOTE 1

The classification can depend on, for example, geographical location or type of use (see 6.4.3.5).

The exposure (E) to a hazard can be estimated in two ways. The first is based on the duration of a
situation and the second is based on the frequency in which a situation is encountered. For example,
a hazard can be related to the duration of a given operational situation e.g. the average time spent
negotiating traffic intersections, while another hazard can be related to the frequency of the same

operationa

In the first
exposure ip
to the totq
the vehicld
estimates §
where this
short inter

Examples
Tables B.2
Table B.5.

In addition
This is ned
that leads 1

EXAMPLE 2
enoughtou

A driving s
case, the e
so the mos
situation.

Ifthe time

| situation e.g. the rate of repetition with which a vehicle negotiates traffic intersections.

ire determined using the frequency of occurrence of a related driving situation. An exa
is appropriate is where a pre-existing E/E system fault leads to the hazardeus event withji
val after the situation occurs.

hnd B.4 and examples of driving situations classified by frequencj.are given in Table B.3

to these driving situations, the specific context of thateperating situation is conside
essary in order to determine the actual exposure in terms of exact time and exact loca
o the hazardous event.

A child lock failure by itself does not necessarilyledd to a hazardous event unless the child i
hfasten the seatbelt and leave the car into traffic while'another car is approaching in that very mon;

ituation may have both duration and a frequency, such as driving in a parking lot. In
kamples in Tables B.2/B.4 and Tables B.3/B.5 might not lead to the same exposure categ
t appropriate exposure ranking is selected for the analysis of the considered operati

beriod in which a failure remains latent is comparable to the time period before the hazard

event can be expected to take place,then the estimation of the probability of exposure considers

time perio

In this cas

1. Typically this will concern devices that are expected to act on demand, e.g. airbags.

e, the probability of-éxposure is estimated by ¢ x T where o is the rate of occurrence off

operational situation and TAs\the duration during which the failure is not perceived (possibly up to

lifetime of

NOTE2 |\

the vehicle). This-dpproximation o x T is valid when this resulting product is small.

safety niechanisms that are part of the item (see 6.4.1.2).

pf driving situations classified by duration and typical exposure.rankings are givenp in

and

red.
fion

old
ent.

this
ory,
nal

ous
that

the
the

Vith regard\fo-the duration of the considered failure, the hazard analysis and risk assessment ¢loes
not consider

Table B{2—Classes of probability of exposure regarding duration in operational situations
Class of probability of exposure in operational situations (see Table 2)
E1 E2 E3 E4
Description Very low probability |Low probability Medium probability |High probability
Duration Not specified <1 % of average oper- |1 % to 10 % of aver- |>10 % of average
(% of average ating time age operating time operating time
operating time)

Examples for
road layout

Country road
intersection

Highway exit
ramp

One-way street
(city street)

Highway

Country road
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