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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
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1 was prepared by Technical Committee ISO/TC 23, Tractors_and machinery for agriculture
bcommittee SC 19, Agricultural electronics.

consists of the following parts, under the general title,Tractors and machinery for agriculture
Safety-related parts of control systems:

General principles for design and development
Concept phase
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ISO 25119 sets out an approach to the design and assessment, for all safety life cycle activities, of
safety-relevant systems comprising of electrical and/or electronic and/or programmable electronic components
(E/E/PES) on tractors used in agriculture and forestry, and on self-propelled ride-on machines and mounted,
semi- mounted and tralled machlnes used in agrlculture It is also applicable to mun|0|pal equ|pment It covers

the [

haz
E/E

The
the

sep
an

In g
SRH
haz

protective measures (both SRP/CS and non-SRP/CS) with the end result of achieving a safe condi

ISO
con
fact
the

ope

sysfematic, common-cause and random.

In o
leve
spe

The)

brds arising from the E/E/PES equipment itself (e.g. electric shock fire, nomlnal performa
PES dedicated to active and passive safety).

control system parts of the machines concerned are frequently assigned to provide,the critical
safety-related parts of control systems (SRP/CS). These can consist of hardware or softw
prate or integrated parts of a control system, and can either perform solely critical functions or
perational function.

eneral, the designer (and to some extent, the user) will combine \the design and validati

ardous situation) under all conditions of use of the machine. This can be achieved by apply

25119 allocates the ability of safety-related parts toperform a critical function under
Hitions into five performance levels. The performance, level of a controlled channel depends|
brs, including system structure (category), the extentof fault detection mechanisms (diagnostig
reliability of components (mean time to dangerous failure, common-cause failure), design
Fating stress, environmental conditions and operation procedures. Three types of failures are

rder to guide the designer during design, and to facilitate the assessment of the achieved g
I, ISO 25119 defines an approach based on a classification of structures with different design f
cific behaviour in case of a fault.

fro

systems of protective equipment (e.g. interlocking devices, pressure sensitive devices).

ISO[ 25119 adopts a_Customer risk-based approach for the determination of the risks, while providi
of gpecifying the target performance level for the safety-related functions to be implemented |
safgty-related channels. It gives requirements for the whole safety life cycle of E/E/PES (design),
production, operation, maintenance, decommissioning), necessary for achieving the required func

for

simple systems (e.g. auxiliary valves) to complex systems (e.g. steer by wire), as well as tg

/E/PES-that are linked to the performance levels.

istinct from
ce level of

functions of
are, can be
form part of

bn of these

P/CS as part of the risk assessment. The objective is to reduce the risk associated with a given hazard (or

ing various
tion.
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on several
coverage),
processes,
considered:
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performance levels and categories can be applied to the control systems of all kinds of mobil¢ machines:
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INTERNATIONAL STANDARD ISO 25119

-1:2010(E)

Tractors and machinery for agriculture and forestry —
Safety-related parts of control systems —

Part 1:

G

1

Thidg
con
and
equ
for (

Thig

neral principles for design and development

Scope

rol systems (SRP/CS) on tractors used in agriculture and forestry, and-on-self-propelled ride-o
mounted, semi-mounted and trailed machines used in agriculture. it-can also be applied {
pment (e.g. street-sweeping machines). It specifies the characteristics and categories required
arrying out their safety functions.

part of ISO 25119 is applicable to the safety-related parts, oféelectrical/electronic/programmab

systems (E/E/PES). As these relate to mechatronic systems;it does not specify which safety

cate
Itis

NOT

gories are to be used in a particular case.
not applicable to non-E/E/PES systems (e.g. hydraulic, mechanic or pneumatic).

E See also ISO 12100 for design principles related to the safety of machinery.

part of ISO 25119 sets out general principles for the design and development of safety-related parts of

n machines
O municipal
of SRP/CS

e electronic
unctions or

2 [Normative references

The| following referenced documents are indispensable for the application of this document| For dated
references, only the edition cited* applies. For undated references, the latest edition of the|referenced
docpment (including any amendments) applies.

ISO[25119-2:2010, Tragctors and machinery for agriculture and forestry — Safety-related part§ of control
systems — Part 2: Conleept phase

ISO[25119-3:2010y \Tractors and machinery for agriculture and forestry — Safety-related part$ of control
systems — Part;3* Series development, hardware, software

ISO[251194:2010, Tractors and machinery for agriculture and forestry — Safety-related part$ of control
systems —¢ Part 4: production, operation, modification and supporting processes

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

31

agricultural performance level

AgPL

level which specifies the ability of safety-related parts to perform a safety-related function under foreseeable
conditions

NOTE For the purposes of ISO 25119, the performance for each hazardous situation is divided into fives levels, a, b,

¢, d and e, where the functional safety contributed by the SRP/CS in “a” is low and in “e” is high.

© 1SO 2010 — All rights reserved
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3.2

required agricultural performance level

AgPL,

performance level (AgPL) needed to achieve the required functional safety for each safety-related function

3.3

category

classification of the safety-related parts of a control system with respect to its resistance to faults and its
subsequent behaviour in the fault condition, and which is achieved by the structural arrangement of the parts
and/or by their reliability

34
channel
series combination of input, logic, and output elements

3.5
common-cpuse failure
CCF
failures of different items, resulting from a single event, where these failures are not consequences of gach
other

NOTE Common-cause failures ought not be confused with common mode failures (see 1SO 12100).

3.6
controllabifity
involved individual's possibility of avoiding harm in the situation that is\putting him/her at risk

3.7
dangerous|detected failure rate
Agd
dangerous failure rate of those components where fault detection is realized

3.8
dangerousffailure
failure in which an SRP/CS is no longer. able to maintain the required performance level, even if|the
safety-related function is maintained by ‘\ether (redundant) system components (due to reduction of|the
resulting performance level)

3.9
dangerousffailure rate
Aq
fraction of gll components with dangerous failure per time unit

3.10
diagnostic|coverage
DC
fraction of the-probability of detected dangerous failures, 4,4, and the probability of total dangerous failureg, A,
expressed by:

DC =) A4q/D A

NOTE 1 Diagnostic coverage can exist for the whole or parts of a high-risk functional system, e.g. for sensors and/or
logic system and/or final elements.

NOTE 2  The value of DC is defined according to Table 1.

NOTE 3  For SRP/CS consisting of several parts, an average value, DC is used (see ISO 25119-2:2010, Annex C).

avg’

2 © 1SO 2010 — All rights reserved
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3.12
E/E
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Table 1 — Diagnostic coverage (DC)

Denotation Range
Low DC <60 %
Medium 60 % < DC <90 %
High 90 % < DC

'val between online tests used to detect faults in a safety-related system that have a spegifie
brage

PES-system architecture
Cation of critical functions to electronic control units (ECU) and classification¢nto hardware ar

incllding communication

3.13

envliironmental condition

physical condition under which a system is used

3.14

eszure

duration of time and frequency in which an individual is in a situation in which the potential hazard ¢
3.145

failyire

ternmpination of the ability of an item to perform a required function

NOTE 1 Failures which do not affect the availability of the process under control are outside the scope of |
NOTE 2  After a failure, the item will have.a fault.

NOTE 3 “Failure” is an event, as-distinguished from “fault”, which is a state.

NOTE 4  The concept as defined does not apply to items consisting of software only.

3.1?t

fau

state of an itemcharacterized by inability to perform a required function, excluding the ina

pre

NOT

NO

entive maintenance or other planned actions, or due to lack of external resources

E1 A'fault is often the result of a failure of the item itself, but may exist without prior failure.

i diagnostic

d software,

pXists

50 25119.

bility during

E2 Ear the purposes af ISQ 25119 3 fault is a random fault

3.17
function
defined behaviour of one or more electronic control units

3.18
functional concept

basi

¢ functions and interactions necessary to achieve a desired behaviour

NOTE It is developed during the concept phase of the safety life cycle.

© 1SO 2010 — All rights reserved
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3.19
functional requirement
requirement for an intended function of the E/E/PES system

3.20
functional safety
system that performs in a way that does not present an unreasonable risk of injury to operators or bystanders

3.21
functional safety concept
entire collection of safety-related functions and interactions necessary to achieve a desired behaviour

NOTE It is developed during the concept phase of the safety life cycle.

3.22
functional safety requirement
requirement for a safety-related function of the E/E/PES system

3.23
hardware gafety requirement
requirement that applies to safety-related hardware and which is included as an elément of a technical sgdfety
requiremen

3.24
harm
physical injyiry

3.25
hazard
potential source of harm

3.26
hazardous|situation
circumstange in which a person is exposed to a:hazard or hazards, exposure to which can have immediate or
long-term effects

3.27
intended upe
(of a machipe) use in accordance with-the information provided in the operator's manual

3.28
inspection
systematic,|formal verificatioh method used to review product quality

NOTE [During an\ihspection, the work product is checked by one or more assessors to see whether it complies|with
the requiremlents, Fhe inspection is organized and moderated by an inspection leader. The author of the work prgduct
participates ih thesinspection but cannot lead the process.

3.29

life of the machine

life cycle

time between production and decommissioning

3.30

manual reset

function within the safety-related parts of the control system used to manually restore one or more
safety-related functions before restarting the machine

4 © 1SO 2010 — All rights reserved
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3.31
manufacturer
machine manufacturer

1ISO 25119-1:2010(E)

manufacturer of tractors for agriculture and forestry, self-propelled ride-on machines and mounted, semi-
mounted and trailed machines used in agriculture, and of municipal equipment

cf. supplier (3.50)

3.32
mean time to dangerous failure
MTTF,

avefage value of the expected time to a dangerous failure

NOTE 1 It is defined by the ranges low, medium and high. See Table 2.

NOTE 2  For the purposes of ISO 25119, it is important that MTTF, be taken into accountyfor each ¢

SRA/CS individually (MTTF ;).

NOTE 3  MTTF,is the reciprocal value of 4.

Table 2 — Mean time to dangerous failure

Denotation Range
Low 3 years <"MTTF4 < 10 years
Medium 10 years < MTTF 4 < 30 years
High MTTF4 > 30 years

3.33
monitoring

3.36
protective measure

highways and other communication paths, and actuators and other output devices.

hannel of an

bnent or an
hazards are

ystem

€S

levices, data

measure intended to achieve functional safety, as implemented by the designer (intrinsic design, safeguarding
and complementary measures, information for use), and the user (organization, safe working procedures,
supervision, permit to work, systems, additional safeguards, personal protective equipment, training)

3.37
reasonably foreseeable misuse

use of a machine in a way not intended by the designer, but which can result from readily predictable human

behaviour

© 1SO 2010 — All rights reserved
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3.38

response time

maximum ti

3.39
risk

me that can elapse between the occurrence of an error and the attainment of a safe state

combination of the probability of occurrence of harm and the severity of that harm

3.40

risk analysis
combination of the specification of the limits of the machine, hazard identification and risk estimation

3.4

risk assesgsment

overall prog

3.42

less comprising risk analysis and risk evaluation

risk evaluation

judgment o

3.43
safe state
operating n

EXAMPLE
3.44
safety goa
description
NOTE 1 |
NOTE2 1

3.45
safety-rela

h the basis of risk analysis as to whether a given risk is tolerable

ode of a system with an acceptable level of risk

Intended operating mode, back-up operating mode, or switched-off modes.

pf how a given hazard is to be avoided
is the top level safety requirement, derived from the hazard analysis and risk assessment.

'he existence of several safety goals for onelitem is possible.

ed function

function of the machine whose failure gan‘result in an immediate increase of risk

3.46
safety-rela
SRP/CS
part or suby

NOTE )
initiated (e.g
(e.g. the mai

ed part of a control'system
art of a control'system that responds to input signals and generates safety-related output signa

[he combifed" safety-related parts of a control system start at the point where the safety-related signals
the actuating cam and the roller of the position switch) and end at the output of the power control elem
h contacts of the contactor), and include monitoring systems.

S

are
ents

3.47
severity
measure of

3.48

the most likely degree of harm to an endangered individual

software requirement level

SRL

ability of safety-related parts to perform a software safety-related function under foreseeable conditions

NOTE The SRL is categorized into four groups: SRL =B, 1, 2 and 3.

© 1SO 2010 — All rights reserved
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3.49

software safety requirement

requirement that applies to safety-related software and that is included as an element of a technical safety
requirement

3.50

supplier

manufacturer and distributor of new and spare parts for tractors for agriculture and forestry, self-propelled
ride-on machines and mounted, semi-mounted and trailed machines used in agriculture, and municipal
equipment

systematic failure
faildre related in a deterministic way to a certain cause, which can only be eliminated by a modifigation of the
des|gn or of the manufacturing process, operational procedures, documentation or other relevant factors

NOTE 1 Corrective maintenance without modification will usually not eliminate the failure cause.

NOTE 2 A systematic failure can be induced by simulating the failure cause.

EXAMPLE Human error in the safety requirements specification, the design, manufacture, installation| operation of
the hardware, or the design and implementation of the software.

3.53

technical safety concept

entife collection of technical safety requirements necessary to implement the functional safety corjcept and to
parfjtion it on the system architecture

NOTE It is part of the system specification, specified during system design.

3.54

technical safety requirement
reqlirement that applies t0 the SRP/CS as applied to a given technical safety concept

3.5
unif of observation
eledtrical, electrenic, electrically-programmable system or function

NOTE The unit of observation can encompass safety-related function(s) that may be distributed acfoss multiple
systpms¢

3.56
walk-through
systematic, informal verification method used to review product quality

NOTE During a walk-through, the author of a work product provides a step-by-step report to one or more assessors.
The objective is to create a common understanding of the work product, and to identify any errors, defects, discrepancies
or problems in the work product. A walk-through is less stringent than an inspection.

3.57

work product
output of a design or development activity

© 1SO 2010 — All rights reserved 7
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4 Abbreviated terms

For the purposes of this document, the following abbreviated terms apply.

AgPL agricultural performance level

AgPL, required agricultural performance level
CAD computer-aided design

Cat hardware category

CCF common-cause failure

DC diagnostic coverage

DCan average diagnostic coverage

ECU electronic control unit

ETA event tree analysis

E/E/PES | electrical/electronic/programmable electronic systems

EMC electromagnetic compatibility
EUC equipment under control
FMEA failure mode and effects analysis

FMECA failure mode effects and criticality analysis
EPROM erasable programmable read-only memory
FSM functional safety management

FTA fault tree analysis

HAZOP hazard and operability study

HIL hardware in the Joop

MTTF mean time to failure

MTTF4 mean time to dangerous failure

MTTF4c TTearT timeto dangerous faiture foreactrthanet
PES programmable electronic system

QM quality measures

RAM random-access memory

SOP start of production

SRL software requirement level

SRP safety-related parts

8 © 1SO 2010 — All rights reserved
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SRP/CS safety-related parts of control systems
SRS safety-related system
5 Management during complete safety life cycle

5.1

Objectives

1:2010(E)

The main object|ve set out in th|s clause is to deflne the respon3|b|I|t|es of the persons departments and

item,
mar

The)
an i
Figu

NOT

5.2

5.2.

The
duri
ISO
the

NOT
ISO

5.2,

The
fundg
env
fung

NOT
NOT

are
the

5es. This relates to both the actlvmes necessary to ensure the required level of functional sé

and to the confirmation measures endorsing that level of functional safety. Another objective|i
agement activities during the complete safety life cycle.

E/E/PES should be designed and constructed so that the principles of risk analysis, risk asse
ferative process for the design of safety-related parts of control systems aredully taken into a
re 1).

E ISO 25119 addresses only the evaluation of the safety aspects of the E/E/PES.

General

1 Introduction to the safety life cycle concept

safety life cycle (see Figure 2) combines the most important safety-related activities in the con
ng series development, and at the start of production (SOP). These activities are described
25119-2 and 1SO 25119-3. Planning, coordination and verification of these activities across a
ife cycle are a central management task.

E The activities during the concept phase and series development and after SOP are describe
25119-2, 1ISO 25119-3 and ISO 25119-4.

g External functional safety. measures

se measures cannot be influenced by the unit of observation described in the system definiti
tional safety includes~the characteristics of involved persons (physical, language, etc.
ronment. It is described in the system definition. In risk analysis, consideration can be given

tional safety.
E1 Proof 6fthe effectiveness of external functional safety is not within the scope of ISO 25119.
E2  Other technologies such as mechanics and hydraulics are not taken into consideration by ISO 2

ncluded.in the assessment of functional safety. Verification of the functional safety of these technologies
cope.of ISO 25119.

the various
fety for the
is to define

ssment and
ccount (see

cept phase,
in detail in
Il phases of

f in detail in

bn. External
or of the
to external

5119. These
is not within

5.3

Prerequisites

The necessary prerequisites are a proven quality assurance plan (e.g. ISO/TS 16949 or equivalent) and an
overall project plan.

© 1SO 2010 — All rights reserved
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Do we
have a potential
safety-related electronic
control system?

1ISO 25119 not applicable

Determination of the limits of the
safety-related function

f

Risk identification

(see ISO 25119-2:2010, Clause 6) New/amended
; tegistation
Risk analysis

(see ISO 25119-2:2010, Clause 6)

'

For each selected function
identified by the risk analysis
specify the required
characteristics

\
Determine the required performance level AgPL
(see ISO 25119-2:2010, 7.2.1)

\
Design and technical realisation of safety-related
functions:

Identify the safety-related parts which carry out the
critical function

'

Determine the performance level AgPL
Category MTTF4c DC avg CCF
-———— (see ISO (see ISO (seé180 (see ISO No
| | 25119-2:2010, | 25119-2:2010, | 251019-2:2010, | 25119-2:2010,
For each Annex A) Annex B) Annex C) Annex D)
selected - No
| safety-related | SRL (see ISO 25119-2:2010, Clause 7)
| function | o and _
L 3 systematic failure (se€ 1ISO 25119-2:2010, Annex E)

Verification:
is AgPL > AgPL,?

Validation:
Are all requirements achieved?
(see ISO 25119-4:2010,
Clause 6)

Yes

Have
all safety functions

identified by the risk analysis
been analysed?

Figure 1 — lterative process for design of safety-related parts of control systems

10 © 1SO 2010 — All rights reserved
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a

sepgrated from the first by a slash, signifies the_clause number of that part, e.g. “2/5” signifies 1SO 2

Clad
b

C

5.4

5.4.

Ons
app

The first number in this and the other toned boxés signifies the part of 1ISO 25119, while the sec|

se 5.
f machine functions are not affected, then(@o to ISO 25119-3:2010, Clause 5.

f machine functions are affected, then.carry out hazard and risk analysis according to ISO 25119-2:2010

Figure 2 — Safety life cycle

1 Functional safety culture

task of management and all members of staff is to create a culture in which functional saf
ropriate attention. This can be done, for example:

byformulating the goals of functional safety and communicating them within the organization,

a Concept of
28 unit of observation
New Modification/ °
development derivation @
<
Y <
[0)
K] 206 Risk analysis and method §
Y description =~ 3
O
£ >
> || e v
‘% § o7 Syste'm design
» © requirements
o 5
T =1 T
D o \
E S -
D — System design
P ‘S 3/5
P> - * * - €
£ é \ \ g
3: a Overation Production and " oth fExt(:lmall %
5 o a9 | PoE 0Tl [ 4/8 | installation of safety- HW Sw e undtiona 3
3 3 p g related systems echnologies safety °
D < measures 5]
D> 3/6 3/7 5
b
E (%]
3
3 47 Product rel -
Y IS
g
> 4/8 Production kS
5g
Modification A .
* 4/10 —— 53
Modification B® g
Operation/maintenance »
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bnd number,
5119-2:2010,

Clause 6.

Requirements —/Functional safety management activities across safety life cycle

ety is given

and

reviewing the status of processes Tor achieving tunctional sarety.

5.4.2 Continuous improvement

Management shall facilitate processes for continuous improvement. Means for doing this include

the creation of company-specific procedures to fulfil the requirements of ISO 25119,

the provision of tools, templates, databases and other resources that will assist in performing safety-

related activities, and

obtaining feedback from safety-related parts findings from projects and transferring these findings to the

members of new project teams.
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5.4.3 Trai

ning and qualification

Performing the tasks in the safety life cycle requires appropriately qualified staff. The aim should be to
maintain a balanced degree of proficiency in

knowle

technical safety concepts,

methodology, and

dge of the functional safety process and information related to requirements.

544 Saflty management during development

The objecti
persons, de

5.4.5 Assjignment of safety responsibilities

The plannir
of ISO 2511

observation|.

Initially, res|
from this m
and the rem

In doing so
their assign
unit of obs
possible tha

5.4.6 Assignment of tasks

The followin

Functional
safety team

A quality m
manageme

ve should be to coordinate all safety-related aspects during development between -all invo
partments and/or suppliers.

g and execution of activities that incorporate functional safety into projects/falling within the sd
9 represent a central management task for the individual or organization/responsible for the ur

ponsibility for incorporation of functional safety lies with the project manager. The tasks resu
ay be delegated. The lines of communication and decision-making with respect to the safety
edying of safety-related deficits shall be clearly defined,

it shall be ensured that individuals have sufficient,;documented qualifications and competenc
ed tasks. The required training and experience can depend on the AgPL and the complexity of

prvation. Appropriately qualified individuals ean also carry out multiple tasks. In particular,
t tasks will be performed by appropriately qualified developers.

g is an outline of functional safety essential tasks.

safety management tasks-are the responsibility of a product safety manager or the manager
appointed by the project'manager.

bnagement system'is-essential for carrying out the safety management activities. Functional sg

5.4.7 Planning of all safety management activities during development

5.4.71

eneral

ved

ope

it of

ting
blan

for
the
it is

of a

fety

nt tasks include~the prompt and proper delivery of the results of safety-related activities in all
phases of the development process. The implementation of individual tasks may be delegated.

All safety activities during the development phases of safety life cycle shall be planned, including at least the

following:

procedures and strategy for achieving functional safety;

safety activities;

12

specification of safety responsibilities between development partners;

provision for establishment of supporting processes within the project;

ensuring sufficient qualification of persons and organizational entities when assigning and delegating
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conducting risk analysis according to ISO 25119-2:2010, Clause 6;

implementation of safety requirements in the context of development activities according to
ISO 25119-2:2010, Clause 7, and ISO 25119-3:2010, Clauses 6 and 7;

confirmation by development partners that they have fulfiled the safety requirements by means of
assessments, reviews and audits;

planning of the verification and validation of safety requirements according to ISO 25119-4:2010,
Clause 6;

5.4.

specification of activities for confirmation of functional safety (audit, review, assessment);

inclusion of overall project safety activities into project-specific safety management.

7.2  Writing safety documentation

Safgty documentation shall be written in such a way that others can understand the process that was followed.

The)

5.4.

5.4.
The)
acti
con

The]
add

The

documentation shall be retained in accordance with company documentretention policy.
7.3  Safety plan

7.3.1 Objectives
safety plan is used for the systematic planning and allecation of resources required for safety-related
ities. The scope of consideration is described in thessystem definition, taking the entire life cycle into
Sideration.

safety plan shall be adapted to the project. Some activities could be unnecessary for a specific project or
tional activities might have to be included.

safety plan is written by the product:safety manager, and put into effect by the project managey.

Safety-related activities should be ‘incorporated into overall project planning and allocated the required

resg

5.4.

The
ass

urces.

7.3.2 Contents of the safety plan

safety plan should include all activities that are specified in the life cycle, supporting activities,
bssment, and management activities. A more detailed subdivision can be made if required.

Safety-relatedactivities are described in the safety plan. In doing so, it is worthwhile to describe the following

cha

racteristies’of an activity:

objective(s);

prerequisites — results needed from other activities, input documents;
person in charge;

necessary resources;

duration, deadline;

documentation of results.

© 1SO 2010 — All rights reserved 13


https://standardsiso.com/api/?name=ab201817c93686d3a63907684c7ae0f8

ISO 25119-1:2010(E)

5.4.7.3.3

Format of safety plan

The safety plan may be a stand-alone document or integrated into a general project plan; in the latter case,
safety-related activities shall be labelled as such.

The safety plan may include references to other plans. In general, it is preferable to have references rather
than parallel descriptions of activities in multiple documents.

The safety plan shall be subject to version and change management.

5.4.7.4

Tailori tiviti ithi (to AgPL)

The characieristic of all activities is always dependent on the AgPL and functional safety plan for each.proj

In addition, |activities and entire phases of the life cycle that do not apply to specific projects may. be omi
with corresponding justification.

When compiling the safety plan, attention shall be paid to adapting the specific characteristic of all activitig
the AgPL and the circumstances in the project.

A clear justffication is always to be specified if individual activities are omitted 6r performed in a scaled-d

form.

5.4.7.5 \Verification of functional safety

Activities fof ensuring functional safety shall include the safety audit; safety review and safety assessmer

set out in Table 3.

Tﬂble 3 — Verification measures — Safety audit, safety review and safety assessment

ect.

ted,

s to

pwn

t as

Verificalion measure

Audit

Review

Assessment

Subject

Implementation of the
processes required‘for
functional safety,

Result of a specific safety-
related activity (see review
points in Table 4)

Entire unit of observation
described in the “system
definition” phase

Scope and depth

Set by the duditor

Planned before performing
review

Scope is complete
verification of all processg
and technical measures
required for functional saf

Depth is determined by th
assessor

£S

ety

To be perfdrmed in
life cycle

During the implementation of After completion of each

the required processes and
before the completion of
each activity

safety-related activity

In parallel with developmg
or in a block

Completion prior to serieq
release

ent,

Responsibility

For verifying the processes
sufficiently

For proper implementation of

review

Takes joint responsibility for

functional safety

Result Audit report Review protocol Statement on the functional
(can be part of an (can be part of an safety of the unit of
assessment) assessment) observation
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5.5 Work products
The work products from management during the complete safety cycle are the following:
— verification measures — process instruction for auditing the processes during series development;

— safety plan.

6 Assessment of functional safety

6.1| Objectives

Thel objective of this phase is to examine and assess the functional safety attained by the unit of pobservation
and|the function implemented in it.

6.2| General
The| organizational unit responsible for functional safety (e.g. machine manufacturer or supplier) cgrries out an
assessment of functional safety. The implementation of this assessmentimay also be delegated to[one person
in gharge. The assessment should cover all phases of the machine safety life cycle (system|and safety
congept, design, implementation, test for all integration levels, systetn release, production, operatipn) for each
of the organizational units involved in the development of the unit of observation. The involved organizational

units should disclose all relevant assessment documents texthe machine manufacturer/suppligr or to the
pergon in charge.

6.3| Prerequisites

As @ minimum, representatives from the following areas in the organizational unit in charge of development
shoyld take part in the safety assessment:

— |the person responsible for the system;
— |the system developer;
— |the expert(s) on functional safety.

Theresult of the safety.assessment should be documented. Documentation should be retained in accordance
with the manufacturerdocument retention policy and any relevant legal requirements.

6.4| Requirements

6.4.1 _Considerations for the assessment of the functional safety

Th < CUI Ibibi Uf ii 1< fU“UWiI Y |cqui|t:|||c:| Iib.
a) The management requirements for verification measures listed in 6.4.2 shall be observed.

b) The organizational unit in charge of development shall provide an appropriate level of support for the
safety assessment (sufficient preparation and availability of sufficient human resources).

c) The person performing the safety assessment shall have access to all individuals performing activities in
the entire hardware and software life cycle and to all relevant information and tools.

d) The safety assessment shall include all phases of the machine safety life cycle (system and safety

concept, design, implementation, test for all integration levels, system release, production, operation) for
each of the departments involved in the development of the unit of observation.
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e)

f)

9)
1)
2)
3)

The safety assessment may be performed in parallel with development or in a block.
The safety assessment shall take the following aspects into account:
the work performed since the previous assessment,

the planning/strategy for performing further assessments,

If tools are used for development, implementation or testing, their application shall be assessed or verified.

recommendations for acceptance, conditional acceptance, or rejection, which shall be given at the

CO|

6.4.2 Verification

The followir

Verification
result shall

Planning fo
responsible

The results
conditional
appointed,

If the unit o
shall be rep

Reviews, ajidits and assessments shall be carried out with*reference to the AgPL. The following activities $
be reviewedl.

a)

b) Additio

sa

Additio

Starting with AgPL = a: hazard and risk analysis.

safety analyses — systemmFMEA, component FMEA.

ctusiormrof thesafety assessment:

g requirements apply to verification.

measures shall be included in the safety plan. The unit of observation as well as the form of
be defined. The independence of those performing verification shall be documented.

I verification shall be done by those who perform the verification and\aecepted by those who
for the scope to be verified.

of verification shall be documented. In particular, a statemefit shall be made about accepta
acceptance or rejection. Open items shall be documented, responsible individuals shal
hnd resolution shall be confirmed.

observation is altered after the conclusion of reviews-and assessments, the review or assessn
eated or amended.

nally, with AgPL = b:

fety requirements, level of detail for safety-related functions;

nally, with AgPE = c:
fety plan;

antitative safety analyses;

the

are

hce,
be

hent

hall

Additio

16
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cly Colo ariu chlllly SLUPT — vadiildatiult ariua voriieatlurt pJiarlt.

nally with AgPL = d:

safety requirements — SRS;

safety analyses, e.g. FTA, FMEA,;

safety tests and testing scope — reference test cases to safety-related system (SRS);
safety audit;

assessment of functional safety.
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e) Additionally with AgPL = e:

— safety analyses, using analytic techniques such as FMEA and FTA, taking the CCF mechanisms into
account;

— safety tests and testing scope — test case review (to determine if all cases are included).

The degree of verification depends on the AgPL level (see Table 4).

Table 4 — Degree of verification

De&ree of verification AgPL=a AgPL=b AgPL=c AgPL=d| AgPL=¢e

Revyiew of hazard analysis and risk assessment u22 u2 u2 U3 u3

Review of safety plan

ind¢pendent of plan author - - U1 u2 U3

Reyiew of safety requirements
ind¢pendent of author and implementer of safety — u1 u1 U1 u1
reqpiirements

Review of V & V (verification and validation) plan

ind¢pendent of plan author - T U1 U2 U2
Reyiew of the safety analysis (FMEA, FTA)

ind¢pendent of author of analysis U1 U1
indg¢pendent of developer of unit of observation — U1 U1 u2 u3
Review of safety tests and trials ), . U1 U1 U1
ind¢pendent of planning and conducting of the tests

Re\ iew of safety documentation . - U1 U2 U3
indépendent of plan author

Safpety audit

ind¢pendent of those who work in association with the — — — u2 (UK}
progesses required for functional safety

Asgessment of safety plan — — — u2 (UK}

— | No requirement for verification. Thewverification measures that will have to be carried out are governed in 6.4.2.
U1 | Another person
U2 [ Another team (not the same.direct supervisor)

U3 | Another department(or, ‘third party (independent of the developing department, e.g. independent management{ independent
resources, independeft from release responsibilities, independent organization)

Independent feview is required, especially in situations assessed as CO or SO. See ISO 25119-2.

6.5| (Work products

The work products from the assessment of functional safety comprise the document verification measures:
— acceptance;

— conditional acceptance;

— rejection;

— open items;

— responsible persons.
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7 Safety management activities after start of production (SOP)

7.1 Objectives

The objective of this phase is to define the responsibilities of the persons, departments and organizations
responsible for functional safety after SOP. This relates to general activities necessary to ensure the required
level of functional safety for the item and to the confirmation measures endorsing that level of functional safety.

7.2 General

See Clauseg

7.3 Prerequisites

The manufa

7.4 Requirements

7.41 Marn
In the life
functional s
for achievin
specified d
modificatior

74.2 Tas

The implen

listed and monitored. In addition, series conformity with respect to safety requirements and documents

shall be chd

7.4.3 Tas

The followir

Draw u

List red

Provid¢ feedback on faults observed.

5.

cturer should implement a quality management system.

agement of production and modification procedures

cycle phases following SOP, organizational measures shall _be taken in order to achieve
hfety of all produced units and to maintain it for the life of the-machine. The technical requirem
g and maintaining functional safety in all produced units.for‘the life of the machine are gene

iring the development of the unit of observation, and.imay be modified in accordance wi
process.

ks for preparing and conducting production aihd end of line inspections

entation of requirements for production/installation/adjustment and training of factory staff sha
cked.

ks for safe machine operation and decommissioning

g tasks shall be carried qut,

p and include special-¢ontent and warnings in the operating instructions.

uirements for.maintenance and manufacturer maintenance staff, and monitor their implements

List sa1|ety fequirements for decommissioning (see 1ISO 25119-4:2010, Clause 9).

the
ents
rally
h a

| be
tion

tion.

Figure

Consid

In the quality management system, consider attaching milestones to the V model (see ISO 25119-3:2

1).

A verification measure shall exist for every phase of the V model.

er refining the existing V model over the course of the project.

7.5 Work products

10,

The work products from the safety management activities after SOP are special content and warnings for
operating instructions.

18
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8 Production and installation of safety-related systems

8.1 Objectives

The objectives in this phase are to develop a production and an installation plan for SRS. Another objective is
to ensure that the required functional safety is maintained during the production process by the relevant
product manufacturer or the person/organization in charge of the process (machine manufacturer, supplier,
sub-supplier, etc.).

8.2 General

By including safety-relevant characteristics in production planning and checking, this phase definls the steps
required to ensure that functional safety is maintained during the production process as welk:

8.3| Prerequisites
The| following information should be available:
— |assembly notes — the documentation of the parts or functions that can-be affected by assembily;

— |test notes and criteria — documents related to testing procedures’ and the criteria to be tegted for the
safety-related functions;

— | product release — the release documents for production,.testing and installation;
— |product monitoring — required for safety-relatedcharacteristics and ensuring that the safety-related

characteristics of components are maintained “in line with their specifications in the machine
manufacturer's production process.

8.4| Requirements
8.4/1 Production plan
A production plan taking the assembly instructions into account shall be drawn up and include the following:
— |identification of safety-related components and characteristics;
— |sequence and methdds of production steps;

— | equipment/toals.

8.4.2 Testplan

A test-plan taking instructions for testing into account shall be written and shall include the following:

— identification of safety-related components and characteristics — sequence and methods of testing steps;

— testing of equipment/tools, test criteria.

8.4.3 Production and testing

Production and testing shall be carried out by qualified staff according to the production and testing plans.
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