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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The proce@lures used to develop this document and those intended for its further maintenance
described In the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed forj
different types of ISO documents should be noted. This document was drafted in accordance 'with
editorial ryles of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).
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Introduction

This document was developed to address the needs of different parties to access data, aggregated
information and functionalities (resources) from connected vehicles in a standardized, safe and secure
way. A framework is defined for interoperable web services used by several parties via the internet
by adapting current and widely used IT approaches based on OAuth 2.0 and OpenID Connect 1.0 (see
[SO 20078-3).

As personal data protection rights are becoming stronger in several countries, this document also
defines and recommends common methods to handle data protection and data privacy issues when
accessing personalized vehicle data, information or functionalities via web services.

The ISO 20078 series is supported by the fact that vehicle manufacturers (VM) include|telematics
support for their vehicles, making vehicle data, information and functionalities awailable 4t their VM
backend system. Thus, instead of installing additional third-party telematics equipment in [the vehicle
to achieve intended service goals, the already existing infrastructure can be (re)used via interoperable
wel) services. Such web services allow a third party to (rejuse the infrastrficture in same nanners as
the[VM uses it.

NOTE Web service interfaces have been available and have been offered-by VMs previous to th]s document
but |ack of standardization over the VMs, especially on authentication andauthorization, led to the fagt that third
parties accommodate and design for several different VM implementations.

Theg ISO 20078 series is applicable for any application or service that intends to use web seryices.

Thed ISO 20078 series does not cover requirements fot.specific applications, resource definitions or
XML/JSON schemas. These are described in the specific application or use case; e.g. see [[SO 20080
renjote diagnostics support.

It standardizes how an offering party defines resources. Depending on resource category, the offering
party uses different kind of identifiers. Such resources can be exposed directly or through containers. It
alsq describes different ways of representing resources in web services, such as JSON and XML.

Thip document, ISO 20078-1, defines all entities’and roles that are used over in the ISO 2i)£78 series.

[SO[20078-2 defines the usage of a.common communication protocol that enables access tq resources
(URIs), thereby standardizingthow an accessing party can access resources via web seryices of an
offgring party, using Hypertext Transfer Protocol (HTTP) over Transport Layer Security] (TLS); i.e.
HTTP secure (HTTPS). The Representational State Transfer (REST) is selected for using a common way
to represent data, aggregated information, and functions (resources).

[SO|20078-3 standardizes the security model of the web services, including different roles gnd entities
invplved in an authorization policy. Three roles are defined: identity provider, authorizatidn provider
and resource-provider at the offering party. Additional roles are the accessing party and the resource
owler. Thexrésource owner is in charge of its resources. The role model is defined as g reference
implementation of OAuth 2.0 and OpenID Connect 1.0 compatible frameworks.

processes
for displaying the interaction of all defined roles and entities[4l. The processes of registration,
authentication, and authorization of an accessing party are determined by the requirements set by
previous parts. The processes described include registration between the entities, granting, denying,
ignoring and revoking access as well as container management possibilities.

In this document, entities are defined as the fundamental objects that represent, for example, vehicles,
ECUs, drivers and fleets, and servers at an ExVe backend. Roles are defined as a grouping of entities
and have relationships that allow for an interaction; e.g. the “offering party” (ExVe backend) offers
resources (ECU data) to an “accessing party” (service implementer).
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Figure 1 — Schematic presentation of the vision of the ISO 20078 series

services are comprised of road vehicles combined with the ExVe backend system of
hufacturer (the “offering party”), mainly acting as a resource provider. This enables for I
Ly and a vehicle manufacturer, mainly acting as a service/application provider (the “acces
hccess offereddesources via the internet; see Figure 1.

bt of containers is also introduced which allows resource grouping for a single acces
ose. Cantainers are a recommended solution where (data) privacy by design applies.

0G of Figure 1) is an important part of any IT solution. It is, however, not considered wi
of=the ISO 20078 series due to pnfnnfin”y strong dpppndpnr‘ipc on certain IT backd

the
oth
bing

bing

hin

nd

infrastructures.

JSON (recommended) or XML are used for representation of resources (URIs).

The ISO 20078 series defines in general a framework based on the communication and authorization
protocols listed in Table 1. Those technologies can be used for implementation of individual web
services to share resources and, therefore, allow for any service or application implementation on the

accessing party domain.

Vi
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Table 1 — List of used information technologies

Transport protocol

HTTP 1.1 (or later version) over TLS 1.2 (or later version)

Service design

RESTful

Data format

JSON (recommended)

XML

Authorization

An OAuth 2.0 (or later version) compatible framework

End user authentication

An OpenlID Connect 1.0 (or later version) compatible framework

© IS0 2021 - All rights reserved
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Road vehicles — Extended vehicle (ExVe) web services —

Part 1:
Content and definitions

Thi
ens

See

Thd
con
und

ISO

3

Scope

5 document states the minimum requirements, recommendations, permissions amd\poss
liring interoperable web services from an accessing party’s perspective. The document:

states requirements on the structure and format of resources;
defines the concept of resource identifiers (direct and correlated);

provides different resource categories (e.g. anonymous, pseudofiymized, technical, an
resources);

provides different approaches on how to bundle shareable resources (e.g. resourcs
container);

contains guidelines on how to define the unique reseurces of an individual application;

defines the entities and roles, necessary for granting an accessing party access to resout
resources;

states requirements on how an accessing party accesses resources, including requireme
to use the defined and referenced technologies, see Table 1.

Annex A for additional informatien~about roles and responsibilities covered by ISO 2007

Normative references

following documentsyare referred to in the text in such a way that some or all of th
stitutes requirements of this document. For dated references, only the edition cited 4
ated references,(the latest edition of the referenced document (including any amendmen

20078-3, Rouadvehicles — Extended vehicle (ExVe) web services — Part 3: Security

Terins and definitions

ibilities for

d personal

P group or

ce owner’s

nts on how

B series.

pir content

pplies. For
[s) applies.

For

the purpases of this document the fn]]m/\iing terms and definitions npp]y

[SO and IEC maintain terminology databases for use in standardization at the following addresses:

3.1

3.1.

[SO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at https://www.electropedia.org/

Roles and entities

1

vehicle manufacturer

VM

company manufacturing road vehicles
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3.1.2

connected vehicle
road vehicle that is enabled for communication over a wide area network (WAN)

Note 1 to entry: A WAN can, for example, be defined as a nationwide mobile phone network with a corresponding
backend (server) architecture.

3.1.3

offering party

oP
entity who

provides web services access (3.2.6) to resources (3.2.1)

3.14

resource owner

RO
responsibl

Note 1 to
resource(s),

b party for the resource(s) (3.2.1)

bntry: The resource owner is responsible for granting, denying, and revoking access (3.2.6

Note 2 to enftry: The responsible resource owner is determined by the concrete resourge.

3.1.5
third part
person or |

3.1.6
accessing
AP

entity whi

y
ody who is not the vehicle manufacturer (3.1.1) or the resource owner (3.1.4)

party

h accesses resources (3.2.1) via web services

Note 1 to enftry: It is an entity other than the offering party (3.1.3) or the resource owner (3.1.4).

Note 2 to e
(3.1.8)/serv

Note 3 to €
resource pr

3.1.7
identity p1

htry: Implements technically and independently an identity, authorization, and a resource proy
ce provider (3.1.10) that are not within-the scope of this document.

ntry: The resource provider ahd service provider can be split into two separate roles at the
bvider and service providerstrongly depend on the individually developed service.

rovider

entity responsible for authehftication (identification) of resource owners (3.1.4), through the us

credentials

Note 1 to enftry: Offeringparty (3.1.3) confirms the identity of the authenticated resource owner.

Note 2 to €
provider m

yreference services exposed by an intermediate body when confirming the identity of a reso

) to

ider

AP:

1%

of

ntry: (Ehere is an identity provider technically mandatory at the offering party, but that identity

lrce

owner in ge

heral for some use cases.

3.1.8

resource provider
entity at the offering party (3.1.3) that protects and provides resources (3.2.1)

3.19

authorization provider
entity at the offering party (3.1.3) that manages the access (3.2.6) rights to resources (3.2.1) and resource
owner (3.1.4) information

Note 1 to entry: There is an authorization provider technically mandatory at the offering party, but that
authorization provider may reference services exposed by an intermediate body when enforcing the authorization
policy (3.2.7) in general for some use cases.

© IS0 2021 - All rights reserved
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3.1.10

service provider

vehicle manufacturer (3.1.1) or a third party (3.1.5), providing a service to the vehicle owner based on
the access (3.2.6) to vehicle data and functionalities

3.2 Technical concepts and terms

3.2.1
resource
data, aggregated information or functionalities of the connected vehicle (3.1.2)

Note 1 to entry: resources can be:

— |resources (by a RID),

— |references to resources,

— |resource-related notifications,

— |resource owner (3.1.4) information (by a ResourceOwnerlID),
— |resource and resource owner related information,
— |anonymous resources,

— |pseudonymized resources,

— | vehicle related resources, or

— |personal resources,

at the offering party (3.1.3).

3.212
respurce group
logical set of resources (3.2.1)

3.2{3
superset
set pf all unique resources (3.21)

3.214

cortainer
logical group of résqurces (3.2.1) defined for a single accessing party (3.1.6) purpose

3.2|5
respurce ewner profile
infdrmation regarding the resource owner (3.1.4)

EXAMPLE Name address contactinformation and RID

3.2.6
access
delegated right to an accessing party (3.1.6) to access a resource owner's (3.1.4) resources (3.2.1)

3.2.7
authorization policy
set of rules that define access control to protected resources (3.2.1)

©1S0 2021 - All rights reserved 3
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3.2.8
token
sequence of characters representing a verified identity and/or access (3.2.6)

Note 1 to entry: The issuer of the token is responsible for the interpretation and the integrity of the token; for
example, the authorization provider (3.1.9) of the offering party (3.1.3) or in a second example an intermediate
body for the authorization provider of the offering party.

Note 2 to entry: The token is used for securely transmitting verifiable identity and/or authorization information
between involved parties like resource owner (3.1.4), accessing party (3.1.6) and/or offering party.

3.29
fleet
group of cdnnected vehicles (3.1.2) associated to a specific resource owner (3.1.4)

3.2.10
request/reply
communication method, where the accessing party (3.1.6) requests resource(s) (3.2.1))and the offefing
party (3.1.3) replies

3.2.11
subscription
accessing party (3.1.6) requests the offering party (3.1.3) to push (3.2.12) resSources (3.2.1) when cerfain
conditions|are fulfilled

Note 1 to enftry: A condition can be a vehicle event, such as a DTC becoming active, or based on a time interval.

3.2.12
push

method uded by the offering party (3.1.3) to send resgurce(s) (3.2.1) to the accessing party (3.L.6)
according to the subscription (3.2.11)

Note 1 to efjtry: Instead of sending the resource, a reference to the resource can be sent, i.e. a notification.[The
accessing pqrty can use the reference to request the resource(s).

3.2.13
subscription profile
URI locatidns and authorization information making it possible to push (3.2.12) resources (3.2.1) to|the
accessing party (3.1.6)

3.2.14
access token
AT
credentialg used to acgess protected resources, issued by the identity provider (3.1.7) or authorizafion
provider (3]1.9) and‘consumed by the resource provider (3.1.8)

Note 1 to erftry«An access token represents an authorization that is issued to the client and limited by scopeland
hasa defin::Id expiration time in unix time format (seconds).

Note 2 to entry: An access token may be a digitally signed JWT.

3.2.15

refresh token

RT

credential (string) issued to the client by the identity provider (3.1.7) or the authorization provider
(3.1.9) and used to obtain a new access token (3.2.14) when the currently used AT expires, or to obtain
additional ATs depending on the intended scope of use

4 © IS0 2021 - All rights reserved
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3.2.16
bearer token
token (3.2.8) which can be used to get access (3.2.6) to resource(s) (3.2.1)

Note 1 to entry: Usage of bearer tokens is defined in RFC 67500191,

3.3 Identifiers

3.31

identifier
ID
number or a string that is unique within a defined context

Not¢ 1 to entry: A UUIDIZI can be used as an ID.

3.3]2
uniyersally unique identifier
uulD

128-bit value generated in accordance with ISO/IEC 9834-8 and prowviding unique valugs between
systems and over time

Not¢ 1 to entry: See Reference [7]. Often represented as a string in hex format, e.g. f81d4fae-7dec{11d0-a765-
00apc91e6bfo.

3.3{3
ourcelD

RI

ID that identifies a unique resource (3.2.1) at the offefing party (3.1.3)
3.314

ContainerID

Cl

ID that identifies a unique container (3.2:4) at the offering party (3.1.3)
3.3]5

AcdessingPartylD

APID

ID that identifies a unique dcgessing party (3.1.6) at the offering party (3.1.3)
3.3l6

CorfrelationID

ID dgreed between the offering party (3.1.3) and the accessing party (3.1.6) to support pseudophymization
of the RIDs.gr the resourceOwneriDs (3.3.8)

Note 1 £0 entry: The definition includes two pseudonymization examples.

3.3%7
SubscriptionID
ID uniquely identifying a subscription (3.2.11) at an offering party (3.1.3)

3.3.8
ResourceOwnerlID
ID that identifies a unique resource owner (3.1.4)

3.39
VehiclelD
ID that identifies uniquely a vehicle (e.g. VIN)

Note 1 to entry: VIN is defined in ISO 3779.

© IS0 2021 - All rights reserved 5
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3.4 Credentials

3.4.1

ResourceOwnerCredentials

ROC

credentials shared from a party to the resource owner (3.1.4)

3.4.2

ResourceOwnerCredentialsOP

ROCOP

credentials shared from the offering party (3.1.3) to the resource owner (3.1.4)

3.4.3
Resource(
ROCAP
credentials

3.4.4
Accessing
APC
credentials

4 Abbr

AP
APC
API
APID
AT
ROC
CID
ColD
ExVe
GSM
HATEOAS

DwnerCredentialsAP

shared from the accessing party (3.1.6) to the resource owner (3.1.4)

PartyCredentials

shared from the offering party (3.1.3) to the accessing party (3.1.6)

bviated terms

Accessing Party

Accessing Party Credentials

Application Programming Interface
Accessing Party ID

Access Token

Resource Owner Credentidls

Container ID

Correlation ID

Extended Vehicle

Global System for Mobile Communication

Hypermedia As The Engine Of Application State

HTTP

Hypertext Tran sfer Protocol

HTTPS
ID
JSON
JWS
JWT

OAuth

Hypertext Transfer Protocol Secure
Identifier

JavaScript Object Notation

JSON Web Signature (signed JWT)
JSON Web Token

Open standard for authorization

© IS0 2021 - All rights reserved
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OBD On-Board Diagnostics

OIDC OpenlID Connect

OoP Offering Party

0SI Open System Interconnection
REST Representational State Transfer
RID ResourcelD

RO( Credentials of a Resource Owner

ROCAP ROC of the Accessing Party

ROCOP ROC of the Offering Party

TLS Transport Layer Security

URI Uniform Resource Identifier
URL Uniform Resource Locator
UulD Universally Unique Identifier
VIN Vehicle Identification Number
VM Vehicle Manufacturer

XML Extensible Mark-up Language

5 |Convention

In this document, requirements, recommendations, permissions and possibilities are foralized as
follpws:

| REQ_NUM |Text of the requirement, recommendation, permission or possibility

NUM: reference of the.requirement, recommendation, permission or possibility in which:
— |REQ the acronym stands for requirement, recommendation, permission, or the possibility,

— |NUM is@'reference split in 00_00_00 and 99_99_99 denoting section by increasing each number
betwéern 01 and 99. NUM manifests like: XX_YY_ZZ.

EXAMPBLE REQ_04_01_01 and REQ_04_02_01 are different denoting different sections and REQ_04_01_01

d]‘)l:‘f\ 4 102 A3EE, | 3 JiEE s 3
an QU T_oTr_vzar C o e et aCTIo T g T CT CTIc COUTI eI S

A requirement, recommendation, permission, or possibility can be introduced beforehand by an
explanatory text. The ISO convention about verbs (shall, should, may, or can) denotes the type.

©1S0 2021 - All rights reserved 7
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6 Relationship of defined entities

6.1 Overview of entities

resource offering U unique accessing
ar identifier
owner party @ SN party

1

1_]

1
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1
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2 |
[— functionality | !
— I
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Figure 2 — Overview of defined entities and their overall roles
xO

Figure 2 identifies the relationship of defined\§?1ties and their overall roles in providing and granfing
an access tp resources. N

AccessingPartyID
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6.2 Roles and relationships of entities

. accessing
. o ______ -> O= party
belongs to D resource D
O A |B=2R

resource owner
owner T 1 token
profile
manages shares
manages authenticates consent access access

I~

/ - — - —————Y——— offering
1dent1ty { authorization | resource provider \I N arty
pr0v1der o m | provider : q/ p

|
|
| | '4—
| : | | delegates
| ) I\ | authorization
links

protects/
provides
delegates .
authentication s\
resource O

\ o OO<< Q@ DB j

(

|

| H —
= ;
|

l

Y
\ resource 1 resource

\ Q\§
N\

Figure 3 — Roles and tg’&'elationship to entities
2

Figiire 3 describes roles and their relatlolsh\p to entities required for granting an accegsing party
access to a resource owner’s resources. \{‘

NOTE1 Eachrole can be implement \ che VM or other parties (e.g. IT web developers, contractor agencies,
ird-party software developers). .

NOTE 2  When the implemen is performed by other parties, the VM can remain responsible for data, data
maragement, and data processing, subject to different national data protection legislations.

Oo
7 |Identifiers %\CO

Q
7.1 Genera Q~

Idemtifie e used to uniquely identify a specific resource or a party and are typically allocated by
the offé( g party. Some identifiers are publicly known, whereas some are only shared between two
parfki

7.2 Direct identifiers

| REQ_07_02_01 |A direct identifier shall uniquely identify a resource at the offering party.

NOTE1 Adirectidentifier can be the VIN of a road vehicle or the ResourcelD of a resource.
NOTE 2  Adirectidentifier is typically used by many accessing parties and can thereby be seen as public.

EXAMPLE WDB1240211B783045, a vehicle identification number (VIN); see ISO 3779.

7.3 Correlation identifiers

©1S0 2021 - All rights reserved 9
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REQ_07_03_01 |A correlation identifier (CorrelationID) shall identify a resource (URI) or a container

at the offering party and the translation to a direct identifier shall only be known by
the concerned parties.

NOTE Dependent on how a correlation identifier is used, it can give a higher level of (data) privacy by design.

EXAMPLE
4171, Such ide

848d8c29-c2e6-4a88-8069-8e4e37454814, a universally unique identifier (UUID) of version
ntifiers allow for an indirect identification between the accessing party and the offering party.

8 Resource categories

8.1 General

Resources pssociated with ExVe can be categorized into four different types.

8.2 Anohymous resources

Anonymoufs resources are resources, which can be shared publicly without(disclosing any identity.

These kind

enhanced foad safety.

EXAMPLE

of resources are mainly used for ensuring mobility, for incredasing traffic flow, or| for

Traffic sign recognition or local hazard warnings, etc.

REQ_08_(02_01 |Access to anonymous resources shall not be matched against a specific resource df

the offering party.

REQ_08_(2_02 |Access to anonymous resources may be performed by the simplified flow of

[SO 20078-3:2021, Annex A, with\.consent of the offering party (acting as the re-
source owner).

8.3 Pse:.[
Pseudony
resources

EXAMPLE

donymized resources

ized resources are resoutces, shared with pseudonyms, e.g. the CorrelationID. These kind of
re mainly shared to make multi-brand services available.

Remote field studies of, for example, gearboxes from component suppliers.

REQ_08_(3_01 |Acces$to’pseudonymized resources shall only be matched against a specific re-

sourge at the offering party.

Such acceds ensures that a specific resource can be only matched at the presentation layer of|the
web servide by.the offering party. At the accessing party a pseudonymized resource is similar t¢ an

anonymoug

resource; see 8.2.

The main d

ifference between anonymized and pseudonymized resources is that latter resources from

the same source cannot be correlated at the accessing party.

The main advantage of pseudonymized resources is that in case of a data breach at the accessing party
the real identities of resources, e.g. VIN or chassis, are not disclosed.

REQ_08_03_02 |Access to pseudonymized resources shall not be matched against a specific resource

at the accessing party.

NOTE See ISO 20078-3:2021, A.3.1 or A.3.2, as a recommendation.

10
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REQ_08_03_03

at the offering party and may follow the reference implementation of ISO 2
3:2021, Annex A.

Access to pseudonymized resources shall require consent of the resource owner

0078-

A revoked consent or a denied consent for the same resources and the same parties shall be established
separately by a new consent-based flow in accordance with ISO 20078-3, if the access to the
pseudonymized resource was initially based on a consent-based flow.

REQ_08_03_04

In case of consent-based access on pseudonymized resources and a revocation or a
denial of the resource owner, the consent-based flow of ISO 20078-3 may be newly

imitiated; thistmpties that consent-based flowsiatt be imdependentof amny

rausality.

8.4

Tec
per

EXA

The
cas

Technical (vehicle) resources

nnical or technical vehicle resources are non-personal resources which afe/consider
sonal data of the resource owner.

MPLE 1 Number of axles, vehicle colour, number of seats, etc.

vehicle manufacturer is considered as resource owner for technical resources. Therefo
s the VM can be the offering party as well as the resource ownerfor the same technical

bd as non-

e, in some
resource.

RHE

Q_08_04_01 |Access on technical (vehicle) resources shall\be matched against a specific

at the offering party.

resource

Suc

h access ensures that a specific resource can be,matched by the offering party, e.g.

identification number (VIN) or pseudonymized ID.

by vehicle

RHE

Q_08_04_02

[SO 20078-3:2021, Annex A, with consent of the offering party (as resource

Access on technical (vehicle)x'ésources may be performed by the simplifiedl flow of

owner).

8.5

Per
Tha

EXA

To

pse
Cor
dirg

Personal resources

onal resources are those resources which are considered as personal data of the resoy
se include the resources associated with the resource owner.

MPLE 1  VIN, RID, address, etc.

naintain resource.integrity and security, the offering party may share this kind of re
idonymized resources (see 8.3), by generating a CorrelationID for each resource, and s
relationID with*the accessing party. Otherwise, the access to personal resources can be
ct IDs. Bothshall have the consent of the resource owner to guarantee (data) privacy by

rce owner.

sources as
haring this
done using
design.

| RH

Q_08005_01 |Access to personal resources shall be verified at the offering party.

REQ_08_05_02

A CorrelationID may be generated for a personal resource at the offering p
shared with the accessing party.

arty and

EXAMPLE 2

A random number or a UUID that refers to the RID or the VIN number of the road vehicle.

REQ_08_05_03

offering party.

Access on personal resources shall require consent of the resource owner at the

NOTE

©IS

See reference implementation in ISO 20078-3:2021, 4.3.

02021 - All rights reserved
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REQ_08_05_04 |In case of revocation (or denial) of the consent of the resource owner, the Correla-
tionID shall be immediately withdrawn.

This implies that no access of accessing party is possible until consent is given by a
new consent flow.

A revoked or denied consent by the resource owner cannot be re-established other than by a new
consent-based flow (ISO 20078-3).

9 Resources

9.1 Superset of resources

| REQ_09_(1_01 |The offering party shall define the superset consisting of its available resources.

NOTE1  The actual availability of a resource can depend on vehicle model, vehicle generation, vehicle mpdel
year, and the optional equipment or — in general — the (activated) vehicle services, etc.

REQ_09_01_02 |The offering party shall provide one of two optional concepts; resources or contain-

ers.
NOTE 2 ontainers and resource groups are technically identical; see Clatise 10 representation.
NOTE 3 ontainers group resources and define a purpose of data pregessing; see 9.2, 9.3, and 9.4.

REQ_09_(1_03 | The offering party decides how available pesources shall be displayed towards ac{
cessing parties. This could be done using resources, resource groups or containerf.

9.2 Resgurce groups

| REQ_09_(2_01 |Resource groups may be defihed as sub sets of the superset by the offering party.

A resource|group can be any possible grouping of resources and is defined by the offering party. It cquld
be, for example, a group of functionally-related resources.

| REQ_09_(2_02 |Resources may.be-shared across multiple resource groups.

9.3 Resource

A resource|is named and extended by any other information.

EXAMPLE 1| Thexresource is extended by a brief description to allow more transparency to the resource oyner
while grant|ng.

RE 09(’)!‘\ A Laoll ret-aof dot rad il 43 £. o 1 'A_d
- _VUJ_VUl A TCOUUTICLUT S511dIl LUILIS1IS U Ul Udiqg, 0551 CSGLCU ITITUT I11dUIVUIT Ul 1uu\,uuuauL_y doosulldi

to a connected vehicle.

NOTE1 Aresource can be extended; e.g. by a unique brief description.

| REQ_09_03_02 |Data shall be defined by the offering party.

REQ_09_03_03 |Aggregated information shall be defined by the offering party and shall consist of
data structures and/or processed data.

NOTE 2  Anaggregated information can be self-descriptive.

12 © IS0 2021 - All rights reserved
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REQ_09_03_04

fined interaction with the connected vehicle.

Functionality shall be defined by the offering party and shall consist of a well-de-

EXAMPLE 2  Parameterizing a resource or changing the state of a resource, can be triggered by
sending a parameter by the accessing party.

9.4 Containers

9.4.1 Container

selecting or

A cpntainer is a selection of resources (see 9.3). The accessing party or the offering par
confainer. A container has a name, a list of resources, and the purpose of resource processing
pospible for the resource owner to understand the implication of the given consent.

Co
ori
gro

ainers are typically configured by the accessing party by means of a container manag
h a web portal provided by the offering party. Due to the explicit granting, of access tc
iped by the containers, the purpose of the container can only be specifiedat container c1

EXA
logs]
add

MPLE1 The creation of a container may be achieved by a web-based (portal where the accg

5 a name and a purpose of resource processing.

Ly define a
, making it

fement API
resources
eation.

ssing party

in with its own credentials and individually selects resources of the superset offered by the offering party,

| RHEQ_09_04_01 |The offering party may offer the possibilityfojuse containers to accessing

parties.

RHEQ_09_04_02 |A container shall consist of a set of@€sources that are selected from the su

may be from different resource groups.

berset and

NOT
its (|

E1 The use of the concept “containers” can\lielp to comply with some regional legal requiren
Hata) privacy by design.

hents due to

| REQ_09_04_03 |The container shall'have an ID (ContainerID), a name and a purpose.

NOTE 2  The container could have.additional items, e.g. a brief use case description.

| RHEQ_09_04_04 |The ContainerID shall uniquely identify a container at the offering party.

NOTE 3  For the ContdinerID a UUIDIZ] can be used.

| RHEQ_09_04_05 |Containers may be defined by the accessing party or the offering party.

NOT
defi

E4  THe'accessing party can use a web portal operated by the offering party or can use an
hed process operated by the offering party to define a container.

NOTES, * The offering party can also predefine containers for foreseeable use cases that can

ndividually

be used by

accesstag-partes:

REQ_09_04_06

sources and purpose of data processing do not match.

The offering party can reject the creation or delete a container if the included re-

NOTE 6
due to several national data protection laws.

The purpose of data processing is normally publicized by the service conditions of the accessing party,

REQ_09_04_07

container.

The accessing party shall have access to individual resources (URIs; end points) of a

NOTE 7 Itis not necessary to get all resources of a container with every access. For convenience
party can provide a container end point (URI) where a combined data set can be retrieved.

© IS0 2021 - All rights reserved

the offering

13


https://standardsiso.com/api/?name=67812a20e62f8760f65771dc9c9665c1

IS0 20078-1:2021(E)

EXAMPLE 2

The resource owner has granted access for resources defined by a container that consists of

resource A and resource B; the accessing party can access the resources A and B (separate URIs). The offering
party can additionally offer a container end point to retrieve the combined data set A + B (one URI).

REQ_09_04_08 |Vehicles can be connected to a container by the accessing party also before access

is granted. This shall be seen as a request for access from the accessing party to the
resource owner.

NOTE8 Connecting a vehicle to a container allows the offering party to identify the resource owner and verify
if the access is granted.

NOTE 9

9.4.2 M3

Manageme
containers

ne container can have many vehicles connected to It.

Inagement of containers

nt of containers addresses the necessary processes for listing, creation, and deletiop of

REQ_09_(

4_09 |The technical realization of the processes for creation and deletion of a container
shall be held open to the offering party.

| REQ_09 (

4_10 |It shall not be possible to update the purpose of the container or its resource list.

NOTE1 Updating the purpose or resource list would revoke the\explicit resource owner consent for| the

original con

tainer.

al

-~ 0O

Cessing party /

. container resource
ffering party

Figure 4 — Relationship of accessing party or offering party, containers and resources

Figure 4 v
resources.

offering palrty may have multiple containers and multiple containers may have multiple resources.

sualizes the relationsShip of the accessing party or the offering party to containers anfl to
Additionally, the.éardinality for each relationship is shown: one accessing party or [one

| REQ_09 (

4_11 |The'offering party may limit the number of allowed containers.

NOTEZ2 1

'he offering party manages the number of containers according to the capability of its design.

14
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