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reword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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procedures used to develop this document and those intended for its further maint
Cribed in the ISO/IEC Directives, Part 1. In particular the different approval criteriamee
brent types of ISO documents should be noted. This document was drafted in accordan
orial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).
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committee responsible for this document is ISO/TC 199, Safety of machinery.
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Introduction

The structure of safety standards in the field of machinery is as follows.

a) Type-A standards (basis standards) give basic concepts, principles for design and general aspects
that can be applied to machinery.

b) Type-B standards (generic safety standards) deal with one or more safety aspect(s), or one or more
type(s) of safeguards that can be used across a wide range of machinery:

Re{se);

ure

ra

particfilar machine or group of machines.

This part of [SO 13849 is a type-B-1 standard as stated in ISO 12100.

This document is of relevance, in particular, for the following stakeholder groups representing|the
market players with regard to machinery safety:

— machine manufacturers (small, medium and large enterprises);

— healthfand safety bodies (regulators, accident prevention orgahisations, market surveillance et.).

Others can|be affected by the level of machinery safety achieveéd with the means of the document by the
above-menftioned stakeholder groups:

— machine users/employers (small, medium and large’enterprises);

— machine users/employees (e.g. trade unions, organizations for people with special needs);
— servicg providers, e. g. for maintenance<(small, medium and large enterprises);

— consumers (in case of machineryintended for use by consumers).

The above{mentioned stakeholder(groups have been given the possibility to participate at the draffing
process of this document.

In addition| this document is-intended for standardization bodies elaborating type-C standards.
The requirgments of thiss<document can be supplemented or modified by a type-C standard.

For machines which/are covered by the scope of a type-C standard and which have been designed
and built dccording to the requirements of that standard, the requirements of that type-C standard
take precefdence.

When provisions of a type-C standard are different from those which are stated in type-A or type-B
standards, the provisions of the type-C standard take precedence over the provisions of the other
standards for machines that have been designed and built according to the provisions of the type-C
standard.

This part of ISO 13849 is intended to give guidance to those involved in the design and assessment
of control systems, and to Technical Committees preparing type-B2 or type-C standards which are
presumed to comply with the Essential Safety Requirements of Annex I of the Directive 2006/42/EC on
machinery. It does not give specific guidance for compliance with other EC directives.

As part of the overall risk reduction strategy at a machine, a designer will often choose to achieve some
measure of risk reduction through the application of safeguards employing one or more safety functions.

vi © ISO 2015 - All rights reserved


https://standardsiso.com/api/?name=123c0c2d376cc67af9e9d8b3f515b8f9

1SO 13849-1:2015(E)

Parts of machinery control systems that are assigned to provide safety functions are called safety-
related parts of control systems (SRP/CS) and these can consist of hardware and software and can
either be separate from the machine control system or an integral part of it. In addition to providing
safety functions, SRP/CS can also provide operational functions (e.g. two-handed controls as a means of
process initiation).

The ability of safety-related parts of control systems to perform a safety function under foreseeable
conditions is allocated one of five levels, called performance levels (PL). These performance levels are

defi

ned in terms of probability of dangerous failure per hour (see Table 2).

The probability of dangerous failure of the safety function depends on several factors, including
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Information on the recommended application of IEC 62061 and this part of ISO 13849

IEC
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Hware and software structure, the extent of fault detection mechanisms [diagnostic covs
hbility of components [mean time to dangerous failure (MTTFp), common cause 'fail

gn process, operating stress, environmental conditions and operation procedures:

rder to assist the designer and facilitate the assessment of achieved PL, this docume
ethodology based on the categorization of structures according to specific design c
rified behaviours under fault conditions. These categories are allocated’one of five lev
boories B, 1, 2, 3 and 4.

performance levels and categories can be applied to safety-related parts of control syste

protective devices (e.g. two-hand control devices, interlocking devices), electro-sensitive
devices (e.g. photoelectric barriers), pressure sensitive dévices,

control units (e.g. a logic unit for control functions, data processing, monitoring, etc.), ay
power control elements (e.g. relays, valves, etc.),

rell as to control systems carrying out safety functions at all kinds of machinery — from
1l kitchen machines, or automatic doors and gates) to manufacturing installations (e.g
hines, printing machines, presses).

5 part of ISO 13849 is intended to:provide a clear basis upon which the design and perf
application of the SRP/CS (and theymachine) can be assessed, for example, by a third part
y an independent test house.

62061 and this part of [SO 13849 specify requirements for the design and implementatio
ted control systéms of machinery. The use of either of these International Standards, in
h their scopes, can be presumed to fulfil the relevant essential safety requirements. ISO
s guidanice on the application of this part of ISO 13849 and IEC 62061 in the design of saf]
Lrol systems for machinery.
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As Y

vith 1ISO/TR 23849, ISO/TR 22100-2 has been added to the list of normative referenc

es given in

Clause Z — the Tatter owing to its importance for an understanding of the relationship between this
part of ISO 13849 and ISO 12100.
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5 part of ISO 13849 provides safety requirements and guidance on the principles for
integration of safety-related parts of control systems (SRP/CS), including the design o
these parts of SRP/CS, it specifies characteristics that include the perforiance level r
'ying out safety functions. It applies to SRP/CS for high demand and continuous mode, re
type of technology and energy used (electrical, hydraulic, pneumati¢, mhechanical, etc.), f|

pes not specify the safety functions or performance levels that are to be used in a particy

5 part of ISO 13849 provides specific requirements for SRP/CS using programmable
em(s).

es not give specific requirements for the design of products which are parts of SRP/CS. N¢g
principles given, such as categories or performance levels, can be used.

E1 Examples of products which are parts of SRP/CS: relays, solenoid valves, position swi
pr control units, two-hand control devices,pressure sensitive equipment. For the design of su
important to refer to the specifically applicable International Standards, e.g. ISO 13851, ISO 1
13856-2.

E2  For the definition of requiredperformance level, see 3.1.24.

E3 The requirements provided in this part of ISO 13849 for programmable electronic
patible with the method¢logy for the design and development of safety-related electrical, elg
rrammable electronic ¢ontrol systems for machinery given in IEC 62061.

E 4

Normative references

following documents, in whole or in part, are normatively referenced in this docume
spensable for its application. For dated references, only the edition cited applies. F

refd

the design
f software.
bquired for
gardless of
br all kinds

lar case.

electronic

vertheless,

tches, PLCs,
h products,
3856-1 and

gystems are

ctronic and

For safety-related embedded software for components with PL; = e, see IEC 61508-3:1998, Clause 7.

nt and are
br undated

S.

rences, the latest edition of the referenced document (including any amendments) applid

[SO 12100:2010, Safety of machinery — General principles for design — Risk assessment and risk reduction

ISO 13849-2:2012, Safety of machinery — Safety-related parts of control systems — Part 2: Validation

[EC 60050-191:1990, International electrotechnical vocabulary — Chapter 191: Dependability and quality
of service. Amended by IEC 60050-191-am1:1999 and IEC 60050-191-am?2:2002:1999

[EC 61508-3:2010, Functional safety of electrical/electronic/programmable electronic safety-related
systems — Part 3: Software requirements. Corrected by IEC 61508-3/Cor.1:1999

IEC 61508-4:2010, Functional safety of electrical/electronic/programmable electronic safety-related
systems — Part 4: Definitions and abbreviations. Corrected by IEC 61508-4/Cor.1:1999
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IEC 62061:2012, Safety of machinery — Functional safety of safety-related electrical, electronic and
programmable electronic control systems

ISO/TR 22100-2:2013, Safety of machinery — Relationship with ISO 12100 — Part 2: How I1SO 12100
relates to ISO 13849-1

ISO/TR 23849, Guidance on the application of ISO 13849-1 and IEC 62061 in the design of safety-related
control systems for machinery

3 Terms, definitions, symbols and abbreviated terms

3.1 Tern

For the puy
the followi

3.1.1
safety-rel
SRP/CS
part of a
output sigy

Note 1 to en|
input signal
end at the o

Note 2 to enltry: If monitoring systems are used for diagnostics, tliey’are also considered as SRP/CS.

3.1.2
category
classificati
their subse
of the part

3.1.3
fault
state of an
during pre

ns and definitions
poses of this document, the terms and definitions given in ISO 12100 and IEC 60050-191
ng apply.

ated part of a control system

ontrol system that responds to safety-related input signals and-generates safety-rel:
als

try: The combined safety-related parts of a control system start'at the point where the safety-rel
s are initiated (including, for example, the actuating cam and‘the roller of the position switch)
itput of the power control elements (including, for examplej)the main contacts of a contactor).

bn of the safety-related parts of a control system in respect of their resistance to faults

5, fault detection and/or by their reliability

item characterized by the“inability to perform a required function, excluding the inab
yentive maintenance/ox other planned actions, or due to lack of external resources

Noteltoe

Note 2 to enltry: In this part-ef [SO 13849, “fault” means random fault.

[SOURCE: I[EC 60050:191:1990, 05-01.]

3.1.4
failure

ry: A fault is oftercthe result of a failure of the item itself, but may exist without prior failure.

and

ted

hted
and

and

quent behaviour in the fault conditiofi, and which is achieved by the structural arrangement

lity

termination of the ability of an item to perform a required function

Note 1 to en

try: After a failure, the item has a fault.

Note 2 to entry: “Failure” is an event, as distinguished from “fault”, which is a state.

Note 3 to entry: The concept as defined does not apply to items consisting of software only.

Note 4 to entry: Failures which only affect the availability of the process under control are outside of the scope of
this part of ISO 13849.

[SOURCE: I

EC 60050-191:1990, 04-01.]
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3.1.5
dangerous failure
failure which has the potential to put the SRP/CS in a hazardous or fail-to-function state

Note 1 to entry: Whether or not the potential is realized can depend on the channel architecture of the system;
in redundant systems a dangerous hardware failure is less likely to lead to the overall dangerous or fail-to-
function state.

Note 2 to entry: [SOURCE: IEC 61508-4, 3.6.7, modified.]

3.1.6

nnnnnnnnnnnnnnn

CCH
failyires of different items, resulting from a single event, where these failures are not copsequences
of epch other

Note¢ 1 to entry: Common cause failures should not be confused with common mode f3ilures (see
[SO[12100:2010, 3.36).

[SOPRCE: IEC 60050-191-am1:1999, 04-23.]

317
systematic failure
failfire related in a deterministic way to a certain cause, which-ean only be eliminated by a modification
of the design or of the manufacturing process, operatiafial’ procedures, documentation or other
relgvant factors

Not¢ 1 to entry: Corrective maintenance without modification will usually not eliminate the failure dause.
Not¢ 2 to entry: A systematic failure can be induced by-simulating the failure cause.
Not¢ 3 to entry: Examples of causes of systematicfailures include human error in
— |the safety requirements specification,

— |the design, manufacture, installation) operation of the hardware, and

— |the design, implementation, ete), of the software.

[SOURCE: IEC 60050-191:1990, 04-19.]

3.18
muting
temjporary automatic suspension of a safety function(s) by the SRP/CS

3.19
manual réset
funftieh Within the SRP/CS used to restore manually one or more safety functions [before re-
starting a machine

3.1.10
harm
physical injury or damage to health

[SOURCE: IS0 12100:2010, 3.5.]

3.1.11
hazard
potential source of harm

Note 1 to entry: A hazard can be qualified in order to define its origin (e.g. mechanical hazard, electrical hazard)
or the nature of the potential harm (e.g. electric shock hazard, cutting hazard, toxic hazard, fire hazard).

© IS0 2015 - All rights reserved 3
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Note 2 to entry: The hazard envisaged in this definition:

— either is permanently present during the intended use of the machine (e.g. motion of hazardous moving
elements, electric arc during a welding phase, unhealthy posture, noise emission, high temperature);

— or may appear unexpectedly (e.g. explosion, crushing hazard as a consequence of an unintended/unexpected
start-up, ejection as a consequence of a breakage, fall as a consequence of acceleration/deceleration).

[SOURCE: ISO 12100:2010, 3.6, modified.]

3.1.12
hazardous situation
circumstarce in which a person is exposed to at least one hazard

Note 1 to entry: The exposure can result in harm immediately or over a period of time.
[SOURCE: ISO 12100:2010, 3.10.]

3.1.13
risk
combinatidn of the probability of occurrence of harm and the severity of that harm

[SOURCE: ISO 12100:2010, 3.12.]

3.1.14
residual risk
risk remailing after protective measures have been taken

Note 1 to entry: See Figure 2.

[SOURCE: ISO 12100:2010, 3.13, modified.]

3.1.15
risk assesfment
overall process comprising risk analysis and risk evaluation

[SOURCE: ISO 12100:2010, 3.17]

3.1.16
risk analysis
combinatidn of the specification of the limits of the machine, hazard identification and risk estimatjon

[SOURCE: ISO 12100:2010, 8715.]

3.1.17
risk evaluption
judgement] on thesbasis of risk analysis, of whether risk reduction objectives have been achieved

[SOURCE: IS©-12100:2010, 3.16.]

3.1.18
intended use of a machine
use of the machine in accordance with the information provided in the instructions for use

[SOURCE: ISO 12100:2010, 3.23.]

3.1.19

reasonably foreseeable misuse

use of a machine in a way not intended by the designer, but which may result from readily predictable
human behaviour

[SOURCE: ISO 12100:2010, 3.24.]

4 © IS0 2015 - All rights reserved
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3.1.20
safety function
function of the machine whose failure can result in an immediate increase of the risk(s)

[SOURCE: ISO 12100:2010, 3.30.]

3.1.21

monitoring

safety function which ensures that a protective measure is initiated if the ability of a component or an
element to perform its function is diminished or if the process conditions are changed in such a way
that a decrease of the amount of risk reduction is generated

3.122

programmable electronic system
PES
system for control, protection or monitoring dependent for its operation on one aimore programmable
eledtronic devices, including all elements of the system such as power supplies; sénsors and pther input
devjces, contactors and other output devices

[SOPRCE: IEC 61508-4:1998, 3.3.2, modified.]

3.123

perfformance level
PL
disdrete level used to specify the ability of safety-related patts of control systems to perform a safety
fungtion under foreseeable conditions

Not¢ 1 to entry: See 4.5.1.

3.124

required performance level
PL;
performance level (PL) applied in order to-achieve the required risk reduction for each safety function

Not¢ 1 to entry: See Figures 2 and A.1.

3.125

mean time to dangerous failure

MT[IFp

expectation of the mean-time to dangerous failure

[SOPRCE: IEC 62061:2005, 3.2.34, modified.]

3.1.26

diagnostic:coverage
DC
medsure. of the effectiveness of diagnostics, which may be determined as the ratio between|the failure
ratd.ofdetected dangerous failures and the fajlure rate of total dangerous failures

Note 1 to entry: Diagnostic coverage can exist for the whole or parts of a safety-related system. For example,
diagnostic coverage could exist for sensors and/or logic system and/or final elements.

[SOURCE: IEC 61508-4:1998, 3.8.6, modified.]

3.1.27
protective measure
measure intended to achieve risk reduction

EXAMPLE1 Implemented by the designer: inherent design, safeguarding and complementary protective
measures, information for use.

© IS0 2015 - All rights reserved 5
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EXAMPLE 2

[SOURCE: I
3.1.28

mission tim

Twm

Implemented by the user: organization (safe working procedures, supervision, permit-to-work
systems), provision and use of additional safeguards, personal protective equipment, training.

S0 12100:2010, 3.19, modified.]

e

period of time covering the intended use of an SRP/CS

3.1.29
test rate
r't
frequency

3.1.30

demand rate

D
frequency

3.1.31
repair rat
I'r
reciprocal
online tes
system/co

Note 1 to enltry: The repair time does not include the span of timemeéded for failure-detection.

3.1.32
machine ¢

bf automatic tests to detect faults in a SRP/CS, reciprocal value of diagnostic test inteérva

bf demands for a safety-related action of the SRP/CS

2}

value of the period of time between detection of a{dangerous failure by either

mponent replacement

ontrol system

[ or obvious malfunction of the system and the restart of operation after repair

an
or

system whfich responds to input signals from pants of machine elements, operators, external control

equipment

the intends

Note 1 to en|

(e.g. electrid

3.1.33

safety intg

SIL

discrete lef
functions {

highest lev
[SOURCE: 1

3.1.34
limited va
LVL

or any combination of these and gengerates output signals causing the machine to behay
d manner

kry: The machine control system can use any technology or any combination of different technolg
al/electronic, hydraulic, pneuimatic, mechanical).

grity level
Fel (one out ofapossible four) for specifying the safety integrity requirements of the sa

0 be allocatéd-to the E/E/PE safety-related systems, where safety integrity level 4 has
el of safety ifitegrity and safety integrity level 1 has the lowest

[EC 61508-4:1998, 3.5.6.]

e in

gies

fety
the

riability language

type of language that provides the capability of combining predefined, application-specific library

functions t

o implement the safety requirements specifications

Note 1 to entry: Typical examples of LVL (ladder logic, function block diagram) are given in [EC 61131-3.

Note 2 to entry: A typical example of a system using LVL: PLC.

[SOURCE: I

EC 61511-1:2003, 3.2.80.1.2, modified.]
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35
variability language

FVL
type of language that provides the capability of implementing a wide variety of functions and applications

EXAMPLE C, C++, Assembler.

Note 1 to entry: A typical example of systems using FVL: embedded systems.

Note 2 to entry: In the field of machinery, FVL is found in embedded software and rarely in application software.

[SO

JRCE: IEC 61511-1 2003,3.2.80.1.3, mndiFinr]]

3.1,

app
soft
con
cald

3.1
eml|

36

lication software
ware specific to the application, implemented by the machine manufacturer, and
faining logic sequences, limits and expressions that control the appropriate input
ulations and decisions necessary to meet the SRP/CS requirements

37
pedded software

fir

system software
sofware that is part of the system supplied by the control manufacturer and which is not ac

mo
Not

3.1,
higl

modle of operation in which the frequency of demands on a SRP/CS is greater than one per

safe
[SO

3.1/
pro

denmonstration, based on ar analysis of operational experience for a specific configure

eler]
that

[SO

3.2

See

ware

ification by the user of the machinery
e 1 to entry: Embedded software is usually written in FVE;

38
h demand or continuous mode

URCE: IEC 62061:2012, 3.2.27, modifigd.]

39
ven in use

nent, that the likelihood.of dangerous systematic faults is low enough so that every safe
uses the element achieves its required performance level (PL;)

URCE: IEC 61508<2:2010, 3.8.18, modified.]

Symbels and abbreviated terms

Table~l>

ty related control function retains the machine in a safe state as part of normal operation

generally
S, outputs,

ressible for

year or the

tion of an
Lty function
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Table 1 — Symbols and abbreviated terms

S);)mbo_l or ab- Description Definition or occur-
reviation rence
a,b,cde Denotation of performance levels Table 3
AOPD Active optoelectronic protective device (e.g. light barrier) Annex H
B,1,2,3,4 Denotation of categories Table 7
B1op Number of cycles until 10 % of the components fail dangerously (for|Annex C
pneumatic and electromechanical components)
Cat. Category 312 n
CcC Current converter Annex 1 (\'\‘J
CCF Common cause failure 316 ,\'(.1/\’
DC Diagnostic coverage M'\q )
DCavg Average diagnostic coverage E.2y Y
F, F1,F2 Frequency and/or time of exposure to the hazard ,..M
FB Function block \C_)\JAI-JL’)
FVL Full variability language AT (335
FMEA Failure modes and effects analysis (-\Q - 7.2
I,11,12 Input device, e.g. sensor N QV 6.2
ij Index for counting kQ\\ Annex D
1/0 Inputs/outputs \{\Q) . Table E.1
Iab, Ibc Interconnecting means ‘QV Figure 4
K1A, K1B Contactors ;‘\Q)‘ Annex|
L,L1,L2 Logic xQO 6.2
LVL Limited variability language “(-\)J? ) 3.1.34
M Motor C)\\ Annex |
MTTF Mean time to failure ‘\\ : Annex C
MTTFp Mean time to dang,el@\s‘failure 3.1.25
. \J
n N, N Number ofltzn‘e . 6.3,D.1
Niow Number of SRP/CS with PLigw in a combination of SRP/CS 63
Nop Mean ayy zr of annual operations Annex C
0, 01, O, OTE Op‘@t\device, e.g. actuator 6.2
P, P1, P2 Q\séibility of avoiding the hazard A.2.3
PES ,.&\ Programmable electronic system 3.1.22
PFHp ~ average-probabilityef dangereustatlureperhour Fable 3andFabled
PL Performance level 3.1.23
PLC Programmable logic controller Annex1
PLjow Lowest performance level of a SRP/CS in a combination of SRP/CS |6.3
PL; Required performance level 3.1.24
D Demand rate 3.1.30
It Test rate 3.1.29
RS Rotation sensor Annex
S, S1,S2 Severity of injury A2.1
SW1A,SW1B,SW2 |Position switches Annex [
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Table 1 (continued)
S}{)mbo_l or ab- Description Definition or occur-
reviation rence
SIL Safety integrity level Table 4
SRASW Safety-related application software 4.6.3
SRESW Safety-related embedded software 4.6.2
SRP Safety-related part General
SRP/CS Safety-related part of a control system 311
TE Test equipment 6.2
™ Mission time 3.1.28
T10p Mean time until 10 % of the components fail dangerously Arnex C

4

41
The

Design considerations

Safety objectives in design

SRP/CS shall be designed and constructed so that the pringiples of ISO 12100 are fully| taken into
accpunt (see Figures 1 and 3). All intended use and reasonableforeseeable misuse shall be cpnsidered.
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b

10

Determination of the limits of
the machinery (see 5.3 2@)

‘ Risk assessment carried out in
} accordance with ISO 12100

-¢

\i

Hazard identification

Yes

L Il A ol 4
\PLT LIAUST T Al J.5 ™)

!

Risk estimation
(see 5.52)

{

Risk evaluation
(see 5.6 3)

: This iterative risk reduction
process shall be carried
out separately for each
hazard under each
condition of use (task).

Are other

No hazards

Has the risk
been adequately
reduced?

Risk reduction process
for the hazard:
1 by inherently safe design,
2 by safeguards;
3 by information foruse
(see Figure1@)

l

Does the
protective measure
selected depend on a
control system?

generated?

Iterative process of the design of
safety-related parts of the control system
(SRP/CS) (see Figure 3 b)

A

Yes

Y No

Refers to [SO 12100:2010

Refers to this part of ISO 13849

Figure 1 — Overview of risk assessment/risk reduction
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Strategy for risk reduction

1 General

The strategy for risk reduction at the machine is given in ISO 12100:2010, 6.1, and further guidance is
given in ISO 12100:2010, 6.2 (inherent design measures) and 6.3 (safeguarding and complementary
protective measures). This strategy covers the whole life cycle of the machine.

The hazard analysis and risk reduction process for a machine requires that hazards are eliminated or
reduced through a hierarchy of measures:

4.2

The
(sed
the
ach
of tl
par

NOT

hazard elimination or risk reduction by design (see ISO 12100:2010, 6.2);

risk reduction by safeguarding and possibly complementary protectivey)‘\mea
ISO 12100:2010, 6.3);

risk reduction by the provision of information for use about the residual risk{see 1SO 1210(

2 Contribution to the risk reduction by the control system

purpose in following the overall design procedure for the machines to achieve the safety

overall design procedure for the machine. The SRP/CS prevides safety function(s) at
eves the required risk reduction. In providing safety fuiiction(s), either as an inherent]}
e design or as a control for an interlocking guard or protective device, the design of the
F of the strategy for risk reduction. This is an iterative’process and is illustrated in Figurg

E There is no need to apply this strategy of risk'reduction on non-safety related parts of con

bures  (see

12010, 6.4).

r objectives

4.1). The design of the SRP/CS to provide the required riskoreduction is an integral subset of

h PL which
y safe part
SRP/CSisa
s 1 and 3.

rol systems

or ppurely functional elements of a machine (see ISO/TR22100-2:2013, Clause 3).

each safety function, the characteristics.(See Clause 5) and the required performance lepel shall be

Cified and documented in the safety requiirements specification.

For
spe

ous failure
ith defined

Int
per
ran

his part of ISO 13849 the performance levels are defined in terms of probability of danget
hour. Five performance levels are set out, from the lowest PL a to the highest PL e w
bes of probability of a dangerous failure per hour (see Table 2).

In er to achieve a PL, be§idé quantifiable aspects, it is also necessary to satisfy requiremgnts related

d
to (c)llilalitative aspects of PL (see 4.5).

Table 2 — Performance levels (PL)

Average probability of dangerous failure per ho
1/h

>10-5to <104
>3 x10-6to<10-5
>10-6to<3 x 10-6

>10-7to <10-6

>10-8to <107

ur (PFHp)

T | o

(@]

d

e

From the risk assessment (see ISO 12100) at the machine, the designer shall decide the contribution
to the reduction of risk which needs to be provided by each relevant safety function which is carried
out by the SRP/CS(s). This contribution does not cover the overall risk of the machinery under control,
e.g. not the overall risk of a mechanical press, or washing machine is considered, but that part of risk
reduced by the application of particular safety functions. Examples of such functions are the stopping
function initiated by using an electro-sensitive protective device on a press or the door-locking function
of a washing machine.
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Risk reduction can be achieved by applying various protective measures (both SRP/CS and non SRP/CS)
with the end result of achieving a safe condition (see Figure 2).

Key
Rn
Rr

N

2V RN N 3V

R1srp/cs
R2srp/cs

Ry
R
<Ra
R1sreics | Ry

- » 1
|
I

R2srpics _ Ry 2

3 4
a b >R

r a specific hazardous situation, the'risk before protective measures are applied
sk reduction required from pretective measures
ctual risk reduction achieved-with protective measures

olution 1 — important part of risk reduction due to protective measures other than SRP/CS
hechanical measuresj,-small part of risk reduction due to SRP/CS

= 0 = oh

(%)

plution 2 — important part of risk reduction due to the SRP/CS (e.g. light curtain), small part of
bduction due to, protective measures other than SRP/CS (e.g. mechanical measures)

—

jo]

dequately reduced risk
inadequately reduced risk
risk

residual risk obtained by solutions 1 and 2

adequately reduced risk

risk reduction from the safety function carried out by the SRP/CS

R1m, R2M risk reduction from protective measures other than SRP/CS (e.g. mechanical measures)

NOTE

12

See ISO 12100 for further information on risk reduction.

Figure 2 — Overview of the risk reduction process for each hazardous situation

(e.g.

risk
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from Figure 1

Identify the safety functions to be performed

for each
selected

safety
function

\

by SRP/CSs

{

For each safety function specify the required

1SO 13849-1:2015(E)

A

characteristics (see Clause 5)

Determined the required performance
level PL, (see 4.3 and Annex A)

\i

Design and technical realisation
of the safety function:
Identify the safety-related parts which carry
out the safety function (see 4.4)

{

Evaluate the performance level PL
(see 4.5) considering:
- category (see Clause 6)
- MTTF4 (see Annex C and D)
- DC (see Annex E)
- CCF (see Annex F)
- systematic failure (see Annex G)
- if existing: software of the above'safety-
related parts (see 4.6 and Annex J)

f

Verification of PL
for the_ safety function:
is PL"2PL, (see 4.7)

Validation:
(see Clause 8 @)
Are all requirements
met?

Have No

all safety functions
been analysed?

a [SO 1384

Y ves

to Figure 1

9-2 provides additional help for the validation.

Figure 3 — Iterative process for design of safety-related parts of control systems (SRP/CS)

4.3 Determination of required performance level (PLy)

For each selected safety function to be carried out by a SRP/CS, a required performance level (PL;) shall
be determined and documented (see Annex A for guidance on determining PL;). The determination of

© IS0 2015 - All rights

reserved
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the required performance level is the result of the risk assessment and refers to the amount of the risk
reduction to be carried out by the safety-related parts of the control system (see Figure 2).

The greater the amount of risk reduction required to be provided by the SRP/CS, the higher the PL;

shall be.

4.4 Design of SRP/CS

Part of the risk reduction process is to determine the safety functions of the machine. This will include
the safety functions of the control system, e.g. prevention of unexpected start-up.

A safety fiinction may be implemented by one or more SRP/CS, and several safety functions

share one
SRP/CS im
technologi
an AOPD aj

A typical {
safety-rela

input (|

logic/q
output

intercq

NOTE1
related SRP

Having ide

Figures 1 4
redundanc

NOTE2 [

NOTE3 4

or more SRP/CS [e.g. a logic unit, power control element(s)]. It is also possible that

blements safety functions and standard control functions. The designer may use any of

s available, singly or in combination. SRP/CS may also provide an operational function
a means of cycle initiation).

afety function diagrammatic presentation is given in Figure 4 showing’a combinatio
Led parts of control systems (SRP/CS) for

SRP/CS,),
rocessing (SRP/CSp),
power control elements (SRP/CS), and

nnecting means (iap, Ibc) (e.g- electrical, optical).

CS carrying out a certain safety function.

htified the safety functions of the control system, the designer shall identify the SRP/CS
nd 3) and, where necessary, shall assign them to input, logic and output and, in the cas
y, the individual channels, and then(valuate the performance level PL (see Figure 3).

esignated architectures are given in Clause 6.

|1l interconnecting means are‘included in the safety-related parts.

Tab

| A\

SRPICS, SRP/CS, SRP/CS,

may
one
the

(e.g.

n of

Vithin the same machinery it is important to distinguish between different safety functions and their

(see
e of

Key

I
L logic
0
1
2

input (e.g. limit switch, sensor, AOPD)

output (e.g. valve, contactor, current converter)
initiation event (e.g. manual actuation of a push button, opening of guard, interruption of beam of AOPD)
machine actuator (e.g. motor, cylinder)

Figure 4 — Diagrammatic presentation of combination of safety-related parts of control

14

systems for processing typical safety function
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4.5 Evaluation of the achieved performance level PL and relationship with SIL

4.5.1 Performance level PL

For the purposes of this part of ISO 13849, the ability of safety-related parts to perform a safety function
is expressed through the determination of the performance level.

For each selected SRP/CS and/or for the combination of SRP/CS that performs a safety function the
estimation of PL shall be done.

The PL of the SRP/CS shall be determined by the estimation of the following aspects:

— |the MTTFp value for single components (see Annex C and Annex D);

— |[the DC (see Annex E);

— |[the CCF (see Annex F);

— |[the structure (see Clause 6);

— [the behaviour of the safety function under fault condition(s) (see Clatse 6);

— |safety-related software (see 4.6 and Annex ]);

— [systematic failure (see Annex G);

— |[the ability to perform a safety function under expectéd environmental conditions.
NOTE 1  Other parameters, e.g. operational aspects, demand rate, test rate, can have certain influgnce.
These aspects can be grouped under two approaches in relation to the evaluation process:
a) |quantifiable aspects (MTTFp value for single components, DC, CCF, structure);

b) [non-quantifiable, qualitative aspects which affect the behaviour of the SRP/CS [behaviour
of the safety function under fault conditions, safety-related software, systematic failure and
environmental conditions).

technology used. For example, it is possible (within certain limits) for a single channel of safety-related
parts of high reliability-in.one technology to provide the same or higher PL as a fault-tolerant structure
of lower reliability ip-another technology.

Ampng the quantifiable aspects, the contribution of reliability (e.g. MTTFp, structure) can Vaiy with the

There are severabmethods for estimating the quantifiable aspects of the PL for any type of syjstem (e.g. a
complex structirre), for example, Markov modelling, generalized stochastic petri nets (GSPN), reliability
blo¢k diagrams [see, e.g. IEC 61508].

To 1naKe the assessment of the quantifiable aspects of the PL easier, this part of ISO 13849|provides a
simplified method based on the definition of five designated architectures that fulfil spe¢ific design
criteria and behaviour under a fault condition (see 4.5.4).

For a SRP/CS or combination of SRP/CS designed according to the requirements given in Clause 6, the
average probability of a dangerous failure could be estimated by means of Figure 5 and the procedure
given in Annexes A to H, ] and K.

For a SRP/CS which deviates from the designated architectures, a detailed calculation shall be provided
to demonstrate the achievement of the required performance level (PL;).

In applications where the SRP/CS can be considered simple, and the required performance level is a to
¢, a qualitative estimation of the PL may be justified in the design rationale (see also 4.5.5).

NOTE 2  For the design of complex control systems, such as PES designed to perform safety functions, the
application of other relevant standards can be appropriate (e.g. IEC 61508 or I[EC 61496).

© IS0 2015 - All rights reserved 15


https://standardsiso.com/api/?name=123c0c2d376cc67af9e9d8b3f515b8f9

ISO 13849-1:2015(E)

The achievement of qualitative aspects of the PL can be demonstrated by the application of the
recommended measures given in 4.6 and Annex G.

In standards in accordance with IEC 61508, the ability of safety-related control systems to perform

a safety function is given through a SIL. Table 3 displays the relationship between the two concepts
(PLs and SILs).

PL a has no correspondence on the SIL scale and is mainly used to reduce the risk of slight, normally
reversible, injury. Since SIL 4 is dedicated to catastrophic events possible in the process industry, this
range is not relevant for risks at machines. Thus PL e corresponding to SIL 3 is defined as the highest level.

Table 3 — Relationship between performance level (PL) and safety integrity level (SIL)

SIL
PL (IEC 61508-1, for information)
high /continuous mode of operation

a No correspondence
b 1
C 1
d 2
e 3

When a safety-related control function is designed using one ornmore SRP/CS, each SRP/CS shalll be
designed ejither according to this part of ISO 13849 or according to IEC 62061/IEC 61508 (see palso
ISO/TR 23849) — although there is correspondence betweenzthe PLs of this part of ISO 13849 and| the
SILs of IEC|61508 and IEC 62061. SRP/CSs are to be combined according to 6.3.

Therefore, protective measures to reduce the risk shalldbe applied, principally the following.

— Reduc¢ the probability of faults at the component level. The aim is to reduce the probability of
faults or failures which affect the safety funiction. This can be done by increasing the reliabilitly of
compopents, e.g. by selection of well-tried.components and/or applying well-tried safety principles,
in ordg¢r to minimize or exclude critical faults or failures (see ISO 13849-2).

— Improye the structure of the SRP/€S. The aim is to avoid the dangerous effect of a fault. Some fajults
may b¢ detected and a redundant and/or monitored structure could be needed.

Both measpures can be appligd-separately or in combination. With some technologies, risk reduction
can be achleved by selectirigreliable components and by fault exclusions; but with other technologies,

risk reductfion could reguire a redundant and/or monitored system. In addition, common cause failyires
(CCF) shallbe taken into-account (see Figure 3).

For architegcturaleomnstraints, see Clause 6.

4.5.2 Megantime to dangerous failure of each channel (MTTFp)

The value of the MTTFp of each channel is given in three levels (see Table 4) and shall be taken into
account for each channel (e.g. single channel, each channel of a redundant system) individually.

For each SRP/CS (subsystem) according to Table 5, the maximum value of MTTFp for each channel
is 100 years. For Category 4 SRP/CS (subsystems) the maximum value of MTTFp for each channel is
increased to 2 500 years.

NOTE This higher value is justified because in Category 4 the other quantifiable aspects, structure and DC,

are at their maximum point and this allows the series combination of more than 3 subsystems (SRP/CS) with
Category 4 and achieve PL e in accordance with 6.3.
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Table 4 — Mean time to dangerous failure of each channel (MTTFp)

MTTFp
Denotation of each channel Range of each channel
Low 3 years < MTTFp < 10 years
Medium 10 years < MTTFp < 30 years
High 30 years < MTTFp < 100 years

NOTE 1 The choice of the MTTFp ranges of each channel is based on failure rates found in the field as state-of-the-art,
formlng a kind of logarlthmlc scale f1tt1ng to the logarlthmlc PL scale An MTTFD value of each channel less than three
yearsTss ot CAPCLLCU to-befoundforreat JRP/ €S-simreethiswottdmreanrthatafter-one year about36 %0 of-ahl Systems on
the market will fail and will need to be replaced. An MTTFp value of each channel greater than 100 years iS¢t acceptable
becjuse SRP/CS for high risks should not depend on the reliability of components alone. To reinforce the\SR|P/CS against
sysflematic and random failure, additional means such as redundancy and testing should be requiréd."To bd practicable,
the pumber of ranges was restricted to three. The limitation of MTTFp of each channel values to anmaXimum|of 100 years
refers to the single channel of the SRP/CS which carries out the safety function. Higher MTTFp values can be uged for single
components (see Table D.1).

NOTE 2 The indicated borders of this table are assumed within an accuracy of 5 %.

For|the estimation of MTTFp of a component, the hierarchical procedure for finding data ghall be, in
thelorder given:

a) [use manufacturer’s data;

b) |use methods in Annex C and Annex D;

c) |[choose 10 years.

4.5{3 Diagnostic coverage (DC)
The value of the DC is given in four levels (seeTable 5).

For|the estimation of DC, in most cases,Hailure mode and effects analysis (FMEA, see IEQ 60812) or
simjlar methods can be used. In this,cdase, all relevant faults and/or failure modes should be ¢onsidered.
For|a simplified approach to estimating DC, see Annex E.

NOTE Examples of estimatioenof the diagnostic coverage (DC) are given in Annex E.

Table 5 — Diagnostic coverage (DC)

DC
Denotation Range
None DC<60%
Low 60 % <DC<90 %
Medium 90 % <DC <99 %
High 99 % < DC

NOTE 1 For SRP/CS consisting of several parts an average value DCayg for DC is used in Figure 5, Clause 6 and E.2.

NOTE 2 The choice of the DC ranges is based on the key values 60 %, 90 % and 99 % also established in other standards
(e.g. IEC 61508) dealing with diagnostic coverage of tests. Investigations show that (1 - DC) rather than DC itself is a
characteristic measure for the effectiveness of the test. (1 - DC) for the key values 60 %, 90 % and 99 % forms a kind of
logarithmic scale fitting to the logarithmic PL-scale. A DC-value less than 60 % has only slight effect on the reliability of
the tested system and is therefore called “none”. A DC-value greater than 99 % for complex systems is very hard to achieve.
To be practicable, the number of ranges was restricted to four. The indicated borders of this table are assumed within an
accuracy of 5 %.

4.5.4 Simplified procedure for estimating the quantifiable aspects of PL

The PL may be estimated by taking into account all relevant parameters and the appropriate methods
for calculation (see 4.5.1).
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This clause describes a simplified procedure for estimating the quantifiable aspects of PL of a
SRP/CS based on designated architectures. Some other architectures with similar structure may be
transformed to these designated architectures in order to obtain an estimation of the PL.

The designated architectures are represented as block diagrams, and are listed in the context of each
category in 6.2. Information about the block method and the safety-related block diagrams are given in
6.2 and Annex B.

The designated architectures show a logical representation of the system structure for each category.
The technical realization or, for example, the functional circuit diagram, may look completely different.

The desig]
safety-relafed signals are initiated and ending at the output of the power control elements (see’also
ISO 12100:2010, Annex A). The designated architectures can also be used to describe a parter.subpart
of a control system that responds to input signals and generates safety-related output signals?Thug the
“input” element can represent, for example, a light curtain (AOPD) as well as input circuits of control
logic elemégnts or input switches. “Output” can also represent, for example, an output.signal switching
device (OS$D) or outputs of laser-scanners.

For the dedignated architectures, the following typical assumptions are made:

— missioh time, 20 years (see Clause 10);

— constant failure rates within the mission time;

— forcatg¢gory 2,demandrate<1/100 testrate (see also Note in Antnex K); or testing occurs immediahfely
upon demand of the safety function and the overall time to detect the fault and to bring the machine
to a ngn-hazardous condition (usually to stop the machine) is shorter than the time to reach|the
hazard (see also ISO 13855);

— for category 2, MTTFp of the testing channel is_greater than one half of MTTFp of the functipnal
channel.

The methodology considers the categories as.avchitectures with defined DCayg. The PL of each SRE/CS
depends o1} the architecture, the mean time(to'dangerous failure (MTTFp) in each channel and the D(ayg.

Common cause failures (CCF) should also be taken into account (for guidance, see Annex F).
For SRP/CY with software, the requirements of 4.6 shall be applied .

If quantitative data are not dvailable or not used (e.g. low complexity systems), the worst case of all
relevant pgrameters should-be chosen.

A combination of SRR/ES or a single SRP/CS may have a PL. The combination of several SRP/CS with
different PL is considered in 6.3.

In the casdg of applications with PL; a to c, measures to avoid faults can be sufficient; for higher [risk
applicationsCRL; d to e, the structure of the SRP/CS can provide measures for avoiding, detecting or
tolerating fautts—Practicatmeasuresinclude redundancy,diversity,monitoring {seeatso 156121662010,

Clause 3 and IEC 60204-1:2005).

Figure 5 shows the procedure for the selection of categories in combination with the MTTFp of each
channel and DCayg to achieve the required PL of the safety function.

For the estimation of the PL, Figure 5 gives the different possible combinations of category with DCayg
(horizontal axis) and the MTTFp of each channel (bars). The bars in the diagram represent the three
MTTFp ranges of each channel (low, medium and high) which can be selected to achieve the required PL.

Before using this simplified approach with Figure 5 (which represents results of different Markov
models based on designated architectures of Clause 6), the category of the SRP/CS as well as DCayg and
the MTTFp of each channel shall be determined (see Clause 6 and Annexes C to E).
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For categories 2, 3 and 4, sufficient measures against common cause failure shall be carried out (for
guidance, see Annex F). Taking these parameters into account, Figure 5 provides a graphical method
for determining the PL, achieved by the SRP/CS. The combination of category (including common cause
failure) and DCayg determines which column of Figure 5 is to be chosen. According to the MTTFp of each
channel, one of the three different shaded areas of the relevant column shall be chosen.

The vertical position of this area determines the achieved PL which can be read off the vertical axis.
If the area covers two or three possible PLs, the PL achieved is given in Table 6. For a more precise
numerical selection of PL depending on the precise value of MTTFp of each channel, see Annex K.

PL A

Cat.B Cat. 1 Cat. 2 Cat. 2 Cat. 3 Cat. 3 Cat. 4

DC,gnone  DCygnone  DC,yqlownXDC,yg medium  DC,yqlow  DC,y,q medium  DCqyq high

Key
PL | performance level

MTTFp of each channel = low
MTTFp of each channel = medium
MTTFp of each channel =-high

Figure 5 — Relationship between categories, DCayg, MTTFp of each channel and PL

Table 6 — Simplified procedure for evaluating PL achieved by SRP/CS

Category B 1 2 2 3 3 4

DCjvg none none low medium low medium high

MTTFD ofeach-channel

Low a Not cov- a b b c Not cov-
ered ered
Medium b Not cov- b c c d Not cov-
ered ered
. Not cov-
High ered c c d d d e

4.5.5 Description of the output part of the SRP/CS by category
If for mechanical, hydraulic or pneumatic components (or components comprising a mixture of

technologies) no application-specific reliability data are available, the machine manufacturer may
evaluate the quantifiable aspects of the PL without any MTTFp-calculation.
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For such cases, the safety-related performance level (PL) is implemented by the architecture, the
diagnostic and the measures against CCF.

Table 7 shows the relationship between achievable PL (corresponding to Figure 5) and categories. PL
a and PL b can be implemented with Cat. B. PL c can be implemented with Cat. 1 or Cat. 2, if well-tried
components and well-tried safety principles are used.

When implementing an PL c safety function with Cat.1, the T10d values of safety-relevant components
that are not monitored in the process, are determined. This T10d values can be determined based on
proven in use data by machine manufacturer.

The MTTFjof the test channel in Cat. 2 Shall at least be 10 years.
PL d can b¢ implemented with Cat. 3, if well-tried components and well-tried safety principles@re used.
PL e can bd implemented with Cat. 4, if well-tried components and well-tried safety principles.are used.
Basically: [n the implementation of the safety function with Cat. 2, Cat. 3 or Cat. 4, cémmon-c3guse
failures (CCF) and a sufficient diagnostic coverage (DC) have to be considered (low; medium for Cat. 2
and 3, high|for Cat. 4).
In this casg the calculation of the DCayg is reduced to the arithmetic mean-value of all compongnts
individualg DCs in the functional channel.
Table 7|— PL and PFHp as worst case estimation based on category, DCayg, and use of well-
tried components
PFHp (1/h) Cat.B Cat. 1 Cat:»2 Cat. 3 Cat. 4
PLa 2*10-5 . 0 0 0 0
PLb 5*¥10-6 . 0 0 0 0
PLc 1,7*10-6 - 2% o1* 0 0
PLd 2,9%10-7 - - - o1* 0
PLe 4,7*¥10-8 - - - - o1*
. Applied category is recommended.
0 Applied category is optional.
- Category is not allowed.
1* Proven in use\(see 3.1.39) or well-tried (confirmed by the component manufacturer
to be suitable for the)particular application) components and well-tried safety principles
must be used.
2% Well-tried components and well-tried safety principles must be used.
For safety-felated components that are not monitored in the process, the T10d value can be
determinéd based on proven in use data by the machine manufacturer.
4.6 Software safety requirements
4.6.1 General

All lifecycle activities of safety-related embedded or application software shall primarily consider the
avoidance of faults introduced during the software lifecycle (see Figure 6). The main objective of the
following requirements is to have readable, understandable, testable and maintainable software.
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}

Validated
software

B software Validation
specification
;(_ System | ( Integration W
L design J k testing J

— Result

——-# Verification

NOTE Annex | gives more detailed recommendations for lifecycle activities.
4.6)2 Safety-related embedded software (SRESW)
For

correetimplementation;

Module L
design

Module
testing

—»[ Coding

Figure 6 — Simplified V-mg@del of software safety lifecycle

SRESW for components with PL{ a'to d, the following basic measures shall be applied:
software safety lifecycle withverification and validation activities, see Figure 6;

documentation of specification and design;
modular and stru¢tured design and coding;

control of systematic failures (see G.2);

functional testing, e.g. black box testing;

where usinig software-based measures for control of random hardware failures, verffication of

appropriate software safety lifecycle activities after modifications.

For SRESW for components with PL; c or d, the following additional measures shall be applied:

project management and quality management system comparable to, e.g. IEC 61508 or ISO 9001;

documentation of all relevant activities during software safety lifecycle;

configuration management to identify all configuration items and documents related to a

SRESW release;

structured specification with safety requirements and design;

use of suitable programming languages and computer-based tools with confidence from use;
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module sizes with fully defined interfaces, use of design and coding standards;

coding

verification by walk-through/review with control flow analysis;

extended functional testing, e.g. grey box testing, performance testing or simulation;

impact analysis and appropriate software safety lifecycle activities after modifications.

modular and structured programming, separation from non-safety-related software, limited

SRESW for components with PL; = e shall comply with IEC 61508-3:1998, Clause 7, appropriate for
SIL 3. When using diversity in specification, design and coding, for the two channels used in SRP/CS

L+l d
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efficiency

documentation of specificationand design;

)r_'y' J UL, 1 ur U
or a detailed description of such measures, see, e.g. IEC 61508-7:2000.

or SRESW with diversity in design and coding, for components used in SRP/CS with'category
involved in taking measures to avoid systematic failures can be reduced by, for example, reviey
software only by considering structural aspects instead of checking each line of code.

nents for which SRESW requirements are not fulfilled, e.g. PLCs without'safety rating by
rer, these components may be used under the following alternative-conditions:

P/CS is limited to PL a or b and uses category B, 2 or 3;

P/CS is limited to PL c or d and may use multiple componefits'for two channels in catego
he components of these two channels use diverse technologies.

fety-related application software (SRASW)
re safety lifecycle (see Figure 6) applies also td,SRASW (see Annex |).

itten in LVL and complying with the following requirements can achieve a PL a to
vritten in FVL, the requirements for SRESW shall apply and PL a to e is achievable. If a |
SW within one component has any“impact (e.g. due to its modification) on several sa
vith different PL, then the requiremeénts related to the highest PL shall apply. For SRASW
s with PLy from a to e, the following basic measures shall be applied:

pment lifecycle with verification and validation activities, see Figure 6;

hr and structured programming;
nal testing;
riate development activities after modifications.

/ fot. components with PL; from c to e, the following additional measures with increa
lower effectiveness for PL; of c, medium effectiveness for PL; of d, higher effectivenesy

3 or
ving

the

ry 2

-

bart
fety
[ for

5ing
for

PLy of €) ar

e required or recommended.

a) The safety-related software specification shall be reviewed (see also Annex |), made available to
every person involved in the lifecycle and shall contain the description of:

1)
2) pe
3) ha
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safety functions with required PL and associated operating modes,

rformance criteria, e.g. reaction times,

rdware architecture with external signal interfaces, and
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detection and control of external failure.

b) Selection of tools, libraries, languages:

1y

Suitable tools with confidence from use: for PL = e achieved with one component and

its tool, the

tool shall comply with the appropriate safety standard; if two diverse components with diverse
tools are used, confidence from use may be sufficient. Technical features which detect conditions
that could cause systematic error (such as data type mismatch, ambiguous dynamic memory

allocation, incomplete called interfaces, recursion, pointer arithmetic) shall be us

ed. Checks

should mainly be carried out during compile time and not only at runtime. Tools should enforce
language subsets and coding guidelines or at least supervise or guide the developer using them.

2)

3)

c) |Software design shall feature:

1y
2)

3)
4)
5)
6)
7)

Whenever reasonable and practicable, validated function block (FB) libraries should
either safety-related FB libraries provided by the tool manufacturer (highly secomi
PL =e) or validated application specific FB libraries and in conformity with this part of

A justified LVL-subset suitable for a modular approach should be used)ye:g. accepte
IEC 61131-3 languages. Graphical languages (e.g. function block diagram, ladder di
highly recommended.

semi-formal methods to describe data and control flow, ezg. state diagram or program

modular and structured programming predominantly realized by function bloc}
from safety-related validated function block libraries,

function blocks of limited size of coding,

code execution inside function block which should have one entry and one exit point

architecture model of three stages, Inputs = Processing = Outputs (see Figure 7 an

be used —
mended for
1SO 13849.

d subset of
hgram) are

flow chart,

ts deriving

o

d Annex ]),

assignment of a safety output atenly one program location, and

use of techniques for detectioh of external failure and for defensive programming w
processing and output blocks which lead to safe state.

Inputs Processing Outputs
Input blocks Processing block Output blocks
Acquisition of Processing required Control of the
information of the to realize the safety actuators by safety
various safety sensors functions which lead outputs
by safety inputs to a safe state

ithin input,

Figure 7 — General architecture model of software

d) Where SRASW and non-SRASW are combined in one component:

1) SRASW and non-SRASW shall be coded in different function blocks with well-defined data links;

2) there shall be no logical combination of non-safety-related and safety-related data which could
lead to downgrading of the integrity of safety-related signals, for example, combining safety-
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related and non-safety-related signals by a logical “OR” where the result controls safety-
related signals.

e) Software implementation/coding:

1) code shall be readable, understandable and testable and, because of this symbolic variables
(instead of explicit hardware addresses) should be used;

2) justified or accepted coding guidelines shall be used (see also Annex ]);

3) data integrity and plausibility checks (e.g. range checks.) available on application layer

(dek

nelchanld ba cadd

4) co
5) ve
f) Testin

1) th

Aunoi'v'\, prugrammlug) Suuuuu UL uotTy,
e should be tested by simulation;

Fification should be by control and data flow analysis for PL =d or e.

CACS

teria (e.g. timing performance);
PL =d or e, test case execution from boundary value analysis is.;recommended;

t planning is recommended and should include test cases* with completion criteria
quired tools;

D testing shall ensure that safety-related signals are ¢orrectly used within SRASW.
entation:

lifecycle and modification activities shall be‘documented;

cumentation shall be complete, available; readable and understandable;

He documentation within sougpeeltext shall contain module headers with legal en
hctional and I/0 description,. version and version of used library function blocks,
fficient comments of networks/statement and declaration lines.

ption?)
LE Review, inspéction, walkthrough or other appropriate activities.

uration management

cr

2) foi

3) teg
re

4) 1/
g) Docunj
1) all

2) do

3) co
fu

su

h) Verific
EXAMH

i) Config
It is hi
docu

bhly recominended that procedures and data backup be established to identify and arc
ents, software modules, verification/validation results and tool configuration related

specific SRASW version.

j)  Modifigations

e appropriate validation method is black-box testing of functional behaviour and performgnce

and

fity,
and

hive
to a

After modifications of SRASW, impact analysis shall be performed to ensure specification.
Appropriate lifecycle activities shall be performed after modifications. Access rights to

modifi

NOTE

cations shall be controlled and modification history shall be documented.

Modification does not affect systems already in use.

4.6.4 Software-based parameterization

Software-based parameterization of safety-related parameters shall be considered as a safety-
related aspect of SRP/CS design to be described in the software safety requirements specification.
Parameterization shall be carried out using a dedicated software tool provided by the supplier of the

1) Verification is only necessary for application-specific code, and not for validated library functions.
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SRP/CS. This tool shall have its own identification (name, version, etc.) and shall prevent unauthorized
modification, for example, by use of a password.

The integrity of all data used for parameterization shall be maintained. This shall be achieved by
applying measures to

control the range of valid inputs,
control data corruption before transmission,

control the effects of errors from the parameter transmission process,

The
Altd
pro

as v
by 3

NOT
inte

The
and|
min
Dod
par

per
par

The

control the effects of incomplete parameter transmission, and

control the effects of faults and failures of hardware and software of the-too
parameterization.

parameterization tool shall fulfil all requirements for SRP/CS according to'this part of
rnatively, a special procedure shall be used for setting the safety-related param
Cedure shall include confirmation of input parameters to the SRP/CS by either

retransmission of the modified parameters to the parameterizatien tool, or
other suitable means of confirming the integrity of the parameters,

Fell as subsequent confirmation, e.g. by a suitably skilled ‘person and by means of an autor
parameterization tool.

E1 Thisis of particular importance where parametérization is carried out using a device not
hded for the purpose (e.g. personal computer or equivalent).

software modules used for visualization of the safety-related parameters to the user
imum, use diversity in function(s) te avoid systematic failures.

umentation of software-based parameterization shall indicate data used (e.g. |
hmeter sets) and information necessary to identify the parameters associated with the §
son(s) carrying out the parameterization together with other relevant information suck
hmeterization.

following verification activities shall be applied for software based parameterization:

verification of-the correct setting for each safety-related parameter (minimum, maj
representativewalues);

verification that the safety-related parameters are checked for plausibility, for exampl
invalidwalues, etc.;

| used for

[SO 13849.
bters. This

natic check

specifically

software modules used for encoding/decoding within the transmission/retransmissipn process

shall, as a

re-defined
RP/CS, the
| as date of

imum and

e by use of

Verification that unauthorized modification of safety-related parameters is prevented;

— verification that the data/signals for parameterization are generated and processed in such a way

NOTE 2

that faults cannot lead to a loss of the safety function.

This is of particular importance where the parameterization is carried out using a

specifically intended for this purpose (e.g. personal computer or equivalent).

4.7

Verification that achieved PL meets PL;

device not

For each individual safety function the PL of the related SRP/CS shall match the required performance
level (PL;) determined according to 4.3 (see Figure 3). If this is not the case, an iteration in the process
described in Figure 3 is necessary.
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The PL of the different SRP/CS which are part of a safety function shall be greater than or equal to the
required performance level (PL;) of this safety function.

4.8 Ergonomic aspects of design

The interface between operators and the SRP/CS shall be designed and realized such that no person
is endangered during all intended use and reasonable foreseeable misuse of the machine [see also
ISO 12100, EN 614-1, ISO 9355-1, ISO 9355-2, ISO 9355-3, EN 1005-3, IEC 60204-1:2005, Clause 10,
IEC 60447 and IEC 61310].

Ergonomic

prinr‘ip]nc shall be used so that the machine and the control cycfnm, inr‘]nr‘]ing the saf

ty-

related paif

The safety

5 Safet)

5.1 Spec

This clausg
designer (d
required o

EXAMPLE
function, ho

NOTE \
starting, no
assessment

Tables 8 a
and safety
requireme
standard 1
functions 1

Additional

Where ned
with differ

As most of]
will need t

ts, are easy to use, and so that the operator is not tempted to act in a hazardous manner,

requirements for observing ergonomic principles given in ISO 12100:2010, 6.2.8, apply.

y functions

ification of safety functions

provides a list and details of safety functions which can be provided by the SRP/CS.
r type-C standard maker) shall include those necessary tosachieve the measures of sa
" the control system for the specific application.

Safety-related stop function, prevention of unexpectedistart-up, manual reset function, mu
|d-to-run function.

flachinery control systems provide operational andyor safety functions. Operational functions
rmal stopping) can also be safety functions, but.this can be ascertained only after a complete
on the machinery has been carried out.

hd 9 list some typical safety functions’and, respectively, certain of their characteris
-related parameters, while making:reference to other International Standards wk
ts relate to the safety functienj characteristic or parameter. The designer (or tyj
haker) shall ensure that all applicable requirements are satisfied for the relevant sa
sted in the tables.

requirements are set out in this clause for certain of the safety function characteristics .

essary, the requirémeénts for characteristics and safety functions shall be adapted for
ent energy sources.

the references'in Tables 8 and 9 relate to electrical standards, the applicable requirem
h be adapted in the case of other technologies (e.g. hydraulic, pneumatic).

The
fety
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(e.g.
risk

tics
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e-C
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Table 8 — Some International Standards applicable to typical machine safety functions and
certain of their characteristics

Safety function/ Requirement(s) For additional infor-
characteristic | This part of ISO 13849 1SO 12100:2010 mation, see:

Safety-related stop 5.21 3.28.8,6.2.11.3 IEC 60204-1:2005, 9.2.2,
function initiated by 9.2.5.3,9.2.5.5
safeguard a 1SO 14119

ISO 13855
Mahual reset func- 5.2.2 — IEC 60204-1:2005, 9.2.5.3,
tior 9.2.5.4
Start/restart func- 5.2.3 6.2.11.3,6.2.11.4 IEC 60204-1:20005, 9.2.1,
tior 9.2.5.1,9.2.5.2,9.2.6
Lodal control func- 5.2.4 6.2.11.8,6.2.11.10 [EC60204-1:2005, 10.1.5
tior
Muting function 5.2.5 — IEC/TS 62046:2p08, 5.5
Hol{d-to-run function 6.2.11.8 b) IEC 60204-1:2005,9.2.6.1
Engbling device — IEC 60204-1:2005, 9.2.6.3,
funftion 109
Prefention of unex- — 6.2]014 ISO 14118
pected start-up IEC 60204-1:2005, 5.4
Eschpe and rescue of — 6.3.5.3
trapped persons
Isolation and energy — 6.3.5.4 ISO 14118
disgipation function IEC 60204-1:2005, 5.3, 6.3.1
Corftrol modes and — 6.2.11.8,6.2.11.10 IEC 60204-1: 2005, 9.2.3,
modle selection 9.2.4
Intgraction between — 6.2.11.1 IEC 60204-1:2005, 9.3.4
different safety-re- (last sentence)
latgd parts of control
systems
Monitoring of pa- 4.6.4 — —
ranjeterization of
safgty-related input
valjies
Emergency stop — 6.3.5.2 ISO 13850

L+ b

fungtion IEC 60204-1:2005, 9.2.5.4
a  [Including interlocked guards and limiting devices (e.g. overspeed, overtemperature, overpressure).
b [Complementary protective measure, see ISO 12100:2010
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Table 9 — Some International Standards giving requirements for certain safety functions and
safety-related parameters

Safety function/

Requirement

safety-related parameter

This part of ISO 13849

IS0 12100:2010

For additional information,
see:

Response time 2.6 — ISO 13855:2010, 3.2,A.3,A.4
Safety-related parameter 5.2.7 6.2.11.8 ¢) IEC 60204-1:2005, 7.1,9.3.2,9.3.4
such as speed, tempera-
ture or pressure
Fluctuationstess-andres 528 6248} HE-60204—1:2005-4374+%5
toration of power sources
Indications|and alarms — 6.2.8 ISO 7731

ISO 11428

ISO 11429

IEC 61310-1

IEC 60204-1{2005, 10.3, 10.4
IEC 61131
IEC 62061

When identifying and specifying the safety function(s), the following shall at least be considered:

of the risk assessment for each specific hazard or hazardous situation;

intended use of the machine (including reasonable foreseeable misuse),

des of operation (e.g. local mode, autemiatic mode, modes related to a zone or part of]

description of the interaction of different working processes and manual activities (repair

the behaviour of the'machine that a safety function is intended to achieve or to prevent;

In some cases it can be necessary to consider the behaviour of the machine on loss of powe

condition(s) (e.g. operating mode) of the machine in which it is to be active or disabled;

a) resultd
b) machifpe operating characteristics, including
— m
mdchine),
— cyfle time, and
— response time;
c) emergency operation;
d)
setting, cleaning, trouble’shooting, etc.);
e)
f) the behavioutof the machine on the loss of power (see also 5.2.8);
NOTE
exampl
separate safety functions: with power available and without power available.
g)
h) the frequency of operation;
i)

5.2 Details of safety functions

5.2.1 Safety-related stop function

The following applies in addition to the requirements of Table 8.

28

the

ing,

priority of those functions that can be simultaneously active and that can cause conflicting action.
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A safety-related stop function (e.g. initiated by a safeguard) shall, as soon as necessary after actuation,
put the machine in a safe state. Such a stop shall have priority over a stop for operational reasons.

When a group of machines are working together in a coordinated manner, provision shall be made for
signalling the supervisory control and/or the other machines that such a stop condition exists.

NOTE A safety-related stop function can cause operational problems and a difficult restart, e.g. in an arc
welding application. To reduce the temptation to defeat this stop function, it can be preceded with a stop for
operational reasons to finalize the actual operation and prepare for an easy and quick restart from the stop position
(e.g. without any damage of the production). One solution is the use of interlocking device with guard locking where
the guard locking is released when the cycle has reached a defined position where the easy restart is possible.

5.22 Manual reset function
The| following applies in addition to the requirements of Table 8.

Aftér a stop command has been initiated by a safeguard, the stop condition shalf be maintpined until
safg conditions for restarting exist.

The| re-establishment of the safety function by resetting of the safeguardcancels the stop command. If
indicated by the risk assessment, this cancellation of the stop comman@dshall be confirmed by a manual,
sepfrate and deliberate action (manual reset).

The manual reset function shall

— |be provided through a separate and manually operated.device within the SRP/CS,
— |only be achieved if all safety functions and safeguards are operative,

— [not initiate motion or a hazardous situation by:itself,

— |be by deliberate action,

— |enable the control system for accepting a separate start command,

— |only be accepted by disengaging the actuator from its energized (on) position.

The| performance level of safety-related parts providing the manual reset function shall be gelected so
that the inclusion of the manual reset function does not diminish the safety required of the relevant
safgty function.

The| reset actuator shallbe situated outside the danger zone and in a safe position from whjch there is
goo( visibility for«checking that no person is within the danger zone.

Where the visibility of the danger zone is not complete, a special reset procedure is required.

NOTE One solution is the use of a second reset actuator. The reset function is initiated within] the danger
zong by‘the first actuator in combination with a second reset actuator located outside the danger zopne (near the
safefgtiard). This reset procedure needs to be realized within a limited time before the control systgm accepts a
separate start command.

5.2.3 Start/restart function

The following applies in addition to the requirements of Table 8.

A restart shall take place automatically only if a hazardous situation cannot exist. In particular, for
interlocking guards with a start function, ISO 12100:2010, 6.3.3.2.5, applies.

These requirements for start and restart shall also apply to machines which can be controlled remotely.

NOTE A sensor feedback signal to the control system can initiate an automatic restart.
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EXAMPLE In automatic machine operations, sensor feedback signals to the control system are often used to
control the process flow. If a work piece has come out of position, the process flow is stopped. If the monitoring of
the interlocked safeguard is not superior to the automatic process control, there could be a danger of restarting
the machine while the operator readjusts the work piece. Therefore the remotely controlled restart ought not to
be allowed until the safeguard is closed again and the maintainer has left the hazardous area. The contribution of
prevention of unexpected start-up provided by the control system is dependent on the result of the risk assessment.

5.2.4 Local control function

The following applies in addition to the requirements of Table 8.

When a nfachine 15 controlled locally, €.8. by a portable control device or pendant, the following
requirements shall apply:

— the méans for selecting local control shall be situated outside the danger zone;

— it shall only be possible to initiate hazardous conditions by a local control in a zone defined by|the
risk asgessment;

— switchfing between local and main control shall not create a hazardous situation.

5.2.5 Muting function
The follow{ng applies in addition to the requirements of Table 8.

Muting shall not result in any person being exposed to hazardous situations. During muting, pafe
conditions|shall be provided by other means.

At the end pf muting, all safety functions of the SRP/CS shall'be reinstated.

The performance level of safety-related parts providingthe muting function shall be selected so that the
inclusion of the muting function does not diminishthe safety required of the relevant safety functiqgn.

NOTE In some applications, an indication signal'of muting is necessary.

5.2.6 Repgponse time
The follow|ng applies in addition tp-the requirements of Table 9.

The resporjse time of the SRP/CS shall be determined when the risk assessment of the SRP/CS indicates
that this is|necessary (see also-€lause 11).

NOTE The responsetime of the control system is part of the overall response time of the machine.|The

required overall responsetime of the machine can influence the design of the safety-related part, e.g. the neqd to
provide a bijaking system.

5.2.7 Safety-related parameters

The following applies in addition to the requirements of Table 9.

When safety-related parameters, e.g. position, speed, temperature or pressure, deviate from present
limits the control system shall initiate appropriate measures (e.g. actuation of stopping, warning
signal, alarm).

If errors in manual inputting of safety-related data in programmable electronic systems can lead to
a hazardous situation, then a data checking system within the safety-related control system shall be
provided, e.g. check of limits, format and/or logic input values.

5.2.8 Fluctuations, loss and restoration of power sources

The following applies in addition to the requirements of Table 9.
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When fluctuations in energy levels outside the design operating range occur, including loss of energy
supply, the SRP/CS shall continue to provide or initiate output signal(s) which will enable other parts of

the

6

6.1

machine system to maintain a safe state.

Categories and their relation to MTTFp of each channel, DCayg and CCF

General

The SRP/CS shall be in accordance with the requirements of one or more of the five categories

spej

Catq
the

Cat
In d
conf
isa
per
pro
and|
resi

Tab|
casf

Wh
(sed

The

cifiedin-6-2-

boories are the basic parameters used to achieve a specific PL. They state the required b
SRP/CS in respect of its resistance to faults based on the design considerations described

ategory 1 improved resistance to faults is achieved predominantly by selection and ap
ponents. In categories 2, 3 and 4, improved performance in respect of a’specified safe

yided by ensuring that the single fault will not lead to the loss of the safety function. In

stance to the accumulation of faults will be specified.

e 10 gives an overview of categories of the SRP/CS, the.requirements and the system b{
p of faults.

en considering the causes of failures in some components it is possible to exclude cet
Clause 7).

selection of a category for a particular SRP/CS depends mainly upon

the reduction in risk to be achieved-by the safety function to which the part contributes
the required performance level (PLy),

the technologies used,

the risk arising in the-case of a fault(s) in that part,

the possibilities-of.avoiding a fault(s) in that part (systematic faults),

the probability-of occurrence of a fault(s) in that part and relevant parameters,

the meah time to dangerous failure (MTTFp),

the(diagnostic coverage (DC), and

bhaviour of
in Clause 4.

pgory B is the basic category. The occurrence of a fault can lead to the loss ©f the safetly function.

blication of
Ly function

Chieved predominantly by improving the structure of the SRP/CS. Ineategory 2 this is grovided by
odically checking that the specified safety function is being performed. In categories 3 and 4 this is

category 4,

whenever reasonably practicable in category 3, such faults will be detected. In category 4 the

bhaviour in

tain faults

6.2

6.2.

£l £oil 7 alal nh - £l £ £ 3 o o) d 4
LT CULITTIVIT LAUST IdlTul T (LLl” J T UtIT LastT Ul l.au:sux 1TSS 4, J 4dlIlIU 1.
Specifications of categories

1 General

Each SRP/CS shall comply with the requirements of the relevant category, see 6.2.3 to 6.2.7.

The

following architectures typically meet the requirements of the respective category.

The following figures show not examples but general architectures. A deviation from these architectures
is always possible, but any deviation shall be justified, by means of appropriate analytical tools (e.g.
Markov modelling, fault tree analysis), such that the system meets the required performance level (PL;).
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The designated architectures cannot be considered only as circuit diagrams but also as logical
diagrams. For categories 3 and 4, this means that not all parts are necessarily physically redundant but
that there are redundant means of assuring that a fault cannot lead to the loss of the safety function.

The lines and arrows in Figures 8 to 12 represent logical interconnecting means and logical possible

diagnostic

6.2.2 De

means.

signated architectures

The structure of a SRP/CS is a key characteristic having great influence on the PL. Even if the variety

of possible

structures is high the hasic concepts are often similar Thus, most structnres which

are

present in

the machinery field can be mapped to one of the categories. For each category, a_tyy

ical

representaftion as a safety-related block diagram can be made. These typical realizations are“called

designated

It is impor
DCavg, is b{
of the SRP
category. [
the respect

6.2.3 Ca

The SRP/C
accordancs
withstand

the inf

other 1
supplyj

There is n
channel ca
of CCF is n(

The maxin

NOTE \

Specific re
e.g. [EC 61
requireme
IEC 61000+

the expected operating stresses, e.g. the reliability with'respect to breaking capacity and freque

architectures and are listed in the context of each of the following categories.

Fant that the PL shown in Figure 5, depending on the category, MTTFp of edeh channel
ised on the designated architectures. If Figure 5 is used to estimate the PIthe architect

esigns fulfilling the characteristics of the respective category in geheral are equivalen
ive designated architecture of the category.

fegory B

S shall, as a minimum, be designed, constructed, selected, assembled and combine
with the relevant standards and use basic safety principles for the specific applicatio

luence of the processed material, e.g. detergents in a washing machine, and

elevant external influences, e.g. mechanical vibration, electromagnetic interference, po
interruptions or disturbances.

b diagnostic coverage (DCayg = none) within category B systems and the MTTFp of ¢
h be low to medium. In suchsstructures (normally single-channel systems), the considera
trelevant.

um PL achievable with category B is PL = b.

Vhen a fault occurs’t can lead to the loss of the safety function.

B00-3 for power drive systems. For functional safety of SRP/CS in particular, the immu
hts aréecrelevant. If no product standard exists, at least the immunity requirement
6-24hould be followed.

and
ure

CS should be demonstrated to be equivalent to the designated architecture of the claimed

tto

1 in

h to

ncy,

wer

ach
tion

quirements-for electromagnetic compatibility are found in the relevant product standajrds,

nity
of

D

Key
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|
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interconnecting means

input device, e.g. sensor

output device, e.g. main contactor

Figure 8 — Designated architecture for category B
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4 Category1

For category 1, the same requirements as those according to 6.2.3 for category B shall apply. In addition,
the following applies.

SRP/CS of category 1 shall be designed and constructed using well-tried components and well-tried
safety principles (see ISO 13849-2).

A “well-tried component” for a safety-related application is a component which has been either

a)

widely used in the past with successful results in similar applications, or

b)
Nev
they
The

NOT

cannot be considered as equivalent to “well tried”.

The
The

NOT

NOT
in c3

Itis
be 1
pos
whil
for
lead
the
may

le at the same time as being inappropriate for application in a food industry — in the mi

made and verified using principles which demonstrate its suitability and reliability:
related applications.

Uly developed components and safety principles may be considered as equivalént to “w
F fulfil the conditions of b).

decision to accept a particular component as being “well-tried” depends on the applicati

E1 Complex electronic components (e.g. PLC, microprocessor, application-specific integrg

MTTFp of each channel shall be high.

maximum PL achievable with category 1 is PL =c.
E2
E3  When a fault occurs it can lead to the loss df‘the safety function. However, the MTTFp of g
tegory 1 is higher than in category B. Consequeiitly, the loss of the safety function is less likely.

important that a clear distinction betwéen “well-tried component” and “fault exclusion” (sq
hade. The qualification of a component-as being well-tried depends on its application. For
tion switch with positive opening ¢ontacts could be considered as being well-tried for am

nstance, this switch wouldsbe: destroyed by the milk acid after a few months. A fault ex
to a very high PL, but the'appropriate measures to allow this fault exclusion should be app
whole lifetime of the dewice. In order to ensure this, additional measures outside the con
r be necessary. In the'case of a position switch, some examples of these kinds of measures :

means to secur€the fixing of the switch after its adjustment,
means to secure the fixing of the cam,
meansito ensure the transverse stability of the cam,

means to avoid overtravel of the position switch, e.g. adequate mounting strength o

for safety-

ell-tried” if

on.

ted circuit)

There is no diagnostic coverage (DCavg = none) within category 1 systems. In such structyires (single-
chamnel systems) the consideration of CCF is not relevant,

ach channel

e Clause 7)
example, a
hchine tool,
k industry,
clusion can
lied during
[rol system
\re

" the shock

1 1 1 1 PR | : 1
dUSUTUCT dIU dlly dIIZIIIITIIL UCTVILES, dIIU

means to protect it against damage from outside.
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Key

Im interconnecting means

I input device, e.g. sensor

L logic
0 Output levice, e.g. main contactor
Figure 9 — Designated architecture for category 1
6.2.5 Category 2
For category 2, the same requirements as those according to 6.2.3 for categary B shall apply. “Well-

tried safety

SRP/CS of

 principles” according to 6.2.4 shall also be followed. In addition,.the following applies.

ategory 2 shall be designed so that their function(s) are checkéd at suitable intervals by

the

machine cdntrol system. The check of the safety function(s) shall be performed

at the fnachine start-up, and

— priort
immed

assess

b the initiation of any hazardous situation, e.g. stargof a new cycle, start of other moveme
iately upon on demand of the safety function and/or periodically during operation if the
ment and the kind of operation shows that it isthecessary.

nts,
risk

The initiatjon of this check may be automatic. Any check of the safety function(s) shall either

allow ¢peration if no faults have been detected, or

— generate an output (OTE) which initiates'appropriate control action, if a fault is detected.
For PLr = d{the output (OTE) shall injtiate a safe state which is maintained until the fault is cleared.

For PLr up to and including PLr =.c, whenever practicable the output (OTE) shall initiate a safe state which
is maintairfed until the fault is eleared. When this is not practicable (e.g. welding of the contact in the fiinal
switching device) it may be sufficient for the output of the test equipment OTE to provide a warning.

and
and

For the defignated architecture of category 2, as shown in Figure 10, the calculation of MTTFp
DCavg shoulld take intoaccount only the blocks of the functional channel (i.e. I, L and O in Figure 10)
not the blofks of the\testing channel (i.e. TE and OTE in Figure 10).

ach
CCF

The diagngstic.coverage (DCayg) of the functional channel shall be at least low. The MTTFp of ¢
channel shalllbe low-to-high, depending on the required performance level (PL;). Measures against
shall be applied (see Annex F).

The check itself shall not lead to a hazardous situation (e.g. due to an increase in response time). The test
equipment may be integral with, or separate from, the safety-related part(s) providing the safety function.

The maximum PL achievable with category 2 is PL = d.

NOTE1 In some cases category 2 is not applicable because the checking of the safety function cannot be
applied to all components.

NOTE 2  Category 2 system behaviour is characterized by

the occurrence of a fault can lead to the loss of the safety function between checks,
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— theloss of safety function is detected by the check.

NOTE3  The principle that supports the validity of a category 2 function is that the adopted technical
provisions, and, for example, the choice of checking frequency can decrease the probability of occurrence of a
dangerous situation.

NOTE 4  For applying the simplified approach based on designated architectures, refer to the assumptions in
4.5.4.

i i
I m L i 0
m
im
TE OTE
Key]
Im interconnecting means
I input device, e.g. sensor
L logic
m monitoring
0 output device, e.g. main contactor

TE test equipment
OTH outputof TE
Dashed lines represent reasonably practicable fdult detection.

Figure 10 < Designated architecture for category 2

6.2/6 Category 3

For|category 3, the same'requirements as those according to 6.2.3 for category B shall apply. ['Well-tried
safgty principles” aceording to 6.2.4 shall also be followed. In addition, the following applies

SRH/CS of category-3 shall be designed so that a single fault in any of these parts does not|lead to the
losq of the safety function. Whenever reasonably practicable, the single fault shall be detgcted at or
before the next demand upon the safety function.

The diagnostic coverage (DCayg) of the total SRP/CS shall be at least low. The MTTFp of gach of the
redfiindant channels shall be low-to-high, depending on the PL.. Measures against CCF shalllbe applied
(see Annex F).

NOTE1 Therequirement of single-fault detection does not mean that all faults will be detected. Consequently,
the accumulation of undetected faults can lead to an unintended output and a hazardous situation at the machine.
Typical examples of practicable measures for fault detection are use of the feedback of mechanically guided relay
contacts and monitoring of redundant electrical outputs.

NOTE 2  If necessary because of technology and application, type-C standard makers need to give further
details on the detection of faults.

NOTE 3  Category 3 system behaviour is characterized by
— continued performance of the safety function in the presence of a single fault,

— detection of some, but not all, faults,
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— possible loss of the safety function due to accumulation of undetected faults.

NOTE4  The technology used will influence the possibilities for the implementation of fault detection.

i m
11 m L1 i 01
C
i m
12 m L2 i 02

Key
im interconnecting means
c crgss monitoring

11,12 ingut device, e.g. sensor
L1,L2 logic
m mgnitoring

01,02 output device, e.g. main contactor

Dashed line$ represent reasonably practicable fault detection.

Figure 11 — Designated architecture for category 3

6.2.7 Category 4

For category 4, the same requirements as those according to 6.2.3 for category B shall apply. “Well-tried
safety principles” according to 6.2.4 shdll also be followed. In addition, the following applies.

SRP/CS of ¢ategory 4 shall be desighed such that
— asingle fault in any of these'safety-related parts does not lead to a loss of the safety function, and

— the single fault is detected at or before the next demand upon the safety functions, e.g. immediately,
at switch on, or at énd"of a machine operating cycle,

but if this detection\is not possible, then an accumulation of undetected faults shall not lead to the Joss
of the safefly funetion.

The diagnqgsti¢ coverage (DC,y,) of the total SRP/CS shall be high, including the accumulation of faults.
The MTTFp of each of the redundant channels shall be high. Measures against CCF shall be applied
(see Annex F).

NOTE1 Category 4 system behaviour is characterized by

— continued performance of the safety function in the presence of a single fault,
— detection of faults in time to prevent the loss of the safety function,

— the accumulation of undetected faults is taken into account.

NOTE2  The difference between category 3 and category 4 is a higher DCayg in category 4 and a required
MTTFp of each channel of “high” only.

In practice, the consideration of a fault combination of two faults may be sufficient.
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11 LI L1 i 01
A
c
Y
i - >
12 > L2 Im 02
|
Key|
Im interconnecting means
c Cross monitoring
I1, IR input device, e.g. sensor
L1, 12 logic
m monitoring
01,D2 outputdevice, e.g. main contactor

Soli¢l lines for monitoring represent diagnostic coverage that is highér than in the designated architecture for

category 3.
Figure 12 — Designated architecture for category 4
Table 10 — Summary gfrequirements for categories
Summary of require- P:;gfil{)(l)e MTTFp
Category System behaviour . of each DCavg CCF
ments achieve
channel
safety
SRP/CS and/or their pratec- | The occurrence of a
tive equipment, as(well as|fault can lead to the
their components, shall be |loss of the safety func-
designed, constfucted, select- | tion. Mainly char-
B ed, assembledand combined acterized by | Low to Not rel-
) . : . None
(se¢ 6.2.3)|inaccordamse with relevant selection of | medium evant
standaids so that they can components
withstand the expected influ-
erice! Basic safety principles
shdll be used.
The occurrence of a
ReaguirementsofBshall annly fault can lead to the Mainluchar
T P — o4
1 Well-tried components and lc_)ss of the safety fun.c acterized by . Not rel-
; o tion but the probabil- : High None
(see 6.2.4) well-tried safety principles ity of occurrence is selection of evant
shall be used. y components
lower than for cate-
gory B.
NOTE For full requirements, see Clause 6.
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Table 10 (continued)

Category

Summary of require-
ments

System behaviour

Principle
used to
achieve

safety

MTTFp
of each
channel

Dcavg

CCF

2

Requirements of B and the
use of well-tried safety

principles shall apply.

Safetyfunction-shallbe

The occurrence of a
fault can lead to the
loss of the safety
function between the
checks.

Mainly char-
acterized by

Low to
hich
ts)

Low to medi-

m.

(see 6.2.5)

checked at suitable intervals
by the machine control sys-
tem (see 4.5.4).

The loss of safety
function is detected
by the check.

structure

3
(see 6.2.6)

Requirements of B and the
use of well-tried safety prin-
ciples shall apply.

Safety-related parts shall be
designed, so that

asingle faultin any
of these parts does notlead to
the loss of the safety function,
and

wheneverreasonably
practicable, the single fault
is detected.

When a single fault
occurs, the safety
function is always
performed.

Some, but not all,
faults will be detected.

Accumulation of un-
detected faults can
lead to the loss of the
safety function.

Mainly char-
acterized by
structure

Low to
high

Low to'medi-
um

4
(see 6.2.7)

Requirements of B and the
use of well-tried safety prin-
ciples shall apply.

Safety-related parts shall be
designed, so that

asingle faultin any
of these parts does notlead to
a loss of the safety function,
and

the single fault'is
detected at or beforethie next
demand upon the safety func-
tion, but that ifthiS detection
is not possible, an accumu-
lation of\tmdetected faults
shall not lead to the loss of
the safety function.

When a single fault
occurs the safety
function is always
performed.

Detection'of accumu-
lated faults reduces
théprobability of the
less of the safety func-
tion (high DC).

The faults will be
detected in time to
prevent the loss of the
safety function.

Mainly char-
acterized by
structure

High

High includ-
ing accumula-
tion of faults

NOTE

Fortfs

nnnnnn

6.3 Combination of SRP/CS to achieve overall PL

A safety function can be realized by a combination of several SRP/CS: input system, signal processing
unit, output system. These SRP/CS may be assigned to one and/or different categories. For each SRP/CS
used, a category according to 6.2 shall be selected. For the overall combination of these SRP/CS, an
overall PL may be identified using the methods described in this clause. In this case, the validation of
the combination of SRP/CS is required (see Figure 3).

According to 6.2, the combined safety-related parts of a control system start at the points where
the safety-related signals are initiated and end at the output of the power control elements. But the
combined SRP/CS could consist of several parts connected in a linear (series alignment) or redundant
(parallel alignment) way. To avoid a new complex estimation of the performance level (PL) achieved
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by the combined SRP/CS where the separate PLs of all parts are already calculated, the following

esti

mations are presented for a series combination of SRP/CS.

It is assumed that there are N separate SRP/CS; in a series combination, which as a whole performs
a safety function. For each SRP/CS;, a PL; has already been evaluated. This situation is illustrated in
Figure 13 (see also Figure 4 and Figure H.2).

If the PFHp values of all SRP/CS; are known, then the PFHp of the combined SRP/CS is the sum of all
PFHp values of the N individual SRP/CS;. The PL of the combined SRP/CS is limited by:

— the lowest PL of any individual SRP/CS; involved in performing the safety function (because the PL

NOT

If th
met
Tab|

a)
b)
‘)

IS determined also Dy non-quantifiable aspects) and

the PL corresponding to the PFHp of the combined SRP/CS according to Table 2.

E See Annex H and ISO/TR 23849, 8.2.6 for an example of this method.
SRP/CS SRP/CS, SRP/CSy
PL, PL, |—————— PLy
PFHp; PFHp, PEHpN
SRP/CS
PL

PFHp = PFHp1 + PFHpy +\... + PFHpy

Figure 13 — Combination of SRP/CS to achieve overall PL

e PFHp values of all individual SRP/CS; aré'not known, then as a worst case alternative t
hod, the PL of the whole combined SRP/ES performing the safety function may be calcu
e 11 as follows:

Identify the lowest PL;: this is PLiow.
Identify the number Njow 3N of SRP/CS;, with PL;j = PLjgw-
Look-up PL in Table A1.

Table 11 — Calculation of PL for series alignment of SRP/CS

b the above
lated using

>3 E None, not allowed
a
<3 = a
>2 = a
b
<2 = b
>2 = b
C
<2 = C
>3 = c
d
<3 = d
>3 = d
e
<3 = e
NOTE  The values calculated for this look-up table are based on reliability values at the
mid-point for each PL.
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7 Fault consideration, fault exclusion

7.1 General

In accordance with the category selected, safety-related parts shall be designed to achieve the required
performance level (PLy). The ability to resist faults shall be assessed.

7.2 Fault consideration

[SO 13849-2 lists the important faults and failures for the various technologies. The lists of faults are not
exhaustive|and, if necessary, additional faults shall be considered and listed. In such cases, the method
of evaluatipn should also be clearly elaborated. For new components not mentioned in ISO 1384912, a
failure moie and effects analysis (FMEA, see IEC 60812) shall be carried out to establish thefaults that
are to be considered for those components.

In general, the following fault criteria shall be taken into account:

— if, as al consequence of a fault, further components fail, the first fault together with all following
faults shall be considered as a single fault;

— two or|more separate faults having a common cause shall be considered.as a single fault (knowh as
a CCF)

— the sirhultaneous occurrence of two or more faults having séparate causes is considered highly
unlikely and therefore need not be considered.

7.3 Fault exclusion

It is not alyays possible to evaluate SRP/CS without a§duming that certain faults can be excluded.|For
detailed information on fault exclusions, see ISO 13849-2.

Fault exclusion is a compromise between technical safety requirements and the theoretical possibjlity
of occurrerce of a fault.

Fault exclufion can be based on

— the tedhnical improbability of oceurrence of some faults,

— generdlly accepted technieal-experience, independent of the considered application, and
— techni¢al requirements related to the application and the specific hazard.

If faults ar¢ excluded,‘@-detailed justification shall be given in the technical documentation.

8 Validation

The designof the SRP/CS shall be validated (See Figure 3)- The vatidation shail demonstrate that the
combination of SRP/CS providing each safety function meets all relevant requirements of this part
of ISO 138409.

For details of validation, see ISO 13849-2.

9 Maintenance

Preventive or corrective maintenance can be necessary to maintain the specified performance of the
safety-related parts. Deviations with time from the specified performance can lead to a deterioration in
safety or even to a hazardous situation. The information for use of the SRP/CS shall include instructions
for the maintenance (including periodic inspection) of the SRP/CS.
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The provisions for the maintainability of the safety-related part(s) of a control system shall follow
the principles given in ISO 12100:2010, 6.2.7. All information for maintenance shall comply with

ISO

10

12100:2010, 6.4.5.1 e).

Technical documentation

When designing a SRP/CS, its designer shall document at least the following information relevant to the
safety-related part:

safety function(s) provided by the SRP/CS;

NOT
not

11

The
IEC
safe

the characteristics of each safety function;

the exact points at which the safety-related part(s) start and end;
environmental conditions;

the performance level (PL);

the category or categories selected;

the parameters relevant to the reliability (MTTFp, DC, CCF and-nission time);
measures against systematic failure;

the technology or technologies used;

all safety-relevant faults considered;

justification for fault exclusions (see ISO 13849-2);

the design rationale (e.g. faults considered; faults excluded);
software documentation;

measures against reasonably foreseeable misuse.

E In general, this documentation is foreseen as being for the manufacturer’s internal purpg
be distributed to the machine-user.

Information for-use

principles of1SO 12100:2010, 6.4.5.2, and the applicable sections of other relevant docu
60204-1;2005, Clause 17), shall be applied. In particular, that information which is impor
use of the’SRP/CS shall be given to the user. This shall include, but is not limited to the f

ses and will

ments (e.g.
tant for the
llowing:

thelimits of the safety-related parts to the category(ies) selected and any fault exclusioTs;

the limits of the SRP/CS and any fault exclusions (see 7.3), for which, when essential for maintaining
the selected category or categories and safety performance, appropriate information (e.g. for
modification, maintenance and repair) shall be given to ensure the continued justification of the

fault exclusion(s);

the effects of deviations from the specified performance on the safety function(s);
clear descriptions of the interfaces to the SRP/CS and protective devices;
response time;

operating limits (including environmental conditions);

indications and alarms;

© ISO 2015 - All rights reserved
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— muting and suspension of safety functions;

— control modes;

— maintenance (see Clause 9);

— maintenance check lists;

— ease of accessibility and replacing of internal parts;

— means

for easy and safe trouble shooting;

— inform
— checki

Specific in
SRP/CS, as

— dated 1
the Catego
— the pel

EXAMPLE
would be re

ISO 138

hg test intervals where relevant.

follows:
‘eference to this part of ISO 13849 (i.e. “ISO 13849-1:2006");
'y, B, 1,2, 3,or4;

-formance level, a, b, c,d or e.

ferred to as follows:

19-1:2006 Category BPL a

42

ation explaining the applications for use relevant to the category to which reference isande;

formation shall be provided on the category or categories and performanee level of|the

An SRP/CS in accordance with this edition of ISO 13849-1,0f Gategory B and performance levfel a,
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Annex A
(informative)

Determination of required performance level (PL;)

A.1—Selection-of Pl

CTICCtIUITUTr T o

Annex A is concerned with the contribution to the reduction in risk made by the safety*re]ated parts
of the control system being considered. The method given here provides only an estimatior] of the risk
redliction required and is intended only as guidance to the designer and standard maker in determining
the |PL; for each necessary safety function to be carried out by an SRP/CS.

NOTE This methodology to estimate the PL; is not mandatory. It is a generic-approach which assumes a
worft case probability of occurrence of a hazardous event (ie, the probability~of occurrence is 100 %). Other
risk|estimation methods for specific types of machine can be used as appropfiate and experience in puccessfully
dealing with similar machines/hazards should be taken into account when estimating PLr. Therefore, the PL
required by a type-C standard can deviate from that indicated by the generic approach given at Figute A.1.

The| graph at Figure A.1 is based on the situation prior to the,provision of the intended safefty function
(seq also ISO/TR 22100-2:2013). Risk reduction by technical measures independent of the control
system (e.g. mechanical guards), or additional safety-functions, are to be taken into [account in
det¢rmining the PLr of the intended safety function; in which case, the starting point of Figure A.1 is
seldcted after the implementation of these measures (see also Figure 2).

The| severity of injury (denoted by S) is roughlyestimated only (e.g. laceration, amputatiop, fatality).
For|the frequency of occurrence, auxiliary parameters are used to improve the estimation. These
parpmeters are

— |frequency and time of exposure+to.the hazard (F), and
— |possibility of avoiding the hazard or limiting the harm (P).

Experience has shown that'these parameters can be combined, as in Figure A.1, to give a gfadation of
risK from low to high. It is'emphasized that this is a qualitative process giving only an estimation of risk.

A.2 Guidancedor selecting parameters S, F and P for the risk estimation

A.2l1 Severity of injury S1 and S2

In estimating the risk arising from a failure of a safety function only slight injuries (normally|reversible)
and|sérious injuries (normally irreversible) and death are considered.

To make a decision the usual consequences of accidents and normal healing processes should be taken
into account in determining S1 and S2. For example, bruising and/or lacerations without complications
would be classified as S1, whereas amputation or death would be S2.

A.2.2 Frequency and/or exposure times to hazard, F1 and F2

A generally valid time period to be selected for parameter F1 or F2 cannot be specified. However, the
following explanation could facilitate making the right decision where doubt exists.

F2 should be selected if a person is frequently or continuously exposed to the hazard. It is irrelevant
whether the same or different persons are exposed to the hazard on successive exposures, e.g. for the
use of lifts. The frequency parameter should be chosen according to the frequency and duration of
access to the hazard.
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Where the demand on the safety function is known by the designer, the frequency and duration of this
demand can be chosen instead of the frequency and duration of access to the hazard. In this part of
[SO 13849, the frequency of demand on the safety function is assumed to be more than once per year.

The period of exposure to the hazard should be evaluated on the basis of an average value which can
be seen in relation to the total period of time over which the equipment is used. For example, if it is
necessary to reach regularly between the tools of the machine during cyclic operation in order to feed
and move work pieces, then F2 should be selected.

In case of no other justification, F2 should be chosen if the frequency is higher than once per 15 min.

F1 may be
and the fre

A.2.3 Po

The proba

chosen If the accumulated exposure time does not exceed 1/2070f the overall operating
quency is not higher than once per 15 min.

5sibility of avoiding the hazardous event P1 and P2 and probability of eccurre

pility of avoiding the hazard and the probability of occurrence of a hazardous event

both combfined in the parameter P. When a hazardous situation occurs, P1 should-only be seleq

if there is
should be {

Where the
by one levg

A.2.3.1 P
Itisimport
avoided. Fd

or recogni
selection o

speed

possib
practig
wheth

operat|

A2.32 P

The probal
failures. In
the probab

reliabi

h realistic chance of avoiding a hazard or of significantly reducing its effect; otherwisg
elected.

probability of occurrence of a hazardous event can be justified asjtow, the PL; may be redu
1, see A.2.3.2.

ossibility of avoiding the hazard

ant to know whether a hazardous situation can be recognized before it can cause harm an
r example, can the exposure to a hazard be dire¢tly identified by its physical characteris
ved only by technical means, e.g. indicators.Other important aspects which Influence
f parameter P include, for example:

iwvith which the hazard arises (e.g. quickly or slowly);
lities for hazard avoidance (e.g. by~escaping);

al safety experiences relating.to the process;

br operated by trained gnid-Suitable operators;

ed with or withoutsupervision.

robability of occurrence of a hazardous event

ility of gccurrence of a hazardous event depends on either human behaviour or techn
most cases, the appropriate probabilities are unknown or hard to identify. The estimatio
ility. of occurrence of a hazardous event should be based on factors including:

1me

nce

are
ted
» P2

ced

i be
tics,
the

ical
n of

aber Jdot
Ty udtd,

— history of accidents on comparable machines.

NOTE

low, but that the safety measures on the machines are sufficient.

Where comparable machines

44

require

include the same risk(s) that the relevant safety function is intended to reduce,

the same process and operator action,

apply the same technology causing the hazard.

A low number of accidents does not necessarily mean that the occurrence of hazardous situations is
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PL,
L
P1
a
F1 o
S | P2
e P1 b
F2 -
1 P2
®— P1 c
F1 -
52 P2
> P1 d
F2 o
P2 o
H

Key
starting point for evaluation of safety function’s contribution to risk‘réduction
low contribution to risk reduction

high contribution to risk reduction

PL;| required performance level

Risk parameters:

S severity of injury

S1 | slight (normally reversible injury)

S2 | serious (normally irreversible injury or death)

F frequency and/or exposure to hazard

F1 | seldom-to-less-often and/or exposure time is short

F2 | frequent-to-continuous and/or exposure time is long

P possibility of avoiding hazard:er limiting harm

P1 [ possible under specific conditions

P2 | scarcely possible

Figure A.1 — Graph for determining required PL; for safety function

Figure A.1 provides guidance for the determination of the safety-related PL, depending pn the risk
ass¢ssment-for the whole machine. The risk assessment method is based on ISO 12100 (see Flgure 1 and
alsq ISO/TR 22100-2). The graph should be considered for each safety function.

A.3  Overlapping hazards

When using ISO 13849-1, all hazards are considered as a specific hazard or hazardous situation. For the
quantification of risk, each hazard can therefore be evaluated separately.

When it is obvious that there is a combination of directly linked hazards which always occur
simultaneously then they should be combined during risk estimation.

The determination of whether hazards should be considered separately or in combination should be
considered during the risk assessment of the machine.

EXAMPLE1 A continuous welding robot may create various simultaneous hazardous situations, for example
crushing caused by movement and burning due to the welding process. This can be considered as a combination
of directly linked hazards.

© IS0 2015 - All rights reserved 45


https://standardsiso.com/api/?name=123c0c2d376cc67af9e9d8b3f515b8f9

ISO 13849-1:2015(E)

EXAMPLE 2  For arobot cell in which separate robots are working, each robot is considered separately.

EXAMPLE 3  As a result of a risk assessment it can be sufficient to consider at rotary table with clamping
devices each clamping device separately.
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Annex B
(informative)

Block method and safety-related block diagram

Block-method

The
sho

NOT
relis

B.2

The
the
be

simplified approach requires a block-oriented logical representation of the SRP/CS: T
11d be separated into a small number of blocks according to the following:

blocks should represent logical units of the SRP/SC related to the execution,6fthe safety

one block is no longer able to perform its function, the execution of the safety function |
blocks of the other channel should not be affected;

each channel may consist of one or several blocks — three blocks per channel in the
architectures, input, logic and output, is not an obligatory<number, but simply an ex3
logical separation inside each channel;

each hardware unit of the SRP/CS should belong to exactly one block, thus allowing for the
of the MTTFp of the block based on the MTTFp of the hardware units belonging to the bl
failure mode and effects analysis or the parts ceunt method, see D.1);

hardware units only used for diagnostics (eg@; test equipment) and which do not affect th
of the safety function in the different channels when they fail dangerously, may be sepa
hardware units necessary for the execution of the safety function in the different chann

E For the purposes of this par{iof ISO 13849, “blocks” do not correspond to function
bility blocks.

Safety-related bleck'diagram

blocks defined by¢the’block method may be used to graphically represent the logical s
SRP/CS in a safety~related block diagram. For such a graphical representation, the foll
f guidance:

the failure'\of one block in a series alignment of blocks leads to the failure of the whole c
if one hardware unit in one channel of the SRP/CS fails dangerously, the whole channel n
able to-execute the safety function any longer);

he SRP/CS

function;

different channels performing the safety function should be separated ‘into different blocks — if

hrough the

designated
mple for a

calculation
ock (e.g. by

P execution
rated from
els.

h] blocks or

tructure of
bwing may

hannel (e.g.
ight not be

only the dnngprmlq failure of all channels in a pnm]lpl nlignmpm‘ leads to the loss off

the safety

function (e.g. a safety function performed by several channels is executed as long as at least one

channel has no failure);

— blocks used only for testing purposes and which do not affect the execution of the safety
function in the different channels when they fail dangerously may be separated from blocks in

See

the different channels.

Figure B.1 for an example.
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Key
11,12
L
01,02
T

11 and O1 byild up the first channel (series alignment).

12, L and O} build up the second channel (series alignment)swith both channels executing the safety fundtion

o1

inplut devices, e.g. sensor
logjc
oufiput devices, e.g. main contactor

tesfing device

redundantly] (parallel alignment).
T is only usqd for testing.

48

U<

Figure B.1 — Example.of safety-related block diagram
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Annex C
(informative)

Calculating or evaluating MTTFp values for single components

Anrlex C gives several methods for calculating or evaluating MTTFp values for single eomp

conf
the
MT
C.2

If th
to 1|

a)

b)

C.3

If th
esti

a)

mated at 150 years:

hod given in C.2 is based on the respect of good engineering practices for the 'differe
ponents; that given in C.3 is applicable to hydraulic components; C.4 provides a means of
MTTFp of pneumatic, mechanical and electromechanical components fromiB1¢ (see C.4.
['Fp values for electrical components.

Good engineering practices method

e following criteria are met, the MTTFp or B1gp value for a component can be estimatec
able C.1.

The components are manufactured according to basicand well-tried safety principles in
with ISO 13849-2:2012, or the relevant standard (see Table C.1) for the design of the

(confirmation in the data sheet of the component)(
NOTE This information can be found in the data sheet of the component manufacturer.

The manufacturer of the component specifies the appropriate application and operating
for the SRP/CS designer.

The design of the SRP/CS fulfils the basic and well-tried safety principles ac
[SO 13849-2:2012, for the implementation and operation of the component.

Hydraulic components

le following criteria-are met, the MTTFp value for a single hydraulic component, e.g. va

The hydraulic:components are manufactured according to basic and well-tried safety p
accordameg with ISO 13849-2:2012, Tables C.1 and C.2, for the design of the hydraulic
(confirmation in the data sheet of the component).

NOTE This information can be found in the data sheet of the component manufacturer.

bnents: the
nt kinds of
calculating
1); C.5 lists

| according

hccordance

component

conditions

rording to

lve, can be

rinciples in
component

b)

The manufacturer of the hydraulic component specifies the appropriate application and operating

conditions for the SRP/CS designer. The SRP/CS designer shall provide information pe

rtaining to

his responsibility to apply the basic and well-tried safety principles according to ISO 13849-2:2012,

Tables C.1 and C.2, for the implementation and operation of the hydraulic component.

If the criteria presented in C.4 are met, the MTTFp value for a single hydraulic component, e.g. valve,
can be estimated at 150 years. If the mean number of annual operations (nqp) is below 1 000 000, then

the

MTTFp value can be estimated higher as shown in Table C.1

But if either a) or b) is not achieved, the MTTFp value for the single hydraulic component has to be given
by the manufacturer. Instead of using a fixed value for the MTTFp as described above it is permissible
to use the B1gp-concept for MTTFp of pneumatic, mechanical and electromechanical components also
for hydraulic components if the manufacturer can provide data.

© ISO 2015 - All rights reserved

49


https://standardsiso.com/api/?name=123c0c2d376cc67af9e9d8b3f515b8f9

ISO 13849-1:2015(E)

Table C.1 — International Standards dealing with MTTFp or B1op for components

Basic and well-tried safe- Typical values:
ty principles according to | Relevant standards MTTFp (years)
1SO 13849-2:2012 B1op (cycles)
Mechanical components Tables A.1 and A.2 — MTTFp =150
Hydraulic components with Tables C.1 and C.2 ISO 4413 MTTFp =150
nop 21000 000 cycles per
year
Hydraulic components with Tables C.1 and C.2 1SO 4413 MTTFp =300
1000 000 tycles per year
> nep 2 500 000 cycles per
year
Hydraulic components Tables C.1 and C.2 ISO 4413 MTTFp=600
with 500 0/00 cycles per
year > nqp 250 000 cycles
per year
Hydraulic fomponents with Tables C.1 and C.2 ISO 4413 MTTFp =1 200
250 000 cyfcles per year
> nop
Pneumatid components Tables B.1 and B.2 ISO 4414 B1op =20 000000
Relays and contactor relays Tables D.1 and D.2 EN 50205 B1op =20000 000
with smallfload [EC61810
IEC 60947
Relays and contactor relays Tables D.1 and D.2 EN 50205 B1op =400 000
with nomipal load IEC 61810
IEC 60947
Proximity switches with Tables D.1 and D.2 IEC 60947 B1op =20000 000
small load 1SO 14119
Proximity switches with Tables D.1 and™D.2 IEC 60947 B1op =400 000
nominal lofad ISO 14119
Contactorg with small load TablesyD.1-and D.2 IEC 60947 B1op =20000 000
Contactorg with nominal Tables'D.1 and D.2 IEC 60947 B1op =1300 000 (see Note
load 1)
Position switches a Tables D.1 and D.2 IEC 60947 B1op =20000 000
1SO 14119
Position sWitches (with Tables D.1 and D.2 IEC 60947 B1op =2 000 000
separate artuator, I1SO 14119
guard-locKing) 2
Emergency stop.devices a Tables D.1 and D.2 IEC 60947 B1op =100 000
ISO 13850
For the definjitien and use of Biqgp, see C.4.

NOTE 1 Bjop is estimated as two times B1g (50 % dangerous failure) if no other information (e.g. product standard) is
available.

NOTE 2 “Nominal load” or “small load” should take into account safety principles described in ISO 13849-2, like over-
dimensioning of the rated current value. “Small load” means, for example, 20 %.

NOTE 3 Emergency stop devices according to IEC 60947-5-5 and ISO 13850 and enabling switches according to IEC 60947~
5-8 can be estimated as a Category 1 or Category 3/4 subsystem depending on the number of electrical output contacts
and on the fault detection in the subsequent SRP/CS. Each contact element (including the mechanical actuation) can be
considered as one channel with a respective B1gp value. For enabling switches according to IEC 60947-5-8 this implies the
opening function by pushing through or by releasing. In some cases it may be possible, that the machine builder can apply
a fault exclusion according to ISO 13849-2, Table D.8, considering the specific application and environmental conditions of
the device.

a  [ffault exclusion for direct opening action is possible.
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Table C.1 (continued)

Basic and well-tried safe-

Typical values:

(e.g. enabling switches) a

ty principles according to | Relevant standards MTTFp (years)
1SO 13849-2:2012 B1op (cycles)
Push buttons Tables D.1 and D.2 [EC 60947 B1op =100 000

avai

For the definition and use of B1gp, see C.4.

NOTE 1 Bjop is estimated as two times B1o (50 % dangerous failure) if no other information (e.g. product standard) is

lable.

NO1
dim|
NO]
5-8

and|
con
ope
afa
the

a

E2 “Nominal load” or “small load” should take into account safety principles described in 1SO 13849
ensioning of the rated current value. “Small load” means, for example, 20 %.

E3 Emergency stop devices according to IEC 60947-5-5 and ISO 13850 and enabling switches acéording t

on the fault detection in the subsequent SRP/CS. Each contact element (including the mechanical actud
bidered as one channel with a respective B1gp value. For enabling switches according to LEC60947-5-8 thil
hing function by pushing through or by releasing. In some cases it may be possible, thatythe machine build
It exclusion according to ISO 13849-2, Table D.8, considering the specific application*and environmental
Hevice.

If fault exclusion for direct opening action is possible.

can be estimated as a Category 1 or Category 3/4 subsystem depending on the number of eléetrical output contacts

2, like over-

b IEC 60947-

tion) can be
s implies the
er can apply
tonditions of

C.4

C4

For
pos

danjgerous failure (MTTFp for components), which is given in years and which is required t

of I

number of cycles until 10 % of the components fail dangerously (B1op). This clause gives a

cald
clog

If a
meq

a)

b)

MTTFp of pneumatic, mechanical and electregmechanical component

1 General

pneumatic, mechanical and electromechanical, gomponents (pneumatic valves, relays,
tion switches, cams of position switches, ety it may be difficult to calculate the me

50 13849. Most of the time, the manufacturers of these kinds of components only giv

ulating a MTTFp for components, by using B1g or T (lifetime) given by the manufactu
ely to the application dependentcycles.

1 the following criteria are ‘met, the MTTFp value for a single pneumatic, electrome
hanical component can bé estimated according to C.4.2.

The components aredesigned and manufactured according to basic safety principles in

with ISO 13849-2:2012, Table A.1, Table B.1 or Table D.1.
NOTE This.information can be found in the data sheet of the component manufacturer.

The components to be used in category 1, 2, 3 or 4 are designed and manufactured a
well-tried’safety principles in accordance with ISO 13849-2:2012, Table A.2, Table B.2 o1

NOTE This information can be found in the data sheet of the component manufacturer.

contactors,
an time to
y this part
b the mean
method for
rer related

rhanical or

hccordance

‘cording to
D.2.

c¢) The manufacturer of the component specifies the appropriate application and operating

CA4.

conditions for the SRP/CS designer. The SRP/CS designer shall provide information

pertaining

to his responsibility to fulfil the basic safety principles according to ISO 13849-2:2012, Table B.1

or D.1, for the implementation and operation of the component. For category 1, 2, 3 or

4, the user

has to be informed of his responsibility to fulfil the well-tried safety principles according to

ISO 13849-2:2012, Tables B.2 or D.2, for the implementation and operation of the compo

2 Calculation of MTTFp for components from B1gp

nent.

The mean number of cycles until 10 % of the components fail dangerously (B19p)? should be determined
by the manufacturer of the component in accordance with relevant product standards for the test

2) If the dangerous fraction of B1g is not given (e.g. by manufacturer), 50 % of B1p may be used, so B1oq = 2 B1g is
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methods (e.g. IEC 60957-5-1, ISO 19973, IEC 61810). The dangerous failure modes of the component
have to be defined, e.g. sticking at an end position or change of switching times. If not all the components
fail dangerously during the tests (e.g. seven components tested, only five fail dangerously), an analysis
taking into account the components that were not dangerously failed components should be performed.

With B1gp and nep, the mean number of annual operations, MTTFp for components can be calculated as

B
MTTEF} —_ 710D (C.y
0,1x Nop
where
N :aopxhopx3600 s/h 2
P tcycle

with the following assumptions having been made on the application of the component:
hop is the mean operation, in hours per day;
dop is the mean operation, in days per year;

teycle  is the mean operation time between the beginning of two succesgiye cycles of the component.
(e.g. switcHing of a valve) in seconds per cycle.

The operation time of the component is limited to T1gp, the mean ‘time until 10 % of the compongnts
fail dangerpusly:

B1op (£.3)

L.
nop

Tiop =1

NOTE HExplanation of the formulas in C.4.2.

B1op, the thean number of cycles till 10 % of‘the components fail dangerously, can be converted to
T10p, the mean time until 10 % of the components fail dangerously, by using nop, the mean numbgr of
annual opdrations:

B100 (C.4)

nop

Tiop =

The reliabillity methods in thispart of ISO 13849 assume that the failure of components is distribyted
exponentidlly over time: F{t)'= 1 - exp(-Adt). For pneumatic and electromechanical components, a
weibull digtribution is move likely. But if the operation time of the components is limited to the mean
time until L0 % of the;eomponents fail dangerously (T19op), then a constant dangerous failure rate (Ap)
over this operationtime can be estimated as

0,14 0,1xn R
7\/D ~ — B op (U.S)

oD

AR
Uv

Formula (C.5) takes into account that with a constant failure rate, 10 % of the components in the
assumed application fail after T1op [years], corresponding to B1gp [cycle]. To be exact:

_In(0,9) 0,10536 _ 0,1

T1op Tiop  Tiop
With MTTFp = 1/Ap for exponential distributions, this yields
T B
MTTF, =—% —_—10D (C.7)

01  01xn,,

recommended.
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NOTE All variables used in the equations are physical quantities expressed as the product of a numerical
value and a unit of measurement. The correct application e.g. of Formulae C.5, C.6 and MTTFp = 1/Ap can require
the transformation of “years” to “hours” using 1 year = 8 760 h.

C.4.3 Example

For a pneumatic valve, a manufacturer determines a mean value of 60 million cycles as B1gp. The valve
is used for two shifts each day on 220 operation days a year. The mean time between the beginning of
two successive switching of the valve is estimated as 5 s. This yields the following values:

— dop of 220 days per year;

— |hop of 16 h per day;
— |tcycle Of 5 s per cycle;
— [B10op of 60 million cycles.

With these input data the following quantities can be calculated:

o= 220 day/yearx16 h/dayx3600 s/h —2,53x10° cycles /year C.8)
5s/cycle
6
Tiop = 60X160 eles 537 years (C9)
2,53x10° cycles/year
MTTFp = % =237 years (C.10)

]

This will give a MTTFp for the component “high%according to Table 5. These assumptions ar¢ only valid
for  restricted operation time of 23,7 yearsfor the valve.

C.5| MTTFp data of electrical components

C.5{1 General

Tables C.2 to C.7 indicate some typical average values of MTTFp for electronic componentf. The data
are[extracted from the SN 29500 series database.[46] All data are of general type. Variouqd databases
avajlable (see the nontexhaustive list in the Bibliography) which present MTTFp values for various
eledtronic components: If the designer of an SRP/CS has other, reliable, specific data on the cpmponents
usefl, then the uséof that specific data instead is highly recommended.

The| values given in Tables C.2 to C.7 are valid for a temperature of 40 °C, nominal load for dqurrent and
voltlage.

In theeMTTF column of the tables, the values from SN 29500 are for generic components for all possible
failbremodeswhich are notnecessarily dangerousfailuresInthe MTTEs column itistypically assumed
that not all failures modes lead to a dangerous failure. This depends mainly on the application. A precise
way of determining the “typical” MTTFp for components is to carry out an FMEA. Some components,
e.g. transistors used as switches, can have short circuits or interruptions as failure. Only one of these
two modes can be dangerous; therefore the “remarks” column assumes only 50 % dangerous failure,
which means that the MTTFp for components is twice the given MTTF value.

C.5.2 Semiconductors

See Tables C.2 and C.3.
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Table C.2 — Transistors (used as switches)

MTTF for MTTFp for components
Transistor Example components years Remark
years Typical

Bipolar TO18, TO92, 38052 76 104 50 % dangerous
SOT23 failure

Bipolar, low power TO5, TO39 5708 11416 50 % dangerous
failure

Blpolar’ pow ar TnQ’ Tn')')n’ 19032 2 906 50 O/U dqngavnu~
D-Pack failure

FET Junction MOS 22831 45 662 50 % dangerou$
failure

MOS, powey TO3, T0O220, 1903 3806 50©%)dangerou$
D-Pack failure

Table C.3 — Diodes, power semiconductors and integrated Circuits
MTTF for MTTFp for components
Djode Example components years Remark
years Typical

General pufpose — 114 155 228 311 50 % dangerou$
failure

Suppressor — 16 308 32616 50 % dangerou$
failure

Zener diod¢ Pior <1 W — 114 155 228 311 50 % dangerou$
failure

Rectifier dipdes — 57,078 114 155 50 % dangerous
failure

Rectifier bifidges — 11 415 22831 50 % dangerou$
failure

Thyristors — 2283 4566 50 % dangeroug
failure

Triacs, Diags — 1522 3044 50 % dangerous
failure

Integrated
grammablg

circuits (pro-
and non-prox

grammable]

Use manufacturer’s data

50 % dangerous failure

C.5.3 Papsive'Components

See Tables €E&totF
Table C.4 — Capacitors
MTTF for MTTFp for components
Capacitor Example components years Remark
years Typical

Standard, no power KS, KP, KC, KT, 57 078 114 155

MKT, MKC, MKP, 50 % dangerous failure

MKU, MP, MKV
Ceramic — 22831 45 662 50 % dangerous failure
54 © IS0 2015 - All rights reserved
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Table C.4 (continued)
MTTF for MTTFp for components
Capacitor Example components years Remark
years Typical
Aluminium electrolytic {\}I,(;l;-solld electro- 22831 45 662 50 % dangerous failure
Aluminium electrolytic |Solid electrolyte 38052 76 104 50 % dangerous failure
Tantalum electrolytic ]I\‘I,(:E-sohd electro- 11 415 22831 50 % dangerous failure
I 4
Tarjtalum electrolytic Solid electrolyte 114 155 228 311 50 % dariggrous failure

Table C.5 — Resistors

trapsformers for switched
modles and power supplié€s

MTTF for MTTFp for components
Resistor Example components years Remark
years Typical
Carpon film — 114 155 228311 50 % danggrous failure
Mefal film — 570776 1d41 552 50 % danggrous failure
Metal oxide and wire- — 22831 45 662 50 % danggrous failure
woiind
Varjiable — 3805 7 618 50 % danggrous failure
Table C.6 —Inductors
MTTF for MTTFp for components
Inductor Example components years Remark
years Typical
For[MC application — 38052 76 104 50 % danggrous failure
LoW frequency inductors N 22831 45 662 50 % danggrous failure
and transformers
Ma]n transformers and — 11 415 22831 50 % danggrous failure

Table C.7 — Optocouplers

MTTF for MTTFp for components
Optecouplers Example components years Remark
years Typical
Bipotaroutput SFHS10 7610 157220 509% dangerous failure
FET output LH 1056 2 854 5708 50 % dangerous failure
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Annex D
(informative)

Simplified method for estimating MTTFp for each channel

D.1 Parts-countmethod

Use of the

parts count method” serves to estimate the MTTFp for each channel separately. The MT

TFp

values of all single components which are part of that channel are used in this calculation.3)
The genergl formula is
N N
1 1 n;
MTTE] ~ 2 MTTE,, — 2= MTTF (-1
D= Di =1 Dj
where
MTTFy is for the complete channel;
MTTFp i, . . . .
MTTFy; is the MTTFp of each component which has a contribution to the safety function.
The first sum is over each component separately; the second sum is an equivalent, simplified fprm
where all rj identical components with the same MTTEpjdare grouped together.
The example given in Table D.1 gives a MTTFpcef the channel of 22,4 years, which is “medipm”
according to Table 5.
Table D.1 — Example’of the parts list of a circuit board
Unit MTTFp 1/MTTFpj | nj/MTTEp;j
: nits
J Component n: typical typical typicall
! years 1/year 1/year
1 |Transidtors, bipolar, low power (see Table C.2) 2 11 416 0,000087 6 | 0,00017p 2
2 |Resistar, carbon film ($ee Table C.5) 5 228 311 0,000 004 4 | 0,000021L 9
3 |Capacifjor, standard;no power (see Table C.4) 4 114 155 0,0000088 | 0,00003p 0
4 |Relay,| value—given by the manufacturer 4 315,7 0,0031676 | 0,01267D 3
(B1op =20 000000 cycles, nop = 633 600 cycles per
year)
5 |Contactor, value given by the manufacturer T 31,6 0,03T 64506 | 0,031 6456
(B1op=2000000 cycles, nop = 633 600 cycles per year)
Y(nj /MTTFp ) 0,044 548 0
MTTFp =1/} (nj /MTTFp;) [years] 22,4

NOTE 1

This method is based on the presumption that a dangerous failure of any component (worst case

estimation) within a channel leads to dangerous failure of the channel. The MTTFp calculation illustrated by
Table D.1 is based upon this.

3) The parts count method is an approximation which always errs on the safe side. I[f more exact values are required,
the designer should take the failure modes into account, but this can be very complicated.
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NOTE 2 In this example, the main influence comes from the contactor. The chosen values for
Biop for this example are based on Annex C. For the example application dop = 220 days/year, hop = 8 h/day and
teycle = 10 s/cycles is assumed, giving nop = 633 600 cycles/year. In general, taking manufacturer’s values for
MTTFp and B1gp will lead to a much better result, that is, a higher MTTFp for the channel.

MTTFp and

D.2 MTTFp for different channels, symmetrisation of MTTFp for each channel

The designated architectures of 6.2 assume that for different channels in a redundant SRP/CS the values
for MTTFp for each channel are the same. This value per channel should be input for Figure 5.

If th

MTTE-s aoftha chanannl
™I T T T T T

Adiffor thara arn o
=y t

whd
to 4
For

EXA
the

chamnel and 3 years MTTFp in the other channel is equal to'a system where each channel hasa MTTFyp

Ard
by
pro

NOT

a alc yay
< Do crreT o TItIcTS TITCT, crrcrocorc—cotvw o

as a worst case assumption, the lower value should be taken into account;

FormulaD.2 can be used as an estimation of a value that can be substituted for MTTFp for ea

+
MTTFpc; MTTFpc,

bre MTTFp ¢1 and MTTFp ¢z are the values for two different'redundant channels e§
maximum value of 100 years (categories B, 1, 2 and<3)"or 2 500 years (category
mula D.2 is applied.

MPLE One channel has an MTTFp ¢1 = 3 years, the®other channel has an MTTFp ¢ = 100
Fresulting MTTFp = 66 years for each channel. This means a redundant system with 100 years M

dundant system with two channels and diffé¥ent MTTFp values for each channel can be §
h redundant system with identical MFTFp in each channel by using the above for]

cedure is necessary for the correct use of Figure 5.
E This method assumes indepéndent parallel channels.

ch channel:

(D.2)

ch limited
4) before

years, then
TTFp in one
of 66 years.

ubstituted
mula. This
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Annex E
(informative)

Estimates for diagnostic coverage (DC) for functions and modules

E.1 Examplesofdiagnosticcoverage(®¢9—
See Table H.1
Table E.1 — Estimates for diagnostic coverage (DC)
Measure DC
Input device
Cyclic test dtimulus by dynamic change of the input signals 90 %
Plausibility|check, e.g. use of normally open and normally closed me-|{99 %

chanically linked contacts

position md

nitering of actuators)

Cross moniforing of inputs without dynamic test 0 %9te 99 %, depending on how oft¢n a
signal change is done by the applicatipn

Cross moniforing of input signals with dynamic test if short circuits{90 %

are not det¢ctable (for multiple I/0)

Cross moniforing of input signals and intermediate results within the |99 %

logic (L), anpd temporal and logical software monitor of thé/program

flow and ddtection of static faults and short circuits (for multiple I/0)

Indirect mgnitoring (e.g. monitoring by pressure_switch, electrical |90 % to 99 %, depending on the application

position m@nitoring of actuators)

Direct monftoring (e.g. electrical position monitoring of control valves, |99 %

monitoring|of electromechanical devices by mechanically linked con-

tact elements)

Fault detection by the process 0 % to 99 %, depending on the applicatfion;
this measure alone is not sufficient forjthe
required performance level e!

Monitoringfsome characterjstics of the sensor (response time, range of |60 %

analogue signals, e.g. eleetrieal resistance, capacitance)

Logic
Indirect mgnitoring (e.g. monitoring by pressure switch, electrical |90 % to 99 %, depending on the applicafion

Direct mon

toring (e.g. electrical position monitoring of control valves,

99 %

monitoring
tact elemen

of electromechanical devices by mechanically linked con-
ts)

Simple temporal time monitoring of the logic (e.g. timer as watchdog,
where trigger points are within the program of the logic)

60 %

in this table.

a FMEA shou

Id be the basis for the estimation of the DC.

NOTE 1 For additional estimations for DC, see, e.g. IEC 61508-2:2010, Tables A.2 to A.15.

NOTE 2 If medium or high DC is claimed for the logic, at least one measure for variable memory, invariable memory and
processing unit with each DC at least 60 % has to be applied. There may also be measures that used other than those listed

NOTE 3 For measures where a DCrange is given (e.g. fault detection by the process) the correct DC value can be determined
by considering all dangerous failures and then deciding which of them are detected by the DC measure. In case of any doubt
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Measure

DC

Temporal and logical monitoring of the logic by the watchdog, where
the test equipment does plausibility checks of the behaviour of the logic

90 %

Start-up self-tests to detect latent faults in parts of the logic (e.g. pro-
gram and data memories, input/output ports, interfaces)

90 % (depending on the testing technique)

Checking the monitoring device reaction capability (e.g. watchdog) by the
main channel at start-up or whenever the safety function is demanded
or whenever an external signal demand it, through an input facility

90 %

Dyllamic principle (all components of the logic are required to change
the[state ON-OFF-ON when the safety function is demanded), e.g. in-
terlocking circuit implemented by relays

99 %

confstants, timers and cross comparison of these data

Invariable memory: signature of one word (8 bit) 90 %
Invariable memory: signature of double word (16 bit) 99 %
Varjable memory: RAM-test by use of redundant data e.g. flags, markers, |60 %

Varjiable memory: check for readability and write ability of used data
meimory cells

60 %

Varfiable memory: RAM monitoring with modified Hamming code ot
RAM self-test (e.g. “galpat” or “Abraham”)

99 %

Profcessing unit: self-test by software

60 % to 90 %

Profcessing unit: coded processing

90 % to 99 %

Faullt detection by the process 0 % to 99 %, depending on the ppplication;
this measure alone is not suffifient for the
required performance level “¢”!

Output device
Monitoring of outputs by one channel withelit dynamic test 0 % to 99 % depending on How often a

signal change is done by the application

Crofss monitoring of outputs without dynamic test

0 % to 99 % depending on |
signal change is done by the application

ow often a

Cro
of s

5s monitoring of output signals with dynamic test without detection
hort circuits (for multipte I/0)

90 %

Crofss monitoring of output'signals and intermediate results within the

99 %

logic (L) and temporalland logical software monitor of the program

flow and detection of’static faults and short circuits (for multiple I/0)

Redundant shutvoff path with monitoring of the actuators by logic and |99 %

tesf equipment

Indfrect monitoring (e.g. monitoring by pressure switch, electrical |90 % to 99 %, depending on th¢ application

posjition monitoring of actuators)

Fault detection by the process 0 % to 99 %, depending on the application;
this measure alone is not sufficient for the

required performance level “e”!

in this table.

a FMEA should be the basis for the estimation of the DC.

NOTE 1 For additional estimations for DC, see, e.g. IEC 61508-2:2010, Tables A.2 to A.15.

NOTE 2 If medium or high DC is claimed for the logic, at least one measure for variable memory, invariable memory and
processing unit with each DC at least 60 % has to be applied. There may also be measures that used other than those listed

NOTE 3 For measures where a DC range is given (e.g. fault detection by the process) the correct DC value can be determined
by considering all dangerous failures and then deciding which of them are detected by the DC measure. In case of any doubt
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Table E.1 (continued)

Measure DC

monitoring

Direct monitoring (e.g. electrical position monitoring of control valves,

tact elements)

99 %
of electromechanical devices by mechanically linked con-

NOTE 1 For

in this table.

additional estimations for DC, see, e.g. IEC 61508-2:2010, Tables A.2 to A.15.

NOTE 2 If medium or high DC is claimed for the logic, at least one measure for variable memory, invariable memory and
processing unit with each DC at least 60 % has to be applied. There may also be measures that used other than those listed

NOTE 3 For
by consideri
a FMEA shoy

hg all dangerous failures and then deciding which of them are detected by the DC measure. In case of any d

measures where a DCrange is given (e.g. fault detection by the process) the correct DC value can be deteym

Id be the basis for the estimation of the DC.

ned

ubt

For the apy

EXAMPLE 1
validation o

EXAMPLE 2
diagnostic d

EXAMPLE 3
component
processing 4
DC level deq
of a rotary
this sensor

E.2 Esti

f fault behaviour and diagnostic means on an automatic assembly machine.

overage for series connected interlocking devices.

lication of Table E.1 see the indicative examples below.

Annex E of ISO 13949-2 presents a complete worked example (which is very detailed) foy

ISO/TR 24119 describes a pragmatic step-by-step table based methoedology for evaluatio

The DC measure “fault detection by the process” may only, be applied if the safety-rel
s involved in the production process, e.g. a standard PLC or staiidard sensors are used for workp
nd as part of one of two redundant functional channels executing the safety function. The appropi
ends on the overlap of the commonly used resources (logic;inputs/outputs etc.). E.g. when all g

encoder on a printing machine lead to highly visible intefruption of the printing process, the D¢
1sed to monitor a safely limited speed may be estimatedas 90 % up to 99 %.

mation of average DC (DCayyg)

the

n of

hted

iece
iate
ults
for

In many systems, several measures for fault detection might be used. These measures could check
different parts of the SRP/CS and have differefit' DC. For an estimation of the PL according to Figufe 5
only one, ayerage, DC for the whole SRP/CS(performing the safety function is applicable.
DC may be determined as the ratio between the failure rate of detected dangerous failures and|the
failure rat¢ of total dangerous failures. According to this definition an average diagnostic coverage
DCavg is esfimated by the following-formula:
DCy DCy DCy
MTTFp, MTTFp, MTTFpy
DCyoyg ¥ 1 1 1 (E.1)
P + .t
MTTEjy) " MTTFp, MTTFpy
Here all components of the SRP/CS without fault exclusion have to be considered and summed up.|For
each block| tHes\MTTFp and the DC are taken into account. DC in this formula means the ratio of{the

failure rat

of’detected dangerous failures of the part (regardless of the measures used to detect

the

failures) to the failure rate of all dangerous failures of the part. Thus, DC refers to the tested part and
not to the testing device. Components without failure detection (e.g. which are not tested) have DC =0
and contribute only to the denominator of DCayyg.
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F1

A comprehensive procedure for measures against CCF for sensors/actuators and separately
is given, for example, in IEC 61508-6:2000, Annex D. Not all measures given therein arg applicable

logi
to

NOT
6:2(
F.2

Thi
of t}

Tab|
rep

For
fulf

1SO 13849-1:2015(E)

Annex F
(informative)

Estimates for common cause failure (CCF)

TOUOT oot

achinery. The most important measures are given here.
E In this part of ISO 13849, it is assumed that for redundant systems a (3-facter according to
00, Annex D should be less than or equal to 2 %.

Estimation of effect of CCF

5 quantitative process should be passed for the whole system¢ Every part of the safety-re
ne control system should be considered.

e F.1 lists the measures and contains associated values, based on engineering judgen
resent the contribution each measure makes in thexreduction of common cause failures.

each listed measure, only the full score or nothing can be claimed. If a measure is
lled, the score according to this measure is Zero.

Table F.1 — Scoring process-and quantification of measures against CCF

for control

IEC 61508-

lated parts

ent, which

bnly partly

Ng.

Measure against CCF

Score

Separation/ Segregation

Physical separation betweern signal paths, for example:

— separation in wiring/piping;

— detectiontefy short circuits and open circuits in cables by dynamic test;
— separate’shielding for the signal path of each channel;

— sufficient clearances and creepage distances on printed-circuit boards.

15

Diversity

Different technologies/design or physical principles are used, for example:

20

— first channel electronic or programmable electronic and second channel electrome-

chanical hardwired,

— different initiation of safety function for each channel (e.g. position, pressure, tem-
perature),

and/or
digital and analog measurement of variables (e.g. distance, pressure or temperature)
and/or

Components of different manufactures.

a

calc

Where technological measures are not relevant, points attached to this column can be considered in the comprehensive

ulation.
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Table F.1 (continued)

No. Measure against CCF Score
3 Design/application/experience

3.1 |Protection against over-voltage, over-pressure, over-current, over-temperature, etc. 15

3.2 |Components used are well-tried. 5

4 |Assessment/analysis

For each part aof cqfr—\fy related parts of control systema failure maode and effect analvsis has 8

beenfcarried out and its results taken into account to avoid common-cause-failures in the design.

5 |Competence/training

Trainjing of designers to understand the causes and consequences of common cause failures! 5

6 |Environmental

6.1 |For glectrical/electronic systems, prevention of contamination and electromagnétic-dis- 25
turbgnces (EMC) to protect against common cause failures in accordance with appropriate
standards (e.g. I[EC 61326-3-1).

Fluidfic systems: filtration of the pressure medium, prevention of dirt intakegdrainage of com-
presged air, e.g. in compliance with the component manufacturers’ requirements concerning
puritly of the pressure medium.

NOTE For combined fluidic and electric systems, both aspects sheuld be considered.
6.2 |Othef influences 10

Cons]deration of the requirements for immunity to all relevantenvironmental influences such
as, temperature, shock, vibration, humidity (e.g. as specified in relevant standards).

Tota| [max
achievaple
100]
Total score Measures for avoiding CCFa
65 or better Meets the requirements
Less than 65 Process failed = choose additional measures

a  Where tpchnological measures are not kelevant, points attached to this column can be considered in the comprehenjsive
calculation.
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Annex G
(informative)

Systematic failure

General
=eneral

ISO
sucl

G.2
The

The
pow

SRH
con
magq

SRH
that
IEC

Ad
sub
pro

13849-2 gives a comprehensive list of measures against systematic failure which sheuld
1 as basic and well-tried safety principles.

Measures for the control of systematic failures
following measures should be applied.
Use of de-energization (see ISO 13849-2)

safety-related parts of the control system (SRP/CS) should be designed so that with
rer supply a safe state of the machine can be achieved or miaintained.

Measuresfor controllingthe effects of voltage breakdowm;voltage variations, overvoltage, uy

CS behaviour in response to voltage breakdownsveltage variations, overvoltage, and un
itions should be predetermined so that the SRP/CS can achieve or maintain a safe d
hine (see also IEC 60204-1 and IEC 61508-7:2000, A.8).

Measures for controlling or avoiding the effects of the physical environment (fo

and its effects)

CS behaviour in response tg the effects of the physical environment should be predet
the SRP/CS can achieve orimaintain a safe state of the machine (see also, for example,
60204-1).

Program sequence-monitoring shall be used with SRP/CS containing software in oj
defective program.sequences

bfective program sequence exists if the individual elements of a program (e.g. softwar
programs-or commands) are processed in the wrong sequence or period of time or if the
Cessor jsfaulty (see EN 61508-7:2001, A.9).

Méasures for controlling the effects of errors and other effects arising from any data com

be applied,

loss of its
dervoltage
dervoltage

tate of the

r example,

temperature, humidity, water, vibration, dust, corrosive substances, electromagnetic ifterference

brmined so
IEC 60529,

der detect

e modules,
rlock of the

munication

precess (see IEC 61508-2:2000, 7.4.8)

In addition, one or more of the following measures should be applied, taking into account the complexity
of the SRP/CS and its PL:

©IS

failure detection by automatic tests;
tests by redundant hardware;
diverse hardware;

operation in the positive mode;

mechanically linked contacts;
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— direct opening action;

— oriented mode of failure;

— over-dimensioning by a suitable factor, where the manufacturer can demonstrate that derating will
improve reliability — where over-dimensioning is appropriate, an over-dimensioning factor of at
least 1,5 should be used.

See also ISO 13849-2:2012, D.3.

G.3 Me

cnnroac for swvoidanco of cuctamatic failarac

The follow
— Useof

Selecti
elastic

— Corred

manuf]

UL LI IV AVUIMUIIVG U I.,J JULCIIIUVIV TUITEI VU
ng measures should be applied.

Suitable materials and adequate manufacturing

on of material, manufacturing methods and treatment in relation to, e.g¢sttess, durabillity,

ty, friction, wear, corrosion, temperature, conductivity, dielectric rigidity.
t dimensioning and shaping
Consideration of, e.g. stress, strain, fatigue, temperature, surface roughness, tolerances,
hcturing.
selection, combination, arrangements, assembly and_installation of components, including

— Propet
cabling

Apply
install

— Compg
Use co

NOTE 1
by non/

—  Withst

Design
forese
interfe

— Useof

To red
IEC 61

y, wiring and any interconnections

appropriate standards and manufacturer’s sapplication notes, e.g. catalogue she
htion instructions, specifications, and use of good engineering practice.

tibility

mponents with compatible operating characteristics.

switching or unacceptable increase in switching times. In this case a periodic test is necessary.
anding specified environtmental conditions

the SRP/CS so thatit-is capable of working in all expected environments and in
bable adverse caonditions, e.g. temperature, humidity, vibration and electromagn
rence (EMI) (seé4S0 13849-2:2012, D.2).

components designed to an appropriate standard and having well-defined failure modes|

ice the-risk of undetected faults by the use of components with specific characteristics
b08:7:2000, B.3.3).

ets,

Components such as hydraulic©r;pneumatic valves can require cyclic switching to avoid failure

any
etic

In addition

of the SRP/CS and its PL.

— Hardware design review (e.g. by inspection or walk-through)

To reveal by reviews and analysis discrepancies between the specification and implementation

(see IE

C 61508-7:2000, B.3.7 and B.3.8).

— Computer-aided design tools capable of simulation or analysis

Perform the design procedure systematically and include appropriate automatic construction
elements that are already available and tested (see I[EC 61508-7:2000, B.3.5).
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— Simulation

Perform a systematic and complete inspection of an SRP/CS design in terms of both the functional
performance and the correct dimensioning of their components (see IEC 61508-7:2000, B.3.6).

NOTE 2 IEC 61508-2:2010, Annex F specifies techniques and measures for avoidance of systematic failures

during design and development of application-specific integrated circuits (ASICs), field programmable gate
arrays (FPGAs), programmable logic devices (PLDs) etc.

G.4 Measures for avoidance of systematic failures during SRP/CS integration

The| following measures should be applied during integration of the SRP/CS:
— |functional testing;

— |project management;

— |documentation.

In alj)ddition, black-box testing should be applied, taking into account the complexity of the $RP/CS and
its FL.
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Annex H
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PES X LYl
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SRP/CS, SRP/CSb SRP/CS,
ya ya ya
AOPD E F
Key
AOPD active optoelectronic protective device (e.g.\light barrier), SRP/CS,: Category 2 [Type 2], PL =@
E electronic control logic, SRP/CSp: Categdry 3, PL =d
F fluidics, SRP/CS.: Category 1, PL = ¢
Fa fluidic actuator
H hazardous movement

Figure H.1 — Example — Block diagram explaining combination of SRP/CS
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I L o 11 L1 O1
% % | L o]
TE OTE 12 L2 02
SRP/CS, SRP/CS, SRP/CS,
va vé 7
AOPD E K

Key
AOPD active optoelectronic protective device (e.g. light barrier)
E electronic control logic
F fluidics,
I11,12 input devices, e.g. sensor
L, L1, L2 logic
0,01, 02, OTE output devices, e.g. main contactor
TE test equipment

Figure H.2 — Substitution of Figure H.1 by designated architectures
68

© ISO 2015 - All rights reserved


https://standardsiso.com/api/?name=123c0c2d376cc67af9e9d8b3f515b8f9

	Foreword
	Introduction
	1	Scope
	2	Normative references
	3	Terms, definitions, symbols and abbreviated terms
	3.1	Terms and definitions
	3.2	Symbols and abbreviated terms
	4	Design considerations
	4.1	Safety objectives in design
	4.2	Strategy for risk reduction
	4.2.1	General
	4.2.2	Contribution to the risk reduction by the control system
	4.3	Determination of required performance level (PLr)
	4.4	Design of SRP/CS
	4.5	Evaluation of the achieved performance level PL and relationship with SIL
	4.5.1	Performance level PL
	4.5.2	Mean time to dangerous failure of each channel (MTTFD)
	4.5.3	Diagnostic coverage (DC)
	4.5.4	Simplified procedure for estimating the quantifiable aspects of PL
	4.5.5	Description of the output part of the SRP/CS by category
	4.6	Software safety requirements
	4.6.1	General
	4.6.2	Safety-related embedded software (SRESW)
	4.6.3	Safety-related application software (SRASW)
	4.6.4	Software-based parameterization
	4.7	Verification that achieved PL meets PLr
	4.8	Ergonomic aspects of design
	5	Safety functions
	5.1	Specification of safety functions
	5.2	Details of safety functions
	5.2.1	Safety-related stop function
	5.2.2	Manual reset function
	5.2.3	Start/restart function
	5.2.4	Local control function
	5.2.5	Muting function
	5.2.6	Response time
	5.2.7	Safety–related parameters
	5.2.8	Fluctuations, loss and restoration of power sources
	6	Categories and their relation to MTTFD of each channel, DCavg and CCF
	6.1	General
	6.2	Specifications of categories
	6.2.1	General
	6.2.2	Designated architectures
	6.2.3	Category B
	6.2.4	Category 1
	6.2.5	Category 2
	6.2.6	Category 3
	6.2.7	Category 4
	6.3	Combination of SRP/CS to achieve overall PL
	7	Fault consideration, fault exclusion
	7.1	General
	7.2	Fault consideration
	7.3	Fault exclusion
	8	Validation
	9	Maintenance
	10	Technical documentation
	11	Information for use
	Annex A (informative)  Determination of required performance level (PLr)
	Annex B (informative)  Block method and safety-related block diagram
	Annex C (informative)  Calculating or evaluating MTTFD values for single components
	Annex D (informative)  Simplified method for estimating MTTFD for each channel
	Annex E (informative)  Estimates for diagnostic coverage (DC) for functions and modules
	Annex F (informative)  Estimates for common cause failure (CCF)
	Annex G (informative)  Systematic failure
	Annex H (informative)  Example of combination of several safety-related partsof the control system
	Annex I (informative)  Examples
	Annex J (informative)  Software
	Annex K (informative)  Numerical representation of Figure 5
	Bibliography



