INTERNATIONAL ISO
STANDARD 11992-4

Third edition
2023-04

Road vehicles — Interchange of digital
information on electrical connedtions
between towing and towed vehidles —

Part 4:
Diagnostic communication

Véhicules routiers —Echange d'informations numériques Jur
les connexions électriques entre véhicules tracteurs et véhiqules
tractés —

Partie 4: Cominunication de diagnostic

Reference number
1SO 11992-4:2023(E)

© IS0 2023


https://standardsiso.com/api/?name=6e7dfdbf07f61c0b426cdc07f38620c7

IS0 11992-4:2023(E)

COPYRIGHT PROTECTED DOCUMENT

© 1502023

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting on
the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address below
or ISO’s member body in the country of the requester.

ISO copyright office

CP 401  Ch. de Blandonnet 8

CH-1214 Vernier, Geneva

Phone: +41 22 749 01 11

Email: copyright@iso.org

Website: www.iso.org
Published in Switzerland

ii © 1S0 2023 - All rights reserved


https://www.iso.org
https://standardsiso.com/api/?name=6e7dfdbf07f61c0b426cdc07f38620c7

1SO 11992-4:2023(E)

Contents Page
FFOT@WOTM.........ccccccovvevee e85 5558558555585 \%
IIMEIOMUICTION ... vi
1 SCOPI@ ... 1
2 NOIMATIVE FEEETEIICES ..........cccoo e 1
3 Terms and defiNETIONIS ... 1
4' Sy lllbU:D alld abbl CV ;atcd tCl 111S...
41 Symbols......ci
4.2 ADDIEVIALEA LEITIIS ..o e o
5 COMVENTIOIIS ......ccccooc e o s 2
6 Vehicle network architecture ...y Lo |, 3
7 Non OSI-layer-related technical requirements overview ... o 4
8 Abstract service primitive interface (ASP) definition.......... .\ )
8.1 ASP - A_Data.req, A_Data.ind, and A_Data.con service primitive interface
8.2 ASP - Service interface Parameters ... e
8.2.1  GENETAL ..o e
8.2.2 ASP - Data type definitions..................
8.2.3 ASP - Mtype, message type ...
8.2.4 ASP - TAtype, target address type.s.
8.2.5 ASP - AE, address extension.........¢......
8.2.6 ASP -TA, target address ... %5 ...
8.2.7  ASP — SA, SOUICE AdAIESS ..cafihemmooeeooeeoeeseeeeeessssveeeeeessssssesess s sssssseessssssssseess s
8.2.8 ASP - Length, length of PDU ...
8.29 ASP - PDU, protocol data unit
8.2.10 ASP — ReSUIL, T@SUIE..o e sssesssseee e
9 APPIICATION ... St 8
9.1 APP - Addressing of requested information...........s o, 8
9.2 APP - Data identifier' (DID) definition ..., 8
9.3 APP - DTC field definition
9.4  APP - DTC funétional unit definition. ..., 9
9.5 APP - Negative response code (NRC)......ciessesssiiessieesssssssneessesessosees e 10
9.6 APP - Gomimunication profile (COmMPTOfile) ... e 10
10 OSl-layers-related technical requirements OVerview................f o 11
11 APPLCATION LAYET ...
11.1~5 AL - Diagnostic services overview
11520 AL - CommunicationCONEIOL . ...
1.3 AL - ReadDataByldentifier. ...
114 AL - ReadDtcInformation
0 A T 3 V=) 7 | O
11.4.2 AL - Applicable ReadDtcInformation service subFunctions.............cc 14
11.5 AL - Application layer communication profile (ComProfile) ..., 14
12 PreSENUAtION LAYET ...t
13 Session layer
13.1 SL - Service primitive interface parameter definition ...
13.2 SL - S_Data.req, S_Data.ind, and S_Data.con service interface
13.3 SL - Service primitive interface AL to SL parameter mapping ... 15
13.4  SL - Session layer communication profile (COMPIofile) ... 15
14 TTANSPOTT LAYET ...t 15
14.1 TL - USDT service primitive interface parameter definition ... 15
© 1S0 2023 - All rights reserved iii


https://standardsiso.com/api/?name=6e7dfdbf07f61c0b426cdc07f38620c7

IS0 11992-4:2023(E)

14.2 TL - T_Data.req, T_Data.ind, and T_Data.con service interface
14.3 TL - Service primitive interface SL to TL parameter mapping
14.4  TL - TranSport ProtoCOl . ...
14.5 TL - Transport layer communication profile (COmPTOfile) ...
15 IN@EWOTK LAY @T ...t
15.1 NL - Service primitive interface parameter definition ...
15.2 NL - N_Data.req, N_Data.ind, and N_Data.con service interface
15.3 NL - Service primitive interface TL to NL parameter mapping............
15.4  NL - Network layer SEIrviCes. ...
15.5 NL - Network layer communication profile (ComProfile)...................
15.¢ NL - Diagnostic CAN identifier configuration........................
15.7 NL - Dynamic network address aSSiZNmeNnt ... e .
15.7. 1 NL = GENETAL ..o sssseesssssseesssssses e .
15.7.2 NL - Address assignment of TTN_1 and TTN_3 ...
15.7.3 NL - Address assignment of TTN_2 and TTN_4 ...
15.8 NL - Static network address assignment
15.8.1 NL = GENETAL .o g e .
15.8.2 NL - Address assignment of gateway application, IVN_1, and IVN_2.........c........ .
15.8.3 NL - Server address assignment of IVN_1 and IVN_2... .G .20
15.9  NL - Gateway N_PDU FOULING .o S S .20
159.1 NL - General
15.9.2 NL - Network address translation
15.10 NL - Diagnostic communication port (DCP)
16
16. DL - Service primitive interface NL to DL parameter mapping ... .26
16. 1D D OF W A\ B0 b U= T = 1 OO .26
16. DL - Data link layer communication profile (ComPTofile)........cn 26
17 PhySICAl LAY ... S s 26
Annex A (pormative) Network address aSSISIMIENT ... 28
BIDIHOGTAIIIY ...t e .30
iv © IS0 2023 - All rights reserved


https://standardsiso.com/api/?name=6e7dfdbf07f61c0b426cdc07f38620c7

Fo

1SO 11992-4:2023(E)

reword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

The ISO 11992 series specifies the interchange of digital information between road vehicles with a
maximum authorised total mass greater than 3 500 kg, and towed vehicles, including communication
between towed vehicles in terms of parameters and requirements of the lower OSI layers (physical and
data link layer) of the electrical connection used to connect the electrical and electronic systems.

This document is structured according to the Open Systems Interconnection (OSI) Basic Reference
Model, in accordance with ISO/IEC 7498-1 and ISO/IEC 10731, which structures communication
systems into seven layers. When mapped on this model, the application layer protocol and data link

layer fram

Figure 1 illustrates a simplified communication framework:
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Figure 1 — ISO documents reference according to the OSI model
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5 document specifies diagnostic application requirements and OSI-layef related com
files to ensure the interchange of digital information between towing and towed vehi
kimum authorized total mass greater than 3 500 kg.

conformance and interoperability test plans are not part of this.decument.

Normative references

following documents are referred to in the text in.such a way that some or all of th
Stitutes requirements of this document. For dated, references, only the edition cited 3
ated references, the latest edition of the referenced document (including any amendmen

11992-1, Road vehicles — Interchange of digital information on electrical connections betw
towed vehicles — Part 1: Physical and data-link layers

11992-2:2023, Road vehicles — Interéhange of digital information on electrical connectio
ing and towed vehicles — Part 2: Application layer for brakes and running gear

11992-3:2021, Road vehicles\—-Interchange of digital information on electrical connectio
ing and towed vehicles — Part 3: Application layer for equipment other than brakes and run

14229-1, Road vehicles.— Unified diagnostic services (UDS) — Part 1: Application layer
14229-2, Road vehicles — Unified diagnostic services (UDS) — Part 2: Session layer services

14229-3, Rogd-vehicles — Unified diagnostic services (UDS) — Part 3: Unified diagnostic
[ implementation (UDSonCAN)

15765-2, Road vehicles — Diagnostic communication over Controller Area Network (DoCAN
1sport protocol and network layer services

nunication
rles with a

bir content
pplies. For
[s) applies.
een towing

s between

ns between
hing gear

services on

) — Part 2:

ISO

15765-5, Road vehicles — Diagnostic communication over Controller Area Network (DoCAN) — Part 5:
Specification for an in-vehicle network connected to the diagnostic link connector

SAE ]J1939-21, Data Link Layer

3

Terms and definitions

For the purposes of this document, the terms and definitions given in ISO 11992-1, ISO 14229-1,

ISO

14229-2,1S0 14229-3 and the following apply.

ISO and IEC maintain terminology databases for use in standardization at the following addresses:

©IS
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— IEC Electropedia: available at https://www.electropedia.org/

31

mandatory

M

keyword indicating an item that is required to be implemented as defined in this document to claim
compliance with this document

[SOURCE: ISO/IEC 14776-113:2002, 3.3.3, modified — The word “standard” has been replaced by
“document”.]

4 Symbols and abbreviated terms

4.1 Symbols

— empty table cell or feature undefined

4.2 Abbyeviated terms

CEFF classical extended frame format

ComProfilg communication profile

Cvt convention

DA destination address (see SAE J1939-21)

DP data page (see SAE J1939-21)

ECU electronic control unit

EDP extended data page (see SAEJ1939-21)

GW gateway

M mandatory

NAT network addréss translation

P priority (see SAE J1939-21)

PDU protoegl data unit

PF PDU format (see SAE J1939-21)

PGN L parameter groupnumber{see SAE 193901
PS PDU specific: destination address or group extension (see SAE J1939-21)
USDT unacknowledged segmented data transfer
VIN vehicle identification number

5 Conventions

This document is based on the conventions used in ISO 14229-1 and the underlying OSI Service
Conventions (ISO/IEC 10731) as they apply for diagnostic services.

2 © IS0 2023 - All rights reserved
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These conventions specify the interactions between the service user and the service provider. The
information is passed between the service user and the service provider by the service primitives,
which can convey parameters.

6

Vehicle network architecture

Figure 2 shows a possible road train configuration.

.

T
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towing vehicle 0
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towed vehicle 2 (dolly)
towed vehicle 3

Figure 2 — Example of a passible road train configuration

Figiire 3 shows the vehicle network architecture. The external client 0.0 (external test ¢

con
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hects to the vehicle's diagnostic conneetor.

prised of, e.g. network(s) Figure 3, keys 4 and 5 with an internal client 0.0 and servers (0

bd on 1SO 11992-2 and Kigure 3, key 3 based on ISO 11992-3.

bway 1.0 of vehicleChconnects the in-vehicle network(s) (Figure 3, key a), which is (are)
.o, network(s) Figure 3, keys 4 and 5 with servers (1.1 to 1.B). It also connects vehig
bway 2.0 (3.05,4.0, 5.0) of vehicle 2 (3, 4, 5) with a logical communication link Figure 3, K
SO 11992-2-.and Figure 3, key 3 based on ISO 11992-3.

bquipment)

gateway 0.0 of vehicle 0 conhects the in-vehicle network(s) (Figure 3, key a), which is (are)

1to 0.A).It

connects vehicle 0 to thegateway 1.0 of vehicle 1 with a logical communication link Figiire 3, key 2

comprised
le 1 to the
ey 2 based
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Tables 1 ar
requireme

externgl diagnostic connection: ISO 11898 CAN, ISO 13400 Ethernet

92-2 messages on ISO 11992-1 communication link
92-3 messages on ISO 11992-1 communication link
92-2 messages on ISO 11992-1 communication link
92-3 messages on ISO 11992-1 communication lisik

Cle network(s): e.g. ISO 11992-2, ISO 11992-3,the ISO 17987 series, the ISO 20794 series, [SO/IEC
02.3, discrete connection.

Figure 3 — Logical'vehicle network architecture

stic communication addressing scheme is initiated from the client (external or internal
cal: point to point addressing) or multiple (functional: one to many addressing) servers.

mechanism specified in this document to synchronise multiple clients.

DSI-layer-rélated technical requirements overview

d 2 previde an overview about non OSI-layer-related technical requirements and associz
ht numibers.

) to

ted

Table

1 — Abstract service primitive interface-related technical requirements overview

ASP#.REQ#

Technical requirement title

0

Abstract service primitive interface (ASP) definition

0.1 ASP - A_Data.req, A_Data.ind, and A_Data.con service primitive interface
0.2 ASP - Abstract service primitive interface parameters

0.3 ASP - Applicable A_Data service interface parameters

0.4 ASP - Data type definitions

0.5 ASP - Mtype, message type

0.6 ASP - TAtype, target address type

0.7 ASP - AE, address extension

© IS0 2023 - All rights reserved
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Table 1 (continued)
ASP#.REQ# Technical requirement title
0.8 ASP - TA, target address
0.9 ASP - SA, source address
0.10 ASP - Length, length of PDU
0.11 ASP - PDU, protocol data unit
0.12 ASP - Result, result

Tabte2—Apptication-retated techmmical TeqUiTements Overview

APP#.REQ# |Technical requirement title
8 Application
8.1 APP - Data identifier (DID) definition
8.2 APP - DTC field definition
8.3 APP - DTC functional unit definition
8.4 APP - Negative response code (NRC)
8.5 APP - Communication profile (ComProfile)

8.1

The
ISO

Abstract service primitive interface (ASP) definition

ASP - A_Data.req, A_Data.ind, and A_Data.con service primitive interface

definitions in this document follow the abstract service primitive interface definif
14229-1 specification.

ion in the

RE

Q |O.1 ASP - A_Data.req, A_Data.ind,;and A_Data.con service primitive interface

Th
as

P A Data.req,A Data.ind,and A Datfia.con abstract service primitive interface shall be im
bpecified in 1SO 14229-1.

blemented

The
layg

service interface defines the'service and parameter mapping to the application and the
rs.

b Jlower OSI

Figlire 4 shows the a.Data.req (request), A pata.ind (indication) and 2 pata.con (comfirmation)

Ser

ice interface.
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Sender node

Receiver node

1 1
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: ]

Key
t time
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2 read bd

8.2 ASP

8.2.1 Ge

The abstra

neral

access point

ck from N-layer service provider

Figure 4 — A_Data.req, A_Data.ind, and A_Data.con'service interface

- Service interface parameters

ct service primitive interface parametefsare used by the management of the OSI-layers.

REQ 0.2

ASP -1S0 14229-1 service interface parameters

The servid

e primitive interface parameters shall be implemented as specified in SO 14229-1.

REQ 0.3

ASP - Applicable A.Data service interface parameters

The A_Dat

b abstract serviceprimitives shall use the service primitive parameters as specified in Table 3.

Table 3 — A_Data abstract service primitive parameters

ASP pargmeter .req | .ind | .con Description
A Mtype X X — |message type [RDiagMixAddr]: remote diagnostics mixed addrgss-
ing
A_AI[TAtype] X X X |targetaddress type [functional, physical]
A_AI[SA] X X X |source address
A_AI[TA] X X X |targetaddress
A AI[AE] X X X  |address extension
A Length X X — |length of PDU
A Data X X — |A_PDU data
A_Result — X X |result of service primitive interface execution
6
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8.2.2 ASP - Data type definitions

REQ |0.4 ASP - Data type definitions
The data types shall be in accordance to:

— Enum: 8-bit enumeration,
— Unsigned Byte: 8-bit unsigned numeric value,

— Unsigned Word: 16-bit unsigned numeric value,

. 2 22 i+ 3 = | H 1
Ull J_kjllcu J_lk)llkj- JoUIU uuolsucu ITUITICTIC v dIuT,
— | Byte Array: sequence of 8-bit aligned data,

— | Bit string: 8-bit binary coded.

8.2{3 ASP - Mtype, message type

REQ |0.5 ASP - Mtype, message type

The Mt ype parameter shall be of data type enum and shall be used to identify the message typeand range
of 3ddress information included in a service call.

Range: [RDiagMixAddr]

8.2/4 ASP - TAtype, target address type

REQ |0.6 ASP - TAtype, target address type

The Tatype parameter shall be of data type £ndm and shall be used to identify the target adfiress type
to e used with the request address.

Range: [physical, functional]

8.2/5 ASP - AE, address extension

REQ |0.7 ASP - AE, address extension

The aE parameter shall be ofdata type unsigned word and shall be used to extend the availaljle address
rar]ge for large networks:and to encode both, sending and receiving network layer entities of sul-networks
otHer than the localnetwork where the communication takes place. 2t is only part of the gddressing
infprmation if Mtype’is set to remote diagnostics (RDiagMixaddr).

Range: [0000,5>t0 FFFF, (]

8.216 _ASP - TA, target address

RE |ﬂ O ACD T A & 'y Al
|U-U AJx I, digtlduurctss

The T2 parameter shall be of data type unsigned word and shall contain the target address of the node.

Range: [0000,, to FFFF, 4]

8.2.7 ASP - SA, source address

REQ |0.9 ASP - SA, source address
The sa parameter shall be of data type unsigned word and shall contain the source address of the node.

Range: [0000,, to FFFF, /]

©1S0 2023 - All rights reserved 7
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8.2.8 ASP - Length, length of PDU

REQ [0.10 ASP - Length, length of PDU
The Length parameter shall be of data type unsigned Byte and shall contain the length of the PDU to
be transmitted/received.

Range: [00,, to FF,(]

8.2.9 ASP - PDU, protocol data unit

REQ |0.fTASP-PDU, protocol data unit

The ppu pgrameter shall be of data type Byte array and shall contain the message data (PDU)-content
of the reqyest or response message to be transmitted/received.

Range: [00,, to FF (]

8.2.10 ASP - Result, result

REQ |0.12 ASP - Result, result

The resullt parameter shall be of data type Bit string and shall contain the status relating to fhe
outcome df a service execution (request field and response field sequénce). If two or more errors pre
discovered at the same time, then the application layer entity shallLset'the appropriate error bit in the
Result pafameter.

Range: [OK Err AL Length,Err TL PCI Type,Err TL PCI SF DINValue,Err NL AddrFmt,Err DLL BY te]

The resultjox shall be issued to the service user when the service execution is successfully completed.
The ox shdll be issued to a service user on both the sender and receiver side.

The err_.[.. shall be issued to the service user wher an error is detected by a lower layer (provider).
The Err .| . shall be issued to the service user on®oth, the sender and receiver side.

9 Application

9.1 APP|- Addressing of requested information

The functi¢nal addressing by towed vehicles may be supported.

9.2 APP|- Data identifier (DID) definition

The diagngstic DID(s)/are used by the client to request information elements associated to the [DID
number.

REQ |8.] APP - Data identifier (DID) definition
A server/ETU on the 150 11992 network shall follow the DID(5) as specified in Table 4.

The definition of the DID is specified in ISO 14229-1.

Table 4 — Data Identifier (DID) definition

DID value Definition Cvt
F001,4 NetworkConfigurationData - BrakesAndRunningGearTrailerRemoteAddress M
F002, NetworkConfigurationData - GeneralPurposeTrailerRemoteAddress M
FOOF 4 Supported data identifiers M
F18Dy4 SupportedFunctionalUnits M
F190,4 VIN M

8 © IS0 2023 - All rights reserved
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Table 4 (continued)
DID value Definition Cvt
F19746 SystemNameOrEngineType M
9.3 APP - DTC field definition
The DTC field contains additional information related to a reported DTC.
REQ |8.2 APP - DTC field definition
A sprver/ECU on the ISO 11992 network shall follow the DTC field definition as specified in [lable 5.
Table 5 — DTC field definition
Field name Definition Cvt
DT{Severity This field contains severity information of a given DTC, as specified in ISO 14p29- | M
1.
DT(Class This field contains class information of a given DTC and_ shall be set to 0 000d,. M
DTCFunctionalUnit |This field contains the functional unit identifier of:a given DTC, as specified i M
Table 6.
DT{Formatldentifier |This field contains the ISO_11992-4_DTCFormat of a given DTC, as specified in M
[SO 14229-1.
DT{Record This field contains the base DTC numbeiin the DTCRecord [high byte, middl¢ M
byte], as specified in ISO 14229-1.
DT(Failure type This field contains the failure typeinformation of a given DTC in the DTCRecprd M
[low byte], as specified in ISO 14229-1.
StafusOfDTC This field contains the status-flags of a given DTC, as specified in ISO 14229-1. M
9.4 APP - DTC functional unit definition
Theg DTC functional unit provides information about the electronic system/device the regorted DTC
belgngs to.
REQ |8.3 APP - DTC functional unit definition
A sprver/ECU on the SO 11992 network shall follow the DTC functional unit as specified in [[able 6.
Table 6 — DTC functional unit definition
DTC functional unit name Functional unit identifier
Telgmaticss(GPS, GSM) 0046
Generalbraking 0146
AB b 021r
EBS 0346
Stability support 0444
Retarder 0546
Tyre 0646
Suspension 0746
Axle 08¢
Lift axle 0916
Steering axle 0A4q
General body application 0B46
Lights 0Cy6
©1S0 2023 - All rights reserved 9
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Table 6 (continued)
DTC functional unit name Functional unit identifier
Power take-off 0Dy4
Back-up assistance (rear obstacle detection, camera, etc.) 0E{4
Security 0F 4
Loading ramp application (lift, ramp control, etc.) 1044
Temperature control (cooler, heater) 1144
Temperature recorder 1246
Auxiliary ppwer unit 1346
Local (towing, towed) vehicle communication 1446
On-board diagnostic/data recorder 1544
Towing velicle power supply 163¢
Towed vehicle battery power supply 1746
Hitch (towgd vehicle coupling) 1844
Towing velicle to towed vehicle communication (ISO 11992) 1944
Reserved 2046 to FE{4
Manufactufer specific FF

9.5 APP|- Negative response code (NRC)

The diagndstic NRC(s) specifies the reason for a diagnostic seryvice request to be rejected by a serve

i

REQ |8.4 APP - Negative response code (NRC)

A server/HBCU on the ISO 11992 network shall follow the NRCs as specified in Table 7.

The NRCs gpecified in this document are a subset of the specification in ISO 14229-1. The definition

the NRCs ifp Table 7 are specified in ISO 1422941;

Table 7 — Negative response codes (NRC)

s of

NRC vallue Definition vt
1044 GeneralReject M
1144 ServiceNotSupported M
1244 SubFunctionNotSupported M
21,4 BusyRepeatRequest M
3144 RequestOutOfRange M
7844 RequestCorrectlyReceived-ResponsePending M

9.6 APP=C€Commumicatiomrprofite{€ComProfile)

REQ |8.5 APP - Communication profile (ComProfile)

The application(s) in the server/ECU utilizing the ISO 11992 network shall follow the application timing
parameters as specified in Table 8 and the parameter as specified in Table 9.

Table 8 — Application timing ComProfile parameters

Parameter Minimum value | Maximum value Definition
[ms] [ms]
tPZ_Server 0 50 see [SO 14229-2
Ntpy 0 200 see ISO 14229-2
10 © IS0 2023 - All rights reserved
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Table 8 (continued)
Parameter Minimum value | Maximum value Definition
[ms] [ms]
tpo client 250 - see [SO 14229-2
Epox server 0 5 000 see SO 14229-2
Epox client 5 200 - see SO 14229-2

Table 9 — Application message ComProfile parameter

Parameter Minimum | Maximum Definition
value value
Ca ppu_rength 01,6 FF6 application protocol data unit (message) length
10|0SI-layers-related technical requirements overview
Table 10 provides an overview about OSl-layers-related technical requirements and |associated
reqpirement numbers.
Table 10 — OSI-layers-related technical requiréments overview

OS§1#.REQ# Technical requirement title
7 Application layer
7.1 AL - UDSonCAN-specific requirements
7.2 AL - No UDSonCAN-specific requirements
7.3 AL - Not supported requirement
7.6 AL - Applicable ReadDtcInformation service subFunctions
7.7 AL - Application layer commnrunication profile (ComProfile)
6 Presentation layer
--- No requirement statement in this document.
5 Session layer
5.1 SL - Service'primitive interface parameter definition
5.2 SL - S_Patareq, S_Data.ind, and S_Data.con service interface
5.3 SL ~Sérvice primitive interface AL to SL parameter mapping
5.4 Sk =/Session layer communication profile (ComProfile)
4 Transport layer
4.1 TL - USDT service primitive interface parameter definition
4.2 TL - T_Data.req, T_Data.ind, and T_Data.con service interface
4.3 TL - Service primitive interface SL to TL parameter mapping
4.4 Tt="Tramsportprotocot
4.5 TL - Transport layer communication profile (ComProfile)
3 Network layer
3.1 NL - Service primitive interface parameter definition
3.2 NL - N_Data.req, N_Data.ind, and N_Data.con service interface
3.3 NL - Service primitive interface TL to NL parameter mapping
3.4 NL - Network layer services
3.5 NL - Network layer communication profile (ComProfile)
3.6 NL - Diagnostic CAN identifier configuration
3.7 NL - Dynamic network address assignment — NL - address assignment of TTN_1 and TTN_3

© IS0 2023 - All rights reserved
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Table 10 (continued)
OSI#.REQ# Technical requirement title

3.8 NL - Dynamic network address assignment - NL - address assignment of TTN_2 and TTN_4

39 NL - Static network address assignment - NL - address assignment of gateway application,
IVN_1,and IVN_2

3.10 NL - Static network address assignment - NL - server address assignment of [IVN_1 and
IVN_2

3.11 NL - Network address translation - from GW TTN_1 to GW TTN_3 and GW TTN_2 to GW
TTN_4

3.12 NL - Network address translation - from GW TTN_1/TTN_2 to server on IVN_1/IVN_2

3.13 NL - Network address translation - server address mapping

3.14 NL - Network address translation - from GW IVN_1/IVN_2 to GW TTN_1/TTN 12

3.15 NL - Network address translation - from GW TTN_3 to GW TTN_1 and GW TTN_4 to GW
TTN_2

3.16 NL - Diagnostic communication port (DCP)

2 Data link layer

2.1 DL - Service primitive interface parameter definition

2.2 DL - L_Data.req, L_Data.ind, and L_Data.con service interfacé

2.3 DL - Service primitive interface NL to DL parameter mapping

2.4 DL - CAN data frame - extended frame format

2.5 DL - CAN data frame - CAN remote frame

2.6 DL - Data link layer communication profile (ComProfile)

1 Physical layer

1.1 PHY -1S0O 11992-1

11 Application layer

11.1 AL H

The purpo
applicable

Diagnostic services overview

5e of Table 11 is to refepenee I1SO 14229-1, 1SO 14229-2 and ISO 14229-3 services as they|are
for this document. Table*11 contains the applicable diagnostic services.

REQ |7.1| AL - UDSonCAN-specific requirements

Services t

specified in the referénced subclause number in accordance with Table 11 "Reference" column.

nat are markedv"UDSonCAN-specific requirements” (ISO 14229-3) shall be implemented as

REQ |[7.2

AL - No UDSonCAN-specific requirements

Services specified in Table 11 that are marked “No UDSonCAN-specific requirements” (ISO 14229-3)
shall follow ISO 14229-1, ISO 14229-2 and ISO 14229-3 with no additional restrictions.

REQ |7.3 AL - Not supported requirement

Services specified in Table 11 that are marked “Not supported” shall not be implemented.

12
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Functional unit Diagnostic service name Comment Reference
name

Diagnostic and DiagnosticSessionControl No UDSonCAN-specific requirements —

;?;?::;l:ri;a;tion ECUReset No UDSonCAN-specific requirements —
SecurityAccess No UDSonCAN-specific requirements —
CommunicationControl UDSonCAN-specific requirements see11.2
TesterPresent No UDSonCAN-specific requirements —
AUTEntication Notsupported —
SecuredDataTransmission No UDSonCAN-specific requirements —
ControlDTCSetting No UDSonCAN-specific requirements —
ResponseOnEvent Not supported —
LinkControl Not supported —

Data transmission |ReadDataByldentifier UDSonCAN-specific requirements see 11.3
ReadMemoryByAddress No UDSonCAN-specifi¢ requirements —
ReadScalingDataByldentifier No UDSonCAN-specific requirements —
ReadDataByPeriodicldentifier =~ |Not supported —
DynamicallyDefineDataldenti- |No UDSonCAN-=specific requirements —
fier
WriteDataByldentifier No UDSonCAN-specific requirements —
WriteMemoryByAddress NodJDSonCAN-specific requirements —

Stojred data trans- |ReadDTCInformation UDSonCAN-specific requirements see 11.4

migsion ClearDiagnosticInformation UDSonCAN-specific requirements —

Ingut/output InputOutputControlByldentifier |No UDSonCAN-specific requirements —

corjtrol

ReJnote activation | RoutineControl No UDSonCAN-specific requirements —

of joutine

Upload/download |RequestDownload No UDSonCAN-specific requirements —
RequestUpload No UDSonCAN-specific requirements —
TransferData No UDSonCAN-specific requirements —
ReguestTransferExit No UDSonCAN-specific requirements —
RequestFileTransfer No UDSonCAN-specific requirements —

11.2 AL - CommunicationControl

Thg CommunicationControl service is used to enable/disable normal communication on the hetwork.

REQ <] 7.4 AL - CommunicationControl

The disabling of normal communication on the ISO 11992-2 network during normal operating condi-
tions, e.g. driving, between towing and towed vehicles shall not be permitted.

11.3 AL - ReadDataByldentifier

The ReadDataByldentifier service is used to retrieve static and dynamic data for diagnostic purposes.

REQ |7.5 AL - ReadDataByldentifier

The number of dataldentifiers (DIDs) in a ReadDataByldentifier request message shall be limited to
one DID.

©IS
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11.4 AL - ReadDtcInformation

11.4.1 AL - General

The ReadDtcInformation service allows a client to read the status of the server’s resident DTC
information from any server or group of servers on a vehicle's network, as specified in [SO 14229-1.

11.4.2 AL - Applicable ReadDtcInformation service subFunctions

The ReadDtcInformation service supports the following subFunctions.

REQ |7.6 AL - Applicable ReadDtcInformation service subFunctions

Each clienf and server shall support the ReadDtcInformation service with the following subFunctidns,
as specifidd in ISO 14229-1:

— retrieje the number of DTCs matching a client-defined severity mask:
reporf{Type = reportNumberOfDTCBySeverityMaskRecord;

— retrieje the list of DTCs matching a client-defined severity mask record:
reporfType = reportDTCBySeverityMaskRecord;

— retrieye the severity information for a client-defined DTC:
repor{Type = reportSeveritylnformationOfDTC.

Other subHunctions, as specified in ISO 14229-1, can be supported:

11.5 AL - Application layer communication profile (ComProfile)

REQ |7.7 AL - Application layer communication profile (ComProfile)

The applidation layer in the server/ECU utilizing the ISO 11992 network shall follow the applicatfion
layer timifg parameters as specified in Table 12.

Table 12 — Applicationlayer timing ComProfile parameters

Parametier Definition Minimum value | Maximum valfie
ms ms
tPZfServer see ISO 14’229'2 O 5 200

12 Pres¢ntation layer

The preserftation lager specification is not in the scope of this document.

13 Sessipnlayer

13.1 SL - Service primitive interface parameter definition

REQ | 5.1 SL - Service primitive interface parameter definition
The SL service primitive interface parameters shall follow ISO 14229-2.

13.2 SL - S_Data.req, S_Data.ind, and S_Data.con service interface

REQ | 5.2 SL - S_Data.req, S_Data.ind, and S_Data.con service interface
The s pata.req, S Data.ind,and s Data.con service interface shall follow ISO 14229-2.

14 © IS0 2023 - All rights reserved
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13.3 SL - Service primitive interface AL to SL parameter mapping

REQ |5.3 SL - Service primitive interface AL to SL parameter mapping

The parameter mapping of the service primitive interface shall be implemented as specified in Table 13.

Table 13 — Service primitive interface AL to SL parameter mapping

Service primitive interface AL parameter

Service primitive interface SL parameter

A Mtype [RDiagMixAddr]

S Mtype [RDiagMixAddr]

ST I~ N : 1]a
= Ty

DAL I N : 113
T rey et PRy

FeorTT

A TAtype#6[functionall?

+ g Easacroy

S_TAtype#6[functional]}

A_AI[SA] s_AI[sa]b
A AI[TA] S_AI[TALS
A AI[AE] s _AI A&y
A Datal ] S_Datal |
A Length S, Length
A Result S Result

a  |See definition in ISO 15765-5.
b |See Table A.1.

¢ |See Table A.1 and Table A.2.

d  [See Table A.3 and Table A.4.

13.4 SL - Session layer communication profile (ComProfile)

REQ | 5.4 SL - Session layer communicationprofile (ComProfile)

The session layer in the server/ECU utilizing the ISO 11992 network shall follow the session layer timing
parameters as specified in Table 14 and\the parameter as specified in Table 9.

Table 14 — SesSsion layer timing ComProfile parameters

Parameter Definition Minimum value | Maximum value
[ms] [Ims]
s3] server see [S0,14229-2: all non-default sessions 0 5[ 200

14| Transportlayer

141 TL <USDT service primitive interface parameter definition

REQ“"4.1 TL - USDT service primitive interface parameter definition

The service primitive interface parameters shall follow ISO 15765-5.

14.2 TL - T_Data.req, T_Data.ind, and T_Data.con service interface

This document supports the service interface definition as specified in ISO 15765-5.

REQ |4.2 TL - T_Data.req, T_Data.ind, and T_Data.con service interface

TheT Data.req, T Data.ind,and T Data.con service interface implementation shall follow ISO 15765-5.

© IS0 2023 - All rights reserved
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14.3 TL - Service primitive interface SL to TL parameter mapping

REQ |4.3 TL - Service primitive interface SL to TL parameter mapping
The parameter mapping of the service primitive interface shall be implemented as specified in Table 15.

Table 15 — Service primitive interface SL to TL parameter mapping

Service primitive interface SL parameter Service primitive interface TL parameter
S Mtype [RDiagMixAddr] T Ptype [RDiagMixAddr]

S:TA* petStphyeiecat]d T:TA"jy 45fphradieat]d
S_TAtype#6[functionall? T TAtype#6[functionall?
S_AI[SA] T AI[SA]P
S AI[TA] T AI[TA]C
S_AI[AE] T AI(AE]d
S Datal ] T Datal ]

S Length T Length
S Result T Resylt

a  See defipition in ISO 15765-5.
b See Table A.1.

¢ SeeTable A.1 and Table A.2.
d  See Table A.3 and Table A.4.

14.4 TL -{Transport protocol

REQ |4.4 TL - Transport protocol
The transport protocol shall follow ISO 15765-2.

14.5 TL -{Transport layer communication profile (ComProfile)

The transgort layer communication profile specifies the parameter values of the transport protocql as
specified ip ISO 15765-2.

REQ |4.E TL - Transport layer communication profile (ComProfile)
The transport layer commuanication profile shall follow the specification in Table 16.

The parameters specifiedin Table 16 follow ISO 15765-2.

Table 16 — Transport layer ComProfile parameters

Name Value range Description
Csr L 0,,t0 064, single segment data length parameter value range
Crr DL 7,6 t0 FF ¢ first segment data length parameter value range
Cas 1,,t0 0F ¢ BlockSize, number of segments until next FlowControl

15 Network layer

15.1 NL - Service primitive interface parameter definition

This document specifies the implementation of the network layer of the ISO 15765 DoCAN series and
therefore, the service primitive parameter implementation follows the ISO 15765-5 specification.
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REQ |3.1 NL - Service primitive interface parameter definition
The service primitive interface parameters shall follow ISO 15765-5.

15.2 NL - N_Data.req, N_Data.ind, and N_Data.con service interface

This document follows the service interface definition as specified in ISO 15765-5.

REQ |3.2 NL - N_Data.req, N_Data.ind, and N_Data.con service interface
TheN Data.reqN Data.ind,andN_Data.con service interface implementation shall follow ISO 15765-5.

15.8 NL - Service primitive interface TL to NL parameter mapping

REQ |3.3 NL - Service primitive interface TL to NL parameter mapping
The parameter mapping of the service primitive interface shall be implementedas‘specified in Table 17.

Table 17 — Service primitive interface TL to NL parametér mapping

Service primitive interface SL parameter
N(Ptype [RDiagMixAddr]

Service primitive interface TL parameter
T Ptype[RDiagMixAddr]

T TAtype#5[physicall]? N_TAtype#5[physicall?

T TAtype#6[functionall]? N TAtype#6[functional]?

T AI[SA] N_AI[SA]D
T AI[TA] N _AT[TA]C
T AI[AE] N AT[AE]d
T Datal ] N Datal ]
T Length N Length
T Result N Result

2 |See definition in ISO 15765-5.
b |See Table A.1.

¢ |See Table A.1 and Table A.2.

d  [See Table A.3 and Table A.4.

15.4 NL - Network-layer services

REQ |3.4 NL -Network layer services
Th¢ networkdayer services shall follow ISO 15765-5.

15.5 NL*- Network layer communication profile (ComProfile)

The network Tayer communication profile specifies the parameter values of the network Iayer services
as specified in ISO 15765-2.

REQ |3.5 NL - Network layer communication profile (ComProfile)

The network layer communication profile shall follow the specification in Table 18.

The parameters specified in Table 18 follow ISO 15765-2.

Table 18 — Network layer ComProfile parameters

Name Value Description

0000, FlowStatus continues to send

Crs crs
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Table 18 (continued)
Name Value Description
Crs wr 0001, FlowStatus wait
Crs_overflow 0010, FlowStatus overflow
Crc_wrT max O0R4 FlowControl wait frame transmission maximum value

Table 19 specifies the network layer timing ComProfile parameters.

Table 19 — Network layer timing ComProfile parameters

Name Timeout value | Performance value Description
ms ms

CsTmin 0A,,t0 7F — segment SeparationTime in ms

tep v as 1 000 L Time for transmission of the CAN segment (any
N_PDU) on the sender side

tep w ar 1 000 L Time for transmission of the CAN segment (any
N_PDU) on the receiver sidé

tep N Bs 1 000 — Time until reception of the‘next FlowControl N_PDU

tep N Br N/A see ISO 15765-2 Time until transmission of the next FlowControl
N_PDU

tep v cs N/A see ISO 15765-2 Time until trafismiission of the next Consecutive-
Frame N_PDU.

tep w cr 1 000 — Time until\weception of the next ConsecutiveFranje
N_PDU

15.6 NL 4 Diagnostic CAN identifier configuration

This requit

of ISO 11992-2, ISO 11992-3 communication based on SAE J1939-21 and ISO 11992-4-based diagno

communic
defined ne

ement specifies the diagnostic CAN identifier configuration for simultaneous communicagion

htion utilizing the 1SO 14229-3~UDSonCAN A_PDUs implementation on the ISO 15765-2
fwork layer.

REQ |[3.6

NL - Diagnostic CAN identifier configuration

The netwa
the illustr

rk layer diagnostic CAN identifier configuration shall be according to SAE J1939-21 and follow
ation in Figure 5 with the following parameter settings:

P =111,

EDP = set valueas specified in ISO 15765-2;

DP = sef alue as specified in ISO 15765-2;

PF =gset value for functional or physical addressing as specified in ISO 15765-2;
DA =N AI[TA];

SA =N AL[SAl,

N _PDU[1] =N _AI[AE];

Figure 5 ill

18

ustrates the diagnostic CAN identifier configuration.
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MSb 29 bit CAN identifier bit position LSb data field byte position
bit/byte position |28 26 25 24 23 16 15 87 0 1 2 3 4 5 6 7 8
pou| P |EDP|DP| PF DA SA AE datafield
number of bits 3 1 1 8 8 8 8 i 8 i 8 i 8 i 8 i 8 i 8 i 8
1 i I N I O Y J
value [ 111, [CD,, CE, | [ N_AI[TA] ][ N_AI[SA] | [ N_AI[AE] | A_PDU |
L J
Y
| N_PDU |

15.

15.

All
imp
ort

Figlire 6 shows gateways 0.0 to 5.0 of the towing and towed vehicles with [VNs.

B

T

Key

Figure 5 — Diagnostic CAN identifier configuration

7 NL - Dynamic network address assignment

7.1 NL - General

lementation. The gateway either performs an N_PDU routing to the’towed/towing vehic
b/from an in-vehicle network (IVN) with connected server(s).

Gateway 0.0 Gateway 1.0 Gateway 5.0
1 3 1 /3 /1
n;,l ----- 20, C8,f----- - ----- €O, CO,ygb---- mli_ 3}------ m;,u ----- A8, A8 |-
N7 - - (BB, €9, - - (ffNaF (N - - fo1,, oCl, | - - R - - (- - {no, a9,
5 T 6 5 1 6 r5 Tt

ISO 11992-3 equipment other.than brakes and running gear and ISO 11992-4 (this document
communication

ISO 11992-3 equipment other than brakes and running gear and ISO 11992-4 (this document
communication

in-vehicle network 1: e.g. 1ISO 11992-2, ISO 11992-3, the ISO 17987 series, the ISO 20794 series, IS
8802.3, diserete connection

in-vehiclenetwork 2: e.g. 1ISO 11992-2, ISO 11992-3, the ISO 17987 series, the ISO 20794 series, IS
8802.3,\discrete connection

bateways (0.0 to 5.0) of the towing and towed vehicles have the same.address-based N_PDU routing

le gateway

3

----{TTN_3

4

— —|TTN_4

ISO 11992-2 brakes and running gear equipment and ISO 11992-4 (this document) diagnostic colpmunication

) diagnostic

ISO 11992-2 brakes and.running gear equipment and ISO 11992-4 (this document) diagnostic cojpmunication

diagnostic
0/IEC/IEEE

0/IEC/IEEE

'S |l 1 s | Y'Y £,
U J:. UV IICLWUI N ITILCT IAalTOo

s ra Lad
X lsul C U uau:vva_y

15.7.2 NL - Address assignment of TTN_1 and TTN_3

The following requirements specify the dynamic address assignment of the TTN_1/TTN_3.

RE

Q |3.7 NL - Dynamic network address assignment - NL - Address assignment of TTN_1 and

TTN_3

The dynamic network address assignment of TTN_1 and TTN_3 (see Figure 6 keys 1 and 3) shall follow
the specification in ISO 11992-2:2023, 8.3 and 8.4.

©IS
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Table A.1 and Table A.2 specify the towing and towed vehicle network connected gateway physical and

functional address values.

15.7.3 NL

- Address assignment of TTN_2 and TTN_4

The following requirements specify the dynamic address assignment of the TTN_2/TTN_4.

REQ

3.8 NL - Dynamic network address assignment - NL - Address assignment of TTN_2 and
TTN_4

The dynamic network address assignment of TTN_2 and TTN_4 (see Figure 6 keys 2 and 4) shall follow

the specification in ISO 11992-3:2021, 7.3 and 7.4.

Table A.3 [and Table A.4 specify the in-vehicle network connected server(s)/ECU(s) physical pnd

functional pddresses.

15.8 NL - Static network address assignment

15.8.1 NL- General

The gatewhys (0.0 to 5.0) of the towing and towed vehicles have IVNs and/or discrete connections to

server(s)/HCU(s). In case an application is installed in the gateway, it cam’be Teached with a fixed address

assignment. The in-vehicle network(s) or alternative connections arenot in scope of this document

15.8.2 NL- Address assignment of gateway application, IVN.1, and IVN_2

The followjing requirement specifies the static address assighment of the gateway application, [V[N_1

and IVN_2

REQ [3.9 NL - Static network address assignment - NL - Address assignment of gateway appli-
cation, IVN_1, and IVN_2

The static pddress assignment of the gateway.application, IVN_1 and IVN_2 shall follow the specificatiion

of addresses of IVN_1 and IVN2 (see Figure.6, keys 5 and 6) in A.2.

15.8.3 NL- Server address assignment of IVN_1 and IVN_2

The serverfaddress assignment 6f]JVN_1 and I[VN_2 or discrete connections depends on the architectpiral

design of the towing and towedwehicles.

REQ [3.10 NL - Stationetwork address assignment - NL - Server address assignment of IVN_1
and IVN_2

The addrefs assignivient of the server(s) connected to the gateway 0.0 to 5.0 shall be the responsibility

of the vehicle manufacturer.

The Server QI‘]I’]I‘DCC Y'J“gﬂ ﬁle £ 'LT"LT‘l may ]‘\D C]’\'Jl"ﬂf‘ llhiqllﬂ]}] }'\nfurnnn 'IY\ ‘Yﬂl‘\if‘]ﬂ Y\Df‘l\h’\l‘]f Serl\L ’rs/

ECUs.

Annex A specifies the towing and towed vehicle network connected server/ECU physical and functional

addresses.

15.9 NL - Gateway N_PDU routing

15.9.1 NL - General

The gateway 0.0 to gateway 5.0 (see Figure 7) of the towing and towed vehicles support the same N

PDU routing between

TTN_1

20

to TTN_3 and vice versa,
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TTN_2 to TTN_4 and vice versa,

TTN_1 to gateway application and vice versa,
TTN_2 to gateway application and vice versa,
TTN_1to IVN_1 or IVN_2 and vice versa, and
TTN_2 to IVN_1 or IVN_2 and vice versa.

Figure 7 shows the typical network configuration of a road train utilizing ISO 11992-1 communication

lin

S

Ex

ternal External

client 0.0 client 0.1
' 1
: 7 '::/ Gateway 0.0 3 1 Gateway 1.0 3 1 Gateyvay 5.0
I :" 2016 2016 @ “““““““ mNL_]- C816 C816 ﬁ%‘ ———————— {/[ ———————— ﬁﬁ A8 6 A816 -
! APP 0.0 APP 1.0 APP 5.0
[ 00,, 4 2 00, 4 2 00,
Lo BB, BB, M- - - - - | OO [} - - (O - — - T A% | A9 |- -
01, 02,, 01,, 02, 01,, 02,
IVN_1] [IVN_2 IVN_1] [IVN_2 IVN_1 ]| TIVN_2
T T T
i 6 i 6 I b 6
Sy S iy I
Server | | Server Server Server Server | | Server
0.1 0.127 11 1121 5.1 5.127
to to to {0 to to
0.124 | | 0.239 1124 | (1239 5124 | | 5.239
Key
1 |ISO 11992-2 brakes and running gear equipment and ISO 11992-4 (this document) diagnostic commmunication
2 |ISO 11992-3 equipment other than brakes and¢running gear and ISO 11992-4 (this document) diagnostic
communication
3 |ISO 11992-2 brakes and running gear equipment and ISO 11992-4 (this document) diagnostic compmunication
4 |ISO 11992-3 equipment other than brakés and running gear and ISO 11992-4 diagnostic communjcation
5 |in-vehicle network 1: e.g. ISO 119922, ISO 11992-3, the ISO 17987 series, the ISO 20794 series, [JO/IEC/IEEE
8802.3, discrete connection
6 |in-vehicle network 2: e.g. ISO 11992-2, ISO 11992-3, the ISO 17987 series, the ISO 20794 series, [IJO/IEC/IEEE
8802.3, discrete connection
[SO 11898-1 or ISO ¥3400-3 connection to external client 0.0: e.g. diagnostic test equipment
ISO 11898-1 or 1SO+13400-3 connection to external client 0.1: e.g. diagnostic test equipment
NOTE1 Ifexternal client 0.0 is connected then external client 0.1 is disconnected and vice versa.
NOTE 2  Hexadecimal values in this figure represent address information.

Figure 7 — Road train network configuration

15.9.2 NL - Network address translation

The network address translation (NAT) rules of gateway 0.0 to gateway 5.0 are specified in the
following requirements. The physical connection of an in-vehicle network connected server(s) is out of
scope of this document.

Figure 8 shows a diagnostic request and response message routing example from the external client 0.0
to the server 2.1 connected to gateway 1.0.

© IS0 2023 - All rights reserved
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Figure 9 sh
Figure 8.

22

External client 0.0 Gateway 0.0 Gateway 1.0 Gateway 2.0
a b
AN AN y
FA | 20, | NAT |20, | C8,, | NAT |C8, CO,, | NAT |CO,, //
f/ e/ 01,, U
A
d c
N W
A
0A,,
Server 1.1

The gxternal client 0.0, e.g. test equipment, sends a diagnostic request message to the gateway 0,0:

The gateway 0.0 compares its own address with the target address of the diagnostic request message. Bec
there|is no match the gateway 0.0 forwards the diagnostic request message to the gateway 40.

The gateway 1.0 compares its own address with the target address of the diagnostic requést message. Bec
there|is a match the gateway forwards the diagnostic request message to the server 1.1.

The derver 1.1 processes the diagnostic request message and as a result transmits a diagnostic resp
messpge to the gateway 1.0 with the address extension of the external client 0.0«

The gateway 1.0 compares its own address with the target address of the diagnostic response mess
Becatise there is a match the gateway 1.0 forwards the diagnostic responSe message to the gateway 0.0.

The gateway 0.0 compares its own address with the target address of the diagnostic response mess
Becaiise there is no match the gateway 0.0 forwards the diagnostic rfesponse message to the external c
0.0.

Figure 8 — Network routing example

huse

huse

nse

age.

age.
ient

ows the diagnostic request and response routing example across several networks basedl on
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1SO 11898/1SO 13400 network (DoCAN/DolP) 1SO 11992-2/-3 network
External client 0.0 Gateway 0.0
(DoCAN/DolP) (TTN_1, TTN_3)
(TTN_2, TTN_4)
FA,, 20,
' N_AI[SA] =FA,, i
diagnostic . N_AI[TA]=C8, E N_AI[SA] =FA,,
request message l N_AI[AE] = 0A, % N_AI[TA]=C8
. > = 16
addressing : ( N_AI[AE] = 0A,,
s e
diagnostic ! e
€Sponse Message o N_AI[SA] = C8
addressing N_AI[SA] = C8,, : N_AI[TA] =FA,,
| NAI[TA] =FA,, 5 N_AI[AE] = 0A,
' N_AI[AE] = 0A,, 0

;\\

a See REQ 3.11 NL - Network address translation - From GW TTN %t(QW TTN_3 and GW TTN_2 t¢ GW TTN_4.

b See REQ 3.12 NL - Network address translation - From GW /TTN_2 to server on IVN_1/IYN_2.
¢ See REQ 3.13 NL - Network address translation - Server % ss mapping.

d See REQ 3.14 NL - Network address translation - From‘QW IVN_1/IVN_2 to GW TTN_1/TTN_2.
e See REQ 3.15 NL - Network address translation — F{?@GW TTN_3to GW TTN_1 and GW TTN_4 t¢ GW TTN_2.

Figure 9 — Diagnostic reques&@ld response message routing example

xO
REQ [3.11 NL - Network address tr@ﬁlation - From GW TTN_1 to GW TTN_3 and GW|TTN_2 to
GW TTN_4 o
The gateway 0.0 to 5.0 shall perform message routing from TTN_1 to TTN_3 and TTN_2 tp TTN_4 if
the target address of the recei message on TTN_1/TTN_2~ a1[Ta] does not match its own source

address. The following ma g and network address translation shall be performed:
N Htype = RDiagMixA ’

N _Jatype = physi@ iagnostic request message

IF [(TTN 1/2 (NQL TA])) # (GW TTN_1/2(SA)) THEN

TTN 3/ @Y:I[SA] = TTN 1/2(N_AT[SA]);

TTkvé(N_AI [TA] = TTN 1/2(N_AT[TA]);

) 3/4 (N_AT[AE]

TTN_1/2(N_AI[AE]).

REQ [3.12 NL - Network address translation - From GW TTN_1/TTN_2 to server on IVN_1/
IVN_2
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N Ptype =

IF (TTN_ 1/

The gateway 0.0 to 5.0 shall perform message routing from TTN_1/TTN_2 to the IVN_1/IVN_2 if the
target address of the received message on TTN_1/TTN_2 n a1 [T2a] matches its own source address.
The following mapping and network address translation shall be performed:

RDiagMixAddr,

N _TAtype = physical; diagnostic request message

2(N_AI[TA])) = (GW TTN_1/2(SA)) THEN

IF (TTN 1/2 (N AI[AE]) = 00;,) THEN

SEND N PDU to GW internal APP;

IF (TTN 1/2 (N AI[AE]) < 80;,) THEN

IVN| 1 (N AI[SA]) = 01,
ELSE IVN 2 (N AI[SA]) = 02;
IVN 1/p (N _AI[TA]) = TTN 1/2 (N _AI[AE]);
IVN 1/p (N AI[AE]) = TTN 1/2 (N _AI[SA]).

REQ |3.] 3 NL - Network address translation - Server address mapping

N Ptype =
N TAtype F
IVN 1/2 (N

IVN 1/2 (N

IVN 1/2 (N

The servef on [IVN_1/IVN_2 or GW-internal application shall perform address mapping as follows:

RDiagMixAddr;

physical; diagnostic response message

ATI[SA] = IVN 1/2(N_AI[TA],
AI[TA] = IVN 1/2(N_AI[SA];
AI[AE] = IVN 1/2(N_AI[AE].

REQ |3.] 4 NL - Network address translation - From GW IVN_1/IVN_2 to GW TTN_1/TTN_2

N Ptype +H
N TAtype F
TTN 1/TTN

TTN _1/TTN

TTN_1/TTN

The serverjon IVN_1/IVN_2 or GW-internalapplication shall perform message routing from I[IVN_1/IVIN_2
to the TTN_1/TTN_2 if the target address of the received message on IVN_1/IVN_2n AT[TA) matcﬂ:es
its own source address of IVN_1/IVNZ2. The following mapping and network address translation s

be perforred:

RDiagMixAddr,

physical; diagnostic response message

2(N_AI[SA] = GW TTN_1/TIN_ 2 own address;
2 (N ATTTA] = IVN 1/2(N AI[AE];
22(NNAT[AE] = IVN 1/2 (N _AI[SA].

all

GW

REQ |3.15NL - Network address translation - From GW TTN_3 to GW TTN_1 and GW TTN_4 to

TTN_2

24
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