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Foreword

ISO (the

International Organization for Standardization) and IEC (the International

1:2007(E)

Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC

tec
and
tec

Intg

nnical committees collaborate in fields of mutual interest. Other international organizations, ,go
non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of
nnology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

rnational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, P4

vernmental
nformation

rt 2.

The main task of the joint technical committee is to prepare International Standards. Draft Ipternational

Sta
an

In 4
of ¢

Teq
the
be

Att¢ntion is drawn to the possibility that some of the elements of this document may be the subje

ndards adopted by the joint technical committee are circulated to national hodies for voting. Pu
nternational Standard requires approval by at least 75 % of the national hodies casting a vote.

xceptional circumstances, the joint technical committee may propose the publication of a Techr
ne of the following types:

type 1, when the required support cannot be obtained far the publication of an Internationa
despite repeated efforts;
future but not immediate possibility of an agreementon an International Standard;

type 3, when the joint technical committee has collected data of a different kind from that which
published as an International Standard (“state of the art”, for example).

hnical Reports of types 1 and 2 are;subject to review within three years of publication, to deci
y can be transformed into International Standards. Technical Reports of type 3 do not necessa
reviewed until the data they provide are considered to be no longer valid or useful.

blication as

ical Report

| Standard,

type 2, when the subject is still under technical deyelopment or where for any other reason there is the

is normally

de whether
rily have to

ct of patent

Committee
vironments

hnology —
library:

rights. ISO and IEC shall not'be held responsible for identifying any or all such patent rights.
ISQ/IEC TR 24731-1( which is a Technical Report of type 2, was prepared by Joint Technical
ISQ/IEC JTC 1, Infoermation technology, Subcommittee SC 22, Programming languages, their erl
and system softwarée interfaces.

ISQ/IEC 247%31 consists of the following part, under the general title Information teg
Prdgramming languages, their environments and system software interfaces — Extensions to the (
— LPart1- Boundsch terfa Technical-Report]

Jeinay in
TH wigTera
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Introduction

Traditionally, the C library has contained many functions that trust the programmer to
provide output character arrays big enough to hold the result being produced. Not only

do these

informatig
error-free
that lead t

A commo
practical

strings, de
structures
a chance t

functions not check that the arrays are big enough, they frequently lack the
n needed to perform such checks. While it is possible to write safe, robust, and
code using the existing library, the library tends to promote programming styles
b mysterious failures if a result is too big for the provided array.

h programming style is to declare character arrays large enough to handle'\most
ases. However, if these arrays are not large enough to handle the ‘resulting
ta can be written past the end of the array overwriting other data<and program
The program never gets any indication that a problem exists, and so never has
p recover or to fail gracefully.

Worse, this style of programming has compromised the security~of computers and

networks.
permissio

If the pr
functions,
functions,

This Tech
more secy
the intend
the end of

This Tech
code: fung
by the fun
change if

Buffer overflows can often be exploited to run ‘rbitrary code with the
1s of the vulnerable (defective) program.

pgrammer writes runtime checks to verify{deéngths before calling library
then those runtime checks frequently duplicate work done inside the library
which discover string lengths as a side effect of doing their job.

hical Report provides alternative functions for the C library that promote safer,

re programming. The functions verify that output buffers are large enough for
ed result and return a failure indicator if they are not. Data is never written past
an array. All string results arenull terminated.

nical Report also addresses another problem that complicates writing robust
tions that are not re-entrant because they return pointers to static objects owned
ction. Such functiens can be troublesome since a previously returned result can
he function is ealled again, perhaps by another thread.

Vi
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Information technology — Programming languages, their
environments and system software interfaces —
Extensions to the C library —

Parnt 1:
Bounds-checking interfaces

1.

This [Technical Report specifies a series of extensions of the programming language C,
speciffied by International Standard ISO/IEC 9899:1999. These extensions can be useful
in th¢ mitigation of security vulnerabilities in programs, and consiSt of a new predefined
macrp, and new functions, macros, and types declared or defined in existing standard
headgrs.

| o)

bcope

Interpational Standard ISO/IEC 9899:1999 provides important context and specification
for this Technical Report. Clauses 3 and 4 of this Technical Report are to be read as if
they vere merged into Clauses 3 and 4 of ISO/IEC.9899:1999. Clause 5 of this Technical
Repart is to be read as if it were merged into Subclause 6.10.8 of ISO/IEC 9899:1999.
Clauge 6 of this Technical Report is to bectead as if it were merged into the parallel
strucfure of named Subclauses of Clause«7 of ISO/IEC 9899:1999. Statements made in
ISO/IEC 9899:1999, whether about th€ language or library, apply to this Technical
Repart unless a corresponding section of this Technical Report states otherwise. In
parti¢ular, Subclause 7.1.4 ("Usetef library functions") of ISO/IEC 9899:1999 applies to
this Technical Report.

2. Normative references

The [following réferenced documents are indispensable for the application of this
document. Fordated references, only the edition cited applies. For undated references,
the 1dtest edition of the referenced document (including any amendments) applies.

ISO/IEE€ 9899:1999, Programming languages — C

ISO/TEC 9899:1999/Cor.1:2001, Programming languages — C — Technical Corrigendum 1
ISO/TEC 9899:1999/Cor.2:2004, Programming languages — C — Technical Corrigendum 2

ISO 31-11:1992, Quantities and units — Part 11: Mathematical signs and symbols for
use in the physical sciences and technology

ISO/IEC 2382-1:1993, Information technology — Vocabulary — Part 1: Fundamental
terms

©ISO/IEC 2007 — All rights reserved 1
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3. Terms, definitions, and symbols

For the purposes of this document, the terms and definitions given in ISO/IEC 9899:1999,
ISO/IEC 2382-1, and the following apply. Other terms are defined where they appear in
italic type. Mathematical symbols not defined in this Technical Report are to be

M 4 ] 1. 4 A faVFa ek 11
Interpreted-accoramg to 150> 1T=11-

3.1

runtime-constraint
requifement on a program when calling a library function

NOTH 1 Despite the similar terms, a runtime-constraint is not a kind of constrainf)ds defined by
ISO/MEEC 9899:1999, Subclause 3.8, and need not be diagnosed at translation time.

NOTH 2 Implementations verify that the runtime-constraints for a library function are not violated by the
progrdm. See Subclause 6.1.4.

4. Conformance

If a {'shall” or *“shall not” requirement that appears oftside of a constraint or runtime-
constraint is violated, the behavior is undefined.

5. Predefined macro names

The following macro name is conditionally, defined by the implementation:

S’DC_LIB_EXT1__ The integér constant 200509L, intended to indicate

conformance to thisTechnical Report."

1)

The intention is that this will remain an integer constant of type long int that is increased with
each revision of this Technical Report.

O©ISO/IEC 2007 — All rights reserved
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6. Library

6.1 Introduction
6.1.1 Standard headers

The functions, macros, and types declared or defined in Clause 6 and its subclauses are
not declared or defined by their respective headers if _ _STDC_WANT_LIB_EXT1_()is
defingd as a macro which expands to the integer constant 0 at the point in the source file
wherg the appropriate header is included.

The functions, macros, and types declared or defined in Clause 6 and its subclauses are
declared and defined by their respective headers if __STDC_WANT LIB_EXT1__ is
defingd as a macro which expands to the integer constant 1 at the point in the source file
wherp the appropriate header is included.?

It is implementation-defined whether the functions, macros, and types declared or defined
in Clause 6 and its subclauses are declared or defined by ‘their respective headers if

SI’DC_WANT_LIB_EXT1_ _ is not defined as a mécro at the point in the source file

wherp the appropriate header is included.”

Withjn a preprocessing translation unit, _ ¢STDC_WANT_LIB_EXT1 shall be

defingd identically for all inclusions .6f any headers from Clause 6. If

SI’DC_WANT_LIB_EXT1__ is defined differently for any such inclusion, the

implg¢mentation shall issue a diagnostic. @s if a preprocessor error directive was used.

2)

3)

Future revisions of this Technical Report may define meanings for other values of
__STDC_WANT LIB EXT1_ _.

Subclause 7.1.3 of ISO/IEC 9899:1999 reserves certain names and patterns of names that an
implementation may use in headers. All other names are not reserved, and a conforming
implementation may not use them. While some of the names defined in Clause 6 and its subclauses
are reserved, others are not. If an unreserved name is defined in a header when
_ _STDC_WANT_ LIB_EXT1_ _ is not defined, then the implementation is not conforming.

O©ISO/IEC 2007 — All rights reserved 3
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6.1.2 Reserved identifiers

Each macro name in any of the following subclauses is reserved for use as specified if it
is defined by any of its associated headers when included; unless explicitly stated
otherwise (see ISO/IEC 9899:1999 Subclause 7.1.4).

All identifiers with external linkage in any of the following subclauses are reserved for
use as identifiers with external linkage if any of them are used by the program. None of
them|are reserved if none of them are used.

Each|identifier with file scope listed in any of the following subclauses is reserved for use

as a

macro name and as an identifier with file scope in the same name space if it is

defingd by any of its associated headers when included.

6.1.3 Use of errno

An itpplementation may set errno for the functions defined in(this Technical Report, but
is not required to.

6.1.4 Runtime-constraint violations

Most] functions in this Technical Report includevas part of their specification a list of
runtifne-constraints. These runtime-constraints are requirements on the program using
the liprary.¥

Impl¢mentations shall verify that the runtime-constraints for a function are not violated
by tHe program. If a runtime-constraint is violated, the implementation shall call the
curreptly registered runtime-constraint handler (see set_constraint_handler_s
in <gtdlib.h>). Multiple tuntime-constraint violations in the same call to a library
functjion result in only one.call to the runtime-constraint handler. It is unspecified which
one qaf the multiple runtime-constraint violations cause the handler to be called.

If thg runtime-constraints section for a function states an action to be performed when a
runtime-constraifit* violation occurs, the function shall perform the action before calling
the rpntime-Constraint handler. If the runtime-constraints section lists actions that are

the fynction both before calling the handler and after the handler returns.

prohlbited when a runtime-constraint violation occurs, then such actions are prohibited to

The runtime-constraint handler might not return. If the handler does return, the library
function whose runtime-constraint was violated shall return some indication of failure as
given by the returns section in the function’s specification.

4)

Although runtime-constraints replace many cases of undefined behavior from International Standard
ISO/IEC 9899:1999, undefined behavior still exists in this Technical Report. Implementations are free
to detect any case of undefined behavior and treat it as a runtime-constraint violation by calling the
runtime-constraint handler. This license comes directly from the definition of undefined behavior.

O©ISO/IEC 2007 — All rights reserved
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6.2 Errors <errno.h>
The header <errno.h> defines a type.
The type is

errno_t

which is type int.”

5) As a matter of programming style, errno_t may be used as the type of something that deals only
with the values that might be found in errno. For example, a function which returns the value of

errno might be declared as having the return type errno_t.

O©ISO/IEC 2007 — All rights reserved 5
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6.3 Common definitions <stddef .h>

The header <stddef .h> defines a type.

The type is

whic

_rsize t

1 is the type size_t.%

6) See the description of the RSIZE_MAX macro in <stdint.h>.

O©ISO/IEC 2007 — All rights reserved
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6.4 Integer types <stdint.h>

The header <stdint .h> defines a macro.

The macro is

whic
rsij;
great

— RSIZE MAX

h expands to a value” of type size_t. Functions that have parameters of typé
ze_t consider it a runtime-constraint violation if the values of those parameters’are
er than RSIZE MAX.

Recommended practice

Extrd
incor
convs
objed
For t
progi
it is 1
objed
some
addrg
1S no

mely large object sizes are frequently a sign that an object’s size{Wwas calculated
rectly. For example, negative numbers appear as very large poSitive numbers when
erted to an unsigned type like size_t. Also, some implementations do not support
ts as large as the maximum value that can be represented by type size_t.

hose reasons, it is sometimes beneficial to restrict the-fange of object sizes to detect
amming errors. For implementations targeting machines with large address spaces,
ecommended that RSIZE_MAX be defined as(the smaller of the size of the largest
t supported or (SIZE_MAX >> 1), even.if this limit is smaller than the size of
legitimate, but very large, objects. Implementations targeting machines with small
ss spaces may wish to define RSIZExMAX as SIZE_MAX, which means that there
object size that is considered a runtime-constraint violation.

7) The macro RSIZE_MAX need not expand to a constant expression.

O©ISO/IEC 2007 — All rights reserved 7
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6.5

Input/output <stdio.h>

The header <stdio.h> defines several macros and two types.

The macros are

whic

—L_tmpnam s

n expands to an integer constant expression that is the size needed for an array of

char large enough to hold a temporary file name string generated by the tmpnam) s
function;

whic
file n

TMP_MAX S

h expands to an integer constant expression that is the maximum number of unique
pmes that can be generated by the tmpnam_s function.

The types are

whic

whic

errno_t
n is type int; and
rsize t

n is the type size_t.

6.5.1 Operations on files

Syn

6.5.1.1 The tmpfile_s function

psis

#define @ STDC.WANT LIB EXT1 1
#include <stdio.h>
errno_t tmpfile s(FILE * restrict * restrict streamptr);

Runtime-constraints

streamptr shall not be a null pointer.

If thgre is-aruntime-constraint violation, tmpfile_s does not attempt to create a file.

Desc

. .
1fion

lll LIVUIX

The tmpfile_s function creates a temporary binary file that is different from any other
existing file and that will automatically be removed when it is closed or at program
termination. If the program terminates abnormally, whether an open temporary file is
removed is implementation-defined. The file is opened for update with "wb+" mode

with

the meaning that mode has in the fopen_s function (including the mode’s effect

on exclusive access and file permissions).

O©ISO/IEC 2007 — All rights reserved
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If the file was created successfully, then the pointer to FILE pointed to by streamptr
will be set to the pointer to the object controlling the opened file. Otherwise, the pointer
to FILE pointed to by streamptr will be set to a null pointer.

Recommended practice

It should be possible to open at least TMP_MAX S temporary files during the lifetime of
the program (this limit may be shared with tmpnam_s) and there should be no limit.6n
the npmber simultaneously open other than this limit and any limit on the number ofiop€n
files (FOPEN_MAX).

Retulrns

The tmp£file_s function returns zero if it created the file. If it did nOt.create the file or
there|was a runtime-constraint violation, tmpfile s returns a non-zero value.

6.5.1.2 The tmpnam_s function
Synopsis

#define @ STDC WANT LIB EXT1 1
#include <stdio.h>
errno_t tmpnam s(char *s, rsize t maxsize);

Runtime-constraints

s shall not be a null pointer. maxsize shall be less than or equal to RSIZE_ MAX.
maxsize shall be greater than the length of the generated file name string.

Description

The tmpnam_s functioh, generates a string that is a valid file name and that is not the
same| as the name of an existing file.®’ The function is potentially capable of generating
TMP |MAX S different strings, but any or all of them may already be in use by existing
files and thus not'be suitable return values. The lengths of these strings shall be less than
the value of'the I, _tmpnam_ s macro.

The tmpnam_s function generates a different string each time it is called.

8) Files created using strings generated by the tmpnam_s function are temporary only in the sense that
their names should not collide with those generated by conventional naming rules for the
implementation. It is still necessary to use the remove function to remove such files when their use
is ended, and before program termination. Implementations should take care in choosing the patterns
used for names returned by tmpnam_s. For example, making a thread id part of the names avoids the
race condition and possible conflict when multiple programs run simultaneously by the same user
generate the same temporary file names.

O©ISO/IEC 2007 — All rights reserved 9
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It is assumed that s points to an array of at least maxsize characters. This array will be
set to generated string, as specified below.

The implementation shall behave as if no library function except tmpnam calls the

tmpnam_s function.

Rec

9)

mmended pracﬁop

After]
progi
a fild
shoul
of th
rathe

a program obtains a file name using the tmpnam_s function and before thé
am creates a file with that name, the possibility exists that someone else may create

with that same name. To avoid this race condition, the tmpfile_ s function
d be used instead of tmpnam_s when possible. One situation that requires the use
e tmpnam_s function is when the program needs to create a temporary directory
I than a temporary file.

Retujrns

If no

suitable string can be generated, or if there is a runtime-constraint violation, the

tmpnam_s function writes a null character to s [0] (only«f's is not null and maxsize

is gre

Othe
returl

Envi

The Y

6.5.2
6.5.2

ater than zero) and returns a non-zero value.

'wise, the tmpnam_s function writes the string+in the array pointed to by s and
1S ZETo.

ronmental limits

ralue of the macro TMP_MAX_S shdll be at least 25.

) File access functions

.1 The fopen_s function

Synopsis

#define | )STDC WANT LIB EXT1 1

#include <stdio.h>

errno)'t fopen_s(FILE * restrict * restrict streamptr,
const char * restrict filename,
const char * restrict mode);

Runtime-constraints

None of streamptr, filename, or mode shall be a null pointer.

9) An implementation may have tmpnam call tmpnam_ s (perhaps so there is only one naming
convention for temporary files), but this is not required.

10

O©ISO/IEC 2007 — All rights reserved
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If there is a runtime-constraint violation, fopen_s does not attempt to open a file.
Furthermore, if streamptr is not a null pointer, fopen_s sets *streamptr to the
null pointer.

Desc

The

The
with

uw
ua

uwb
uab

uw+
ua+

ription

fopen_s function opens the file whose name is the string pointed to by

filIlname, and associates a stream with it.

ode string shall be as described for £open, with the addition that modes starting
the character “w’ or a’ may be preceded by the character u’, see below:

truncate to zero length or create text file for writing, default permissions
append; open or create text file for writing at end-of-file/défault permissions
truncate to zero length or create binary file for writing{ default permissions
append; open or create binary file for writing at end~of-file, default
permissions

truncate to zero length or create text file for apdate, default permissions
append; open or create text file for update, writing at end-of-file, default
permissions

uw+l or uwb+ truncate to zero length or create binary file for update, default

permissions

ua+lp or uab+ append; open or create binary file for update, writing at end-of-file,

To th
shall
creat
unde
users
of th
syste

If the
will 1
to FI1

default permissions

e extent that the underlying syst€m supports the concepts, files opened for writing
be opened with exclusive.(also known as non-shared) access. If the file is being
pd, and the first character-of the mode string is not “u’, to the extent that the
[lying system supports ‘it, the file shall have a file permission that prevents other
on the system from:accessing the file. If the file is being created and first character
e mode string (s, u’, then by the time the file has been closed, it shall have the
m default file\access permissions.lo)

file was opened successfully, then the pointer to FILE pointed to by streamptr
pe set to the pointer to the object controlling the opened file. Otherwise, the pointer
LE pointed to by streamptr will be set to a null pointer.

Retu

rns

The fopen_s function returns zero if it opened the file. If it did not open the file or if

there

was a runtime-constraint violation, fopen_ s returns a non-zero value.

10) These are the same permissions that the file would have been created with by f£open.
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6.5.2.2 The freopen_s function

Synopsis

#define @ STDC WANT LIB EXT1 1
#include <stdio.h>

Runt
Nongd

If the
asso(
not a

Desc

The

const char * restrict filename,
const char * restrict mode,
FILE * restrict stream);

ime-constraints

of newstreamptr, mode, and stream shall be a null pointer.

re is a runtime-constraint violation, £reopen_s neither attempts to close any file
iated with stream nor attempts to open a file. Furthermore,if newstreamptr is
null pointer, fopen_s sets *newstreamptr to the null pointer.

ription

freopen_s function opens the file whose~name is the string pointed to by

filename and associates the stream pointed:to by stream with it. The mode

argu
on ex
If £i

the s
the s

nent has the same meaning as in the fopen;”s function (including the mode’s effect
clusive access and file permissions).

lename is a null pointer, the £reopen_s function attempts to change the mode of
ream to that specified by mode, as if the name of the file currently associated with
tream had been used. It is implementation-defined which changes of mode are

per

itted (if any), and under whdt circumstances.

The freopen_s functien first attempts to close any file that is associated with stream.

Faily|
clear

If th

e to close the fileis'ignored. The error and end-of-file indicators for the stream are
ed.

e file was> opened successfully, then the pointer to FILE pointed to by

newstreamptr will be set to the value of stream. Otherwise, the pointer to FILE

point

£d t0 by newstreamptxr will be set to a null pointer.

errno_t treopen s (FILE * restrict * restrict newstreamptr

y

Returns

The £reopen_s function returns zero if it opened the file. If it did not open the file or

there

12

was a runtime-constraint violation, £reopen_ s returns a non-zero value.
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6.5.3 Formatted input/output functions

Unless explicitly stated otherwise, if the execution of a function described in this
subclause causes copying to take place between objects that overlap, the objects take on
unspecified values.

6.5.3.1 The fprint£f s function

Synopsis

#define __STDC_WANT LIB EXT1 _ 1

#include <stdio.h>

int fprintf s(FILE * restrict stream,
const char * restrict format, ...);

Runtime-constraints

NeitHer stream nor format shall be a null pointer. The'%n specifier' (modified or
not by flags, field width, or precision) shall not appear’ in the string pointed to by

fo
null

at. Any argument to fprintf_s corresponding to a %s specifier shall not be a
ointer.

If thdre is a runtime-constraint Violation,lz) the.fprintf_s function does not attempt to
prodiice further output, and it is unspecified<to what extent £print£f_s produced output
before discovering the runtime-constraint-violation.

Description

The fprintf_s function is'equivalent to the £printf function except for the explicit
runtijne-constraints listed above.

Retujrns

fprintf s'function returns the number of characters transmitted, or a negative

valug if an output error, encoding error, or runtime-constraint violation occurred.

11

12)

It is not a runtime-constraint violation for the characters %n to appear in sequence in the string pointed
at by format when those characters are not a interpreted as a %n specifier. For example, if the entire
format string was %%n.

Because an implementation may treat any undefined behavior as a runtime-constraint violation, an
implementation may treat any unsupported specifiers in the string pointed to by format as a runtime-
constraint violation.
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6.5.3.2 The £scanf s function
Synopsis

#define @ STDC WANT LIB EXT1 1
#include <stdio.h>

int fscanf s(FILE * restrict stream,
const char * restrict format, ...):

Runtime-constraints

Neither stream nor format shall be a null pointer. Any argument indirected though in
ordei] to store converted input shall not be a null pointer.

If thgre is a runtime-constraint Violation,l3) the £scanf_s function deésnot attempt to
perform further input, and it is unspecified to what extent £scanf~ s performed input
before discovering the runtime-constraint violation.

Description

The £scanf_s function is equivalent to £scanf except that the ¢, s, and [ conversion
speciffiers apply to a pair of arguments (unless assignment suppression is indicated by a

*).

A

[he first of these arguments is the samevas for £scanf. That argument is

immgediately followed in the argument list by-the second argument, which has type
rsize_t and gives the number of elements in the array pointed to by the first argument
of th¢ pair. If the first argument points toa'scalar object, it is considered to be an array of
one dlement.'¥

A mdtching failure occurs if the number of elements in a receiving object is insufficient to
hold the converted input (including any trailing null character).

13)

14)

14

Because an implementation may treat any undefined behavior as a runtime-constraint violation, an
implementatienimay treat any unsupported specifiers in the string pointed to by format as a runtime-
donstraint(viglation.

If the(format is known at translation time, an implementation may issue a diagnostic for any argument
yseduto store the result from a e, s, or [ conversion specifier if that argument is not followed by an

argument of a type compatible with rsize_t. A limited amount of checking may be done if even if
the format is not known at translation time. For example, an implementation may issue a diagnostic
for each argument after format that has of type pointer to one of char, signed char,
unsigned char, or void that is not followed by an argument of a type compatible with
rsize_t. The diagnostic could warn that unless the pointer is being used with a conversion specifier
using the hh length modifier, a length argument must follow the pointer argument. Another useful
diagnostic could flag any non-pointer argument following format that did not have a type
compatible with rsize_t.
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Returns

The £scanf_s function returns the value of the macro EOF if an input failure occurs
before any conversion or if there is a runtime-constraint violation. Otherwise, the
fscanf_s function returns the number of input items assigned, which can be fewer than
provided for, or even zero, in the event of an early matching failure.

EXAMPLE 1 The call:

#define _ _STDC_WANT LIB_EXT1_ _ 1

#include <stdio.h>

/* ... */

int n, i; float x; char name[50];

n = fscanf_s(stdin, "%d%f%s", &i, &x, name, (rsize_t) 50);
with the input line:

25 54.32E-1 thompson

will dssign to n the value 3, to i the value 25, to x the value 5.4327~dand to name the sequence
thompson\0.

EXAMPLE 2 The call:

#define __STDC_WANT_LIB_EXT1 _ 1
#include <stdio.h>

/1* ... */

int n; char s[5];

n = fscanf s(stdin, "%s", s, sizeof s);

with the input line:
hello

will agsign to n the value 0 since a matching failure occurred because the sequence hello\0 requires an
array ¢f six characters to store it.

6.5.3.3 The printf s function
Synopsis

#define\'' STDC_WANT LIB EXT1 _ 1

#include <stdio.h>
int-printf s(const char * restrict format, ...);

Runtimeé-constraints

format shall not be a null pointer. The %n specifier'® (modified or not by flags, field
width, or precision) shall not appear in the string pointed to by format. Any argument
to print£_s corresponding to a %s specifier shall not be a null pointer.

15) It is not a runtime-constraint violation for the characters %n to appear in sequence in the string pointed
at by format when those characters are not a interpreted as a %n specifier. For example, if the entire
format string was %%n.
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If there is a runtime-constraint violation, the print£_s function does not attempt to
produce further output, and it is unspecified to what extent print£f_s produced output
before discovering the runtime-constraint violation.

Description

The printf_s function is equivalent to the print£ function except for the explicit
runtime-constraints listed above.

Retujrns

The printf_s function returns the number of characters transmitted, or.a negative
valug if an output error, encoding error, or runtime-constraint violation oceurred.

6.5.3.4 The scanf s function
Synopsis

#define @ STDC WANT LIB EXT1 1
#include <stdio.h>
int scanf s(const char * restrict format, ...):

Runtime-constraints

format shall not be a null pointer. Any argument indirected though in order to store
converted input shall not be a null pointer,

If there is a runtime-constraint violation, the scanf_s function does not attempt to
perform further input, and it is unspecified to what extent scanf_s performed input
before discovering the runtime-conistraint violation.

Description

The |scanf_s function is equivalent to f£scanf_s with the argument stdin
interposed before the arguments to scanf_s.

Retujrns

cdanf_s function returns the value of the macro EOF if an input failure occurs
befo . . . L .  tiom e
scanf_s function returns the number of input items assigned, which can be fewer than
provided for, or even zero, in the event of an early matching failure.
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6.5.3.5 The snprintf_s function

Synopsis

#define @ STDC WANT LIB EXT1 1
#include <stdio.h>

int snprintf s (char * restrict s, rsize_t n,
const char * restrict format, ...):

Runtime-constraints

Neither s nor format shall be a null pointer. n shall neither equal zero nor,be, greater

than
preci

RSIZE MAX. The %n speciﬁer16) (modified or not by flags, field. width, or
sion) shall not appear in the string pointed to by format. Any '‘argument to

snprintf_s corresponding to a %s specifier shall not be a null pointer. No encoding

€rror

shall occur.

If thgre is a runtime-constraint violation, then if s is not a null pointer and n is greater

than

zero and less than RSIZE_ MAX, then the snprint£ “s-function sets s [0] to the

null ¢haracter.

Desc

The
expli

ription

snprintf_s function is equivalent to_ the snprintf function except for the
Cit runtime-constraints listed above.

The snprintf_s function, unlike sprint£f_s, will truncate the result to fit within the
array| pointed to by s.

Ret
The

ns

nprintf s function returns the number of characters that would have been

writtgn had n been sufficiently large, not counting the terminating null character, or a
negafive value if 4_runtime-constraint violation occurred. Thus, the null-terminated
outpyt has been ‘completely written if and only if the returned value is nonnegative and
less than n.

16) It is not a runtime-constraint violation for the characters %n to appear in sequence in the string pointed

at by format when those characters are not a interpreted as a %n specifier. For example, if the entire

format string was %%n.
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6.5.3.6 The sprintf s function

Synopsis

#define @ STDC WANT LIB EXT1 1
#include <stdio.h>

int sprintf¥ s(char * restrict s, rsize t n,
const char * restrict format, ...):

Runtime-constraints

Neither s nor format shall be a null pointer. n shall neither equal zero nor,be, greater

than

RSIZE_MAX. The number of characters (including the trailing null) required for the

resulf to be written to the array pointed to by s shall not be greater than n. The %n
specifier'” (modified or not by flags, field width, or precision) shall‘not appear in the
string pointed to by format. Any argument to sprintf_s corresponding to a %s
specifier shall not be a null pointer. No encoding error shall occur:

If thgre is a runtime-constraint violation, then if s is not a hull pointer and n is greater

than zero and less than RSIZE_MAX, then the sprintf) s function sets s[0] to the
null ¢haracter.

Description

The [sprintf_s function is equivalent.fo the sprintf function except for the

pararpeter n and the explicit runtime-constraints listed above.

The

eprintf_s function, unlike snprintf_s, treats a result too big for the array

pointed to by s as a runtime-constraint violation.

Retulrns

If no|runtime-constraintviolation occurred, the sprintf s function returns the number
of characters writtén)in the array, not counting the terminating null character. If an
encogling error .Occurred, sprintf_s returns a negative value. If any other runtime-
constraint viglation occurred, sprint£_s returns zero.

17)

18

It is not a runtime-constraint violation for the characters %n to appear in sequence in the string pointed
at by format when those characters are not a interpreted as a %n specifier. For example, if the entire
format string was %%n.
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6.5.3.7 The sscanf s function

Synopsis

##define _ _STDC_WANT LIB_EXT1 _ 1

#include <stdio.h>

int sscanf_s(const char * restrict s,

const char * restrict format, ...);

Runtime-constraints
Neither s nor format shall be a null pointer. Any argument indirected though-in order
to stqre converted input shall not be a null pointer.
If th¢re is a runtime-constraint violation, the sscanf_s function do€s not attempt to
perform further input, and it is unspecified to what extent sscanf~ s performed input
before discovering the runtime-constraint violation.
Description

The sscanf_s function is equivalent to £scanf_s, €xcept that input is obtained from

a stri
string
takes

hg (specified by the argument s) rather than from.a stream. Reaching the end of the
r is equivalent to encountering end-of-file for.the £scanf_s function. If copying
place between objects that overlap, the objects take on unspecified values.

RetuLns
The sscanf_s function returns the value of the macro EOF if an input failure occurs

befor]
ssc
provi

6.5.3

e any conversion or if there is a runtime-constraint violation. Otherwise, the
nf_s function returns thé-number of input items assigned, which can be fewer than
ed for, or even zero, in-the event of an early matching failure.

.8 The vEprintf s function

Synojpsis

#define @ STDC WANT LIB EXT1 1
#include <stdarg.h>

#include <stdio.h>

int vifprintf s(FILE * restrict stream,
const char * restrict format,
va_list arg);
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Runtime-constraints

Neither stream nor format shall be a null pointer. The %n specifier'® (modified or
not by flags, field width, or precision) shall not appear in the string pointed to by
format. Any argument to vEprint£_s corresponding to a %s specifier shall not be a

null pointer.

If thgre is a runtime-constraint violation, the vEprint£_s function does not attempt té
prodyice further output, and it is unspecified to what extent vEprintf_s produced
output before discovering the runtime-constraint violation.

Description

The wfprintf_ s function is equivalent to the vEprintf functioniexcept for the
explifit runtime-constraints listed above.

Retujrns

The yfprintf_s function returns the number of characters transmitted, or a negative
valug if an output error, encoding error, or runtime-constraint violation occurred.

6.5.3.9 The vEscanf s function
Synopsis

#define __STDC_WANT LIB\EXT1 _ 1

#include <stdarg.h>

#include <stdio.h>

int vfscanf s(FILE * restrict stream,
const char\* restrict format,
va_list arg);

Runtime-constraints

Neither stream hor format shall be a null pointer. Any argument indirected though in
order| to store cenverted input shall not be a null pointer.

If thgre is-a tuntime-constraint violation, the vEscanf_s function does not attempt to
perform/further input, and it is unspecified to what extent vEscanf_s performed input

before discovering the runtime-constraint violation.

18) It is not a runtime-constraint violation for the characters %n to appear in sequence in the string pointed
at by format when those characters are not a interpreted as a %n specifier. For example, if the entire
format string was %%n.
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Description

The vEscanf_s function is equivalent to £scanf_s, with the variable argument list
replaced by arg, which shall have been initialized by the va_start macro (and
possibly subsequent va_arg calls). The vEscanf_s function does not invoke the
va_end macro 19)

Retuirns

The yE£scanf_s function returns the value of the macro EOF if an input failure occurs
before any conversion or if there is a runtime-constraint violation. Otherwise, the
vEs¢anf_ s function returns the number of input items assigned, which can'be fewer
than provided for, or even zero, in the event of an early matching failure.

6.5.3.10 The vprintf s function
Synojpsis

#define @ STDC WANT LIB EXT1 1

#include <stdarg.h>

#include <stdio.h>

int vprintf s(const char * restrict format,
va_list arg);

Runtime-constraints

format shall not be a null pointer. Thé %n specifier’” (modified or not by flags, field
width, or precision) shall not appear)in the string pointed to by format. Any argument
to vgrintf_s corresponding fo.a %s specifier shall not be a null pointer.

If thgre is a runtime-constraint violation, the vprint£_s function does not attempt to
prodyice further output,.and it is unspecified to what extent vprintf_s produced output
before discovering thé. runtime-constraint violation.

Description

The yprintf_s function is equivalent to the vprint£ function except for the explicit
runtijne-constraints listed above.

19) As the functions vfprintf_ s, vfscanf s, vprintf_ s, vscanf_ s, vsnprintf_ s,
vsprintf_ s, and vsscanf_s invoke the va_arg macro, the value of arg after the return is
indeterminate.

20) Itis not a runtime-constraint violation for the characters %n to appear in sequence in the string pointed
at by format when those characters are not a interpreted as a %n specifier. For example, if the entire
format string was %%n.
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Returns

The vprintf_s function returns the number of characters transmitted, or a negative
value if an output error, encoding error, or runtime-constraint violation occurred.

6.5.j.‘ﬂ_cﬂ'maﬂ'fjs fumnction
Synopsis

Runt

#define __STDC_WANT LIB EXT1 _ 1

#include <stdarg.h>

#include <stdio.h>

int vscanf_ s (const char * restrict format,
va_list arg);

ime-constraints

format shall not be a null pointer. Any argument indirected-though in order to store

CcOonvy

If thg
perfo
befor]

Desc

The
repla
possi
va_

prted input shall not be a null pointer.

bre is a runtime-constraint violation, the vscanf{s function does not attempt to
rm further input, and it is unspecified to what/eXtent vscanf_s performed input
e discovering the runtime-constraint violation:

ription
vscanf_s function is equivalent’to scanf_s, with the variable argument list
ced by arg, which shall haye been initialized by the va_start macro (and

ly subsequent va_arg <calls). The vscanf_s function does not invoke the
nd macro.?!

Retujrns

The 1
befor
vsc
provi

rscanf_s funetion returns the value of the macro EOF if an input failure occurs

e any comversion or if there is a runtime-constraint violation. Otherwise, the
nf_s function returns the number of input items assigned, which can be fewer than
eddor, or even zero, in the event of an early matching failure.

21) As the functions vfprintf s, vfscanf_s, vprintf_ s, vscanf_ s, vsnprintf_ s,

vsprintf_s, and vsscanf_s invoke the va_arg macro, the value of arg after the return is

indeterminate.

22
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6.5.3.12 The vsnprintf s function
Synopsis

#define @ _STDC WANT LIB EXT1 1
#include <stdarg.h>

— #iinclude <stdio.h>
int vsnprintf s(char * restrict s, rsize_t n,
const char * restrict format,
va_list arg);

Runtime-constraints

Neither s nor format shall be a null pointer. n shall neither equal zero nor be greater
than |[RSIZE_MAX. The %n speciﬁer22) (modified or not by flags,field width, or
precipion) shall not appear in the string pointed to by format:”Any argument to
vsnprintf_s corresponding to a %s specifier shall not be a pull*pointer. No encoding
error|shall occur.

If thgre is a runtime-constraint violation, then if s is not‘@ null pointer and n is greater
than gero and less than RSIZE MAX, then the vsnpxintf s function sets s[0] to the
null ¢haracter.

Description

The ysnprintf_s function is equivalént to the vsnprintf function except for the
explifit runtime-constraints listed above.

The vysnprint£_s function, unlike vsprintf_s, will truncate the result to fit within
the afray pointed to by s.

Retulrns

The prsnprintf (g)function returns the number of characters that would have been
writtgn had n been sufficiently large, not counting the terminating null character, or a
negafive valge,if a runtime-constraint violation occurred. Thus, the null-terminated
outpuyt has“been completely written if and only if the returned value is nonnegative and
less than n.

22) Tt is not a runtime-constraint violation for the characters %n to appear in sequence in the string pointed
at by format when those characters are not a interpreted as a %n specifier. For example, if the entire
format string was %%n.
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6.5.3.13 The vsprintf_ s function

Synopsis

#define @ _STDC WANT LIB EXT1 1
#include <stdarg.h>

— #iinclude <stdio.h>

int vsprintf s(char * restrict s, rsize_ t n,
const char * restrict format,
va_list arg);

Runtime-constraints

Neither s nor format shall be a null pointer. n shall neither equal zero nor be greater

than

RSIZE_MAX. The number of characters (including the trailing null) required for the

resulf to be written to the array pointed to by s shall not be greater than n. The %n
specilﬁer23) (modified or not by flags, field width, or precisiom),shall not appear in the
string pointed to by format. Any argument to vsprintf s corresponding to a %s
specifier shall not be a null pointer. No encoding error shalloccur.

If thgre is a runtime-constraint violation, then if s is’nhot a null pointer and n is greater

than gero and less than RSIZE_ MAX, then the vsprintf s function sets s [0] to the
null ¢haracter.

Description

The wsprintf_s function is equivalent to the vsprintf function except for the

pararpeter n and the explicit runtime-constraints listed above.

The

vsprintf_s function,unlike vsnprint£f_s, treats a result too big for the array

pointed to by s as a runtime-eonstraint violation.

Retulrns

If no runtime-constraint violation occurred, the wvsprintf s function returns the
number of characters written in the array, not counting the terminating null character. If
an ehcoding” error occurred, vsprintf_s returns a negative value. If any other
runtimé-constraint violation occurred, veprint£_s returns zero.

23)

24

It is not a runtime-constraint violation for the characters %n to appear in sequence in the string pointed
at by format when those characters are not a interpreted as a %n specifier. For example, if the entire
format string was %%n.
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6.5.3.14 The vsscanf_s function

Syno

Runt

Neith
to std

If thg
perfo
befor

Desc

The 1
repla
possi
va_

psis

#define @ _STDC WANT LIB EXT1 1
#include <stdarg.h>

— #include <stdio.h>

int vsscanf_ s (const char * restrict s,
const char * restrict format,
va_list arg);

ime-constraints

er s nor format shall be a null pointer. Any argument indirected-thotigh in order
re converted input shall not be a null pointer.

re is a runtime-constraint violation, the vsscanf_s functiofi-does not attempt to
rm further input, and it is unspecified to what extent vsscanf_s performed input
e discovering the runtime-constraint violation.

ription
rsscanf_s function is equivalent to sscanf_s, with the variable argument list
ced by arg, which shall have been initialized by the va_start macro (and

ly subsequent va_arg calls). The:;¥sscanf_s function does not invoke the
nd macro.?

Retulrns

The {
befor]
vsc
provi

rsscanf_s function returns the value of the macro EOF if an input failure occurs

e any conversion or, if’ there is a runtime-constraint violation. Otherwise, the
nf_s function returns the number of input items assigned, which can be fewer than
ed for, or even-zero, in the event of an early matching failure.

24) As the functions vfprintf_ s, vEfscanf_ s, vprintf_ s, vscanf_ s, vsnprintf_ s,

vsprintf_ s, and vsscanf_s invoke the va_arg macro, the value of arg after the return is

indeterminate.
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6.5.4 Character input/output functions

6.5.4.1 The gets_s function

Synopsis

#define STDC WANT LIB EXT1 1

#include <stdio.h>

char *gets_s(char *s, rsize_t n);
Runtime-constraints
s shpll not be a null pointer. n shall neither be equal to zero nor be gfeater than
RSIZE_MAX. A new-line character, end-of-file, or read error shall occur within reading
n-1 characters from stdin.>

If the
are rq
read

Desc

re is a runtime-constraint violation, s [0] is set to the null character, and characters
bad and discarded from stdin until a new-line character is\read, or end-of-file or a
EITOI OCCUTS.

ription

The gets_s function reads at most one less than the number of characters specified by n

from
chardg
The
null ¢

If en
error
elem

the stream pointed to by stdin, into the€yarray pointed to by s. No additional
cters are read after a new-line characte(which is discarded) or after end-of-file.
liscarded new-line character does not count towards number of characters read. A
haracter is written immediately after the last character read into the array.

1-of-file is encountered and no_characters have been read into the array, or if a read
occurs during the operation; then s [0] is set to the null character, and the other
ents of s take unspecified, values.

Recammended practice

The

long
atten
using

Fgets function allows properly-written programs to safely process input lines too
to store im-the result array. In general this requires that callers of £gets pay
ion tQ the presence or absence of a new-line character in the result array. Consider
fgets (along with any needed processing based on new-line characters) instead of

gets \s’

25) The gets_s function, unlike gets, makes it a runtime-constraint violation for a line of input to

overflow the buffer to store it. Unlike £gets, gets_s maintains a one-to-one relationship between

input lines and successful calls to gets_s. Programs that use gets expect such a relationship.

26
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Returns

The gets_s function returns s if successful. If there was a runtime-constraint violation,
or if end-of-file is encountered and no characters have been read into the array, or if a
read error occurs during the operation, then a null pointer is returned.
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6.6 General utilities <stdlib.h>
The header <stdlib.h> defines three types.
The types are

errno_t

which is type int; and

rsize t

which is the type size_t; and
constraint handler t
which has the following definition

typedef void (*constraint_ handler_ t) (
const char * restrict msg,
void * restrict ptr,
errno_t error);

6.6.1 Runtime-constraint handling
6.6.1.1 The set_constraint handler s function

Synojpsis
#define @ STDC WANT LIB EXT1 1
#include <stdlib.h>»
constraint handlerxr t set constraint handler s(

constraint,handler t handler);

Description

The pet_constraint_handler_s function sets the runtime-constraint handler to
be handler. The runtime-constraint handler is the function to be called when a library
function detects a runtime-constraint violation. Only the most recent handler registered
with |[set ;constraint handler_ s is called when a runtime-constraint violation
occufs:

When the handler is called, it is passed the following arguments in the following order:
1. A pointer to a character string describing the runtime-constraint violation.
2. A null pointer or a pointer to an implementation defined object.

3. If the function calling the handler has a return type declared as errno_t, the
return value of the function is passed. Otherwise, a positive value of type
errno_t is passed.
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The implementation has a default constraint handler that is used if no calls to the
set constraint handler_ s function have been made. The behavior of the
default handler is implementation-defined, and it may cause the program to exit or abort.

If the handler argument to set_constraint_handler_s is a null pointer, the

implpmpnfaﬁnn default handler becomes-the current constraint handler.

RetlTns
The [set_constraint_handler_s function returns a pointer to the previously
regisfered handler.2)

6.6.1.2 The abort_handler s function

Synolpsis

#define __STDC_WANT LIB EXT1 _ 1
#include <stdlib.h>
void abort handler s(
const char * restrict msg,
void * restrict ptr,
errno_t error);

Description

A painter to the abort_handler\s function shall be a suitable argument to the
set |constraint handler_ s function.

The abort_handler_s function writes a message on the standard error stream in an
implg¢mentation-defined format. The message shall include the string pointed to by msg.
The abort_handler..s function then calls the abort function.?”

Retl.Ins
The abort (handler s function does not return to its caller.

26) If the previous handler was registered by calling set_constraint_handler_s with a null
pointer argument, a pointer to the implementation default handler is returned (not NULL).

27) Many implementations invoke a debugger when the abort function is called.
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6.6.1.3 The ignore_handler_s function
Synopsis

#define @ STDC WANT LIB EXT1 1
#include <stdlib.h>

void ignore_handler_ s (
const char * restrict msg,
void * restrict ptr,
errno_t error);

Description

A pqinter to the ignore_handler_s function shall be a suitable~argument to the
set|constraint_handler_ s function.

The 1gnore_handler_s function simply returns to its callef 2%

Retujrns

The 1gnore_handler_s function returns no value:

6.6.2 Communication with the environment
6.6.2.1 The getenv_s function
Synopsis

#define __STDC _WANT LIB EXT1 _ 1

#include <stdlib(h>

errno_t getenv.s(size_t * restrict len,
char * restrict wvalue, rsize t maxsize,
const char * restrict name);

Runtime-constraints

name shall not be a null pointer. maxsize shall neither equal zero nor be greater than

is not null), and the environment list is not searched.

28) If the runtime-constraint handler is set to the ignore_handler_s function, any library function in
which a runtime-constraint violation occurs will return to its caller. The caller can determine whether
a runtime-constraint violation occurred based on the library function’s specification (usually, the
library function returns a non-zero errno_t).
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Description

The getenv_s function searches an environment list, provided by the host environment,
for a string that matches the string pointed to by name.

If that name is found then getenv_s performs the following actions. If 1en is not a

null pointer, the length of the string associated with the matched list member 1S stored in
the inpteger pointed to by 1en. If the length of the associated string is less than maxsize;
then the associated string is copied to the array pointed to by value.

If thgt name is not found then getenv_s performs the following actions. If 1en’is not
a nul| pointer, zero is stored in the integer pointed to by 1len. If maxsize isgreater than
zero,|then value [0] is set to the null character.

The get of environment names and the method for altering the environment list are
impl¢mentation-defined.

Retulrns

The getenv_s function returns zero if the specified name is found and the associated
string was successfully stored in value. Otherwise, anon-zero value is returned.

6.6.3 Searching and sorting utilities

Thesg utilities make use of a comparison function to search or sort arrays of unspecified
type.| Where an argument declared as size_t nmemb specifies the length of the array
for a|function, if nmemb has the valuezero on a call to that function, then the comparison
function is not called, a searchi:finds no matching element, sorting performs no
rearrgngement, and the pointer to the array may be null.

The {mplementation shall -ensure that the second argument of the comparison function
(whep called from bsearch_s), or both arguments (when called from gsort_s), are
pointers to elements of the array.”” The first argument when called from bsearch_s
shallfequal key.

The ¢ompariSon function shall not alter the contents of either the array or search key. The
impl¢mentdtion may reorder elements of the array between calls to the comparison
function, but shall not otherwise alter the contents of any individual element.

When the same objects (consisting of size bytes, irrespective of their current positions
in the array) are passed more than once to the comparison function, the results shall be

29) That is, if the value passed is p, then the following expressions are always valid and nonzero:
((char *)p - (char *)base) % size ==
(char *)p >= (char *)base
(char *)p < (char *)base + nmemb * size
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consistent with one another. That is, for gsort_s they shall define a total ordering on
the array, and for bsearch_s the same object shall always compare the same way with
the key.

A sequence point occurs immediately before and immediately after each call to the

compatison—function—and also between—any call to the comparison—function—and-anyv
e — & ty any-—ca pa L & any

movgment of the objects passed as arguments to that call.

6.6.3.1 The bsearch_s function
Synopsis

#define __STDC WANT LIB EXT1 _ 1
#include <stdlib.h>
void *bsearch s (const void *key, const void *base,
rsize_t nmemb, rsize_ t size,
int (*compar) (const void *k, const wvoid *y,
void *context),
void *context);

Runtime-constraints

Neither nmemb nor size shall be greater thannRSIZE_MAX. If nmemb is not equal to
zero,|then none of key, base, or compar shall be a null pointer.

If there is a runtime-constraint violation;ithe bsearch_ s function does not search the
array|

Description

The bsearch_s function searches an array of nmemb objects, the initial element of
which is pointed to by base, for an element that matches the object pointed to by key.
The dize of each element of the array is specified by size.

The ¢omparison, function pointed to by compar is called with three arguments. The first
two point to(the key object and to an array element, in that order. The function shall
returh angsnteger less than, equal to, or greater than zero if the key object is considered,
respefctively, to be less than, to match, or to be greater than the array element. The array

shall consist of: all the elements that compare less than, all the elements that compare
equal to, and all the elements that compare greater than the key object, in that order.>”

30) In practice, this means that the entire array has been sorted according to the comparison function.
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The third argument to the comparison function is the context argument passed to

bsearch_s. The sole use of context by bsearch_s is to pass it to the comparison
31)

function.

Returns

The
pointer if no match is found or there is a runtime-constraint violation. If two elements
compare as equal, which element is matched is unspecified.

6.6.3.2 The gsort_s function

Synojpsis

#define @ STDC WANT LIB EXT1 1

#include <stdlib.h>

errno_t gsort_s(void *base, rsize t nmemb, rsize t size,
int (*compar) (const void *x, const void *y,

void *context),
void *context);

Runtime-constraints

Neither nmemb nor size shall be greater than-RSIZE_MAX. If nmemb is not equal to
zero,|then neither base nor compar shall be@null pointer.

If there is a runtime-constraint violation, the gsort_s function does not sort the array.

Description

The gsort_s function sorts.an;array of nmemb objects, the initial element of which is
pointed to by base. The size of each object is specified by size.

The fontents of the array are sorted into ascending order according to a comparison
function pointed to by’ compar, which is called with three arguments. The first two
point| to the objects.being compared. The function shall return an integer less than, equal
to, of greater-than zero if the first argument is considered to be respectively less than,
equal to, or-greater than the second. The third argument to the comparison function is the
context-argument passed to gsort_s. The sole use of context by gsort_s is to

t ta the comnaricon function 32)
ass
P t CoOmpPHSoR+HRcHOR-

TO—tIIC

If two elements compare as equal, their relative order in the resulting sorted array is
unspecified.

31) The context argument is for the use of the comparison function in performing its duties. For
example, it might specify a collating sequence used by the comparison function.

32) The context argument is for the use of the comparison function in performing its duties. For
example, it might specify a collating sequence used by the comparison function.
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Returns

The gsort_s function returns zero if there was no runtime-constraint violation.
Otherwise, a non-zero value is returned.

6.6.4 Multibyte/wide character conversion functions

The behavior of the multibyte character functions is affected by the LC_CTYPE category.
of the current locale. For a state-dependent encoding, each function is placed into’its
initia] conversion state by a call for which its character pointer argument, s, is a“null
pointer. Subsequent calls with s as other than a null pointer cause the internal ¢onversion
state [of the function to be altered as necessary. A call with s as a null pointer causes
these| functions to set the int pointed to by their status argument to adionzero value if

encoglings have state dependency, and zero otherwise.’” Changing the LC_CTYPE
category causes the conversion state of these functions to be indeterininate.

6.6.4.1 The wctomb_ s function

Synojpsis

#define @ STDC WANT LIB EXT1 _\1

#include <stdlib.h>

errno_t wctomb_s(int * restrict status,
char * restrict s,

rsize_ t smax,
wchar t wc);

Runtime-constraints

Let p denote the number- ©of bytes needed to represent the multibyte character
corresponding to the wide character given by we (including any shift sequences).

If s |[is not a null poinfer, then smax shall not be less than n, and smax shall not be
greatpr than RSIZE -MAX. If s is a null pointer, then smax shall equal zero.

If thgre is a panitime-constraint violation, wetomb_s does not modify the int pointed to
by skatus;and if s is not a null pointer, no more than smax elements in the array
pointed’to-by s will be accessed.

Description

The wetomb_s function determines n and stores the multibyte character representation
of we in the array whose first element is pointed to by s (if s is not a null pointer). The
number of characters stored never exceeds MB_CUR_MAX or smax. If we is a null wide

33) If the locale employs special bytes to change the shift state, these bytes do not produce separate wide
character codes, but are grouped with an adjacent multibyte character.
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character, a null byte is stored, preceded by any shift sequence needed to restore the
initial shift state, and the function is left in the initial conversion state.

The implementation shall behave as if no library function calls the wetomb_s function.

If s is a null pointer, the wectomb_s function stores into the int pointed to by status a
nonzero or zero value, 1f multibyte character encodings, respectively, do or do not have
stateqdependent encodings.

If s|is not a null pointer, the wetomb_s function stores into the int pointed tQ -by
status cither n or —1 if we, respectively, does or does not correspond te ' a valid
multibyte character.

In n¢ case will the int pointed to by status be set to a value greater than the
MB_ CUR_MAX macro.

Retllns
The wetomb_s function returns zero if successful, and aon-zero value if there was a
runtifne-constraint violation or we did not correspond to-a valid multibyte character.

6.6.5 Multibyte/wide string conversion furictions

The behavior of the multibyte string functions,isaffected by the LC_CTYPE category of
the cpirrent locale.

6.6.3.1 The mbstowcs_s function
Synaopsis

#include <stdlib.h>

errno_t mbstowcs _s(size t * restrict retval,
wchaxr t * restrict dst, rsize_t dstmax,
const char * restrict src, rsize t len);

Runtime-constraints

Neither rétval nor src shall be a null pointer. If dst is not a null pointer, then
neithpr{len nor dstmax shall be greater than RSIZE_MAX. If dst is a null pointer,
then dstmax shattequat zero I dst s ot a ot poimter; themr dstmax sttt motequat—
zero. If dst is not a null pointer and 1en is not less than dstmax, then a null character
shall occur within the first dstmax multibyte characters of the array pointed to by src.

If there is a runtime-constraint violation, then mbstowcs_s does the following. If
retval is not a null pointer, then mbstowcs_s sets *retval to (size_t) (-1).If
dst is not a null pointer and dstmax is greater than zero and less than RSIZE_MAX,
then mbstowcs_s sets dst [0] to the null wide character.
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Description

The mbstowcs_s function converts a sequence of multibyte characters that begins in
the initial shift state from the array pointed to by srec into a sequence of corresponding

wide
array
chardg
byteq
null

dst.
point
takes

characters. If dst is not a null pointer, the converted characters are stored into the

cter, which is also stored. Conversion stops earlier in two cases: when a sequence of

is encountered that does not form a valid multibyte character, or (if dst is nef\a
pointer) when len wide characters have been stored into the array pointed to- by
PY If dst is not a null pointer and no null wide character was stored intorthe array
ed to by dst, then dst [1len] is set to the null wide character. Each,conversion
place as if by a call to the mbrtowc function.

Regardless of whether dst is or is not a null pointer, if the input conversion encounters a

sequg

tnce of bytes that do not form a valid multibyte character, an@ncoding error occurs:

the mbstowecs_s function stores the value (size t)(-1) into *retwval.

Othe
chard

All
mbst
unsps

'wise, the mbstowcs_s function stores into *retyal’/the number of multibyte
cters successfully converted, not including the terminating null character (if any).

clements following the terminating null wide’ character (if any) written by
rowcs_s in the array of dstmax widelcharacters pointed to by dst take
pcified values when mbstowes_ s returns 3>

If copying takes place between objects that overlap, the objects take on unspecified

valug

€nco

6.6.5

S.

Retu[::
The stowes_s function“réturns zero if no runtime-constraint violation and no

ling error occurred., Otherwise, a non-zero value is returned.

.2 The westombs s function

Synopsis

#include <stdlib.h>
errno_t wcstombs s(size t * restrict retval,

char * regtrict dst, rsize t dstmax,

it 1o ] - : | includ: o 1

const wchar t * restrict src, rsize t len);

34) Thus, the value of 1en is ignored if dst is a null pointer.

35) This allows an implementation to attempt converting the multibyte string before discovering a

terminating null character did not occur where required.

36
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Runtime-constraints

Neither retval nor src shall be a null pointer. If dst is not a null pointer, then
neither 1en nor dstmax shall be greater than RSIZE_MAX. If dst is a null pointer,
then dstmax shall equal zero. If dst is not a null pointer, then dstmax shall not equal
zero. If dst is not a null pointer and 1en is not less than dstmasx then the conversion
shall| have been stopped (see below) because a terminating null wide character was
reachled or because an encoding error occurred.

If there is a runtime-constraint violation, then westombs_s does the following. If
retval is not a null pointer, then wecstombs_s sets *retval to (size_t) (-1).If
dst [is not a null pointer and dstmax is greater than zero and less than RSIZE_MAX,
then westombs_ s sets dst [0] to the null character.

Description

The westombs_s function converts a sequence of wide characters from the array
pointed to by src into a sequence of corresponding multibyte characters that begins in
the initial shift state. If dst is not a null pointer, the converted characters are then stored
into the array pointed to by dst. Conversion continues.tp to and including a terminating
null wide character, which is also stored. Conversion stops earlier in two cases:

—| when a wide character is reached that do€s not correspond to a valid multibyte
character;

—| (if dst is not a null pointer) whefnthe next multibyte character would exceed the
limit of n total bytes to be stored into the array pointed to by dst. If the wide
character being converted is“the null wide character, then n is the lesser of 1en or
dstmax. Otherwise, n isthe lesser of 1en or dstmax-1.

If the conversion stops without converting a null wide character and dst is not a null
pointer, then a null character is stored into the array pointed to by dst immediately
following any multibyte characters already stored. Each conversion takes place as if by a
call tp the wertomb function.*®

Regardless of whether dst is or is not a null pointer, if the input conversion encounters a
wide|chardcter that does not correspond to a valid multibyte character, an encoding error
occurs:{the westombs_s function stores the value (size t) (-1) into *retval.
Otherwrse; the westombs_s function stores o *retval the mumber of bytes T the—
resulting multibyte character sequence, not including the terminating null character (if
any).

36) If conversion stops because a terminating null wide character has been reached, the bytes stored
include those necessary to reach the initial shift state immediately before the null byte. However, if
the conversion stops before a terminating null wide character has been reached, the result will be null
terminated, but might not end in the initial shift state.
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All elements following the terminating null character (if any) written by westombs_s
in the array of dstmax elements pointed to by dst take unspecified values when
westombs_s returns.’”)

If copying takes place between objects that overlap, the objects take on unspecified
values.

Retu['ns
The westombs_ s function returns zero if no runtime-constraint violation ,and no
encodling error occurred. Otherwise, a non-zero value is returned.

37) When len is not less than dstmax, the implementation might fill the array before discovering a
runtime-constraint violation.
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6.7 String handling <string.h>
The header <string.h> defines two types.
The types are

errno_t

which is type int; and
rsize t

which is the type size_t.

6.7.1 Copying functions

6.7.1.1 The memcpy s function

Synolpsis

#define __STDC_WANT LIB EXT1 _ 1
#include <string.h>

errno_t memcpy s(void * restrict\‘sl, rsize_t slmax,
const void * restrict s2,(rsize t n);

Runtime-constraints

Neither s1 nor s2 shall be a null pointerx Neither slmax nor n shall be greater than
RSIZE_MAX. n shall not be greater than's1max. Copying shall not take place between
objedts that overlap.

If there is a runtime-constraint violation, the memepy s function stores zeros in the first
s1max characters of the object-pointed to by s1 if s1 is not a null pointer and s1lmax is
not greater than RSIZE_MAX.

Description

The memcpy s function copies n characters from the object pointed to by s2 into the
objedt pointed to by s1.

Retu|rns

The memcpy s function returns zero if there was no runtime-constraint violation.
Otherwise, a non-zero value is returned.
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6.7.1.2 The memmove_s function
Synopsis

#define @ _STDC WANT LIB EXT1 1
#include <string.h>

errno_t memmove_s (void *sl, rsize t slmax,
const void *s2, rsize t n);

Runtime-constraints

Neither s1 nor s2 shall be a null pointer. Neither slmax nor n shall be greater than
RSIZE_MAX. n shall not be greater than s1max.

If thgre is a runtime-constraint violation, the memmove_s function stores zeros in the
first p1lmax characters of the object pointed to by s1 if s1 is not a null pointer and
s1lmax is not greater than RSIZE_MAX.

Description

The memmove_s function copies n characters from thé. object pointed to by s2 into the
objedt pointed to by s1. This copying takes place as\if the n characters from the object
pointed to by s2 are first copied into a temporaty array of n characters that does not
overlap the objects pointed to by s1 or s2, and then the n characters from the temporary
array|are copied into the object pointed to by{s1.

Retuirns

The memmove_s function returns zero if there was no runtime-constraint violation.
Otherwise, a non-zero value isfeturned.

6.7.1.3 The strepy..s function

Synojpsis
#define  STDC WANT LIB EXT1 1
#include <string.h>
errno t strcpy s(char * restrict sl,

rsize t slmax,

const char * restrict s2);
Runtime-constraints

Neither s1 nor s2 shall be a null pointer. s1max shall not be greater than RSIZE_MAX.
s1lmax shall not equal zero. slmax shall be greater than strnlen_s(s2, slmax).
Copying shall not take place between objects that overlap.
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If there is a runtime-constraint violation, then if s1 is not a null pointer and s1lmax is
greater than zero and not greater than RSIZE_MAX, then strcpy_s sets s1[0] to the

null character.

Description

The lstrcpy_s function copies the string pointed to by s2 (including the terminating
null ¢haracter) into the array pointed to by s1.

All elements following the terminating null character (if any) written by strepy: s in
the array of slmax characters pointed to by sl take unspecified values when
str¢py. s returns.®)

RetuLns
The strepy s function returns zero®® if there was no runtimé<constraint violation.
Othefwise, a non-zero value is returned.

6.7.1.4 The strncpy_s function

Synolpsis

#define __STDC_WANT LIB EXT1l)> 1

#include <string.h>

errno_t strncpy_ s(char * restrict sl,
rsize_t slmax,
const char * restrict s2,
rsize_t n);

Runtime-constraints

Neither s1 nor s2 shallibe a null pointer. Neither slmax nor n shall be greater than
RSIZE_MAX. slmax-shall not equal zero. If n is not less than slmax, then slmax
shall|be greater than-strnlen_s(s2, slmax). Copying shall not take place between
objedts that overtap.

If thgre is-a tuntime-constraint violation, then if s1 is not a null pointer and s1lmax is
greatpr‘than zero and not greater than RSIZE_MAX, then strncpy_s sets s1[0] to the

null character.

38) This allows an implementation to copy characters from s2 to s1 while simultaneously checking if
any of those characters are null. Such an approach might write a character to every element of s1
before discovering that the first element should be set to the null character.

39) A zero return value implies that all of the requested characters from the string pointed to by s2 fit
within the array pointed to by s1 and that the result in s1 is null terminated.

©ISO/IEC 2007 — All rights reserved 41


https://iecnorm.com/api/?name=d819e4dd9f47e1e366b2aeadcfe0a6ca

ISO/IEC TR 24731-1:2007(E)

Description

The strncpy_s function copies not more than n successive characters (characters that
follow a null character are not copied) from the array pointed to by s2 to the array
pointed to by s1. If no null character was copied from s2, then s1[n] is set to a null
character

All elements following the terminating null character (if any) written by strncpy_s in

the
strncpy_ s returns.

Ret
The

rray of slmax characters pointed to by s1 take unspecified values when
40)

41)

uLns
trncpy_ s function returns zero™’ if there was no runtime-constraint violation.

Otherwise, a non-zero value is returned.

EXANPLE 1 The strncpy_s function can be used to copy a string without'the danger that the result
will npt be null terminated or that characters will be written past the end of-the-destination array.

#define _ _STDC_WANT LIB EXT1 1

#include <string.h>

/* ... */
char srcl[100] = "hello";
char src2[7] = {’g’, ’'o’, 'o’, 'd'\\''b’, 'y’, 'e’};

char dstl1l[6], dst2[5], dst3[5];
int rl, r2, r3;

rl = strncpy s(dstl, 6, srcl), 100);
r2 = strncpy s(dst2, 5, src2, 7):;
r3 = strncpy s(dst3, 5, sxrc2, 4);

The fifst call will assign to r1 the valuezeto and to dst1 the sequence hello\O0.
The sgcond call will assign to r2 a on?zero value and to dst2 the sequence \0.
The third call will assign to r3 the value zero and to dst3 the sequence good\ 0.

40) This allows an implementation to copy characters from s2 to s1 while simultaneously checking if

any of those characters are null. Such an approach might write a character to every element of s1
before discovering that the first element should be set to the null character.

41) A zero return value implies that all of the requested characters from the string pointed to by s2 fit

42

within the array pointed to by s1 and that the result in s1 is null terminated.
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6.7.2 Concatenation functions

6.7.2.1 The strcat_s function

Synopsis
#define STDC WANT LIB EXT1 1
#include <string.h>
errno_t strcat_s(char * restrict sl,
rsize_t slmax,
const char * restrict s2);
Runtime-constraints
Let m denote the value slmax - strnlen_s(sl, slmax)“{upon entry to
strc¢at_s.
Neither s1 nor s2 shall be a null pointer. s1max shall not be greatér than RSIZE_MAX.
slmax shall not equal zero. m shall not equal zero.**2n’ shall be greater than
strnlen_s(s2, m). Copying shall not take place between objects that overlap.
If thgre is a runtime-constraint violation, then if s1 4s\not a null pointer and s1lmax is
greatpr than zero and not greater than RSIZE_MAX;then strcat_s sets s1[0] to the
null ¢haracter.
Description

The lEltrcat_s function appends a copy of the string pointed to by s2 (including the

termi
from

All e
the i
strd

Othe

ating null character) to the end of the string pointed to by s1. The initial character
s2 overwrites the null character at the end of s1.

lements following the terminating null character (if any) written by strcat_s in
rray  of slmax .Characters pointed to by s1 take unspecified values when
tat_s returns.43)

RetuLns
The strcat s function returns zero™ if there was no runtime-constraint violation.

'wis€e; a non-zero value is returned.

42) Zero means that s1 was not null terminated upon entry to strcat_s.

43) This allows an implementation to append characters from s2 to s1 while simultaneously checking if

any of those characters are null. Such an approach might write a character to every element of s1

before discovering that the first element should be set to the null character.

44) A zero return value implies that all of the requested characters from the string pointed to by s2 were

appended to the string pointed to by s1 and that the result in s1 is null terminated.
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6.7.2.2 The strncat_s function
Synopsis

#define @ _STDC WANT LIB EXT1 1
#include <string.h>

errno_t strncat_s(char * restrict sI,
rsize t slmax,
const char * restrict s2,
rsize t n);

Runtime-constraints

Let m denote the value slmax - strnlen_s(sl, slmax) upOn entry to
strncat_s.

Neither s1 nor s2 shall be a null pointer. Neither s1max norfishall be greater than
RSIZE_MAX. slmax shall not equal zero. m shall not equal z€ro. ™) If n is not less than
m, then m shall be greater than strnlen_s(s2, m). .Copying shall not take place
between objects that overlap.

If thgre is a runtime-constraint violation, then if sI)is’not a null pointer and s1lmax is
greater than zero and not greater than RSIZE_MAX; then strncat_s sets s1[0] to the
null ¢haracter.

Description

The ptrncat_s function appends not more than n successive characters (characters
that 1E)HOW a null character are not copied) from the array pointed to by s2 to the end of
the string pointed to by s1. The-initial character from s2 overwrites the null character at
the end of s1. If no null character was copied from s2, then s1[slmax-m+n] is set to
a nul] character.

All elements following the terminating null character (if any) written by strncat_s in
the qrray of sTmax characters pointed to by sl take unspecified values when
stracat_g returns.*®

45) Zero means that s1 was not null terminated upon entry to strncat_s.

46) This allows an implementation to append characters from s2 to s1 while simultaneously checking if
any of those characters are null. Such an approach might write a character to every element of s1
before discovering that the first element should be set to the null character.
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Returns

47)

The strncat_s function returns zero "’ if there was no runtime-constraint violation.

Otherwise, a non-zero value is returned.

EXAMPLE 1 The strncat_s function can be used to copy a string without the danger that the result
will not be null terminated or that characters will be written past the end of the destination array.

#define _ _STDC_WANT LIB EXT1 1
#include <string.h>

/* ... */

char s1[100] = "good";
char s2[6] = "hello";
char s3[6] = "hello";
char s4[7] = "abc";
char s5[1000] = "bye";

int rl, r2, r3, r4;

rl = strncat_s(sl, 100, s5, 1000);

r2 = strncat_s(s2, 6, "", 1);

r3 = strncat_s(s3, 6, "X", 2);

r4 = strncat_s(s4, 7, "defghijklmn", 3);

After the first call x1 will have the value zero and s1 will contain the §équence goodbye\ 0.
After the second call ¥2 will have the value zero and s2 will contdif the sequence hello\O0.
After the third call x3 will have a non-zero value and s3 will ¢ontain the sequence \0.

After the fourth call x4 will have the value zero and s4 wilkeontain the sequence abcde£\0.

6.7.3 Search functions

6.7.3.1 The strtok_s function

Synojpsis

#define __STDC _WANT LIB EXT1 _ 1

#include <string(h>

char *strtok s\(char * restrict sl,
rsize .t\* restrict slmax,
const_char * restrict s2,

char  ** restrict ptr);

Runtime-constraints

Nong of stmax, s2, or ptr shall be a null pointer. If s1 is a null pointer, then *ptr
shall|net be a null pointer. The value of *s1max shall not be greater than RSIZE_MAX.
The emdof thetokenm found statt-occur withimm the first * s Imax characters of sT forthe—
first call, and shall occur within the first *s1max characters of where searching resumes

on subsequent calls.

If there is a runtime-constraint violation, the strtok_s function does not indirect
through the s1 or s2 pointers, and does not store a value in the object pointed to by ptr.

47) A zero return value implies that all of the requested characters from the string pointed to by s2 were
appended to the string pointed to by s1 and that the result in s1 is null terminated.
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Description

A sequence of calls to the strtok_s function breaks the string pointed to by s1 into a
sequence of tokens, each of which is delimited by a character from the string pointed to
by s2. The fourth argument points to a caller-provided char pointer into which the

relation to ptr. Subsequent calls in the sequence have a null first argament and the
objedts pointed to by slmax and ptr are required to have the yalues stored by the
previpus call in the sequence, which are then updated. The separator String pointed to by
s2 njay be different from call to call.

The first call in the sequence searches the string pointed t6_by s1 for the first character
that is not contained in the current separator string pointedto by s2. If no such character
is found, then there are no tokens in the string pointéd to by s1 and the strtok_s
function returns a null pointer. If such a characteris found, it is the start of the first token.

The ptrtok_ s function then searches from»there for the first character in s1 that is
contdined in the current separator string. If\ho such character is found, the current token
extends to the end of the string pointed>to by s1, and subsequent searches in the same
string for a token return a null pointet:* If such a character is found, it is overwritten by a
null ¢haracter, which terminates the-Current token.

In all cases, the strtok_s-function stores sufficient information in the pointer pointed
to by|ptr so that subsequent calls, with a null pointer for s1 and the unmodified pointer
valug for ptr, shall start searching just past the element overwritten by a null character
(if any).

Retujrns

The ptxrtok_s function returns a pointer to the first character of a token, or a null
pointer.if'there is no token or there is a runtime-constraint violation.

EXAMPLE

#define _ _STDC_WANT LIB EXT1 _ 1
#include <string.h>

static char stril[] = "?a???b,,,#c";
static char str2[] = "\t \t";

char *t, *ptrl, *ptr2;

rsize t maxl = sizeof(strl);
rsize_ t max2 sizeof (str2);
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t = strtok_s(strl, &maxl, "?", &ptrl); // t points to the token "a"
t = strtok_s(NULL, &maxl, ",", &ptrl); // t points to the token "??b"
t = strtok_s(str2, &max2, " \t", &ptr2); // t isanull pointer

t = strtok_s(NULL, &maxl, "#,", &ptrl); // t points to the token "c"
t = strtok_s(NULL, &maxl, "?", &ptrl); // t isanull pointer

Miscellaneous functions

6.7.4.1 The strerror_s function

Syn:

psis
#define @ STDC WANT LIB EXT1 1
#include <string.h>

errno_t strerror s(char *s, rsize t maxsize,
errno_t errnum):;

Runtime-constraints

s shall not be a null pointer. maxsize shall not be. greater than RSIZE_MAX.
maxsize shall not equal zero.

If there is a runtime-constraint violation, then the ‘array (if any) pointed to by s is not

modj|

Desc

ffied.

ription

The strerror_s function maps the~number in errnum to a locale-specific message

string
map

If the
array|

Othe
from
chard

. Typically, the values for etrnum come from errno, but strerror_s shall
hny value of type int to amessage.

length of the desired string is less than maxsize, then the string is copied to the
pointed to by s.

'wise, if maxsize is greater than zero, then maxsize-1 characters are copied
the string to-the array pointed to by s and then s [maxsize-1] is set to the null
cter. Mhen, if maxsize 1is greater than 3, then s[maxsize-2],

s [maxsize-3], and s [maxsize-4] are set to the character period (.).

Retu

I )

The strerror_s function returns zero if the length of the desired string was less than
maxsize and there was no runtime-constraint violation. Otherwise, the strerror_ s

funct

ion returns a non-zero value.
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6.7.4.2 The strerrorlen_s function

Syno

Desc

psis

#define @ _STDC WANT LIB EXT1 1
#include <string.h>

slze_ T strerrorlen_s(errno_tT errnum);

ription

The strerrorlen_s function calculates the length of the (untruncated) locale-specific

mess

chard

6.7.4

nge string that the strerror_s function maps to errnum.

RetuL'ns
The strerrorlen_s function returns the number of characters (net including the null

cter) in the full message string.

.3 The strnlen_ s function

Synaopsis

Desc

#define @ STDC WANT LIB EXT1 <1
#include <string.h>
size t strnlen s(const char *s, size_ t maxsize);

ription

The strnlen_s function computes the length of the string pointed to by s.

Retujrns

Othe

is a null pointer,

48) then ‘the strnlen_ s function returns zero.

'wise, the strnten_s function returns the number of characters that precede the

terminating null character. If there is no null character in the first maxsize characters of

s the
be ad

n strnlen>s returns maxsize. At most the first maxsize characters of s shall
cessed by)strnlen_s.

48) Note that the strnlen_s function has no runtime-constraints. This lack of runtime-constraints

along with the values returned for a null pointer or an unterminated string argument make

strnlen_s useful in algorithms that gracefully handle such exceptional data.

48
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6.8 Date and time <time.h>

The header <time.h> defines two types.

The t

whic

whic

6.8.]

A br
their

6.8.’

Like
point]

6.8.2

ypes are

errno_t

n is type int; and
rsize t

n is the type size_t.

| Components of time

ken-down time is normalized if the values of the members of the tm structure are in
normal rages.*”

) Time conversion functions

the strftime function, the asctime_s and ctime_s functions do not return a

er to a static object, and other library functions@re’permitted to call them.

.1 The asctime_s function

Synopsis

Runt

Neith
shall
shall
by t

#define _STDC WANT LIB EXT1 1

#include <time.h>

errno_t asctime.  s(char *s, rsize t maxsize,
const struct tm *timeptr);

ime-constraints

er s nor timepktr shall be a null pointer. maxsize shall not be less than 26 and
not be greater than RSIZE_MAX. The broken-down time pointed to by timeptr
be normalized. The calendar year represented by the broken-down time pointed to
imeptx shall not be less than calendar year 0 and shall not be greater than calendar
D999

year

If there is a runtime-constraint violation, there is no attempt to convert the time, and
s[0] is set to a null character if s is not a null pointer and maxsize is not zero and is
not greater than RSIZE_MAX.

49) The normal ranges are defined in Subclause 7.23.1 of ISO/IEC 9899:1999.
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Description

The asctime_s function converts the normalized broken-down time in the structure
pointed to by timeptr into a 26 character (including the null character) string in the

form

Sun seP 36 9;;93’52 gg;g;n\n
AN 4

The fields making up this string are (in order):

1.

10.
11.

12.
13.

14.
15.

The name of the day of the week represented by timeptr->tm wday using the
following three character weekday names: Sun, Mon, Tue, Wed, Thu, Fri; and Sat.

The character space.

The name of the month represented by timeptr->tm mon using the following
three character month names: Jan, Feb, Mar, Apr, May, Jun({ Jul, Aug, Sep, Oct,
Nov, and Dec.

The character space.

The value of timeptr->tm_mday as if printéd using the fprintf format
n%2d".

The character space.

The value of timeptr->tm_hourdas if printed using the fprintf format
"%.2d".

The character colon.

The value of timeptr->tm min as if printed using the £printf format
"%.24".

The character colon.

The value of(timeptr->tm_sec as if printed using the £printf format
"%.2d".

The character space.

The wvalue of timeptr->tm_year + 1900 as if printed using the £printf
format "%4d".

The character new line.

The null character.

Recommended practice

The strftime function allows more flexible formatting and supports locale-specific
behavior. If you do not require the exact form of the result string produced by the
asctime_s function, consider using the strftime function instead.

50

O©ISO/IEC 2007 — All rights reserved



https://iecnorm.com/api/?name=d819e4dd9f47e1e366b2aeadcfe0a6ca

ISO/IEC TR 24731-1:2007(E)

Returns

The asctime_s function returns zero if the time was successfully converted and stored

into t

he array pointed to by s. Otherwise, it returns a non-zero value.

6.8.j.2lh.e.cthngs function
Synolpsis

Runt

Neith
shall

If the
point
Desc

The ¢
the f

#define __STDC_WANT LIB EXT1 _ 1

#include <time.h>

errno_t ctime s (char *s, rsize t maxsize,
const time_t *timer);

ime-constraints

er s nor timer shall be a null pointer. maxsize shall not be less than 26 and
not be greater than RSIZE_MAX.

re 1S a runtime-constraint violation, s [0] is set to a null character if s is not a null
er and maxsize is not equal zero and is not greater than RSIZE_MAX.
ription

ctime_s function converts the calendarctime pointed to by timer to local time in
rm of a string. It is equivalent to

asctime s (s, maxsize, Jdocaltime s (timer))

Rec

The
behay

mended practice

trftime function.allows more flexible formatting and supports locale-specific
yior. If you do net'require the exact form of the result string produced by the

ctime_s functionsconsider using the strftime function instead.

Retuirns

The

ctime_s function returns zero if the time was successfully converted and stored

into t|he array pointed to by s. Otherwise, it returns a non-zero value.

6.8.2.3 The gmtime_s function

Synopsis

#define = _STDC WANT LIB EXT1 1

#include <time.h>

struct tm *gmtime s(const time_t * restrict timer,
struct tm * restrict result);
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Runtime-constraints

Neither timer nor result shall be a null pointer.

If there is a runtime-constraint violation, there is no attempt to convert the time.

Desc

iption

The gmtime_s function converts the calendar time pointed to by timer into a broken-
dowrn] time, expressed as UTC. The broken-down time is stored in the structure pointéd

to by

result.

Retujrns

The gmtime_s function returns result, or a null pointer if the specified time cannot
be cdnverted to UTC or there is a runtime-constraint violation.

6.8.2

4 The localtime_s function

Synopsis

Runt
Neith
If the

Desc

The
brokd
struc

#define _STDC_ WANT LIB EXT1 _\1

#include <time.h>

struct tm *localtime_s(const- time_t * restrict timer,
struct tm * restrict(\result);

ime-constraints
er timer nor result shall.be a null pointer.

re is a runtime-constraint violation, there is no attempt to convert the time.

ription

localtime) s function converts the calendar time pointed to by timer into a
n-down-fime, expressed as local time. The broken-down time is stored in the
ure peinted to by result.

Retulrns

The localtime_s function returns result, or a null pointer if the specified time
cannot be converted to local time or there is a runtime-constraint violation.

52
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6.9 Extended multibyte and wide character utilities <wchar .h>
The header <wchar .h> defines two types.
The types are

errno_t

which is type int; and
rsize t
which is the type size_t.

Unleps explicitly stated otherwise, if the execution of a function desctibed in this
subclause causes copying to take place between objects that overlap, thécobjects take on
unspgcified values.

6.9.1 Formatted wide character input/output functions
6.9.1.1 The fwprintf_ s function

Synojpsis

#define @ STDC WANT LIB EXT1. 1
#include <wchar.h>

int fwprintf s(FILE * restrict stream,

const wchar_t * restrict format, ...);
Runtime-constraints

Neither stream nor format shall be a null pointer. The %n specifier”” (modified or
not by flags, field width, orprecision) shall not appear in the wide string pointed to by
format. Any argument to fwprint£f_s corresponding to a %s specifier shall not be a
null pointer.

If thgre is a runtime-eonstraint violation, the fwprint£_s function does not attempt to
prodiice further)output, and it is unspecified to what extent fwprintf s produced
output before discovering the runtime-constraint violation.

Description

The fwprintf_ s function is equivalent to the fwprintf function except for the
explicit runtime-constraints listed above.

50) It is not a runtime-constraint violation for the wide characters %n to appear in sequence in the wide
string pointed at by format when those wide characters are not a interpreted as a %n specifier. For
example, if the entire format string was L"%%n".
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Returns

The

fwprintf s function returns the number of wide characters transmitted, or a

negative value if an output error, encoding error, or runtime-constraint violation occurred.

6.9.j.2_'llh.e_ﬁmsm.n_f=s function
Synolpsis

#define __STDC_WANT LIB EXT1 _ 1
#include <stdio.h>
#include <wchar.h>
int fwscanf s(FILE * restrict stream,
const wchar t * restrict format, ...):;

Runtime-constraints

Neit

her stream nor format shall be a null pointer. Any argument indirected though in

order| to store converted input shall not be a null pointer.

If thgre is a runtime-constraint violation, the fwscan€, s function does not attempt to
perfarm further input, and it is unspecified to what extént fwscanf_s performed input
before discovering the runtime-constraint violation;

Description

The

fwscanf_s function is equivalent to fwscanf except that the ¢, s, and [

conversion specifiers apply to a pairof arguments (unless assignment suppression is
indicpted by a *). The first of ,thése arguments is the same as for fwscanf. That
argumnent is immediately followed in the argument list by the second argument, which has

type

size_t and gives the/number of elements in the array pointed to by the first

argumnent of the pair. If.the first argument points to a scalar object, it is considered to be
an arfay of one element” !

A mdtching failure occurs if the number of elements in a receiving object is insufficient to
hold fhe converted input (including any trailing null character).

51)

54

Ilf the format is known at translation time, an implementation may issue a diagnostic for any argument

used to store the result from a ¢, s, or [ conversion specifier 1f that argument 1s not followed by an
argument of a type compatible with rsize_t. A limited amount of checking may be done if even if
the format is not known at translation time. For example, an implementation may issue a diagnostic
for each argument after format that has of type pointer to one of char, signed char,
unsigned char, or void that is not followed by an argument of a type compatible with
rsize_t. The diagnostic could warn that unless the pointer is being used with a conversion specifier
using the hh length modifier, a length argument must follow the pointer argument. Another useful
diagnostic could flag any non-pointer argument following format that did not have a type
compatible with rsize_t.
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Returns

The fwscanf_s function returns the value of the macro EOF if an input failure occurs
before any conversion or if there is a runtime-constraint violation. Otherwise, the
fwscanf_s function returns the number of input items assigned, which can be fewer

than nrovided for or even zero_in the event of an earlv ma‘r(‘hing failure

6.9.1.3 The snwprint £ s function

Synolpsis

#define __STDC_WANT LIB EXT1 _ 1

#include <wchar.h>

int snwprintf s(wchar t * restrict s,
rsize t n,
const wchar t * restrict format, .5$);

Runtime-constraints

Neither s nor format shall be a null pointer. n shall néither equal zero nor be greater
than |RSIZE_MAX. The %n specifier’” (modifiedcor not by flags, field width, or
precipion) shall not appear in the wide string pointéd to by format. Any argument to
snwprintf_s corresponding to a %s specifier'shall not be a null pointer. No encoding
error|shall occur.

If thgre is a runtime-constraint violation,tthen if s is not a null pointer and n is greater
than fero and less than RSIZE_MAX, thén the snwprint £ s function sets s [0] to the
null wide character.

Description

The pnwprintf_s function is equivalent to the swprint£f function except for the
explifit runtime-constraints listed above.

The snwprintf.'s function, unlike swprintf s, will truncate the result to fit within
the afray pointed to by s.

Retu|rns

The snwprintf_ s function returns the number of wide characters that would have
been written had n been sufficiently large, not counting the terminating wide null

52) It is not a runtime-constraint violation for the wide characters %n to appear in sequence in the wide
string pointed at by format when those wide characters are not a interpreted as a %n specifier. For
example, if the entire format string was L"%%n".
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character, or a negative value if a runtime-constraint violation occurred. Thus, the null-
terminated output has been completely written if and only if the returned value is

nonnegative and less than n.

6.9.1.4 The swprintf_ s function

Syn0|psis

#define = _STDC WANT LIB EXT1 1

#include <wchar.h>

int swprintf s(wchar_t * restrict s, rsize t n,
const wchar t * restrict format, ...):;

Runtime-constraints

Neither s nor format shall be a null pointer. n shall neither equal Zero nor be greater

than

RSIZE_MAX. The number of wide characters (including thestrailing null) required

for the result to be written to the array pointed to by s shall not-be greater than n. The %n
specilﬁer53) (modified or not by flags, field width, or precision) shall not appear in the
wide|string pointed to by format. Any argument to swprintf_s corresponding to a
%s specifier shall not be a null pointer. No encoding error shall occur.

If thgre is a runtime-constraint violation, then if.'$ is not a null pointer and n is greater

than
null

zero and less than RSIZE_MAX, then theyswprintf_ s function sets s [0] to the
wide character.

Description

The

swprintf_s function ishequivalent to the swprintf function except for the

explifit runtime-constraints listed above.

The

swprintf_s function, unlike snwprintf_s, treats a result too big for the array

pointed to by s as a runtime-constraint violation.

If ng runtime-constraint violation occurred, the swprintf_ s function returns the

number of'wide characters written in the array, not counting the terminating null wide

Chara. i thHCOaM g CTrorocCcuItca—o Oofmorc—wiaCnaractcrs—arc GacStCa—o

be written, swprintf s returns a negative value. If any other runtime-constraint
violation occurred, swprintf_s returns zero.

53)

56

It is not a runtime-constraint violation for the wide characters %n to appear in sequence in the wide
string pointed at by format when those wide characters are not a interpreted as a %n specifier. For
example, if the entire format string was L"%%n".
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6.9.1.5 The swscanf s function
Synopsis

#define @ STDC WANT LIB EXT1 1
#include <wchar.h>

int swscanf_s(const wchar t * restrict s,
const wchar t * restrict format, ...):;

Runtime-constraints

Neither s nor format shall be a null pointer. Any argument indirected though-in order
to stqre converted input shall not be a null pointer.

If thgre is a runtime-constraint violation, the swscanf_s function doésnot attempt to
perform further input, and it is unspecified to what extent swscanf- s performed input
before discovering the runtime-constraint violation.

Description

The swscanf_s function is equivalent to fwscang. s; except that the argument s
specifies a wide string from which the input is to be-ebtained, rather than from a stream.
Reaching the end of the wide string is equivalent*to encountering end-of-file for the
fwscanf s function.

Retulrns

The swscanf_s function returns the\value of the macro EOF if an input failure occurs
before any conversion or if there-is a runtime-constraint violation. Otherwise, the
sws¢anf_s function returns_the number of input items assigned, which can be fewer
than provided for, or even zéro, in the event of an early matching failure.

6.9.j.6 The vEwprint £ s function

Synaopsis

#define _ _STDC_WANT_ LIB EXT1_ _ 1

#include <stdarg.h>
#include <stdio.h>

~ #include <wchar.h>
int vEfwprintf s(FILE * restrict stream,
const wchar t * restrict format,
va_list arg);
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Runtime-constraints

Neither stream nor format shall be a null pointer. The %n specifier™ (modified or
not by flags, field width, or precision) shall not appear in the wide string pointed to by

format. Any argument to vEwprint£_s corresponding to a %s specifier shall not be
a nul pninter

If thgre is a runtime-constraint violation, the vEwprint£_s function does not attempt
to prpduce further output, and it is unspecified to what extent vfwprintf_s produced
output before discovering the runtime-constraint violation.

Description

The yfwprint£f_s function is equivalent to the vEwprint£f function except for the
explifit runtime-constraints listed above.

Returns

The wfwprint£f_ s function returns the number of widé.characters transmitted, or a
negaftive value if an output error, encoding error, or runtime-constraint violation occurred.

6.9.1.7 The vEwscanf s function

Synaopsis

#define _STDC WANT LIBAEXT1 1
#include <stdarg.h>
#include <stdio.h>
#include <wchar.h>
int vfwscanf s(FILE * restrict stream,
const wchar t * restrict format, va list arg);

Runtime-constraints

Neither streamnor format shall be a null pointer. Any argument indirected though in
order| to stor€ converted input shall not be a null pointer.

If thgre. is_d runtime-constraint violation, the vEwscanf_s function does not attempt to

performfurther in nd itis un ifi hat extent vfwscanf rformed in
before discovering the runtime-constraint violation.

54) It is not a runtime-constraint violation for the wide characters %n to appear in sequence in the wide
string pointed at by format when those wide characters are not a interpreted as a %n specifier. For
example, if the entire format string was L"%%n".
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Description

The vEfwscanf_s function is equivalent to fwscanf_s, with the variable argument
list replaced by arg, which shall have been initialized by the va_start macro (and
possibly subsequent va_arg calls). The vEwscanf_s function does not invoke the
va_end macro.>”)

Retulrns

The yEfwscanf_s function returns the value of the macro EOF if an input failure occurs
before any conversion or if there is a runtime-constraint violation. Otherwise," the
vEfwsgcanf_s function returns the number of input items assigned, which can be fewer
than provided for, or even zero, in the event of an early matching failure.

6.9.1.8 The vsnwprintf s function

Synopsis

#define @ STDC WANT LIB EXT1 1

#include <stdarg.h>

#include <wchar.h>

int vsnwprintf s(wchar t * restrict s,
rsize t n,
const wchar t * restrict format,
va_list arg);

Runtime-constraints

Neither s nor format shall be a null pointer. n shall neither equal zero nor be greater
than |[RSIZE_MAX. The %n speciﬁer56) (modified or not by flags, field width, or
precipion) shall not appear in:the wide string pointed to by format. Any argument to
vsnywprintf_s corresponding to a %s specifier shall not be a null pointer. No
encodling error shall oceur:

If thgre is a runtimé-¢onstraint violation, then if s is not a null pointer and n is greater
than gero and less\than RSIZE MAX, then the vsnwprintf s function sets s[0] to
the npll wide chiaracter.

Description

explicit runtime-constraints listed above.

55) As the functions vEfwscanf_s, vwscanf_s, and vswscanf_s invoke the va_arg macro, the
value of arg after the return is indeterminate.

56) It is not a runtime-constraint violation for the wide characters %n to appear in sequence in the wide
string pointed at by format when those wide characters are not a interpreted as a %n specifier. For
example, if the entire format string was L"%%n".
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The vsnwprintf_ s function, unlike vswprintf_s, will truncate the result to fit
within the array pointed to by s.

Returns

The vsnwprintf_ s function returns the number of wide characters that would have

been[written had n been sufficiently Targe, not counting the terminating null character, or
a negative value if a runtime-constraint violation occurred. Thus, the null-terminated
outpyt has been completely written if and only if the returned value is nonnegative .and
less than n.

6.9.1.9 The vswprintf s function

Synolpsis

#define @ STDC WANT LIB EXT1 1

#include <stdarg.h>

#include <wchar.h>

int vswprintf s(wchar_ t * restrict (s,
rsize t n,
const wchar t * restrict format,
va_list arg);

Runtime-constraints

Neither s nor format shall be a null pointer. n shall neither equal zero nor be greater
than RSIZE_MAX. The number of widé’characters (including the trailing null) required
for the result to be written to the atray pointed to by s shall not be greater than n. The %n
specifier’” (modified or not by flags, field width, or precision) shall not appear in the
wide|string pointed to by format. Any argument to vswprint£f_s corresponding to a
%s specifier shall not be a null pointer. No encoding error shall occur.

If thgre is a runtime-constraint violation, then if s is not a null pointer and n is greater
than fero and lesstthan RSIZE MAX, then the vswprintf s function sets s [0] to the
null wide character.

Description

The tion is equivz
explicit runtime-constraints listed above.

The vswprint£f_s function, unlike vsnwprintf_s, treats a result too big for the
array pointed to by s as a runtime-constraint violation.

57) It is not a runtime-constraint violation for the wide characters %n to appear in sequence in the wide
string pointed at by format when those wide characters are not a interpreted as a %n specifier. For
example, if the entire format string was L"%%n".
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Returns

If no runtime-constraint violation occurred, the vswprintf s function returns the
number of wide characters written in the array, not counting the terminating null wide
character. If an encoding error occurred or if n or more wide characters are requested to

be written wvswprintf s returns a negative value If any other runtime-constraint

violafion occurred, vswprintf s returns zero.

6.9.1.10 The vswscanf_s function

Synojpsis

#define @ STDC WANT LIB EXT1 1

#include <stdarg.h>

#include <wchar.h>

int vswscanf s(const wchar t * restrict\s,
const wchar t * restrict format,

va_list arg):;
Runtime-constraints

Neither s nor format shall be a null pointer. Any<argument indirected though in order
to stqre converted input shall not be a null pointer.

If thgre is a runtime-constraint violation, the{vswscan£f_s function does not attempt to
perfarm further input, and it is unspecified‘to what extent vswscanf_s performed input
before discovering the runtime-constraint violation.

Description

The wswscanf_s function-1s equivalent to swscanf_s, with the variable argument
list replaced by arg, which shall have been initialized by the va_start macro (and
possibly subsequent-va_arg calls). The vswscanf_s function does not invoke the
va_eéend macro.> %

Ret

The yswscanf_s function returns the value of the macro EOF if an input failure occurs
befo ) . . L . o -
vswscanf_s function returns the number of input items assigned, which can be fewer
than provided for, or even zero, in the event of an early matching failure.

58) As the functions vEfwscanf_s, vwscanf_s, and vswscanf_s invoke the va_arg macro, the
value of arg after the return is indeterminate.
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6.9.1.11 The vwprintf_ s function
Synopsis

#define @ _STDC WANT LIB EXT1 1
#include <stdarg.h>

— #include <wchar.h>
int vwprintf s(const wchar t * restrict format,
va_list arg);

Runtime-constraints

format shall not be a null pointer. The %n specifier” (modified or not by flags, field
width, or precision) shall not appear in the wide string pointed to bynformat. Any
arguipent to vwprint£_s corresponding to a %s specifier shall not bé a null pointer.

If thgre is a runtime-constraint violation, the vwprint£_s functien does not attempt to
prodiice further output, and it is unspecified to what extent(vwprintf_s produced
output before discovering the runtime-constraint violation.

Description

The pwprintf_s function is equivalent to the.vwprintf function except for the
explifit runtime-constraints listed above.

Retulrns

The ywprintf s function returns~the number of wide characters transmitted, or a
negative value if an output error, en€oding error, or runtime-constraint violation occurred.

6.9.1.12 The vwscanf_ s‘function

Synolpsis

#define. “ STDC WANT LIB EXT1 1
#include <stdarg.h>
#include <wchar.h>

int' vwscanf s(const wchar t * restrict format,
va_list arg);

Runtime-constraints

format shall not be a null pointer. Any argument indirected though in order to store
converted input shall not be a null pointer.

59) It is not a runtime-constraint violation for the wide characters %n to appear in sequence in the wide
string pointed at by format when those wide characters are not a interpreted as a %n specifier. For
example, if the entire format string was L"%%n".
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If there is a runtime-constraint violation, the vwscanf_s function does not attempt to
perform further input, and it is unspecified to what extent vwscanf_s performed input
before discovering the runtime-constraint violation.

Description

The ywscanf_s function is equivalent to wscanf_s, with the variable argument list
replaged by arg, which shall have been initialized by the wva_start macro (ahd
possiply subsequent va_arg calls). The vwscanf_s function does not invoke the
va_eéend macro.%

Retuirns

The ywscanf_s function returns the value of the macro EOF if an_input failure occurs
before any conversion or if there is a runtime-constraint violdtien. Otherwise, the
vws¢anf_s function returns the number of input items assigned, which can be fewer
than provided for, or even zero, in the event of an early matching failure.

6.9.1.13 The wprintf s function
Synojpsis

#define @ STDC WANT LIB EXT1 1
#include <wchar.h>
int wprintf s(const wchar t * restrict format, ...);

Runtime-constraints

format shall not be a null pointer. The %n speciﬁer61) (modified or not by flags, field
width, or precision) shall notvappear in the wide string pointed to by format. Any
arguinent to wprint £_s corresponding to a %s specifier shall not be a null pointer.

If thgre is a runtime-constraint violation, the wprint£_s function does not attempt to
prodyice further output, and it is unspecified to what extent wprint£f_s produced output
before discovering the runtime-constraint violation.

Description

The wpr
runtime-constraints listed above.

60) As the functions vEwscanf_s, vwscanf_s, and vswscanf_s invoke the va_arg macro, the
value of arg after the return is indeterminate.

61) It is not a runtime-constraint violation for the wide characters %n to appear in sequence in the wide
string pointed at by format when those wide characters are not a interpreted as a %n specifier. For
example, if the entire format string was L"%%n".
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Returns

The wprintf_ s function returns the number of wide characters transmitted, or a
negative value if an output error, encoding error, or runtime-constraint violation occurred.

6.9.j_]A_'Ilh.uaLs::a.n_E=s function
Synolpsis

Runt

#define @ STDC WANT LIB EXT1 1
#include <wchar.h>
int wscanf_s(const wchar_ t * restrict format, .I\):;:

ime-constraints

format shall not be a null pointer. Any argument indirected though in order to store

convg

erted input shall not be a null pointer.

If the¢re is a runtime-constraint violation, the wscanf_s function does not attempt to
perform further input, and it is unspecified to what extent<wscanf_s performed input
before discovering the runtime-constraint violation.

Description

The wscanf_s function is equivalent to gwscanf_s with the argument stdin
interposed before the arguments to wscanf.s.

Retuirns

The wscanf_s function returns-the value of the macro EOF if an input failure occurs

e any conversion or if\there is a runtime-constraint violation. Otherwise, the

wscC

nf_s function returns the number of input items assigned, which can be fewer than

provided for, or even zero;, in the event of an early matching failure.

6.9.2 General.wide string utilities

6.9.2.1 Wide’string copying functions

6.9.2.1:.1-The wesecpy s function

Synopsis

64

#define @ STDC WANT LIB EXT1 1
#include <wchar.h>
errno_t wcscpy s(wchar t * restrict sl,
rsize t slmax,
const wchar t * restrict s2);
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