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(the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical act|V|ty ISO and IEC
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nology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

hational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, A
main task of the joint technical committee is to prepare International Standards. Draft

dards adopted by the joint technical committee are circulated to national bodies for voting. P
ternational Standard requires approval by at least 75 % of the national bodies casting a vote.
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track procedure”, by Joint Technical Committee ISO/IECJTC 1, Information technology, in
pproval by national bodies of ISO and IEC.
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Introduction

This Technical Report is the first of a series of publications that explore IP-based enterprise communication
involving Corporate telecommunication Networks (CNs) (also known as enterprise networks) and in particular
Next Generation Corporate Networks (NGCN). The series particularly focuses on inter-domain
communication, |nclud|ng communlcatlon between parts of the same enterprise, between enterprises and
between entge pbject,
defines som archltectural concepts identifies various communlcatlon scenarios, and prowdes a framewgrk in
support of other publications that provide greater detail on particular topics.

This Technig¢al Report is based upon the practical experience of Ecma member companies and-the results of
their active|and continuous participation in the work of ISO/IEC JTC 1, ITU-T, ETSLYIETF and o¢ther
internationall and national standardization bodies. It represents a pragmatic and widely baséd consensys. In
particular, Ecma acknowledges valuable input from experts in ETSI TISPAN.

Vi © ISO/IEC 2009 — All rights reserved
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Further details on mobility in an NGCN enyvironment are to be found in ISO/IEC TR 26927 [2].

Scope

Technical Report is part of a series of publications that provides an overview\of |P-base
munication involving Corporate telecommunication Networks (CNs) (also known-as enterprig
in particular Next Generation Corporate Networks (NGCN). The series particularly focuseg
communication based on the Session Initiation Protocol (SIP) [6], with<ah emphasis on
munication. This includes communication between parts of the~ same enterprise (o
structures and/or hosted), between enterprises and between edterprises and public nej
nical issues are investigated, current standardisation work and.gaps in this area are ider
ber of requirements are stated.

particular Technical Report provides general informatiah*on the subject, defines some
epts, identifies various communication scenarios, and provides a framework in supp
cations that provide greater detail on particular topics. /At the time of publication of this Tech
urther document in the series has been published, on the subject of identification and routing

scope of this Technical Report is limited toscommunications with a real-time element, incl
D, real-time text and instant messaging.

d enterprise
e networks)
on session
nter-domain
n dedicated
tworks. Key
tified and a

architectural
brt of other
hical Report,
[3].

uding voice,

2 Normative references

The |following referenced, documents are indispensable for the application of this documen{. For dated
refefences, only the edition cited applies. For undated references, the latest edition of thg referenced
docyment (including @any’amendments) applies.

[1] ISO/IEC 18051:2007, Information technology — Telecommunications and informatiop exchange
between systems — Services for Computer Supported Telecommunications Applicatigns (CSTA)
Phage 11l

[2] ISONEC TR 26927:2006, Information technology — Telecommunications and information exchange
between systems — Corporate Telecommunication Networks — Mobility for Enterprise
Communications

[3] ISO/IEC TR 12861:2009, Information technology — Telecommunications and information exchange

between systems — Next Generation Corporate Networks (NGCN) — Identification and routing

[4]
(3]
[6]
[7]

ITU-T Recommendation H.248, Gateway control protocol
ITU-T Recommendation H.323, Packet-based multimedia communications systems
IETF RFC 3261, SIP: Session Initiation Protocol

IETF RFC 3550, RTP: A Transport Protocol for Real-Time Applications
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(8]

[9] SIP Forum sf-adopted-twg-IP_PBX_SP_Interop-sibley-sipconnect

Interoperab

IETF RFC 4566, SDP: Session Description Protocol

ility - SIPConnect 1.0 Technical Recommendation”

[10]ETSI EG 201 017, Corporate Telecommunication Networks (CN); Standardization plan

“IP-PBX / Service Provider

[T11ETSI TR 180 000, Telecommunications and Internet converged Services and Protocols for
Advanced Networking (TISPAN); NGN Terminology

[12] IEEE 802.1x, Port Based Network Access Control

3 Termg and definitions

For the purp

3.1
Corporate

pses of this document, the following terms and definitions apply.

lecommunication Network (CN) (ETSI EG 201 017 [10])

it
Telecommunication network serving a corporation, i.e. a single organization, an“extended enterprise,

industry appj

NOTE S
typically locat
group of user

3.2

Domain
Session levd
NOTE A
3.3
Enterprise
A CN comp
infrastructur
NOTE In

more hosting

3.4

Home servér

For a given
proxy functig

NOTE

t

ication group as defined by the International Chamber of Commerce/(ICC).

pts of equipment [Customer Premises Equipment (CPE) and/or Cystomer Premises Networks (CPN
ed at geographically dispersed locations and are interconnected to provide networking services to a dqg
5. A CN can employ connection-oriented and connectionless technology.

| capabilities within a single administrative area:

domain may or may not correspond to a DNS:demain.

etwork

ising session level capabilities and optionally application layer capabilities hosted on one or
S,

frastructures can include the-enterprise's own infrastructure (dedicated NGCN), the infrastructure of o
NGNs, the infrastructureof one or more hosting NGCNs or any combination of these.

user, as identified by a SIP address of record, the SIP intermediary that contains registrar
nality in‘support of that user.

is ¢herefore the SIP intermediary with which the user's UAs register.

ran

] are
fined

nore

ne or

and

3.5

Transport service provider (TSP)
A business or organisation separate from an enterprise that provides services for transporting data based on
the use of IP at the network layer, thereby allowing the enterprise to communicate with entities outside the
enterprise or with geographically dispersed parts of the enterprise.

NOTE1 C

NOTE 2

ommunication can but need not be via the public Internet.

acts as a TSP also acting as the provider of higher level services, e.g., as an SSP.

A TSP should not intervene above the transport layer. This does not preclude a business or organisation that

© ISO/IEC 2009 — All rights reserved
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3.6

Medium

A given type of payload transported between session users (e.g., audio, video, text), separate from any
signalling used for session establishment.

3.7

Next Generation CN (NGCN)

That part of an enterprise network that is not based on public network infrastructure, that is designed to take
advantage of emerging IP-based communications solutions and that can have its own applications and
service provisioning.

NOTE—AmMNGENTam e amrentire enterprise etwork if Torne of thatetwork s based-ompubtic Tretworkjnfrastructure.

3.8
Nex{ Generation Network (NGN)
The fefinition in ETSI TR 180 000 applies.

NOTE This defines an NGN as follows: “A Next Generation Network is a packet-based network able to provide
serviges including Telecommunication Services and able to make use of multiple bréadband, QoS-enalbpled transport
techrjologies and in which service-related functions are independent from underlying ‘transport-related technologies. It
offer§ unrestricted access by users to different service providers. It supports generalized mobility which will allow
consistent and ubiquitous provision of services to users.” It also goes ono list some fundamental| aspects that
chargcterise NGN.

3.9
Private network traffic
Signplling for session level communications that is handiéd according to rules specific to ap enterprise
network.

3.10
Public network traffic
Signplling for session level communications that\is handled according to rules for public networks.

3.11
Roaming
The |use of session capabilities of ,a‘visited domain to allow a user to access session level sefvices at his
homg domain.

NOTE 1 This usually requires a roaming agreement between the operators of the domains concerned.

NOTE 2  This definitioh of roaming reflects the concept of roaming as found in mobile telephone networks), for example.
It dogs not encompass'certain other common uses of the term, e.g., concerning transport service provision.

3.12
Roaming hub
A network-or other entity with which an enterprise domain has a roaming agreement, allowing entgrprise users
to visit©ther domains that have a roaming agreement with the roaming hub but not directly with the enterprise
domain

3.13

Session service provider (SSP)

A business or organisation separate from an enterprise that provides communication capabilities at the
session layer using SIP and thereby allows the enterprise to communicate using SIP with entities outside the
enterprise or with geographically dispersed parts of the enterprise.

3.14

SIP intermediary

Any intermediate entity involved either actively or passively in SIP signalling between two UAs, including but
not limited to proxies, Back-to-Back User Agents (B2BUAs), Application Layer Gateways (ALGs) and Session
Border Controllers (SBCs).

© ISO/IEC 2009 — All rights reserved 3
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4 Abbreviated terms

ALG
B2BUA
CN

DNS

IPPBX
IPSEC
ISDN
LAN
NAT
NGCN
NGN
PSTN
QoS
RTP
SBC
SDP
SIP
SRTP
SSP
TLS
TSP
UA
UAC
UAS
URI

WAN

Application Layer Gateway
Back-to-Back User Agent

Corporate telecommunication Network
Domain Name System

Internet Protocol

IP Private Branch eXchange
Internet Protocol Security
Integrated Services Digital Network
Local Area Network

Network Address Translator

Next Generation Corporate Network
Next Generation Network

Public Switched Telephone Network
Quality of Service

Real Time Protocol

Session Border Controller

Session Description Protocol
Session Initiation Protocol

Secure Real-Fime Protocol

Session, Service Provider

Transport Layer Security

Transport Service Provider

User Agent

User Agent Client

User Agent Server

Universal Resource Identifier

Wide Area Network

© ISO/IEC 2009 — All rights reserved
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5 Background

Many enterprises and other organisations require their own telecommunications capabilities to support their
own internal communications as well as supporting communications with the outside world. This avoids
incurring unnecessary charges and provides added value in terms of services and features available,
integration with other enterprise applications, etc. These capabilities are provided through enterprise
telecommunication networks (or corporate telecommunication networks, CN, or simply enterprise networks).
Many administrations do not apply the same licensing conditions or regulation to enterprise networks and their
internal traffic as they do to public networks and their public network traffic. Many public networks also offer
optional services to corporate customers, such as hosted (Centrex) services and the leasing and maintenance

of customer premises equipment.

Then
ente
corrg
anal
althd
For

acro
poin
appl

With
(e.g.
Sesq
pers
“intra
web
infra
cony
replg
conr
switd
netw

e has been a major evolution in enterprise telecommunications during the last few years:
‘prise network were based on 64 kbit/s circuit-switched technology, which had s
sponding technology deployed in public Integrated Services Digital Networks (ISDN) an
bgue services. Those enterprise networks primarily delivered a voice or telephony-service tg
ugh in principle they were capable of other services too, including video and various types of
communication outside the enterprise, enterprise networks were able to interwork with p
5s standardized interfaces (at the T-Reference Point). The T reference\point formed the

between standards and regulations applicable to public networks and standards and
cable to enterprise networks and their PBXs.

the advent of technologies for transmitting voice and other real-time media over the Internet

based on Real Time Protocol (RTP) [7]) and corresponding*new signalling protocols (e.g., H
ion Initiation Protocol (SIP) [6]), there was potential for providing telephony and other real-tim
bn services in the public Internet. Moreover, such &ervices also became possible in t

services and access to the world wide web. “Enterprises saw advantages such as

ergence of real-time and data communication. The traditional PBX (Private Branch Exg
ced by or evolved to an “IP-PBX” or “soft(switch” that supported IP connectivity to the deq
ectivity between nodes. Direct IP-basgd "transmission of multimedia between endpoints
hing capabilities were no longer required, except gateways for interworking with “legacy” cirq
orks and media servers for conference bridging, announcements, etc. The “IP-PBX” or “soff

just required to handle signalling.

IP-based enterprise networks-are continuing to evolve, to support additional services, improy

impr
ente
here
IP (g
woul

Until
com
prov

bved Quality of Service (QoS), etc. Moreover, SIP has become the dominant signalling
'prise network that fully embraces IP technology and uses SIP as the signalling protocol i
as a Next Generation CN (NGCN). An NGCN could still contain some components that are 1
.g., traditional RISN components) or that use signalling other than SIP (e.g., H.323 [5], H.24
d also include'SIP components and be able to interface externally using SIP.

recently,) NGCNs generally fell back to legacy circuit-switched techniques for 3
munieation outside the enterprise, e.g., using public ISDN or circuit-switching over leased ling|
ded “the necessary interworking of signalling and media. This was sometimes the ca

com

Prior to that,
ynergy with
d traditional
their users,
data service.
ublic ISDNs
demarcation
regulations

Protocol (IP)
.323 [5], the
€ person-to-
ne IP-based

nets” already deployed in enterprises for data services such as corporate email, file transf¢r, corporate

savings on

structure costs (e.g., one wire to the desk) and the introduction of innovative services that ¢xploited the

hange) was
ktop and IP
meant that
uit-switched
switch” was

ed security,
protocol. An
5 referred to
ot based on
18 [4]), but it

standardised
5. Gateways
se also for

nunication between different parts of the same enterprise

We are now witnessing a period when NGCNs are extending IP-based communication externally by
interfacing to public IP-based networks. This permits IP-based communication between:

enterprise users supported by different NGCNs (i.e., different enterprises),

(different sites);

public network infrastructure;

© ISO/IEC 2009 — All rights reserved
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e enterprise users supported by an NGCN and users of legacy networks via a gateway outside the NGCN.
Enterprise users in this context includes users of terminals based on IP and SIP and also users of legacy
terminals connected via gateways and other legacy equipment such as PBXs.

With this the NGCN no longer needs gateways to external legacy networks (except where required by existing
investment or economic considerations) and can enjoy the benefits of end-to-end IP-based communication
with appropriately equipped communication partners.

The public Internet is one example of a public IP-based network that an NGCN can use for external
communications. This can be used for direct connection between two enterprises, between two parts of the

same enter
public telec
IP-based ne|
mobility, apy
PSTN/ISDN
Next Generd

At present there are no defined standards for direct connection between enterprises,kor connection bet
e and a public network, various public network providers are offering their own specificaf]
IP, and there are some standardisation activities, but these are-at risk of being mufually

an enterpris|
based on §
incompatibleg
other netwo
between difi
supported th

fworks that offer improvements compared with the public Internet (e.g., in terms of QeS,)sec]

nse (e.g.,
mmunications network. In addition, some public network providers are starting to offet<p

lications, etc.) and are even basing their entire telephony capabilities (including emulation o
on IP-based technology. These value added public IP-based networks are colle€tiyely know
tion Networks (NGN).

. This Technical Report analyses enterprise requirements for IP- and’SIP-based interworking
ks, with a view to influencing standardisation and regulation.\It)also discusses communic
erent parts of an enterprise, including parts supported by. enterprise infrastructure and
rough hosting on other network infrastructures, including that of an NGN.

nd a

ublic
urity,
f the
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with
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6 Genernal concepts

6.1 Basi¢ communication architecture

Communication networks in general and NGCNs in particular can be viewed as providing capabilities at {hree
levels, as shown in Figure 1:

e transport;

e session;

e application.

Communication network, e.g., NGCN

Application level

Session level

Aumosg

Juswigbeuel)|

Transport level

Figure 1 — Basic communication architecture

Capabilities at the transport level provide basic IP connectivity between physical items of equipment, such as
servers, PCs, phones, PDAs, etc., including connectivity to the outside world such as the public Internet and
NGNSs. This can be used to transport signalling, media and other data. IP connectivity can be based on IP
version 4 or version 6 and can operate over different infrastructures (e.g., fixed or wireless, LAN or WAN) with
different security mechanisms (e.g., IEEE 802.1x [12], WiFi security). Capabilities present at the transport

© ISO/IEC 2009 — All rights reserved
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level include but are not limited to routing, switching, firewall, network address translation (NAT), quality of
service (QoS) provision, security, etc. Connectivity may be limited to enterprise employees or may be
extended to guests.

The session level provides capabilities in support of user-to-user communication, generally with a real-time
element. Communications can use a variety of media, including audio, video, real-time text, messaging, fax,
etc., or a combination of these. Within an NGCN (and likewise within an NGN) SIP signalling is assumed for
establishment of communications. Users are not necessarily human users - in some cases automata
(applications) can take the role of users.

For the purposes of this document, the application level comprises applications that have some relevance to
commumnication, as provided by the session fevel T his nciudes:

"
applications that use communication capabilities, e.g., a business process” application that uses
ommunication capabilities for communicating with customers, suppliers, parthers, etc.

pplications that enhance communication capabilities in some way, e.g., advanced cpnferencing,

resence;

n level. The
connectivity

This
trang
betw

document focuses on the session level, but also includes some discussion on the applicatid
port level is mentioned only to the extent of how it impacts the session level, e.g., providing
een session level entities, the impact of NATs and firewalls.

Each security and
man

level has its own security and management considerations-and capabilities. In addition,
hgement have to be co-ordinated across all three levels, NGEN-wide.

The

utilis
the s

serv

relat
(bey:

The

prov
as s

appl

there
is ou

broad architectural framework described above can be realised in a number of ways. O
bs the IP Multimedia Subsystem (IMS) specified\by 3GPP, in which case the IMS layer co
ession level described above. The IMS layer ¢uns on top of a transport layer and provides
ce/applications layer. The IMS layer itself comprises a number of functional component
onships. This Technical Report makes no.assumptions regarding the use of IMS or any other
bnd the framework described above and.the session level architecture described in 6.2) in NG

three level architecture is applicable*also to communication between networks. Two networ
de functionality at each of the three levels, and interworking can take place potentially at all
hown in Figure 2. Interworking-does not need to occur right up to the application layer. Fo
cations are local to the twornetworks, interworking could be just at the transport and sess
is no real-time communication session involved (e.g., data communication such as email o
tside the scope of this\Technical Report), interworking would be only at the transport level.

Network 1 (e.g., NGCN) Network 2 (e.g., NGN)

Application level
interworking

Application level Application level

Session level
interworking

Session level Session level

ne example
responds to
support to a
s and inter-
architecture
CNs.

ks can each
three levels,
example, if
on levels. If
web, which

Aunosg
Aunosg

Transport ievet

interworking

Jusiuabeue\|

Jusiuabeue|y

Transport level Transport level

Figure 2 — Overall architecture for inter-network operation

Similar principles can be extended to multiple networks in series, where intermediate networks might not be
involved at the higher levels. Figure 3 shows an example where networks 1 and 4 communicate up to the
application level, with network 2 involved only at the transport level (e.g., a transport service provider, TSP)
and network 3 involved only up to the session level (management and security omitted for clarity).
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Network 1

Network 2

Network 3

Network 4

(e.g., NGCN)

Application level

Application level

Session level

Session level Session level

Transport level

Transport level Transport level

Transport level

6.2 Sess

During a se
each user h
wireless) or
include app
gateways tdg

maintenancg of a session are achieved using signalling, the protocol being SIB.

Signalling a
or more inte
(intermediar
for further di

(management and security omitted for clarity)

on level architecture

a PC or PDA running a soft client or some higher level application: ©Other types of end
ication servers (e.g., media applications, conferencing applications,\presence applications
non-IP-based or non-SIP-based networks or equipment, etc. Establishment, clear down

nd media are transported separately between endpoints. Signalling typically passes through

es such as NATs and firewalls can be involved up todhe transport layer). However, see also
scussion of the media path.

Signalling

6.2.1

SIP messages are used to exchange session descriptions using the embedded Session Description Pro
(SDP) [8]. Session descriptions indicate factors such as the media to be used, codecs, packet rates, seq

contexts an

Intermediary\
Endpoint \ / Endpoint
Media path(s) Signalling path
Figure 4 — Session architecture
Signfalling using.SIP

IP addresses and port numbers for media reception.

5sion, two users (more in conferencing arrangements) exchange media information. To dg
as an endpoint device, which in the case of a human user can be a dedicated phone (fixed or

this
point

and
and

one

rmediaries, as shown in Figure 4, whereas media is often transported directly between endppints

5.2.2

tocol
urity

Using SIP terminology, each endpoint contains a SIP user agent (UA). In principle, SIP can operate directly
between two UAs. However, the SIP standards do define other SIP entities that can assist. In particular the
main SIP standard [6] defines the concept of a location service at which UAs can register to assist in locating
UAs representing a particular user. Related to this are the concepts of a registrar (a SIP entity that registers
UAs at the location service) and a proxy (a SIP entity that queries the location service in order to assist in the

forwarding o

NOTE

f requests to appropriate UAs).

Also there is a redirect, which is similar to a proxy but redirects requests (by instructing an upstream entity to

remake the request to a different destination) rather than forwarding requests. For the purposes of this Technical Report a
redirect is treated as a proxy unless otherwise stated.
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The handling of a SIP request from one UA (the UA client, UAC) to another UA (the UA server, UAS) typically
passes through a proxy in the destination domain (as determined by the domain part of a SIP URI), which
queries the location service in order to locate UAs that might be able to handle the request. Also the UAC
often sends requests to a local proxy in the originating domain (known as an outbound proxy) in order to
reduce the routing burden on the UAC. This gives rise to the typical SIP trapezoid involving two UAs and two
proxies (see Figure 5).

Domain 1 Domain 2

Proxy Proxy

UA UA

Figure 5 — Typical SIP trapezoid

Som
whic]
dialo
com
be rg

etimes a SIP request can result in the formation of an associatioh’between two UAs, in th
h further SIP requests in either direction can be sent. This isrknown as a dialog. The mg

brising a collection of media between the UAs. An INVITE-initiated dialog and its associated
garded as a call. Proxies involved in routing the dialogsinitiating request may or may not ren

e context of
st important

g in SIP is that initiated by an INVITE request, because_such a dialog has an associated session,

session can
ain involved

in the dialog for routing subsequent requests.
be known as
quite tightly
ntal to much

Cally a proxy is collocated with a location service and a registrar, so the whole entity tends to
a proxy. The behaviour of a proxy is standardised in-J6] and other SIP RFCs and its behaviour is
congtrained by the standards in order not to jeopardise the end-to-end character that is fundame,
of SIP.

Typi

Althgugh not standardised in [6], the market has found the need for an entity known as a Back-tp-Back User
Agent (B2BUA). In some respects a B2BUA acts like a proxy, being an intermediate entity on a signalling path
between two UAs, but in other respects a B2BUA acts as two UAs back-to-back. The behaviour of a B2BUA is
not gtandardised, and because:_it(is' not constrained by standards a B2BUA can behave more flgxibly than a
proxy. This allows a B2BUA t6 fulfil certain roles that a proxy cannot (e.g., by offering transcoding capabilities
for media). On the other hand by not behaving as a proxy a badly designed B2ZBUA can behave [in ways that

are inconsistent with the expectations of UAs and can cause problems.

r forms of entity'that can intervene either actively or passively in a SIP signalling path include Application
r Gateways,(ALGs) and Session Border Controllers (SBCs). These have knowledge of the

SIP protocol
privacy, etc.

tity involved
ervers, other
prOX|es or B2BUAs, ALGs and SBCs. In this document, a SIP intermediary that contains registrar and proxy
functionality (whether or not it is a pure proxy/registrar or a B2BUA) is called a home server, since it serves as
the "home" for those SIP addresses of record for which it provides a registrar function. For mobile users, even
when roaming to distant access points, their UAs still need to register at the home server.

As stated above, SIP can in principle operate directly between UAs, and indeed there is a lot of interest at
present in peer-to-peer (P2P) SIP where SIP intermediaries are eliminated. Whether and how soon this ideal
will be realised is open to speculation (perhaps initially within very small enterprises), but the trend is expected
to be away from the circuit switching concept of signalling passing through an arbitrary number of
intermediaries (e.g., associated with switches) towards a lightweight solution with a minimal number of SIP
intermediaries.
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In many enterprises a single SIP intermediary (home server) can suffice for communication within the
enterprise network (or within a domain of the enterprise network, see 6.3), with additional intermediaries
involved when communicating outside the enterprise network or domain. Even multi-national enterprises will
not necessarily deploy a SIP intermediary in every country, and UAs in one country can be allowed to register
at a home server in another country. In many enterprises these intermediaries are in the form of B2BUAs,
rather than proxies, in that they do not conform to all the rules for proxies.

Additional SIP intermediaries are often deployed at the border of a network or domain, normally described as
session border controllers (SBCs). These provide functions such as topology hiding, QoS, firewall traversal

and NAT traversal, and generally the media flows through these too.

6.2.2 Med

In principle,
Intervention
transcoding,
may or may

Even when
independent
routing of m
NAT or firew

An enterprig
appropriate
a particular
media.

6.2.3 Exan
Figure 6 shqg

to a normal
the SBCs.

4L
apatn

media is transported directly between the two UAs without intervention above the transport |
can occur, for example, when there is a need to perform some function on the media sug
translating, recording or bridging. Equipment through which media is routed for;such purp
not be equipment involved in the signalling path.

there is no intervention above the transport layer, although the media. path in princip
of the signalling path (and can differ between media) there can be ‘Censtraints governing
edia. When SBCs are involved on the signalling path and perform functions on media sug
all functions, charging or QoS measures, media will also be required.to pass through those S

e operator might have a policy on the routing of media, é-g:; to minimise charging, to

[0S, or to ensure proper security. One technique for achieving this is to force signalling to f
path and media to follow that path. Another way is to set aside certain infrastructure resourcq

hple
ws an example of two domains communicating at the session level, each with an SBC in adq

SIP intermediary (proxy or B2BUA). It is assumed that media as well as signalling pass thr

Signalling path

Domain 1 Domain 2

B2BUA/proxy: B2BUA/proxy

SBC SBC

UA

UA

)

Media path

pyer.
h as
pses

le is
) the
h as
BCs.

gain
Dllow
s for

lition
bugh

Ei 6_E le of ion involvi lomains with SBC

6.3 Domains

When discussing session capabilities in this document, the term “domain” is used to refer to session
capabilities within a single administrative area.

The term “enterprise network” is used to refer to session capabilities provision for the entire enterprise, and
this may comprise a single domain or multiple domains. In the latter case, the individual domains can also be
regarded as sub-domains of the domain representing the entire enterprise network.

The term “public network” is used to refer to session capabilities provision for the general public. Generally it is
sufficient to regard a public network as a single domain from the perspective of an enterprise network.
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Figure 7 shows an example of an enterprise domain (comprising two sub-domains) and a public network
domain.

Enterprise network Public network

Enterprise domain Public domain

—>

\

Sub-domain 1 Sub-domain 2

Inter
an e
(pub

Freq
is nd
the @

The
serv
impd
with

\
Inter-domain communication
between the enterprise domain
and the nublic domain

Inter-domain communication
within the enterprise domain

Figure 7 — Example of domains and inter-domain communications

tdomain communications therefore refers either to communications involving two or more doj
ic networks and/or other enterprise networks).

Lently a domain as described above will coincide with a DNS-domain, e.g., example.com. H
t necessarily so. For example, all administrative domains within a single enterprise network
omain name example.com.

Hdomain name for an enterprise will normally be used within identifiers for enterprise users of §
ces, in order to ensure that such identifiers are<fully qualified (globally unique). This i
rtant for identifiers that are not based on E.164 numbers, i.e., identifiers based on numbers in
a private numbering plan (PNP) or non-numeric identifiers (e.g., names). In the case of a

mains within

nterprise network or to communications involving an enterprise network and one or more other networks

owever, this
could share

session level
particularly
accordance
BIP URI, the

domain name forms the domain part of the URI\This is a complex area and will be the subject df a separate
publication in this series.
Typigally an enterprise network is fully interconnected, although in some cases there might be islgnds that are

not ¢

irectly connected and have to communicate with each other via other networks (e.g., via an

NGN). Each

of these islands is then treated as“a-separate domain. If the interconnecting network is involved at the session
level, that too is considered as-a.domain.

For lcommunications between domains, signalling passes through at least one SIP intermediary in the
origipating domain, in the‘terminating domain, and in any intermediate (transit) domains. In additign, SBCs are
ofter] involved on either side of domain boundaries.

6.4 | Mobility

An NGCN intrinsically supports a basic mobility capability by allowing users to register with their home server

from

onp

different locations as well as to the case where a terminal moves with the user.

nywhere within the domain and obtain the same services. The same applies to enterprise lisers hosted

;mmrmﬁmmmmm«mmmﬁamﬁmn*

i terminals in

The ability to register and obtain services from different locations can be extended to the case where a user
connects to a different transport infrastructure, with transport connectivity to the home domain's transport
infrastructure by some means, e.g., VPN. This has particular implications for geographic location provision
and emergency calls.

In some cases, performance considerations might limit the effectiveness of real-time communications when
visiting a remote location, e.g., when using a cellular access network. In such cases it may be beneficial to
use session level capabiliies of a visited domain, more closely associated with the visited transport
infrastructure. This might also apply if, for any reason, VPN is not available as a means of traversing NATs
and firewalls. Registration would still be with the NGCN user's home server, but would be via one or more SIP
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intermediaries (proxies) in the visited domain and perhaps also in intermediate domains. Likewise, signalling
for outgoing and incoming communications would pass between the endpoint and the home server via one or
more SIP intermediaries in the visited domain and any intermediate domains. This is based on the same
principle as that used to support mobility in IMS.

The ability to obtain services when visiting another domain with the support of session capabilities of the
visited domain is known as roaming. Roaming generally requires a roaming agreement between the operators

of the domai

ns concerned.

When a wireless terminal is used for mobility, including roaming, some form of session continuity may also be
available, thereby giving a more complete mobility experience. Session continuity is outside the scope of this

HIN™N

Technical R
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6.4.1 Roaming of enterprise users outside their home domain
Figure 8 shgws an example of an enterprise user A whose home domain is domain 1 roamihg into vi
domain 2 and from there being involved in a call with user B in domain 3.

Roaming

A
— —
[Pomain 2 (visited) Domain 1 (home) Domain 3
SIP Home server Home server
intermediary for user A for user B
UA UA
usel A user B
Figure 8 — Roaniing example

To permit rgaming, there will in general need to>be a roaming agreement between the home and vi

domain. However, having a separate roaming\agreement with every potential visited domain migh
impracticable, and therefore reliance on indirect roaming agreements is likely. For example, an NGCN 1

have a roa
NGNs and

ing agreement with a particular NGN, which in turn has roaming agreements with many
obile networks in different:countries and somehow advertises reachability. The practice of

network haying a roaming agreement’ with an entity that in turn has agreements with other networ

common pr
Applying this
has a roami

ctice in the cellularwworld. The entity in the middle is often referred to as the roaming
to the case of anenterprise user roaming to other domains, the domain with which the enter|
g agreement acts as the roaming hub. Figure 9 illustrates the use of a roaming hub and assy

that signalling between the visited domain and the home domain passes through the hub (although

arrangemen

s might be'possible).

Roaming
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Domain 1 (home) Domain 3

(roaming hub)

SIP
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SIP
intermediary

Home server
for user B

Home server
for user A

UA

user A

UA
user B

Figure 9 — Indirect roaming example

This concept is equally applicable to NGCN users and enterprise users hosted by a public network
infrastructure (see 6.5). Various scenarios involving roaming are shown in 7.5.

12
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Conversely, an NGCN can support guest users, who do not have regular accounts with the NGCN either at
the transport level or at the session level. At the transport level, such users are normally accommodated in a
way that clearly separates them from regular enterprise users and servers, e.g., using a virtual LAN or WAN
that allows them to access the public Internet. This also allows the guest users to connect to their home
infrastructure using VPN. A guest user can conduct session services with his/her normal domain using this
transport level capability, and therefore the NGCN would not be involved at the session level. There may be
performance considerations, e.g., a user roaming visiting an NGCN and accessing conference facilities also
within that NGCN may experience performance degradation if media are routed via the user's home domain
rather than locally within the visited NGCN. However, this should be no worse than when visiting one domain

FCCESSITTY conference facifities ima thirddomaim At present there does ot seenTtobe—amy motivation for

and
allowi

supg

NOT
to us

6.5

With
Ethe
sites
netw
level
sess

Then
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capg
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How|
ente
netw
prim
capg
infra
netw

ing a guest user to access his/her home server via NGCN SIP servers, i.e., for no need
ort.

This does not preclude an NGCN home server providing a visitor with a temporary(aceount, all
NGCN session level services.

=)
=

The hosting concept

n a single site or campus, an enterprise will have its own infrastrcture, built on technolog
rnet, Wireless LAN, etc. and providing at least a transport level capability. This can be exten
using techniques such as leased line or virtual private network (VPN), the latter going
ork infrastructure, e.g.,
capabilities are outside the scope of this Technical Repeort, which focuses on communic

on level and above.

e are several basic options for providing session‘capabilities for an enterprise. One pog
de dedicated session capabiliies on enterprise premises using the enterprise infrast

for roaming

bwing him/her

ies such as
ed between
ross public

the public Internet. Methods for achieving an infrastructure supporting transport

tions at the

sibility is to
ructure, the

bilities being managed by the enterprise (or possibly by a third party). This is analogous to the traditional

bver, there is an increasing market for hosted session services, whereby session capab
[prise are hosted on a third party infrastructure. The third party infrastructure could be tha
ork, for example an NGN. It could’ also be an enterprise infrastructure that has spare capa

lities for an
[ of a public
City or exists

arily for the purpose of providing hosted capabilities. Regardless of the network that hgsts session

bilities for an enterprise, a-terminal accessing session capabilities will typically be on the entd

rprise's own

structure (directly or via VPN) or with roaming guest status on a third party infrastructure (¢.9., a home

ork, a hotel network.ora wireless hotspot).

A h

sting infrastructure will typically host session capabilities for multiple different enterpris

Furthhermore, different parts of the same enterprise can be supported by different hosting inf|

The
singl
publ

may even-be a mixture of hosting and dedicated infrastructures supporting session capa
enterprise. Each of these parts of the enterprise network are regarded as separate domain
network infrastructure will also support public session capabilities, i.e., provision of sef

gengral_ public. The general concept of a hosting infrastructure supporting session capabilities is
Figute 40

e networks.
rastructures.
bilities for a
5. Of course,
vices to the
illustrated in
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enterprise supported by 0 to

Public session
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Enterprise session
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l
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0..n
Public network infrastructure
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Session services for an
enterprise supported by 0 to m
public network infrastructures
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Session services for an

m enterprise infrastructures

NOTE Al
infrastructure
from outside

he enterprise, but typically transport level capabilities are sufficient ta’support such users.

0..m 0.m
Enterprise Public network
infrastructure infrastructure

Figure 10 — Session capabilities supported by different infrastructures

though a fourth possibility can be identified (public session capabilities supported on ente
, ho use case has been identified. One possibility might be to accommodate roaming users with guest s

prise
tatus

An NGCN cpmprises enterprise infrastructure with session capabilitiés) support for one or more enterpifises.
An NGN comprises public network infrastructure with session capabilities support for public communica}ions
as well as for zero or more enterprises. Session capabilities fon an enterprise could be supported by ome or
more NGCNs and/or one or more NGNs. Thus differentiusers use session capabilities from different
infrastructurgs, often but not necessarily on a geographic basis.

Similar hosting options exist for applications. For example an NGN could host enterprise session capabllities
and a number of enterprise applications.

Examples of specific arrangements derived frem the general hosting concept described above are descfibed
below.

6.5.1 Dedicated NGCN

NGCN

Enterprise session
capabilities

Enterprise
infrastructure

Figure 11 — Dedicated NGCN

In this example, session capabilites for an enterprise are provided on top of the enterprise's own
infrastructure. This is a simple NGCN and is analogous to the traditional PBX. The NGCN can be viewed as
an enterprise network comprising a single domain (possibly divided into sub-domains for administrative

reasons).

14
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6.5.2 Enterprise hosted by a single public network infrastructure

NGN

Enterprise session
capabilities

Session
capabilities to
other enterprises

Public session
capabilities

Public network

In thjs example, session capabilities for an enterprise are provided by an NGN,_which also prov
capdbilities to other enterprises and public session capabilities. For a given ‘enterprise, the entery
capdpilities can be regarded as an enterprise network comprising a singlé domain (possibly divig

infrastructure

Figure 12 — Enterprise hosted by a single public network

domains for administrative reasons).

6.5.3

Enterprise hosted by multiple public network infrastructures

NGN1

NGN2

Session
capabilities to
other enterprises

Enterprise session
capabilities

Session

capabilities to
other enterprises

Public session
capabilities

[

Public session
capabilities

[

Publie‘nétwork
infrastructure

Public network
infrastructure

Figure 13 — Enterprise hosted by two public networks

des session
rise session
ed into sub-

In this example, session capabilities for an enterprise are provided by two or more NGNs, e.g| in different

courtries;~ serving users based in the respective countries. The enterprise session capabil

ties can be

regarded as an enterprise network comprising two domains, one per NGN (each possibly divided into sub-

ins”for administrative reasons).The two NGNs need to communicate in a similar way to twolnodes of an

dom

NGCN and support features specific to the enterprise network concerned, e.g., private numbering plan.
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6.5.4 Enterprise hosted by a combination of enterprise infrastructure and a public network
infrastructure

NGCN NGN
. . Session
Enterprise session capabilities t
capabilities pabiiities to
other enterprises
Public session
capabilities
I
Enterprise Public network
infrastructure infrastructure

Figure 14 — Enterprise hosted by own and public network infrastructure

In this exanpple, session capabilities for an enterprise are provided by an_ NGCN (on the enterprise's
infrastructure¢) and an NGN. The NGCN might serve users based at the main_ office and the NGN might {
users basedq at branch offices or at home. The enterprise session, capabilities can be regarded a
enterprise network comprising two domains, one being the NGCN,the other in the NGN (each pos
divided into |sub-domains for administrative reasons). The NGCN<{and the NGN need to communicate
similar way fo two nodes of an NGCN and support features specific to the enterprise network concerned,
private numbering plan.

To a first approximation the services received by enterprise users hosted by the NGN are similar to sery
received by pnterprise users hosted by the NGCN but,roaming (on a long term basis) into the NGN (see 6
There could| of course, be detailed differences in offerings, and commercially the two arrangements mig
quite different and might attract different charges.(Also the mechanisms differ, in that signalling (and per|
media too) fpr calls involving roaming NGCN-hosted users always needs to be routed via the home sery
the NGCN gven when communicating with another party in the public network or a party supported by p
network infrastructure. With NGN-hosted enterprise users, this longer path is avoided. On the other hand
use of roaming may be easier to set upysince it reduces the amount of configuration needed at the NGN

it avoids the|need to support the enterprise private numbering plan).

6.6 Private network traffic)and public network traffic

Within an NGN infrastrugture that hosts both enterprise networks and a public network, signalling for se
level commuynications-can be handled according to rules specific to an enterprise network or rules applid
to the public|netwaork:-Rules for an enterprise network can differ in a number of respects, e.g.:

own
erve
5 an
sibly
in a
e.g.,

ices
A4.1).
ht be
naps
er in
ublic
, the

ed.,

Esion
able

e resourcgs available and their priorities;

e routing based on identifiers specific to the enterprise (e.g., private numbering plan);
e charging;
e the applicability of services such as call recording;

e regulations applicable to public networks may not apply.

Within such an NGN the term private network traffic applies when signalling is handled according to rules
specific to an enterprise network and the term public network traffic applies when signalling is handled

according to rules for the public network.
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A call between two users of the enterprise network will generally be regarded as private network traffic end-to-
end, including any part that is routed through NGN infrastructure, e.g., between two NGCN domains, between
two hosted domains or between an NGCN domain and a hosted domain.

A call from a user of an enterprise network to a user of a public network is said to break out of the enterprise
network. Between the calling user and the break-out point the call is considered private network traffic, and
beyond the break-out point it is considered public network traffic.

For a call originating in an NGCN and going via NGN to a public network user, the break-out point can be
located either in the NGCN or in the NGN. If located in the NGCN, the NGCN determines that the call has to
break out, performs any necessary actions such as changing identifiers, and indicates to the NGN that the call
[ i ' it f frai IGN that the

e enterprise
traffic, and

point can be

ins it passes
hents that are
he concept is

Further study is required to determine whether this concept will be sufficient to address dll regulatory
congiderations related to enterprise networks, e.g., whether break-out within an NGN would haye impact on
the NGCN, such as requiring the NGCN to perform lawful interception.

6.7 | Other technical considerations

In afdition to the architectural and othér concepts described above, there are many other technical
congiderations associated with the scenarios identified in Clause 7, including but not limited to:

¢ identification and routing (including identification presentation and restriction);
e INAT and firewall traversal;
e security;

e fegulatory considerations (including emergency calls, lawful interception, prioritised communigations such
s for disaster relief);

. uality issues;

Iocation-pased services, elc.

Discussion of these technical considerations is outside the scope of this Technical Report. Some of these
topics will be covered by other publications in this series.
7 Scenarios for session-based communications

This Clause introduces various intra-domain and inter-domain scenarios for communication. In each case the
architectural impact is considered, Other technical considerations are identified, but discussion is generally
outside the scope of this Technical Report and will be addressed by other documents in this series.
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7.1 Session-based intra-domain communications

This sub-clause discusses session-based communications within a single-domain enterprise network or within
a single domain of a multi-domain enterprise network. The focus is on dedicated NGCNs (based on an
enterprise's own infrastructure) and on domains supported by hosting NGCNs. Similar principles apply to
domains hosted by NGNs, except that they will be based largely on the same NGN technology that is used to
support public networks.

Intra-domain communications are considered private network traffic.

Geographically dispersed parts of a single enterprise domain will often share a common enterprise

infrastructur
capabilities
with and oth

P based on technologies such as leased line and VPN. AT the session level, the transport
can be used to link SIP intermediaries in different locations and to allow SIP endpoints to teg
erwise communicate with their home servers. VPN connections can be established-on a s

permanent basis (e.g., between a branch office and a main office) or can be established ondemand

from an em
essentially h

However, as

level
ister
emi-
e.g.,

bloyee's PC at home, in hotels, when travelling, etc.). Locations connected in this-way form an

lomogenous infrastructure or domain, when viewed from the session level or above.

discussed in 6.4.1, remote access at the transport level by a roaming useér will not always dg

bliver

the desired performance, and consequently session level services of a visited domain*might need to be ysed.

Thus commuinication is no longer intra-domain.

When a domain is hosted, UAs may be supported on a separate infrastructure from that of the hofsting

network, e.d., the enterprise's own infrastructure or a home network infrastructure, without necessarily having
a VPN conngction into the hosting infrastructure. For the purposes of this Technical Report, such UAs ar¢ still
considered part of the hosted domain, provided they signal directly with a SIP intermediary in the hopting
network.

Within a domain, there is no fundamental reason for more.than one home server, even when an enterprise
spans diﬁer{nt countries and continents. However, considerations such as the following will lead to more|than
one home s¢rver in many cases:

e resilience;

e server sfalability;

e regulatign (e.g., if a country forbids“international VolP traffic without using a public network);

e bandwidth utilisation on long distance links;

propagation time,

the presence of NATs\and firewalls inside the enterprise network (as opposed to at borders) (unusual

country- links

fail);

or region-independence (one country not impacted if the network in another country fails or

cost considerations (€.g., If Interconnection via a SessIion Service provider IS cheaper than leased 1ines);

distributed management responsibility;

company mergers and acquisitions, etc.

Where a cluster of home servers is provided for resilience, UAs will perhaps register with multiple home
servers, or register with one and be prepared to register with another if that one fails.

In other cases, users will be assigned to particular home servers (normally on the basis of geographic
location) and UAs will always register with the home server concerned. In such cases the home servers can
be considered to be in different (sub-)domains and scenarios in 7.2 apply for communication between users
served by different home servers.

18 © ISO/IEC 2009 — All rights reserved


https://iecnorm.com/api/?name=b78412c0a3db2d2bba8f9b0d448dcade

ISO/IEC TR 12860:2009(E)

Typically registration can occur from anywhere within the domain (if the user is mobile), except where NATs or
firewalls or non-technical reasons prevent this.

In addition to home servers, there can also be other SIP intermediaries involved in intra-domain
communications, e.g., edge proxies (acting as front end concentrators into a home server), SBCs (allowing
UAs on enterprise infrastructure to access the hosting infrastructure).

In the simplest case, session signalling will pass through just a single SIP intermediary, the home server
serving both the calling and called users, as shown in Figure 15. In other cases it will pass through other types
of SIP intermediary, e.g., SBCs between UAs and the home server (see Figure 16).

Notelthat the Use of one or a small number of SIP INtermediaries i a geographically dispersed dgmain should
not impact the routing of media traffic, which should still flow directly between UAs. Different.cgnsiderations
apply to entities such as media servers and gateways, which might need to be provided-inyeach country or
regign to prevent excessive bandwidth demands on long distance links.

Enterprise network Signa/lling path

Domain

1

Home server

UA / \ UA
Enterprise infras,t\@ﬁure \
Me\dia path

Figure 15 — Example of an intra<domain session through a single home server

Enterprise network

Domain (hosted) /

Home server

/ sc sec \

UA
\

N7 :
.nizﬁmse Hosting infrastructu re\ : SITHEEE
i ructure infrastructure|

Me\dia path

Signalling path
/

UA

11

Figure 16 — Example of session within a hosted domain employing SBCs

7.2 Session-based inter-domain communications within a single enterprise network
This sub-clause discusses session-based communications between domains of a single enterprise's network.
A domain can be a dedicated NGCN or can be hosted on the infrastructure of another NGCN or an NGN. A

domain could also be a part (sub-domain) of such a domain. An enterprise network can comprise a mixture of
such domains.
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There may be cases where an NGCN is spread over separate islands of enterprise infrastructure that, for
NGCN purposes, are not interconnected. This includes cases where:

there is no interconnection at all;
interconnection exists but is reserved for other types of traffic;
interconnection exists but has limited capacity;

interconnection exists but has temporarily failed.

Each island
networks. P
use of a

use of 3
NGCN d

use of &
NGCN d

This last cas
Inter-domair
Generally si

server in thg
any transit d

7.21

This is illustfated in Figure 17 for the case of twesdomains supported by a single enterprise infrastructure i

two domains

Communication between domains supported by the same infrastructure

can be treated as a separate domain. Communication between islands will need to be viayp
pssibilities include:

TSP to carry signalling and media between NGCN domains;

hosting network (e.g., an NGN) to carry signalling and media as private network traffic bet
omains.

public network (e.g., an NGN) to carry signalling and media as public network traffic bet
omains.

e is considered to be communication outside the enterprise nétwork and is covered in 7.4.
communications within a single enterprise network are.considered private network traffic.
pnalling for inter-domain traffic will pass through a henie server in the caller's domain and a H

called user's domain. In addition, it can pass thfough other SIP intermediaries, including tho
pmains that might be involved. Some examples.are given below.

of an NGCN.

X Signalling path
Enterprise network

Domain 1 Domain 2

/

Home server Home server

T~

\

UA

UA

ZI o

ublic

veen

veen

ome
5e in

Enterprise infrastructure (NGCN) \

Media path

Figure 17 — Example of communication between domains within a single NGCN
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7.2.2 Communications between domains of an NGCN via a TSP

This

is illustrated in Figure 18.

EnteWetwork

yal O
~ ~ — ~~
Domain 1 Domain 2
Home server . Home server
UA \ UA
Enterprise infrastructure TSP Enterpri Nrastrudture
(NGCN) N CN)
Secure meldia path Secu\re signalling path
Figure 18 — Example of communication between domains.of an NGCN via a TSR
This|is a case of direct peering between parts of an NGCN, andds,comparable with direct peering between
entefprises as described in 7.3.2. It is essential that both signallingand media be secured (e.g., TLS or IPSEC
for §IP, SRTP for real-time media). SIP intermediaries in the \arious parts (or at least those on [the borders,
e.g.,| SBCs) need to have public IP addresses to be reachable in this way. NAT and firewall traversal
techniques need to be employed. SIP intermediaries cafvbe configured only to accept traffic from[known parts

of th

7.2.3
NGN

This

b same enterprise, thereby avoiding handling unwanted traffic.

Communications between domains of-an NGCN using private network traffic throug

is illustrated in Figure 19.

Enterprise network

h a hosting

Domain 1 i Transit (hosted) domain i Domain 2
| | | -
|
Home server : . = ' E Home server
| intermediary |
a \ a
UA : : UA

L/ !

Ent ise infrastructure Public network infrastructure\ | Enterprise infrastrycture

()" (NGCN) (hosting NGN) (NGCN)

Media path Signalling path
Figure 19 — Example of private network traffic between domains of an NGCN via an NGN

The NGN in this case provides enterprise transit functionality and treats the traffic as private network traffic.
The SIP intermediary in the NGN routes requests to the appropriate part of the NGCN based on routing
information in the request. In treating the traffic as private, enterprise features such as private numbering
plans can be used, traffic is not subject to regulations applicable to public network traffic, and charging may be
different.

Signalling between each NGCN domain and the transit domain should be as similar as possible to that
between two NGCN domains (e.g., as shown in 7.2.1 or 7.2.2).
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7.2.4 Communications between domains of an NGCN using public network traffic through a public
SSP such as an NGN

In this case the two NGCN domains are treated as separate NGCNs (i.e., separate enterprises) by the NGN. It
is therefore more like indirect peering between two enterprises, as described in 7.3.3.

Compared with the scenario described in 7.2.3 (using private network traffic), the advantage of this
arrangement is that it can be entered into on an ad hoc basis if the NGCN domains already have access to
the NGN for external traffic. Also different parts of the NGCN can use different NGNs without those NGNs
having arrangements for routing private network traffic between them.

Routing cor{siderations are diiferent, because In this case the NGCN cannot take advantage or specific
enterprise rquting support in the NGN.

7.2.5 Communications between a dedicated NGCN domain and a domain hosted by an NGN

This is illustiated in Figure 20.

Enterprise network

Domain 1

Domain 2 (hested)

Home server

\

Home server

UA

UA

Enterprise infrastructure

(NGCN)

\ A}\ GN infrastructure

Figure 20 — Example of communication between a dedicated NGCN

Media path

Sign‘alling path

domain and'an NGN-hosted domain

Signalling bgetween the two domains shéuld be as similar as possible to that between two NGCN domains
(e.g., as shgwn in 7.2.1 or 7.2.2).

7.2.6 Coru’m
t

private ne

This is illustjated in Figare-21.

Entelprise network

unications between a dedicated NGCN domain and a domain hosted by an NGN as
ork traffic via anintermediate NGN domain

Domain 1

UA

Home server

SIP

intermediary

Transit (hosted) domain

Domain 2 (hosted)

Home server

/

\

\

UA

Enterprise infrastructure

(NGCN)

Public network
infrastructure 1 (NGN 1)

Public network
infrastructure 2 (NGN 2)

/
Media path

Signalling path

Figure 21 — Example of communication between a dedicated NGCN domain and an NGN-hosted

22

domain as private network traffic via an intermediate NGN domain
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Signalling between the NGCN domain and the transit domain and between two hosted domains should be as
similar as possible to that between two NGCN domains (e.g., as shown in 7.2.1 or 7.2.2).

7.3 Session-based communication between two enterprises

This sub-clause discusses session-based communications between the networks of two enterprises. The
focus is on enterprises supported by dedicated NGCNs (based on the enterprises' own infrastructures) or by
hosting NGCNSs. Similar principles apply to enterprises hosted by NGNs, except that they will be based largely
on the same NGN technology that is used to support public networks. From the perspective of one enterprise,
it should make no difference whether the peer enterprise is supported by dedicated infrastructure, by a hosting
NGCN or by a hosting NGN.

Interrenterprise communications are considered public network traffic.

7.3.1 Extension of enterprise network to include partner networks

A partner network infrastructure might be connected to an enterprise's network infrastructure using leased line
or VPN connections through a public IP network., thereby forming an “extranet’. This has sjmilarities to
communication between two parts of an enterprise, but user identifiers are.likely to have diffgrent domain
part4, making routing easier.

This|arrangement may attract regulations applicable to public network traffic, since traffic is between two
entefprises.

7.3.4 Direct peering

Twolenterprises, each operating an NGCN, can agree'to allow direct peering between their networks. via a
public TSP (or a concatentation of TSPs). No transit. SSP is involved. This is illustrated in Figure 2p.

Enterprise network 1 Enterprise network 2
Domain 1 (NGCN) Domain 2 (NGCN)
TSP
Home server \ Home server
UA \ UA

\
Secure media path  Secure signalling path

Figure 22 — Example of direct peering between enterprises

Signpllihg-and media are both carried (securely) over the TSP network.

This is the way SIP is intended to work, without any SIP intermediary other than in the originating domain and
the terminating domain (the home servers for the respective users), and in theory all inter-domain
communications could operate in this way. In practice it does not, because of concern about accepting
unwanted traffic from the public Internet. Where direct peering does occur, an NGCN will generally accept
communications only from networks with which it has a direct peering agreement in place. This might be done
as part of a federation of enterprises that agree to allow direct peering between each other.

Direct peering between enterprises may attract regulations applicable to public networks. The NGCNs
concerned will need to take this into account. It is unclear whether in some territories communication between
closely related enterprises (e.g., partners) might still be considered private. Conceptually there would be a
break-out function at the border of one NGCN and a break-in function at the border of the other NGCN (not
shown in the Figure).
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Where users of one or both enterprises are hosted (rather than being supported by an NGCN), direct peering
between the enterprises will require appropriate support from the hosting network, e.g., NGN. This is not
considered further in this Technical Report.

7.3.3 Indirect peering

Two enterprises, each operating an NGCN, can peer via a transit SSP. Each enterprise has a direct peering
arrangement with the transit SSP, typically accessed via separate TSPs. Signalling is carried (securely)
between each NGCN and the transit SSP. Media is carried (securely) end-to-end (not necessarily via the
network infrastructure of the transit SSP). The need for security is particularly true when transport is via
intervening TSPs (as opposed to direct connectivity between the network infrastructures of each NGCN and
the transit SEP).

This is illustjated in Figure 23 for the case where media also flows through the transit SSP.

Enteyprise network 1 Enterprise network 2
Dpmain 1 (NGCN) TSP Transit SSP TSP Domain 2 (NGCN)
Home server interrSnI:diary \ Home server
UA UA
\ N
Secure media path Secure signalling path

Figure 23 — Example of indirect peering between enterprises

Figure 24 shows a further example where media does"not flow through the SSP's network but through a
separate TSP.

Enteyprise network 1 Enterprise network 2
Domain 1 (NGCN) TSP Transit SSP TSP Domain 2 (NGCN)
Home server inter?n‘I:diary \ Home server
UA \ \ UA

Secure media path Secure signalling path

Figure 24 — Example of indirect peering between enterprises

The transit SSP can be another enterprise network (NGCN) or a public network (e.g., NGN). In some cases
more than one transit SSP may be involved. For example, consider the case where NGCN1 has a direct
peering relationship with NGN1, and NGCN2 has a direct peering relationship with NGN2. NGN1 and NGN2
also have peering relationships. Communications between NGCN1 and NGCN2 will go via NGN1 and NGN2.

Indirect peering may be carried out in the context of a federation of enterprises and other SSPs that agree to
engage in peering. For example, a federation could involve a hub that acts as a transit SSP between other
members of the federation. In another arrangement, a single member of a federation might have a peering
relationship with SSPs outside the federation or with other federations, so sessions to/from those other entities
would need to pass through that single member.
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Indirect peering between enterprises may attract regulations applicable to public networks, since traffic is
between two enterprises. It is unclear whether in some territories communication between closely related
enterprises (e.g., partners) might still be considered private. It should be possible to rely on the transit SSP to
take care of issues such as lawful interception, in particular if it is a public network (e.g., NGN). Conceptually
there would be a break-out function at the border of one NGCN (either in the NGCN or in the transit SSP) and
a break-in function at the border of the other NGCN (not shown in the Figure).

7.3.4 Third party assistance

Two enterprises, each operating an NGCN, can use the assistance of a third party to enable them to peer.
The assisting entity is queried in order to establish communication to a peer and optionally in order to accept a
communication request from a peer. However, the assisting entity does not form part of, the resulting
communication, which occurs via a TSP. This is illustrated in Figure 25.

Assisting entity

/
/// \\\
, \
// \ / \\
Enterprise network 1 /7 N Enterprise network 2
N

Queries

Domain 1 (NGCN) // \\ Domain 2 (NGCN)
7
/ TSP N
Home server \ Home server
UA UA
\
\

Secure media path  Secure signalling path

Figure 25 — Example of third:party assistance for direct peering between enterpriges

Signplling and media are both carried (securely) over the TSP network.

The result of a query by the originating NGCN will provide details on how to route a request in ofder to reach
the required destination. «t may also provide credentials that allow the terminating NGCN tq accept the
incoming request. The~terminating NGCN might rely on information in the received request fto authorise
peer|ng, or it might query the assisting entity.

An driginating NGCN can use SIP to make a query, in which case the assisting entity acts as a|SIP redirect
server and provides the result in a 3xx response. Alternatively other protocols can be used, e.g., HTTPS. SIP
is ngt suitable for queries by the terminating NGCN (except possibly the SUBSCRIBE/NOTIFY mgchanism).

Assigtance is generally associated with federations, where the assisting entity handles quefies from all
members.

Conceptually there would be a break-out function at the border of one NGCN and a break-in function at the
border of the other NGCN (not shown in the Figure).

Although, as shown here, the assisting entity is basically supporting direct peering between the two NGCNs, is

could in principle be used in support of indirect peering between the two NGCNs. For example, the result of a
query to the assisting entity could yield information for routing to a transit SSP.
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7.3.5 Direct peering between two enterprises hosted by the same hosting enterprise infrastructure

Figure 26 illu

strates a special case of direct peering where the two enterprises are hosted on the same NGCN

infrastructure, often referred to as a “multi-tenant” arrangement. To comply with regulations in some territories,
traffic between the two enterprises has to be treated as public network traffic, and hence a break-in or
break-out function is needed on either side. Although logically there is a home server for each enterprise, in

practice thes

e could be the same physical server.

A similar arrangement would exist if the two enterprises were hosted by the same public network infrastructure.

A A A

Entefprise network 1 Enterprise network 2

~ r N 7 N

Domain 1 (hosted) Domain 2 (hosted)

B2BUA/proxy.

in/out in/out

UA

B2BUA/proxy Break- Break-
function function \

UA

N

7.4 Sess

Hosting enterprise infrastructure {«WN) \
\

Signalling path Media path

Figure 26 — Example of direct peering between‘two enterprises hosted
by the same hosting enterprisé€ infrastructure

on-based communication with users_of public networks

This sub-clause discusses session-based communigation between users of enterprise networks and usdrs of
public netwprks. It focuses on the case wheré” users of enterprise networks are NGCN users, sgince

communicat]

matter for the NGN concerned.

on between NGN-hosted enterprise users and users of public networks is largely an internal

A public network here is an NGN or(any other public network based on SIP, e.g., a third generation mpbile
network, a hetwork offering a SIP .interface in accordance with the SIP Forum IPPBX service proyider

interface sp

a PSTN/ISDN.

7.41 Communication between an NGCN user and an NGN public network user

This is illustijated in-Figure 27. The NGN public network user is a residential or SOHO user.

cification (see 10.2):lf'can also be a public network reached via a SIP-based public network| e.g.,

26
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Public network traffic
A

Public network

Enterprise domain (NGCN)

Home server [

UA

Public domain (NGN)

Break-
in/out
function

Home server

UA

Figure 27 — Example of communication between an NGCN user and an.NGN user

In thjs example the break-in or break-out function is located in the NGCN. For signalling, this function can be
located in the Home server or in some other SIP intermediary such as an SBCFor a call from NGCN to NGN,
the NGCN determines that the call is to leave the enterprise, inserts a break-out function and signals the call

to the NGN as public network traffic. For a call from NGN to NGCN, the NGN signals the call to the NGCN as
public network traffic and the NGCN inserts a break-in function. Alternatively the break-in or breakt-out function
could be located in the NGN.
7.4.2 Communication between an NGCN user and an NGN’public network user with breaktin or
break-out function in the NGN
This|is illustrated in Figure 28. Effectively the NGN hosts'a domain of the enterprise network, which in this
particular scenario just provides the break-in or break=out function.
Private network traffic Public network traffic
A e
— — — —
Signalling
Fnterprise network path Public network
i Domain 1 : ?émain 2 (hosted) Domain 3 L
|
|
Home server i Break- Home server
i in/out
: function
UA . UA
N\
Enterpri?gﬁﬁfastructure (NGCN) \ Public network infrastructure (NGN)
Me\dia path
F — ork user

with break-in or break-out function in the NGN.

For a call from NGCN to NGN, the NGCN signals the call to the NGN as private network traffic. The NGN
(hosted domain of the enterprise network) determines that the call is to leave the enterprise, inserts a break-
out function and signals the call onwards as public network traffic. For a call from NGN to NGCN, the NGN
signals the call to the hosted domain of the enterprise network, which inserts a break-in function and signals
the call onwards into the NGCN domain.
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7.4.3 Com

munication between an NGCN user and a public network user of a remote NGN

This is illustrated in Figure 29. The NGN user is a residential or SOHO user of NGN 2, which is not the NGN
with which the NGCN has an interconnection arrangement (NGN 1). Therefore the communication has to be
transited through one or more SIP intermediaries in NGN 1. The break-in or break-out function is located in

the NGCN.

Private network traffic

Public network traffic

A A —

~ ~ — T
Enterprise network Public network Public network
Domain 1 (NGCN) Domain 2 (NGN 1) Domain 3 (NGN 2)
Home server ] pgrogk- interwa:diary Home server
in/out
functions

UA UA

Figurp 29 — Example of communication between an NGCN user and.a’public network user

of a remote NGN

7.4.4 Communication between an NGCN user and a public network user of a remote NGN with break-

in or break

This is illust
this particul3

out function in the local NGN

rated in Figure 30. Effectively the local NGN hosts a domain of the enterprise network, whi
r scenario just provides the break-in or break-out function.

Private network traffic Public network traffic

A A
' ~ — o
. Signatling . .
Enterplise network path  Public network Public network
, ! Domain 2 Domain 3 .
a Domain 1 : haSted) || L Domain 4 ||
|
Home server : B . = . Home server
! reak- intermediary
: in/out
) function
UA t UA
|
|
(N infrastructure 1 (NGN 1) infrastructure 2 (NGN 2)

ch in

\
Media path

Figure 30 — Example of communication between an NGCN user and a public network user

of a remote NGN with break-in or break-out function in the local NGN.

7.4.5 Communication between an NGCN user and a public network user of a remote NGN with break-
in or break-out function in the remote NGN

This is illustrated in Figure 31. Effectively the local and remote NGNs each host a domain of the enterprise
network, which in this particular scenario just provides a transit or break-in/break-out function respectively.

28

© ISO/IEC 2009 — All rights reserved


https://iecnorm.com/api/?name=b78412c0a3db2d2bba8f9b0d448dcade

Private network traffic

ISO/IEC TR 12860:2009(E)

Public network traffic

A — A

— — ' ~

Signalling
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| |
| SIP
Home server ! intermediary ! Break- Home server

: : in/out
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UA : ' UA
|
| |

Enterprise

infrastructure (NGCN) (NGN 1)

Public network
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Public network
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.
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Figure 31 — Example of communication between an NGCN user and a public network
of a remote NGN with break-in or break-out function in-the remote NGN.

Communication between an NGCN user and a PSTN/ISDN user via an NGN

Media path

user

Thisl|is illustrated in Figure 32. The break-in or break-out functien.(not shown) is located either in the NGCN or

in the NGN.
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Othgr variants of;this scenario are possible but not shown, including:

Figure 32 — Example of communication between an NGCN user and PSTN/ISDN user

. ommunication between an NGCN user and a PSTN/ISDN user with break-in or break{out function

locatedin the NGN;

e communication between an NGCN user and a PSTN/ISDN user via a remote NGN;

e communication between an NGCN user and a PSTN/ISDN user via a remote NGN with break-in or break-

out function located in the local NGN.
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