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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical

ISO and IEC technical committees collaborate in fields of mutual interest. Other internation
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take partyin the
work.

The procedures used to develop this document and those intended for its further maintenance ar¢
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for
the different types of ISO/IEC documents should be noted. This document was drafted in accordance
with the editorial rules of the ISO/IEC Directives, Part2 (see www.iso.org/directives of
www.iec.ch/members experts/refdocs).

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating
Committees of the IEEE Standards Association (IEEE-SA) Standards;-Board. The IEEE develops it$
standards through a consensus development process, approved by‘the American National Standard$
Institute, which brings together volunteers representing varied¢vietvpoints and interests to achieve the
final product. Volunteers are not necessarily members of the:[rstitute and serve without compensation.
While the IEEE administers the process and establishes(rules to promote fairness in the consensus
development process, the IEEE does not independently evaluate, test, or verify the accuracy of any of th¢
information contained in its standards.
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Attention is drawn to the possibility that some pef-the elements of this document may be the subject off
patent rights. ISO and I[EC shall not be held responsible for identifying any or all such patent rights. Details
of any patent rights identified during the development of the document will be in the Introduction and/or
on the ISO list of patent declarations.received (see www.iso.org/patents) or the IEC list of paten|
declarations received (see https://pdtents.iec.ch).

[

Any trade name used in this document is information given for the convenience of users and does nof
constitute an endorsement.

For an explanation of.fhe voluntary nature of standards, the meaning of ISO specific terms and
expressions related to-conformity assessment, as well as information about ISO's adherence to the¢
World Trade Q@tganization (WTO) principles in the Technical Barriers to Trade (TBT),
see www.iso.org/iso/foreword.html. In the IEC, see www.iec.ch/understanding-standards.

ISO/IEC/IEEE 8802-1AB:2017/Amd.1 was prepared by the LAN/MAN of the [EEE Computer Society (as
IEEE 802-4ABcu-2021) and drafted in accordance with its editorial rules. It was adopted, under the “fastt
track“procedure” defined in the Partner Standards Development Organization cooperation agreement
between ISO and IEEE, by Joint Technical Committee ISO/IEC]TC 1, Information technology,
Subcommittee SC 6, Telecommunications and information exchange between systems.

A list of all parts in the ISO/IEC/IEEE 8802 series can be found on the ISO and IEC websites.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html and www.iec.ch/national-
committees.
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Abstract: This amendment to IEEE Std 802.1AB-2016 specifies a Unified Modeling Language
(UML)-based information model and a YANG data model that allows configuration and status
reporting for bridges and bridge components with regards to topology discovery.
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Important Notices and Disclaimers Concerning IEEE Standards
Documents

IEEE Standards documents are made available for use subject to important notices and legal disclaimers.

These notices and disclaimers, or a reference to this page (https://standards.iece.org/ipr/disclaimers.html),
appear in all standards and may be found under the heading “Important Notices and Disclaimers Concerning
IEEE Standards Documents.”

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating
Committees of the IEEE Standards Association (IEEE SA) Standards Board. IEEE develops its standards
through an accredited consensus development process, which brings together volunteers\representing varied
viewpoints and interests to achieve the final product. IEEE Standards are decuments developed by
volunteers with scientific, academic, and industry-based expertise in technical,working groups. Volunteers
are not necessarily members of IEEE or IEEE SA, and participate without . compensation from IEEE. While
IEEE administers the process and establishes rules to promote fairn€ss,in the consensus development
process, IEEE does not independently evaluate, test, or verify the acoufacy of any of the information or the
soundness of any judgments contained in its standards.

IEEE makes no warranties or representations concerping/its standards, and expressly disclaims all
warranties, express or implied, concerning this standard;“including but not limited to the warranties of
merchantability, fitness for a particular purpose and nén-infringement. In addition, IEEE does not warrant or
represent that the use of the material containedlif its standards is free from patent infringement. IEEE
standards documents are supplied “AS IS” and¥"WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE Standard does not imply that there
are no other ways to produce, test, m€asure, purchase, market, or provide other goods and services related to
the scope of the IEEE standard. Eurthermore, the viewpoint expressed at the time a standard is approved and
issued is subject to change-brought about through developments in the state of the art and comments
received from users of the standard.

In publishing and.making its standards available, IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity, nor is IEEE undertaking to perform any duty owed by any
other person,or entity to another. Any person utilizing any IEEE Standards document, should rely upon his
or her owinindependent judgment in the exercise of reasonable care in any given circumstances or, as
appropriate, seek the advice of a competent professional in determining the appropriateness of a given IEEE
standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: THE
NEED TO PROCURE SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;

OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF CIABICITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.
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Translations

The IEEE consensus development process involves the review of documents in English only. In the event
that an IEEE standard is translated, only the English version published by IEEE is the approved IEEE
standard

Official statements

A statement, written or oral, that is not processed in accordance with the IEEE SA Standards Board
Operations Manual shall not be considered or inferred to be the official position of IEEE or any.of\its
committees and shall not be considered to be, nor be relied upon as, a formal position of IEEE. Atdectures,
symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall
make it clear that the presenter's views should be considered the personal views of that individualtather than
the formal position of IEEE, IEEE SA, the Standards Committee, or the Working Group.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of
membership affiliation with IEEE or IEEE SA. However, IEEE ddes“vhot provide interpretations,
consulting information, or advice pertaining to IEEE Standards docwments.

Suggestions for changes in documents should be in the form«0f a proposed change of text, together with
appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is
important that any responses to comments and questiohsjalso receive the concurrence of a balance of
interests. For this reason, IEEE and the members of its_Societies and Standards Coordinating Committees
are not able to provide an instant response to comments, or questions except in those cases where the matter
has previously been addressed. For the same reaSon, IEEE does not respond to interpretation requests. Any
person who would like to participate in evaluating’ comments or in revisions to an IEEE standard is welcome
to join the relevant IEEE working group. Youcan indicate interest in a working group using the Interests tab
in the Manage Profile & Interests area of.the IEEE SA myProject system.! An IEEE Account is needed to
access the application.

Comments on standards should’b¢ submitted using the Contact Us form.?

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with the
provisions of any IEEE Standards document does not constitute compliance to any applicable regulatory
requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. [EEE does not, by the publication of its standards, intend to urge action that is not
in_compliance with applicable laws, and these documents may not be construed as doing so.

Data privacy

Users of IEEE Standards documents should evaluate the standards for considerations of data privacy and

data ownership in the context of assessing and using the standards in compliance with applicable laws and
regulations.

! Available at: https://development.standards.ieee.org/myproject-web/public/view.html#landing.
2Available at: https:/standards.ieee.org/content/ieee-standards/en/about/contact/index.html.

4
Copyright © 2022 IEEE. All rights reserved.


https://development.standards.ieee.org/myproject-web/public/view.html#landing
https://standards.ieee.org/content/ieee-standards/en/about/contact/index.html
https://iecnorm.com/api/?name=c3cea0f6a260e21dfb3a31cedd21d49b

ISO/IEC/IEEE 8802-1AB:2017/Amd.1:2023(E)

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under US and international copyright laws.
They are made available by IEEE and are adopted for a wide variety of both public and private uses. These
include both use, by reference, in laws and regulations, and use in private self-regulation, standardization,

and the promotion of engineering practices and methods. By making these documents available for use and
adoption by public authorities and private users, IEEE does not waive any rights in copyright to the
documents.

Photocopies

Subject to payment of the appropriate licensing fees, IEEE will grant users a limited, non-exclusive, license
to photocopy portions of any individual standard for company or organizational internal use dr'individual,
non-commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance
Center, Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978.750 8400; https://
www.copyright.com/. Permission to photocopy portions of any individual standard for educational
classroom use can also be obtained through the Copyright Clearance Center.

Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these docuients may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point.in/time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least evéry 10 years. When a document is more than 10 years
old and has not undergone a revision process, it isreasonable to conclude that its contents, although still of
some value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that
they have the latest edition of any IEEE standard:

In order to determine whether a given document is the current edition and whether it has been amended

through the issuance of amendments; €drrigenda, or errata, visit IEEE Xplore or contact IEEE.® For more
information about the IEEE SA or IEEE's standards development process, visit the IEEE SA Website.

Errata
Errata, if any, for alldEEE standards can be accessed on the IEEE SA Website.* Search for standard number
and year of approval to access the web page of the published standard. Errata links are located under the

Additional Resources Details section. Errata are also available in IEEE Xplore. Users are encouraged to
periodically. check for errata.

Patents
IEEE Standards are developed in compliance with the IEEE SA Patent Policy.”

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard. no position is taken by the IEEE with respect to the

existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant has

3 Available at: https://ieeexplore.ieee.org/browse/standards/collection/ieee.

4 Available at: https://standards.ieee.org/standard/index.html.
SAvailable at: https://standards.ieee.org/about/sasb/patcom/materials.html.
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filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the
IEEE SA Website at https://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may
indicate whether the Submitter is willing or unwilling to grant licenses under patent rights without
compensation or under reasonable rates, with reasonable terms and conditions that are demonstrably free of
any unfair discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensidg
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised “that
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely<their
own responsibility. Further information may be obtained from the IEEE Standards Association.

IMPORTANT NOTICE

IEEE Standards do not guarantee or ensure safety, security, health, or environmental’protection, or ensure
against interference with or from other devices or networks. IEEE Standards development activities consider
research and information presented to the standards development group~in developing any safety
recommendations. Other information about safety practices, changesl/in technology or technology
implementation, or impact by peripheral systems also may be pertincutto safety considerations during
implementation of the standard. Implementers and users of IEEE Standdrds documents are responsible for
determining and complying with all appropriate safety, security} efvironmental, health, and interference
protection practices and all applicable laws and regulations.
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Introduction

This introduction is not part of IEEE Std 802.1ABcu-2021, IEEE Standard for Local and metropolitan area
networks—Station and Media Access Control Connectivity Discovery—Amendment 1: YANG Data Model.

The scope of this standard is to define a protocol and management elements, suitable for advertising
information to stations attached to the same IEEE 802 LAN, for the purpose of populating physical topology
and device discovery management information databases. The protocol facilitates the identification of
stations connected by IEEE 802 LANs/MANSs, their points of interconnection, and access points for
management protocols.

This standard contains state-of-the-art material. The area covered by this standard is undergoing eviolution.
Revisions are anticipated within the next few years to clarify existing material, to correct possible.errors, and
to incorporate new related material. Information on the current revision state of this and other'IEEE 802
standards may be obtained from

Secretary, IEEE SA Standards Board
445 Hoes Lane

Piscataway, NJ 08854

USA
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IEEE Standard for
Local and metropolitan area networks—

Station and Media Access Control
Connectivity Discovery

Amendment 1: YANG Data Model

(This amendment is based on IEEE Std 802.1AB™-2016.)

NOTE—The editing instructions contained in this amendment defing how to merge the material contained therein into
the existing base standard and its amendments to form the compfehensive standard.

The editing instructions are shown in bold italic. Four editing,instructions are used: change, delete, insert, and replace.
Change is used to make corrections in existing text or tables="The editing instruction specifies the location of the change
and describes what is being changed by using strijetlicough (to remove old material) and underscore (to add new
material). Delete removes existing material. Insertadds’new material without disturbing the existing material. Deletions
and insertions may require renumbering. If so, renumbering instructions are given in the editing instruction. Replace is
used to make changes in figures or equations. by*removing the existing figure or equation and replacing it with a new
one. Editing instructions, change markings, and this NOTE will not be carried over into future editions because the
changes will be incorporated into the base standard.

© Notes in text, tables, and figures are given for information only and do not contain requirements needed to implement the standard.
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IEEE Std 802.1ABcu-2021
IEEE Standard for Local and metropolitan area networks—Station and Media Access Control Connectivity Discovery—
Amendment 1: YANG Data Model

1. Overview

1.2 Purpose

Change 1.27as JollowsT

This standard specifies the necessary protocol and management elements to

a)  Facilitate multi-vendor inter-operability and the use of standard management tools to discoyer and
make available physical topology information for network management.

b) Make it possible for network management to discover certain configuration incensistencies or
malfunctions that can result in impaired communication at higher layers.

¢) Provide information to assist network management in making resouree’ changes and/or
re-configurations that correct configuration inconsistencies or malfunctions’identified in b) above.

d) Provide IETF MIB (IETF RFEC 2922 [B9]) to describe a network’s physigattopology and associated
systems within that topology.
e) Provide YANG configuration and operational models supportingStation and Media Access Control

Connectivity Discovery.
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IEEE Std 802.1ABcu-2021
IEEE Standard for Local and metropolitan area networks—Station and Media Access Control Connectivity Discovery—
Amendment 1: YANG Data Model

2. Normative references
Insert the following references into Clause 2 in alphanumeric order:

IEEE Std 802d™-2017, IEEE Standard for Local and Metropolitan Area Networks: Overview and

Architecture—Amendment 1: Allocation of Uniform Resource Name (URN) Values in IEEE 802%
Standards.”> 8

IETF RFC 6241, Network Configuration Protocol (NETCONF), June 2011 9
IETF RFC 6991, Common YANG Data Types, July 2013.

IETF RFC 7950, The YANG 1.1 Data Modeling Language, August 2016.

IETF RFC 8343, A YANG Data Model for Interface Management, March 2018.

IETF RFC 8349, A YANG Data Model for Routing Management (NMDA Version), March 2018.

7IEEE publications are available from the Institute of Electrical and Electronics Engineers (https://standards.ieee.org/).

8 The IEEE standards or products referred to in Clause 2 are trademarks of the Institute of Electrical and Electronics Engineers,
Incorporated.

% IETF RFCs are available from the Internet Engineering Task Force (https://www.rfc-archive.org/).
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3. Definitions and numerical representation

3.1 Definitions

C”aﬂg? The 717'31 pumgmph i” 3103 ’:7113“73 (nv’? Ehaﬂg? tﬂ]OOII’IOIe ext).

For the purposes of this document, the following terms and definitions apply. The [EEE Standards
Dictionary Online should be consulted for terms not defined in this clause.'?

Insert new definitions at the end of 3.1 as follows:

YANG: IETF defined data modeling language, published as IETF RFC 7950.

YANG model: One or more YANG modules used to configure and monitor the managed element or system.
YANG module: The description of the data model used to configure and monitor the'managed element or

system. A YANG module defines a hierarchy of nodes that can be used for NETCONF-based (see IETF
RFC 7803 [B13]) and RESTCONF-based (see IETF RFC 8040 [B14]) operations.

IEEE Standards Dictionary Online sebseription-is available at: http:/dictionary.iece.org.
http/Awww-ieee-org/portal/innevate/produetsistandard/standards—dietionary-html
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5. Conformance

5.3 Required capabilities

chaﬂg? Trem i) i The lerrered 15T o] 5.5 as Joltows.

n) If neither SNMP nor YANG is—net are supported, the system shall provide storage and retrieval
capability equivalent to the functionality specified in 10.1 for the operating mode being
implemented.

Insert new item o) after item n) in the lettered list of 5.3 as follows:

o) If YANG is supported, then the system shall conform to the LLDP management spe¢ifications in
Clause 12 and shall implement the sections of the LLDP YANG module for the.operating mode
being implemented.
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6. Principles of operation
Change the first paragraph of the introduction of Clause 6 as follows:

LLDP is a link layer protocol that allows an IEEE 802 LAN station to advertise the capabilities and current

status of the system associated with an MSAP. The MSAP provides the MAC service to an LLC Entity, and
that LLC Entity provides an LSAP to an LLDP agent that transmits and receives information to and from the
LLDP agents of other stations attached to the same LAN. The information distributed and received in each
LLDPDU is stored in one or more Management Information Bases (MIBs) or YANG modules. Figure 6-1

illustrates the LLDP agent and its relationship to its LLC Entity and MSAP, and to additional MIBs«0x
YANG modules designed by the IETF, IEEE 802, and others.

Replace Figure 6-1 with the following figure (with YANG references added):

Organizationally defined Organizationally defined
local device LLDP MIB/YANG remote device LLDP MIB/YANG
extensions (optional) extensions (optional) PTOPO MIB
A €} 9| (optional)
\4
Entity MIB
LLDP local system MIB LLDP remote systems MIB 4 (optional)
or YANG or YANG
Interface MIB
< (optional)
A 4 Y Other MIBs
< »| (optional)
LLDPDU Transmission and Reception -~
< | w| Other YANG
A T 7] (optional)
<ZJI77T>> LLDP frames
Local device Remotedevice
information information
LLDP agent . \
\ TisaP
LLC Entity
( )
\ Twsap
\4

Figure 6-1—LLDP agent and its relationship to its LLC entity

Change tlie:second paragraph of the introduction of Clause 6 as follows:

Thig_clause describes general principles of LLDP operation. The following clauses specify transmission,
reception, and addressing of LLPDUs (Clause 7); LLDPDU formats (Clause 8); operation of each LLDP
agent in detail including state machines (Clause 9); management of LLDP (Clause 10); and the MIB module
(Clause 11) or YANG module (Clause 12) used for LLDP management-{Clause+H).
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9. LLDP agent operation

9.2 State machines

9.2.5.6 msgTxHold

Change 9.2.5.6 as follows:

This variable is used, as a multiplier of msgTxInterval, to determine the value of txTTL that is carried in
LLDP frames transmitted by the LLDP agent. The recommended default value of msgTxHold, is,4; this
value can be changed by management to any value in the range 2+ through 100.
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Insert Clause 12 after Clause 11 as follows:

12. LLDP YANG definitions

This clause specifies YANG modules that provide control and status monitoring of systems and system
components that implement functionality specified in this standard.

This clause:

a) Introduces the YANG framework that governs the naming and hierarchy of configuration ‘and
operational data structures in the data models, and the modeling of network interfaces( 12.1).

b) Describes the information data model and its relationship to the operational processes and
managed objects specified in the other clauses of this standard, and provides a UML
representation of each data model (12.2).

¢) Describes the structure of the data models, each of which comprises or makes use of one or
more YANG modules (12.3).

d) Includes a relationship description of other modules imported in YANG imodules (12.4).

e) Reviews security considerations applicable to each of the modules,with specific reference to
data nodes in the YANG modules that compose the model (1245).

f)  Includes each of the YANG modules and its data schema (12:6)"

12.1 Internet Standard Management Framework
This YANG module uses the YANG 1.1 Data Modeling Language as specified in IETF RFC 7950.
The YANG framework applies hierarchy in the following areas:

a)  The uniform resource name (URN), as specified in IEEE Std 802d. The structure of the URN is
such that ieee is the root (i.e., mame-space identifier), followed by the standard, then the
working group developing ¢h¢)standard.

b) The YANG objects form ghicrarchy of configuration and operational data structures that define
the YANG model.

12.2 Information model‘for LLDP management

The YANG objects arg.based on the TLVs detailed in 8.5 and 8.6, and the agent operation variables detailed
in 9.1 and 9.2. A\UML-like representation of the management model is provided in the following
subclauses.

The purpese* of a UML-like!! diagram is to express the model design on a single piece of paper. The
structyre of the UML-like representation shows the name of the object followed by a list of properties for the
objéct. The properties indicate its type and accessibility. It should be noted that the UML-like representation
i meant to express simplified semantics for the properties. It is not meant to provide the specific datatype as
used to encode the object in either MIB or YANG. In the UML-like representation, a box with a white
background represents information that comes from sources outside of the IEEE. A box with a gray
background represents objects that are defined by this IEEE Standard.

The YANG hierarchical structure that incorporates the LLDP YANG modules supported by this standard is
represented by Figure 12-1. In the figures in this clause, items that are shaded gray are described in this

1A description of the UML-like diagrams used in this clause is provided at hitps:/1.ieee802.org/uml-like-diagrams.
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document, items with no background shading are defined elsewhere. The YANG data model is realized in
two YANG modules. One module ieee802-dot1ab-types provides data types that are needed by the LLDP
configuration and monitoring objects. The ieee802-dotlab-lldp module provides the LLDP configuration
and monitoring objects. The ability to augment the port container to support extension TLVs is also shown.
The LLDP capabilities are not only applicable to IEEE Std 802.1Q bridges, but also (for example) end

stations, and routers.

|IETF Interface
Management

LLDP Port

Figure 12-1—YANG root hierarchy with LLDP YANG modules

12.2.1 LLDP UML

The LLDP configuration and monitoring objects in Figure\l2-2 show the objects that are applicable on a
per-agent or chassis associated with the LLDP agent.
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lldp

uint32 message-fast-tx;

uint32 message-tx-hold-multiplier:

/1 (9.2.5.5) r-w
[ (9.2.56) rrw

uint32 message-tx-interval;
uint32  reinit-delay;

uint32  tx-credit-max;

uint32  tx-fast-init;

uint32 notification-interval;

/1'(9.2.5.7) r-w
/' (9.2.5.10) r-w
i1 9.2.517) r-w
1I1'(9.2.5.19) r-w
I (9.2.5.7) r-w

remote-statistics

timestamp last-change-time; /I'r
zero-based-counter32 remote-inserts;
zero-based-counter32  remote-deletes;
zero-based-counter32 remote-drops;

zero-based-counter32  remote-ageouts;

I'r A
II'r 3
I )

/I'r r\?\

local-system-data

Qb

enum chassis-id-subtype;
string  chassis-id;
string  system-name;

string  system-description; Il (8.5,
bits system-capabilities-supported  // (8 \& )r
bits system-capabilities-enabled /!{9- 78.2)r

Il 8.5.22)r %Cb"

/I (85.23)r
/I (8.5.6.2 <

12.2.2 LLDP Port UML

an LLDP port.

Figure 12-2—LLDP configuration and monitoring objects

The LLDP port configuration and monitoring @bjects in Figure 12-3 show the objects that are applicable to
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ietf-interfaces (name)

port (name, dest-mac-address)
interface-ref  name I'r-w
mac-address dest-mac-address; I r-w
enum admin-status; /1(9.2.51) rw
boolean notification-enable; Il'r-w
bits tivs-tx-enable; /19.1.21) rr-w
uint32 message-fast-tx; /1 9.2.55) rr-w
uint32 message-tx-hold-multiplier;  // (9.2.5.6) r-w
uint32 message-tx-interval; /I 9.2.5.7) rrw
uint32 reinit-delay; /1 (9.2.5.10) r-w
uint32 tx-credit-max; 11(9.2.517) r-w
uint32 tx-fast-init; I1'9.2.5.19) r-w
uint32 notification-interval; /1 9.2.5.7) rr-w
enum port-id-subtype; /I 8.5.32)r
string port-id; /I 8.5.33)r
string port-desc; /I 8.5.52)r
T $ — L4
management-address-tx-port (address-subtype, man-address) tx-statistics n\)
address-family address-subtype; /1 (8.5.9.3) rw counter32 total-frames; ‘o /1 (9.2.65)r
binary man-address; /I 8.5.9.4) r-w counter32 total-length;errgb /1 (9.2.72)r
boolean tx-enable; @.1.21) rw rx-statistics
uint32 addr-len; /I 8.5.92)r /vv/ -
N | zero-based-counter: tal-ageouts; /19.261)r
enum if-subtype; /1 8.5.95)r 5 .
wint32 ifeid: J 8.5.96) 1 counter32 &tal-dlscarded-frames, /1 9.262)r
counter32 \\ error-frames; /1 (9.2.63)r
counter32 total-frames; /1(9.2.64)r
counter3: total-discarded-tlvs;  // (9.2.6.5) r
count total-unrecognized-tlvs; // (9.2.6.6) r
remote-systems-data (time-mark, remote-iqtﬁx)')v
timeticks time-mark; “\7/ (RFC 2021 section 6) r
uint32 remote-index; O I'r
enum chassis-id-subtype; /1 8.5.22)r
string chassis-id; Q /I 8.5.23)r
enum port-id-subty /1 8.5.32)r
string port-id; // 8.5.33)r
string port-desc; /I 8.5.52)r
string syste \me; /1 8.5.62)r
string 5% scription; /1 8.5.72)r
bits systém-capabilities-supported // (8.5.8.1) r
bits tem-capabilities-enabled  // (8.5.8.2) r
boolean emote-changes 11(9.2511)r
boolean\\ remote-too-many-neighbors  // (9.2.5.15) r
remote-unknown—tly(tlv‘—f‘/pe) management-address (address-subtype, address)
unit32 tIv-type\V// ©2771)r address-family address-subtype; /1 8.5.93)r
binary tlvm 1©Q2771)r binary address; /I 8.5.94)r
enum if-subtype; /I 8.5.95)r
uint32 if-id; I/l (8.5.96) r
remote-org-defined-info (info-identifier, info-subtype, info-index
uint32  info-identifier; /I 8.6.1.3)r
uint32  info-subtype; /1 8.6.14)r
unit32 info-index; II'r
binary remote-info; /I 8.6.15)r
Figure 12-3—LLDP port configuration and monitoring objects
12.3 Structure of the LLDP YANG model

The IEEE YANG model specified in this standard 1s divided into two YANG modules. A summary of the
modules contained in this clause is represented in Table 12-1.
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Table 12-1—Structure of the YANG modules

Module Subclause Notes
ieee802-dotlab-types 12622 Type definitions used for LILDP YANG
ieee802-dotlab-1ldp 12.6.2.3 LLDP Generic Management

In the YANG module definitions below, if any discrepancy between the DESCRIPTION text and the
corresponding definition in any other part of this standard occurs, the definitions outside this subclause.take
precedence.

12.3.1 Structure of the ieee802-dot1ab-lidp module

The ieee802-dotlab-lldp YANG module is divided into several YANG branches (e.g., subtrees). A summary
of the YANG subtrees associated with this module is presented in Table 12-2.

Table 12-2—Structure of the ieee802-dot1ab-lldp module

Branches References Notes
Lldp Link Layer Diséovery Protocol (LLDP) configuration and
operationalinformation
message-fast-tx 9.2.5.5
message-tx-hold-multiplier 9.2.5.6
message-tx-interval 9.2.5.7
reinit-delay 9.2.5406
tx-credit-max 92.5.17
tx-fast-init 9.2.5.19
notification-interval 9.25.7
remote-statistics 10.5.2 LLDP remote operational statistics data
local-system-data 10.5.2 LLDP local system operational data
port 9.2.4 LLDP configuration information for a particular port
management-address-tx-port | 8.5.9 Set of ports on which the local system management address
instance will be transmitted
tx-statistics 9.2.6 LLDP frame transmission statistics for a particular port
rx-statistics 9.2.6 LLDP frame reception statistics for a particular port
remote-system-data Information about a particular physical network connection
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12.4 Relationship to other YANG modules

This clause describes how the ieee802-dot1ab-lldp YANG module is related to the YANG modules that are
imported.

12.4.1 IEEE LLDP Types Module
The ieee802-dot1ab-types module provides reusable types that are used by the ieee802-dot1ab-lldp module.
12.4.2 IETF Routing Module

The ietf~routing YANG module (IETF RFC 8349) is a module defined by the IETF for management of a
routing subsystem. This document only uses the address-family identity, which is used as the base identity
for address families.

12.4.3 IETF YANG Types Module

The ietf~yang-types YANG module (IETF RFC 6991) contains a set of derived YANG types. This document
leverages timestamp, timeticks, zero-based-counter32, and counter32.

12.4.4 |IETF Interfaces YANG Module

The ietf-interfaces YANG module (IETF RFC 8343) contains a/set of YANG definitions for managing
network interfaces. This document models a port as an interfaces

12.4.5 IEEE 802 Types Module
The ieee802-types module provides reusable types thatare used in IEEE 802 standards.

The type for mac-addresses defined in ieee802*fypes has a pattern that allows upper and lower case letters.
To avoid issues with string comparison,~it, 18 suggested to only use upper case for the letters in the
hexadecimal numbers. Implementers using-code comparing MAC addresses should note that there is still an
issue with a difference between the IETF mac-address definition and the [IEEE mac-address definition.

12.5 Security considerations

The YANG modules defined in this clause are designed to be accessed via a network configuration protocol
(e.g., NETCONF prptocol). In the case of NETCONF, the lowest NETCONF layer is the secure transport
layer and the mandatory to implement secure transport is SSH. The NETCONF access control model
provides the means to restrict access for particular NETCONF users to a pre-configured subset of all
available NETCONF protocol operations and content.

It is the fesponsibility of a system’s implementor and administrator to ensure that the protocol entities in the
systeni that support NETCONF, and any other remote configuration protocols that make use of these YANG
modules, are properly configured to allow access only to those users who have legitimate rights to read or
write data nodes. This standard does not specify how the credentials of those users are to be stored or
validated.

12.5.1 Security considerationsof the jeee802-dot1ab:lldp YANG module

There are several management objects defined in the ieee802-dotlab-lldp YANG module that are
configurable (i.e., read-write) and/or operational (i.e., read-only). Such objects may be considered sensitive
or vulnerable in some network environments. A network configuration protocol, such as NETCONF (IETF
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RFC 6241), can support protocol operations that can edit or delete YANG module configuration data
(e.g., edit-config, delete-config, copy-config). If this is done in a non-secure environment without proper
protection, then negative effects on the network operation are possible.

The following objects in the ieee802-dotlab-lldp YANG module can be manipulated to interfere with the

operation of LLDP. This could, for example, be used to return incorrect information about neighbor nodes,
or cause a denial-of-service attack.

lldp/message-fast-tx
lldp/message-tx-hold-multiplier
lldp/message-tx-interval

lldp/reinit-delay

lldp/tx-credit-max

lldp/tx-fast-init

lldp/notification-interval

lldp/port/name

lldp/port/dest-mac-address
lldp/port/admin-status
lldp/port/notification-enable
lldp/port/tlvs-tx-enable
lldp/port/message-fast-tx
lldp/port/message-tx-hold-multiplier
lldp/port/message-tx-interval
lldp/port/reinit-delay

lldp/port/tx-credit-max

lldp/port/tx-fast-init
lldp/port/notification-interval
lldp/port/management-address-tx-port/address-subtype
lldp/port/management-address-tx-port/manéaddress
lldp/port/management-address-tx-port/tx=enable

Some of the readable data in this YANG‘odule may be considered sensitive or vulnerable in some network
environments. It is important to contrdl all types of access (e.g., including NETCONF get and get-config
operations) to these objects and possibly to even encrypt the values of these objects when sending them over
the network. For example the system name and other information about the remote systems could provide
information about the configuration and topology of the network and could be considered a privacy threat.

12.6 Definition of'the YANG modules'?13
12.6.1 YANG schema definitions

A simplified graphical representation of the data model is used in this document. The meaning of the
symbaols)in these diagrams is as follows:

—  Brackets “[* and “]” enclose list keys.

— Abbreviations before data node names: “rw” means configuration (read-write), and “ro” means state
data (read-only).

— Symbols after data node names: “?” means an optional node,
denotes a list and leaf-list

(kR 3333

means a presence container, and

12Copyright release for YANG modules: Users of this standard may freely reproduce the YANG modules contained in this subclause so
that they can be used for their intended purpose.

13An ASCII version of the YANG module(s) can be obtained by Web browser from the IEEE 802.1 Website at https:/1.ieee802.org/
yang-modules/.
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Parentheses enclose choice and case nodes, and case nodes are also marked with a colon (“:”).
Ellipsis (““...”) stand for contents of subtrees that are not shown.

12.6.1.1 YANG schema definition for ieee802-dot1ab-lidp YANG module

module: ieee802-dotlab-11ldp
+--rw 1lldp

+--rw message-fast-tx? uint32
+--rw message-tx-hold-multiplier? uint32
+--rw message-tx—-interval? uint32
+--rw reinit-delay? uint32
+--rw tx-credit-max? uint32
+--rw tx-fast-init? uint32
+--rw notification-interval? uint32
+--ro remote-statistics
| +--ro last-change-time? yang:timestamp
| +--ro remote-inserts? yang:zero-based-counter32
| +--ro remote-deletes? yang:zero-based-counter32
|  +--ro remote-drops? yang:zero-based-counter32
| +--ro remote-ageouts? yang:zero-based-counter32
+--ro local-system-data
| +--ro chassis-id-subtype? ieee:chas@is*~id-subtype-type
|  +--ro chassis-id? ieee:chéssis-id-type
| +--ro system-name? string
| +--ro system-description? string
| +--ro system-capabilities-supported?
| | lldp-types:system-capabilitiesymap
| +--ro system-capabilities-enabled?
| lldp-types:system-capabilitdes-map
+--rw port* [name dest-mac-address]

if:interface-ref
ieee:mac-address

+--rw name
+--rw dest-mac-address

+--rw admin-status? enumeration
+--rw notification-enable? boolean

+--rw tlvs-tx-enable? bits

+--rw message-fast-tx? uint32

+--rw message-tx-holdsmultiplier? uint32

+--rw message-tx-interval? uint32

+--rw reinit-delay® uint32

+--rw tx-creditimax? uint32

+--rw tx-fast=dmit? uint32

+--rw notifiea@tion-interval? uint32

+--rw management-address-tx-port* [address-subtype man-address]
|  +--rwiaddress-subtype identityref

|  +--xw. man-address lldp-types:man-addr-type
| +A~rw tx-enable? boolean

| +3-ro addr-len? uint32

|

+--r0
+--10

if-subtype?
if-id?

lldp-types:man-addr-if-subtype

uint32

+--ro port-id-subtype?

+--ro port-id?

+--ro port-desc?

+--ro tx-statistics

| +--ro total-frames?

| +--ro total-length-errors?
+--ro rx-statistics

ieee:port-id-subtype-type
ieee:port-id-type
string

yang:counter32
yang:counter32

| +--ro total-ageouts? yang:zero-based-counter32
| +--ro total-discarded-frames? yang:counter32

|  +--ro error-frames? yang:counter3?2

| +--ro total-frames? yang:counter32

| +--ro total-discarded-tlvs? yang:counter32

| +--ro total-unrecognized-tlvs? yang:counter32

+--ro remote-systems-data*
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+--ro time-mark yang:timeticks

+--ro remote-index uint32

+--ro remote-too-many-neighbors? boolean

+--ro remote-changes? boolean

+--ro chassis-id-subtype? ieee:chassis-id-subtype-type
+--ro chassis-id? ieee:chassis-id-type
+--ro port-id-subtype? ieee:port-id-subtype-type
+--ro port-id? ieee:port-id-type

+--ro port-desc? string

+--ro system-name? string

+--ro system-description? string

+--ro system-capabilities-supported?

| lldp-types:system-capabilities-map

+--ro system-capabilities-enabled?

| lldp-types:system-capabilities-map

+--ro management-address* [address-subtype address]

| +--ro address-subtype identityref

| +--ro address lldp-types:man-addr-type

|  +--ro if-subtype? lldp-types:man-addr-if-subtype
|  4+--ro if-id? uint32

+--ro remote-unknown-tlv* [tlv-type]

|  +--ro tlv-type uint32

| +--ro tlv-info? binary

+--ro remote-org-defined-info*
[info-identifier info-subtype inféyidex]

+--ro info-identifier uint32
+--ro info-subtype uint32
+--ro info-index uint32
+--ro remote-info? binary
notifications:
+---n remote-table-change
+--ro remote-insert? -> /lldp/remote-statistics/remote-inserts
+--ro remote-delete? -> /¥ldp/remote-statistics/remote-deletes
+--ro remote-drops? ->¢7/4Ydp/remote-statistics/remote-drops
+--ro remote-ageouts? -©) Mldp/remote-statistics/remote-ageouts

12.6.2 YANG data model definitions
12.6.2.1 Definition for the\ieee802-types module

module ieee802-types {
namespace urnrieee:std:802.10:yang:ieee802-types;
prefix ieeey
organization
"IEEE 802.1 Working Group";
contact
"WG-URL: http://ieee802.0rg/1/
WG-EMail: stds-802-1-1l@ieee.org

Contact: IEEE 802.1 Working Group Chair

o 1

o . 1 ik wul vl [eWal v d las. Fal
Postats FREEE—802 T+ HWorkiro—Grour
IEEE Standards Association

445 Hoes Lane

Piscataway, NJ 08854
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USA

E-mail: stds-802-1-chairs@ieee.org";

description

"This module contains a collection Of generally userul derived data types
for IEEE YANG models. Copyright(C) IEEE (2022). All rights reserved. This
version of this YANG module is part of IEEE Std 802.1ABcu; see the
standard itself for full legal notices.";
revision 2022-03-16 {
description
"Published as part of IEEE Std 802.1ABcu.";
reference
"IEEE Std 802.1AB-2016";
}
revision 2020-06-04 {
description
"Published as part of IEEE Std 802.10Q0cx-2020. Secondiversion.";
reference
"IEEE Std 802.1Qcx-2020, Bridges and Bridged Networks - YANG Data Model
for Connectivity Fault Management.";
}
revision 2018-03-07 {
description
"Published as part of IEEE Std 802.10-2018. Initial version.";
reference
"IEEE Std 802.10-2018, Briddes ‘and Bridged Networks.";
}
typedef mac-address {
type string {
pattern "[0-9a-fA=EP{2} (-[0-9a-fA-F]{2}){5}";
}
description
"The mac-adddress type represents a MAC address in the canonical format
and hexadecimal format specified by IEEE Std 802. The hexidecimal
representation uses uppercase characters.";
reference
3.1 of IEEE Std 802-2014
8.1 of IEEE Std 802-2014";
}
typedef chassis-id-subtype-type {
type enumeration {

enum chassis-component {

value 1;
description
"Represents a chassis identifier based on the value of

entPhysicalAlias object (defined in IETF RFC 2737) for a chassis
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component (i.e., an entPhysicalClass value of chassis(3)).";
}
enum interface-alias {
value 2;
description

"Represents a chassis identifier based on the value of ifAlias
object (defined in IETF RFC 2863) for an interface on the
containing chassis.";
}
enum port-component {
value 3;
description
"Represents a chassis identifier based on the value of
entPhysicalAlias object (defined in IETF RFC 2737) forj,ay{port or
backplane component (i.e., entPhysicalClass value offpdrt (10) or
backplane (4)), within the containing chassis.";
}
enum mac-address {
value 4;

description
"Represents a chassis identifier bas€d\en the value of a unicast

source address (encoded in network\byte order and IEEE 802.3
canonical bit order), of a port on“the containing chassis as
defined in IEEE Std 802-2014.'¢
}
enum network-address {
value 5;

description
"Represents a chassis identifier based on a network address,

associated withiMa particular chassis. The encoded address is
actually compOsed of two fields. The first field is a single octet,
representfing the IANA AddressFamilyNumbers value for the specific
addregs~type, and the second field is the network address value.";
}
enum -interface-name {
value 6;

description
"Represents a chassis identifier based on the value of ifName

object (defined in IETF RFC 2863) for an interface on the
containing chassis.";

}

enum local {

value 7;

description
"Represents a chassis identifier based on a locally defined value.";
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}
description
"The source of a chassis identifier.";

reference

TlEREE ST d0Z2-2014
IETF RFC 2737
IETF RFC 2863";
}
typedef chassis-id-type {
type string {
length "1..255";
}
description
"The format of a chassis identifier string. Objects of thig ¥ype are
always used with an associated chassis-id-subtype objecty) which

identifies the format of the particular chassis-id obgget instance.

If the associated chassis-id-subtype object has &,wéalue of
chassis-component, then the octet string identifires a particular
instance of the entPhysicalAlias object (defimed in IETF RFC 2737) for

a chassis component (i.e., an entPhysicalCldss value of chassis(3)).

If the associated chassis-id-subtypeNobject has a value of
interface-alias, then the octet string identifies a particular instance
of the ifAlias object (defined~in IETF RFC 2863) for an interface on
the containing chassis. If the particular ifAlias object does not

contain any values, anothex‘chassis identifier type should be used.

If the associated chassis-id-subtype object has a value of
port-component, thén the octet string identifies a particular instance
of the entPhysicalAlias object (defined in IETF RFC 2737) for a port or

backplane caompenent within the containing chassis.

If thesassociated chassis-id-subtype object has a value of mac-address,
then «this string identifies a particular unicast source address
(éngdded in network byte order and IEEE 802.3 canonical bit order), of

a-~port on the containing chassis as defined in IEEE Std 802-2014.

If the associated chassis-id-subtype object has a value of
network-address, then this string identifies a particular network
address, encoded in network byte order, associated with one or more

ports on the containing chassis. The first octet contains the IANA

Address Family Numbers enumeration value for the specific address type,
and octets 2 through N contain the network address value in network

byte order.
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If the associated chassis-id-subtype object has a value of
interface-name, then the octet string identifies a particular instance
of the ifName object (defined in IETF RFC 2863) for an interface on the

containing chassis. If the particular ifName object does not contain

any values, another chassls ldentliiler type should De used.

If the associated chassis-id-subtype object has a value of local, then
this string identifies a locally assigned Chassis ID.";
reference
"IEEE Std 802-2014
IETF RFC 2737
IETF RFC 2863";
}
typedef port-id-subtype-type {
type enumeration ({
enum interface-alias {
value 1;
description
"Represents a port identifier based on theMfAlias MIB object,
defined in IETF RFC 2863.";
}
enum port-component {
value 2;
description
"Represents a port identifi€x based on the value of
entPhysicalAlias (definéd In IETF RFC 2737) for a port component
(i.e., entPhysicalClass\wvalue of port(10)), within the containing
chassis.";
}
enum mac-address {
value 3;
description
"Reprégents a port identifier based on a unicast source address
(epc@ded in network byte order and IEEE 802.3 canonical bit order),
which has been detected by the agent and associated with a
particular port (IEEE Std 802-2014).";
}
enum network-address {
value 4;
description
"Represents a port identifier based on a network address, detected

by the agent and associated with a particular port.";

}

enum interface-name {
value 5;

description
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"Represents a port identifier based on the ifName MIB object,
defined in IETF RFC 2863.";
}

enum agent-circuit-id {

value ©;
description
"Represents a port identifier based on the agent-local identifier
of the circuit (defined in RFC 3046), detected by the agent and
associated with a particular port.";
}
enum local {
value 7;
description

"Represents a port identifier based on a value locallyjpagSigned.";

}
description
"The source of a particular type of port identifde®wl";
reference
"IEEE Std 802-2014
IETF RFC 2737
IETF RFC 2863
IETF RFC 3046";
}
typedef port-id-type {
type string {
length "1..255";
}
description
"The format of a pd¥t identifier string. Objects of this type are
always used with\an associated port-id-subtype object, which identifies

the format off the particular port-id object instance.

If thesassociated port-id-subtype object has a value of
interface-alias, then the octet string identifies a particular instance
ofisthe ifAlias object (defined in IETF RFC 2863). If the particular
WfAlias object does not contain any values, another port identifier

type should be used.

If the associated port-id-subtype object has a value of port-component,
then the octet string identifies a particular instance of the

entPhysicalAlias object (defined in IETF RFC 2737) for a port or

backplane component.
If the associated port-id-subtype object has a value of mac-address,

then this string identifies a particular unicast source address
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(encoded in network byte order and IEEE 802.3 canonical bit order)
associated with the port (IEEE Std 802-2014).

If the associated port-id-subtype object has a value of

network-address, then Chis string 1dentililies a Network address
associated with the port. The first octet contains the IANA
AddressFamilyNumbers enumeration value for the specific address type,
and octets 2 through N contain the networkAddress address value in

network byte order.

If the associated port-id-subtype object has a value of interface-pame,
then the octet string identifies a particular instance of the ifiame
object (defined in IETF RFC 2863). If the particular ifName ofject does

not contain any values, another port identifier type should be used.

If the associated port-id-subtype object has a value gf
agent-circuit-id, then this string identifies a aggnfslocal identifier
of the circuit (defined in RFC 3046).

If the associated port-id-subtype object ha§ & value of local, then
this string identifies a locally assigned\pért ID.";
reference
"IEEE Std 802-2014
IETF RFC 2737
IETF RFC 2863
IETF RFC 3046";

12.6.2.2 Definition for the jeee802-dot1ab-types module

module ieee802-dotiab-types {

yang-version M*II1";

namespace pirnieee:std:802.10:yang:ieee802-dotlab-types;

prefix lldp-types;

organization
"IEEE."802.1 Working Group";

contact
"WG-URL: http://ieee802.0rg/1l/
WG-EMail: stds-802-1-1l@Rieee.org
Contact: IEEE 802.1 Working Group Chair
Postal: C/0 IEEE 802.1 Working Group
IEEE Standards Association

445 Hoes Lane

2 £ o 5 NI 0230/

L4
USA

E-mail: stds-802-1-chairs@ieee.org";
description
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"Common types used within ieee802-dotlab-1lldp modules. Copyright (C) IEEE

(2022) . All rights reserved. This version of this YANG module is part of

IEEE Std 802.1ABcu; see the standard itself for full legal notices.";
revision 2022-03-15 {

description
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reference
"IEEE Std 802.1AB-2016";
}
typedef man-addr-if-subtype {
type enumeration ({
enum unknown {
value 1;
description
"Interface is not known.";
}
enum port-ref {
value 2;
description
"Interface based on the port-ref MIB object.";
}
enum system-port-number {
value 3;
description
"Interface based on the system port numben.™;

}
description
"Management address interface subtype.?;
reference
"8.5.9.5 of IEEE Std 802.1AB-20¥6"7
}
typedef man-addr-type {
type string {
pattern "[0-9A-F] {2} ([0-9A~F]{2}){0,30}";
}
description
"Management addres&Sassociated with the LLDP agent.";
reference
"8.5.9.4 of IEEE' Std 802.1AB-2016";
}
typedef system~eapabilities-map {
type bits\{
bit othéer {
pesition 0;
description
"System has capabilities other than those listed below.";

}
bit repeater {
position 1;
description
"System has repeater capability.";

}
bit bridge {

position 2;
description
"System has bridge capability.";
}

bit wlan-access-point {
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position 3;
description
"System has WLAN access point capability.";
}

bit router {
4

position—4
description
"System has router capability.";
}
bit telephone {
position 5;
description
"System has telephone capability.";
}
bit docsis-cable-device {
position 6;
description
"System has DOCSIS Cable Device capability.";
reference
"IETF RFC 4639";
}
bit station-only {
position 7;
description
"System has only station capability.";
}
bit cvlan-component {
position §;
description
"System has C-VLAN component fahctionality.";
}
bit svlan-component {
position 9;
description
"System has S-VLAN cémponent functionality.";
}
bit two-port-mac-relay {
position 10;
description
"System has™Two-port MAC Relay (TPMR) functionality.";

}
description
"This describes system capabilities.";
reference
2855.8.1 of IEEE Std 802.1AB-2016";
}
typedef port-list {
type binary {
length "0..512";
}
description
"Each octet within this value specifies a set of eight ports, with the
first octet specifying ports 1 through 8, the second octet specifying

ports 9 through 16, etc. Within each octet, the most significant bit
represents the lowest numbered port, and the least significant bit
represents the highest numbered port. Thus, each port of the system is
represented by a single bit within the value of this object. If that
bit has a value of 'l' then that port is included in the set of ports;
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the port is not included if its bit has a value of '0'.";
reference
"IETEF RFC 2674 section 5";

12.6.2.3 Definition for ieee802-dot1ab-lldp YANG module

module ieee802-dotlab-11dp {

yang-version "1.1";

/*** NAMESPACE / PREFIX DEFINITION ***/
namespace urn:ieee:std:802.1AB:yang:ieee802-dotlab-11dp;
prefix 1lldp;

/*** LINKAGE (IMPORTS / INCLUDES) ***/

import ieee802-dotlab-types {
prefix lldp-types;

}

import ietf-routing {
prefix rt;

}

import ietf-yang-types {
prefix yang;

}

import ietf-interfaces {
prefix if;

}

import ieee802-types {

prefix ieee;

/*** META INFERMATION ***/
organization

"Institute of Electrical and Electronics Engineers";
contackt

WG=URL: http://ieee802.0rg/1l/

WG-EMail: stds-802-1-1@ieee.org

Contact: IEEE 802.1 Working Group Chair

Postal: C/0 IEEE 802.1 Working Group

IEEE Standards Association

445 Hoes Lane

Piscataway, NJ 08854
USA

E-mail: stds-802-1-chairs@ieee.org";

35
Copyright © 2022 IEEE. All rights reserved.


https://iecnorm.com/api/?name=c3cea0f6a260e21dfb3a31cedd21d49b

ISO/IEC/IEEE 8802-1AB:2017/Amd.1:2023(E)

IEEE Std 802.1ABcu-2021
IEEE Standard for Local and metropolitan area networks—Station and Media Access Control Connectivity Discovery—
Amendment 1: YANG Data Model

description
"Management Information Base module for LLDP configuration,

and remote systems data components. Copyright (C) IEEE

statistics,

local system data,
(2022) . All rights reserved. This version of this YANG module is part of

IEREE STd dUZ.1IABCU; see the standard 1tsell Ifor Ifull legal notices.";

revision 2022-03-15 {
description
"Published as part of IEEE Std 802.1ABcu.";

reference
"IEEE Std 802.1AB-2016";

/*** GROUPING DEFINITIONS ***/
grouping lldp-cfg {
description
"LLDP basic configuration group.";
leaf message-fast-tx {
type uint32 {
range "1..3600";
}
units "ticks";
default "1";

description
"Time interval in timer ticks pbedtween transmissions during fast

transmission periods (i.e., sAxX¥Fast is non-zero).";

reference
"9.1.1, 9.2.5.5 of IEEE «3td 802.1AB-2016";

}

leaf message-tx-hold-muitiplier {

type uint32 {
range "2..10";

}

default "4

description

"Multiplier of msg-tx-interval.";

reéference
"9.2.5.6 of IEEE Std 802.1AB-2016";
}
leaf message-tx-interval {
type uint32 {
range "1..3600";

}

units "ticks";
default "30";

description
"Time interval in timer ticks between transmissions during normal
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transmission periods (i.e., txFast is zero).";
reference
"9.1.1, 9.2.5.7 of IEEE Std 802.1AB-2016";

}

Teat reinit-delay {
type uint32 {
range "1..10";
}
units "second";

default "2";

description
"Amount of delay (in units of seconds) from when admin-status/fpec¢omes
'disabled' until re-initialization is attempted.";

reference

"9.2.5.10 of IEEE Std 802.1AB-2016";

}

leaf tx-credit-max {
type uint32 {
range "1..10";
}
default "5";

description

"The maximum number of consecutiveNs.DPDUs that can be transmitted at

any time.";

reference
"9.2.5.17 of IEEE Std 802 &lAB-2016";

}
leaf tx-fast-init {

type uint32 {
range "1..8";
}
default "4";
description
"Inigial value for the fast transmitting LLDPPDU.";

reference
©9v2.5.19 of IEEE Std 802.1AB-2016";

}
leaf notification-interval {
type uint32 {
range "1..3600";
}

units "second";

default "30";

description
"Controls the transmission of LLDP notifications.";

reference
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"9.2.5.7 of IEEE Std 802.1AB-2016";

AAASCHEMA DEFINITIONS *7F

container l1ldp {
description
"Link Layer Discovery Protocol configuration and operational
information.";
uses lldp-cfg;
container remote-statistics {
config false;
description
"LLDP remote operational statistics data.";
leaf last-change-time {
type vang:timestamp;
description
"The value of sysUpTime object.";
reference
"11.5.1 of IEEE Std 802.1AB-2016:
lldpVv2StatsRemTablesLastChangeTime";
}
leaf remote-inserts {
type vang:zero-based-counter32;
units "table entries";
description
"The number of times, thie¢ complete set of information advertised by
a particular MSAP has‘been inserted into tables contained in
remote-systems-data and lldpExtensions objects.";
reference
"11.5.1 of IEFE Std 802.1AB-2016: lldpV2StatsRemTablesInserts";
}
leaf remofe=deletes {
type veang:zero-based-counter32;
units "table entries";
description
"The number of times the complete set of information advertised by
a particular MSAP has been deleted from tables contained in
remote-systems-data and lldpExtensions objects.";
reference
"11.5.1 of IEEE Std 802.1AB-2016: lldpV2StatsRemTablesDeletes";
}

leaf remote-drops {
type vang:zero-based-counter32;
units "table entries";

description
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"The number of times the complete set of information advertised by
a particular MSAP could not be entered into tables contained in
remote-systems—-data and lldpExtensions objects because of

insufficient resources.";

reference
"11.5.1 of IEEE Std 802.1AB-2016: lldpV2StatsRemTablesDrops";
}
leaf remote-ageouts {
type vang:zero-based-counter32;
description
"The number of times the complete set of information advertised by
a particular MSAP has been deleted from tables contained in
remote-systems-data and lldpExtensions objects because thé
information timeliness interval has expired.";
reference
"11.5.1 of IEEE Std 802.1AB-2016: 1lldpV2StatsRemTablésAgeouts";

}

container Jlocal-system-data {
config false;
description
"LLDP local system operational data.";
leaf chassis-id-subtype {
type ieee:chassis-id-subtype-type)
description
"The type of encoding used to identify the chassis associated with
the local system.";
reference
"8.5.2.2 of IEEExStd 802.1AB-2016";
}
leaf chassis-id\{
type ieee:;chassis-id-type;
description
"Chassls component associated with the local system.";
reference
"8.5.2.3 of IEEE Std 802.1AB-2016";
}
leaf system-name {
type string {
length "0..255";
}

description

"System name of the local system.";
reference
"8.5.6.2 of IEEE Std 802.1AB-2016";
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leaf system-description {
type string {
length "0..255";
}

description
"System description of the local system.";
reference
"8.5.7.2 of IEEE Std 802.1AB-2016";
}
leaf system-capabilities-supported {
type lldp-types:system-capabilities-map;
description
"System capabilities are supported on the local system.";
reference
"8.5.8.1 of IEEE Std 802.1AB-2016";
}
leaf system-capabilities-enabled {
type lldp-types:system-capabilities-map;
description
"System capabilities that are enabled ofi the local system.";
reference
"8.5.8.2 of IEEE Std 802.1AB-2016Xx

/* LLDP port configuration tal&jeY*/
list port {
key "name dest-mac-address";
description
"LLDP configuratden information for a particular port.";
leaf name {
type if:inpe¥xface-ref;
description
"The\port name used to identify the port component (contained in
the”local chassis with the LLDP agent) associated with this entry.";
}
leaf dest-mac-address {
type ieee:mac-address;
description
"Destination MAC address. The ieee:mac-address type has a pattern
that allows upper and lower case letters. To avoid issues with

string compairson, it is suggested to only use upper case for the

letters in the hexadecimal numbers. Implementers using code
comparing MAC addresses should note that there is still an issue
with a difference between the IETF mac-address definition and the

IEEE mac-address definition.";
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}

leaf admin-status {
type enumeration {

enum tx-only {

value [;

description
"Transmit LLDP frames only.";

}

enum rx-only {
value 2;

description
"Receive LLDP frames only.";

}

enum tx-and-rx {
value 3;

description
"Transmit and Receive LLDP frames.";

}
enum disabled {

value 4;

description
"Do Not Transmit or Receive LLDP)frames.";

}
default "tx-and-rx";
description
"Administrative status\\of the local LLDP agent.";

reference
"9.2.5.1 of IEEExStd 802.1AB-2016";

}

leaf notificatign=enable {
type booleany
default Wfalse";
description
"Notification status.";
}
leaf tlvs-tx-enable {
type bits {
bit port-desc {
position 0O;
description
"Transmit

"

'Port Description TLV'.";

}
bit sys-name {
position 1;

description

41
Copyright © 2022 IEEE. All rights reserved.



https://iecnorm.com/api/?name=c3cea0f6a260e21dfb3a31cedd21d49b

ISO/IEC/IEEE 8802-1AB:2017/Amd.1:2023(E)

IEEE Std 802.1ABcu-2021
IEEE Standard for Local and metropolitan area networks—Station and Media Access Control Connectivity Discovery—
Amendment 1: YANG Data Model

"Transmit 'System Name TLV'.";
}
bit sys-desc {

position 2;

description
"Transmit 'System Description TLV'.";
}
bit sys-cap {
position 3;
description

"Transmit 'System Capabilities TLV'.";

}
description
"LLDP TLVs whose transmission is allowed on the locad)14LDP agent by
the network management.";
reference
"9.1.2.1 of IEEE Std 802.1AB-2016";
}
uses lldp-cfg;
list management-address-tx-port {
key "address-subtype man-address";
description
"Set of ports (represented as (@) PortList) on which the local system
management address instanges\will be transmitted.";
leaf address-subtype {
type identityref ({
base rt:address-family;
}
description
"Type of address.";
reference
"8.5\2.3 of IEEE Std 802.1AB-2016";
}
leaf man-address {
type lldp-types:man-addr-type;
description
"Management address associated with this TLV.";
reference
"8.5.9.4 of IEEE Std 802.1AB-2016";

}
leaf tx-enable {

type boolean;
default "false";
description

"Transmission enabled status.";
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