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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work.

Th
deq
dif
rul

e procedures used to develop this document and those intended for its further maintgnance are
cribed in the ISO/IEC Directives, Part 1. In particular, the different approval criteria-heeded for the
ferent types of ISO documents should be noted. This document was drafted in acdordande with the
es given in the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

E Standards documents are developed within the IEEE Societies and the Standards Coprdinating
mittees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE dgvelops its
dards through a consensus development process, approved by the &mierican National [Standards
itute, which brings together volunteers representing varied viewpgeifts and interests to gchieve the
fingl product. Volunteers are not necessarily members of the Institute and serve without compensation.
WHhile the IEEE administers the process and establishes rules to{promote fairness in the consensus
deyelopment process, the IEEE does not independently evaluate,‘test, or verify the accuracy of any of
thd information contained in its standards.

Attlention is drawn to the possibility that some of the elements of this document may be 4
of patent rights. ISO and IEC shall not be held respensible for identifying any or all st
rights. Details of any patent rights identified during‘the development of the document wil
Intfoduction and/or on the ISO list of patent declarations received (see www.iso.org/patents)
listf of patent declarations received (see https://patents.iec.c).

Any trade name used in this document is information given for the convenience of users an
coijstitute an endorsement.

Fort an explanation of the voluntary nature of standards, the meaning of ISO specific {
ressions related to conformity assessment, as well as information about ISO's adhere
rld Trade Organization (W.TO) principles in the Technical Barriers to Trade (TBT), see ww
foreword.html.

Thils document was_prepared by Joint Technical Committee ISO/IEC JTC 1, Information {
Sulbcommittee SC 7, \Systems and software engineering, in cooperation with the Systems anc
Engineering Standards Committee of the IEEE Computer Society, under the Partner
Deyelopment©tganization cooperation agreement between ISO and IEEE.

This edition-cancels and replaces ISO/IEC 16085:2006, which has been technically revised.

The main changes compared to ISO/IEC 16085:2006 are as follows:

he subject
Ich patent
be in the
or the [EC

1 does not

erms and
hce to the

w.iso.org/

echnology,
Software
Standards

ISO/IEC/IEEE 15288:2015 and ISO/IEC/IEEE 12207:2017.

process for managing all forms of risk.

Provide specialized guidance for performing risk management within the context of sy
software engineering projects.

This document is intended to be wused in conjunction with
ISO/IEC/IEEE 12207:2017,1SO 31000 and IEC 31010, and is not a replacement.

© ISO/IEC 2021 - All rights reserved
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Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

This document is an elaboration standard for the risk management process described in
ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207. This document provides requirements for the tasks
and activities of the risk management process in Clause 6, consistent with these life cycle process
International Standards. This document provides a definition of the content of the risk management
plan (8.1) and risk treatment plan (8.2). This document also provides guidance for how risk management
outcomes, activities, and tasks pertain to other processes.

This_ document prescribes a continuous proce or risk managemen ause 1 provides an overview
andl the purpose, scope, and field of application. Clause 2 lists the normative references Clause 3
pravides terms and definitions. Clause 4 prescribes conformance criteria. Clause 5~des¢ribes key
corjcepts and application with other International Standards. Clause 6 elaborates the risk mgnagement
prgcess as required by ISO/IEC/IEEE 15288 or ISO/IEC/IEEE 12207. Clause 6 als® define$ required
purpose, outcomes, tasks, and activities of the risk management process for-application fo systems
and software engineering projects in an integrated manner as described in Glawse 7 and prpduces the
infprmation products described in Clause 8. Clause 7 suggests some typical risk areas, soje typical
opportunity areas, and some typical treatments for each life cycle proeess. Clause 8 pregcribes the
conjtent for the risk management information items. The Bibliography:lists informative referjences that
ard either referenced by this document or of interest to users of this\décument.

© ISO/IEC 2021 - All rights reserved
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INTERNATIONAL STANDARD ISO/IEC/IEEE 16085:2021(E)

Systems and software engineering — Life cycle processes
— Risk management

1 Scope

1. Overview
This document:

— | provides risk management elaborations for the processes described in ISO/MEE/IEEE 15288 and
ISO/IEC/IEEE 12207,

— | provides the users of ISO/IEC/IEEE 15288, ISO/IEC/IEEE 12207 and €heir associated eJaboration
standards with common terminology and specialized guidance for,performing risk mgnagement
within the context of systems and software engineering projects,

— | specifies the required information items that are to be produeed through the implemgntation of
risk management process for claiming conformance, and

— | specifies the required contents of the information iters.

Th]s document provides a universally applicable standard for practitioners responsible formanaging
risks associated with systems and software over their life cycle. This document is suitalple for the
management of all risks encountered in any organization or project appropriate to the gystems or
soffware projects regardless of context, typer~of industry, technologies utilized, or orgdnizational
strjuctures involved.

Thls document does not provide detailedinformation about risk management practices, tecijniques, or
todls which are widely available in ather publications. Instead this document focuses on pfoviding a
cotpprehensive reference for integrating the large and wide variety of processes, practices, techniques,
and tools encountered in systems and software engineering projects and other lifecycleg activities
intp a unified approach for.risk management, with the purpose of providing effective and efficient
risk management while meeting the expectations and requirements of organization amd project
stakeholders.

1.2 Purpose

Thls document-provides information on how to design, develop, implement, and continually improve
risk management in a systems and software engineering project throughout its life cycle.

1.3 < Field of application

This document is compatible with risk management as described in ISO/IEC/IEEE 15288 and
ISO/IEC/IEEE 12207 and can also be applied in conjunction with ISO 31000. Depending on the scope
and context of the systems or software engineering project of interest, there are a number of additional
International Standards that can be applicable to the risk management effort including ISO 9001. This
document is intended to provide additional information useful in implementing a system for integrated
risk management for systems and software engineering projects. 5.2 discusses in more detail how this
document can be applied with other standards.

This document is applicable to:

— project teams which use ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207 on projects dealing with
man-made systems, software-intensive systems, software and hardware products, and services

© ISO/IEC 2021 - All rights reserved
© IEEE 2021 - All rights reserved 1
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related to those systems and products, regardless of organization or project scope, product(s),
methodology, size, or complexity;

project teams performing risk management activities to aid in ensuring that their application of risk
management conforms to ISO/IEC/IEEE 15288 and/or ISO/IEC/IEEE 12207;

project teams using ISO/IEC/IEEE 15289 on projects dealing with human-made systems,
software-intensive systems, software and hardware products, and services related to those
systems and products, regardless of organization or project scope, product(s), methodology, size,
or complexity; and

projedt teams generating information items developed during the application of risk managemlent
processes to conform to ISO/IEC/IEEE 15289.

This document can be applied in conjunction with ISO 31000 and IEC 31010 to augment risk managemgent

performed within the context of ISO/IEC/IEEE 15288 and/or ISO/IEC/IEEE 12207.

2

Normative references

The following documents are referred to in the text in such a way that some“or all of their content
constitutes requirements of this document. For dated references, only the/edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC/IEEE 12207:2017, Systems and software engineering — Software life cycle processes
ISO/IEC/IEEE 15288:2015, Systems and software engineering - System life cycle processes

3

For the pulrposes of this document, the following terims and definitions apply.

Terms and definitions

ISO, IEC, and IEEE maintain terminological databases for use in standardization at the followfing

addresses

ISO Online browsing platform: available at https://www.iso.org/

IEC Electropedia: available at http://www.electropedia.org/

IEEE §tandards Dictionary.Online: available at: http://dictionary.ieee.org

NOTE efinitions forother system and software engineering terms typically can be found| in

ISO/IEC/IEEE 24765, available at www.computer.org/sevocab.

31
consequepnce
outcome df an'event affecting one or more stakeholders (3.11)

Note 1 to efttry-Ameventtar fead to a Tange of TUMTSEUETITES:

Note 2 to entry: A consequence can be certain or uncertain and can have positive or negative effects on
objectives (3.3).

Note 3 to entry: Consequences can be expressed qualitatively or quantitatively.

Note 4 to entry: Initial consequences can escalate through follow-on effects.

[SOURCE: ISO Guide 73:2009, 3.6.1.3, modified — In the definition, "objectives" has been replaced by
"one or more stakeholders"; the notes to entry have been reordered.]

© ISO/IEC 2021 - All rights reserved
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3.2
likelihood
chance of something happening

Note 1 to entry: In risk (3.5) management terminology, the word “likelihood” is used to refer to the chance of
something happening, whether defined, measured, or determined objectively or subjectively, qualitatively or
quantitatively, and described using general terms or mathematically (such as a probability or a frequency over a
given time period).

Note 2 to entry: The English term “likelihood” does not have a direct equivalent in some languages; instead, the
equivalent of the term “probability” is often used. However, in English, “probability” is often narrowly interpreted
as § mathematical term. Therefore, M ISk management terminology, ' l1kelthood 1S used w1 € jtent that it
shauld have the same broad interpretation as the term “probability” has in many languages otherthap English.

[SQURCE: ISO Guide 73:2009, 3.6.1.1]

3.3
objective
redult to be achieved

Note 1 to entry: An objective can be strategic, tactical, or operational.

Nofe 2 to entry: An objective can relate to different disciplines (such,as financial, health and kafety, and
enyironmental goals) and can apply at different levels (such as strategic, erganization-wide, project, product, and
process).

Nofe 3 to entry: An objective can be expressed in other ways, e.g. as an intended outcome, a gurpose, an
opdrational criterion, an objective related to risk (3.5) management, or by the use of other words with similar
mefning (e.g. aim, goal, or target).

Note 4 to entry: Objectives related to risk managementare set by the organization (3.4), consistent with the risk
polfcy, to achieve specific results.

[SQURCE: ISO/IEC 19770-1:2017, 3.37, modified — In Note 3 to entry, "asset management obj¢ctive"” has
beé¢n replaced by "objective related to risk management"; the original Note 4 to entry has beep replaced
by p new one.]

3.4
organization
person or group of people that has its own functions with responsibilities, authorities, and relptionships
to &chieve its objectives(3.3)

Note 1 to entry: The 'concept of organization includes, but is not limited to sole-trader, company, cprporation,
firth, enterprise, authority, partnership, association, charity or institution, or part or combinatipn thereof,
whether incorporated or not, public or private.

[SQURCE:ISO 9000:2015, 3.2.1, modified — Note 2 to entry has been removed.]
3.

ris

effect of uncertainty on objectives (3.3)

Note 1 to entry: An effect is a deviation from the expected — positive or negative. A positive effect is also known
as an opportunity.

Note 2 to entry: Objectives can have different aspects (such as financial, health and safety, and environmental
goals) and can apply at different levels (such as strategic, organization-wide, project, product, and process).

Note 3 to entry: Risk is often characterized by reference to potential events and consequences (3.1), or a
combination of these.

Note 4 to entry: Risk is often expressed in terms of a combination of the consequences of an event (including
changes in circumstances) and the associated likelihood (3.2) of occurrence.

© ISO/IEC 2021 - All rights reserved
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Note 5 to entry: Uncertainty is the state, even partial, of deficiency of information related to understanding or
knowledge of an event, its consequence, or likelihood.

[SOURCE: ISO Guide 73:2009, 1.1, modified — In Note 1 to entry, the last sentence has been added.]

3.6
risk criteria
terms of reference against which the significance of a risk (3.5) is evaluated

Note 1 to entry: Risk criteria are based on organizational objectives (3.3), and external and internal context.

Note2toe

[SOURCE: [SO Guide 73:2009, 3.3.1.3]

3.7
risk expopsure
potential loss presented to an individual, project, or organization (3.4) by a risk (3.5)

Note 1 to ¢ntry: Risk exposure is commonly defined as the product of a probability¢and the magnitude ¢f a
consequencg (3.1), that is, an expected value or expected exposure.”

3.8
risk profiLe
descriptiop of any set of risks (3.5)

Note 1 to pntry: The set of risks can contain those that relate to the whole organization (3.4), part of [the
organizatidn, or as otherwise defined.

Note 2 to eptry: The phrase "as otherwise defined" includes onér more projects.
[SOURCE: [SO Guide 73:20009, 3.8.2.5, modified — Noté.2'to entry has been added.]

3.9
risk threshold
measure ¢f the level of uncertainty or thelevel of impact at which a stakeholder (3.11) may have a
specific ingerest

Note 1 to ¢ntry: Different risk thresholds*can be defined for each risk, risk category or combination of rigks,
based on dfffering risk criteria (3.6)(Below that risk threshold, the organization (3.4) will accept the risk (3.5).
Above thatjrisk threshold, the organization will not tolerate the risk;

3.10
risk tolerpnce
degree, amount, or voluine of risk (3.5) that an organization (3.4) or individual will withstand

[SOURCE: [SO/IEC/IEEE 24765:2017, 3.3543]

3.11
stakeholder
individual or organization (3.4) having a right, share, claim, or interest in a system or in its possession
of characteristics that meet their needs and expectations

EXAMPLE End users, end user organizations, supporters, developers, producers, trainers, maintainers,
disposers, acquirers, supplier organizations and regulatory bodies.

Note 1 to entry: Some stakeholders can have interests that oppose each other or oppose the system.

[SOURCE: ISO/IEC/IEEE 12207:2017, 3.1.59]

© ISO/IEC 2021 - All rights reserved
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4 Conformance

4.1 Intended usage

This document provides a definition of the content of the risk management plan (8.1) and risk treatment
plan (8.2). It also provides requirements for the tasks and activities of the risk management process in
Clause 6, consistent with the requirements of ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207. Users of
this document can claim conformance to the process provisions or to the information item provisions,

or both.

NO
ma

4.2

Ac
thd

4.3
Ac
ris

4.4

Ac
itel

andl ISO/IEC/IEEE 12207 elaborated in Clause 6.

5

5.1

5.1.1 Risk and opportunity

In
neg
WH
pos
Ho
corl

be
san

Clause 3, risk is defined as the “effect of uncertainty on objectives.” Risks can be either ]

[E Requirements of this document are marked by the use of the verb 'shall’. Recommen
'ked by the use of the verb “should”. Permissions are marked by the use of the verb “may”.

Conformance to information items

Jaim of conformance to information items to this document is equivalent to, ¢laiming confoa
information item content requirements cited in Clause 8.

Conformance to process

aim of conformance to the process provisions of this documentimplies claiming conformsi
Kk management process from ISO/IEC/IEEE 15288 and ISO/IEC/1EEE 12207 as elaborated i

Full conformance

[aim of full conformance to this document is equivalent to claiming conformance to the in
m content requirements cited in Clause 8 and_the risk management process of ISO/IEC/II

Key concepts and application

Key concepts

rative because an-effect is a deviation from the expected and therefore can be positive o
en the effect i§ positive, it is often considered an opportunity. Opportunity is used if
itive effect ffem uncertainty.

vever, incommon usage, risk generally means a negative effect. This document uses

Hations are

rmance to

ince to the
h Clause 6.

formation
FEE 15288

bositive or
" negative.
there is a

this more

hmonsinterpretation of risk where there is a negative effect. Therefore, treatments will
mitigations. The management and treatment of both risks and opportunities may or may

heprocess or stakeholders. Risks, threats, and opportunities should be understood and

commonly
ot use the
anaged so

as to maximize benefits and minimize negatives.

5.1.2 Project and organizational specific terminology

The precise language used by a specific systems or software engineering project can vary depending
on organizational factors and context and may not be fully consistent with the definitions used by this
document. In this situation, the project risk management plan should identify, analyze, and address the
inconsistencies between the organization’s terminology and the terminology in this document.

© ISO/IEC 2021 - All rights reserved
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5.1.3 Systems and software

Itis a fundamental premise of this document that software always exists in the context of a system. Since
software does not operate without hardware, the processor upon which the software is executed can
be considered as part of the system. Alternatively, hardware or services hosting the software system
and handling communications with other systems can also be viewed as enabling systems or external
systems in the operating environment.

[1SO/IEC/IEEE 12207:2017 5.2.1]

5.1.4 UItaﬂmtyﬂnd-ns—relm-rshrp‘m-rsk
Risk and yncertainty are related. Higher levels of uncertainty inherent in large complex systems and

software ¢ngineering projects require commensurate levels of risk management.

The systeins and software engineering life cycle processes provide a structure that directly addresgses
uncertainty by defining, clarifying, communicating, and gaining consensus regarding not only fhe
system-offinterest being realized, but also the processes, activities, resources, and individual roles and
responsib]lities utilized for its realization.

By integrdting risk management with systems and software engineering life ¢ycle processes, risks 4nd
uncertainties can be more efficiently and effectively identified, analyzed,'and treated.

5.1.5 Cgmplexity and its relationship to risk

Systems which are more complex typically have greater uncertdinty. Catastrophic events often result hot
from a single cause but from interconnected risk factors and cascading failures. Each risk factor taken
in isolatioh might not cause a disaster, but risk factors warking in synergy can. Complex, interconnecfed
systems generate many, sometimes unexpected or counterintuitive vulnerabilities. Where a smfall,
localized, fsingle event can trigger cascading failures, then a small, localized, single intervention ¢an
also provifle a mitigation. In these situations, to adequately perform risk management requires a d¢ep
understan|ding of how the behaviour of a compléx system or system of systems emerges from its many
constituer)t parts. Therefore, it is prudent to:ifitegrate risk management with the systems and softwhre
engineering life cycle processes to more efficiently and effectively manage system complexities and
their asso¢iated risks.

5.1.6 RInk management abovée the project level

This document emphasizes risk management at the project level using the ISO/IEC/IEEE 12207 or
ISO/IEC/IEEE 15288 processes. ISO 31000 provides material for organizations which are implementing
risk management at both the organizational and project level. Because external organizational risks ¢an
affect the project, botlra project and organizational perspective should be considered when performjing
risk management.

5.1.7 PTrpose and principles for risk management

Integrating risk management with all organizational processes improves the performance of risk
management while gaining efficiencies.

ISO 31000 applies to all industries and sectors. Its purpose and basic principle are the
creation and protection of value. It is applicable at all levels in any type of organization. In the
field of systems and software engineering, the framework for the creation of value is set by
ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207, the core standards in their field. Within the framework
defined by ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207, this document's purpose and basic principle
are the protection of systems and software engineering value. When the possibility of harm or hazard
exists, risk management prioritizes focus on the reduction of the negative outcomes.

These principles derived from ISO 31000 provide guidance on the characteristics of efficient and
effective risk management, communicating risk management's value, and explaining risk management's
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intention and purpose. These principles are the foundation for managing risk and should be considered
when establishing an organization’s or project's risk management framework and processes. The
principles described below better enable a project, at all levels, to manage the effects of uncertainty on

its objectives:

Integrated: Risk management is an integral part of all organizational activities.

Structured and comprehensive: A structured and comprehensive approach to risk management
that addresses all areas of the organization and project contributes to consistent and comparable

results.

5.2

5.2

Th
im]
me)
Cof

Customized: The risk management framework and processes are customized and propo
the organization’s external and internal context, as well as being related to its objectives

Inclusive: Appropriate and timely involvement of stakeholders enables their knowledge,
perceptions to be considered. This results in improved awareness and informed Tisk mai

changes. Risk management anticipates, detects, acknowledges, and respends to those ch
events in an appropriate and timely manner.

information, as well as on future expectations. Risk management explicitly takes into a
limitations and uncertainties associated with such information and expectations. In
should be timely, clear, and available to relevant stakeholders.

Human and cultural factors: Human behaviour and/culture significantly influence all asp
management at each level and stage.

Continual improvement: Risk management is:continually improved through learning, €
and review/analysis of appropriate measurements.

Application

.1 General

s document describes anCintegrated approach for implementing, performing, and d
broving risk managemént as applied to systems or software engineering projects. The
thods, and application instructions described in this document are intended to be

an

Rigk management is most effective when performed as an integral part of all organizational
The risk management process covers all aspects of organizational and project work, the proje
(“the realized system”), and the environment in which the realized system will operate. Ho
risk management process is also applicable in cases where the user is only concerned ab
mojre.s€lected aspects of the work, the outcome, or the environment. For example, the risk ma

junction with otheérrisk management practices and systems, and with other standards,
practices applicable to systems and software engineering projects and programs.

‘tionate to

views and
nagement.

Dynamic: Risks can emerge, change, or disappear as an organization’s external and internal context

anges and

Best available information: The inputs to risk management are’based on historical aind current

count any
formation

bcts of risk

Xperience,

ontinually

concepts,
hpplied in
processes,

processes.
toutcome
wever, the
but one or
nagement

process is applicable in a case where the user's concern is limited to the data security aspect of the
realized system. Systems and software engineering projects can utilize a number of ISO, IEC, ISO/
IEC, and ISO/IEC/IEEE International Standards. This document is an elaboration for the following
International Standards which define risk management processes:

ISO/IEC/IEEE 15288

ISO/IEC/IEEE 12207

This document is can be used in conjunction with the following International Standards which discuss
risk management:

[SO 31000

© ISO/IEC 2021 - All rights reserved
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[SO 9001

Additional International Standards can apply based on the unique scope and context of a particular
systems or software engineering project. Additionally, depending on conformance requirements and
flexibility for tailoring and/or applying various International Standards independently, a variety of
application scenarios may be available to the systems or software engineering project. The application
of this document in conjunction with or independent of other International Standards is determined as

appropriate for the systems or software engineering project of interest.

5.2.2 Application with ISO/IEC/IEEE 15288 or ISO/IEC/IEEE 12207

ISO/IEC/1
purposes
define a se6

The proce
managem
be compat
document

LEE 15288 and ISO/IEC/IEEE 12207 establish a common framework of required prod
ind outcomes. Each also includes required activities and tasks to fulfil those processes?T
t of processes and associated terminology from an engineering viewpoint.

bss framework defined in ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207 includes 1
ent as one of the life cycle processes within the framework. This document’is designed
ible with risk management as defined in ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207. T
serves to:

ess
ey

isk
to
his

facilit
to ISO|

hte the implementation of a systems engineering project risk mandgement process conformjing
[EC/IEEE 15288 and ISO/IEC/IEEE 12207;

cts
her

facilit
confol
Intern

hte the implementation of a project risk management process for organizations and proje
ming to ISO/IEC/IEEE 15288, and ISO/IEC/IEEE 12207 and ISO 31000 (and/or ot
ational Standards);

ate or establish more effective interfaces betweén the systems engineering risk managemient
bs and other risk management processes, including project risk management, enterprise 1fisk
rement, product-specific risk management, health and safety safety-related risk managemént,
formation security-related risk management.

integn]
proce
mana
and in

5.2.3 Application with ISO 31000

ISO 3100Q provides principles, framewdrk and a process for managing risk. It can be used by
organization regardless of its size, adtivity, or sector. ISO 31000 is intended to help organizati
increase the likelihood of achieving.ebjectives, improve the identification of opportunities and thre
and effectjvely allocate and use resources for risk treatment. However, ISO 31000 cannot be used [for
certificatipn purposes, nor does it provide guidance for internal or external audit programs. It dqes,
however, provide guidance(for establishing both a risk management framework and risk managemgent
process which may be subject to audit under management system programs, such as ISO 9001 or
ISO/IEC 27001.

Ny
bns
ats

With respgct to this document, ISO 31000 provides overarching understanding and guidance for

software engmeermg pI'O]eCt under con51derat10n

5.2.4 Application with ISO 9001

[SO 9001 provides the requirements for implementing quality management systems. It makes it explicit
that risk-based thinking should be applied throughout the quality management system. Risk-based
thinking helps to ensure that risk management is applied and integrated holistically with other life
cycle processes in a disciplined approach that allows efficient and effective implementation to address
both positive and negative events. This document describes such a disciplined approach.

© ISO/IEC 2021 - All rights reserved
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Depending on the scope and context of the systems or software engineering project of interest, there
are a number of additional International Standards that may be applicable to the risk management
effort. For example, the types of International Standards could include:

— Additional International Standards related to project, program and other organizational system

management such as [SO 21500.

— International Standards applicable to the specific industry, technologies, or activities that are part

of the scope of the systems or software engineering project. In particular those that re

late to the

performance of risk management, functional safety, and security practices applicable fo specific
industries and for specific types of products or equipment. For example, ISO 14971,1SO 13485, and
[SO 17666.

— | International Standards that support risk management, including those-regarding|practices,
analysis, tools, and techniques for risk, safety, security, and dependability)(e.g. risk agsessment,
hazard analysis, fault tree analysis, reliability prediction, measurement process, etd.) such as
IEC 31010 and ISO/IEC TR 33015. IEC 31010 discusses the challenges of assessing risk|in various
situations and several ways a value for level of risk can be obtainéd.The techniques dgscribed in
[EC 31010 may be used when there is a need to identify risk or when'a more in depth und¢rstanding
of the risks and opportunities are needed.

Applicable additional International Standards can be identified as part of the systems or software

praject stakeholder needs and expectations, and system requirements definition processes.

6 | Risk management process

6.1 Purpose

THe purpose of the risk management progess is to identify, analyze, treat and monitor risks cqntinually.

THe risk management process is a continual process for systematically addressing risk throyghout the

life cycle of a system, product, or service. It can be applied to risks related to the acquisition], develop-

mé¢nt, maintenance, or operation of a system.
[I§O/1IEC/IEEE 15288:20156:3.4.1 and ISO/IEC/IEEE 12207:2017 6.3.4.1 with editorial modifications]

6.4 Process

The Life Cycle Model Management process of ISO/IEC/IEEE 12207 and ISO/IEC/IEEE 15288 cpntains an

actjivity to estahlish a risk management process for the organization performing the project ¢f interest.

In the course of a project, risk handling may impact everyone in the organization and therefore risk

management is everyone’s business. Whatever project action is taken, big or small, or whateyer project

env1ronment in Wthh the system or software w1ll be 1mplemented

The risk management process described in this clause is applicable when the potential of an adverse
impact or positive opportunity is strong enough that it would put at risk any explicit project,
organizational, system, or software objectives.

The risk management process is illustrated in Figure 1. Note that the performance of risk treatment
is assumed to be part of general technical and managerial processes. The numbers in the discussion
below refer to the corresponding boxes in Figure 1.

© ISO/IEC 2021 - All rights reserved
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Manageriz
(i.e., the in
the risk nj
managem

activity @, the policies regarding.the general guidelines under which risk management will

conducted
to risk pla
managem

In the “ma
risk state

(i.e., the clirrent andhistorical risk information concerning an individual risk), which, in turn, inclu

all the risH

Information Needs |@ Technical
and
Management Decisions Management Feedback
Processes

Project Risk Profile and

© Treat Risks Risk Action Requests

|@ Analyze Risks

A4 B
@ Plan Risk 4T
Manage
Management N
> the
»| Risk Profile
® Monitor Risks
P Risk Profile
@ Evaluate the Risk  [*

Improvement Actions | ManagementProcess

Figure 1 — Risk management process model

| and technical processes involving-the stakeholders define the information requireme
formation the stakeholders requireto make informed decisions involving risks) that supp
anagement process @. These dnformation requirements are passed to both the “plan 1
bnt” and the “manage the project risk profile” activities. In the “plan risk managems

, the procedures to be used, the specific techniques to be applied, and other matters relev|
nning are defined. Infermation created during this activity shall be documented in a 1
ent plan as described'in 8.1.

nage the risk profile” activity @), the current and historical risk management context
nformation are captured. The risk profile includes the total of all the individual risk prof

states:

The risk

profile information is continually updated and maintained through the “analyze ris

nts
ort
isk
nt”
be
hnt
isk

ind
les
Hes

kS"

activity G, which identifies the risks, determines their probability and consequences, determines their
risk exposures, and recommends treatment for risks determined to be above their risk threshold(s).

Treatment recommendations, along with the status of other risks and their treatment status, are sent
to management for review @. Management decides what risk treatment is implemented for any risk
found to be unacceptable. Risk treatment plans are created for risks that require treatment. These
plans are coordinated with other management plans and other ongoing activities. Information created
during this activity shall be documented in a risk treatment plan as described in 8.2.

All risks are continually monitored until they no longer need to be tracked, e.g. they are retired, during
the “monitor risks” activity @. In addition, new risks and risk sources are sought out.

The risk management process is evaluated to improve its effectiveness. During the “evaluate the
risk management process” activity @, information, including user and other feedback, is captured
© ISO/IEC 2021 - All rights reserved
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for improving the process or for improving the organization’s or project’s ability to manage risk.
Improvements defined as a result of evaluation are implemented in the “plan and implement risk
management” activity @

The risk management process is applied continuously throughout the product life cycle and it is
integrated with the other life cycle processes. Activities and tasks of the risk management process
interact with the individual risks in an iterative manner once the risk management process begins.
For example, in the perform risk analysis activity @), a risk may be re-estimated several times during
the performance of risk evaluation due to an increase in knowledge about the risk gained during the
evaluation task itself. The risk management process is not a process that goes from one phase to the

nexk haytic wathne S ot iyn S d s sl e n o thaotic i loanntnd vashan o ccayg
e er i Hera Ve s Here et processttaaT TSR preme et Wt Reeessaty:

6.3 Outcomes

As[a result of the successful implementation of the risk management process, théfollowing outcomes
shgll be demonstrable:

a)| Risks are identified.

b)| Risks are analyzed.

c)| Risk treatment options are identified, prioritized, and selected:

d)| Appropriate treatment is implemented.

e)| Risks are evaluated to assess changes in status and progtess in treatment.
[I40/IEC/IEEE 15288:2015 6.3.4.2 and ISO/IEC/IEEE 12207:2017 6.3.4.2]

6.4 Activities and tasks

6.4.1 General

The project shall implement the actiyities and tasks specified in 6.4.2 to 6.4.7 in accordance with
applicable organization policies and.procedures with respect to the Risk Management procegs.

6.4.2 Plan risk management

6.4.2.1 General

The plan risk management activity consists of the tasks specified in 6.4.2.2 and 6.4.2.3.

6.4.2.2 Define'the risk management strategy

Organizatiens prepare for risk management by establishing and maintaining a strategy for idlentifying,
analyzing, monitoring, treating, and communicating risks. The organization or project defines the
purposeé and scope of its risk management activities in the risk management strategy. The rigk strategy
incfudes a risk tolerance statement that articulates the projects attitude towards risk taking and
influences all activities and tasks of the risk management process. The statement includes answers
to questions such as: to what degree is the project willing to accept higher risk in exchange for more
ambitious project objectives; and to what degree does the project rely on its already allocated resources
to reduce the risk in achieving its objectives, as opposed to requesting more project resources for risk
reduction?

The risk management strategy at a minimum addresses the following:
— scope of risk management,
— sources of risk,

— risk criteria,

© ISO/IEC 2021 - All rights reserved
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— how risks are to be organized, categorized, compared, and consolidated,
— risk measures,

— parameters used for taking action including likelihood of occurrence, severity of consequence, and
thresholds,

— definition of the rating scale for likelihood of occurrence and severity of consequence,

— treatment techniques, and

3 43 311 1 4 P2 1t | s
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The risk thanagement strategy shall be documented in a risk management plan. Organizations may
develop their risk management strategy before starting a project, or early in the project, so'that rigks
are proactfively identified and managed.

NOTE This includes the risk management process of all supply chain suppliers and descnibes how risks fjom
all supplierfs will be raised to the next level(s) for incorporation in the project risk process:

6.4.2.3 Define and record the context of the risk management process

Define thqg context of the risk management process. The risk management-.context may include, buf is
not limited to:

— Alist of stakeholders.
— A desgription from stakeholders’ perspectives.

— Risk ¢ategories to be used. The risk categories may“include technical, security, safety, quality,
schedjile, budget, resource, requirement, process,testing, competition, and supply chain disruptiion
risks.|Categories of risk that are perceived to be of special importance may be addressed separatgly.
The risk categories include the relevant technigal areas of the system. The risk categories facilitiate
identification of risks across the life cycle ef'the system.

— A desgription (perhaps by reference) of the technical and managerial objectives, assumptions, and
constraints. For example, the projectmay be constrained from openly communicating some risk-
related information to specific stakeholders.

— Any other relevant information’that may influence the analysis or treatment of risk.

Documentland baseline risk management context. The risk management context may be documented as
a stand-alpne document, injthe risk management plan, in the risk profile, or other project documentg.

6.4.3 Mhpnage thetisk profile

6.4.3.1 (General

Manage the risk profile consists of the tasks specified in 6.4.3.Z to 6.4.3.4.

6.4.3.2 Define and record the risk thresholds and conditions

Risk thresholds define the level of exposure above which risks are addressed and below which risks
may be accepted. Risk thresholds are defined for individual risks or combinations of risks. A risk
threshold may be defined for the project as a whole or may be defined for groups of risks or individually
depending on the characteristics of the project.

The risk threshold quantifies the risk tolerance with a more precise way so that organizations know
when to accept, monitor, or treat risks. Risk thresholds are the levels of measured risk criteria that
are acceptable without explicit review by the stakeholders. Risk thresholds are defined and when a
measured risk criterion is below a value, above a value, or in a range of values, appropriate action is

© ISO/IEC 2021 - All rights reserved
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taken. When the risk criterion is below a certain value, it is accepted. When it is in a range of values, it
is closely monitored to make sure that the value doesn’t change. If it is above a value, the risk is treated.

6.4.3.3 Establish and maintain a risk profile

The risk profile creates a consistent current and historical view of the risks present on a project along
with their treatment.

A risk profile includes:

— description of the risk

— | the risk’s likely causes and events,

— | possible consequences of the risk,

— | the risk’s severity of consequences,

— | the risk's likelihood of occurrence,

— | the risk’'s likelihood of detection should the risk become an issue,
— | the risk's thresholds and conditions,

— | the risk's current state,

— | the risk's current treatment, or contingency strategy oy plan, and
— | the risk’s history.

The risk profile is updated and baselined periodically. Updates may be made when there are dhanges in:
— | the risk management context,
— | anew risk is identified, or

— | any change in an existing risk’s.information.

6.4.3.4 Periodically provide'the relevant risk profile to stakeholders

Petfiodically communicate the risk profile or relevant risk profile (for example, a single risk or
cotpbination of risks)to'stakeholders based upon their needs. Different stakeholders will neefl different
subpsets of the risks)in the risk profile. The risk profile may be reviewed at project milestone or gate
reyiews. Periodically provide the relevant risk profile to stakeholders based upon their needs.

6.4.4 Analyze risks

6.4.4:1- General

Analyze risks consists of the tasks specified in 6.4.4.2 to 6.4.4.5.

6.4.4.2 Identify risks in the categories described in the risk management context

The risk identification task involves finding, recognizing, and describing risks that might affect the
organization or project and prevent it from achieving its objectives.

Risks are identified from the categories identified in the risk management context. Use risk categories
consistently for effective communication to stakeholders. Where possible, events, hazards, threats,
or situations that can create risks are identified. Changes in the risk management context may cause
additional risks. For example, changes in the assumptions may add or reduce risk. System or software
anomalies, reports on measures, and other indicators are continuously reviewed as sources for risks.

© ISO/IEC 2021 - All rights reserved
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For each risk, analyze it using combinations of risk-related measures. For example, when the risk
may be anticipated to become a problem, consider analyzing the severity of consequences, likelihood
of occurrence, and likelihood of detection should the risk become an issue. As a result of the analysis
determine a priority. Consider sorting the risks by priority order.

ISO/IEC TR 33015 provides guidance on the identification of process related risks. This is done through
process assessments.

All relevant risks should be identified. Stakeholders may consciously evaluate each identified risk and
decide not to take action, which is deemed acceptance of the risk at the current state.

Related ri
and treatr]

ks may be combined, and complex risks may be decomposed for ease of analysis, monitering,
nent.

Various agjproaches to identifying risks may be used including:

risk gpiestionnaires,

taxonpmies,

braingtorming,

scenario analysis,

measyrement analysis,

identifying consequences and analyzing back to the risk (e.g¢safety hazards),

lessor]s learned from other projects, and

other knowledge acquisition approaches.

Risks idenftified should be included in the risk profile’/Thus, the risk profile is used to baseline risks.

Opportun
opportuni
Analysis

as risks th
should be

NOTE
provides uj

6.4.4.3

The likelih
may be mz:

A qualitat

ties have the potential to provide benefits for the organization, system, or project. E
y pursued can also have potentialnegative outcomes that detract from the expected beng

opportunities should include the risks associated with not pursuing an opportunity, as v
at arise if the opportunity is taken. In both cases, potential positive and negative outcor
considered.

[EEE 1044 provides ,useful information regarding software anomaly classification. IEEE 9§
eful information regarding software measures related to dependability.

Estimate thetlikelihood of occurrence and consequences of each identified risk

oods of gecurrence and severity consequences of each risk identified are estimated. Estimd
ide either quantitatively or qualitatively.

vewisk analysis prioritizes the identified project risks using a pre-defined rating scale. Ri

hch
fit.
Vell
hes

2.1

tes

ks

will be scored based on thelr probability or likelthood of occurring and the Impact on project objectl

ves

should they occur. Probability and likelihood are commonly ranked on a numeric scale, which is defined
by the organization. An example would be a one- to five-point scale, with five being the highest impact
on project objectives - such as budget, schedule, or quality.

A quantitative risk analysis is a further analysis of the highest priority risks during which a numerical
or quantitative rating is assigned in order to develop a probabilistic analysis of the project. A
quantitative analysis quantifies the possible outcomes for the project and assesses the probability of
achieving specific project objectives, provides a quantitative approach to making decisions when there
is uncertainty, and defines realistic and achievable targets.

The stakeholders define which risks will be evaluated using qualitative methods and which will be
evaluated using a quantitative scale.
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Scale(s) for estimating risk likelihood of occurrence and severity of consequences should be used
consistently. The descriptive and measurement uncertainty inherent in the scale used is described
in the risk management plan. The units used are stated and consistent. When possible, capture the
level of confidence in estimates of likelihood of occurrence or severity of consequences. If likelihood
is expressed as a percentage, the denominator is the same in each case and is stated (for example,
percentage of projects, percentage of contractors etc.). The population and time scale to which a
likelihood applies should be consistent and stated.

Uncertainties in estimates used to make decisions should be analyzed so the level of confidence in
estimates can be stated.

A dingle value for a severity of consequence or likelihood of occurrence may need to be anllbiguously

deflined. (For example, an event may have a distribution of consequences or severitiesThe

likelihood

of pccurrence and severity of consequence will not produce a clearly defined level ofrisk. In that case,
corpparing thresholds is not possible. Instead, options include taking the mean, the most likely value
of the distribution or a percentile value. The rationale for picking any one pafticular likelihood and
seyerity pair should be stated and compatible with the definitions of the thresholds.

NOFE1 Distributions relevant to risk can be highly skewed.

NO[FE 2 IEC 31010 provides additional information on analyzing risk inthese circumstances.

6.4.4.4 Evaluate each risk against its risk thresholds

Evaluate each risk against its risk thresholds and conditionhs and note if the risk does ndt meet its
thrjeshold.

Rigks may be evaluated independently, in combigation, or with their interactions with hjgher-level

syqtem or organizational risks. Evaluate combinations of risks against the project risk threshpld so that

thd combination, while below their individual tisk thresholds, does not unacceptably place {
as 3 whole at risk.

Different techniques may be used to evaluate the risks, such as decision trees, scenario
game theory, probabilistic analysis, fault-tree analysis, failure mode and effects analysis,

he project

planning,
hnd linear

pragramming.

Hig
sey
tre

problem,
bre urgent

hlight important risks based on considerations such as when the risk may become 3§
erity of consequence, l€gal concerns, and contractual concerns. These risks may need m
atment, more careful monitoring or to be communicated to higher levels of management

yaluate all
ontrols or

Up
ris
mif

Hate each risk in(the risk profile to record the result of the evaluation. Periodically, ree
ks in the risk profile. As part of the reevaluation, evaluate the effectiveness of existing d
igations.

NO
ISO

['E [EEE 982.1 provides useful information regarding software measures related to dependability.
IECAEEE 15939 provides a measurement process that can be used to help evaluate risks.

6.44.5—Defimeamd Tecord recommrended treatmrent strategiesamd measures

For each risk that does not meet its threshold, define one or more risk treatment strategies. Some risk
treatment strategies are:

— undertake further analysis to better understand the risk,
reconsider the project objectives,

do nothing further,

maintain existing controls,

involve the appropriate stakeholder(s) (in other words, escalate the risk),

© ISO/IEC 2021 - All rights reserved
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— treat the risk to reduce severity of consequences,

— treat the risk to reduce likelihood of occurrence,

— treat the risk to increase the likelihood of detection should the risk become an issue, and
— other risk treatment options. (See 6.4.5.2)

Define and recommend measures of the effectiveness of the treatment strategies and options.

Document and baseline the recommended risk treatment strategies and measures. Also, document the

1 kt t ol s 3 | | | 1 1 +£ 41 dad
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6.4.5 Tryeatrisks

6.4.5.1 (General

Treat risk$ consists of the tasks specified in 6.4.5.2 to 6.4.5.5.

6.4.5.2 ]dentify recommended alternatives for risk treatment

Risk treatiments usually focuses on minimizing negative consequencesand their likelihood but may
include in¢reasing potential positive effects and their likelihood as well:

Risk treafment options are not necessarily mutually exclusive or.appropriate in all circumstances. (Jp-
tions for freating risk can involve one or more of the following;

— remoying the risk source,

— plantjing contingency actions for cases in which a risk is accepted,
— taking or increasing the risk in order to pursue@n opportunity,
— sharipg the risk (e.g. through contracts, buying insurance), and
— retaifping the risk by informed decision:

[ISO 310(]10:2018, 6.5.2]

Risk treatment can also introduce new risks that need to be managed. Any newly identified risks should
be evaluatled, mitigated, recorded and kept under ongoing review.

Decision makers and other stakeholders should be aware of the nature and extent of the residual 1jisk
after risk freatment.The residual risk should be documented and subjected to monitoring, review, and,
where apgropriate, further treatment.

6.4.5.3 |mplement risk treatment alternatives

Selecting the most appropriate risk treatment option(s) involves balancing the potential benefits
derived in relation to the achievement of the objectives against the costs, effort, or disadvantages of
implementation. Also, selected treatments are based on the priority of risks, considering the severity
of the consequences, likelihood of occurrence, or any other factors and the extent to which they will
reduce risk and improve regulatory and contractual compliance. Whenever a risk treatment alternative
is recommended, stakeholders will determine if the risk is acceptable. If the stakeholders determine
that actions should be taken to make a risk acceptable, then a risk treatment alternative will be
implemented, supported by the necessary resources, and monitored and coordinated with other project
activities.

Justification for risk treatment is broader than solely economic considerations and should take into
account all of the organization’s obligations, voluntary commitments, and stakeholder views. The
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selection of risk treatment options should be made in accordance with the project’s objectives, risk
criteria, and available resources.

When selecting risk treatment options, the organization should consider the values, perceptions, and
potential involvement of stakeholders and the most appropriate ways to communicate and consult with
them. Though equally effective, some risk treatments can be more acceptable to some stakeholders
than to others.

Also, it is important that controls be put in place that are proportional to the risks. Risk analysis
assists such a process by identifying those risks requiring attention by the management. Risk control
actions should be prioritized by their potential benefits to selected stakeholders, such as the users, the
cugtomer, the organization, or the public.

6.4.5.4 Monitor high priority risks

The stakeholders may accept a risk even though it exceeds its risk threshold, e.g.if the treafment cost
is too high, the timing is not suitable, or a lack of treatment resources exists.Hir-this situatidn, the risk
is ¢onsidered a high priority and monitored continuously to determine,if/any future risk |treatment
actfions are necessary.

Risk treatments, even if carefully designed and implemented, might not produce the expectedfoutcomes
and could produce unintended consequences. Monitoring and review need to be an integral part of the
rigk treatment implementation to give assurance that the different forms of treatment become and
remain effective.

[I90 31000:2018, 6.5.2]

The stakeholders may also ask for more informatidn be provided to make a risk treatment dlecision, or
thdy may suggest some other treatment approach:

6.4.5.5 Once arisk treatment is selected, coordinate management action

WHhen treatments have been implemeinted, risk profiles should be modified to reflect apy new or
updlated controls. It can be useful toxecord also why these controls are believed to be suffici¢nt to save
effort when risks are reviewed.

Effpctiveness of internal controel is determined by how much the risk will be either eliminated ¢r reduced
by the control measures proposed. The latter need to be measured in terms of potential econgmic effect
if no action is taken, versus the cost of the action(s) proposed. Every response action has a r{iated cost,
andl it is important that the treatment offers value for money in relation to the risk contrglled by it.
Therefore, it is impoitant to put controls in place to monitor risk treatments and to get the appropriate
approval priortaimplementing the risk treatment.

CoItrols for treating risk can involve one or more of the following:

— | Prevéntative controls limit undesirable outcomes. The more an undesirable outcome [should be
aveided, the more appropriate preventative controls should be considered.

— Corrective controls correct undesirable outcomes that have occurred and provide a way to achieve
some recovery against loss or damage. Contingency planning is an important element of corrective
control.

— Directive controls ensure that a particular outcome is achieved and are particularly important
when avoiding an undesirable event - typically related to health and safety or to security.

— Detective controls identify occasions of occurrence of undesirable outcomes. Their effect is, by
definition, “after the event” so they are only appropriate when the resulting loss or damage can be
accepted.
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6.4.6 Monitor risks

6.4.6.1 General

Monitor risks consists of the tasks specified in 6.4.6.2 to 6.4.6.4.

6.4.6.2 Continually monitor the risk management context

Monitor the risks in the risk profile throughout the life cycle for changes in their state, especially,
when the risk becomes an issue. Monitor for changes in the risk's severity, likelihood of occurrence,
likelihood[of detection, thresholds, conditions, and priority. Monitor high priority risks more frequently.
Reevaluatf changed risks (6.4.4.4).

Monitor any critical assumptions made during analysis because if these change, the risk may exceed its
threshold.

Monitor the risk management context for changes. Document those changes as apprepriate. Based| on
the changgs, reevaluate the appropriate risks.

6.4.6.3 ]mplement and monitor measures to evaluate the effectiveness of risk treatments

Implement the treatment measures developed as part of the treatment strategies. Monitor and evalujate
those meagures. Identify and remedy the cause(s) of ineffective treatments promptly. If needed, identify
a more effective risk treatment (See 6.4.5.2).

6.4.6.4 (ontinually monitor for the emergence of new risks and sources throughout the life cyrle

Monitor the project continually for new risks and sources throughout its life cycle. Add new rigks
and sources identified to the risk profile. Analyze (6:4.4) and treat (6.4.5) the new risks prompitly.
Communigate new risks and sources to the stakeholders after risk analysis as part of the periqdic
communidation of the risk profile. Communication-of risks with a high priority may be expedited to the
appropriate stakeholder.

6.4.7 Evaluate the risk managementprocess

6.4.7.1 (General

Evaluate the risk managementprocess activity consists of the tasks specified in 6.4.7.2 to 6.4.7.4.

In ISO/IE(Q/IEEE 12207 dnd ISO/IEC/IEEE 15288, process evaluation is part of the Quality Assurahce
and Life (ycle Management processes. Process improvement is part of the Life Cycle Managemgent
process.

6.4.7.2 Analyze recurring issues, problems, and risks over time

Informatiomabout-the risksidentifiedtheir sources their causes; their treatment—and-the—success of
the treatments selected is collected throughout the project’s life cycle for purposes of improving the
risk management process and generating lessons learned. Apply measures to the risk profiles data (for
example, number of risks per some measure of project size or complexity, number of risks per category,
treatment success versus expected, etc.). The information captured may be useful to improving
organizational risk management strategy, procedures, processes, or policies.

6.4.7.3 Identify lessons learned

Periodically review the risk management process for its effectiveness and efficiency. Opportunities
for improving the project or organizational risk management and processes are identified, including
consideration of how the risks posed by the risk management process itself can be reduced or
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eliminated. Individual project lessons learned may be collected to aid in the identification of systemic
risks. The stakeholders determine the review period.

6.4.7.4

Improve the risk management process

Information on the risks identified, their treatment, and the success of the treatments are reviewed
periodically by the stakeholders and other parties for purposes of identifying systemic project and
organizational risks. Where applicable, the process is improved, the organizational risk management
and policies and process updated (if these exist), and the project risk management plan updated.

7

7.3

A
ISQ
ISd

Risk management in life cycle processes

Overview

primary goal of this document is to elaborate the risk management process des
/IEC/IEEE 15288 and ISO/IEC/IEEE 12207. In this respect the focus' of the appl
/IEC/IEEE 15288 and ISO/IEC/IEEE 12207 to this document invelveS the integrati

management and “risk-based thinking” into all systems or software engiheering life cycle

Th
prd

s is accomplished by identifying and analyzing the systems amd\software engineering
cesses used by the organization or project, and instituting poliCy, practices, procedures, t

andl/or tools that help ensure appropriate risk management withjn those life cycle processes

thd
un

Ea
thd

In
ISQ

7.2

7.2

Th
est]

7.2

7.2

aspects of systems and software engineering life cyCle“processes that support re
fertainty and enhance risk management are integrated to form a holistic risk management

h life cycle process can be invoked, as required, at-any time throughout the life cycle. The
processes are presented in this clause does notdimply any prescriptive order in their use.

7.2 to 7.6, all the life cycle processes are ¢presented in the order from ISO/IEC/IEEE 1
/IEC/IEEE 15288. For each life cycle process there are three subclauses: typical risk are
ortunity areas, and typical treatment: The content of these subclauses are exampl

opllr
exhaustive list, and not a checklist.

Risk management in agréement processes

.1 General

b two Agreement._processes discussed in 7.2.2 and 7.2.3 specify the requirement
ablishment of agreements with organizational entities external and internal to the organi

.2 Acquisition process

.2.1 <Typical risk areas

cribed in
ication of
bn of risk
processes.
life cycle
echniques,
Likewise,
luction in
approach.

order that

2207 and
as, typical
bs, not an

s for the
zation.

Typieal risks of the Acquisition process can include:

lack of clarity of agreements;

lack of feasibility in the parameters of agreement (e.g. infeasible cost, schedule, or outcomes);

poor acquisition strategy;

poor understanding of acceptance processes between the parties;

acquirers that do not actively participate in their projects;

acquirers not taking responsibilities for the definition of system requirements;

acquirers not taking responsibilities for the definition of software requirements;
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acquirers that make no effort to take accountability for requirements;

features or functions are requested that are not in the established agreement;

proceeding without stakeholder agreement on defined requirements;

misunderstood requirements;

failure to review and negotiate agreement details.

7.2.2.2 Typical opportunity areas

Typical o

7.2.2.3

Typical tre

7.2.3

a strafegy that reflects the nature of the product, the scope of activities, and the characteristic

thes
use of]

prefer

suppliers to avoid lists that are updated on a regular basis.

detail
unden]

early
conce

modif

the pr
softw

the pyirchasing department and the information system department of the acquirer collabor

when

the ac

ortunities of the Acquisition process can include:

plier(s);
standard agreements;

red supplier lists that are updated on a regular basis;

[ypical treatments

atments of the Acquisition process can include:

ed planning;

standing of the supplier marketplace and capabilities;

engagement with potential suppliers tocunderstand the responsibilities, obligations, :
'ns of each other;

ying acquisition plans and agreemeiits based on feedback;

pject management and purchasing departments of the acquirer comprehend what system :
hre development entails;

defining requirements;

quirer actively participates in the project while clarifying its role with the supplier;

5 of

ind

ind

ate

ind

the supplier agreement or contract is multi-stage when the requirements are not fully defined.

Supply Process

7.2.3.1 Typical risk areas

Typical risks of the Supply process can include:

— the response to the acquirer’s request is infeasible;

20

ble
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mismatch between acquirer’s knowledge of needs versus supplier’s knowledge of feasibility and

cost drivers for solution;

proceeding to the next step without agreement among stakeholders;
agreements do not allow for change;

incomplete requirements;

not fully understanding the requirement as written;

7.2

Typical opportunities of the Supply process can include:

7.2

Typical treatments of the Supply process can include:

.
7.3
J

7.3
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supplier assumptions do not match acquirers.

.3.2 Typical opportunity areas

identifying outcomes with additional benefits to the acquirer for little/incremental cost;

providing outcomes that result in high operability and maintainability.

.3.3 Typical treatments

performing detailed planning before agreements-afe established;

engaging closely with acquirer to understand-the scope;

applying evolutionary approaches to delivery;

engaging with potential suppliers and modify acquisition plans and agreements based on
setting up agreements to allow for change;

delivering a straightforwaxd, clear proposal;

examining the characterjstics of the system or software of interest and apply a suitable de
method, environment, and tools;

performing a set.of reviews from ISO/IEC/IEEE 24748-8.
Risk mahagement in organizational project-enabling processes

.1 (General

feedback;

velopment

Th

b gy nrgani'7ah'nna] prnjnr‘f-nnah]ing processes discussed in 732 tg 737 hn]p ol

sure the

organization’s capability to acquire and supply products or services through the initiation, support
and control of projects. These processes provide resources and infrastructure necessary to support
projects and help ensure the satisfaction of organizational objectives and established agreements.
These six processes are not intended to be a comprehensive set of business processes that enable
strategic management of the organization's business.
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7.3.2 Life cycle model management process

7.3.2.1 Typical risk areas
Typical risks of the Life Cycle Model Management process can include:

— the organization's life cycle processes, good by themselves, do not work together well enough,
putting the value of the organization's systems and software engineering project results at risk
(e.g. low productivity numbers against benchmarks; improper root cause analysis; too many risks
materializing in spite of each individual process being de-risked; no sense that risk management

3 e 1 - < P DRI D R, |
Integratromrmastmprovea prearctanitys;

— buildipg silos, overlaps, and sub-optimization;

— processes are intertwined to a degree that observers and practitioners find the procésses hard to
unwind; risk management therefore also addresses an organization's life cycle proceSses as a whole;

— mismatch of lifecycle model to problem space.

7.3.2.2 Typical opportunity areas
Typical opportunities of the Life Cycle Model Management process can include:

— ability to adapt the model(s) as the lifecycle and knowledge of problem space and potential solutipns
incredses over time;

— potential to create lifecycle models that explicitly try to-{mprove knowledge of problem space and
potential solutions over time.

7.3.2.3 Typical treatments
Typical trgatments of the Life Cycle Model Manageément process can include:

— early processes in life cycle explicitly desighed to treat risk (e.g. evolutionary approaches).

7.3.3 Infrastructure managementprocess

7.3.3.1 ypical risk areas
Typical rigks of the Infrastyicture Management process can include:

— theinfrastructure Will not meet project needs, since the project either ignored the infrastructur¢ or
poorly specifiedthe infrastructure requirements;

— timing of infrastructure availability is inappropriate.

7.3.3.2 yplrnl opportunity areas

Typical opportunities of the Infrastructure Management process can include:

— manage infrastructure elements as systems in their own right.

7.3.3.3 Typical treatments
Typical treatments of the Infrastructure Management process can include:

— identify requirements for infrastructure elements and interfaces, dependencies, and assumptions
with development and other lifecycle processes, and system products.
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7.3.4 Portfolio management process

7.3.4.1 Typical risk areas
Typical risks of the Portfolio Management process can include:
— projects are mismatched, misaligned in time, or overlap in scope;

— realizing that a project may not be viable.

7.“.4-2 T_y p;\,al UppuUl tuuit_y dl TddS
Typical opportunities of the Portfolio Management process can include:
— | harmonizing and streamlining projects;

— | managing interdependencies between related projects.

7.3.4.3 Typical treatments
Typical treatments of the Portfolio Management process can includet
— | identifying dependencies;

— | maintaining resources to track and address changes as they occur.
7.3.5 Human resource management process

7.3.5.1 Typical risk areas

Typical risks of the Human Resource Management process can include:
— | inadequate skills;

— | insufficient resources;

— | inadequate training;

— | insufficient or outdated’knowledge and skills inventory.

7.3.5.2 Typical epportunity areas
Typical opportunities of the Human Resource Management process can include:
— | training-existing staff;

— using external resources;

— using technology readily available in the marketplace.

7.3.5.3 Typical treatments
Typical treatments of the Human Resource Management process can include:
— understanding base skills and needed skills for current and future projects;

— developing training plans to address knowledge and skill gaps.
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7.3.6 Quality management process

7.3.6.1 Typical risk areas

Typical risks of the Quality Management process can include:

the "access or evaluate quality management" activity is often not done well; specifically, often there
is little or no history of quality assurance evaluation results;

establishing quality management procedures that are so burdensome for the project so that the

effectsschedule resources and costs are not commensurate with the value of the project;

not ligtening to the management of the project teams or not implementing their suggestions;
overly complex assurance processes may defeat their intent;
helpirlg assure the quality process and procedures are sufficient for the project;

the eyisting quality management process has not changed based on lessons/identified on other
projedts;

lack of independence for quality management personnel.

In a multi{location development organization, creating and maintaining'a quality management systlem

which doejs not consider:

7.3.6.2 Typical opportunity areas

Typical opportunities of the Quality Management process can include:

7.3.6.3 Typical treatments

Typical tr¢atments.of the Quality Management process can include:

the differences in national or organization culture;
the differences in the resources available in each location/especially people, management, or toqls;

the size and complexity of the project being suppaerted.

matcling effort of assurance resources to consequence of failure;
strearplining activities and developing work aids to make process more effective and efficient;

matching effort, knowledge and skills of assurance resources to the project specifics, likelihood of
occurtence, and severity\consequences of failure of the risks.

trainipg/everyone in organization to understand their responsibility in quality management;

ensuring the quality process and procedures are complete and appropriate for the project.

7.3.7 Knowledge management process

7.3.7.1 Typical risk areas

Typical risks of the Knowledge Management process can include:

24

incomplete or inaccurate inventory of organizational knowledge and skills;
lack of knowledge needs for the present and future;

understanding how to capture tacit knowledge such as intuitive skills.
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7.3.7.2 Typical opportunity areas

Typical opportunities of the Knowledge Management process can include:

leveraging knowledge from external resources;

leveraging knowledge of individuals and share across the organization.

7.3.7.3 Typical treatments

Typical treatments of the Knowledge Management process can include:

:2021(E)

7.4

7.4
Th

plans, to execute the plans, to assess actual achievement and progress'against the plans and

exq
in {
Th
cojf

7.4

7.4

Typical risks of the Project Planning process€an include:

implementing processes and activities that will store, grow, and share knowledge.
Risk management in technical management processes

.1 General

b eight technical management processes discussed in 7.4.2 to 7.4.9 aredused to establish

cution through to fulfilment. Individual technical management processes may be invoked 3
he life cycle and at any level in a hierarchy of projects, as requited by plans or unforesgq
e technical management processes are applied with a levelof rigor and formality that depe
hplexity, historical information, and uncertainty of the project.

.2 Project planning process

.2.1 Typical risk areas

insufficient or incorrect identificatien of project scope, objectives, and constraints;
inconsistent or changing scopge.of the project;

inadequate definition and;maintenance of project structure including life cycle mo
breakdown structure,@nd processes;

insufficient subject.matter experts in the requirements, design, development, verif
validation activities;

insufficient or-incorrect development method, environment and tools;

unintefided consequences and additional uncertainties related to repeated changes
objectives and constraints, and excessive unanticipated re-planning and rework;

usihg a rough estimate written in the early phase through the whole lifecycle without re

ind evolve
to control
it any time
en events.
nds on the

lels, work

cation, or

in scope,

Views;

inappropriate level of detail;

invalid assumptions;

estimations that lack rationale;

estimations that lack proper scope;

insufficient focus on the development of the operational system;

lack of consideration of sustainment of system.
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7.4.2.2 Typical opportunity areas

Typical opportunities of the Project Planning process can include:

opportunities to increase the likelihood of reaching or exceeding project objectives and targets

relate

d to customer expectations;

early development of a project plan that includes insights, information, and priorities for success
obtained through the risk management process may produce more desirable outcomes that align
with stakeholder needs and requirements;

7.4.2.3

early futilization of data and analyses to more quickly and elficiently develop and maintain the
projedt plan.
['ypical treatments

Typical tr¢atments of the Project Planning process can include:
using g continuous estimation process that will be updated with changing project information;
revisipg project monitoring to add more frequent progress reviews;
tracking schedule performance in sufficient detail to support recovery;
adding a quality assurance review to assure requirements, plans, and overall business objectiyes
are reviewed as defined in the project plan;
establishing rules for updating the cost estimates especially when requirements are evolving;
using historical data where possible to make estimates;
plann|ng for and including the activities required to transition the system from the supplier to fthe
acquifer;
clearly identifying and documenting :the scope of work and functional and non-functional

requirements in all appropriate plans, agreements, and contracts;

estim

estim

7.4.3 Pi

7.4.3.1

Typical ris

26

hting and planning for the gperation and maintenance phase of the system;

hting and planning for the/system life cycle costs.
oject assessmerit and control process

['ypical riskiareas

ks of the-Project Assessment and Control process can include:

incon1plete or inaccurate business needs and requirements;

incomplete or inaccurate assessment results;

vague

plans;

inappropriate reviews;

unclear review goals;

periodic reviews not held or period between reviews is insufficient to control processes (for
example, one per year is probably not enough for most programs);

significant deviations and variations are not detected;
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— projects that consume excessive resources and are over budget, late, or lacking acceptable quality

deliverables.

7.4.3.2 Typical opportunity areas

Typical opportunities of the Project Assessment and Control process can include:

— pre-determining periodically and at major events when an assessment is most beneficial.

7.4.3.3 Typical treatments

Ty;l)ical treatments of the Project Assessment and Control process can include:

7.4

7.4.4.1 Typical risk areas

Typical risks of the Decision Management process can include:

7.4

Typical opportunities of the Decision\Management process can include:

7.4

Typical treatments of\the Decision Management process can include:

reevaluating assessment and planning activities to include lessons learned;

deviations and variations from processes and plans are reviewed and addressed.

.4 Decision management process

decision making approach has not been agreed upon andapproved by all stakeholders;
timely decisions are not made;
decisions are not based on accurate information;

all relevant stakeholders are not included in-the decision making.

4.2 Typical opportunity areas

tailoring decision-making and'supporting analysis based on consequences and risk.

4.3 Typical treatments

effort and background research/analysis to inform decision needs to be commensurat
potential-gonsequence of the wrong decision;

e with the

verifying that all decisions that involve cost and schedule risk of a certain impact exercise the

appropriate decision-making processes;

1 il el 111 ] 4 J 41 4 J 41 1 £ 1 d :
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accordance with them.

7.4.5 Risk management process

7.4.5.1 General

NOTE The Risk Management process is described in detail in Clause 6.
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7.4.5.2 Typical risk areas

Typical risks of the Risk Management process can include:

inappropriate or insufficient risk categories;
inappropriate or insufficient risk thresholds;
the focus is only on projects and not the organization, products, and services;

all critical risks are not identified;

risk li

7.4.5.3
Typical op
risk m

risks {

7.4.5.4
Typical tre

stand

collec

— verify]
7.4.6 Cc

7.4.6.1
Typical ris

plann

baseli

currel
baseli

teams

kelihood of occurrence or consequence are estimated incorrectly.

['ypical opportunity areas
portunities of the Risk Management process can include:
anagement and risk-based thinking pervades all activities at all levels in the organization|

ire captured and managed from all activities at all levels in the orgahization.

['ypical treatments

atments of the Risk Management process can include:

hrdizing risk management process across the organjzation;

[ing and analyzing risk metrics such as likelihoa@d of occurrence and consequence;

ing that all stakeholders have participated and agree with the stakeholder agreement.
nfiguration management process

['ypical risk areas
ks of the Configuration Mandgement (CM) process can include:
bd baselines are not clearly defined when the project starts;

nes are not established, reproducible, or maintained;

contr¢lled items are not identified;

nt status.df/development or individual product instances is unknown;

hes are.not reviewed for integrity;

direction to do so;

variat

compl

users

28

baselines are unclear;

ion and change are not explicitly managed;

all required items are not included in the CM process;

ete inventory of system and software components is not available when needed;

circumvent the process and fail to update items when changed;

suppliers are not made aware of changes;
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CM controls do not protect the integrity of items maintained in the CM libraries;

changes to baselines are made without understanding the impact of the change on other
the program (e.g. cost, schedule, affected products, interfaces);

consistency issues when using multiple CM systems.

.6.2 Typical opportunity areas

Typical opportunities of the Configuration Management process can include:

:2021(E)

aspects of

7.4

tailoring CM practices to the type of product and associated risks (e.g. the level of CM for wo
in an office environment versus flight systems of aircraft is very different);

documenting repeatable CM process;

integrating CM with related processes, such as Supply and Maintenance.

.6.3 Typical treatments

Typical treatments of the Configuration Management process can inelude:

7.4.

7.4

automating configuration management practices;

rkstations

documenting and disseminating the plan(s) for configurdtion management to the stakeholders for

concurrence;

developing plans which include the definition ofthe planned controlled items, when the
controlled, process for making changes, and baselines to be established;

automating integration of the different CMtools used across a program;
implementing periodic configuration reviews and audits;

discussing and communicating changes to the baseline with all relevant stakeholders.
7 Information managemernt process

.7.1 Typical risk areas

Typical risks of the Information Management process can include:

7 are to be

not approptiately communicating and disseminating the purpose of the project and project

documents_to all relevant stakeholders;

information is inconsistent, incorrect, or misleading;

the’form of the information is inappropriate.

7.4.7.2 Typical opportunity areas

Typical opportunities of the Information Management process can include:

improving the efficiency of information storage and retrieval;
simplifying information capture;

increasing the timeliness of reports and dashboards.
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7.4.7.3 Typical treatments

Typical treatments of the Information Management process can include:

748 M

7.4.8.1

Typical ris

7.4.8.2

Typical op

7.4.8.3

Typical tre

streamlining information management policies and procedures;

developing the information management system with a clear understanding of its policy and
purpose;

establ

ishing consistent information formats and delivery media;
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b or evaluating the usability of information products.
pasurement process

['ypical risk areas

ks of the Measurement process can include:

iring everything;

hking key measurements;

F what is measured;

istent measurement within and between projects;

[rement is used inappropriately (e.g. used to measure personnel’s performance).

['ypical opportunity areas
portunities of the Measurement pro¢ess can include:

ng measures to provide insightdinto specific risks.

['ypical treatments
atments of the Measurement process can include:
methodology based on project and organization specific issues and risks;

bmenting thedlSO/IEC/IEEE 12207 and ISO/IEC/IEEE 15288 Measurement process with ot
[rementprocesses and standards such as [SO/IEC/IEEE 15939;

(ring only items that are actionable with the resources available;

sharin

g rnpnrfc based on the measures with all npprnprinfn stalkeholders

her

7.4.9 Quality assurance process

7.4.9.1 Typical risk areas

Typical risks of the Quality Assurance process can include:

30

if there are multiple test teams, the risk of not checking each team's testing and reporting;

performing quality assurance on all activities in the process;

failure to identify processes and procedures that should have been applied to the project;
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failure to identify project non-compliance with procedures.

7.4.9.2 Typical opportunity areas

Typical opportunities of the Quality Assurance process can include:

eliminating the low value quality assurance activities;

:2021(E)

— maximizing quality assurance efforts between and among similar projects in the organization.

7.4r9- i
Typical treatments of the Quality Assurance process can include:

7.5

7.5
Th

stakeholders into a product or service. They\describe technical actions throughout the

Ind

of projects.

7.5

7.5

Typical risks of the Business or Mission Analysis process can include:

7.5

early engagement with the project to understand what project activities contain the bigg

helping ensure that all projects adhere to the applicable required policiesj(plans, proce
instructions;

defining and documenting the agreed quality assurance process todbetused on the projed

est risk;

Hures, and

t;

analysis of non-compliances to determine trends that are used-to reduce variation and improve

quality.
Risk management in technical processes

.1 General

b fourteen technical processes discussed inA5.2 to 7Z.5.15 are used to transform thg

ividual technical processes may be invoked at any time in the life cycle and at any level in 4

.2 Business or mission analysis process

.2.1 Typical risk areas

lack of organizational and project business strategy;
unclear prebleém definition or boundaries;

lack of'understanding of the total cost of the system.

needs of
life cycle.
hierarchy

.2:2, Typical opportunity areas

Typical opportunities of the Business or Mission Analysis process can include:

identifying new product lines and products;

analyzing impacts of new technologies and reaching underserved stakeholders.

7.5.2.3 Typical treatments

Typical treatments of the Business or Mission Analysis process can include:

establishing systematic strategic planning;

comparing the organization's situation to similar or competing organizations;
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— tracking the predictive accuracy of previous long-range plans including assessments for impacts on
environments and peoples' health, as well as business or mission performance;

— understanding the root cause of deviation from the business or mission problem or opportunity.
7.5.3 Stakeholder needs and requirements definition process

7.5.3.1 Typical risk areas

Typical risks of the Stakeholder Needs and Requirements Definition process can include:

— insufffcient or incorrect identification of stakeholders;

— stakelholder requirements that do not satisfy the business requirements;

— established stakeholder requirements that are ignored during later lifecycle stages;
— unidentified and unresolved conflicts and inconsistencies in stakeholder needs,and requiremenits;

— level of abstraction/detail too high or low (i.e., mismatched to problemyspace and purposqg of
requirements in acquisition or supply process);

— inadequate identification and definition of stakeholder needs and réquirements;

— inadegquate communication and understanding of stakeholder n€eds and requirements;
— unidentified and unresolved conflicts and inconsistencies/in stakeholder needs and requirements;
— suppliers and other stakeholders are not included wheén defining requirements;

— lack of operational requirements;

— unrealistic requirements.

7.5.3.2 ypical opportunity areas
Typical opportunities of the Stakeholder Needs and Requirements Definition process can include:
— understanding the genuine buSiness/mission benefits;

— develgpment of a stakeholder needs and requirements definition strategy inclusive of insights
gained through the risk management process;

— identification of previously undefined stakeholder needs and requirements, particularly thpse
necesgary to treat-critical risks identified by the risk management process;

— utilizgtion-6f the full set of risk management data and analyses to better, and more quickly and
efficigntdy, strategize, define, and resolve conflicts and inconsistencies.

7.5.3.3 Typical treatments

Typical treatments of the Stakeholder Needs and Requirements Definition process can include:
— establishing communication and consultation;

— integrating risk management resources into stakeholder needs and requirements;

— communicatingand consulting with the various stakeholders and stakeholder groups with the goal of
understanding their respective needs and requirements from a risk (and opportunity management)
perspective and ensuring that assessment and treatment of risks is performed adequately;
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— the supplier and acquirer agree that the requirements documents will be the basis whenever a
question arises as to what is needed.

7.5.4 System/Software requirements definition process

7.5.4.1 General

NOTE The process name used here is from ISO/IEC/IEEE 12207. In ISO/IEC/IEEE 15288, this is the "System
requirements definition process".

7.54.2 Typical risk areas

Typical risks of the System/Software Requirements Definition process can include:
— | stakeholders needs and requirements are insufficiently or inaccurately captured;
— | postponing requirement definitions that are critical to project success;

— | requirements are too vague and can be interpreted in different ways;

— | established software/system requirements are ignored;

— | everyone measures the non-quantified requirements differently;

— | system/software requirements do not satisfy the “Stakeholder requirements or| business
requirements;

— | requirements go beyond the stakeholder needs-and business requirements;

— | system/software requirements contain the phrase "just the same as the present”; the tefm "same"
is interpreted correctly only if it is abput existing, discrete, tangible objects such ag software
programs;

— | sudden growth in requirements;

— | interfaces with other systems@nd with humans are not understood or defined;

— | different priorities and weéights of requirements are not shared with all stakeholders;
— | requirements are not able to be verified and validated;

— | there is a significant amount of requirements rework as project progresses ("scope creep").

7.5.4.3 Typical opportunity areas
Typical opportunities of the System/Software Requirements Definition process can include:

— | Capturing needs and requirements from stakeholders;

— stakeholders review requirements;

— prioritizing requirements;

— enhancing the requirements process to effectively and efficiently address changing requirements;
— analyzing the present system to derive requirements;

— validating the requirements form the viewpoint of the business;

— involving stakeholders in requirements change process.
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7.5.4.4 Typical treatments

Typical treatments of the System/Software Requirements Definition process can include:

using

an iterative requirements process if requirements are incomplete;

allowing sufficient time for requirements to be elicited and defined;

informing suppliers if the requirements are incomplete;

selecting a development approach that will allow requirements to evolve throughout the project;

stake]llolders will take measure to reduce risks caused by missing requirements;

clearl

the ag
phase

when
answe

quant

priori

7.5.5 Al

7.5.5.1

Typical ris

soluti

multi
archit
interf

interf

7.5.5.2

Typical op

 stating the upgrades needed to the existing system to avoid confusion;

quirer makes good use of the supplier's skill and experience at the requirements definit
questions arise among the stakeholders, using the latest requirementsibpaseline to prov
rs;

|fying requirements as much as possible with the assistance of the-stakeholders as needec

Lizing requirements.
chitecture definition process

['ypical risk areas
ks of the Architecture Definition process cdiinclude:

bn is incomplete and does not meet all the requirements;

inconlplete properties and relationships;

le system configurations that«<¢ause architectural complexity;
ecture inadvertently constrdins future direction or growth of the system;
hces with other systems and with humans are not incorporated into architecture;

hces are not defined correctly.

[ypical opportunity areas

portunities of the Architecture Definition process can include:

ion

ide

— optimjizing the system attributes;

— modifying the architecture to simplify the design.

7.5.5.3 Typical treatments

Typical treatments of the Architecture Definition process can include:

34

using

using

architecture design language;

a defined architecture framework;

documenting intended use of architecture;

evaluating the architecture and applying the findings.

© ISO/IEC 2021 - All rights reserved
© IEEE 2021 - All rights reserved


https://iecnorm.com/api/?name=1d5d22d30ec1e490255b748432e3eabc

ISO/IEC/IEEE 16085:2021(E)

NOTE For architecture evaluation, ISO/IEC/IEEE 42030 can be applied.
7.5.6 Design definition process

7.5.6.1 Typical risk areas
Typical risks of the Design Definition process can include:

— incomplete design;

— rtaelear-orincompletespeeificationof requirements:

— | rushing through the design process;

— | not addressing non-functional requirements;

— | compromising on the design to meet resource constraints;

— | complex design that exceeds the needs of the requirements and architecture;
— | not addressing all functional requirements;

— | lack of design documentation to support maintenance;

— | design not maintained current with requirements;

— | reducing functionality to compensate for cost and schedule overruns.

7.5.6.2 Typical opportunity areas

Typical opportunities of the Design Definition process can include:

— | reuse of design elements;

— | refactoring the architecture and désign to address changes in requirements;

— | simplifying the design by ideftifying unnecessary operations or insufficient procedures

— | designing good human-interface.

7.5.6.3 Typical treatinents
Typical treatments.of the Design Definition process can include:
— | consistentuse of design patterns, models, and tools;

— | cheeking design elements for traceability to requirements;

— | stakeholders review of design definition;

— tracking of requirements traceability to and from (bi-directional) the requirements.
7.5.7 System analysis process

7.5.7.1 General

NOTE The System Analysis process can be employed for a system, a software system, or any element.
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7.5.7.2 Typical risk areas

Typical risks of the System Analysis process can include:

— only examining a subset of systems critical to the project;

— impro

perly quantified assumptions based on inadequate input;

— use of biased algorithms;

— differences between simulated time scale(s) and actual real time.

7.5.7.3

Typical op
— reuse
— identi
— identi

— incory
softw

7.5.7.4
Typical tre

— reviey
CONSis

['ypical opportunity areas

portunities of the System Analysis process can include:

fying the most critical systems and performing a detailed evaluation and.analysis;
fying overly complex design or system elements which can be simplified;

orating the use of non-developed items such as commercial off the shelf (COTS) or open sou|
hre.

['ypical treatments
atments of the System Analysis process can include;

ving analysis process for system informationtand data to confirm it is being implemen|
tently.

7.5.8 Implementation process

7.5.8.1

For softw
element.

7.5.8.2
Typical ris

— imple

eneral

rce

ked

hre systems, the purpose ©f-the Implementation process is to realize a software systfem

['ypical risk areas

ks of the Implementation process can include:

nentation\begins before development, verification, and integration activities are sufficiently

comp

7.5.8.3

te.

ypical opportunity areas

Typical op

portunities of the Implementation process can include:

— aniterative or incremental approach is used to minimize the risk.

7.5.8.4 Typical treatments

Typical treatments of the Implementation process can include:

— conducting data analysis, visualizing the current processes, and prioritizing the problems and
solutions;

— quantifying the implementation of the process;
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defining a communication approach for implementation;
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— completing reviews of the appropriate outputs of upstream processes before using as an input to

7.5

7.5

the Implementation process for the corresponding component.
.9 Integration process

9.1 Typical risk areas

Typical risks of the Integration process can include:

7.5

not finding problems earlier when they are easier to fix;
missing requirements and interfaces;

incomplete or inadequate integration activities;

lack of supporting infrastructure for integration;

lack of structured integration process;

system components including software are not tested as planned-before being moved to i

.9.2 Typical opportunity areas

Typical opportunities of the Integration process can include:

7.5

leveraging activities with verification and validdation process;

early integration confirms key system end-end threads.

.9.3 Typical treatments

Typical treatments of the Integrationprocess can include:

planning the sequence of integration;
progressively testing partial system configurations;

planning for rework an expected level of integration issues, based on the characteris
processes;

designing facilities and infrastructure to support the expected integration processes an
expectations;

instrumenting the system to allow efficient integration;

where possible, starting integration activities early in the lifecycle.

tegration.

tics of the

H schedule

7.5.10 Verification process

7.5.10.1 Typical risk areas

Typical risks of the Verification process can include:

lack of updated requirements;

verification activities are not using the current requirements;

verification activities are not being performed with a consistent and relevant set of work products

(requirements, architecture, design, prototype, and test cases);
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— poor management of identified issues;
— verification only occurs during testing;

— reviews are not performed during early stages of the lifecycle.

7.5.10.2 Typical opportunity areas
Typical opportunities of the Verification process can include:

— improved analysis and review of techniques and strategies;

— performing review based on measures of complexity;
— improgved testing techniques and strategies such as risk-based testing;

— Use offlautomation.

7.5.10.3 Typical treatments
Typical trgatments of the Verification process can include:
— quantffying the verification process and performing analyses;

— regularly reviewing verification activities.
7.5.11 Transition process

7.5.11.1 Typical risk areas

Typical ridks of the Transition process can include:

— complex interactions between integration,erification and validation, transition, and accepta

procegses are poorly defined or planned;
— transition takes too long resulting in'delay of organizational operations;
— loss or corruption of data during.transition;
— incomplete configuration is transitioned, missing some components;
— no possibility to roll baek in the event of transition failure;
— users pre unable.oruinwilling to work with the new system;

— interfpces with-external systems are inactivated.

7.5.11.2 Typical opportunity areas

1ce

Typical opportunities of the Transition process can include:

— integration, verification and validation, transition, and acceptance processes are integrated and

well planned;
— inefficient and costly processes are eliminated or automated;

— seldom-used data is archived;
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7.5.11.3 Typical treatments
Typical treatments of the Transition process can include:

— clear arrangements and responsibilities for transition are established in acquisition and supply
agreements;

— preparing detailed transition and recovery plans;

— rehearsing system backup and restore, transition activities and data migrations;

— pUl fUl lllills lJl}Ut Ditc Ul illLl ClllClltd} ‘l:l auaitiuua VV}lCl < fCClDi‘U}C,
— | using change management and user training to familiarize users with transitionedsystems;

— | increasing user support and problem management support immediately following transition.
7.5.12 Validation process

7.5.12.1 Typical risk areas

Typical risks of the Validation process can include:

— | validation environment is not available;

— | validation is only performed in the later lifecycle stages of a project;

— | validation is not performed before and after transition;

— | sufficient time is not scheduled for validationactivities prior to system installation;
— | factory acceptance test or qualification tests are not conducted due to schedule constraints;

— | accelerated aging testing time for validation is shortened from actual lifetime of the systpm.

7.5.12.2 Typical opportunity areas

Typical opportunities of the Validation process can include:

— | leveraging validation activities and environments used on other projects;
— | performing validation activities early and often;

— | using a validation test environment as similar as possible to the expected operating environment.

7.5.12.3 Typical treatments

Tylfical treatments of the Validation process can include:

— improved traceability between stakeholder needs and requirements and risks;

— performing validation in an environment similar to the intended operating conditions.
7.5.13 Operation process

7.5.13.1 Typical risk areas
Typical risks of the Operation process can include:
— poor system usability;

— failure to achieve business/mission outcomes;
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— system used outside its planned design envelope;

— not simulating operations early enough in the project;

— operational service is interrupted or compromised due to disaster, loss of power, security attacks,
or insufficient capacity;

— time lag (also known as latency) between remote operation and actual system activation resulting
from effect of various operating conditions.

7.5.13.2

ypical opportunity areas

Typical op
— huma
— hardw
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— develq
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Typical tre
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— well-d
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7.5.14.1

Typical ris
— systeq|
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portunities of the Operation process can include:

n intervention and manual monitoring processes are automated;
rare- and software-independent processes are virtualized;

blogy advances are implemented into the operational environment;

pment-operations cooperation improves timeliness and value of system improvements.

['ypical treatments

atments of the Operation process can include:
pperator involvement;

ocumented operating envelope;

lizing systems;

menting integrated CM, problem management, incident management, and secut
rement tools;

ping and rehearsing disaster recovery plans.
hintenance process

['ypical risk areas

ks of the Maintenance process can include:

h is not designed for efficient maintenance;

enance'does not maintain alignment with architectural intent;

priance needs and requirements are not considered early in the project;

— poorly documented system impedes problem analysis;

— extended system lifespan reduces skilled maintenance sources.

7.5.14.2 Typical opportunity areas

Typical op

portunities of the Maintenance process can include:

— use of techniques such as reliability-centered maintenance;

ity

— use of agile and incremental techniques (perfective maintenance) for continuing system
improvements and adaptation to new technologies.
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