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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of 1ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental, in

liaison with
established

Internationd

The main task of the joint technical committee is to prepare International Standards.,Drdft Internatid

adopted by
Standard reg

Attention is
patent right

Users and

and correct
are made {(
Implementg
published T
Corrigenda

ISO/IEC 95

ISOand IEC, also take part in the wWork. In the field of information technology, o0
a joint technical committee, ISO/IEC JTC 1.

| Standards are drafted in accordance with the rules given in the ISO/IEC Directiyes; Part
the joint technical committee are circulated to national bodies for votingcfublication as a
quires approval by at least 75 % of the national bodies casting a vote;

drawn to the possibility that some of the elements of this part,ef\ISO/IEC 9594 may be
5. ISO and IEC shall not be held responsible for identifying any-or-all such patent rights.

mplementors should note the existence of a “defect resolution” procedure in ISO/IEC JT|
errors in International Standards through the publicatiof of Technical Corrigenda. Identi
the corresponding ITU-T Recommendations through-Corrigenda and may also be mads
rs' Guides. Details of Technical Corrigenda to International Standards are available on th
and Implementors' Guides to ITU-T Recommendations can be obtained from the ITU-T w

D4-3 was prepared by Joint Technhical Committee ISO/IEC JTC 1, Informatiof

Subcommit
The identic

This fou
(ISO/IEC 94
edition. This

ISO/IEC 95
Interconned

Part 1:
Part 2:

]

ee SC 6, Telecommunications and information exchange between systems, in collaborat
| text is published as ITU-T Rec. X.511.

edition of ISO/IEC.9594-3 constitutes a technical revision of the
94-3:1998), which is provisionally retained in order to support implementations base
5 edition also incorporates Corrigendum 1:2002.

D4 consists of the_following parts, under the general title Information technology — (
tion — The Directory:

Overview-of.concepts, models and services
Models

And IEC have

3.

nal Standards
n International

the subject of

C 1 to identify
tal corrections
in the form of
b ISO website;

echnical Corrigenda can be obtained via the 4S©®© webstore or from the ISO and IEC national bodies.

Bbsite.

technology,
on with ITU-T.

third  edition
i on the third

Dpen Systems

Part 3:

Abstract service definition

Part 4: Procedures for distributed operation

Part 5: Protocol specifications

Part 6: Selected aftribute types

Part 7: Selected object classes

Part 8: Public-key and attribute certificate frameworks
Part 9: Replication

Part 10: Use of systems management for administration of the Directory

Annex A forms a normative part of this part of ISO/IEC 9594. Annexes B, C and D are for information only.

© ISO/IEC 2001 — All rights reserved
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Introduction

This Recommendation | International Standard, together with the other Recommendations | International Standards, has
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information that they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typically used to facilitate communication between, with or about objects such as application entities, people, terminals,
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing

systems:

This Recomm|

This fourth eq
International §
third edition
implementatig

This fourth ed|

The first and
designed to fj
function unles
negotiated, di
specifically as
Rec. X.519 1

Annex A, whi

Directory abstract service.

Annex B, whi
semantics ass

Annex C, wh

families of enfries.

from different manufacturers;
under different managements;
of different levels of complexity; and

of different ages.

endation | International Standard defines the capabilities provided by the Directory to its users.
Jition technically revises and enhances, but does not replace, the thitd edition of this Recomme
btandard. Implementations may still claim conformance to the third edition. However, at some p|
will not be supported (i.e. reported defects will no longer be resolved). It is recommen
ns conform to this fourth edition as soon as possible.

ition specifies version 1 and version 2 of the Directory)protocols.

second editions specified only version 1. Most\of the services and protocols specified in this ed|
inction under version 1. However, some.gnhanced services and protocols, e.g. signed errors,

fferences between the services and between the protocols defined in the four editions, except f
signed to version 2, are accommodadted using the rules of extensibility defined in this edition o
BO/IEC 9594-5.

ch is an integral part of this Recommendation | International Standard, provides the ASN.1 modull
Ch is not an integral’part of this Recommendation | International Standard, provides charts that des

ciated with Basi¢ Access Control as it applies to the processing of a Directory operation.

ch is not.an integral part of this Recommendation | International Standard, gives examples of th

ndation |
oint, the
led that

ition are

'will not

s all Directory entities involved in the operation have negotiated version 2. Whichever version has been

or those
f ITU-T

e for the

cribe the

e use of

Annex D, whi
reports that ha

vi

il ib HoOU dIl illlcgldl pdaIt Uf Lllib RULUllullcllddLiUll i IlllCllldLiUlldl SLdllddl d, liblb lllC dlllUlldlllClllb dl
ve been incorporated to form this edition of this Recommendation | International Standard.

© ISO/IEC 2001 — All rights reserved

d defect


https://iecnorm.com/api/?name=713e4549c11be8d08aac970c2e64a929

ISO/IEC 9594-3:2001 (E)

INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

Information technology — Open Systems Interconnection —
The Directory: Abstract service definition

1 Scope

This Recor
Directory.

This Recon

2 N

The follow
constitute
were valid

hmendation | International Standard defines in an abstract way the externally visible service prov|

hmendation | International Standard does not specify individual implementations or produets.

lormative references

ing Recommendations and International Standards contain provisions which, through reference

All Recommendations and Standards are subject to revision,«and parties to agreements ba

ided by the

n this text,

rovisions of this Recommendation | International Standard. At the tirie)of publication, the editionys indicated

ed on this

Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
edition of the Recommendations and Standards listed below. Members’ of TEC and ISO maintain registers ¢f currently
valid Interpational Standards. The Telecommunication StandardizationyBureau of the ITU maintains a list ¢f currently
valid ITU-T Recommendations.
2.1 Identical Recommendations | International Standards
+ ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Oplen Systems
Interconnection — Basic Reference Model: The Basic Model.
+ ITU-T Recommendation X.500 (2001) | ISO/IEC 9594-1:2001, Information technology — Oglen Systems
Interconnection — The Directorys>Overview of concepts, models and services.
+ ITU-T Recommendation. X:501 (2001) | ISO/IEC 9594-2:2001, Information technology — Oflen Systems
Interconnection — The Directory: Models.
+ ITU-T Recommendation X.509 (2000) | ISO/IEC 9594-8:2001, Information technology — Oflen Systems
Interconnection'<_The Directory: Public-key and attribute certificate frameworks.
+ ITU-T Recommendation X.518 (2001) | ISO/IEC 9594-4:2001, Information technology — Oflen Systems
Interconnection — The Directory: Procedures for distributed operation.
+ ITW-T Recommendation X.519 (2001) | ISO/IEC 9594-5:2001, Information technology — Oflen Systems

Intérconnection — The Directory: Protocol specifications.

10 0 00 OAE Q5904

Interconnection — The Directory: Selected attribute types.

Gpen Systems

ITU-T Recommendation X.521 (2001) | ISO/IEC 9594-7:2001, Information technology — Open Systems
Interconnection — The Directory: Selected object classes.

ITU-T Recommendation X.525 (2001) | ISO/IEC 9594-9:2001, Information technology — Open Systems
Interconnection — The Directory: Replication.

ITU-T Recommendation X.530 (2001) | ISO/IEC 9594-10:2001, Information technology — Open Systems
Interconnection — The Directory: Use of systems management for administration of the Directory.

ITU-T Recommendation X.680 (1997) | ISO/IEC 8824-1:1998, Information technology — Abstract Syntax
Notation One (ASN.1): Specification of basic notation.

ITU-T Recommendation X.681 (1997) | ISO/IEC 8824-2:1998, Information technology — Abstract Syntax
Notation One (ASN.1): Information object specification.

ITU-T X.511 (02/2001 E) 1


https://iecnorm.com/api/?name=713e4549c11be8d08aac970c2e64a929

ISO/IEC 9594-3:2001 (E)

— ITU-T Recommendation X.682 (1997) | ISO/IEC 8824-3:1998, Information technology — Abstract Syntax
Notation One (ASN.1).: Constraint specification.

— ITU-T Recommendation X.683 (1997) | ISO/IEC 8824-4:1998, Information technology — Abstract Syntax
Notation One (ASN.1): Parameterization of ASN.1 specifications.

— ITU-T Recommendation X.880 (1994) | ISO/IEC 13712-1:1995, Information technology — Remote
Operations: Concepts, model and notation.

— ITU-T Recommendation X.881 (1994) | ISO/IEC 13712-2:1995, Information technology — Remote
Operations: OSI realizations — Remote Operations Service Element (ROSE) service definition.
2.2 Other references

— RFC 2025 (1996), The Simple Public-Key GSS-API Mechanism (SPKM).

3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply.

3.1 Basic Directory definitions

The follow]ng terms are defined in ITU-T Rec. X.500 | ISO/IEC 9594-1:
3) Directory;

b) Directory Information Base;

¢) (Directory) User.

3.2 Directory model definitions

The follow]ng terms are defined in ITU-T Rec. X.501 | ISOTEC 9594-2:
3) Directory System Agent;

b) Directory User Agent.

33 Directory information base definitions

The follow]ng terms are defined in'ITU-T Rec. X.501 | ISO/IEC 9594-2:
4) alias entry;

b) Directorynformation Tree;

¢) (Directory) entry;

) /imwiediate superior;

¢y Immediately Superior ey oD ecT;
f) object;

g) object class;

h) object entry;

1) subordinate;

J)  superior;

k) ancestor;

1) family (of entries);

m) compound entry.

2 ITU-T X.511 (02/2001 E)
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34 Directory entry definitions

The following terms are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:
a) attribute,
b) attribute type;
c) attribute value,
d) attribute value assertion;
e) context,
f) context type;

g) context value;

]}I) operational attribute;
1) user attribute;

1) matching rule.

3.5 Name definitions

The follow]ng terms are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:
4) alias, alias name;

b) distinguished name;

¢) (directory) name;

d) purported name;

¢) relative distinguished name.

3.6 Distributed operations definitions

The follow]ng terms are defined in ITU-T Rec. X.5184 ISO/IEC 9594-4:
4) chaining;

b) referral.

3.7 Abstract service definitions

For the purposes of this Recommendation | International Standard, the following definitions apply.

3.7.1 afdditional search: A search that starts from joinBaseObject as specified by the originator in the search
request.
3.7.2 cpntributing member: A family member within a compound entry, which made a contribution|to either a

Read, Sear¢h‘ef Modify Entry operation.

3.7.3 explicitly unmarked entry: An entry or a family member that is excluded from the SearchResult according
to a specification given in a control attribute referenced by the governing-search-rule.

3.74 family grouping: A set of members of a compound attribute that are grouped together for the purpose of
operation evaluation.

3.75 filter: An assertion about the presence or value of certain attributes of an entry in order to limit the scope of a
search.
3.7.6 originator: The user that originated an operation.

3.7.7 participation member: A family member that is either a contributing member or is a member of a family
grouping that as a whole matched a search filter.

3.7.8 primary search: The search that starts from baseObject as specified by the originator in the search request.

ITU-T X.511 (02/2001 E) 3
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3.7.9 relaxation: A progressive modification of the behaviour of a filter during a search operation so as to achieve
more matched entries if too few are received, or fewer matched entries if too many are received.

3.7.10 service controls: Parameters conveyed as part of an operation, which constrain various aspects of its
performance.

3.7.11 strand: A family grouping comprising all the members in a path from a leaf family member up to the ancestor
inclusive. A family member will reside in as many strands as there are leaf family members below it (as immediate or
non-immediate subordinates).

4 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply.

VA ATUbUe Value ASSerton

IB Directory Information Base

1T Directory Information Tree
MD  Directory Management Domain
SA Directory System Agent

UA  Directory User Agent

.o B o B B o B w B o |

DN Relative Distinguished Name

5 Conventions

With minof exceptions, this Directory Specification has been prepared according to the "Rules for presentatiqn of ITU-T
| ISO/IEC ¢ommon text" in the Guide for ITU-T and ISO/IEC JT€*1 Cooperation, October 1996.

The term "Pirectory Specification” (as in "this Directory Specification") shall be taken to mean this Recominendation |
Internationpl Standard. The term "Directory Specifications" shall be taken to mean the X.500-series Recommendations
and all parts of ISO/IEC 9594.

This Direcfory Specification uses the term "1988) edition systems" to refer to systems conforming to the first edition of
the Directqry Specifications, i.e. the 1988+edition of the series of CCITT X.500 Recommendations and the ISO/IEC
9594:1990 |edition. This Directory Specification uses the term "1993 edition systems" to refer to systems compforming to
the second (1993) edition of the Diréctory Specifications, i.e. the 1993 edition of the series of ITP-T X.500
Recommendations and the ISO/IEC-9594:1995 edition. This Directory Specification uses the term "1997 edition
systems" tq refer to systems conforming to the third edition of the Directory Specifications, i.e. the 1997 edjtion of the
series of ITU-T X.500 Recommniendations and the ISO/IEC 9594:1998 edition. This Directory Specification uges the term
"4th editiof systems" to referto systems conforming to this fourth edition of the Directory Specifications, if. the 2001
editions of| ITU-T X.5005X.501, X.511, X.518, X.519, X.520, X.521, X.525, and X.530, the 2000 edition of ITU-T
X.509, and|parts 1-100f the ISO/IEC 9594:2001 edition.

This Direcfory, Specification presents ASN.1 notation in the bold Helvetica typeface. When ASN.1 types and values are
referenced |in iermal text, they are differentiated from normal text by presenting them in the bold Helvetjca, 9 point
typeface. The names of procedures, typically reiferenced when specilying the semantics ol processing, arc ditferentiated
from normal text by displaying them in bold Times. Access control permissions are presented in italicized Times.

If the items in a list are numbered (as opposed to using "-" or letters), then the items shall be considered steps in a
procedure.

This Directory Specification defines directory operations using the Remote Operation notation defined in
ITU-T Rec. X.880 | ISO/IEC 13712-1.

6 Overview of the Directory service

As described in ITU-T Rec. X.501 | ISO/IEC 9594-2, the services of the Directory are provided through access points to
DUAs, each acting on behalf of a user. These concepts are depicted in Figure 1. Through an access point, the Directory
provides service to its users by means of a number of Directory operations.

4 ITU-T X.511 (02/2001 E)
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Access Point

Directory The
user Directory

TISO3050-94

Figure 1 — Access to the Directory

The Direct:

[

q

The Direct|
clauses 9,

ISO/IEC 91
7 I
7.1 I

This clausg
definition
operation,
separately

Several of]
Subclause
identifies a

This clausé

7.2 |
The follow,

q

[

q

ry operations are of three different kinds:
) Directory Read operations, which interrogate a single Directory entry;
) Directory Search operations, which interrogate potentially several Directory entries;(and

) Directory Modify operations.

bry Read operations, the Directory Search operations and the Directory Modify operations are
10, and 11, respectively. Conformance to Directory operations is specified in ITU-T Re
94-5.

nformation types and common procedures

ntroduction

identifies, and in some cases defines, a number of\information types which are subsequently
f Directory operations. The information types concerned are those which are common to mof
hre likely to be in the future, or which are suffi¢iently complex or self-contained as to merit be
rom the operation which uses them.

the information types used in the definition of the Directory Service are actually defined
.2 identifies these types and indicatesithe source of their definition. Each of the subclauses (7.3 th
hd defines an information type.

also specifies some commaon ¢lements of procedure that apply to most or all of the Directory oper3

hformation types defined elsewhere

ng information types are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:
) Attribute;

) AttributeType;

) /AttributeValue;

pecified in
c. X.519 |

used in the
e than one
ng defined

elsewhere.
rfough 7.10)

tions.

H 1 A i
TUTAROOSTTLIVIT,

e) Context;

f) ContextAssertion;

g) DistinguishedName;
h) Name;

1

J

i) OPTIONALLY-PROTECTED;
j) OPTIONALLY-PROTECTED-SEQ;

k) RelativeDistinguishedName.

The following information type is defined in ITU-T Rec. X.520 | ISO/IEC 9594-6:

a) PresentationAddress.
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The follow

ing information types are defined in ITU-T Rec. X.509 | ISO/IEC 9594-8:

a) Certificate;
b) SIGNED;
c) CertificationPath.

The follow

ing information types are defined in ITU-T Rec. X.880 | ISO/IEC 13712-1:

a) Invokeld.

The follow

ing information types are defined in ITU-T Rec. X.518 | ISO/IEC 9594-4:

a) OperationProgress;

b) ContinuationReference.

7.3 (Common arguments
The CommonArguments information may be present to qualify the invocation of each operation that the Di
perform.
CommonArguments ::= SET {

servjceControls [30] ServiceControls DEFAULT {},

securityParameters [29] SecurityParameters OPTIONAL,

requiestor [28] DistinguishedName OPTIONAL,

operjationProgress [27] OperationProgress

DEFAULT { nameResolutionPhase notStarted },

aliasedRDNs [26] INTEGER OPTIONAL,

criti¢alExtensions [25] BIT STRING OPTIONAL,

referlenceType [24] ReferenceType OPTIONAL,

entryOnly [23] BOOLEAN DEFAULT TRUE,

namgResolveOnMaster [21] BOOLEAN DEFAULT FALSE,

operationContexts [20] ContextSelection OPTIONAL,

familyGrouping [19] FamilyGrouping DEFAULT entryOnly }
The ServigeControls component is specified in 7\5. Its absence is deemed equivalent to there being an e
controls.
The SecurityParameters component is. specified in 7.10. If the argument of the operation is to be sig
requestor, |the SecurityParameters( component shall be included in the argument. The absen

SecurityPgrameters component is deemed equivalent to an empty set.

The reque
identified
hold the nal

NOTE 1

shall be
request

stor Distinguished Name identifies the originator of a particular operation. It holds the name of
t the time of binding to the Directory. It may be required when the request is to be signed (see 7.1(
Ine of the user.who initiated the request.

— Where a-user has alternative distinguished names differentiated by context, the name used as the value

the primary/ distinguished name where known. Otherwise, authentication and access control based on
r may-net work as desired.

rectory can

mpty set of

ned by the
te of the

the user as
), and shall

f requestor
he value of

The operaf

ionProgress, referenceType, entryOnly, exclusions and nameResolveOnMaster components

in ITU-T Rec. X.518 | ISO/IEC 9594-4. They are supplied by a DUA either:

a)

b)

values are copied by the DUA from the continuation reference; or

manageDSAIT option is set in the service controls.

are defined
when acting on a continuation reference returned by a DSA in response to an earlier operation, and their

when the DUA represents an administrative user that is managing the DSA Information Tree and the

The aliasedRDNs component indicates to the DSA that the object component of the operation was created by the
dereferencing of an alias on an earlier operation attempt. The integer value indicates the number of RDNs in the name
that came from dereferencing the alias. (The value would have been set in the referral response of the previous

operation.)

NOTE 2 — This component is provided for compatibility with 1988 edition implementations of the Directory. DUAs (and DSAs)
implemented according to later editions of the Directory Specifications shall always omit this parameter from the
CommonArguments of a subsequent request. In this way, the Directory will not signal an error if aliases dereference to further

aliases.
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The operationContexts component supplies a set of context assertions which are applied to attribute value assertions
and entry information selection made within this operation, which do not otherwise contain context assertions for the
same attribute type and context type. If operationContexts is not present or does not address a particular attribute type
or context type, then default context assertions shall be applied by the DSA as described in 7.6.1 and in 8.8.2.2 and 12.8
of ITU-T Rec. X.501 | ISO/IEC 9594-2. If allContexts is chosen, then all contexts for all attribute types are valid and
context defaults that might have been supplied by the DSA are overridden. (ContextSelection is defined in 7.6).

familyGrouping is used to describe which family members should be selected for processing by a given operation. It is
described more fully in 7.3.2.

7.3.1 Critical extensions

The criticalExtensions component provides a mechanism to list a set of extensions that are critical to the performance of
a Directory operation. If the originator of the extended operation wishes to indicate that the operation shall be performed
with one or more extensions (i.e. that performing the operation without these extensions is not acceptable), it does so by
setting the priticalExtensions bit(s) which corresponds to the extension(s). If the Directory, or some part ef {t, is unable
a critical extension, it returns an indication of unavailableCriticalExtension (as a,_serviceError or
PartialOut¢omeQualifier). If the Directory is unable to perform an extension that is not critical, it ignores the presence

These Directory Specifications define a number of extensions. The extensions take such forms as additiona] numbered
bits in a B]T STRING, or additional components of a SET or SEQUENCE, and are ignoved by 1988 editipn systems.
extension is assigned an integer identifier, which is the number of the bit that may|be set in
criticalExt¢nsions. If the criticality of an extension is defined to be critical, the DUA shall set the corresponding bit in
criticalExt¢nsions. If the defined criticality is non-critical, the DUA may ory/may not set the corresponding bit in
criticalExt¢nsions.

The extensjons, their identifiers, the operations in which they are permitted; the recommended criticality, and|the clauses
in which they are defined are shown in Table 1.
Table 1 — Extensions
Hxtension Identifier Operations Criticality (si?)ecfl‘l;lesdes)
subentries| 1 All Non-critical 7.1
copyShallpo 2 Read, Compare, List, Search Non-critical 7.1
attribute sfze limit 3 Read; Search Non-critical 7.1
extraAttrilputes 4 Read, Search Non-critical 7.
modifyRightsRequest 5 Read Non-critical 9.
pagedRestltsRequest 6 List, Search Non-critical 10.
matchedVpaluesOnly 7 Search Non-critical 10.]
extendedFjilter 8 Search Non-critical 10.]
targetSystem 9 Add Entry Critical 11.
useAliasOnUpdaté 10 Add Entry, Remove Entry, Modify Entry Critical 11.
newSuperior 11 Modify DN Critical 11.4
manageDSAIT 12 All Critical 7.5,7.13
useContexts 13 Read, Compare, List, Search, Add Entry, Non-critical 7.6,7.8
Modify Entry, Modify DN
partialNameResolution 14 Read, Search Non-critical 7.5
overspecFilter 15 Search Non-critical 10.1.3 )
selectionOnModify 16 Modify Entry Non-critical 11.3.2
Security parameters — 17 All Non-critical 7.10
Response
Security parameters — 18 All Non-critical 7.10
Operation code
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Table 1 — Extensions (concluded)

Extension Identifier Operations Criticality Defined
(subclauses)
Security parameters — 19 All Non-critical 7.10
Attribute certification path
Security parameters — Error 20 All Non-critical 7.10
Protection
SPKM Credentials 21 Directory Bind (Note 3) 8.1.1
Bind token — Response 22 Directory Bind Non-critical 8.1.1
Bind token — Bind Int. Alg, 23 Directory Bind Non-critical 8.1.1
Bind Int Key, Conf Alg and
Conf Key fafe
Bind tokefp — DIRQOP 24 Directory Bind Non-critical 8.1
Service administration 25 Read, Search, ModifyEntry Critical 10.2.2, 13,
clayse 16 of
ITY-T
Red X.501 |
ISQ/IEC
959%-2
entryCourt 26 Search Non-critical 10.1.3
hierarchyelection 27 Search Non-critical 7.5
relaxation 28 Search Non-critical 7.8
familyGrouping 29 7.3R,7.83
Compare, Non-critical &
Search, Non-critical 9.2p
RemoveEntry Critical 10.]
11.2.2
familyRetprn 30 7.64,7.7.1
Read, Non-critical &
Search, Non-critical 9.1B
ModifyEntry Non-critical 10.2.3
11.3.3
dnAttributes 31 Search Non-critical 10.2.2
NOTE 1  The first extension is given the-identifier 1 and corresponds to bit 1 of the BIT STRING. Bit 0 of the BIT §TRING is
not used.
NOTE 2 — Use of encrypted or §ighéd and encrypted security transformation or any protection on errors or results to Add Entry,
Remove Hntry, Modify Entry{Modify DN requires version 2 or higher of the protocol.
NOTE 3  Use of GULS.SESE (see ITU-T Rec. X.519 | ISO/IEC 9594-5) to exchange credentials requires version 2 or higher and
an applicafion context-which includes GULS SESE.
NOTE 4 -{ The SRKMtredentials extension shall be critical unless used in associations established using version 2 or higher.

7.3.2 Family grouping

Family grouping allows a single family member, several family members or all family members of a compound entry, to
be grouped together for joint consideration prior to operation evaluation. These semantics can then be applied to the
following operations (as indicated in the descriptions below): Compare (to define the scope within which the compared
attribute might lie), Search (to define the groupings for which filtering might take place), Remove Entry (to define the
groupings for removal). The following ASN.1 is used to select members of a family:

FamilyGrouping ::= ENUMERATED ({

entryOnly (1),
compoundEntry (2),
strands (3),
multiStrand (4)}
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entryOnly means that the specific family member selected by the operation is to be considered in the group. This is the
default value, and ensures backward compatibility with previous editions of the Directory Specifications.

compoundEntry means that the complete compound entry selected by the operation is to be considered as a unit by
combining all the attributes. For Remove Entry operations, it is only applicable when the object name specified is that of
an ancestor of a compound entry, and it causes all family members to be removed by the same operation (subject to
access control).

strands means that all the strands associated with the family member are to be selected by the operation. This option is
not valid for the Remove Entry operation. For the Search operation, individual strands are considered for filter purposes.
If the combined set of attributes of one or more strands matches the filter, the compound entry is said to match the filter.
If the base object is a child member, only those strands that go through the base object are considered. For Compare
operations, all the attributes from all the family members in all the strands to which the entry belongs are to be used in
the comparison.

multiStrang—s—onty—appheable—to—the—Search—operattom—and—qualiftes—the—matehing—rate—fe irgy on family
information. It is 1gnored for other operatlons It spec1ﬁes that one strand from each famlly w1th1n a compoungl entry is to
be consideted at one time, but in all combinations. multiStrand is not applicable if the base object(is*a child family
member, inl which this case multiStrand shall be ignored and entryOnly shall be substituted.

7.4 (ommon results

The Comr:ronResuIts or CommonResultsSeq information is present to qualify the result of each retrievdl operation
1

that the Difectory can perform. In addition, it is present in any returned error.

CommonResults ::= SET {
securityParameters [30] SecurityParameters OPTIONAL,
performer [29] DistinguishedName OPTIONAL,
aliagDereferenced [28] BOOLEAN DEFAULT FALSE,
notification [27] SEQUENCE SIZE (1..MAX) OF Attribute OPTIONAL }

CommonResultsSeq ::= SEQUENCE {
securityParameters [30] SecurityParameters OPTIONAL,
performer [29] DistinguishedName OPTIONAL,
aliagDereferenced [28] BOOLEAN DEFAULT FALSE,
notification [27] SEQUENCE SIZE (1..MAX) OF Attribute OPTIONAL }

NOTE 4 CommonResults and CommonResultsSeq consist of the same components. The former is used when in¢luded in set
types by|the COMPONENT OF type, while the latter is used similarly in sequence types.

The SecurityParameters component™is specified in 7.10. If the result is to be signed by the Dirpctory, the
SecurityPgrameters component shall be included in the result. The absence of the SecurityParameters cgmponent is
deemed eqyivalent to an empty(set:

The performer Distinguished Name identifies the performer of a particular operation. It may be required when the result
is to be sighed (see 7.10).and shall hold the name of the DSA that signed the result.

The aliasDereferenced component is set to TRUE when the purported name of an object or base object which is the
target of the opédration included any aliases which were dereferenced.

The notifid 2 b = i ! 0 2 iding more
precise error 1nf0rmat10n Standard notlﬁcatlon attrlbutes are deﬁned in 5 12 of ITU T Rec X 520 | ISO/IEC 9594-6.
Such notification attributes are not necessarily stored in directory entries.

7.5 Service controls

A ServiceControls parameter contains the controls, if any, that are to direct or constrain the provision of the service.

ServiceControls ::= SET {

options [0] ServiceControlOptions DEFAULT { },

priority [11 INTEGER {low (0), medium (1), high (2) } DEFAULT medium,
timeLimit [2] INTEGER OPTIONAL,

sizeLimit [31 INTEGER OPTIONAL,

scopeOfReferral [4] INTEGER {dmd(0), country(1) } OPTIONAL,

attributeSizeLimit [5] INTEGER OPTIONAL,
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manageDSAITPlaneRef [6] SEQUENCE {

dsaName Name,

agreementID AgreementID } OPTIONAL,
serviceType [71 OBJECT IDENTIFIER OPTIONAL,
userClass [8] INTEGER OPTIONAL }

ServiceControlOptions ::= BIT STRING {

preferChaining (0),
chainingProhibited (1),
localScope (2),
dontUseCopy (3),
dontDereferenceAliases (4),
subentries (5),
—copyShaliDe (6}
v
partialNameResolution (7),
manageDSAIT (8),
noSubtypeMatch (9),
noSubtypeSelection (10),
countFamily (11)}
The options component contains a number of indications, each of which, if set, assertsthe condition suggestefl. Thus:

3) preferChaining indicates that the preference is that chaining, rathler than referrals, be used to provide the
service. The Directory is not obliged to follow this preference.

) chainingProhibited indicates that chaining, and other methods of distributing the request |around the
Directory, are prohibited.

¢) localScope indicates that the operation is to be limifed to a local scope. The definition of thiis option is
itself a local matter, for example, within a single DSA or a single DMD.

) dontUseCopy indicates that copied information as defined in ITU-T Rec. X.518 | ISO/IEC 9594-4 shall
not be used to provide the service.

¢) dontDereferenceAliases indicates thatyany alias used to identify the entry affected by an opetation is not
to be dereferenced.

NOTE 1 — This is necessary to, allow reference to an alias entry itself rather than the aliased entry, e.g. [in order to
read the alias entry.

1) subentries indicates that a Search or List operation is to access subentries only; normal enties become
inaccessible, i.e. the\Directory behaves as though normal entries do not exist. If this service cqntrol is not
set, then the operation accesses normal entries only and subentries become inaccessible. The service
control is ignored-for operations other than Search or List.

NOTE 2.—The effects of subentries on access control, schema, and collective attributes are still observied even if
subenfries are inaccessible.
NOTE 3 — If this service control is set, normal entries may still be specified as the base object of an oppration.

g) ~copyShallDo indicates that if the Directory is able to partly but not fully satisfy a query at a|copy of an
efitry, it shall not chain the query. It is meaningful only if dontUseCopy is not set. If copyShallDo is not
set, the Directory will use shadow data only if it 1s sufficiently complete to allow the operation to be fully
satisfied at the copy. A query may be only partly satisfied because some of the requested attributes are
missing in the shadow copy, some of the attribute values for a given attribute are missing in the shadow
copy, because the DSA does not hold all context information for the attribute values it does have, or
because the DSA holding the shadowed data does not support the requested matching rules on that data. If
copyShallDo is set and the Directory is not able to fully satisfy a query, it shall set incompleteEntry in
the the returned entry information.

h) partialNameResolution indicates that if the Directory is able to resolve only part of the purported name

10

in a Read or Search operation, i.e. it is about to return a nameError, the entry whose name consists of all
resolved RDNs is to be considered the target of the operation and partialName is set to TRUE in the
result. This service control is ignored for operations other than Read or Search.

NOTE 4 — If this service control is set, the purported name is a context prefix entry to which access is denied, and

the requestor has access to the superior entry, then the existence of the context prefix entry will be indirectly
disclosed to the requestor even if DiscloseOnError permission to the entry is denied.
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i) manageDSAIT indicates that the operation has been requested by an administrative user so that the DSA
Information Tree is managed. If multiple replications planes exist in the DSA to be managed, and the
manageDSAITPlaneRef service control has not been included in the operation, then the DSA selects a
suitable replication plane for the operation.

j) noSubtypeMatch indicates that attribute subtype matching shall not be attempted. This service control is
ignored for operations other than Compare and Search.

k) noSubtypeSelection indicates that subtype selection shall not be made.

1) countFamily indicates that each member of a compound entry shall be counted as a separate entry, e.g.
for the purposes of size and administrative limits, and relaxation controls. If this control is not set, then
members of a compound attribute shall be counted as a single entry.

If this component is omitted, the following are assumed: no preference for chaining but chaining not prohibited, no limit
on the scope of the operation, use of copy permitted, aliases shall be dereferenced (except for modify opgrations for
which aliag dereferencing is not supported), subentries are not accessible, and operations that cannot be-fully patisfied by
shadowed dlata are subject to further chaining. However, these defaults may be overwritten by search<rules within service
specific administrative areas.

The priority (low, medium, or high) at which the service is to be provided. Note that this i§mot a guaranteefl service in
that the Ditectory, as a whole, does not implement queuing. There is no relationship implied with the use of priorities in
underlying|layers.

The timeL|mit indicates the maximum elapsed time, in seconds, within which_the service shall be provided. If the
constraint ¢annot be met, an error is reported. If this component is omitted, ne_time limit is implied. In the dase of time
limit exceefled on a List or Search, the result is an arbitrary selection of the aceumulated results.

NOTE 5 — This component does not imply the length of time spent processing the request during the elapsed time: arfy number of
DSAs may be involved in processing the request during the elapsed tinie!

The sizeLimit is only applicable to List and Search operations. It indicates the maximum number of ohjects to be
returned. Ih the case of size limit exceeded, the results.'0f List and Search may be an arbitrary selection of the
accumulatgd results, equal in number to the size limit. Any-further results shall be discarded.

The scopeOfReferral indicates the scope to whigh a referral returned by a DSA should be relevant. Depending on
whether th¢ values dmd or country are selected; only referrals to other DSAs within the selected scope shall be returned.
This appliep to the referrals in both a referralierror and the unexplored parameter of list and search results.

The attribyiteSizeLimit indicates the largest size of any attribute (i.e. the type and all its values) that is jncluded in
returned enptry information. If antattribute exceeds this limit, all of its values are omitted from the retyirned entry
information and incompleteEntry\is set in the returned entry information. The size of an attribute is taken t¢ be its size
in octets in|the local concret¢ syntax of the DSA holding the data. Because of different ways applications stdre the data,
the limit is [imprecise. If this parameter is not specified, no limit is implied.

NOTE 6[— Attribute~values returned as part of an entry's Distinguished Name are exempt from this limit.

Certain compbinations of priority, timeLimit, and sizeLimit may result in conflicts. For example, a short time|limit could
conflict wi1h low priority; a high size limit could conflict with a low time limit, etc.

The manageDSAITPlaneRef indicates that the operation has been requested by an administrative user so that a specific
replication plane of the DSA Information Tree is managed. The manageDSAITPlaneRef service control is ignored if the
manageDSAIT option is not set. The plane is identified by the dsaName component which is the name of the supplying
DSA and the agreementID component which contains the shadowing agreement identifier.

The serviceType service control is only relevant for a search request that starts its initial evaluation phase within a
service specific administrative area; it is otherwise ignored. If supplied, it increases the possibility of getting useful
notification information returned in case of a faulty formulated search request.

The userClass service control is only relevant for a search request that starts its initial evaluation phase within a service
specific administrative area and is otherwise ignored. It identifies a user-class. It allows a requestor to specify another
user-class than the Directory would otherwise apply. If supplied, it also increases the possibility of getting useful
notification information returned in case of a faulty formulated search request.

ITU-T X.511 (02/2001 E) 11


https://iecnorm.com/api/?name=713e4549c11be8d08aac970c2e64a929

ISO/IEC 9594-3:2001 (E)

7.6 Entry information selection

An EntrylnformationSelection parameter indicates what information is being requested from an entry in a retrieval
service.

EntrylnformationSelection ::= SET {

attributes CHOICE {

allUserAttributes [0] NULL,

select [11 SET OF AttributeType

-- empty set implies no attributes are requested -- } DEFAULT allUserAttributes : NULL,
infoTypes [2] INTEGER {

attributeTypesOnly (0),

attributeTypesAndValues (1) } DEFAULT attributeTypesAndValues,
extraAttributes CHOICE {

allOperationalAttributes [3] NULL,

selec - ributeType
contextSelection ContextSelection OPTIONAL,
retufnContexts BOOLEAN DEFAULT FALSE,
familyReturn FamilyReturn DEFAULT

{ memberSelect contributingEntriesOnly } }

ContextSejection ::= CHOICE {

allContexts NULL,
sele¢tedContexts SET SIZE (1..MAX) OF TypeAndContextAssertion }
TypeAndContextAssertion ::= SEQUENCE {
type AttributeType,
contpxtAssertions CHOICE {
preference SEQUENCE OF ContextAssertion,
all SET OF ContextAssertion } }

FamilyReturn ::= SEQUENCE {
memberSelect ENUMERATED {
contributingEntriesOnly (1),
participatingEntriesOnly (2),
compoundEntry 3)},
familySelect SEQUENCE SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL }

The attribytes component specifies the user and operational attributes about which information is requested:

3) If the select option is chosen; then the attributes involved are listed. If the list is empty, then no attributes
shall be returned. Information about a selected attribute shall be returned if the attribute is present. An
attributeError withtproblem noSuchAttributeOrValue shall only be returned if none of thg attributes
selected is present:

b) If the allUserAttributes option is selected, then information is requested about all user attriutes in the
entry.

Attribute [information) is only returned if access rights are sufficient. A securityError (with problem
insufficientAccessRights) shall only be returned in the case where access rights preclude the reading of all attribute
values reqested:-Note that access control is also applied to the attributes and values eligible to be returned according to
the compone i electi e e i i is 1e

NOTE 1 — Access control is also applied to the attributes and values eligible to be returned according to the components of
EntrylnformationSelection, and may further reduce the information that is returned.

The infoTypes component specifies whether both attribute type and attribute value information (the default) or attribute
type information only is requested. If an attribute is of a type that is a carrier of other attributes, e.g. a family-information
attribute, then the value(s) shall be returned independent of the setting of the infoTypes component, but the infoTypes
specification shall be applied to the contained attributes. If the attributes component is such as to request no attributes,
then this component is not meaningful.

The extraAttributes component specifies a set of additional user and operational attributes about which information is
requested. If the allOperationalAttributes option is chosen, then information is requested about all directory operational
attributes in the entry. If the select option is chosen, then information about the listed attributes is requested.

NOTE 2 — This component may be used to request information about, for example, specific operational attributes when attributes

is set to allUserAttributes, or about all operational attributes. If the same attribute is listed or implied in both attributes and
extraAttributes, it is treated as though it has been requested only once.
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A request for a particular attribute is always treated as a request for the attribute and all subtypes of that attribute (except
for requests processed by 1988-edition systems) if the noSubtypeSelection service control option is not set. If the
noSubtypeSelection service control option is set, only the requested attributes are returned, not their subtypes.

In responding to a request for attribute information, the Directory treats all collective attributes of an entry as if they
were actual user attributes of the entry, i.e. they are selected like other user attributes and are merged into the returned
entry information. A request for allUserAttributes requests all collective attributes of the entry as well as ordinary
attributes of the entry. An attribute is a collective attribute of an entry if all of the following are true:

a) it is located in a subentry whose subtree specification includes the entry;

b) it is not excluded by the presence in the entry of a collectiveExclusions attribute value equal to the
collective attribute type; and

¢) itis permitted by the content rule for the structural object class for the entry.

The contextSelection component is used to specify which attribute values shall be returned of the attributes [selected by
attributes pr extraAttributes. The contextSelection is evaluated only against the values of attributes.that arq candidates
to be returrjed according to those other components of EntrylnformationSelection. The evaluation-of contextSelection,
and the use| of defaults if it is not supplied, is discussed in 7.6.1 to 7.6.3.

If the infoTlypes component is such as to request no attribute values, or the attributes compgonent is such as tq request no
attributes, fhen the contextSelection component is not meaningful. If, as a result of applying contextSele¢tion, there
are no valups of an attribute eligible to be returned, the attribute may be returned without-any values.

The returnContexts component is used to request the Directory to return attribute values with their associated context
lists. If thi§ component is absent or is specified with a value of FALSE, then\no context information is retyrned in the
result. If tHis component is specified with a value of TRUE, then all context information is returned for eafh attribute
value returpned. Note that the contextSelection component does not‘selectively affect which context infprmation is
returned when returnContexts is TRUE.

The familyReturn component (if present) is used to determineqwhich entries within a compound entry shall bq returned if
one or morg family members have been marked (see 7.6.4).

7.6.1 Use of contextSelection or context selection-defaults

The contextSelection component is used to seléct certain attribute values of attributes selected by attributes or
extraAttrilIt(ltes. The contextSelection is_evaluated only against the values of attributes that are candiglates to be
returned agcording to those other components of EntrylnformationSelection. For each attribute value, dny context
selection gpverning its attribute type shallevaluate to TRUE (as defined in 7.6.2), in order for that attribute [value to be
selected.

A context$election is said to_goyern an attribute type if any of the following conditions occur:

+ the ContextSelection specifies allContexts (in which case all attribute values of all attribufe types are
selected);

+ thetContextSelection has a selectedContexts which includes a TypeAndContextAssertion whose type
iSithe same as or a supertype of the attribute type; or

—_ the Contextselection has a selectedContexts which includes a TypeAndContextAssertion whose type
is id-oa-allAttributeTypes.

If contextSelection is not provided or it does not govern the given attribute type, then a default contextSelection shall
be applied. In addition to contextSelection in EntrylnformationSelection, there are three potential sources for a
contextSelection: that specified for the operation as a whole, that available within subentries in the DIT, and that
available locally in the DSA. They are applied according to the following precedence:

1) If contextSelection is present in EntrylnformationSelection and it governs the given attribute type as
described above, then it shall be applied.

2) If contextSelection is not present within the EntrylnformationSelection, or it is present but does not
govern the given attribute type, then the operationContexts which has been supplied for the operation as
described in 7.3 shall be applied if one is present and it governs the given attribute type as described
above.
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3) If the request has neither a contextSelection in the EntrylnformationSelection nor operationContexts

4)

5)

7.6.2 H

A context§

q

|

A context§

7.6.3 H

A TypeAndContextAssertion is TRUE (i.e. selects a given attribuite value) if:

q

contextAs
assertions:

valuation of contextSelection

belection is TRUE (i.c. selects a given attribute value) if:

)

) each TypeAndContextAssertion in selectedContexts is TRUE ag-described in 7.6.3.

belection is FALSE otherwise.

valuation of a TypeAndContextAssertion

)

for the operation, or neither governs the given attribute, then the values of the contextAssertionDefaults
attribute in the context assertion subentries (if any) controlling the entry shall be applied as the
selectedContexts. (Context assertion subentries are described in 14.7 of ITU-T Rec. X.501 |
ISO/IEC 9594-2).

If there is no contextSelection from the sources described above that govern the given attribute type, then
the DSA may apply a locally-defined default contextSelection. Such a default shall typically reflect local
parameters, such as the language or location of the place of deployment of the DSA, or the current time of
day, but may be tailored differently by the DSA for each DUA to which it responds.

If no contextSelection is available from any of these sources that govern the given attribute type, then all
values of the attribute are considered selected (i.e. allContexts is assumed as the base default).

NOTE — A default contextSelection that governs the given attribute type and makes an assertion about a certain
e e ied i it] earlie extSelecti erni e atfribute type but

allContexts is specified (this permits a context selection to override any default that might ofherwise be
applied if this contextSelection were omitted); or

the type of the attribute is not the same as (nor, a subtype of) the type in the TypeAndContextAssertion
and the type in the TypeAndContextAssertion is not id-oa-allAttributeTypes. In thi{ case, the
TypeAndContextAssertion is not applicable to the attribute type of the given attribute value §nd so does
not eliminate the attribute value from.S€lection; or

for the attribute value, the contextAssertions in TypeAndContextAssertion is TRUE as defirjed below.

NOTE 1 — The OBJECT IDENTIFIER value id-oa-allAttributeTypes may be used as the value of typelin the
TypeAndContextAssertion to force evaluation of the contextAssertions against an attribute value of fany attribute
type.

sertions is expresséd either as an ordered sequence of preferred contexts or as a compound sef of context

If all is speoified, then contextAssertions is TRUE for any attribute value only if each ContextAssertion
in the(SET is TRUE as defined in 8.8.2.4 of ITU-T Rec. X.501 | ISO/IEC 9594-2.

If preference is specified, then each ContextAssertion in the SEQUENCE is evaluated in turn} against all
candidate attribute values of the same attribute type, until a ContextAssertion evaluates TRUH as defined

ms.6.2.4 of 11U-T Kec. X OU0I | ISU/IEC 9394-2Z. (Ihe tallback 1lag, 11 present, 1S not taken into
consideration until the entire SEQUENCE is exhausted.) Once a ContextAssertion evaluates TRUE for
one of the candidate attribute values, it shall be evaluated for every candidate attribute value of the same
attribute type, but subsequent ContextAssertion in the SEQUENCE are ignored.

NOTE 2 — preference provides a means for selection to be specified in terms of a first, second, etc., choice of
context (e.g. Language = French but if no French then Language = English).

A TypeAndContextAssertion is FALSE otherwise.

7.6.4 Family Return

The familyReturn component is used to determine which entries within a compound entry shall be returned if one or
more family members have been marked as contributing or participating members. The procedures for how family
members are marked are further described in 7.13.

14 ITU-T X.511 (02/2001 E)
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The memberSelect component specifies what entries are selected for return in the result:

contributingEntriesOnly means that only family members marked as contributing members by the operation are
to be returned. In the case of Read or Modify-Entry operations, this is the family member identified by the object
operation argument; for the Search operation, it includes family members that contributed to the match.

participatingEntriesOnly means that only family members marked as participating members by the operation
are to be returned. In the case of Read or Modify-Entry, this is the same as for contributingEntriesOnly.

compoundEntry means that each family member within the compound entry is to be returned, except those that
possible have been explicitly un-marked by a governing-search-rule for a Search operation.

The familySelect component supplements the memberSelect component by specifying that all child members of
selected families shall be returned in addition to what is specified by memberSelect. The sequence of elements has no
significance. A family is identified by the structural object class of the family members immediate subordinate to the

ancestor. ThtscomporenthasnocffectifthememberSetectspecifrescompoundEntry—————

NOTE + A governing-search-rule may modify what information shall to be returned (see 16.10 of ITWUST Rec. X.501 |
ISO/IE(| 9594-2).

7.7 Entry information

7.7.1 Hntry information data type

The Entrylpformation data type conveys selected information from an entry.

EntryInforination ::= SEQUENCE {

name Name,
fromEntry BOOLEAN DEFAULT TRUE;
inf::]mation SET SIZE (1..MAX) OF .CHOICE {

attributeType AttributeType;

attribute Attribute } OPTIONAL,
incompleteEntry [3] BOOLEAN DEFAULT FALSE, -- not in 1988-edition systems
partiglName [4] BOOLEAN DEFAULT FALSE, -- not in 1988 or 1993 edition systems
derivedEntry [5] BOOLEANDEFAULT FALSE -- not in pre-2001 edition systems {- }

The Name parameter indicates the Distinguished Name of the entry or the name of an alias to the |entry. The
Distinguished Name of the entry is returned,whenever permitted by the access control policy. If access is allpwed to the
attributes of the entry but not to its Distinguished Name, the Directory may return either an error or the namg of a valid
alias to thelentry.

The primary distinguished nanfe is'used for the Name parameter. This means that if an RDN forming the naine includes
an attributg which has multipl¢ distinguished values differentiated by context, then the primary distinguished value is
used as thq value in the«eturned RDN's AttributeTypeAndDistinguishedValue for that attribute. Since for|each RDN
the returngd value is‘thus always the primary distinguished value, primaryDistinguished shall be omifted for all
AttributeTypeAndDistinguishedValue.

The RDNslin/Name shall include alternative distinguished values only if a context selection has been applied ffo the entry
information)_being returned. The alternative distinguished values are returned as part of valuesWithConftext in the
returned RDN's AttributeTypeAndDistinguishedValue. The context selections applied to the entry information being
returned (see 7.6.1) are also applied to the alternative distinguished values to determine which distinguished values to use
in valuesWithContext. Note that the context selection is not applied to the primary distinguished values returned in
Name.

NOTE 1 — The context selection is not applied to the primary distinguished values returned in Name.

If a request has been made to return context information with the result, then context information shall also be included
where available for the distinguished value within Name (using the valuesWithContext element of the RDNs). When
alternative distinguished values are being returned, context information is always returned, for all distinguished values.

NOTE 2 — If the entry was located using an alias, then that alias is known to be a valid alias. Otherwise, how it is ensured that the
alias is valid is outside the scope of these Directory Specifications.

NOTE 3 — Where a particular component of the Directory has a choice of alias names available to it for return, it is recommended
that where possible it choose the same alias name for repeated requests by the same requestor, in order to provide a consistent
service.
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The fromEntry parameter indicates whether the information was obtained from the entry (TRUE) or a copy of the entry
(FALSE).

The information parameter is included if any attribute information from the entry is being returned, and contains a set of
attributeTypes and attributes, as appropriate.

The incompleteEntry parameter is included and set to TRUE whenever the returned entry information is incomplete in
relation to the user's request, e.g. because attributes or attribute values are omitted for reasons of access control (and their
existence is permitted to be disclosed), the presence of incomplete shadow information together with copyShallDo, or
because the attributeSizeLimit has been exceeded. It is not set to TRUE because an alias name has been returned instead
of the Distinguished Name.

The Directory shall complete the name resolution phase of operations in its entirety (including checking of all relevant
knowledge references, following up on referrals, etc.) before the partialNameResolution service control is considered.
If all name resolution options have been exhausted and at least one RDN has been resolved, the partialName parameter
is included[and set to TRUE if the request had the partialNameResolution service control set and the Difectory was
unable to ¢omplete name resolution on all RDNs of the relevant entry. When partialName is returned as TRUE, it
indicates that the information being returned is from the entry at the point where the last RDN was sugeessfullly resolved.

The derivedEntry parameter is included and set to TRUE whenever the returned entry information centains jojned results
obtained by performing a join on data that originated from more than one directory entry. When,this parametgr is TRUE,
the value i1 name may be the name of any of the related entries from which the entry information is derived, ¢r it may be
the name qf an alias to any of those entries. The value in name should not be used/in stbsequent operations. If the
derivedEn{ry parameter is set to TRUE and the response is signed, the signature is that.ofthe DSA performing the join.

7.7.2 Hamily information in entry information

When infofmation from a compound entry is to be returned, attributes from each member to be returned gre selected
according |to the EntrylnformationSelection (possibly modified” by a governing-search-rule). [When the
separateFamilyMembers search control option is set in the search-equest each member is returned as a separate entry.
Otherwise,|if more than one member are to be returned, the entry information shall be packed in such way that the
information) appears to come from a single entry, which can.be the ancestor or a subordinate member (m:e latter is
appropriatg when the base object of the search request is a family member subordinate to the ancestor and the ancestor
has not bden selected by FamilyReturn). The attributes™rom the other members shall be packed intg a family-
informatioh derived attribute as described below.

NOTE 1|— According to above, multiple family members are always packed in a read or modifyEntry result.

The use of [the family-information derived attribute is for packaging only; the attribute does not exist as a disfinct entity;
it cannot directly be selected by entrylnformationSelection (any attempt to do so shall be ignored), nor can it be
protected directly by access control.

family-infdrmation ATTRIBUTE = {

WITH SYNTAX FamilyEntries
USAGE directoryOperation
ID id-at-family-information }

FamilyEntries ;==\SEQUENCE {

family-class OBJECT-CLASS.&id, -- structural object class value
fami fy'ETI‘l'I'I'ES SEQ’U'E‘N‘e'E'e'F'FaﬂTHYEutly }
FamilyEntry ::= SEQUENCE {
rdn RelativeDistinguishedName,
information SEQUENCE OF CHOICE {
attributeType AttributeType,
attribute Attribute },
family-info SEQUENCE SIZE (1..MAX) OF FamilyEntries OPTIONAL }

The family-information attribute is a multi-valued attribute. If the ancestor is designated as the source of information,
each attribute value holds information from a single family. If a family member subordinate to the ancestor is designated
as the source of information, information is sorted into attribute values based on the structural object classes of the
immediately subordinate members of the designated member.
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Each family member that is selected is represented by a value of type FamilyEntry, which contains:

— Selected attribute information (where appropriate), either as an attribute type or as a complete attribute,
depending on the infoTypes value in EntrylnformationSelection;

NOTE 2 — As stated in 7.6, the infoTypes specification only applies for the contained attributes, not for the family-
information attribute itself.

— Any nested FamilyEntries information in the form of a complete family-information attribute, collected
in terms of the structural object classes of the subordinate entries;

— Unselected entries are not represented at all unless they are superior to one or more family members that
have been selected.

in terms of

fems

7.8 Filter
7.8.1 Filter parameter
A Filter parameter applies a test that is either satisfied or not by a particular entry. The filter is expressed
assertions gbout the presence or value of certain attributes of the entry, and is satisfied if and only\if it gvaluates to
TRUE.
NOTE A filter may be TRUE, FALSE, or UNDEFINED.
Filter ::= CHOICE {
item| [0] Filteritem,
and | [1] SET OF Filter,
or [2] SET OF Filter,
not | [3] Filter}
Filterltem | ::= CHOICE {
equality [0] AttributeValueAssertion,
substrings [11 SEQUENCE {
type ATTRIBUTE.&id ({ SupportedAttributes }),
strings SEQUENCE OF CHOICE {
initial [0] ATTRIBUTE.&Type
({SupportedAttributes}{@substrings.type}),
any [11 ATTRIBUTE.&Type
({SupportedAttributes}{@substrings.type}),
final [2] “ATTRIBUTE.&Type
({SupportedAttributes}{@substrings.type}),
control Attribute } }, -- Used to specify interpretation of following
greaterOrEqual [2] AttributeValueAssertion,
IessErEqual [3] .AttributeValueAssertion,
present [4]\ AttributeType,
apprioximateMatch [5]> AttributeValueAssertion,
extensibleMatch [6] MatchingRuleAssertion,
contextPresent [7]1 AttributeTypeAssertion }
MatchingRuleAssertion ::= SEQUENCE {
matghingRute [11 SET SIZE (1..MAX) OF MATCHING-RULE.&id,
type [2] AttributeType OPTIONAL,
matghValue [31 MATCHING-RULE.&AssertionType ( CONSTRAINED BY {
-- matchValue shall be a value of type specified by the & AssertionType field of
-- one of the MATCHING-RULE information objects identified by matchingRule -- } ),
dnAttributes [4] BOOLEAN DEFAULT FALSE }

A Filter is either a Filterltem (see 7.8.2), or an expression involving simpler filters composed together with the logical
operators and, or, and not. The evaluation of a filter can be affected by the action of a relaxation policy, which can cause
a substitution of one matching rule for another, or can supply values that are to be considered for matching.

A Filter which is a Filterltem has the value of the Filterltem (i.e. TRUE, FALSE, or UNDEFINED).

A Filter which is the and of a set of filters is TRUE if the set is empty or if each filter is TRUE; it is FALSE if at least
one filter is FALSE; otherwise it is UNDEFINED (i.e. if at least one filter is UNDEFINED and no filters are FALSE).

A Filter which is the or of a set of filters is FALSE if the set is empty or if each filter is FALSE; it is TRUE if at least
one filter is TRUE; otherwise it is UNDEFINED (i.e. if at least one filter is UNDEFINED and no filters are TRUE).

ITU-T X.511 (02/2001 E)
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A Filter which is the not of a filter is TRUE if the filter is FALSE; FALSE if it is TRUE; and UNDEFINED if it is
UNDEFINED.

A non-negated filter item is defined as one that is nested within an even number of not elements (possibly zero) within
the outermost Filter. Thus, a filter comprising only filter items in an and or or combination would only contain non-
negated items. A negated filter item is defined as one nested within an odd number of not elements within the outermost
Filter.

7.8.2 Filter item

A Filterltem is an assertion about the presence or value(s) of attributes in the entry under test. An assertion about a
particular attribute type is also satisfied if the entry contains a subtype of the attribute and the assertion is TRUE for the
subtype and the noSubtypeMatch service control option is not set, or if there is a collective attribute of the entry (see
7.6) for which the assertion is TRUE. Each assertion is TRUE, FALSE, or UNDEFINED.

Every FiIteLItem includes or implies one or more AttributeTypes which identifies the particular attribute(s) egncerned.

Any assertjon about the values of such an attribute is only defined if the AttributeType is known by the| evaluating
mechanism, the purported AttributeValue(s) conforms to the attribute syntax defined for that attribute type, the implied
or indicatedl matching rule is applicable to that attribute type, and (when used) a presented matchValue confprms to the
syntax defiped for the indicated matching rules. When these conditions are not met, the Filtéritem shall evalluate to the
logical valye UNDEFINED.

NOTE 1 — Access control restrictions may affect the evaluation of the Filterltem and miay’ cause the Filterltem tq evaluate to
UNDEF|NED.

An assertion which is defined by these conditions additionally evaluates to UNDEFINED if it relates to an attfibute value
and the attfibute type is not present in an attribute against which the assertion is being tested. An assertign which is
defined by fthese conditions and relates to the presence of an attribute type evaluates to FALSE.

Attribute value assertions in filter items are evaluated using the ‘matching rules defined for that attribute type, as
substituted | for, where applicable, in accordance with the actien of a relaxation policy. Matching rule asgertions are
evaluated gs specified in their definition. A matching ruletdefined for a particular syntax can only be us¢d to make
assertions gbout attributes of that syntax or subtypes of thatsyntax.

NOTE 2 — The action of a relaxation policy can caus¢’a particular matching rule to revert to a nullMatch matching rule (which
always gvaluates as TRUE (if non-negated) or FALSE (if negated) — see 6.7.2 of ITU-T Rec. X.520 | ISO/IEC 9594-6

A Filterlteq may be UNDEFINED (as described above). Otherwise, where the Filterltem asserts:

3) equality — It is TRUE if and only if there is a value of the attribute or one of its subtypes fof which the
equality matching rulé applied to that value and the presented value returns TRUE.

) substrings — It is TRUE if and only if there is a value of the attribute or one of its subtypes for which the
substring matching rule applied to that value and the presented value in strings returns TRUE. See
ITU-T Ree:-X.520 | ISO/IEC 9594-6 for a description of the semantics of the presented value.

¢) greaterOrEqual — It is TRUE if and only if there is a value of the attribute or one of its spbtypes for
which the ordering matching rule applied to that value and the presented value returns FALSKE, i.e., there
is'a’value of the attribute which is greater than or equal to the presented value.

d) lessOrEqual — It is TRUE if and only if there is a value of the attribute or one of its subtypes for which
either the equality matching rule or the ordering matching rule applied to that value and the presented
value returns TRUE, i.e. there is a value of the attribute which is less than or equal to the presented value.

e) present—Itis TRUE if and only if the attribute or one of its subtypes is present in the entry.

f) approximateMatch — It is TRUE if and only if there is a value of the attribute or one of its subtypes for
which some locally-defined approximate matching algorithm (e.g. spelling variations, phonetic match,
etc.) returns TRUE. If an item matches for equality, it shall also satisfy an approximate match. Otherwise
there are no specific guidelines for approximate matching in this edition of this Directory Specification. If
approximate matching is not supported, this Filterltem should be treated as a match for equality.

g) extensibleMatch — It is TRUE if and only if there is a value of the attribute with the indicated type or one
of its subtypes for which the matching rule specified in matchingRule applied to that value and the
presented value matchValue returns TRUE.
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If several matching rules are given, the way in which these rules are combined into a new rule is
unspecified (it is a locally-defined algorithm, which reflects the semantics of the constituent matching
rules, e.g. phonetic + keyword match).

If type is omitted, the match is made against all attribute types which are compatible with that matching
rule. If dnAttributes is TRUE, the attributes of the Distinguished Name of the entry are used in addition to
those of the entry in evaluating the match.

If an extensibleMatch is requested in a filter (rather than an extendedFilter), the extendedFilter bit in
the criticalExtensions parameter in CommonArguments shall be set, indicating that the extension is
critical.

If an implementation does not support any of the matching rules defined in the matchingRule
subcomponent, or if none of the matching rules are compatible with the attribute type, an
extensibleMatch filter item evaluates to UNDEFINED if the performExactly search control option is not
set. If the performExactly search control option is set, the search request is rejected with:

— aserviceError with problem unsupportedMatchingUse;

— a searchServiceProblem notification attribute with the value id-pr-unsupportedMatclTingRule if
all the matching rules are unsupported, otherwise with the value id-pr-unsupportedMatcHingUse;

— an attributeTypeList notification attribute having as value the attribute type for which|the invalid
matching rules were defined; and

— a matchingRuleList notification attribute having as values_the )object identifiers of the ynsupported
and/or incompatible matching rules.

NOTE 3 — An extensibleMatch is not permitted for 1988-edition systems.

In) contextPresent — It is TRUE if, and only if, the AttributeTypeAssertion for this attribute type or, if the
noSubtypeMatch service control option is not set,;one of its subtypes evaluates to TRUE.

If context gssertions are included in an attribute value asserfion in a filter item, then the filter item is evalugted against
only those| values which satisfy all the given context assertions, as described in 8.8.2 of ITU-T Rgc. X.501 |
ISO/IEC 9594-2. If no context assertions are included.in‘an attribute value assertion, then default context assqrtions shall
be applied as described in 8.8.2.2 of ITU-T Rec. X.507 | ISO/IEC 9594-2.

7.8.3 Hvaluating filters with family information
Specific faily groupings work as follaws in fulfilling filter requirements:

entryOnly means that only familysmembers that completely fulfil the filter requirements are marked as contrfibuting and
participating members (for the definition of contributing and participating members see 7.13).

compoundEntry means)that the entire compound entry forms the group that shall satisfy the complete filter; within each
compound |entry that ‘satisfies the filter, family members that contribute to the match are marked as qontributing
members, While all-members of the compound entry are marked as participating entries.

strands mg¢ans-that the filter applies to each complete strand from a leaf to the ancestor. The compound enfry matches
the filter if at least one strand matches the filter. Family members on a matching strand that contribute to the match are
marked as contributing members, while all the members on a matching strand are marked as participating members.

A strand is a set of members within a family that form a path from a leaf to the ancestor, so that there are as many strands
as there are leaf entries.

multiStrand means that a combination of one strand from each family class is a family grouping for the purpose of
matching. All combinations are to be considered one at the time. The compound entry matches the filter if at least one
combination of strands matches the filter. Family members on a matching strand combination that contribute to the
match are marked as contributing members, while all members of a matching strand combination are marked as
participating members.

Two strands are of the same family class if and only if the family members that are immediately subordinate to the
ancestor have the same structural object class.
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A strand is matched for a filter if and only if it is present in at least one of all possible combinations of strands that causes
the entry to match for the subfilter. The following are corollaries:

— If the ancestor matches the subfilter completely, all strands are matched.

—  Similarly, if there are three family classes for a particular ancestor, and the subfilter is fulfilled by two of
the classes without considering the third one, all strands for the third family class are matched.

multiStrand is only applicable if the base object is the ancestor (or higher) in the DIT. If the base object is a family
member, but not the ancestor, then multiStrand shall be ignored and entryOnly shall be substituted.

7.9 Paged results

A PagedResultsRequest parameter is used by the DUA to request that the results of a list or search operation be
returned to it "page-by-page": it requests the DSA to return only a subset — a page — of the results of the operation, in
particular the next pageSize subordinates or entries, and to return a queryReference which can be used to [request the
next set of results on a follow-up query. It shall not be used if results are to be signed, and is not\supported by
1988-editidn systems. Although a DUA may request pagedResults, a DSA is permitted to ignore theyrequesf and return
its results ih the normal manner.

PagedResultsRequest ::= CHOICE {

newRequest SEQUENCE {
pageSize INTEGER,
sortKeys SEQUENCE SIZE (1..MAX) OF SortKey OPTIONAL,
reverse [11 BOOLEAN DEFAULT FALSE,
unmerged [2] BOOLEAN DEFAULT FALSE },
quernyReference OCTET STRING }

SortKey :j= SEQUENCE {
type AttributeType,
orderingRule MATCHING-RULE.&id OPTIONAL}

For a new |list or search operation, the PagedResultsRequest is set to newRequest, which consists of th¢ following
parameters

4) The pageSize parameter spécifies the maximum number of subordinates or entries to return in|the results.
The DSA shall return up t0 but not more than the requested number of entries. The sizeLimit, if any, is
ignored. The inclusion of family information does not count towards page size when packagedl in family-
information derivéd-attributes.

b) The sortKeys.parameter specifies a sequence of attribute types with optional ordering matchjng rules to
use as sort \keys for sorting the returned entries prior to return to the DUA. The entries| are sorted
accordingto their values of the type attribute of the first SortKey in the sequence, and in the event of
multiple’entries having the same sort position, of the next SortKey in the sequence, and so on.

For’a particular SortKey, the DSA uses the orderingRule matching rule if it is present, otherwise the
ordering matching rule of the attribute if one is defined; it ignores the sort key if none is defined. If the
attribute type is multi-valued, the "least" value is used; if the attribute type is missing from the returned
results, it is regarded as "greater" than all other matched values. A DSA is permitted to support only
certain sort key sequences (thus, a DSA that holds and returns its data in the internal order "alphabetic by
surname" will be able to comply with only one sort key sequence). If it cannot support the requested
sequence, it shall use a default sort sequence.

c) If the reverse parameter is TRUE, then the DSA will return the sorted results in reverse order (i.e. from
"greatest" to "least" — if the attribute type is multi-valued, the "greatest" is used; if the attribute type is
missing from the returned results, it is regarded as "less" than all other matched values). If it is FALSE,
the DSA returns them in forward order. If no sortKeys parameter is specified, this parameter is ignored.

d) If the unmerged parameter is TRUE and the DSA shall merge results from a number of other DSAs, it
shall return all the data from one DSA (in sort order) before returning data from the next DSA. If the
parameter is FALSE, the DSA shall collect the results from all other DSAs and sort the merged data
before returning any of it. If no sortKeys parameter is specified, this parameter is ignored.
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For a follow-up request, i.e. to request the next set of paged results, the DUA makes the same list or search request as
before, but sets PagedResultsRequest to queryReference, with the value of this parameter the same as that returned in
the PartialOutcomeQualifier of the previous results. The DUA has no understanding of the queryReference, which is
available to a DSA to use as it wishes to record context information for the query. The DSA uses this information to
determine which results to return next.

NOTE 1 — If the DIB changes between search requests, the DUA may not see the effects of these changes. This is implementation
dependent.

NOTE 2 — A query-reference may remain valid even if a DUA begins a new list or search operation. A DUA may request paged
results with several queries and then return to an earlier query and request the next page of results using the query-reference
supplied for it. The number of "active" query-references to which a DUA can return is a local DSA implementation option, as is
the lifetime of those query-references.

NOTE 3 — Paged results are not supported in the Directory System Protocol. Paged results are provided entirely by the DSA to
which the DUA has connected.

7.10 ecurity parameters

The SecurityParameters govern the operation of various security features associated with a Directory operation.

NOTE 1|— These parameters are conveyed from sender to recipient. Where the parameters appear in the argument offan operation
the requgstor is the sender, and the performer is the recipient. In a result, the roles are reversed.

SecurityPgrameters ::= SET {

certification-path [0] CertificationPath OPTIONAL;
name [1] DistinguishedName OPTIONAL,
time [2] Time OPTIONAL,
random [31 BIT STRING OPTIONAL,

target [4] ProtectionRequest OPTIONAL,
resppnse [5] BIT STRING OPTIONAL,

operationCode [6] Code OPTIONAL,
attributeCertificationPath [7]1 AttributeCertificationPath OPTIONAL,
errorProtection [8] ErrorProtectionRequestOPTIONAL,

errorCode [91 Code OPTIONAL }

ProtectionRequest ::= INTEGER { none (0);xsigned (1), encrypted (2), signed-encrypted (3) }
Time ::= CHOICE {
utcTjme UTCTime,

gengralizedTime GeneralizedTime }

ErrorProtectionRequest...;i= INTEGER { none (0), signed (1), encrypted (2), signed-encrypted (3) }

The Certifi ationPath component is a sequence containing the signer's user certificate, and, optionally, a Jequence of
-8.) The user
ghature on a
request argument, response, Or error. ThlS parameter shall be present and contaln the signer's user certificate if the
request argument, response, or error is signed. Additional certificates may be present and may be used to determine if the
signer's user certificate is valid. Additional certificates are not required if the recipient shares the same certification
authority as the signer. If the recipient requires a certification path for validation, and an acceptable parameter is not
present, whether the recipient rejects the signature, or attempts to determine a certification path, is a local matter.

The name is the distinguished name of the first intended recipient of the argument or result. For example, if a DUA
generates a signed argument, the name is the distinguished name of the DSA to which the operation is submitted.

NOTE 2 — Where the first intended recipient has alternative distinguished names differentiated by context, name may be an
alternative name. However, authentication and access control which may be based on the value of name may not work as desired
if the primary distinguished name is not used.

The time is the intended expiry time for the validity of the request, response, or error. It is used in conjunction with the
random number to enable the detection of replay attacks.
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The random value is a number that should be different for each request, response, or error. It is used in conjunction with
the time parameter to enable the detection of replay attacks. If sequence integrity is required then the random argument
may be used to carry a sequence integrity number as follows:

a) The random value used with operation arguments is derived using a pre-agreed sequence (e.g. the
previous value plus 1) from:

i)  for the first operation sent from a system on a binding, the random value passed in the bind operation
argument/result by the remote peer system; and

ii) for subsequent operations, the random value passed in the previous operation in the same direction.

b) The random value used with operation results or errors is derived using some pre-agreed sequence from
the random value in the request (e.g. random in request argument plus 1).

The target| ProtectionRequest may appear only in the request for an operation to be carried out, andninldicates the
requestor's [preference regarding the degree of protection to be provided to the result. Four levels are preyided: none (no
protection fequested, the default), signed (the Directory is requested to sign the result), encrypted (the IDirectory is
requested tp encrypt the result), or signed-encrypted (the Directory is requested to both sign and eénerypt the fesult). The
degree of grotection actually provided to the result is indicated by the form of result and may be<equal to or|lower than
that requested, based on the limitations of the Directory. This may override the protectiofi~Selected using [the dirqop
parameter in the bind token.

The respomse is used to convey any information back to the initiator of the request:
The operationCode is used to securely bind the operation code to the request arguments, results or errors.

The attribyteCertificationPath is used to convey a security clearance fof rule based access control, or other pttribute, in
an Attributg Certificate, optionally with the certificates needed to validate the Attribute Certificate.

The errorRrotection request may appear only in the request.for an operation to be carried out, and indicates the
requestor's [preference regarding the degree of protection to be provided to any error. Four levels are provided: none (no
protection requested, the default), signed (the Directory\is requested to sign the error), encrypted (the IDirectory is
requested tp encrypt the error), or signed-encrypted (the Directory is requested to both sign and encrypt the|error). The
degree of protection actually provided to the error is\ndicated by the form of error and may be equal to or lower than that
requested, |based on the limitations of the Dijrectory. This may override the protection selected using [the dirqop
parameter in the bind token.

NOTE 3|- A DUA may request that any-sectifity label context be returned with an attribute value using the context selpction.
The errorClode is used to secure the.error code where an error is returned in response to an operation.

If the syntdx of Time has béen chosen as the UTCTime type, the value of the two-digit year field shall be fationalized
into a four-{digit year value'as' follows:

+ Ifthe2-digit value is 00 through 49 inclusive, the value shall have 2000 added to it.

+ ZIfthe 2-digit value is 50 through 99 inclusive, the value shall have 1900 added to it.

GeneralizedTime shall be used if the negotiated version is v2 or greater. The use of GeneralizedTime when v1 has been
negotiated may prevent interworking with implementations unaware of the possibility of choosing either UTCTime or
GeneralizedTime. It is the responsibility of those specifying the domains in which this Directory Specification will be
used, e.g. profiling groups, as to when the GeneralizedTime may be used. In no case shall UTCTime be used for
representing dates beyond 2049.

7.11 Common elements of procedure for access control

This subclause defines the elements of procedure that are common to all abstract service operations when basic-access-
control, rule-based-access-control, or both are in effect. If both mechanisms are in effect, the order in which they are
applied is a local matter, except that if access is denied to the entry, an attribute type or an attribute value by either
mechanism, then a grant from the other mechanism shall not override it. In this respect, DiscloseOnError permission of
basic-access-control is a grant that shall not override a deny of rule-based-access-control.
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7.11.1 Common elements of procedure for basic access control

7.11.1.1 Alias dereferencing

If, in the process of locating a target object entry (identified in the argument of an abstract service operation), alias
dereferencing is required, no specific permissions are necessary for alias dereferencing to take place. However, if alias
dereferencing would result in a ContinuationReference being returned (i.e. in a Referral), the following sequence of
access controls applies. If the DSA chains the request to another DSA and receives back a referral from it, then the
access controls shall be applied to the referral if the targetObject in the referral is the same as in the chained request.
That is, the DSA shall police all referrals whether they were generated locally or remotely.

1) Read permission is required to the alias entry. If permission is not granted, the operation fails in
accordance to the procedure described in 7.11.1.

2) Read permission is required to the aliasedEntryName attribute and to the single value that it contains.
I permission 1S Mot granted;, e Operation — fails —andt — MameError —witl]  problem
aliasDereferencingProblem shall be returned. The matched element shall contain the name fof the alias
entry.

NOTE - In addition to the access controls described above, security policy may prevent the'disclosure jof
knowledge information which would otherwise be conveyed as a ContinuationReference‘in Referral. [[f such a
policy is in effect and if a DUA constrains the service by specifying chainingProhibited the Directory|may return
a serviceError with problem chainingRequired. Otherwise, a securityError with-ptoblem
insufficientAccessRights or nolnformation shall be returned.

7.11.1.2 Return of Name Error

If, while pgrforming an abstract service operation, the specified target object (alias or entry) — e.g. the Name|of an entry
to be read ¢r the baseObject in a search request — could not be found, a nameError with problem noSuchQbject shall
be returned. The matched element shall either contain the name of the’next superior entry to which Disclg¢seOnError
permission|is granted, or the name of the DIT root (i.e. an empty RDNSequence).

NOTE —{ The second alternative may be taken by a DSA which does'niet have access to all superior entries.

7.11.1.3 Non-disclosure of the existence of an entry
If access is|denied under rule-based-access-control, then'the DiscloseOnError permission is not applicable.

If, while p¢rforming an abstract service operation, the necessary entry level permission is not granted to the specified
target objeg¢t entry — e.g. the entry to be read ~~the operation fails and the error returned is one of: if Discl¢seOnError
permission|is granted to the target entry,@;securityError with problem insufficientAccessRights or nolpformation
shall be refurned; otherwise, a nameError  with problem noSuchObject shall be returned. The matched elgment shall
either contgin the name of the next supérior entry to which DiscloseOnError permission is granted, or the ame of the
DIT root (ile. an empty RDNSequence).

NOTE —{ The second alternative-may be taken by a DSA which does not have access to all superior entries.

Additionally, whenevep-the Directory detects an operational error (including a referral), it shall ensure that in returning
that error if does notreOmpromise the existence of the named target entry and any of its superiors. For exaniple, before
returning al serviceError with problem timeLimitExceeded or an updateError with problem notAllowedQnNonLeaf,
the Directory yérifies that discloseOnError permission is granted to the target entry. If it is not, the procedure described
in the paragraph/above shall be followed.

7.11.1.4 Return of Distinguished Name

In a Compare, List, or Search operation, ReturnDN permission is required to the object (or baseObject) entry if as a
result of dereferencing an alias, the object's distinguished name is to be returned in the name parameter of the operation
result (see 9.2.3). If this permission is not granted, the Directory shall return an alias name for the entry instead, as
described in 7.7, or shall omit the name parameter altogether.

In a Read or Search operation, ReturnDN permission is required to an entry in order to return its distinguished name in
Entrylnformation. If this permission is not granted, the Directory shall return the name of an alias instead, as described
in 7.7, or if no alias name is available shall fail the operation with a nameError (in the case of Read) or omit the entry
from the results (in the case of Search).

If the user supplied alias name is returned in the result, then the aliasDeferenced flag of CommonResults shall not be
set to TRUE.
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7.11.2

Common elements of procedure for rule-based-access-control

7.11.2.1 Accessing an entry (entry level permission)

In order to access an entry, permission is required to access at least one attribute value in the entry. If entry level
permission is not granted, then nameError with problem noSuchObject shall be returned.

7.11.2.2 Returning the name of an entry

In order to return the DN of an entry, permission is required to access all the attribute values of at least one context
variant of the RDN of the entry (this is termed RDN permission). No permissions are required from any of the superiors
of the entry. If RDN permission is not granted, then a DSA may choose to either return the DN of a valid alias of the
entry for which RDN permission has been granted, or to omit the name component from the operation result.

NOTE - The selection of an appropriate alias name is further described in the Notes of 7.7.

7.11.2.3 Alias dereferencing

In order to dereference an alias, permission is required to access the aliasedEntryName attribute value.

7.11.2.4 Return of Name Error (noSuchObject)
The matchled component of nameError with problem noSuchObject shall be set to the diame of the next su

to which the requestor has RDN permission. If such an entry is not available to th&.DSA generating the err
name of th¢ DIT root shall be returned.

7.11.2.5 Accessing an attribute

In order to pccess an attribute, permission is needed to access at least.@ng of the values of the attribute.

7.11.2.6 Deleting information

In order to [delete an attribute value, permission is needed tovaccess that value. When deleting an entry or an a
operation shall return a successful response if at least'on¢ attribute value is deleted, irrespective of how ny
were requepted to be deleted.

7.11.2.7 Invoking search-rules

In order to| evaluate a search-rule against'the arguments of a search operation, invoke permission to the se
required fof the requestor originating, the’search operation. The user needs no other permissions to access the
attribute or|the subentry that contains it.

7.11.3

Family information is4reated as for any other information, except that ACI for which the Protecteditem is
includeFarily; if the ACI is applicable to an ancestor or family member this causes subordinate family met
subject to the same\ACI. IncludeFamily is only meaningful when applied to an entry protected item.

7.12

Hamily information

berior entry
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ttribute, the

any values

hrch-rule is
search-rule

marked as
mbers to be

Manmaging the DSA Information Tree

The DSA Information Tree held by a DSA can be managed using the Directory Abstract Service. When the DSA
Information Tree is managed:

— all DSEs in a DSA are visible through DAP including the root DSE;

— attributes defined as no user modification may be modified (though the DSA can reply with an

serviceError with problem unwillingToPerform if it cannot support the requested change);
— knowledge is merely another attribute which can be read and modified; and

— the DSA never chains requests or returns referrals or continuation references.

Visibility of DSEs and retrieval of or changes to operational attributes can be controlled via access control in the normal

way.

24

ITU-T X.511 (02/2001 E)


https://iecnorm.com/api/?name=713e4549c11be8d08aac970c2e64a929

ISO/IEC 9594-3:2001 (E)

The management of a DSA Information Tree is achieved by a DUA using the following procedures:

1) the DUA BINDs directly to the DSA which holds the DSA Information Tree that is to be managed;

2) for each operation that is used to manage the DSA Information Tree:

7.13 H

As specifig
evaluation.
specified fq

— the manageDSAIT extension bit shall be set;

—  the manageDSAIT option shall be set;

— the manageDSAITPlaneRef option shall be included if a specific replication plane is to be managed;

the following components are ignored by the Directory:
—  operationProgress in CommonArgument;
— —  referenceType in CommonArgument;

—  entryOnly in CommonArgument;

— nameResolveOnMaster in CommonArgument; and

— chainingProhibited in ServiceControls.

rocedures for families of entries

d in 7.3.2, family members within a compound entry may be grouped-together for the purpose d
This grouping is only relevant for Compare, Search and Remoyé-Entry operations. If family
r any other operation, it shall be ignored.

entrylnfor
concepts a

For deterrEEning what family members that shall be returned agcetrding to the familyReturn compor

If a family
family mer
or more att
a negated

member th
marked as
done for fi
the matchi
If the filter]
members, i

When a family grouping of ‘eompound entry matches the filter and the SearchArgument specifies hierarch

(except for
as participd
entries sha
members s
name as a

ationSelection, the concepts of contributing membéy “and participating member is introdyl
only relevant for operations that return entry information, i.e. Read, Search and Modify Entry op

member makes an active contribution to the opgration evaluation, it is marked as a contributing
hber makes a contribution to the match if it is part of a family grouping that match the filter and if

filter item for the same type does not match. In the case of a Read or Modify Entry operation,
ht is selected by the operation (as specified by the object component of the operation) is the orf
A contributing member and as a_participating member. In the case of a Search operation, family
ter matching. If a family grouping matches a filter (see 7.8.3) all members that have contributed
g are marked as contributing members, while all entries of the grouping are marked as participatin
used is the default filter (and : { }), then all members of a family grouping shall be marked as p
ut not as contributingamembers.

self), the selected entries shall also be marked if applicable. If the ancestor of the compound entr
ting (and possibly also as contributing), all referenced entries of the hierarchical group that are nof
1 be selected, otherwise they shall be excluded. If a referenced entry is a compound entry, the m4g
hall be done as follows. Each member of the referenced compound entry that have the same lod
nmiember of the matched compound entry is marked the same way. All other members of the

f operation
brouping is

ent of the
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brations.

member. A
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Fibutes that are matched by non-negated filtétitems. It also contributes if it holds an attribute of a given type if
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As a Search filter possibly can match several compound entries, the resulting selection and marking shall be the union of
those for the individual matched compound entries.

If a matched entry not being a compound entry references a compound entry in its hierarchy selection, all the members of

that compo

und entry are marked as participating.

How this marking of entries affects the return of entry information is detailed in 7.6.4.

Family members may be packed into a family-information derived attribute. If only a single member of a compound
entry is returned in the result, packaging shall not be performed. However, if several members are returned from a Read
or Modify Entry operation, these members shall be packed. In the case of a Search operation where several members of a
compound attribute are returned they shall be packed unless the separateFamilyMembers search control option is set, in

which case

the members shall be returned as separate entries.
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When performing search operations involving compound entries, there are four relevant phases for a Search operation:

a)

b)

d)

The groupings of family members within each entry of interest, as defined by familyGrouping, are
logically considered within each candidate entry (i.e. as selected by subset). By pooling together all the
attributes of the group, all attribute values for a given attribute type are considered to belong to that single
attribute type, even if they originated from different family members.

The filter is applied to each family grouping; if the filter is satisfied for the grouping, the compound entry
then satisfies the filter, and is considered to be selected by the filter. Family members are marked as
described above.

The marked entries are augmented, as specified by familyReturn in EntrylnformationSelection, to mark
all entries that would be returned.

If the additionalControl component is present in a governing-search-rule (see 16.10.8 of
ITU-T Rec. X.501 | ISO/IEC 9594-2), the markings, and thereby what is returned, may be changed as the

result of processing the referenced control attributes

8 Bind and Unbind operations

The Directpry Bind and Directory Unbind operations, defined in 8.1 and 8.2 respectively, are used by the DUA at the

beginning and end of a particular period of accessing the Directory.

8.1 Di

8.1.1 Directory Bind syntax

A Directorly

rectory Bind

Bind operation is used at the beginning of a period of accessing the Directory. The arguments of the

operation rhay be signed, encrypted, or signed and encrypted (see 17.3 of dTU-T Rec. X.501 | ISO/IEC 95%4-2) by the

requestor. If so requested, the Directory may sign, encrypt, or sign and €ncrypt the results.

directoryBind OPERATION ::= {
ARGUMENT DirectoryBindArgument

RESULT DirectoryBindResult

ERRDRS { directoryBindError } }
DirectoryBindArgument ::= SET {

credpentials [0] Credentials OPTIONAL,

versjons [11 Versions DEFAULT {v1}}
Credentials ::= CHOICE {

simple [0] .SimpleCredentials,

strong [1]1%\ StrongCredentials,

externalProcedure [2]v EXTERNAL,

spkm

SimpleCrefentials :: SEQUENCE {

[3] SpkmCredentials }

name [0] DistinguishedName,
validity [11 SET{
timed [0] CHOICE {
utc UTCTime,
gt GeneralizedTime } OPTIONAL,
time2 [11 CHOICE {
utc UTCTime,
gt GeneralizedTime } OPTIONAL,
random1 [2] BIT STRING OPTIONAL,
random2 [31 BIT STRING OPTIONAL },
password [2] CHOICE {
unprotected OCTET STRING,
protected SIGNATURE {OCTET STRING} } OPTIONAL}
StrongCredentials ::= SET {
certification-path [0] CertificationPath OPTIONAL,
bind-token [11 Token,

name

[2] DistinguishedName OPTIONAL,

attributeCertificationPath [3] AttributeCertificationPath OPTIONAL }
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SpkmCredentials ::= CHOICE {
req [0] SPKM-REQ,
rep [1] SPKM-REP-TI}

Token ::= SIGNED { SEQUENCE {

algorithm [0] Algorithmldentifier,

name [1] DistinguishedName,

time [2] Time,

random [3] BIT STRING,

response [4] BIT STRING OPTIONAL,

bindintAlgorithm [51 SEQUENCE SIZE (1..MAX) OF Algorithmlidentifier OPTIONAL,
bindIntKeyinfo [6] BindKeylnfo OPTIONAL,

bindConfAlgorithm  [7] SEQUENCE SIZE (1..MAX) OF Algorithmldentifier OPTIONAL,
bindGenfkeyinfo— 81— BindKeyinfe OPHONAL——————
- dirqop [9] OBJECT IDENTIFIER OPTIONAL--}}
Versions {:= BIT STRING {v1(0), v2(1) }

DirectoryBindResult ::= DirectoryBindArgument

directoryBindError ERROR ::= {

PARAMETER OPTIONALLY-PROTECTED {
SET {
versions [0] Versions DEFAULT {v1},
error CHOICE {
serviceError [11 ServiceProblem,
securityError [2] SecurityProblem}}}}

BindKeylnfo ::= ENCRYPTED {BIT STRING }

8.1.2 Directory Bind arguments

The credentials argument of the DirectoryBindArgument allows the Directory to establish the identity of the user. The
credentials|may be simple, or strong or extetnally defined (externalProcedure) (as described in ITU-T Rlec. X.509 |
ISO/IEC 9594-8).

If simple Is used, it consists of a name (always the distinguished name of an object), an optional validity, and an
optional password. This provideS\a ‘limited degree of security. The password may be unprotected, o1 it may be
protected [cither Protected] of Rrotected2) as described in 18.1 of ITU-T Rec. X.509 | ISO/IEC 9594-8. The validity
supplies tie1, time2, randomj and random2 arguments, which derive their meaning by bilateral agreement| and which
may be us¢d to detect replay. In some instances a protected password may be checked by an object which knows the
password only after locally regenerating the protection to its own copy of the password and comparing the result with the
value in thg bind argument (password). In other instances, a direct comparison may be possible.

GeneralizedTime/ shall be used for time1 and time2 if the negotiated version is v2 or greater. The use of
Generalizdeime when v1 has been negotiated may prevent interworking with implementations unaware of the
possibility of choosing either UTCTime or GeneralizedTime. It is the responsibility of those specifying the domains in
which this Directory Specification will be used, e.g. profiling groups, as to when the GeneralizedTime may be used.
UTCTime shall not be used for representing dates beyond 2049.

If strong is used, it consists of a bind-token, and, optionally, a certification-path (certificate and sequence of
certification-authority cross-certificates, as defined in ITU-T Rec. X.509 | ISO/IEC 9594-8) and the name of the
requestor. This enables the Directory to authenticate the identity of the requestor establishing the association, and vice
versa. If StrongCredentials or SpkmCredentials are used in a bind operation, information relating to identity and
authorization is conveyed. This enables the identity of either entity to be authenticated, and also enables use of
established encryption and integrity cryptographic keying material.

The bindIntAlgorithm and bindConfAlgorithm components are used to negotiate the cryptographic algorithms used to
protect subsequent operations on the binding. The requestor includes a list of supported algorithms in order of
preference. The Directory chooses one from the list which conforms to its own security policy, and indicates this in the
response.
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The session keys to be used by the integrity and confidentiality algorithms are established using the bindIntKeylnfo and
bindConfKeyInfo fields. Both the requestor and the Directory may contribute to the selection of the session key by
generating a session key of appropriate length, and encrypting with the other's public key. The session key is the
exclusive OR of the two components. Note that the requestor may leave the generation of the session key to the
Directory, in which case the above fields will be omitted from the bind argument.

NOTE 1 — The credentials required for authentication may be carried by the Security Exchange Service Element (see ITU-T
Rec. X.519 | ISO/IEC 9594-5) in which case they are not present in the bind arguments or results.

If the operation is to be signed and encrypted, an attribute certificate containing the attribute (see clause 12 of ITU-T
Rec. X.509 | ISO/IEC 9594-8) may be used to convey the clearances required to access the attribute. The
attributeCertificationPath is used to convey a security clearance for rule based access control, or other attribute,
conveyed in an Attribute Certificate, optionally with the certificates needed to validate the Attribute Certificate.

The arguments of the bmd token are used as follows algorlthm is the identifier of the algorlthm employed to sign this
informatio : : 2 e token. The
random ny mber is a number which should be different for each unexp1red token, and may be used by the fecipient to
detect replgy attacks.

NOTE 2/— Where names are used in either simple or strong credentials, it is possible to use alternative distinguished rjames if they
exist. Hgwever, authentication and access control based on the name may not work as desired if the primary’ distinguighed name is
not used. Following successful processing of an authenticated BIND operation, whatever the name-uséd in the BIN|D argument,
the bour{d entities shall thereafter know each other by their primary distinguished names, to facilitate-operation of acfess controls
while thg BIND is in effect.

If externalProcedure is used, then the semantics of the authentication scheme beifig ised is outside the sgope of the
Directory Specifications.

The versions argument of the DirectoryBindArgument identifies the versions\of the service which the DUA |is prepared
to participate in. The value v1 denotes the protocol version 1 and the valug v2 denotes the protocol version 2{ The value
v2 shall be used if in a subsequent ModifyEntry operation the alterValdes or resetValue modification typgs are to be
sent in a refuest or a result other than NULL is required (see 11.3). Phewalue shall be set to v2 if following arg used:

3) encrypted or signedAndEncrypted protection; and
) any protection on errors or response to Add Entry, Remove Entry, Modify Entry, Modify DN.

Migration to future versions of the Directory should befacilitated by:

4) any elements of DirectoryBindArgumient other than those defined in this Directory Specificatjon shall be
accepted and ignored;

b) additional options for named bits of DirectoryBindArgument (e.g. versions) not defined shall be accepted
and ignored.

The respopse component is used\to carry a number derived from random if challenge response of authentication is
required.

The bindintAlgorithm, bindKeylInfo, bindConfAlgorithm, and bindConfKey components are used to carry nformation
used to profect subsequent operations on the binding.

The dirqog compotient is used to indicate the protection selected by the initiator in the bind.

8.1.3  Directory Bind results

Should the bind request succeed, a result shall be returned.

The credentials argument of the DirectoryBindResult allows the user to establish the identity of the Directory. It allows
information identifying the DSA (that is directly providing the Directory service) to be conveyed to the DUA. It shall be
of the same form (i.e. CHOICE) as that supplied by the user.

The versions parameter of the DirectoryBindResult indicates which of the versions of the service requested by the
DUA is actually going to be provided by the DSA.

8.14 Directory Bind errors
Should the bind request fail, a bind error shall be returned.

The versions parameter of the directoryBindError indicates which versions are supported by the DSA.
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A securityError or serviceError shall be supplied as follows:
. securityError inappropriateAuthentication
invalidCredentials
blockedCredentials
. serviceError unavailable
8.2 Directory Unbind

A Directory Unbind operation is used at the end of a period of accessing the Directory.

directoryUnbind OPERATION ::= emptyUnbind
The directerydnbind-hasne-aretments:

9 Directory Read operations

There are fwo 'read-like' operations: read and compare, defined in 9.1 and 9.2, respectively. Tlie abandon operation,
defined in 9.3, is grouped with these operations for convenience.

9.1 Read

9.1.1 Read syntax

A Read operation is used to extract information from an explicitly identified entry. It may also be used [to verify a
distinguishgd name. The arguments of the operation may be signed, encrypted, or signed and encrypted (pee 17.3 of
ITU-T Req. X.501 | ISO/IEC 9594-2) by the requestor. If so requested; the Directory may sign, encrypt, ¢r sign and
encrypt the|result.

read OPERATION ::= {
ARGUMENT ReadArgument

RESULT ReadResult

ERRPDRS { attributeError | nameError, | serviceError | referral | abandoned |
securityError }

CODE id-opcode-read }

ReadArgument ::= OPTIONALLY-PROTECTED {

SET(
object [0] Name,
selection [11 EntryinformationSelection DEFAULT { },
modifyRightsRequest [2] BOOLEAN DEFAULT FALSE,
COMPONENTS OF CommonArguments } }

ReadResult ::= OPTIONALLY-PROTECTED {
SET|

entry [0] Entryinformation,
—modifyRights—H—MedifyRights-OPTHONAL
COMPONENTS OF CommonResults } }

ModifyRights ::= SET OF SEQUENCE {

item CHOICE {
entry [0] NULL,
attribute [1] AttributeType,
value [2] AttributeValueAssertion },
permission [3] BIT STRING { add (0), remove (1), rename (2), move (3) } }

9.1.2 Read arguments

The object argument identifies the object entry from which information is requested. Should the Name involve one or
more aliases, they are dereferenced (unless this is prohibited by the relevant service controls). The Name may be an
alternative name and may include context information, as described in 9.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2.
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The selection argument indicates what information from the entry is requested (see 7.6). However, it should not be
assumed that the attributes returned are the same as or limited to those requested.

The CommonArguments (see 7.3) include a specification of the service controls and security parameters applying to the
request. For the purposes of this operation the sizeLimit component is not relevant and is ignored if provided. If the
argument of this operation is to be signed, encrypted, or signed and encrypted by the requestor, the SecurityParameters
(see 7.10) component shall be included in the arguments.

The modifyRightsRequest argument is used to request return of the requestor's modification rights to the entry and its
attributes.

9.1.3 Read results

Should the request succeed, the result shall be returned.

The entry result parameter holds the requested information (see 7.7). This may include family information,"if fequired by
the presenge of a familyReturn element in EntrylnformationSelection.

The modifyRights parameter is present if it was requested via the modifyRightsRequest argument, and the user has
modificatign privileges to some or all of the requested entry information, and the return of this information is permitted
by the locgl security policy. If returned, the modification rights of the requestor are returned-for the entry pnd for the
attributes specified in the selection argument. The parameter contains the following:

+ An clement of the SET is returned for the entry; for each user attributetequested which the yser has the
right to add or remove; and for each returned attribute value for which the user's rights to add qr remove it
differ from those of the corresponding attribute.

+ The returned permission indicates what operations or actions on the entry by the user would [succeed. In
the case of an entry, remove indicates that a RemoveEntry operation would succeed; rename indicates
that a ModifyDN operation with the newSuperior{parameter absent would succeed; and move that a
ModifyDN operation with the newSuperior parameter present and an unchanged RDN would spcceed.

In the case of attributes and values, add indieates that a ModifyEntry operation that adds the [attribute or
value would succeed; and remove indicatés that a ModifyEntry operation that removes the fattribute or
value would succeed.

NOTE — An operation to move an enfry: to a new superior may also depend on permissions associated ith the new
superior (as for example with basie-access-control). These are ignored when determining permission

The CommonResults (see 7.4) include th€,security parameters applying to the response. If this result is to be signed,
encrypted, pr signed and encrypted by the*Directory, the SecurityParameters (see 7.10) component shall be [included in
the results.

9.14 Read errors

Should the [request fail, .@ne‘of the listed errors shall be reported. If none of the attributes explicitly listed in seflection can
be returned, then ansattributeError with problem noSuchAttributeOrValue shall be reported. The circumstgnces under
which other errors.shall be reported are defined in clause 12.

9.1.5 Read-operation decision points for basic access control

If rule-based-access-control is also to be applied, the order in which it is applied with respect to basic-access-control is a
local matter, except that if access is denied to the entry, an attribute type or an attribute value by either mechanism, it
shall not be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a
permission that shall not override a deny of rule-based-access-control.

If basic-access-control is in effect for the entry being read, the following sequence of access controls applies:

1) Read permission is required to the entry being read. If permission is not granted, the operation fails in
accordance with 7.11.1.3.

2) If the infoTypes element of selection specifies that attribute types only are to be returned, then for each
attribute type that is to be returned, Read permission is required. If permission is not granted, the attribute
type is omitted from the ReadResult. If as a consequence of applying these controls no attribute
information is returned, the entire operation fails in accordance with 9.1.5.1.
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If the infoTypes eclement of selection specifies that attribute types and values are to be returned, then for
each attribute type and for each value that is to be returned, Read permission is required. If permission to
an attribute type is not granted, the attribute is omitted from ReadResult. If permission to an attribute
value is not granted, the value is omitted from its corresponding attribute. In the event that permission is
not granted to any of the values within the attribute, an Attribute element containing an empty SET OF
AttributeValue is returned. If as a consequence of applying these controls, no attribute information is
returned, the entire operation fails in accordance with 9.1.5.1.

9.1.5.1 Error returns

If the operation fails as defined in 9.1.5 items 2) or 3), the valid error returns are one of:

a)

If an open-ended option was specified (i.e. allUserAttributes or allOperationalAttributes), a
securityError with problem insufficientAccessRights or nolnformation shall be returned.

9.1.5.2 Non-disclosure of incomplete results

Otherwise, if a select option was specified (in attributes and/or in extraAttributes), “then if the
DiscloseOnError permission is granted to any of the selected attributes, a securityError with problem
insufficientAccessRights or nolnformation shall be returned. Otherwise, an~attfibuteError with
problem noSuchAttributeOrValue shall be returned.

If an incomiplete result is being returned in Entrylnformation, i.e. some of the attributes or attribute value§ have been
omitted be¢ause of the applicable access controls, the incompleteEntry element shall be set to TRUE if DisclgseOnError
permission|is granted to at least one attribute type withheld from the result, or at’least one attribute value withheld from

the result (for which attribute type Read permission was granted).

9.1.6 Read operation decision points for rule-based access control

If basic-access-control is also applied, the order in which it is‘applied with respect to rule-based-access-contr¢l is a local
matter, except that if access is denied to the entry, an attributéytype or an attribute value by either mechanism/ it shall not
be overridfden by the other mechanism. In this respéct, DiscloseOnError permission of basic-access-cpntrol is a

permission|that shall not override a deny of rule-based-access-control.

If rule-based-access-control, rule-and-basic-access=control, or rule-and-simple-access-control is in effect for the pntry being

read, the following access controls apply:

)

If entry level access is(denied under rule-based-access-control, then the operation fails with jnameError
with problem noSuchObject in accordance with 7.11.2.4.

If access to the enfry is not permitted under the basic-access-control scheme as described in 941.5 item 1)
then the operation fails in accordance with 7.11.1.3.

If the infoTypes element of selection specifies that attribute types only are to be returned, thHen if under
rule-baséd-access-control, access is not granted for all attribute values of that type, the attrijute type is
omitted from the ReadResult. If as a consequence of applying these controls no attribute infprmation is
refurned, the entire operation fails returning an attributeError with problem noSuchAttributeIOrVaIue in

4)

5)

6)

7)

accordanee-with-9-1-5-1b)

If the infoTypes clement of selection specifies that attribute types only are to be returned, basic-access-
control is applied as described in 9.1.5 item 2).

Under rule-based access controls, if the infoTypes element of selection specifies that attribute types and
values are to be returned, then for each attribute value that is to be returned, access shall be granted. If
access to an attribute value is not granted, the attribute value is omitted from its corresponding attribute. In
the event that access is not granted to any of the attribute values within an attribute, the whole attribute is
omitted from ReadResult. If as a consequence of applying these controls, no attribute information is
returned, the entire operation fails returning an attributeError with problem noSuchAttributeOrValue.

basic-access-control is applied as described in 9.1.5 item 3).

The name of the entry returned in the operation result is determined as defined in 7.11.2.2.
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9.2 Compare

9.2.1 Compare syntax

A Compare operation is used to compare a value (which is supplied as an argument of the request) with the value(s) of a
particular attribute type in a particular object entry. The arguments of the operation may be signed, encrypted, or signed
and encrypted (see 17.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2) by the requestor. If so requested, the Directory may
sign, encrypt, or sign and encrypt the result.

Any value of familyGrouping except multiStrand may be used, and the attributes in all the grouped family members are
to be used in the comparison against the purported attribute value assertion. If familyGrouping specifies multiStrand,
compoundEntry is assumed.

compare OPERATION ::= {
ARGUMENT CompareArgument

RESULT CompareResult

ERRPRS { attributeError | nameError | serviceError | referral | abandoned |
securityError }

CODE id-opcode-compare }

CompareArgument ::= OPTIONALLY-PROTECTED {

SET{
object [0] Name,
purported [1] AttributeValueAssertion,
COMPONENTS OF CommonArguments } }
CompareResult ::= OPTIONALLY-PROTECTED {
SET{
name Name OPTIONAL,
matched [0] BOOLEAN,
fromEntry [11 BOOLEAN DEFAULT-TRUE,
matchedSubtype [2] AttributeType OPTIONAL,
COMPONENTS OF CommonResults'} }
9.2.2 (ompare arguments

The object|argument is the name of the partictlar object entry concerned. Should the Name involve one or more aliases,
they are defeferenced (unless prohibited by-the relevant service control). The Name may be an alternative nathe and may
include corjtext information, as described in 9.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2.

The purpofted argument identifiesithe attribute type and value to be compared with that in the entry. The comparison is
TRUE if the entry holds the purported attribute type or one of its subtypes, or there is a collective attribute ¢f the entry
which is the purported attribute type or one of its subtypes (see 7.6), and if there is a value of that attribute which
matches th¢ purported value.using the attribute's equality matching rule.

If context gssertionsarevincluded in the attribute value assertion, then the matching shall be attempted only against those
values whigh satisfynall the given context assertions, as described in 8.8.2 of ITU-T Rec. X.501 | ISO/IEC 9394-2. If no
context asgertions) are included in the attribute value assertion, then default context assertions shall be|applied as
described in€:82.2 of ITU-T Rec. X.501 | ISO/IEC 9594-2.

The CommonArguments (see 7.3) include a specification of the service controls and security parameters applying to the
request. For the purposes of this operation the sizeLimit component is not relevant and is ignored if provided. If the
argument of this operation is to be signed, encrypted, or signed and encrypted by the requestor, the SecurityParameters
(see 7.10) component shall be included in the arguments.

9.2.3 Compare results
Should the request succeed (i.e. the comparison is actually carried out), the result shall be returned.

The name is the distinguished name of the entry or an alias name of the entry, as described in 7.7. It is present only if an
alias has been dereferenced, RDNs have been resolved to primary RDNs, or context selection has been applied and the
name to be returned differs from the object name supplied in the operation argument.

The matched result parameter, holds the result of the comparison. The parameter takes the value TRUE if the values
were compared and matched, and FALSE if they did not.
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If fromEntry is TRUE the information was compared against the entry; if FALSE the information was compared against
a copy.

The matchedSubtype parameter is present only if the result of the match was TRUE and if the match succeeded because
a subtype of the purported attribute was matched. It contains the matched subtype. If more than one such subtype is
available, the one highest in the hierarchy is returned.

The CommonResults (see 7.4) include the security parameters applying to the response. If this result is to be signed,

encrypted, or signed and encrypted by the Directory, the SecurityParameters (see 7.10) component shall be included in
the results.

9.2.4 Compare errors

Should the request fail, one of the listed errors shall be reported. The circumstances under which the particular errors
shall be refforted are defined in clause 12.

9.2.5 (ompare operation decision points for basic access control

If rule-basdd-access-control is also applied, the order in which it is applied with respect to basiczaccess-contr¢l is a local
matter, except that if access is denied to the entry, an attribute type or an attribute value by eitliet mechanism/ it shall not
be overridden by the other mechanism. In this respect, DiscloseOnError permission)of basic-access-cpntrol is a
permission|that shall not override a deny of rule-based-access-control.

If basic-accpss-control is in effect for the entry being compared, the following sequerice of access controls appljes:

) Read permission is required to the entry to be compared. If péemission is not granted, the operafion fails in
accordance with 7.11.1.3.

?) Compare permission is required to the attribute being compared. If permission is not granted, the
operation fails in accordance to 9.2.5.1.

3) If there exists a value within the attribute being compared that matches the purported argument and for
which Compare permission is granted, the operation returns the value TRUE in the mat¢hed result
parameter of the CompareResult. Otherwise, the operation returns the value FALSE.

9.2.5.1 Hrror returns

If the opergtion fails as defined in 9.2.5 itém2), the valid error returns are one of: if the DiscloseOnError pgrmission is
granted to [the attribute being compared;*a securityError with problem insufficientAccessRights or nolpformation
shall be retpirned; otherwise, an attributeError with problem noSuchAttributeOrValue shall be returned.

9.2.6 (fompare operatign decision points for rule-based access control

If basic-access-control i§)also applied, the order in which it is applied with respect to rule-based-access-contr¢l is a local
matter, except that if access is denied to the entry, an attribute type or an attribute value by either mechanism, it shall not
be overridden by<the other mechanism. In this respect, DiscloseOnError permission of basic-access-cpntrol is a
permission|that shall not override a deny of rule-based-access-control.

If rule-based-access-control, rule-and-basic-access-control, or rule-and-simple-access-control is in effect for the entry being
compared, the following access controls apply:

1) if entry level access is denied under rule-based-access-control, then the operation fails with nameError
with problem noSuchObject in accordance with 7.11.2.4;

2) if access to the entry is not permitted under the basic-access-control scheme as described in 9.2.5 item 1),
then the operation fails in accordance with 7.11.1.3;

3) if access is not granted to the attribute value being compared, the Directory shall act as though the
attribute value was not present;

4) basic-access-control is applied as described in 9.2.5 items 2) and 3);

5) the name returned in the operation result is determined as defined in 7.11.2.2.
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9.3 Abandon

Operations that interrogate the Directory may be abandoned using the abandon operation if the user is no longer
interested in the result. The arguments of the operation may be signed, encrypted, or signed and encrypted (see 17.3 of
ITU-T Rec. X.501 | ISO/IEC 9594-2) by the requestor. If so requested, the Directory may sign, encrypt, or sign and
encrypt the result.

abandon OPERATION := {
ARGUMENT AbandonArgument

RESULT AbandonResult

ERRORS { abandonFailed }

CODE id-opcode-abandon }
AbandonArgument ::= OPTIONALLY-PROTECTED-SEQ {

SEQUENCE {

invokelD [0] Invokeld }}

AbandonResult ::= CHOICE {

null NULL,

information OPTIONALLY-PROTECTED-SEQ {

SEQUENCE {

invokelD Invokeld,
COMPONENTS OF CommonResultsSeq } ¥}

There is a|single argument, the invokelD which identifies the operation that {is)to be abandoned. The vplue of the
invokelD i§ the same invokelD that was used to invoke the operation that is to\be.abandoned.

Should the [request succeed, a result shall be returned. If this result is to be signed, encrypted, or signed and efcrypted by
the Directory, the SecurityParameters (see 7.10) component of CommonResultsSeq (see 7.4) shall be included in the
results. If the result of the operation is not to be signed by the Directory, no information shall be conveyg¢d with the
result. The joriginal operation shall fail with an abandoned error;

Should thefrequest fail, the abandonFailed error shall be reported. As a local matter, a DSA may choose notfto abandon
the operatign and shall then return the abandonFailed error. “This error is described in 12.3.

Abandon i only applicable to interrogation operations, i.e. Read, Compare, List, and Search operations.

A DSA maly abandon an operation locally. If thesDSA has chained or multicasted the operation to other DSAs, it may in
turn request them to abandon the operation.

10 Directory Search operations

There are tivo 'search-like' operations: List and Search, defined in 10.1 and 10.2 respectively.

10.1 Llist

10.1.1  Ifist syntax

A List operation_is used to obtain a list of the immediate subordinates of an explicitly identified entry. Under some
circumstanges, the list returned may be incomplete. The arguments of the operation may be signed, encryptedl, or signed
and encrypted (see 17.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2) by the requestor. If so requested, the Directory may
sign, encrypt, or sign and encrypt the result.

list OPERATION ::= {
ARGUMENT ListArgument

RESULT ListResult
ERRORS { nameError | serviceError | referral | abandoned | securityError }
CODE id-opcode-list }
ListArgument ::= OPTIONALLY-PROTECTED ({
SET {
object [0] Name,
pagedResults [11 PagedResultsRequest OPTIONAL,
listFamily [2] BOOLEAN DEFAULT FALSE,
COMPONENTS OF CommonArguments } }
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ListResult ::= OPTIONALLY-PROTECTED {

CHOICE {
listinfo SET{

name Name OPTIONAL,

subordinates [11 SET OF SEQUENCE {
rdn RelativeDistinguishedName,
aliasEntry [0] BOOLEAN DEFAULT FALSE,
fromEntry [11 BOOLEAN DEFAULT TRUE },

partialOutcomeQualifier [2] PartialOutcomeQualifier OPTIONAL,

COMPONENTS OF CommonResults },

uncorrelatedListinfo [0] SET OF ListResult } }

PartialOutcomeQualifier ::= SET {

limitProblem [0] LimitProblem OPTIONAL,
unexXplored [11 SET SIZE (1..MAX) OF ContinuationReference OPTIONAL,
unayailableCriticalExtensions[2] BOOLEAN DEFAULT FALSE,
unknownErrors [31 SET SIZE (1..MAX) OF ABSTRACT-SYNTAX.&Type-OPTIONAL,
quernyReference [4] OCTET STRING OPTIONAL,
overppeckFilter [5] Filter OPTIONAL,
notification [6] SEQUENCE SIZE (1 .. MAX) OF Attributée~-OPTIONAL,
entryCount CHOICE {

bestEstimate [7]1 INTEGER,

lowEstimate [8] INTEGER } OPTIONAL }

LimitProblem ::= INTEGER {
timelimitExceeded (0), sizeLimitExceeded (1), administrativeLimitExceeded (2) }

10.1.2  Ljist arguments

The object argument identifies the object entry (or possibly the root) whose immediate subordinates are tp be listed.
Should the|[Name involve one or more aliases, they are dereterenced (unless prohibited by the relevant servige control).
The Name |may be an alternative name and may include context information, as described in 9.3 of ITU-T Rec. X.501 |
ISO/IEC 9594-2.

The pagedResults argument is used to request, that results of the operation be returned page-by-page, ap described
in 7.9.

If listFamily is TRUE and the object-isian ancestor, the listed subordinates are taken from immediately pubordinate
family members; no other subordinates ‘are included. Otherwise, the listed subordinates are taken only from ilnmediately
subordinatg¢ entries that are not family members.

The CommonArguments (s¢e 7:3) include a specification of the service controls applying to the request. If tHe argument
of this opetation is to be signed, encrypted, or signed and encrypted by the requestor, the SecurityParameters (see 7.10)
component|shall be ineluded in the arguments.

10.1.3  Llist results

The reques} sticCeeds, subject to access controls, if the object is located, regardless of whether there is any fubordinate
information to return.

The name is the distinguished name of the entry or an alias name of the entry, as described in 7.7. It is present only if an
alias has been dereferenced, RDNs have been resolved to primary RDNs, or context selection has been applied and the
name to be returned differs from the object name supplied in the operation argument.

The subordinates parameter conveys the information on the immediate subordinates, if any, of the named entry. Should
any of the subordinate entries be aliases, they shall not be dereferenced.

The rdn parameter is the relative distinguished name of the subordinate. This may be affected by contexts as described
for Name in 7.7.

The fromEntry parameter indicates whether the information was obtained from the entry (TRUE) or a copy of the entry
(FALSE).

The aliasEntry parameter indicates whether the subordinate entry is an alias entry (TRUE) or not (FALSE).
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The partialOutcomeQualifier consists of eight subcomponents as described below. This parameter shall be present
whenever the result is incomplete because of a time limit, size limit, or administrative limit problem, because regions of
the DIT were not explored, because some critical extensions were unavailable, because an unknown error was received,
because paged results are being returned, an overspecified filter is to be indicated, or one or more notification attributes
are to be returned:

a) The LimitProblem parameter indicates whether the time limit, the size limit, or an administrative limit has
been exceeded. The results being returned are those which were available when the limit was reached.

b) The unexplored parameter shall be present if regions of the DIT were not explored. Its information
allows the DUA to continue the processing of the List operation by contacting other access points if it so
chooses. The parameter consists of a set (possibly empty) of ContinuationReferences, each consisting of
the name of a base object from which the operation may be progressed, an appropriate value of
OperationProgress, and a set of access points from which the request may be further progressed. The
ContinuationReferences that are returned shall be within the scope of referral requested in the operation
service control. See 12.6.

¢) The unavailableCriticalExtensions parameter indicates, if present, that one or more.-¢riticall extensions
were unavailable in some part of the Directory.

q) The unknownErrors parameter is used to return unknown error types or parametérs received|from other
DSAs in the processing of the operation. Each member of the SET contains dne-such unknowh error. See
12.5.2.4 of ITU-T Rec. X.519 | ISO/IEC 9594-5.

¢) The queryReference parameter shall be present when the DUA hasrequested paged results and the DSA
has not returned all the available results. See 7.9.

{) The overspecFilter component is only used in conjunctien“with the Search operation ywhen, as a
consequence of over-specified filtering, the returned Search\result is empty, although there arp candidate
entries either matching only portions of the filter or matching only approximately the filter. It|is returned
only if the search request included the checkOverspecified item and the Directory can deternfine that the
filter was over-specified. It consists of the filter supplied in the search argument with those ¢lements of
the filter that succeeded in matching some entries omitted. The actual procedure for gererating the
overspecFilter is a local matter.

NOTE 1 — The return of a suitable overspecFilter in a distributed Directory is for further study.

¢) The notification parameter may belused to send qualifications of error outcomes, and may #lso for the
Search operation be used to refurn a proposedRelaxation attribute (see 5.12.15 of ITU-T Rec. X.520 |
ISO/IEC 9594-6) which provides a relaxation policy that could be applied by the user. In thfs case, the
sequence of MRMapping.elements that would have been used to effect the relaxation (or [tightening)
policy specified by the relgvant search-rule may be supplied.

NOTE 2 — The ordering of sequence-of Attribute in notification is not significant.

Ir) The entryCountjparameter is only relevant in search results and if then present, it gives a best|estimate of
the number ‘of entries that fulfil the search criteria. This subcomponent shall be present if, gnd only if,
entryCount search control option is set in the search argument or by a governing-search-rule, if a size
limit_has been exceeded, and if the feature is supported by at least one of the participating DSAs. When
the“entryCount subcomponent is present, the bestEstimate selection shall be made if all [performing
DSAs support the feature and if all the eligible DSAs have participated in the operation. Otherwise, the

lowEstimate choice shall be made. Family members of a compound entry only count as a single entry.

When the DUA has requested a protection request of signed, or if the Directory for other reasons are not able to correlate
information, the uncorrelatedListinfo parameter may comprise a number of sets of result parameters originating from
and signed by different components of the Directory. If no DSA in the chain can correlate all the results, the DUA shall
assemble the actual result from the various pieces.

The CommonResults (see 7.4) include the security parameters applying to the response. If this result is to be signed,

encrypted, or signed and encrypted by the Directory, the SecurityParameters (see 7.10) component shall be included in
the results.

10.1.4  List errors

Should the request fail, one of the listed errors shall be reported. The circumstances under which the particular errors
shall be reported are defined in clause 12.
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10.1.5  List operation decision points for basic access control

If rule-based-access-control is also applied, the order in which it is applied with respect to basic-access-control is a local
matter, except that if access is denied to the entry, an attribute type or an attribute value by either mechanism, it shall not
be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a
permission that shall not override a deny of rule-based-access-control.

If basic-access-control is in effect for the portion of the DIB where the list operation is being performed, the following
sequence of access controls applies:

1) No specific permission is required to the entry identified by the object argument.

2) For each immediate subordinate for which a RelativeDistinguishedName is to be returned in
subordinates, Browse and ReturnDN permissions are required to that entry. Entries for which these
permissions are not granted are ignored. If as a consequence of applying these controls, no subordinate
information (excluding any ContinuationReferences in PartialOutcomeQualifier) is retufned and if
DiscloseOnError permission is not granted to the entry identified by the object argument) the operation
fails and a nameError with problem noSuchObject shall be returned. The matched element [shall either
contain the name of the next superior entry to which DiscloseOnError permission iS)granted, ¢r the name
of the DIT root (i.e. an empty RDNSequence). Otherwise, the operation succeeds but no pubordinate
information (excluding any ContinuationReferences in PartialOutcomeQualifier) is conveyefl with it.

NOTE 1 — In the case of a nameError being returned, the empty RDNSequenge may be used by a DSA which
does not have access to all superior entries.

NOTE 2 — Security policy may prevent the disclosure of subordinate infogmation which would otherwise be
conveyed as ContinuationReferences in PartialOutcomeQualifier. {f-such a policy is in effect and if § DUA
constrains the service by specifying chainingProhibited, the Directory may return a serviceError witl problem
chainingRequired. Otherwise, the procedure described in item 2)yabove is followed.

NOTE 3 — Security policy may prevent the Directory frond indicating that a listed subordinate entry is fin alias
entry. For example, if the DUA is not granted Read acéess Yo the alias entry, its objectClass attribute pnd the
value alias that it contains, the Directory may omit the.aliasEntry component of subordinates from the
ListResult or set it to FALSE.

NOTE 4 - If DiscloseOnError permission is'tiot granted to the entry identified by the object argument, a
partialOutcomeQualifier indicating a limitProblem or unavailableCriticalExtensions should not be r¢turned as it
may compromise the security of this entry:

10.1.6  Ljist operation decision points for xulé-based access control

If basic-access-control is also applied, the order in which it is applied with respect to rule-based-access-contr¢l is a local
matter, except that if access is denied te.the entry, an attribute type or an attribute value by either mechanism, it shall not
be overridfden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-cpntrol is a
permission|that shall not override,a'deny of rule-based-access-control.

If rule-basgd-access-controly rule-and-basic-access-control, or rule-and-simple-access-control is in effect for thg portion of
the DIB where the List:Operation is being performed, the following access controls apply:

) If zule-based entry level permission is denied to the entry identified by the object argyment, then
nameError with problem noSuchObject is returned in accordance with 7.11.2.4.

H—For—cach—mmedrate—subordmate—for—whtch—a—RetativeDistingtishedName—ts—to—be—returned in
subordinates, rule-based RDN permission must be granted to that entry. Entries for which access is not
granted are ignored.

3) basic-access-control is applied as described in 10.1.5.

10.2 Search

10.2.1  Search syntax

A Search operation is used to search one or more portions of the Directory for entries of interest, and to return selected
information from those entries. The arguments of the operation may be signed, encrypted, or signed and encrypted (see
17.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2) by the requestor. If so requested, the Directory may sign, encrypt, or sign
and encrypt the result.
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search OPERATION ::= {

ARGUMENT SearchArgument

RESULT SearchResult
ERRORS { attributeError | nameError | serviceError | referral | abandoned |
securityError }
CODE id-opcode-search }
SearchArgument ::= OPTIONALLY-PROTECTED {
SET {
baseObject [0] Name,
subset [11 INTEGER {
baseObject(0), oneLevel(1), wholeSubtree(2) } DEFAULT baseObject,
filter [2] Filter DEFAULT and: {},
searchAliases [31 BOOLEAN DEFAULT TRUE,
selection [4] EntryinformationSelection DEFAULT { },

pagedResults
matchedValuesOnly
extendedFilter
checkOverspecified
relaxation
extendedArea
hierarchySelections

joinArguments
joinType

COMPONENTS OF

self (0),
children (1),
parent (2),
hiergrchy (3),
top (4),
subtree (5),
siblings (6),

siblingChildren (7),
siblingSubtree (8),
all (9)}

searthAliases
matghedValuesOnly
chedkOverspecified
performExactly
inclydeAllAreas
noSystemRelaxation
dnAttribute
matghOnResidualName
entryCount

searchControlOptions

[5] PagedResultsRequest OPTIONAL,

[6] BOOLEAN DEFAULT FALSE,

[71 Filter OPTIONAL,

[81 BOOLEAN DEFAULT FALSE,

[9] RelaxationPolicy OPTIONAL,

[10] INTEGER OPTIONAL,

[11] HierarchySelections  DEFAULT { self },

[12] SearchControlOptions DEFAULT { searchAliases },

[13] SEQUENCE SIZE (1..MAX) OF JoinArgument OPTIONAL,
[14] ENUMERATED {

innerJoin(0), leftOuterJoin(1), fullOuterJoin(2) } DEFAULT leftOuterJoin,

CommonArguments } }

Hierarchy$Selections ::= BIT STRING {

SearchControlOptions ::= BIT STRING {

(0),
(1),
(2),
3),
(4),
(5),
(6),
(),
(8),

useSubset
separateFamilyMembers
searchFamily

JoinArgument ::= SEQUENCE {

(9),
(10),

(1)}

Name,
DomainLocallD OPTIONAL,
ENUMERATED {

baseObject(0), oneLevel(1), wholeSubtree(2) } DEFAULT baseObject,

joinBaseObject [0]
domainLocallD [1]
joinSubset [2]
joinFilter [3]
joinAttributes [4]
joinSelection [5]
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DomainLocallD is a string which locally uniquely identifies a remote domain holding a disjoint view of the D

NOTE - This string is defined locally and does not need to be registered by any registration authority.

JoinAttPair ::= SEQUENCE {

baseAtt AttributeType,
joinAtt AttributeType,
joinContext SEQUENCE SIZE (1..MAX) OF JoinContextType OPTIONAL }

JoinContextType ::= CONTEXT.&id({SupportedContexts})

SearchResult ::= OPTIONALLY-PROTECTED {

IT.

CHOICE {

searchlinfo SET {
name Name OPTIONAL,
entries [0] SET OF Entryinformation,
partialOutcomeQualifier [2] PartialOutcomeQualifier OPTIONAL,
altMatching [3] BOOLEAN DEFAULT FALSE,
COMPONENTS OF CommonResults },

uncorrelatedSearchinfo [0] SET OF SearchResulit} }

10.2.2 jearch arguments

The base
place. The baseObject may be an alternative name and may include context infornfation, as described in 9.
Rec. X.501]| ISO/IEC 9594-2.

The subset argument indicates whether the primary search is to be applied to:
3) the baseObiject only;
b) the immediate subordinates of the base object only (oneLevel);

¢) the base object and all its subordinates (wholeSubtree).

If the base|object is an ordinary entry, compound entries shall be counted as a single entry with respect to
specificatidn. If the base object is the ancestor of a compound entry, the searchFamily search control option
exact behayiour. If the base object is a child family member, family members shall count as individual entries

The filter argument is used to eliminate entries from the primary search space which are not of interest. Inforr
only be refurned on entries which satisfy the<filter (see 7.8). In the presence of a basic user-supplied or
supplied re]axation policy, the filter shall be'evaluated for the first time with the required substitutions of matd

In the prespnce of a user-supplied or a_search-rule-supplied relaxation policy, or both, the return of fewer
minimum ghall cause a re-evaluation-of the filter, using the appropriate relaxations (see 7.8 and also bel
relaxation ¢lement of SearchArgument), progressively until there are enough entries or no more relaxations
Similarly, the return of morg-results than the maximum shall cause a re-evaluation of the filter, using the
tightenings| progressively until there are few enough entries or no more tightenings are defined.

NOTE 1 — If no search-rule relaxations are provided, the user may need to simplify the filter and try again, or alt
define ajuser definéd relaxation.

The family[Grouping component of CommonArguments is used to logically merge together entries in a fan

bject argument identifies the object entry (or possibly the root) relative to which the primary seardh is to take

B3 of ITU-T

the subset
controls the

hation shall
earch-rule-
hing rules.

results than
bw, for the
hire defined.
appropriate

ernatively to

lily prior to

applying thie-filter, as described in 7.3.2 and 7.8.3.

Aliases shall be dereferenced while locating the base object, subject to the setting of the dontDereferenceAliases
service control. Aliases among the subordinates of the base object shall be dereferenced during the search, subject to the
setting of the searchAliases parameter. If the searchAliases parameter is TRUE, aliases shall be dereferenced, if the

parameter is FALSE, aliases shall not be dereferenced. If the searchAliases parameter is TRUE, the s
continue in the subtree of the aliased entry.

earch shall

The selection argument indicates what information from the entries is requested (see 7.6). However, it should not be

assumed that the attributes returned are the same as or limited to those requested.

NOTE 2 — A DSA that is coordinating distributed operations for related entries (i.e. has finished name resolution for a Search
argument containing joinArguments and needs to acquire a collection of potentially related entries from non-internal sources)
needs to override the DAP-supplied infoTypes value with attributeTypesAndValues for the purposes of distributed operations,
and needs also to include join attributes (i.e. attributes in the set specified by JoinAttPair.joinAtt within
JoinArgument.joinAttributes) in the selection of attributes to be returned using distributed operations. However, entries and
derived entries that are returned to the user by the coordinating DSA shall omit attribute values in the DAP-returned information if
the infoTypes value was attributeTypesOnly, and shall thus return Entrylnformation in accordance with the original user request.
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The pagedResults argument is used to request that results of the operation be returned page-by-page, as described
in7.9.

The matchedValuesOnly argument indicates that certain attribute values are to be omitted from the returned entry
information. Specifically, where an attribute to be returned is multi-valued, and some but not all of the values of that
attribute contributed to the search filter, in its last effective form (i.e. taking relaxed matching rules into account)
returning TRUE via filter items other than present, then the values that did not so contribute are omitted from the
returned entry information.

If the matchedValuesOnly argument is specified in the search argument, the following logic processing applies to the
attributes to be returned:

a) Ifthe filter consists of one filter item, the following rules apply:

— if the type of the filter item is present, then the matchedValuesOnly argument has no effect on the
attribute 1n this filter item.

— If the type of the filter item is equality, substrings, greaterOrEqual;, ~lessOrEqual,
approximateMatch, contextPresent or extensibleMatch and the assertion is not TRUE for the
attribute, then the matchedValuesOnly argument has no effect on this attribute. If the pssertion is
TRUE, then the values of this attribute that did not match the filter item ar¢ emitted from the returned
entry information.

—  Ifthe filter item is negated, then the matchedValuesOnly argument‘has no effect on this gttribute.
b) If the filter is complex (consists of more than one filter item), then fhe‘following rules apply:

—  If the filter contains a negated (i.e. not) filter, then the matchedValuesOnly argument has no effect
on any attribute within the negated filter.

NOTE 3 — This applies to nested negated filters as yell:

—  The matchedValuesOnly argument has no effect on the attributes of any elements of oy filters that
evaluate to FALSE or UNDEFINED.

—  An attribute that occurs multiple timeés in the filter only needs one of its occurrences to|evaluate to
TRUE as described in a), second buillet above, for the matchedValuesOnly argument to He effective,
i.e. one instance of effectiveness\overrides one or more instances of ignore.

—  Each filter in an or filter should be evaluated for matchedValuesOnly, even if the truth pf the filter
can be determined beforetfull evaluation is complete.

The extendledFilter argument is used ‘il mixed version environments to specify an alternative filter to that described
above. When this argument is present, the filter argument (if any) shall be ignored by post-1988 edition systems. The
extendedFjlter is always ignoréd\by 1988-edition systems. Search relaxation is applied just as for filter.

NOTE 4 - By including both-filters, a DUA can specify one filter to be used by 1988-edition systems and a differeqt filter to be
used by|post-1988 edition systems in the distributed processing of the Search request. 1988-edition systems do|not support
attribute|polymorphism or matching rule assertions.

The checkOverspecified argument is used to request the Directory to return an overspecFiltgr item in
partialOut¢omeQualifier if the result of the search operation is empty and the Directory is able to determing that this is

due to the filter-beinrsoverspeeified:

The relaxation component may be used to specify a user-supplied RelaxationPolicy using the construct defined in 16.10
of ITU-T Rec. X.501 | ISO/IEC 9594-2.

Substitutions specified by a search request shall not be performed within a service specific administrative area if the
substitution causes the search to be invalid with respect the governing-search-rule. The governing-search-rule can be
violated when the substituting matching rule:

a) effectively removes one or more filter items from the search filter; or

b) violates the matchingUse specification for the attribute type (see 16.10.2 of ITU-T Rec. X.501 | ISO/IEC
9594-2).

NOTE 5 — The nullMatch matching rule has the effect of removing one or more filter items from the filter. When
using this matching rule, the governing-search-rule might be violated.
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If the Search operation is performed outside a service specific administrative area or if the governing-search-rule does
not provide a RelaxationPolicy component, the user-supplied RelaxationPolicy is applied as described in 16.10.7 of
ITU-T Rec. X.501 | ISO/IEC 9594-2. When a search-rule-provided RelaxationPolicy is also present, the combination is
applied according to the following procedure:

1)

2)

The search-rule specified basic substitution policy, if any, is applied already during the search-validation
process. The possible basic substitutions specified by the governing-search-rule are thereby applied a

priori.

The basic substitutions and the mapping-based mapping specified in the search request, if present, shall
then be applied. However, basic substitutions that cause the governing-search-rule to be violated shall not
be applied, but shall be ignored. The oldMatchingRule value (if supplied) in this case applies to the basic
matching rule, i.e. the one that would have been applicable in the absence of a search-rule-applied basic
substitution policy.

" . fed together
with any specified mapping-based matching following the rules defined in 16.10.7 of ITU-T"Rec. X.501 |
ISO/IEC 9594-2. If substituting matching rule is encountered at any point that caused mon-c¢nformance
with the governing-search-rule, this particular substitution is abandoned completely, togethg¢r with any
further substitutions that may have been specified by the search request for that attribute typg. If during
the process, the minimum or maximum specification specified in the search\tequest is sgtisfied, the
process stops.

The governing search-rule-supplied relaxation or tightening substitutiens.are applied, with thg exception
there shall be no substitution for attribute types for which relaxation ertightening substitutiops has been
performed. That is, further relaxation or tightening substitutions apply only to matching rules for attribute
types that so far have not been exposed to relaxation or tightenirig/substitution. In this part of the process,
the maximum or minimum specifications in the search request still apply, rather than those n specified
in the governing-search-rule.

If a substitiition specified in the search request proposes an unsupported matching rule, the existing matchinp rule stays

in place. Ifthis strategy fails to produce a supported matching ruley'the filter-item is evaluated as UNDEFINED.

The user dan propose that the system provides a relaxation or tightening by specifying the dummy majtching rule

systemPrtlposedMatch.

The exten

edArea component indicates the level \of relaxation (if greater than zero) or the level of tighterjing (if less

than zero)| If this component is present, it,affects relaxation or tightening, as it is described in 16.10{7 of ITU-

T Rec. X.501 | ISO/IEC 9594-2.

The hierarchySelection search contrel specifies by means of a bit string the hierarchical selection to bel performed
within a hierarchical group with respect to each matched entry. It is ignored for matched entries that are npt part of a
hierarchica] group. If several entries within a hierarchy are matched, hierarchical selection will not result in the same
entry being returned more than-ence. If this search control is not present, no hierarchical selection is performed. When

present, thq following choigesare possible either alone or in combinations:

1)

self indicafes that entry information shall be returned from the matched entries. If this is the qnly choice,
it corresponds to performing no hierarchical selection.

children indicates that for each matched entry, the entry information is returned from all immediately
hierarchical children_if anv_of each matched entrv_No information is returned from the matched entry if

this is the only setting.

parent indicates that for each matched entry, the entry information is returned from the immediately
hierarchical parent, if any, of each matched entry. No information is returned from the matched entry if
this is the only setting.

hierarchy indicates that for each matched entry, the entry information is returned from all the hierarchical
parents. No information is returned from the matched entry if this is the only setting.

top indicates that for each matched entry, the entry information from the hierarchical top is returned. No
information is returned from the matched entry if this is the only setting, unless the matched entry is the
top entry.

subtree indicates that for each matched entry, the entry information is returned from all its hierarchical
children, if any. No information is returned from the matched entry if this is the only setting.
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)

siblings indicates that for each matched entry, the entry information from all hierarchical siblings is
returned. No information is returned from the matched entry if this is the only setting.

siblingChildren indicates that for each matched entry, the entry information from the immediately
hierarchical children of all hierarchical siblings is returned. No information is returned from the matched
entry and its siblings if this is the only setting.

siblingSubtree indicates that for each matched entry, the entry information from all the children of all
hierarchical siblings is returned. No information is returned from the matched entry and its siblings if this
is the only setting.

all indicates that for each matched entry, the entry information from all entries of the hierarchical group is
returned.

The searchControlOptions component contains only control options applicable for the Search operation. This
component has indicators with the same semantics as the boolean type components of the search argument. An

implementgtion supporting the service administration extension shall support this component. A sending|supporting
implementgtion (e.g. a DUA) shall in addition to setting the boolean type components also set the corresponfding bits in
this compgnent (unless defaults apply). If a supporting DSA implementation receives a searchnrequest with this

component

default settjng shall be understood to be all bits reset, except as indicated below:

1)

2)

h)

it shall ignore the boolean type components in the request. If this component is absent in a fequest, the

The searchAliases search control option is a replacement for the searchAliases scarclh argument
component. If this bit is set, it corresponds to the searchAliases eomponent being TRUE. If the
searchControlOptions component is absent, the default value isCaccording to the searchAliases
component, i.e. if the searchAliases component is absent or set to, TRUE, this bit defaults to bging set.

The matchedValuesOnly search control option is a replacemént for the matchedValuesQnly search
argument component. If this bit is set, it corresponds to the matchedValuesOnly component bging TRUE.
If the searchControlOptions component is absent, ‘the default value is accordifpg to the
matchedValuesOnly component, i.e. if the matchedValuesOnly component is set to TRUE, this bit
defaults to being set; otherwise it defaults to being réset.

The checkOverspecified search control optiénis a replacement for the checkOverspecified search
argument component. If this bit is set, it correSponds to the checkOverspecified component bging TRUE.
If the searchControlOptions component is absent, the default value is accordipg to the
checkOverspecified component, i.c. ifithe checkOverspecified component is set to TRYE, this bit
defaults to being set; otherwise it defaults to being reset.

The performExactly search control option indicates that an operation shall be performed exactly
according to the relevant matehing rules as specified or implied by the filter after a basic mgtching rule
substitution, if applicablexWhen an extensibleMatch filter item specifies an unsupported mafching rule,
the search request shall-be rejected when this search control option is set. Otherwise, the| filter item
evaluates to UNDEFINED. If the Search operation starts its initial evaluation phase withih a service
specific administrative area and a matching restriction in a search-rule is violated, that search-rjule will fail
the search-validation if, and only if, this search control option is set.

The includeAllAreas search control option is only relevant if the extendedArea component fis included
with a-vdlue of zero or greater. In all other cases, it is ignored. If the value is TRUE, inclusive relaxation is
performed; otherwise exclusive relaxation is performed if possible (see 13.6 of ITU-T Rec. X.501 |
ISO/IEC 9594-2).

SA-supplied
relaxation policies shall not be applied. The DSA still applies a basic policy, unless there is a user-
supplied basic policy that overrides it, but no subsequent relaxations or tightenings shall be applied. That
is, the filter is never evaluated more than once over the set of candidate entries, except because of user-
supplied relaxations.

The dnAttribute search control option is used to indicate that the attributes of the Distinguished Name of
an entry are used in addition to those of the entry when evaluating filter against the entry. If set, it
overrides any possible dnAttribute specification in extensibleMatch filter items. It also applies to all
filter item types.

The matchOnResidualName search control option is only relevant if the partialNameResolution service
control option is set. It is used to indicate that if the Directory is able to resolve only part of the purported
name in a search operation, the AVAs of the unresolved RDNSs shall be treated as AND'ed equality filter
items. These filter items are AND'ed with the search filter both for search evaluation against search-rules
and for entry matching.
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The entryCount search control option indicates that an entry count shall be supplied in the search result
in case either a service control size limit or an administrative size limit has been exceeded. The
entryCount gives an indication of how many entries would have been returned had a size limit not been
encountered. This search control is ignored if the subentries service control option is set.

The useSubset search control option indicates that the imposedSubset search-rule component shall be
ignored (see 16.10.9 of ITU-T Rec. X.501 | ISO/IEC 9594-2).

The separateFamilyMembers search control option indicates that family members are returned as
separate entries rather than being embedded in the family-information derived attribute.

The searchFamily search control option specifies how the search is performed if the base object is the
ancestor of a compound attribute. This option is ignored if the base object is not an ancestor or if the
entryOnly is set in either the CommonArguments or in the ChainingArguments. If this option is set, the
operation is only performed on the compound entry and each family member count as a separate entry
with respect to the subset and sizeLimit specifications. If searchFamily option is not set, the compound

entry is considered a single entry with respect to the subset specification.

NOTE 6 - The latter implies that if, as an example, subset is set to baseObject and familyGrouping i§ entryOnly,
then each individual family member is within the scope of the search.

The joinArguments argument is used to specify additional portions of the Directory to be searched for the|purpose of
identifying|and accessing entries related to those in the primary search and to specify the attribuites to be useql in joining
the related|entries. Although specified as a SEQUENCE, the order in which joinArgument arguments apjpear is not

significant.

NOTE 7 — When joinArguments is specified, the primary search and each additional \search is considered to produce a set of

intermediate results. Each set of intermediate results resulting from a specification of joinArgument will be joined wi
of the pifimary search, and all joins will be performed prior to returning any results in"SearchResult. Intermediate 14

h the results
sults are not

visible t¢ users of the directory.

The joinBaseObject argument identifies the object entry (or possibly the root) relative to which each additionjal search is
to take plage. The joinBaseObject may be an alternative name andmiay include context information, as descfibed in 9.3

of ITU-T Rec. X.501 | ISO/IEC 9594-2.

The domajnLocallD argument optionally specifies a disjoint ‘view in which the search for joinBaseObject is to be

initiated. If absent, the search for joinBaseObject is to b¢nitiated in all DIT views known to the DSA.

The joinSubset argument indicates whether the additional search is to be applied to:

1)
b)
¢

the joinBaseObject only;
the immediate subordinates ofithe join base object only (oneLevel);

the join base object and @llyits subordinates (wholeSubtree).

The joinFilter argument is used<to eliminate entries from the additional search space which are not of interest. Only
information which satisfies the(joinFilter will be considered for joining with related entries. If joinFilter is nqt specified,
the value in the filter component of the SearchArgument will be used. If the filter component of the SearchArgument
is not supplied, the default\value for that component will be used. When present, joinFilter will be treated according to

the rules fofr extendedFilter.

The joinAttributes argument is used to specify the pairs of attributes to be used in joining entries from the primary
search witlh eritries from an additional search. An entry from the primary search (the "primary entry") is|considered

related to

entry from an additional search (the "additional entry") if there exists a joinAttrPair such that the following

conditions are true:

a)

the primary entry has a value for the attribute type specified by baseAtt.

b) the additional entry has a value for the attribute type specified by joinAtt.

¢)

one of the attribute values in the primary entry and one of the attribute values in the additional entry are
equal according to the following rules:

i)  if the attribute types are the same, the equality matching rule for that attribute type is applied.

ii)  if the attribute types are not the same, but have the same syntax, the equality matching rule for the
attribute type specified for the primary entry is applied.

iii) if joinContexts is present, only attribute values of the specified contexts may be used in evaluating
in accordance with rule (i) or (ii) above. If joinContexts is absent, attribute values of all contexts
may be used in evaluating in accordance with rule (i) or (ii) above.
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In evaluating joinAttributes for potential joins, subtypes of the join attributes shall be ignored. Only the explicitly-
identified baseAtt and joinAtt shall be used to evaluate a potential join.

If an equality rule is applied and evaluates to either FALSE or UNDEFINED, the entries are not considered to be related.

If no suitable matching rule can be applied under condition c) above, the entries are not considered to be related.

NOTE 8 — Care should be taken to prevent the unintentional retrieval of meaningless data when specifying joins involving multi-
valued attributes. For example, if an entry uses a multi-valued attribute such as an employee identifier to denote membership in a
committee, specification of that multi-valued attribute in performing the join could result in the return of an uncorrelated set
containing group member names, telephone numbers, electronic mail addresses, and so on. Nevertheless, when outer joins are
specified, all entries that are retrieved will be returned, even if not related.

The joinSelection argument is used to eliminate attributes from the additional search intermediate result which are not of
interest.

The joinType argument 1s used to specily the type of join to be performed on related entrics, as follOws:

3) If innerdJoin is specified, the resulting entry set will include only those entries for which\a’jojn has been
performed based on the attribute pairs specified in joinAttributes. Each resulting entry will indlude all the
corresponding related entries as relatedEntry attribute values.

b) If leftOuterJoin is specified, the resulting entry set will include all entries selected by the primary search;
all entries for which a join has been performed based on the attribute pairs specified in joinAttfibutes will
include all the corresponding related entries as relatedEntry attribute values.

¢) If fullOuterJoin is specified, the resulting entry set will include all.entries from the primary angl additional
searches; all entries for which a join has been performed based on the attribute pairs gpecified in
joinAttributes will include all the corresponding related entries” as relatedEntry attribute values rather
than as explicit entries.

No attemp} at joining shall take place unless the joinAttributes~value contains at least one JoinAttPaif and each
JoinAttPaif is valid in terms of matching rules. If this is not the case, no attempt at joining shall take place, and the
following ghall be the outcome of merging for each JoinAttPair, depending on the join-type:

Join-type Merged output
inner-join empty
left-outer-join primary results only
full-outer-join results from primary

and joined search

Otherwise, |entries shall only be eligible for joining when they can supply all of the relevant join-attribute valufs.

The results|of joining shall include all combinations of matched join attributes.

NOTE 9 - For-example, consider A B and C as entries from the primary search and P, Q, R as entries from an addifional search
using J, 4 corresponding JoinAttPair value, and suppose that the following matches take place as a result of J:

- A with P, A withr Q; A with R

- B with Q

- C with P and C with Q

Then, the joined results will include:

- A with {P,Q,R}

- B with {Q}

- C with {P,Q}

even though Q's results occur three times.
The CommonArguments (see 7.3) include a specification of the service controls and security parameters applying to the

request. If the argument of this operation is to be signed, encrypted, or signed and encrypted by the requestor, the
SecurityParameters (see 7.10) component shall be included in the arguments.
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10.2.3  Search results

The request succeeds, subject to access controls, if the baseObject is located, regardless of whether there are any
subordinates to return, and if there are no service restrictions as specified within a service specific administrative area
that prevent the Search operation from proceeding.

NOTE 1 — As a corollary to this, the outcome of an unfiltered search applied to a single entry may not be identical to a read which
seeks to interrogate the same set of attributes of the entry. This is because the latter shall return an AttributeError if none of the
selected attributes exist in the entry.

The name is the distinguished name of the entry or an alias name of the entry, as described in 7.7. It is present only if an
alias has been dereferenced, RDNs have been resolved to primary RDNSs, or context selection has been applied and the
name to be returned differs from the baseObject name supplied in the operation argument.

The entries parameter conveys the requested information from each entry (zero or more) which satisfied the filter
(see 7.5). The names supplied as part of entries may be affected by contexts as described for Name in 7.7. The entry
informatio may include family information, as required by the familyReturn element of EntrylnformationSelection.
The interagtion between familyGrouping and familyReturn is defined in a four-phase evaluation (of g filter and
subsequent|{evaluation of what to return, as described in 7.8.3.

The partialOutcomeQualifier is as described in 10.1.3.

NOTE 2 — Where returned entry information is incomplete for a particular entry, it is indicatedvia the incompleteEntry
parametg¢r in the returned entry information.

The altMatthing parameter indicates that a matching rule has not been applied exactly.asspecified in the seanch request.

The appliedRelaxation attribute in the notifications element of CommonResults/shall be used to list the gttributes of
the filter which have been subject to relaxation or tightening, other than those'made by the basic element of & relaxation
policy (see|5.12.16 of ITU-T Rec. X.520 | ISO/IEC 9594-6).

The uncorfelatedSearchinfo parameter is as described for uncorrelatedListInfo in 10.1.3.

The CommonResults (see 7.4) include the security parameters applying to the response. If this result is tg be signed,
encrypted, pr signed and encrypted by the Directory, the SecurityParameters (see 7.10) component shall be [included in
the results.

10.2.4  Service administration

An adminjstrative authority may establish service specific administrative areas as specified in clpuse 7 of
ITU-T Rec} X.501 | ISO/IEC 9594-2. This allows the administrative authority to administer the service by regtricting the
Search opefation with respect to what areds of the DIT can be searched and what type of searches can be fofmed, what
information can be returned, etc., by définition of search-rules.

10.2.5  Search errors

Should the|request fail, one ‘of the listed errors shall be reported. The circumstances under which the partigular errors
shall be refforted are defined"in clause 12.

When searches are\performed within service specific administrative areas, a number of additional, quite detailed
elements of error-information may be returned as detailed in clause 13.

10.2.6  Seareh-operation-decisionpeointsfor-basic-aceess—control

If rule-based-access-control is also applied, the order in which it is applied with respect to basic-access-control is a local
matter, except that if access is denied to the entry, an attribute type or an attribute value by either mechanism, it shall not
be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a
permission that shall not override a deny of rule-based-access-control.

If basic-access-control is in effect for the portion of the DIT to be searched, the following sequence of access controls
applies:

1) No specific permission is required to the entry identified by the baseObject argument.

NOTE 1 — If the baseObiject is within the scope of the SearchArgument (i.e. when the subset argument specifies
baseObject or wholeSubtree) the access controls specified in items 2) through 5) apply.

2) For each entry within the scope of the SearchArgument which is to be a candidate for consideration,
Browse permission is required. Entries for which this permission is not granted are ignored.

ITU-T X.511 (02/2001 E) 45


https://iecnorm.com/api/?name=713e4549c11be8d08aac970c2e64a929

ISO/IEC 9594-3:2001 (E)

3)

4)

The filter argument is applied to each entry left to be considered after taking item 2) into account, in
accordance with the following:

a)

b)

For each Filterltem that specifies an attribute, FilterMatch permission for the attribute type is
required before the Filterltem can be evaluated as either TRUE or FALSE. A Filterltem for which
this permission is not granted evaluates as UNDEFINED.

For each Filterltem that additionally specifies an attribute value, FilterMatch permission is required
for each stored attribute value which is to be considered for the purposes of matching. If there is a
value that both matches the Filterltem and for which permission is granted, the Filterltem evaluates
to TRUE, otherwise it evaluates to FALSE.

If present, the joinCriteria argument is applied to each entry left to be considered after taking item 3) into
account, in accordance with the following:

a)

For each JoinCriterialtem which specifies an attribute, FilterMatch permission for the attribute type

b)

1S required before the JoinCriterialtem can be evaluated as either TRUE or FALSE. A
JoinCriterialtem for which this permission is not granted evaluates as UNDEFINED:

For each JoinCriterialtem that additionally specifies an attribute value, FilterMatch pdrmission is
required for each stored attribute value which is to be considered for the purposes of rhatching. If
there is a value that both matches the JoinCriterialtem and for which permission is granted, the
JoinCriterialtem evaluates to TRUE, otherwise it evaluates to FALSE.

Once the procedures defined in 2) through 4) have been applied, the entryjis either selected of discarded.
If as a consequence of applying these controls to the entire scoped subtree no entries have bden selected
(excluding any ContinuationReferences in partialOutcomeQualifier) and if DisclgseOnError
permission is not granted to the entry identified by the baseObject argument, the operation|fails and a
nameError with problem noSuchObject shall be returned. The matched element shall either|contain the
name of the next superior entry to which DiscloseOnError permission is granted, or the name|of the DIT
root (i.e. an empty RDNSequence). Otherwise, the operation succeeds but no subordinate information is

conveyed with it.

Otherwise, for each selected entry the information returned is as follows:

a)

b)

NOTE 2 — In the case of a nameError being returned, the empty RDNSequence may be used by a DSA which
does not have access to all superior entries.

NOTE 3 — Security policy may prevent the disclosure of knowledge information which would otherwige be
conveyed as ContinuationReferences in partialOutcomeQualifier. If such a policy is in effect and if § DUA
constrains the service by specifying chainingProhibited, the Directory may return a serviceError witl problem
chainingRequired. Otherwise, the ContinuationReference is omitted from partialOutcomeQualifier.

If the infoTypes clenient of selection specifies that attribute types only are to be returngd, then for
each attribute type'that is to be returned, Read permission is required. If permission is fgot granted,
the attribute type is omitted from Entrylnformation. If as a consequence of applying th¢se controls
no attribute-type information is selected, the Entrylnformation element is returned but po attribute
type infofmation is conveyed with it (i.e. the SET OF CHOICE element is omitted or empty).

If thévinfoTypes element of selection specifies that attribute types and values are to Qe returned,
theti.for each attribute type and for each value that is to be returned, Read permission is required. If
permission to an attribute type is not granted, the attribute is omitted from Entrylnfofmation. If
permission to an attribute value is not granted, the value is omitted from its correspondirlg attribute.
In the event that permission is not granted to any of the values within the attribute, an Attribute
TITT i T - of applying
these controls no attribute information is selected, the Entrylnformation element is returned but no
attribute information is conveyed with it (i.e. the SET OF CHOICE element is omitted or empty).

NOTE 4 - If DiscloseOnError permission is not granted to the entry identified by the baseObject
argument, a partialOutcomeQualifier indicating a limitProblem or unavailableCriticalExtensions
should not be returned as it may compromise the security of this entry.

10.2.6.1 Search operation decision points for basic-access-control in the presence of additional searches

If the joinArguments argument is present, and if basic-access-control is in effect for the portion of the DIT to be
searched, the following sequence of access controls applies to each additional search:

1) No specific permission is required to the entry identified by the joinBaseObject argument.

46

NOTE 1 - If the joinBaseObiject is within the scope of the joinArgument (i.e. when the joinSubset argument
specifies baseObject or wholeSubtree) the access controls specified in items 2) through 6) apply.
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For each entry within the scope of the joinArgument which is to be a candidate for consideration, Browse
permission is required. Entries for which this permission is not granted are ignored.

If present, the joinFilter argument is applied to each entry left to be considered after taking item 2) into
account, in accordance with the following:

a) For each Filterltem which specifies an attribute, FilterMatch permission for the attribute type is
required before the Filterltem can be evaluated as either TRUE or FALSE. A Filterltem for which
this permission is not granted evaluates as UNDEFINED.

b) For each Filterltem which additionally specifies an attribute value, FilterMatch permission is

required for each stored attribute value which is to be considered for the purposes of matching. If
there is a value which both matches the Filterltem and for which permission is granted, the

FilterItem evaluates to TRUE, otherwise it evaluates to FALSE.

If the joinFilter argument is not present, the filter argument is applied to each entry left te be|considered

after taking item 2) into account, in accordance with the following:

a) For each Filterltem which specifies an attribute, FilterMatch permission for-the attribute type is
required before the Filterltem can be evaluated as either TRUE or FALSE.VA Filterltem for which

this permission is not granted evaluates as UNDEFINED.

b) For each Filterltem which additionally specifies an attribute{valte, FilterMatch pefmission is
required for each stored attribute value which is to be considered for the purposes of matching. If
there is a value which both matches the Filterltem and for whieh permission is granted, th¢ Filterltem

evaluates to TRUE, otherwise it evaluates to FALSE.

Once the procedures defined in 2) through 4) have been‘applied, the entry is either selected or discarded.
If as a consequence of applying these controls to theyentire scoped subtree no entries have bden selected
(excluding any ContinuationReferences in .partialOutcomeQualifier) and if DisclgseOnError
permission is not granted to the entry identified by the baseObject argument, the operation|fails and a
nameError with problem noSuchObject shalbbe returned. The matched element shall either|contain the
name of the next superior entry to which DiscloseOnError permission is granted, or the name|of the DIT
root (i.e. an empty RDNSequence). Otherwise, the operation succeeds but no subordinate information is

conveyed with it.

Otherwise;.for each selected entry the information returned is as follows:

a)

b)

NOTE 2 — In the case of a naméError being returned, the empty RDNSequence may be used by a DSA which
does not have access to all superior entries.

NOTE 3 — Security policy)may prevent the disclosure of knowledge information which would otherwige be
conveyed as ContinuationReferences in partialOutcomeQualifier. If such a policy is in effect and if § DUA
constrains the service by specifying chainingProhibited the Directory may return a serviceError with[problem
chainingRequired. Otherwise, the ContinuationReference is omitted from partialOutcomeQualifier.

[f-the infoTypes element of selection specifies that attribute types only are to be returngd, then for
each attribute type that is to be returned, Read permission is required. If permission is fot granted,
the attrlbute type 1s omltted from Entrylnformatlon Ifasa consequence of applylng th¢se controls

: ho attribute
type 1nformat10n is conveyed with it (i.e. the SET OF CHOICE element is omltted or empty).

If the infoTypes element of selection specifies that attribute types and values are to be returned,
then for each attribute type and for each value that is to be returned, Read permission is required. If
permission to an attribute type is not granted, the attribute is omitted from Entrylnformation. If
permission to an attribute value is not granted, the value is omitted from its corresponding attribute.
In the event that permission is not granted to any of the values within the attribute, an Attribute
element containing an empty SET OF AttributeValue is returned. If as a consequence of applying
these controls no attribute information is selected, the Entrylnformation element is returned but no
attribute information is conveyed with it (i.e. the SET OF CHOICE element is omitted or empty).

NOTE 4 — If DiscloseOnError permission is not granted to the entry identified by the baseObject argument, a
partialOutcomeQualifier indicating a limitProblem or unavailableCriticalExtensions should not be returned as it
may compromise the security of this entry.
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10.2.6.2 Alias dereferencing during Search

No specific permissions are necessary for alias dereferencing to take place in the course of a search operation (subject to
the searchAliases parameter being set to TRUE). However, for each alias entry encountered, if alias dereferencing
would result in a ContinuationReference being returned in partialOutcomeQualifier, the following access controls
apply: Read permission is required to the alias entry, the aliasedEntryName attribute and to the single value that it
contains. If any of these permissions is not granted, the ContinuationReference shall be omitted from
partialOutcomeQualifier. These access controls shall also be applied to a continuationReference that is received in a
response from another DSA. That is, the DSA shall police all continuationReferences whether they were generated

locally or n:

ot.

NOTE - In addition to the access controls described above, security policy may prevent the disclosure of knowledge information
that would otherwise be conveyed as ContinuationReferences in partialOutcomeQualifier. If such a policy is in effect and if a
DUA constrains the service by specifying chainingProhibited, the Directory may return a serviceError with problem
chainingRequired. Otherwise, the ContinuationReference is omitted from partialOutcomeQualifier.

10.2.6.3 N

If an incomiplete result is being returned in Entrylnformation, i.e. some of the attributes or attribute.values

omitted beq
permission
the result (1

10.2.7  Search operation decision points for rule-based access control

If basic-acd
matter, exc
be overrid|
permission

If rule-basd
the DIB wl

3) basic-access-control on entrigsis applied as defined in 10.2.6 item 2).

on-disclosure of incomplete results

ause of the applicable access controls, the incompleteEntry clement shall be set to TRUE'if Discld
is granted to at least one attribute type withheld from the result, or at least one attfibute value wi
or which attribute type Read permission was granted).

ess-control is also applied, the order in which it is applied with respect’to rule-based-access-contr
ept that if access is denied to the entry, an attribute type or an attribufe value by either mechanism
len by the other mechanism. In this respect, DiscloseOnError permission of basic-access-c
that shall not override a deny of rule-based-access-control.

d-access-control, rule-and-basic-access-control, or rule-and-simple-access-control is in effect for thg
ere the search operation is being performed, the follewing access controls apply:

nameError with problem noSuchObject\is returned as defined in 7.11.2.4.

) Under rule-based-access-control, cach,entry within the scope of the SearchArgument for which
access is denied is ignored.

}) The filter is applied ignoring attribute values to which access is denied under rule-based-access-
) basic-access-contfol on the filter is applied as defined in 10.2.6 items 3) and 4).
) For any selegcted entry:

a) fergach attribute type that may be returned under rule-based-access-control, access must b
at-least one attribute value of that type;

b)~ attribute values to which access is denied under rule-based-access-control shall not be returi

have been

seOnError
hheld from

bl is a local
it shall not
bntrol is a

portion of

) If rule-based entry level permission is denied to the entry identified by the baseObject argyment, then

entry level

tontrol.

b granted to

hed.

7) basic-access-control is applied to the information returned as defined in 10.2.6 item 5).

11 Directory Modify operations

There are four operations to modify the Directory: addEntry, removeEntry, modifyEntry, and modifyDN defined
in 11.1 through 11.4, respectively.

NOTE 1

— Each of these operations identifies the target entry by means of its distinguished name.

NOTE 2 — The success of addEntry, removeEntry, and modifyDN operations may depend on the physical distribution of the DIB
across the Directory. Failure shall be reported with an updateError with problem affectsMultipleDSAs. See ITU-T Rec. X.518 |
ISO/IEC 9594-4.

NOTE 3 — In the event of failure of the underlying communications mechanism, the outcome of the operations is undetermined.
The user should use Directory interrogation operations to check whether the attempted modification operation succeeded or not.
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11.1 Add Entry

11.1.1 Add Entry syntax

An addEntry operation is used to add a leaf entry (either an object entry or an alias entry) to the DIT. The arguments of
the operation may be signed, encrypted, or signed and encrypted (see 17.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2) by
the requestor. If so requested, the Directory may sign, encrypt, or sign and encrypt the result.

addEntry OPERATION ::= {
ARGUMENT AddEntryArgument

RESULT AddEntryResult

ERRORS { attributeError | nameError | serviceError | referral | securityError |
updateError }

CODE id-opcode-addEntry }

AddEntryArgument ::= OPTIONALLY-PROTECTED {

SET({
object [0] Name,
entry [11 SET OF Attribute,
targetSystem [2] AccessPoint OPTIONAL,
COMPONENTS OF CommonArguments} }

AddEntryResult ::= CHOICE {
null NULL,
information OPTIONALLY-PROTECTED-SEQ {
SEQUENCE { COMPONENTS OF CommonResultsSeq } } }

11.1.2  Add Entry arguments

The objectl argument identifies the entry to be added. Its immediate superior, which must already exist for the operation
to succeed,| is determined by removing the last RDN componént(which belongs to the entry to be created). pbject may
be an alterpative name and may include context information¢/as described in 9.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2.
The last RIDN component shall be the primary RDN and’shall include all distinguished values with their context lists for
all attributgs contributing to the RDN. Where any AttributeTypeAndDistinguishedValue in the last RDN cqmponent is
provided without alternative distinguished values, the single value provided shall be used as the single distinguished
value for that attribute.

The entry argument contains the attribute information which, together with that from the RDN, constitutes the entry to
be created.|The Directory shall ensure that\the entry conforms to the Directory schema. Where the entry being created is
an alias, no check is made to ensure thatthe aliasedEntryName attribute points to a valid entry.

The targetBystem argument indicates the DSA to hold the new entry. If this argument is absent, it shall pe taken to
mean the same DSA as holds the superior of the new object. If the argument is present, it shall be the DSA with the
specified AlccessPoint. The parameter shall be absent when subentries are to be added.

If the argument is present, the targetSystem bit in the criticalExtensions parameter in CommonArguments shall be
set, indicat{ng that.this’extension is critical.

NOTE 1|- M the’choice of indicated or implied DSA conflicts with local administrative policy, the operation is not pgrformed and
an error fis'téturned.

The CommonArguments (see 7.3) includes a specification of the service controls and security parameters applying to
the request. The dontDereferenceAlias option is ignored (and treated as set) unless the useAliasOnUpdate critical
extension bit is set in criticalExtensions. Thus aliases are dereferenced by this operation only if dontDereferenceAlias
is not set and useAliasOnUpdate is set. The sizeLimit component is ignored if provided. If the argument of this
operation is to be signed, encrypted, or signed and encrypted by the requestor, the SecurityParameters (see 7.10)
component shall be included in the arguments.

NOTE 2 — Update operations that involve dereferencing of an alias name will always fail if they encounter 1988-edition DSAs.

11.1.3  Add Entry results

Should the request succeed, a result shall be returned. If this result is to be signed, encrypted, or signed and encrypted by
the Directory, the SecurityParameters (see 7.10) component of CommonResultsSeq (see 7.4) shall be included in the
results. If the result of this operation is not to be signed by the Directory, no information shall be conveyed with the
result.
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11.1.4 Add Entry errors

Should the request fail, one of the listed errors shall be reported. The circumstances under which the particular errors
shall be reported are defined in clause 12.

11.1.5 Add operation decision points for basic access control

If rule-based-access-control is also applied the order in which it is applied with respect to basic-access-control is a local
matter, except that if access is denied to the entry, an attribute type or an attribute value by either mechanism, it shall not
be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a
permission that shall not override a deny of rule-based-access-control.

If basic-access-control is in effect for the entry being added, the following sequence of access controls applies:

) No specific permission is required to the immediate superior of the entry identified by [the object
argument.

NOTE 1 — Security policy may prevent Directory users from adding entries across DSA boundaries (eJg. using the
targetSystem argument). In this event, an appropriate nameError, serviceError, securityError or updateError
may be returned provided that it does not compromise the existence of the immediate superior entry. Iff it does (i.e.
DiscloseOnError is not granted to the superior entry), the procedure defined in 7.44,3’shall be followed with
respect to the superior entry.

2) If an entry already exists with a distinguished name equal to the object argument, the operafion fails in
accordance with 11.1.5.1, item a).

3) Add permission is required for the new entry being added. Ifithis permission is not granted, the operation
fails in accordance with 11.1.5.1, item b).

NOTE 2 — The Add permission shall be provided as prescriptiveACI when attempting to add an entry gnd as
prescriptiveACI or subentryACI when attempting to addéa subentry.

4) For each attribute type and for each value that is to be added, Add permission is requifed. If any
permission is absent, the operation fails in ag¢érdance with 11.1.5.1, item c).

11.1.5.1 Hrror returns

If the operdtion fails as defined in 11.1.5, the follewing procedure applies:

4) If the operation fails as deéfined in 11.1.5 item 2), the valid error returns are one of: if DiscloseOnError or
Add permission is granted to the existing entry, an updateError with problem entryAlreadyExists shall
be returned. Otherwise; the procedure described in 7.11.3 is followed with respect to the ¢ntry being
added.

b) If the operation fails as defined in 11.1.5 item 3), the procedure described in 7.11.3 is foljowed with
respect to)the entry being added.

¢) If thesoperation fails as defined in 11.1.5 item 4), the valid error return is securityError with problem
insufficientAccessRights or nolnformation.

11.1.6  Add Entry operation decision points for rule-based-access-control

If basic-access-control is also applied, the order in which it is applied with respect to rule-based-access-control is a local
matter, except that if access is denied to the entry, an attribute type or an attribute value by either mechanism, it shall not
be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a
permission that shall not override a deny of rule-based-access-control.

If rule-based-access-control, rule-and-basic-access-control, or rule-and-simple-access-control is in effect for the portion of
the DIB where the addEntry operation is being performed, the following sequence of access control applies:

1) If rule-based entry level permission to the immediate superior is denied then nameError with problem
noSuchObject is returned as defined in 7.11.2.4.

2) basic-access-control is applied as defined in 11.1.5.
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11.2 Remove Entry

11.2.1 Remove Entry syntax

A Remove Entry operation is used to remove a leaf entry (either an object entry, family member or an alias entry) or a
non-leaf ancestor and its children, from the DIT. The arguments of the operation may be signed, encrypted, or signed and
encrypted (see 17.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2) by the requestor. If so requested, the Directory may sign,
encrypt, or sign and encrypt the result.

removeEntry OPERATION ::= {
ARGUMENT RemoveEntryArgument

RESULT RemoveEntryResult
ERRORS { nameError | serviceError | referral | securityError | updateError }
CODE id-opcode-removeEntry }

RemoveEntryArgument ::= OPTIONALLY-PROTECTED {

SET{
object [0] Name,
COMPONENTS OF CommonArguments } }
RemoveEntryResult ::= CHOICE {
null NULL,
infojmation OPTIONALLY-PROTECTED-SEQ {

SEQUENCE { COMPONENTS OF CommonResultsSeq } } }

11.2.2 Remove Entry arguments

The object argument identifies the entry to be deleted. The object may be an alternative name and may inclide context
information, as described in 9.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2/

The CommonArguments (see 7.3) includes a specification of\the service controls and security parameters ppplying to
the request. The dontDereferenceAlias option is ignored fand treated as set) unless the useAliasOnUpdate critical
extension Hit is set in criticalExtensions. Thus aliases ar¢\dereferenced by this operation only if dontDereferenceAlias
is not set pnd useAliasOnUpdate is set. The sizeLimit component is ignored if provided. If the argunjent of this
operation i to be signed, encrypted, or signed and’encrypted by the requestor, the SecurityParameters| (see 7.10)
component|shall be included in the arguments.

NOTE - Update operations that involve dereferencing of an alias name will always fail if they encounter 1988-edition|DSAs.
FamilyGropuping may be set as follows:
+ entryOnly is the default for this operation. The entry to be removed shall be a leaf entry.

+ compoundEntry may be specified for an ancestor. All the members of the compound enftry will be
removed. The{ operation will fail with an updateError with problem notAncestor if the target object is
not an ancestor. The operation will also fail with an appropriate error if it is not possible to|remove all
members§ e'g. for security reason.

If FamilyGFouping-is absent or set to any other value than above, entryOnly is assumed.

11.2.3  Reniove Entry results

Should the request succeed, a result shall be returned. If this result is to be signed, encrypted, or signed and encrypted by
the Directory, the SecurityParameters (see 7.10) component of CommonResultsSeq (see 7.4) shall be included in the
results. If the result of the operation is not to be signed by the Directory, no information shall be conveyed with the
result.

When family information is selected by familyReturn in EntrylnformationSelection the information returned is defined
in7.6.4.

The information returned in information component corresponds to the state of the DIB after the (successful) Modify
Entry operation.

11.2.4 Remove Entry errors

Should the request fail, one of the listed errors shall be reported. The circumstances under which the particular errors
shall be reported are defined in clause 12.
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11.2.5 Remove Entry operation decision points for basic access control

If rule-based-access-control is also applied, the order in which it is applied with respect to basic-access-control is a local
matter, except that if access is denied to the entry, an attribute type or an attribute value by either mechanism, it shall not
be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a
permission that shall not override a deny of rule-based-access-control.

If basic-access-control is in effect for the entry being removed, the following access controls apply:

—  Remove permission is required for the entry being removed. If this permission is not granted, the operation
fails in accordance with 7.11.1.

NOTE - No specific permissions are required for any of the attributes and attribute values present within the entry
being removed.

11.2.6 Remove Entry operation decision points for rule-based access control

If basic-access-control is also applied, the order in which it is applied with respect to rule-based-access-contr¢l is a local
matter, except that if access is denied to the entry, an attribute type or an attribute value by either mechanism, it shall not
be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-cpntrol is a
permission|that shall not override a deny of rule-based-access-control.

If rule-based-access-control, rule-and-basic-access-control, or rule-and-simple-access-control js i effect for the pntry being
removed, the following sequence of access control applies:

) If rule-based entry level permission is not granted to the target entry;the operation fails with pameError
with problem noSuchObject as defined in 7.11.2.4.

2) Entry level basic-access-control is applied as specified in 11.2.5.
3) Ifrule-based access is not granted to an attribute value thén it shall not be removed.

4) If rule-based RDN permission is not granted, ther nohe of the attribute values of the RON shall be
removed. If all the values of an attribute are removed, then the attribute is removed from the pntry. If all
the attributes are removed, then the entry is rémoved from the DIT. If at least one attribyte value is
removed, and the requestor does not have RIDN permission, the operation succeeds but the enfry remains
in the DIT with one or more attributes.

NOTE 1 — Unless all the values of the label context for distinguished values of the entry have all the sgme values,
this may not support a rule-based access-control policy.

$) Under rule-based-access-control, if RDN permission is granted, but permission to access at leagt one other
attribute value is not granted,"then the RDN is not removed, and the operation fails with segurityError
with problem insufficientAccessRights. It is a local matter whether other attribute values t¢ which the
requestor has access perniission are removed or not.

NOTE 2 - Thisxeveals to the requestor that at least one attribute value exists that is inaccessible.

¢) If all the attributes of the entry are removed, then the entry is removed from the DIT, and the ¢peration is
successfuls

11.3  Nlodify Entry

11.3.1  Modify Entry syntax

The Modify Entry operation is used to perform a series of one or more of the following modifications to a single entry:
a) add a new attribute;
b) remove an attribute;
¢) add attribute values;
d) remove attribute values;
e) replace attribute values;
f) modify an alias;
g) add a constant to all values of an attribute;

h) delete all attribute values for which fallback is FALSE in every context.
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The arguments of the operation may be signed, encrypted, or signed and encrypted (see 17.3 of ITU-T Rec. X.501 |
ISO/IEC 9594-2) by the requestor. If so requested, the Directory may sign, encrypt, or sign and encrypt the result.

modifyEntry OPERATION ::= {

ARGUMENT ModifyEntryArgument
RESULT ModifyEntryResult
ERRORS { attributeError | nameError | serviceError | referral | securityError |
updateError }
CODE id-opcode-modifyEntry }
ModifyEntryArgument ::= OPTIONALLY-PROTECTED {
SET{
object [0] Name,
changes [11 SEQUENCE OF EntryModification,

ModifyEntfyResult ::= CHOICE {
null NULL,
information OPTIONALLY-PROTECTED-SEQ {
SEQUENCE {
entry [0] Entryinformation OPTIONAL,

EntryModi
addA
remd
add\
remd
alter]
rese

11.3.2  Modify Entry arguments

The object|
name and 1

The chang
individual
operation. ]

schema. H
so. The fol

q

[

—setectiom— 21— EntryinformationSelectiom OPHONAL—————————
COMPONENTS OF CommonArguments } }

COMPONENTS OF CommonResultsSeq } } }

fication::=  CHOICE {

\ttribute [0] Attribute,

pveAttribute [1]  AttributeType,

falues [2] Attribute,

pveValues [3] Attribute,

Values [4] AttributeTypeAndValue,
Value [6] AttributeType }

argument identifies the entry to which-the modifications should be applied. The object may be an
hay include context information, assdescribed in 9.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2.

es argument defines a sequence of modifications that are applied in the order specified. If

modifications fails, then af attributeError is generated and the entry left in the state it was
[hat is, the operation is atomic. The end result of the sequence of modifications shall not violate t
wever, it is possible,.and sometimes necessary, for the individual EntryModification changes to
owing types of medification may occur:

argument’-Any attempt to add an already existing attribute results in an attributeError.

attempt to remove a non-existing attribute results in an attributeError.

NOTE 1 — This operation is not allowed if the attribute type is present in the RDN.

d)

alternative

any of the
rior to the
Directory
pear to do

) addAttribute.~ This identifies a new attribute to be added to the entry, which is fully specified by the

) removeAttribute — The argument identifies (by its type) an attribute to be removed from the|entry. Any

addValues — This identifies an attribute by the attribute type in the argument, and specifies one or more
attribute values to be added to the attribute. An attempt to add an already existing value results in an error.
An attempt to add a value to a non-existent type results in an error.

removeValues — This identifies an attribute by the attribute type in the argument, and specifies one or
more attribute values to be removed from the attribute. If the values are not present in the attribute, this
results in an attributeError.

NOTE 2 — This operation is not allowed if one of the values is present in the RDN.

Attributes or attribute values to be added may be specified with or without a context list. Contexts cannot
be added to existing attribute values, removed from existing attribute values, nor modified. To alter a
context list of an existing attribute value, first remove the attribute value, and then insert the same attribute
value with the new context list. When an attribute value is removed, no context list shall be supplied, and
any existing context list associated with the attribute value being removed is removed with the attribute
value.
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e) alterValues — This identifies an attribute type, and specifies a quantity to be added to all values of the
attribute. An attempt to apply this modification to an attribute whose syntax is other than INTEGER or
REAL results in an attributeError.

f) resetValue — This identifies an attribute by its type, and removes all values of the attribute (if any) which
have an associated attribute value context for which fallback is FALSE. resetValue does not remove any
attribute values that have no context.

Values may be replaced by a combination of addValues and removeValues in a single ModifyEntry operation.

The alterValues and resetValue modification types shall only be specified if the version negotiated through the Bind
operation is v2 or higher.

The CommonArguments (see 7.3) includes a specification of the service controls and security parameters applying to
the request. The dontDereferenceAlias option is ignored (and treated as set) unless the useAliasOnUpdate critical
extension Hit is set in criticalExtensions. Thus, aliases are dereferenced by this operation only if dontDereferenceAlias
is not set pnd useAliasOnUpdate is set. The sizeLimit component is ignored if provided. If the argunjent of this
operation i to be signed, encrypted, or signed and encrypted by the requestor, the SecurityParameters| (see 7.10)
component|shall be included in the arguments.

NOTE 3|- Update operations that involve dereferencing of an alias name will always fail if they encaunter 1988-editiqn DSAs.

The selectlon argument specifies an optional entry information selection that controls whether information is|returned in
the operatipn result and specifies the specific attributes and values to be returned. It shall*only be specified if|the version
negotiated through the bind operation is v2 or higher.

The operatjon may be used to modify directory operational attributes. Only, those directory operational attributes which
are not clagsified noUserModification (and to which the user has effective modification access rights) may bel modified.

NOTE 4 — Whether or not user modification is permitted, the Directory shiaychange the values of directory operational attributes
as a side|effect of other Directory operations.

The operatjon may be used to modify collective attributes only”if the service control subentries is TRUF and if the
object is the subentry actually holding the collective attributé(s) to be modified.

NOTE § — Caution should therefore be exercised when\modifying the information returned on reading an entry: [some of the
information may be from collective attributes, and cannot be modified in an operation directed at the entry itself. For gxample, it is
not possjble to delete a collective attribute from an_(ordinary) entry via a removeAttribute entry modification to the entry (an
attributeError with problem noSuchAttributeOrValue would be returned).

The operatjon may be used to modify an ertry's Object Class attribute value if the values specify auxiliary object classes.
However, gn attempt to change an Object*Class value which specifies an entry's structural object class shall result in an
updateErrgr with problem objectClassModificationProhibited. Any modification to auxiliary object classes shall leave
the superclass chains consistent and\correct with the resultant object class definition.

11.3.3  Mlodify Entry results

Should the|request sticceed, a result shall be returned. If no selection was specified in the operation argument and the
result is nat to bessigned, encrypted, or signed and encrypted, the null result is returned. If no selection was specified
(but the reqult.is.té be signed, encrypted, or signed and encrypted by the Directory), the entry component is|omitted. If
the result fs\{6/be signed, encrypted, or signed and encrypted by the Directory, the SecurityParameters| (see 7.10)
component of CommonResultsSeq (see 7.4) shall be included in the results. IT the result 1s not to be signed, encrypted,
or signed and encrypted by the Directory, no entry information shall be conveyed with the result.

11.3.4 Modify Entry errors

Should the request fail, one of the listed errors shall be reported. The circumstances under which the particular errors
shall be reported are defined in clause 12.

11.3.5 Modify Entry operation decision points for basic access control

If rule-based-access-control is also applied, the order in which it is applied with respect to basic-access-control is a local
matter, except that if access is denied to the entry, an attribute type or an attribute value by either mechanism, it shall not
be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a
permission that shall not override a deny of rule-based-access-control.
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If basic-access-control is in effect for the entry being modified, the following sequence of access controls applies:

1) Modify permission is required for the entry being modified. If this permission is not granted, the operation

fails in accordance with 7.11.1.

2) For each of the specified EntryModification arguments applied in sequence, the following permissions are

required:

i)  Add permission for the attribute type and for each of the values specified in an addAttribute
parameter. If these permissions are not granted or the attribute already exists, the operation fails in
accordance with 11.3.5.1, item a).

iil) Remove permission for the attribute type specified in a removeAttribute parameter. If this
permission is not granted, the operation fails in accordance with 11.3.5.1, item b).

NOTE 1 — No specific permissions are required for any of the attribute values present within the attribute
being removed.

11.3.5.1 H

If the oper4

q

iii) Add permission on each of the attribute values specified in an addValues paramet¢r. If these
permissions are not granted or any of the attribute values already exist, the Qperatjon fails in
accordance with 11.3.5.1, item c).

iv) Remove permission on each of the values specified in a removeValues parametgr. If these
permissions are not granted, the operation fails in accordance with 11.3.5/1;43tem d).

NOTE 2 — If the end result of a removeValues modification is to remove the last value of an atfribute
(which causes the attribute itself to be removed), Remove permission is,also required on the spedified
attribute type.

v) Add and Remove permission on each of the values specified~ih an alterValues paramefer. If these
permissions are not granted, the operation fails in accordance with 11.3.5.1, item e).

vi) Remove permission on each of the values to be remioved via a resetValue parameter. If ht least one
value is to be removed and these permissions ar¢\not granted, the operation fails in accofdance with
11.3.5.1, item f).

rror returns

tion fails as defined in 11.3.5, the following procedure applies:

) If the operation fails as defined in \I<3.5 item 2), subitem i), the valid error returns are one of: if the
attribute already exists and discloseOnError or add is granted to that attribute, an attributeError with
problem attributeOrValueAlreadyExists shall be returned; otherwise, a securityError with problem
insufficientAccessRights at nolnformation shall be returned.

) If the operation fails as-defined in 11.3.5 item 2), subitem ii), the valid error returns arel one of: if
DiscloseOnError permission is granted to the attribute being removed and the attribute exists, a
securityError with problem insufficientAccessRights or nolnformation shall be returned; otherwise, an
attributeError with problem noSuchAttributeOrValue shall be returned.

) If the operation fails as defined in 11.3.5 item 2), subitem iii), the valid error returns are ohe of: if an
attribute \value already exists and discloseOnError or add is granted to that attribute| value, an
attributeError with problem attributeOrValueAlreadyExists shall be returned; | otherwise,
disgloseOnError permission at the attribute level shall be verified. If discloseOnError is granted to the

attribute, a securityError with problem insufficientAccessRights or nolnformation shall he returned;
Otherwise. a2 Ut o With probieiT OOU A puteOrvalue snall oc rewarned.

d) If the operation fails as defined in 11.3.5 item 2), subitem iv), the valid error returns are one of: if

DiscloseOnError permission is granted to any of the attribute values being removed, a securityError with
problem insufficientAccessRights or nolnformation shall be returned; otherwise, an attributeError with
problem noSuchAttributeOrValue shall be returned.

e) If the operation fails as defined in 11.3.5 item 2), subitem v), the valid error returns are one of: if

DiscloseOnError permission is granted to any of the attribute values being altered, a securityError with
problem insufficientAccessRights or nolnformation shall be returned; otherwise, an attributeError with
problem noSuchAttributeOrValue shall be returned.

f) If the operation fails as defined in 11.3.5 item 2), subitem vi), the valid error returns are one of: if

DiscloseOnError permission is granted to any of the attribute values being removed, a securityError with
problem insufficientAccessRights or nolnformation shall be returned; otherwise, an attributeError with
problem noSuchAttributeOrValue shall be returned.

ITU-T X.511 (02/2001 E) 55


https://iecnorm.com/api/?name=713e4549c11be8d08aac970c2e64a929

ISO/IEC 9594-3:2001 (E)

11.3.6 Modify Entry operation decision points for rule-based access control

If basic-access-control is also applied, the order in which it is applied with respect to rule-based-access-control is a local
matter, except that if access is denied to the entry, an attribute type or an attribute value by either mechanism, it shall not
be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a
permission that shall not override a deny of rule-based-access-control.

If rule-based-access-control, rule-and-basic-access-control, or rule-and-simple-access-control is in effect for the entry being
modified, the following sequence of access control applies:

1) If rule-based entry level permission is not granted to the target entry, then the operation fails with
nameError with problem noSuchObject according to 7.11.2.4.

2) Entry level basic-access-control is applied according to 11.3.5.1.

3) Access must be granted to each of the attribute values (if any) that are removed. If rule-based-access-

control permission is not granted to any attribute value that is to be removed. the operation fails with
attributeError with problem noSuchAttributeOrValue.

N

}) Attribute level basic-access-control is applied as in 11.3.5. item 2).

11.4 Modify DN

11.4.1  Mlodify DN syntax

The Modify DN operation is used to change the Relative Distinguished Name of an entrys'to change the primdry Relative
Distinguised Name of an entry, to add and subtract distinguished values of attributes,”and/or to move an entry to a new
superior in the DIT. It may be used with object entries, including compound entries.or alias entries.

For family members, its use is restricted to the case where the affected family members stay within the same compound
entry.

If the entry has subordinates, then all subordinates are renamed ox’moeved accordingly (i.e. the subtree remgins intact).
The argumlents of the operation may be signed, encrypted, or signed and encrypted (see 17.3 of ITU-T Rec. X.501 |
ISO/TEC 9594-2) by the requestor. If so requested, the Directofynay sign, encrypt, or sign and encrypt the regult.

NOTE 1|— 1988 edition systems may use the operation only to-¢hange the Relative Distinguished Name of a leaf entryj]

NOTE 2 — Post-1988 edition systems may use the operation’to move entries to a new superior only if the old supetior, the new
superior| the entry, and all its subordinates are in the one DSA.

NOTE 3|— The operation does not move entries to a-new DSA; all entries remain in the original DSA.

NOTE 4 — The operation either succeeds or failS.in its entirety; it shall not fail with some entries moved and some not moved. No
intermediate states of the operation shall be externally visible to users of the Directory.

NOTE 5|— Some offline activity may bgrequired following this operation to preserve consistency, for example to updpte attributes
in any entries that hold Distinguished.Name values that refer to the renamed or moved entry(ies).

NOTE 6[— The modify TimeStamp\attribute is not updated for entries subordinate to the renamed or moved entry.

modifyDN |OPERATION ::=-{
ARGUMENT ModifyDNArgument

RESULT ModifyDNResult
ERRDRS { nameError | serviceError | referral | securityError | updateError }
CODE id-opcode-modifyDN }
D
object [0] DistinguishedName,
newRDN [11 RelativeDistinguishedName,

deleteOIdRDN [2] BOOLEAN DEFAULT FALSE,
newSuperior [3] DistinguishedName OPTIONAL,
COMPONENTS OF CommonArguments } }

ModifyDNResult ::= CHOICE {

null NULL,
information OPTIONALLY-PROTECTED-SEQ {
SEQUENCE {
newRDN RelativeDistinguishedName,

COMPONENTS OF CommonResultsSeq } } }
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11.4.2 Modify DN arguments

The object argument identifies the entry whose Distinguished Name is to be modified. Aliases in the name shall not be
dereferenced. The object may be an alternative name and may include context information, as described in 9.3 of
ITU-T Rec. X.501 | ISO/IEC 9594-2.

The newRDN argument specifies the new RDN of the entry. If the operation moves the entry to a new superior without
changing its RDN, the old RDN is supplied for this parameter.

If an attribute value in the new RDN does not already exist in the entry (either as part of the old RDN or as a non-
distinguished value) it is added. If it cannot be added, an error is returned.

For each attribute contributing to the RDN, newRDN may provide alternative distinguished values if those distinguished
values are differentiated by context, as described in 9.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2. If so, newRDN shall be a
primary RDN and shall include all distinguished values with their context lists for all attributes contributing to the RDN
(including [ existing _ distinguished  values  that _are to be rfetained as _ distinguished  vajues). An
AttributeTypeAndDistinguishedValue in newRDN which is provided without alternative distinguished (valugs indicates
a single distinguished value for that attribute.

If the deleteOIdRDN flag is set, all attribute values in the old RDN that are not in the new, RDN are dgleted. This
includes alfernative distinguished values differentiated by contexts, if they exist in the old RDN but are not [included in
the new RIDN. If this flag is not set, the old distinguished values shall remain in the entry (butare no longer distinguished
values). THe flag shall be set where a single value attribute in the RDN has its value-changed by the operption. If an
attribute value in the old RDN is the same as one in the new RDN except for their context’lists, the one in the pld RDN is
replaced by the one in the new RDN. If this operation removes the last attribute yalue“of an attribute, that atfribute shall
be deleted.

The newSuyiperior argument, if present, specifies that the entry is to be meved to a new superior in the DIT|. The entry
becomes ap immediate subordinate of the entry with the indicated BDistinguished Name, which must be[an already
existing object entry. The new superior shall not be the entry itself.er any of its subordinates, or an alias, qr such that
the moved fentry violates any DIT structure rules. It is possible thatlentries subordinate to the moved entry fay violate
the active [|subschema, in which case it is the responsibility of the Subschema Administrative Apthority to
make subsgquent adjustments to these entries to make them consistent with the subschema, as described in dlause 14 of
ITU-T Rec| X.501 | ISO/IEC 9594-2.

If the argurpent is present, the newSuperior bit in the;criticalExtensions parameter in CommonArguments s$hall be set,
indicating ]j—:at this extension is critical.

The newSyiperior may be an alternative name and may include context information, as described in 9.3 of ITU-T Rec.
X.501 | ISQ/IEC 9594-2.

The CommonArguments (see 7.3) includes a specification of the service controls and security parameters ppplying to
the request] For the purposes of this operation the dontDereferenceAlias option and the sizeLimit comporfent are not
relevant anfl are ignored if provided. Aliases are never dereferenced by this operation. If the argument of this pperation is
to be signed, encrypted, ot signed and encrypted by the requestor, the SecurityParameters (see 7.10) component shall
be included in the arguments.

11.4.3 MNlodify.DNtesults

Should the [request succeed, a result shall be returned. If this result is to be signed, encrypted, or signed and epcrypted by
the Directo¥ythe-SeeurityPara - Opo of-CommonRest eeg-(seeFHHand-the-rew! RDN shall
be included in the results. If the result is not to be signed by the Directory, no information shall be conveyed with the
result.

11.4.4 Modify DN errors

Should the request fail, one of the listed errors shall be reported. The circumstances under which the particular errors
shall be returned are defined in clause 12.

11.4.5 ModifyDN decision points for basic access control

If rule-based-access-control is also applied, the order in which it is applied with respect to basic-access-control is a local
matter, except that if access is denied to the entry, an attribute type or an attribute value by either mechanism, it shall not
be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a
permission that shall not override a deny of rule-based-access-control.
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If basic-access-control is in effect for the entry being renamed, the following access controls apply:

If the effect of the operation is to change the RDN of the entry, Rename permission is required for the

entry being renamed (considered with its original name). If this permission is not granted, the operation

fails in accordance with 11.4.5.1.

If the effect of the operation is to move an entry to a new superior in the DIT, Export permission is

required for the entry being considered with its original name, and /mport permission is required for the

entry being considered with its new name. If either of these permissions is not granted, the op
in accordance with 11.4.5.1.

NOTE 1 — The Import permission shall be provided as prescriptive ACL

eration fails

NOTE 2 — No additional permissions are required even if, as a result of modifying the last RDN of the name, a

new distinguished value needs to be added or an old one removed.

11.4.5.1 Hrror returns

If the oper

ition fails as defined in 11.4.5, the procedure described in 7.11.1 is followed with respect [to”the

renamed (cpnsidered with its original name).

11.4.6  Mlodify DN operation decision points for rule-based access control

If basic-access-control is also applied, the order in which it is applied with respect to”rulé-based-access-contr
matter, except that if access is denied to the entry, an attribute type or an attributevalu¢ by either mechanism

be overrid|

permission|that shall not override a deny of rule-based-access-control.

If rule-based-access-control, rule-and-basic-access-control, or rule-and-simple-access-control is in effect for the
renamed, the following sequence of access control applies:

problem noSuchObject in accordance with 7,11°2.4.

2) Entry level basic-access-control is applied.asin 11.4.5.

accordance with 7.11.2.4.

12 Hrrors

12.1 Hrror precedence

The Direct
reported.

NOTE |

— Anuimplication of this rule is that the first error encountered can differ for repeated instances of the same q

is not a §pecific logical order in which to process a given query. For example, DSAs may be searched in different orde

entry being

bl is a local
it shall not

len by the other mechanism. In this respect, DiscloseOnError~permission of basic-access-cpntrol is a

entry being

) If rule based RDN permission is not granted tq the target entry, the operation fails with nameError with

3) If the effect of the operation is to mov¢the entry to a new superior in the DIT, rule-based RDN|permission
is required to the new superior, else the operation fails with nameError with problem noSudhObject in

bry does not¢continue to perform an operation beyond the point at which it determines that an efror is to be

lery, as there
[s.

NOTE 2 — The rules of error precedence specified here apply only to the abstract service provided by the Directory as a whole.
Different rules apply when the internal structure of the Directory is taken into account.

Should the Directory simultaneously detect more than one error, the following list determines which error is reported. An
error higher in the list has a higher logical precedence than one below it, and is the error which is reported.

a) nameError;

b) updateError;

c) attributeError;

d) securityError;

e) serviceError.
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The following errors do not present any precedence conflicts:
a) abandonFailed, because it is specific to one operation, Abandon, which can encounter no other error;

b) abandoned, which is not reported if an Abandon operation is received simultaneously with the detection
of an error. In this case an abandonFailed error with problem tooLate is returned along with the report of
the actual error encountered;

c) referral, which is not a "real" error, only an indication that the Directory has detected that the DUA should
present its request to another access point.

12.2 Abandoned

This outcome may be reported for any outstanding directory enquiry operation (i.e. Read, Search, Compare, List) if the
DUA invokes an Abandon operation with the appropriate Invokeld. If the parameters of the operation were signed,

encrypted, for—stgmed—amd—encrypted—see 3ot =T Rec2ES50+T1SOAEC9554=2) by —theTequestyr, then the
Directory may sign, encrypt, or sign and encrypt the error parameters.

abandoned ERROR := { -- not literally an "error"
PARAMETER OPTIONALLY-PROTECTED {

SET {COMPONENTS OF CommonResults} }

CODE id-errcode-abandoned }

The Secur{tyParameters component (see 7.10) shall be included in the CommonResults (see 7.4) if the efror is to be
signed, endrypted, or signed and encrypted by the Directory.

12.3 Abandon Failed
The abandpnFailed error reports a problem encountered during an attempt to abandon an operation. If the parameters of

the operatipn were signed, encrypted, or signed and encrypted.(see 17.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2) by the
requestor, then the Directory may sign, or sign and encrypt the error parameters.

abandonFailed ERROR ::= {

PARAMETER OPTIONALLY-PROTECTED {
SET {
problem [0] ~AbandonProblem,
operation [11."" Invokeld,
COMPONENTS OF CommonResults } }
CODE idserrcode-abandonFailed }

AbandonPfoblem ::= INTEGER { noSuchOperation (1), tooLate (2), cannotAbandon (3) }

The variou$ paranieters have the following meanings.

The particylar problem encountered is specified. Any of the following problems may be indicated:

a) noSuchOperation — When the Directory has no knowledge of the operation which is to be abandoned
(this could be because no such invoke took place, or because the Directory has forgotten about it);

b) tooLate — When the Directory has already responded to the operation;

¢) cannotAbandon — When an attempt has been made to abandon an operation for which this is prohibited
(e.g. modify), or the abandon could not be performed.

The identification of the particular operation (invocation) to be abandoned.

The SecurityParameters component (see 7.10) shall be included in the CommonResults (see 7.4) if the error is to be
signed, encrypted, or signed and encrypted by the Directory.

The information provided by the error problem can optionally be qualified by the use of the notification component of
CommonResults.
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12.4 Attribute Error

An attribu
signed and
encrypt, or

teError reports an attribute-related problem. If the parameters of the operation were signed, encrypted, or
encrypted (see 17.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2) by the requestor, then the Directory may sign,
sign and encrypt the error parameters.

attributeError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED {

CODE id-errcode-attributeError }
AttributeProblem ::= INTEGER {
noSuchAttributeOrValue (1),
invaTidAttributeSyntax (2),
undgfinedAttributeType (3),
inappropriateMatching (4),
constraintViolation (5),

cont

The variou

attriILuteOrVaIueAIreadyExists (6),

SET {
object [0] Name,
problems [1] SET OF SEQUENCE {
problem [0] AttributeProblem,
type [1] AttributeType,

value [2]— AttributeValue OPTIONAL },
COMPONENTS OF CommonResults } }

xtViolation (7)}

b parameters have the following meanings.

The object parameter identifies the entry to which the operation was being applied when the error occurred} The name
returned njay include only the primary distinguished values for attributes containing multiple distinguighed values

differentiat]
operations

One or md
attribute ty

q

ed by context (i.e. the DSA need not apply, context selection as described in 7.7, as it does foi successful

re problems may be specified. Each problem (identified below) is accompanied by an indicdtion of the
be, and, if necessary to avoid ambiguity, the value, which caused the problem:

) noSuchAttributeOrValue ~*'The named entry lacks one of the attributes or attribute values spegified as an
argument of the operatiofr.

) invalidAttributeSyntax — A purported attribute value, specified as an argument of the operatidn, does not
conform to the¢attribute syntax of the attribute type.

) undefinedAttributeType — An undefined attribute type was provided as an argument to thg operation.
This err0f ay occur only in relation to addEntry or modifyEntry operations.

) inappropriateMatching — An attempt was made, e.g. in a filter, to use a matching rule not defjned for the
attribute type concerned.

' i ITICT foT onform to the
constraints 1mposed by ITU T Rec. X.501 | ISO/IEC 9594 2 or by the attrlbute deﬁnltlon (e g. the value
exceeds the maximum size allowed).

f) attributeOrValueAlreadyExists — An attempt was made to add an attribute which already existed in the

entry, or a value which already existed in the attribute.

g) contextViolation — A context list or context supplied with an attribute value in the argument of an

operation does not conform to the constraints imposed by ITU-T Rec. X.501 | ISO/IEC 9594-2, by the
context definition (e.g. the context value is not of the correct syntax), or the DIT Context Use.

The SecurityParameters component (see 7.10) shall be included in the CommonResults (see 7.4) if the error is to be
signed, encrypted, or signed and encrypted by the Directory.

The information provided by the error problem can optionally be qualified by the use of the notification component of
CommonResults.
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12.5 Name Error

A nameError reports a problem related to the name provided as an argument to an operation. If the parameters of the
operation were signed, encrypted, or signed and encrypted (see 17.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2) by the
requestor, then the Directory may sign, encrypt, or sign and encrypt the error parameters.

nameError ERROR ::= {

PARAMETER OPTIONALLY-PROTECTED ({
SET {
problem [0] NameProblem,
matched [11 Name,
COMPONENTS OF CommonResults } }
CODE id-errcode-nameError }
NameProblem ::= INTEGER {
noSuichObject (1),
aliagProblem (2),
invalidAttributeSyntax (3),
aliagDereferencingProblem (4),
contextProblem (5)}
The varioug parameters have the following meanings.

The particy

q

[

q

The matched parameter contains the name of the lowest entry (object or alias) in the DIT that was matchg

truncated fi
include on
context (i.¢

NOTE
reported

The Secur
signed, end]

The inform

CommonResults.

lar problem encountered. Any of the following problems may be indicated<
) noSuchObject — The name supplied does not match the name of-any object.

) aliasProblem — An alias has been dereferenced which names‘no object.

are incompatible.

) aliasDereferencingProblem — An alias was encopntered in a situation where it was not allowg
access was denied.

) contextProblem — A context type or valy€ uSed in a name is not understood or is invalid,
context variant name is not acceptable, of during name resolution a purported name matches tl]
more than one DIT entry.

rm of the name provided or, if an alfas has been dereferenced, of the resulting name. The name re
y the primary distinguished values for attributes containing multiple distinguished values differ
the DSA need not apply context selection as described in 7.7, as it does for successful operations)

If there is a problem withithe-attribute types and/or values in the name offered in a Directory operation argy
via a nameError with problem invalidAttributeSyntax rather than as an attributeError or an updateErrg

rypted, or sigfied and encrypted by the Directory.

ation provided by the error problem can optionally be qualified by the use of the notification co

) invalidAttributeSyntax — An attribute type and its accofapanying attribute value in an AVA in the name

td or where

he use of a
e names of

d, and is a
turned may
entiated by

ment, this is
r.

tyParameters component (see 7.10) shall be included in the CommonResults (see 7.4) if the efror is to be

mponent of

12.6

eferral

A referral redirects the service-user to one or more access points better equipped to carry out the requested operation. If
the parameters of the operation were signed, encrypted, or signed and encrypted (see 17.3 of ITU-T Rec. X.501 |
ISO/IEC 9594-2) by the requestor, then the Directory may sign, encrypt, or sign and encrypt the error parameters.

referral ERROR ::= { -- not literally an "error”
PARAMETER OPTIONALLY-PROTECTED {

CcOoD

SET {
candidate [0] ContinuationReference,
COMPONENTS OF CommonResults } }
E id-errcode-referral }

The error has a single parameter which contains a ContinuationReference which can be used to progress the operation

(see ITU-T

Rec. X.518 | ISO/IEC 9594-4).
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The SecurityParameters component (see 7.10) shall be included in the CommonResults (see 7.4) if the error is to be
signed, encrypted, or signed and encrypted by the Directory.

Before acting on a continuation reference, the DUA shall check that an identical request to the one that would be
generated from the continuation reference has not already been issued as a part of processing the same user request. If it
has, the DUA shall not act on the continuation reference. This avoids loops.

12.7 Security Error

A securityError reports a problem in carrying out an operation for security reasons. If the parameters of the operation
were signed, encrypted, or signed and encrypted (see 17.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2) by the requestor, then
the Directory may sign, encrypt, or sign and encrypt the error parameters.

securityError ERROR ::= {
PARAMEFER—OPTHONALLY-PROTEGTED{

SET{
problem [0] SecurityProblem,
spkminfo [11 SPKM-ERROR,
COMPONENTS OF CommonResults } }
CODE id-errcode-securityError }

SecurityProblem ::= INTEGER {
inappropriateAuthentication (1),

invalidCredentials (2),
insufficientAccessRights (3),
invalidSignature (4),
prot{ctionRequired (5),
nolnformation (6),
blockedCredentials (7),
invalidQOPMatch (8),
spkmError 9)}

The error lhas a single parameter, which reports thesparticular problem encountered. The following problems may be
indicated:

4) inappropriateAuthentication, —~The level of security associated with the requestor's cr¢dentials is
inconsistent with the level ©f protection requested, e.g. simple credentials were supplied while strong
credentials were required.

Bb) invalidCredentials “~The supplied credentials were invalid.
¢) insufficientAceessRights — The requestor does not have the right to carry out the requested operation.
d) invalidSignature — The signature of the request was found to be invalid.

¢) protectionRequired — The Directory was unwilling to carry out the requested operation because the
argament was not signed.

1) <nolnformation — The requested operation produced a security error for which no information ig available.

g) blockedCredentials — The credentials are blocked from consideration for security reasons (e.g. because
an invalid password has been presented too many times in succession). The decision to return this error is
governed by the security policy in effect for the DSA.

h) invalidQOPMatch — The two entities have differing protection parameters defined for the respective
security services.

i) spkmError — The supplied SPKM token was found to be invalid. The spkminfo parameter contains an
indication that this is an SPKM error token and the identifier of the SPKM context with which this error is
associated.

The SecurityParameters component (see 7.10) shall be included in the CommonResults (see 7.4) if the error is to be
signed, encrypted, or signed and encrypted by the Directory.

The information provided by the error problem can optionally be qualified by the use of the notification component of
CommonResults.
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12.8 Service Error

A serviceError reports a problem related to the provision of the service. If the parameters of the operation were signed,
encrypted, or signed and encrypted (see 17.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2) by the requestor, then the

Directory may

sign, encrypt, or sign and encrypt the error parameters.

serviceError ERROR ::= {

PARAM

ETER OPTIONALLY-PROTECTED {

SET {

CODE

problem [0] ServiceProblem,
COMPONENTS OF CommonResults } }
id-errcode-serviceError }

ServiceProblem ::= INTEGER {

busy 4}
una1ailable (2),
unwillingToPerform (3),
chaipningRequired (4),
unableToProceed (5),
invalidReference (6),
timelLimitExceeded (7),
admjnistrativeLimitExceeded (8),
loopPetected (9),
unavailableCriticalExtension (10),
outQfScope (11),
ditEgfror (12),
inva'tdQueryReference (13),
requestedServiceNotAvailable (14),
unsypportedMatchingUse (15) }

The error has
indicated:

h)
)
)
k)
)

a single parameter which reports the particular\problem encountered. The following proble

busy — The Directory, or some part of\it, is presently too busy to perform the requested op
may be able to do so after a short while-

unavailable — The Directory, or.§ome part of it, is currently unavailable.

unwillingToPerform — The Directory, or some part of it, is not prepared to execute tl
e.g. because it would (fead to excessive consumption of resources or violates the po
Administrative Authority involved.

chainingRequired =" The Directory is unable to accomplish the request other than by chaining
chaining was prohibited by means of the chainingProhibited service control option.

unableToRroceed — The DSA returning this error did not have administrative author

appropriate naming context and as a consequence was not able to participate in name resolutior].

invalidReference — The DSA was unable to perform the request as directed by the
OpérationProgress) — This may have arisen due to using an invalid referral.

ms may be

bration, but

lis request,

licy of an

b however,

ty for the

DUA, (via

partial results are available to return to the user.

administrativeLimitExceeded — The Directory has reached some limit set by an administrativ
and no partial results are available to return to the user.

loopDetected — The Directory is unable to accomplish this request due to an internal loop.

¢ authority,

unavailableCriticalExtension — The Directory was unable to satisfy the request because one or more

critical extensions were not available.

outOfScope — No referrals were available within the requested scope.

ditError — The Directory is unable to accomplish the request due to a DIT consistency problem.

invalidQueryReference — The parameters of the requested operation are invalid. This problem is reported

if the queryReference in paged results is invalid.

NOTE - This problem is not supported by 1988 edition systems.
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n)

p)

requestedServiceNotAvailable — A search request failed within a service specific administrative area
because no search-rule was available for the search or because the search violated an applicable search-
rule. Additional diagnostic information may be returned together with this service problem. Such
additional information for different situations is defined in clause 13.

unsupportedMatchingUse — An attempt was made, e.g. in a filter, to use a matching rule not supported
by the DSA when the performExactly search option is set.

ambiguousKeyAttributes — A mapping-based matching rule was selected, but the mappable filter items
provided multiple matches against the relevant mapping table. This error situation is accompanied by a
notification attribute as indicated by the relevant matching-based matching rule.

The SecurityParameters component (see 7.10) shall be included in the CommonResults (see 7.4) if the error is to be
signed, encrypted, or signed and encrypted by the Directory.

The information provided by the error problem can optionally be qualified by the use of the notification component of

CommonResuits:

12.9 Update Error

An updateError reports problems related to attempts to add, delete, or modify information in the DIB. If the|parameters
of the operption were signed, encrypted, or signed and encrypted (see 17.3 of ITU-T Rec. X501 | ISO/IEC |9594-2) by

the requestor, then the Directory may sign, encrypt, or sign and encrypt the error parameters,

updateError ERROR ::= {
METER OPTIONALLY-PROTECTED {

PAR

CODE

UpdateProblem ::= INTEGER {

namjngViolation (1),
objegtClassViolation (2);
notAllowedOnNonLeaf (3),
notAllowedOnRDN (4),
entryAlreadyExists (5),
affeqtsMultipleDSAs (6),
objertClassModificationProhibijted (7),
noSdyichSuperior (8),
notAncestor (9),
parentNotAncestor (10),
hiergrchyRuleViolation (11),
familyRuleViolation (12) }

The problefn parameter reports the particular problem encountered. The following problems may be indicated.

1)

SET {
problem [0] UpdateProblem,
attributelnfo [11 SET SIZE (1..MAX) OF CHOICE{
attributeType AttributeType,
attribute Attribute } OPTIONAL,

COMPONENTS OF CommonResults } }
id-errcode-updateError }

pamingViolation — The attempted addition or modification would violate the structure rules off the DIT as

b)

d)

e)

defined in the Dirtectory schema and 110-1 Rec. X501 [ ISO/TEC 9594-2- That 15, it would place an entry
as the subordinate of an alias entry, or in a region of the DIT not permitted to a member of its object class,
or would define an RDN for an entry to include a forbidden attribute type.

objectClassViolation — The attempted update would produce an entry inconsistent with the rules for entry
content; for example, its object class definition, the DIT content rules, or with the definitions of ITU-T
Rec. X.501 | ISO/IEC 9594-2 as they pertain to object classes.

notAllowedOnNonLeaf — The attempted operation is only allowed on leaf entries of the DIT.

notAllowedOnRDN — The attempted operation would affect the RDN (e.g. removal of an attribute which
is a part of the RDN).

entryAlreadyExists — An attempted addEntry or modifyDN operation names an entry which already
exists.

NOTE 1 — This includes a conflict caused by RDNs which include multiple distinguished values differentiated by
contexts, regardless of context, as described in 9.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2.
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affectsMultipleDSAs — An attempted update would need to operate on multiple DSAs where this
operation is not permitted.

objectClassModificationProhibited — An operation attempted to modify the structural object class of an
entry.

noSuchSuperior — An attempted modifyDN operation names a new superior entry that does not exist.

notAncestor — An operation attempted to delete a compound entry without specifying the ancestor as the
object.

parentNotAncestor — An operation attempted to establish an entry as an immediately hierarchical child
under a family member that is not the ancestor.

hierarchyRuleViolation — An operation attempted to break a rule applicable to a hierarchical group: a
hierarchical group has to be completely out51de any serV1ce spec1ﬁc admlnlstratwe area or has to be
: : : : v arehteal—2 nfined to a

smgle DSA.

familyRuleViolation — An operation attempted to break a rule applicable to families within al compound
entry.

The attrlestelnfo parameter identifies the particular attribute type(s) and possibly value(s)-causing a proplem. If an

objectCla

listing the

missing mJ
NOTE 2
addEntrly,

Violation is being reported, an attribute item shall be present indicating the objectClass attriby
bbject class(es) that caused the problem; additional attributeType items may also be present (eg.
ndatory attributes or extraneous attributes).

— The updateError is not used to report problems with attribute types, values, or constraint violations enco

te type and
to identify

intered in an

removeEntry, modifyEntry, or modifyDN operation. Such problems are.reported via an attributeError.

The SecurftyParameters component (see 7.10) shall be included in the CommonResults (see 7.4) if the efror is to be

signed, endrypted, or signed and encrypted by the Directory.

The informjation provided by the error problem can optionally bé.qualified by the use of the notification component of

CommonResults.

13 Analysis of search arguments

This clause

administrative area.

This procedlure has two purposes:

1)

is only relevant for a Search operation starting its initial evaluation phase within a service specific

It provides the search-validation function (see 16.11 of ITU-T Rec. X.501 | ISO/IEC 9594-2). However,
the search-validation ‘function does not produce error information. If during the procedure |an error is
encountered, tho.evaluation stops and returns FALSE, otherwise it returns TRUE. A searclj-validation
against an empty search-rule will always return TRUE.

It is the\procedure to be used when no governing-search-rule can be located and where it is|possible to
identify/a single search-rule the SearchArgument can be evaluated against to identify why [the search
request failed. When an error condition is found in this case, the evaluation stops, the necessary diagnostic
1nformat10n is supphed in the notlflcatlon component of the CommonResuIts data type and a service

1ncluded is dependent on the type of error 1dent1ﬁed

NOTE — According to the specification above, a search request may be evaluated twice against the same search-
rule. How this could be optimized is not part of this specification, but is an implementation decision.

The procedure assumes that an implementation will not allow an invokable search-rule to:

specify unsupported attribute types, context types, matching rules, matching restrictions, etc.;

specify mapping-based matching algorithms that are unsupported or not relevant for the type of search for
which the search-rule is governing;

specify matching rule substitutions that would violate the search-rule;
refer to optional search-rule features not supported by the implementation; or

be inconsistent or erroneous.
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13.1 General check of search filter

The evaluation is performed by first checking whether the filter violates some basic restrictions using the following
procedure:

1) If there are attribute types represented in the filter but not represented by any request-attribute-profile in
the inputAttributeTypes search-rule component, the notification shall contain:

— asearchServiceProblem notification attribute with the value id-pr-searchAttributeViolation;

— a serviceType notification attribute having as value the serviceType component of the search-rule;
and

— an attributeTypeList notification attribute having as values the object identifiers identifying the
illegal attribute types.

2) If there are attribute types only represented by negated filter items, then the notification shall contain:

— asearchServiceProblem notification attribute with the value id-pr-attributeNegationViojation;

— a serviceType notification attribute having as value the serviceType component ¢of\the gearch-rule;
and

— an attributeTypeList notification attribute where the values are the object idenfifiers identifying the
attribute types illegally negated in the filter.

3) Check that the condition specified in the attributeCombination is fulfilled with respect fo the non-
negated presence of attribute types. If mandatory attribute types, i.e. dttribute types that unc¢nditionally
have to be represented by non-negated filter items in the filten,N\arfe missing in any subfilter, the
notification shall contain:

— asearchServiceProblem notification attribute with the :alue id-pr-missingSearchAttribute;

— a serviceType notification attribute having as valug the serviceType component of the gearch-rule;
and

— an attributeTypeList notification attribute having as values the object identifiers identifying the
missing attribute types.

If a required combination is not present, themotification shall contain:

- a searchServiceProblem notification attribute with the valug id-pr-
searchAttributeCombinationViolation;

— a serviceType notification, aftribute having as value the serviceType component of the $earch-rule;
and

— an attributeCombinations notification attribute identifying the missing combination(s).

4) For request-attribute-profiles having a selectedValues subcomponent but the set of values is empty, it is
checked whethep-there is any filter item for those attribute types that does not meet one of thg following
requirements:

— the filter‘item is of type present and the contexts subcomponent is not present in the request-
attfibute-profile; or

— «the filter item is of type contextPresent and the contexts subcomponent is present in the request-
attribute-profile.

It the above check fails for any filter item the notification shall contain:

—  asearchServiceProblem notification attribute with the value id-pr-searchValueNotAllowed;

— a serviceType notification attribute having as value the serviceType component of the search-rule;
and

—  afilterltem notification attribute with the failing filters items as values.

5) For request-attribute-profiles having a contexts subcomponent, it is checked whether there are any filter
items that refer to context types not included in this subcomponent. If so, the notification shall contain:

— asearchServiceProblem notification attribute with the value id-pr-searchContextViolation;

— a serviceType notification attribute having as value the serviceType component of the search-rule;
and

— a contextTypeList notification attribute having as values the object identifiers for the illegal context
types.
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6) If the allowed choice for the subset component is taken in the search-rule, it is checked whether the
subset argument of the SearchArgument complies with that specification. If not, the notification shall
contain:

— asearchServiceProblem notification attribute with the value id-pr-searchSubsetViolation; and

— aserviceType notification attribute having as value the serviceType component of the search-rule.

13.2 Check of request-attribute-profiles

If the above procedure did not yield any error, it has to be checked for each subfilter that any attribute type represented in
that subfilter is also effectively present. This procedure does not specify any order in which subfilters should be
evaluated. For an attribute type to be effectively present in a subfilter, it has to be represented by at least one non-negated
filter item that complies with the corresponding request-attribute-profile. A non-negated filter item is evaluated using the
below procedure.

The non-ndgated filter items are checked in the following order:

) the filter items for the attribute types that unconditionally have to be represented age,'checkgd for each
subfilter;

2) the filter items for the attribute types that conditionally have to be represented are check¢d for each
subfilter; and

3) the remaining filter items are checked for each subfilter.
If a subfiltgr fails the evaluation, the evaluation stops and error information is returned as detailed below.

If an attribjite type in a subfilter is represented by several non-negated filter‘items, each such filter item is |n principle
checked until either a complying filter item is found or all filter items ate checked. If a filter item fails|during the
procedure, it is dropped for further evaluation. It is the last filter item{to fail for the attribute type that det¢rmines the
diagnostic {nformation returned.

A filter iterp is evaluated using the following procedure:

) If the selectedValues component in the request-attribute-profile is absent; or if it present and pon-empty,
check whether the filter item is of type equality, substrings, approximateMatch or extensibjeMatch. If
not, the notification shall contain:

— asearchServiceProblem notification attribute with the value id-pr-searchValueRequired;

— a serviceType notification aftribute having as value the serviceType component of the $earch-rule;
and

— an attributeTypeList notification attribute having as value the object identifier idertifying the
attribute type ftem'the filter item.

2) If the selectedValues subcomponent in the corresponding request-attribute-profile is present and non-
empty, check ‘whether the filter item fails to match any value specified in that subcomponent. If so, the
notification-shall contain:

— .asearchServiceProblem notification attribute with the value id-pr-invalidSearchValue;

~{ )'a serviceType notification attribute having as value the serviceType component of the gearch-rule;
and

— afilterltem notification attribute with the failing filter item as the only value.
3) If the contexts subcomponent is not present, continue with next subsclause.

4) Check that the condition specified in the contextCombination subcomponent is fulfilled with respect to
the presence of context types. If mandatory context types, i.e. context types that unconditionally have to
be represented for the attribute type, are missing, the notification shall contain:

— asearchServiceProblem notification attribute with the value id-pr-missingSearchContext;
— aserviceType notification attribute having as value the serviceType component of the search-rule;

— an attributeTypelList notification attribute having as a single value the object identifier identifying
the attribute type from the filter item.

— a contextTypeList notification attribute with the object identifiers identifying the missing context
types.
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13.3

If the seaf
T Rec. X.5
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If a required combination is not present, the notification shall contain:

a searchServiceProblem notification attribute with the value id-pr-
searchContextCombinationViolation;

a serviceType notification attribute having as value the serviceType component of the search-rule;

an attributeTypelList notification attribute having as only value the object identifier identifying the
attribute type from the filter item.

a contextCombinations notification attribute identifying the missing combination(s).

5) Check if the context assertions for the attribute type in the subfilter are all included in the contexts
subcomponent. If not, the notification shall contain:

(heck of controls and hierarchy seleetions

a searchServiceProblem notification attribute with the value id-pr-searchContextViolation;
a serviceType notification attribute having as value the serviceType component of the search-rule;

an attributeTypeList notification attribute having as only value the object identifier-ideftifying the

attribute type from the filter item; and

a contextTypeList notification attribute having as values the object identifiers identifying|the context
types not allowed for the attribute type.

¢) If context values are included for any of the context types in the contextssubcomponent of the request-
attribute-profile, check whether any of the context assertions specified forthe attribute type in the subfilter
contains values not specified for the corresponding context types in<contexts subcomponenf. If so, the
notification shall contain:

a searchServiceProblem notification attribute with the value’id-pr-searchContextValueVYiolation;
a serviceType notification attribute having as value thelserviceType component of the seprch-rule;

an attributeTypeList notification attribute having as only value the object identifier ideftifying the
attribute type from the filter item; and

a contextList notification attribute havifig-as values the context assertions not allowed for the
attribute type.

ch request fails the test against the control and hierarchy selections as specified in 16.10|5 of ITU-
D1 | ISO/IEC 9594-2, the procedure in this subclause is performed.

) If the defaultControls conmiponent of the search-rule or the hierarchyOptions subcompofent of the
defaultControls is absent, and the search request specifies hierarchy selections beside self, then the
notification shall contain:

a searchServiceProblem notification attribute with the value id-pr-hierarchySelectForb{dden; and

a serviceType notification attribute having as value the serviceType component of the seprch-rule.

2) If therenare hierarchy select options in the request that are not allowed, or some selections fire missing
aceording to the combination of the defaultControls and mandatoryControls components offthe search-
rule, then the notification shall contain:

P I t:

a serviceType notification attribute having as value the serviceType component of the search-rule;
and

a hierarchySelectList notification attribute having as value a bitstring identifying the invalid
hierarchy selection options.

3) If there are hierarchy select options in the request that are not supported by the DSA and which are not
covered by 2), then the notification shall contain:

a searchServiceProblem notification attribute with the value id-pr-unavailableHierarchySelect;

a serviceType notification attribute having as value the serviceType component of the search-rule;
and

a hierarchySelectList notification attribute having as value a bitstring identifying the unsupported
hierarchy selection options.
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4) If there are search control options (as defined by 10.2.1) in the request that are not allowed or some

5)

options are missing according to the combination of the defaultControls and mandatoryControls
components of the search-rule, then the notification shall contain:

— asearchServiceProblem notification attribute with the value id-pr-invalidSearchControlOptions;

—  a serviceType notification attribute having as value the serviceType component of the search-rule;
and

— a searchControlOptionsList notification attribute having as value a bitstring identifying the invalid
search control options.

If there are service control options in the request not allowed or some options are missing according to the
combination of the defaultControls and mandatoryControls components of the search-rule, then the
notification shall contain:

134 Q
In the sear]
search req|
list (see 19

If the seard
ISO/IEC 91

heck of matching use

— asearchServiceProblem notification attribute with the value id-pr-invalidServiceContrglOptions;

— a serviceType notification attribute having as value the serviceType component ¢f\the gearch-rule;
and

— aserviceControlOptionsList notification attribute having as value a bitstring:identifying| the invalid
service control options.

ch-validation procedure, this subclause represents the last step in the_validation and it is assumjed that the
uest has passed all other validation steps. A search-rule failing this last step is put on the MatchProblemSR
3.2.2.1, item 3) of ITU-T Rec. X.518 | ISO/IEC 9594-4).

h request does not comply with the matchingUse requireiment as specified in 16.10.2 of ITU-T Rec. X.501 |
94-2 for any of the request-attribute-profiles, then a notification for one of the failing requept-attribute-
profile shall contain:

a searchServiceProblem notification attribute with the value id-pr-attributeMatchingViolation if the
matching restriction is violated, or with the\wwalue id-pr-unsupportedMatchingUse if the matching rule is
to be applied in an unsupported way;

a serviceType notification attribute having as value the serviceType component of the search-fule;

an attributeTypeList notification attribute having as only value the object identifier ideftifying the
attribute type; and

for the matching restriction that is violated, additional notification attributes as specified by specification
for that matching-testriction.

NOTE — Wheniseveral request-attribute-profiles fail the validation, it is a local matter to select which qne for
which to.cteate a notification.

ITU-T X.511 (02/2001 E) 69


https://iecnorm.com/api/?name=713e4549c11be8d08aac970c2e64a929

ISO/IEC 9594-3:2001 (E)

Annex A

Abstract Service in ASN.1

(This annex forms an integral part of this Recommendation | International Standard)

This annex includes all of the ASN.1 type, value and information object definitions contained in this Directory
Specification in the form of the ASN.1 module DirectoryAbstractService.

DirectoryAbstractService {joint-iso-itu-t ds(5) module(1) directoryAbstractService(2) 4}
DEFINITIONS ::=

BEGIN

-- EXPORT]S All --

-- The typ{
-- within tH
-- Director

-- extensiqns and modifications needed to maintain or improve the Directory service.

IMPORTS

-- from ITU-T Rec. X.501 | ISO/IEC 9594-2

attributeCertificateDefinitions, authenticationFramework,dasicAccessControl, dap,
dire¢toryShadowAbstractService, distributedOperations; enhancedSecurity, id-at,
infomationFramework, selectedAttributeTypes, serviceAdministration, upperBounds
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 4}

Attripute, ATTRIBUTE, AttributeType, AttributeTypeAssertion, AttributeValue,
AttriputeValueAssertion, CONTEXT, ContextAssertion, DistinguishedName,
MATICHING-RULE, Name, OBJECT-CLASS; RelativeDistinguishedName,
SupportedAttributes, SupportedContexts

FROM InformationFramework informationFramework

RelakationPolicy
FROM ServiceAdministration serviceAdministration

AttributeTypeAndValue
FROM BasicAccessControl basicAccessControl

OPT|ONALLY-PROTECTED{ }, OPTIONALLY-PROTECTED-SEQ({ }
FROM EnhancedSecurity enhancedSecurity

bs and values defined in this module are exported for use in the other ASN.1 modules con
e Directory Specifications, and for the use of other applications which will use them to acq
y services. Other applications may use them for their own purposes, butthis will not const]

fained
ess
rain

-- from ITU-T Rec. X.518 | ISO/IEC 9594-4

AccessPoint, ContinuationReference, Exclusions, OperationProgress, ReferenceType
FROM DistributedOperations distributedOperations

— from ITU-T Rec. X.519 | ISO/IEC 9594-5
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id-errcode-abandoned, id-errcode-abandonFailed, id-errcode-attributeError,
id-errcode-nameError, id-errcode-referral, id-errcode-securityError, id-errcode-serviceError,
id-errcode-updateError, id-opcode-abandon, id-opcode-addEntry, id-opcode-compare,
id-opcode-list, id-opcode-modifyDN, id-opcode-modifyEntry, id-opcode-read,
id-opcode-removeEntry, id-opcode-search

FROM DirectoryAccessProtocol dap

ITU-T X.511 (02/2001 E)


https://iecnorm.com/api/?name=713e4549c11be8d08aac970c2e64a929

ISO/IEC 9594-3:2001 (E)
-- from ITU-T Rec. X.520 | ISO/IEC 9594-6

DirectoryString {}
FROM SelectedAttributeTypes selectedAttributeTypes

ub-domainLocallD
FROM UpperBounds upperBounds
-- from ITU-T Rec. X.509 | ISO/IEC 9594-8

Algorithmldentifier, CertificationPath, ENCRYPTED {}, SIGNATURE {}, SIGNED {}
FROM AuthenticationFramework authenticationFramework

AttributeCertificationPath
FROM AtiributeCertificateDefinitions attributeCertificateDefinitions

-- from ITU-T Rec. X.525 | ISO/IEC 9594-9

AgrdementiD
FROM DirectoryShadowAbstractService directoryShadowAbstractService

-- from ITU-T Rec. X.880 | ISO/IEC 13712-1

Cod¢, ERROR, OPERATION
FROM Remote-Operations-Information-Objects {joint-iso-itu-t. remote-operations(4)
informationObjects(5) version1(0) }

emptyUnbind
FROM Remote-Operations-Useful-Definitions {joint-iso-itu-t remote-operations(4)
useful-definitions(7) version1(0)}

Invokeld
FROM Remote-Operations-Generic-ROS-PDUs { joint-iso-itu-t remote-operations(4)
generic-ROS-PDUs(6) version1(0) }
-- from RFC 2025
SPKM-ERROR, SPKM-REP-TI, SPKM-REQ
FROM SpkmGssTokens { iso (1) identified-organization (3) dod(6) internet (1)
security (5)\mechanisms (5) spkm (1) spkmGssTokens (10) } ;

-- Common data types«=

CommonArguments._i:= SET {
servjceControls [30] ServiceControls DEFAULT {},
secyrityParameters [29] SecurityParameters OPTIONAL,
reqwmm OPTIONAL
operationProgress [27] OperationProgress
DEFAULT { nameResolutionPhase notStarted },
aliasedRDNs [26] INTEGER OPTIONAL,
criticalExtensions [25] BIT STRING OPTIONAL,
referenceType [24] ReferenceType OPTIONAL,
entryOnly [23] BOOLEAN DEFAULT TRUE,
nameResolveOnMaster [21] BOOLEAN DEFAULT FALSE,
operationContexts [20] ContextSelection OPTIONAL,
familyGrouping [19] FamilyGrouping DEFAULT entryOnly }
FamilyGrouping ::= ENUMERATED {
entryOnly (1),
compoundEntry (2),
strands (3),
multiStrand (4)}
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CommonResults ::= SET {
securityParameters [30] SecurityParameters OPTIONAL,
performer [29] DistinguishedName OPTIONAL,
aliasDereferenced [28] BOOLEAN DEFAULT FALSE,
notification [27] SEQUENCE SIZE (1..MAX) OF Attribute OPTIONAL }
CommonResultsSeq ::= SEQUENCE {
securityParameters [30] SecurityParameters OPTIONAL,
performer [29] DistinguishedName OPTIONAL,
aliasDereferenced [28] BOOLEAN DEFAULT FALSE,
notification [27] SEQUENCE SIZE (1..MAX) OF Attribute OPTIONAL }
ServiceControls ::= SET {
options [0] ServiceControlOptions DEFAULT { },
priority [1]1 __INTEGER {low (0), medium (1), high (2)} DEFAULT medium,
timel-imit [2] INTEGER OPTIONAL,
sizel imit [31 INTEGER OPTIONAL,
scopeOfReferral [4] INTEGER { dmd(0), country(1) } OPTIONAL,
attributeSizeLimit [5] INTEGER OPTIONAL,
manpageDSAITPlaneRef [6] SEQUENCE {
dsaName Name,
agreementID AgreementID } OPTIONAL,
serviceType [71 OBJECT IDENTIFIER OPTIONAL,
userClass [8] INTEGER OPTIONAL }
ServiceCoptrolOptions ::= BIT STRING {
preferChaining (0),
chainingProhibited (1),
localScope (2),
dontUseCopy (3),
dontDereferenceAliases (4),
subentries (5),
copyShallDo (6),
partialNameResolution (7),
manageDSAIT (8),
noSubtypeMatch (9),
noSubtypeSelection (10),
countFamily 11y}
EntrylnforrationSelection = SET {
attributes CHOICE {
allUserAttributes [0] NULL,
select [11 SET OF AttributeType
-- empty set implies no attributes are requested -- } DEFAULT allUserAttributes : NULL,
infoTypes [2] INTEGER {
attributeTypesOnly (0),
attributeTypesAndValues (1) } DEFAULT attributeTypesAndValues,
extraAttributes CHOICE {
allOperationalAttributes [3] NULL,
—setect [4—S - )
contextSelection ContextSelection OPTIONAL,
returnContexts BOOLEAN DEFAULT FALSE,

familyReturn

ContextSelection
allContexts
selectedContexts

TypeAndContextAssertion
type
contextAssertions

preference
all

72

FamilyReturn DEFAULT
{ memberSelect contributingEntriesOnly }}

::= CHOICE {

NULL,
SET SIZE (1..MAX) OF TypeAndContextAssertion }

::= SEQUENCE {

AttributeType,

CHOICE {
SEQUENCE OF ContextAssertion,
SET OF ContextAssertion } }
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FamilyReturn ::= SEQUENCE {
memberSelect ENUMERATED {
contributingEntriesOnly (1),
participatingEntriesOnly (2),
compoundEntry 3)},
familySelect SEQUENCE SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL }

Entrylnformation ::= SEQUENCE {

name Name,
fromEntry BOOLEAN DEFAULT TRUE,
information SET SIZE (1..MAX) OF CHOICE {
attributeType AttributeType,
attribute Attribute } OPTIONAL,
incompleteEntry [31 BOOLEAN DEFAULT FALSE, -- not in 1988-edition systems
partialName [4] BOOLEAN DEFAULT FALSE, -- not in 1988 or 1993 edition systems
derivedEntry [5] BOOLEAN DEFAULT FALSE -- not in pre-2001 edition systems 1- }
family-infdrmation ATTRIBUTE ::= {
WITH SYNTAX FamilyEntries
USAGE directoryOperation
ID id-at-family-information }
FamilyEntyies ::= SEQUENCE ({
family-class OBJECT-CLASS.&id, -- structural object class value
familyEntries SEQUENCE OF FamilyEntry }
FamilyEntyy ::= SEQUENCE {
rdn RelativeDistinguishedName,
infojmation SEQUENCE OF CHOICE {
attributeType AttributeType,
attribute Attribute },
family-info SEQUENCE SIZE (1..MAX) OF-FamilyEntries OPTIONAL }
Filter ::= CHOICE {
item| [0] Filteritem,
and | [1] SET OF Filter,
or | [2] SET OF Filter,
not | [3] Filter}
Filterltem | ::= CHOICE {
equality [0] .AttributeValueAssertion,
substrings [1]1%. SEQUENCE {
type ATTRIBUTE.&id ({ SupportedAttributes }),
strings SEQUENCE OF CHOICE {
initial [0] ATTRIBUTE.&Type
({SupportedAttributes}{@substrings.type}),
any [11 ATTRIBUTE.&Type
({SupportedAttributes}{@substrings.type}),
final [2] ATTRIBUTE.&Type
({SupportedAttributes}{@substrings.type}),
control Attribute } }, -- Used to specify interpretation of following items
greaterOrEqual [2] AttributeValueAssertion,
lessOrEqual [3] AttributeValueAssertion,
present [4] AttributeType,
approximateMatch [5] AttributeValueAssertion,
extensibleMatch [6] MatchingRuleAssertion,
contextPresent [7]1 AttributeTypeAssertion }
MatchingRuleAssertion ::= SEQUENCE {
matchingRule [11 SET SIZE (1..MAX) OF MATCHING-RULE.&id,
type [2] AttributeType OPTIONAL,
matchValue [31 MATCHING-RULE.&AssertionType ( CONSTRAINED BY {

-- matchValue shall be a value of type specified by the & AssertionType field of
-- one of the MATCHING-RULE information objects identified by matchingRule -- } ),
dnAttributes [4] BOOLEAN DEFAULT FALSE }
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PagedResultsRequest ::= CHOICE {

newRequest SEQUENCE {
pageSize INTEGER,
sortKeys SEQUENCE SIZE (1..MAX) OF SortKey OPTIONAL,
reverse [11 BOOLEAN DEFAULT FALSE,
unmerged [2] BOOLEAN DEFAULT FALSE },
queryReference OCTET STRING }

SortKey ::= SEQUENCE {
type AttributeType,
orderingRule MATCHING-RULE.&id OPTIONAL }

SecurityParameters ::= SET {

certification-path [0] CertificationPath OPTIONAL,
name [H—DistinguishedName———ORPHONAL———
time [2] Time OPTIONAL,
random [3] BIT STRING OPTIONAL,
target [4] ProtectionRequest OPTIONAL,
resppnse [5] BIT STRING OPTIONAL,
operationCode [6] Code OPTIONAL,
attributeCertificationPath [7] AttributeCertificationPath OPTIONAL,
errofProtection [8] ErrorProtectionRequest OPTIONAL,
errorCode [91 Code OPTIONAL}

ProtectionRequest ::= INTEGER { none (0), signed (1), encrypted (2), signed-encrypted (3) }
Time ::= CHOICE {

utcTime UTCTime,

gengralizedTime GeneralizedTime }
ErrorProtectionRequest ::= INTEGER { none (0), signed (1),-encrypted (2), signed-encrypted (3) }

-- Bind arid unbind operations --

directoryBjind OPERATION ::= {

ARGUMENT DirectoryBindArgument

RESULT DirectoryBindResult

ERRPRS { directoryBindError } }
DirectoryBindArgument ::= SET {

credentials [0] Credentials OPTIONAL,

vers|ons [1] _(Versions DEFAULT {v1}}

Credentials ::= CHOICE.{

simple [0] SimpleCredentials,
strong [11 StrongCredentials,
externalRrocedure [2] EXTERNAL,
spkm [3] SpkmCredentials }
SimpleCredentials ::= SEQUENCE {
name [0] DistinguishedName,
validity [11 SET{
time1 [0] CHOICE {
utc UTCTime,
gt GeneralizedTime } OPTIONAL,
time2 [11 CHOICE {
utc UTCTime,
gt GeneralizedTime } OPTIONAL,
random1 [2] BIT STRING OPTIONAL,
random2 [31 BIT STRING OPTIONAL },
password [2] CHOICE {
unprotected OCTET STRING,
protected SIGNATURE {OCTET STRING} } OPTIONAL}
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StrongCredentials ::= SET {

certification-path [0] CertificationPath OPTIONAL,
bind-token [11 Token,
name [2] DistinguishedName OPTIONAL,

attributeCertificationPath [3] AttributeCertificationPath OPTIONAL }
SpkmCredentials ::= CHOICE ({

req [0] SPKM-REQ,

rep [1] SPKM-REP-TI}

Token ::= SIGNED { SEQUENCE {

algorithm [0] Algorithmldentifier,
name [1] DistinguishedName,
time [2] UTCTime,
random [3] BIT STRING,
resppnse [A] BIT STRING OPTIONAL,
bind|ntAlgorithm [51 SEQUENCE SIZE (1..MAX) OF Algorithmlidentifier OPTIONAL,
bind]ntKeyinfo [6] BindKeylnfo OPTIONAL,
bindlConfAlgorithm [71 SEQUENCE SIZE (1..MAX) OF Algorithmidentifier OPTIONAL,
bindConfKeylnfo [8] BindKeylnfo OPTIONAL--,
- dirqop [91 OBJECT IDENTIFIER OPTIONAL--}}

Versions {:= BIT STRING {v1(0), v2(1) }

DirectoryTndResult ::= DirectoryBindArgument

directoryBjindError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED {
SET {
versions [0] Versions DEFAULT {v1},
error CHOICE {
serviceError [11 ServiceProblem,
securityError [2] SecurityProblem}}}}

BindKeyInLo ::= ENCRYPTED { BIT STRING }
directoryUnbind OPERATION ::= emptyUnbind
-- Operations, arguments, and results --

read OPERATION ::= {
ARGUMENT ReadArgument

RESULT ReadResult
ERRDRS { attributeError | nameError | serviceError | referral | abandoned |
securityError }
CODE id-opcode-read }
ReadArgument ::=\OPTIONALLY-PROTECTED {

SET(
object [0] Name,
selection [11 _ EntryinformationSelection DEFAULT {}.
modifyRightsRequest [2] BOOLEAN DEFAULT FALSE,
COMPONENTS OF CommonArguments } }

ReadResult ::= OPTIONALLY-PROTECTED {
SET {
entry [0] Entrylnformation,
modifyRights [11 ModifyRights OPTIONAL,
COMPONENTS OF CommonResults } }

ModifyRights ::= SET OF SEQUENCE {

item CHOICE {
entry [0] NULL,
attribute [1] AttributeType,
value [2] AttributeValueAssertion },
permission [3] BIT STRING { add (0), remove (1), rename (2), move (3) } }
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compare OPERATION ::= {
ARGUMENT CompareArgument

RESULT CompareResult

ERRORS { attributeError | nameError | serviceError | referral | abandoned |
securityError }

CODE id-opcode-compare }

CompareArgument ::= OPTIONALLY-PROTECTED {

SET{
object [0] Name,
purported [11 AttributeValueAssertion,
COMPONENTS OF CommonArguments } }

CompareResult ::= OPTIONALLY-PROTECTED {

SET(
name Name OPTIONAL,
matched [0] BOOLEAN,
fromEntry [1 BOOLEAN DEFAULT TRUE,
matchedSubtype [2] AttributeType OPTIONAL,
COMPONENTS OF CommonResults } }

abandon QPERATION ::= {
ARGUMENT AbandonArgument

RESULT AbandonResult
ERRPORS { abandonFailed }
CODE id-opcode-abandon }
AbandonArgument ::= OPTIONALLY-PROTECTED-SEQ {
SEQUENCE {
invokelD [0] Invokeld}}

AbandonResult ::= CHOICE {
null NULL,
infomation OPTIONALLY-PROTECTED-SEQ {
SEQUENCE {
invokelD Invokeld,
COMPRONENTS OF CommonResultsSeq } } }

list OPERATION ::= {

UMENT ListArgument

RESULT ListResult

ERRDRS { namekError | serviceError | referral | abandoned | securityError }
id~-opcode-list }

SET
[0] Name,
[1] _ PagedResultsRequest OPTIONAL,
listFamily [2] BOOLEAN DEFAULT FALSE,
COMPONENTS OF CommonArguments } }

ListResult ::= OPTIONALLY-PROTECTED ({

CHOICE {
listinfo SET{

name Name OPTIONAL,

subordinates [11 SET OF SEQUENCE {
rdn RelativeDistinguishedName,
aliasEntry [0] BOOLEAN DEFAULT FALSE,
fromEntry [11 BOOLEAN DEFAULT TRUE },

partialOutcomeQualifier [2] PartialOutcomeQualifier OPTIONAL,

COMPONENTS OF CommonResults },

uncorrelatedListinfo [0] SET OF ListResult } }
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PartialOutcomeQualifier ::= SET {
limitProblem
unexplored
unavailableCriticalExtensions
unknownErrors
queryReference
overspeckFilter
notification
entryCount
bestEstimate
lowEstimate

LimitProblem ::= INTEGER {

[0]
[1]
[2]
[3]
[4]
[5]
[6]

ISO/IEC 9594-3:2001 (E)

LimitProblem OPTIONAL,
SET SIZE (1..MAX) OF ContinuationReference OPTIONAL,
BOOLEAN DEFAULT FALSE,
SET SIZE (1..MAX) OF ABSTRACT-SYNTAX.&Type OPTIONAL,
OCTET STRING OPTIONAL,
Filter OPTIONAL,
SEQUENCE SIZE (1 .. MAX) OF Attribute OPTIONAL,
CHOICE {
[7]1 INTEGER,
[8] INTEGER } OPTIONAL }

timeLimitExceeded (0), sizeLimitExceeded (1), administrativeLimitExceeded (2) }

search OchRATION = {

ARGUMENT SearchArgument

RESULT SearchResult

ERRPRS { attributeError | nameError | serviceError | referral | abandoned |

securityError }
CODE id-opcode-search }
SearchArgument ::= OPTIONALLY-PROTECTED {

SET{
baseObject [0] Name,
subset [11 INTEGER{

baseObject(0), oneLevel(1), wholeSubtree(2) } DEFAULT baseObject,

filter [2] Filter DEFAULT and: {},
searchAliases [3] BOOLEAN DEFAULT TRUE,
selection [4] EntryinformationSelection DEFAULT { },
pagedResults [5] PagedResultsRequest OPTIONAL,
matchedValuesOnly [6] BOOLEAN DEFAULT FALSE,
extendedFilter [7]1 Filter OPTIONAL,
checkOverspecified [81 BOOLEAN DEFAULT FALSE,
relaxation [91 RelaxationPolicy OPTIONAL,
extendedArea [10] INTEGER OPTIONAL,
hierarchySelections [11] HierarchySelections  DEFAULT { self },
searchControlOptions [12] .SearchControlOptions DEFAULT { searchAliases },
joinArguments [13].\_SEQUENCE SIZE (1..MAX) OF JoinArgument OPTIONAL,
joinType [14]° ENUMERATED {

COMPONENTS OE

Hierarchy$elections ::= BIF'STRING {

innerJoin(0), leftOuterJoin(1), fullOuterJoin(2) } DEFAULT leftOuterJoin,
CommonArguments } }

self (0),
children (1),
parept (2),
hierarchy. (3),
top L (4),
subt (5),
siblings (6),

siblingChildren (7),
siblingSubtree (8),
all 9)}

SearchControlOptions ::= BIT STRING {

searchAliases
matchedValuesOnly
checkOverspecified
performExactly
includeAllAreas
noSystemRelaxation
dnAttribute
matchOnResidualName

(0),
(1),
(2),
(3),
(4),
(5),
(6),
(@),
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entryCount (8),
useSubset 9),
separateFamilyMembers (10),
searchFamily (11) }
JoinArgument ::= SEQUENCE {
joinBaseObject [0] Name,
domainLocallD [11 DomainLocallD OPTIONAL,
joinSubset [2] ENUMERATED {
baseObject(0), oneLevel(1), wholeSubtree(2) } DEFAULT baseObject,
joinFilter [31 Filter OPTIONAL,
joinAttributes [4] SEQUENCE SIZE (1..MAX) OF JoinAttPair OPTIONAL,
joinSelection [6] EntryinformationSelection }
DomainLocallD ::= DirectoryString { ub-domainLocallD }
JoinAttPair ::= SEQUENCE {
basdAtt AttributeType,
joinAtt AttributeType,
joinContext SEQUENCE SIZE (1..MAX) OF JoinContextType OPTIONAL }

JoinContektType ::= CONTEXT.&id({SupportedContexts})

SearchResgult ::= OPTIONALLY-PROTECTED {

CHOICE {

searchinfo SET {
name Name OPTIONAL,
entries [0] SET OF Entrylnformation,
partialOutcomeQualifier [2] PartialOutcomeQualifier OPTIONAL,
altMatching [3] BOOLEAN "DEFAULT FALSE,
COMPONENTS OF CommonResults },

uncorrelatedSearchinfo [0] SET OF SearchResult} }

addEntry PPERATION ::= {
ARGUMENT AddEntryArgument

RESULT AddEntryResult
ERRPDRS { attributeError | nameError| serviceError | referral | securityError |
updateError }
CODE id-opcode-addEntry<}
AddEntryArgument ::= OPTIONALLY-PROTECTED {
SET{
object [0] Name,
entry [11 SET OF Attribute,
targetSystem [2] AccessPoint OPTIONAL,
COMPONENTS OF CommonArguments} }
AddEntryResult ::=_CHOICE {
null NULL,
information OPTIONALLY-PROTECTED-SEQ {

SEQUENCE { COMPONENTS OF CommonResultsSeq } } }

removeEntry OPERATION ::= {
ARGUMENT RemoveEntryArgument

RESULT RemoveEntryResult
ERRORS { nameError | serviceError | referral | securityError | updateError }
CODE id-opcode-removeEntry }
RemoveEntryArgument ::= OPTIONALLY-PROTECTED {
SET{
object [0] Name,
COMPONENTS OF CommonArguments } }
RemoveEntryResult ::= CHOICE {
null NULL,
information OPTIONALLY-PROTECTED-SEQ {

SEQUENCE { COMPONENTS OF CommonResultsSeq } } }
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modifyEntry OPERATION ::= {
ARGUMENT ModifyEntryArgument

RESULT ModifyEntryResult
ERRORS { attributeError | nameError | serviceError | referral | securityError |
updateError }
CODE id-opcode-modifyEntry }
ModifyEntryArgument ::= OPTIONALLY-PROTECTED {
SET{
object [0] Name,
changes [11 SEQUENCE OF EntryModification,
selection [2] EntrylnformationSelection OPTIONAL,

COMPONENTS OF CommonArguments } }

ModifyEntryResult ::= CHOICE {
null NULL,
infoymation OPTIONALLY-PROTECTED-SEQ {
SEQUENCE {
entry [0] Entrylnformation OPTIONAL,
COMPONENTS OF CommonResultsSeq } } }

EntryModification::= CHOICE {
addAttribute [0] Attribute,
remgveAttribute [1] AttributeType,

addValues [2] Attribute,
remgveValues [3] Attribute,

alterValues [4] AttributeTypeAndValue,
resetValue [5] AttributeType }

modifyDN |OPERATION ::= {
ARGUMENT ModifyDNArgument

RESULT ModifyDNResult
ERRDRS { nameError | serviceError | referral | securityError | updateError }
CODE id-opcode-modifyDN }
ModifyDNArgument ::= OPTIONALLY-PROTECTED {
SET{
object [0] DistinguishedName,
newRDN [11 RelativeDistinguishedName,

deleteOIdRDN [2] BOOLEAN DEFAULT FALSE,
newSuperior [3].. ‘DistinguishedName OPTIONAL,
COMPONENTS OF CommonArguments } }

ModifyDNResult ::= CHQICE'{

null NULL,
information OPTIONALLY-PROTECTED-SEQ ({
SEQUENCE {
newRDN RelativeDistinguishedName,

COMPONENTS OF CommonResultsSeq } } }

-- Errors and parameters --

abandoned ERROR := { -- not literally an "error"
PARAMETER OPTIONALLY-PROTECTED {
SET {COMPONENTS OF CommonResults} }
CODE id-errcode-abandoned }

abandonFailed ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED {
SET {
problem [0] AbandonProblem,
operation [11 Invokeld,
COMPONENTS OF CommonResults } }
CODE id-errcode-abandonFailed }
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AbandonProblem ::= INTEGER { noSuchOperation (1), tooLate (2), cannotAbandon (3) }

attributeError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED {

SET {

object [0] Name,

problems [1] SET OF SEQUENCE {
problem [0] AttributeProblem,
type [1] AttributeType,
value [2] AttributeValue OPTIONAL },

COMPONENTS OF CommonResults } }

CODE id-errcode-attributeError }

AttributeProblem ::= INTEGER {

noST‘CﬁN\'I’I‘D‘IJTEO?VﬂU‘E WB
invalidAttributeSyntax (2),

undéfinedAttributeType (3),
inappropriateMatching (4),
constraintViolation (5),
attriILuteOrVaIueAIreadyExists (6),
contextViolation (7) }

nameErron ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED {

SET {
problem [0] NameProblem,
matched [11 Name,
COMPONENTS OF CommonResults } }
CODE id-errcode-nameError }
NameProbjlem ::= INTEGER {
noSuichObject (1),
aliagProblem (2),
invalidAttributeSyntax (3),
aliagDereferencingProblem (4),
contextProblem (5)}
referral ERROR ::= { --not literally anerror"
PARAMETER OPTIONALLY-PROTECTED ({
SET {
candidate [0] ContinuationReference,
COMPONENTS OF CommonResults } }
CODE id-errcode-referral }
securityErfor ERROR "::= {
PARAMETER OPTIONALLY-PROTECTED {
SETH
problem [0]  SecurityProblem,
spkminfo [11 SPKM-ERROR,
COMPONENTS OF CommonResults } }
CODE id-errcode-securityError }

SecurityProblem ::= INTEGER {
inappropriateAuthentication (1),

invalidCredentials (2),
insufficientAccessRights (3),
invalidSignature (4),
protectionRequired (5),
nolnformation (6),
blockedCredentials (7),
invalidQOPMatch (8),
spkmError 9)}
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