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Foreword

ISO (the International Organization for Standardization) andNEC (t

Electrotechnical Commission) form the specialized systemi for worldy

ation. National bodies that are members of ISO or IEC participate in

of International Standards through technical committees established 1
organization to deal with particular fields of technical activity. ISO.ay
committees collaborate in fields of mutual intefest. Other internationg
governmental and non-governmental, in liaison with ISO and IEC, alsq

work.

In the field of information technolégy; ISO and IEC have established
committee, ISO/IEC JTC 1. ,Draft International' Standards adopt
technical committee are circulated to national bodies for voting. P

he International
vide standardiz-
he development
y the respective
1d IEC technical
|| organizations,
take part in the

la joint technical
ed by the joint
iblication as an

International Standard reguires approval by at least 75 % of the nationial bodies casting

a vote.

International Standard ISO/IEC 9594-3 was prepared by Joint Tech]
ISO/IEC JTC (A Jnformation technology.

ISO/IEC 9594 consists of the following parts, under the general t
technology — Open Systems Interconnection — The Directory:

Part 1: Overview of concepts, models and services
Part 2: Models

Part 3:
Part 4:
Part 5:

Abstract service definition
Procedures for distributed operation
Protocol specifications

Part 6: Selected attribute types
Part 7:

Part 8;

Selected object classes

Authentication framework

nical Committee

tle Information

Annexes A and B form an integral part of this part of ISO/IEC 9594,

it
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f ISO/IEC 9594, together with the other parts, has been produced to facilitate the.intercon
Cessing systems to provide directory services. The set of all such systems, together) with thq
ch they hold, can be viewed as an integrated whole, called the Directory. The-information h
tively known as the Directory Information Base (DIB), is typically used to facilitate communicatig
ects such as application entities, people, terminals, and distribution lists.

bry plays a significant role in Open Systems Interconnection, whose aif/is to allow, with a m
nent outside of the interconnection standards themselves, the interConnection of information

rent manufacturers;
Erent managements,
t levels of complexity; and

t ages.
ISO/IEC 9594 defines the capabilities provided\by the Directory to its users.

ovides the ASN.1 module which contains<4ll the definitions associated with the Abstract Service

nection of
directory
cld by the
n between,

inimum of
processing
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INTERNATIONAL STANDARD

ISO/IEC 9594-3 : 1990 (E)

Information technology — Open Systems Interconnection —

The Directory —

Part 3:
Abstract service definition

SECTION 1: GENERAL

1 Scope

1.1 - This part of ISO/IEC 9594 defines in an aibstract way
the externally visible service provided by the Directory.

1.2 This [part of ISO/IEC 9594 does not specify
individual implementations or products.

2 Normative references

The follow|ng standards contain provisions which, through
reference ip this text, constitute provisions of this part of
ISO/IEC 9594. At the time of publication, the editions
indicated were valid. All standards are subject to revision,
and parti¢s to agreements based on this part of
ISO/IEC 9594 are encouraged to investigate the possibility
of applying the most recent editions of the standards listed
below. Mpmbers of IEC and ISO maintain registers of
currently vhlid International Standards.

ISO 7498:1984, Information Processing Systems —
Open Systems Interconnection —
Basic Reference Model.

ISO/IEC 8824:1990, Information Technology — Open
Systems Interconnection —
Specification.of Abstract Syntax
Notation One (ASN.1).

ISO/IEC 9072-1:1989, Information Processing Systems —
Text Communication — Remote
Operations — Part 1: Model, Nota-
tion and Service Definition.

ISO/IEC 9072-2:1989_Information Processing Systems —

ISO/IEC 9594-4:1990,

ISO/IEC 9594-5:1990,

ISO/IEC 9594-6:1990,

ISO/IEC 9594-7:1990,

ISO/IEC 9594-8:1990,

ISO/IEC 10021-3:1990, Information Tech

3 Definitions

3.1 Basic Directory Definitions

Information Techn
Systems Interconne:

blogy — Open
rtion — The

Directory —Part 4} Procedures for
Distributed Operatipn.

Information Techn
Systems Interconne

blogy — Open
rtion — The

Directory — Part 5; Protocol

Specifications.

Information Techn
Systems Interconne,

blogy — Open
rtion — The

Directory — Part 6 Selected At-

tribute Types.

Information Techn

blogy -— Open

Systems Interconnertion — The
Directory — Part 7 Selected Object

Classes.

Information Techn
Systems Interconne,

blogy — Open
rtion — The

Directory — Part 8 Authentication

Framework.

Communication —

nology — Text
Message

Oriented Text Interchange System

(MOTIS) — Part 3
Definition.

- Abstract Service

Text Communication — Remote
Operations — Part 2: Protocol
Specification,

ISO/IEC 9594-1:1990, Information Technology — Open
Systems Interconnection — The
Directory — Part 1: Overview of
Concepts, Models and Services.

ISO/IEC 9594-2:1990, Information Technology — Open
Systems Interconnection — The
Directory — Part 2: Models.

This part of ISO/TEC 9594 makes use of the following
terms defined in ISO/IEC 9594-1:

a) Directory;

b) Directory Information Base;

¢) (Directory) User.

3.2 Directory Model Definitions

This part of ISO/IEC 9594 makes use of the following
terms defined in ISO/IEC 9594-2:

a) Directory System Agent;

b) Directory User Agent.
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33 Directdry Information Base Definitions

This part of ISO/IEC 9594 makes use of the following
terms defined in ISO/IEC 9594-2:

a) alias entry;
b) Directory Information Tree;
c) (Directory) entry;

d) immediate superior;

3.6 Distributed Operations Definitions

This part of ISO/IEC 9594 makes use of the following
terms defined in ISO/IEC 9594-4:

a) chaining;

b) referral.

3.7 Abstract Service Definitions
For the purpose of this part of ISO/IEC 9594 the following

e) immediafetysuperioremry/objecs
f) object;
g) objectclg

w

S5
h) object enfry;
i) subordingte;

j} superior.

3.4 Directgry Entry Definitions

This part of I§O/IEC 9594 makes use of the following
terms defined in ISO/IEC 9594-2:

a) attribute;]
b) attribute kype;
¢) attribute value;

d) attribute [value assertion.

3.5 Name Definitions

This part of I§O/IEC 9594 makes use of the following
terms defined in ISO/IEC 9594-2:

a) alias, aligs name;
b) distinguished name;
¢) (directorly) name
d) purported name;

e) relative distinguished-name.

definitions apply:

3.7.1 filter: An assertion about the presencg or value of
certain attributes of an entry in order to.limit the scope of a
search;

3.7.2 service controls: Parafeters conveyed fas part of an
abstract-operation which constrain various aspects of its
performance.

3.7.3 originator The user that originated an [operation.

4 Abbreviations

This_patt of ISO/IEC 9594 makes use of the following
abbreviations:

AVA Attribute Value Assertion

DIB Directory Information Base
DIT Directory Information Tree
DSA Directory System Agent

DUA Directory User Agent

DMD Directory Management Domain
RDN Relative Distinguished Name

5 Conventions

This part of ISO/IEC 9594 makes use of the aBstract service
definition conventions defined in ISO/IEC 100R1-3.
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SECTION 2: ABSTRACT SERVICE

6 Overview of the Directory Service

6.1 As described in ISO/IEC 9594-2, the services of the
Directory are provided through access points to DUAS,

each actin

on behalf of a user. These concepts are

ISO/IEC 9594-3 : 1990 (E)

The DUA consumes the services provided by the

6.5 The ports cited from 6.2 through 6.4 can be defined

depicted in 1

igure 1.

Acq

Direct
usd

ess Point

The
Directory

ory

6.2 In prig
different t
services. It
object, supj

Figure 1 —Access to the Directory

ciple, access points to the Directory may be of
pes, providing different combinations of
is valuable to consider the Directory as an
porting a number of types of port. Each port

defines a pa[;icular kind of interaction which the Directary

can partici
corresponds|

6.3 Using
Directory cg

directory

ate in with a DUA. Each access\paint
to a particular combination of port types.

the notation defined in ISO/IEC-8505-3, the
n be defined as follows:

OBJECT

The Directd
support reag
in the DIB;

PORTS { readPort [S],
searghPort [S],
modifyPort [S1}
id-ot-directory

ry supplies’operations via: Read Ports, which
ling information from a particular named entry

the DIB; anl
of entries.in

Search Ports, which allow more 'exploration’ of

the DIB.

Note - It is intended that in the future there may be other types

of Directory

port.

6.4 Similarly, a DUA (from the viewpoint of the

Directory) ¢
dua

an be defined as follows:

OBJECT

PORTS { readPort [C],
searchPort [C],
modifyPort [C]}

id-ot-dua

T .
CONSUMER INVOKES {
Read, Compare, Abandgn}

CONSUMER INVOKES {

CONSUMER INVOKES {
AddEntry, RemoveEntry
ModifyEntry, ModifyRDHN}

6.6 The operations from the readPort, s
the modifyPort are defined in clauses
respectively.

7 Information Types

7.1 Introduction

7.1.1 This clause identifies, and in some
number of information types which are su
in the definition of Directory operations.
types concerned are those which are comy
one operation, are likely to be in the futu
sufficiently complex or self-contained as
efined-separate m-the-operation-whidh uses them.

parchPort and
9, 10, and 11

6.7 These ports are used only as a methdd of structuring
the description of the Directory service.
Directory operations is specified in ISO/IE

Conformance to
C 9594-5,

cases defines, a
bsequently used
['he information
on to more than
e, or which are
to merit being

7.1.2  Several of the information types used in the
definition of the Directory service are actually defined
elsewhere. Subclause 7.2 identifies these types and
indicates the source of their definition. Each of the
remaining subclauses (7.3 through 7.11) identifies and
defines an information type.
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7.2 Information Types Defined Elsewhere

7.2.1 The following information types are defined in
ISO/IEC 9594-2:

a) Attribute;

b) AttributeType;

c) AttributeValue;

d) AttributeValueAssertion;
e) DistinguishedName;

7.3.2.1  The ServiceControls component is specified in
7.5. Its absence is deemed equivalent to there being an
empty set of controls.

7.3.2.2  The SecurityParameters component is
specified in 7.9. Its absence is deemed equivalent to there
being an empty set of security parameters.

7.3.2.3 The requestor Distinguished Name identifies
the originator of a particular abstract-operation. It holds the
name of the user as identified at the time of binding to the

f) Name;
2) RelativgDistinguishedName.
7.2.2 The fqllowing information type is defined in
ISO/IEC 95946:
a) PresentationAddress.
7.2.3 The following information types are defined in
ISO/IEC 959448:
a) Certificate;
b) SIGNED;
c) Certific‘EtionPath.

7.2.4 The fo
9072-1:

a) InvokelD.

7.2.5 Thefo
9594-4:

a) OperationProgress;

owing information types are defined in ISO

owing information types are defined in ISO

b) ContingpationReference.

7.3 Common Arguments

7.3.1 The CpmmonArguments jnformation may be
present to qualify the invocation ef.each operation that the
Directory can perform.

CommonArgunjents = SET{
[30] erviceControls DEFAULT {},
[29] ecurityParameters DEFAULT {},
requestpr [28] DistinguishedName
OPTIONAL
[27] perationProgress ared],
aliasedRDNs [26] INTEGER OPTIONAL
extensions [25] SET OF Extension

OPTIONAL }
Extension = SET{
Identifier [0]  INTEGER,
critical {11  BOOLEAN DEFAULT FALSE,
item [2]  ANY DEFINED BY Identifier}

7.3.2 The various components have the meanings as
defined in 7.3.2.1 through 7.3.2.4.

Directory—lt—may-berequired—when—the—request is to be
signed (see 7.10), and shall hold the name(of|the user who
initiated the request.

7.3.24 The OperationProgress-defines the role that
the DSA is to play in the distributed evalyation of the
request. It is more fully defined’in ISO/IEC 9594-4.

7.3.2.5  The aliasedRIDNs component indicates to the
DSA that the object_component of the operation was
created by the dereferencing of an alias qn an earlier
operation attempt. The integer value indicatep the number
of RDNs in¢the object that came from dereferencing the
alias. (Thé_value would have been set in|the referral
response(of the previous operation.)

7:3.2.6 The extensions component [provides a
mechanism to express standardized extensions to the form
of the argument of a Directory abstract-operafion.

Note — The form of the result of such an extepded abstract-
operation is identical to that of the non-extepded version.
(Nonetheless, the result of a particular extended abstract-
operation may differ from its non-extended countefpart).

The subcomponents are as defined in 7.3.2L6.1 through
7.3.2.6.3.

7.3.2.6.1 The identifier serves to identify| a particular
extension. Values of this component shall be assigned only
by future versions of ISO/IEC 9594.

7.3.2.6.2 The critical subcomponent allows the originator
of the extended abstract-operation to indi¢ate that the
performance of only the extended form of [the abstract-
operation is acceptable (i.e. that the non-extgnded form is
i i is a critical
extension. If the Directory, or some part of it, is unable to
perform a critical extension it returns an indication of
unavailableCriticalExtension (as a serviceError or
PartialOutcomeQualifier). If the Directory is unable to
perform an extension which is not critical, it ignores the
presence of the extension.

7.3.2.6.3 The item subcomponent provides the
information needed for the Directory to perform the
extended form of the abstract-operation.
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7.4 Common Results

7.4.1 The CommonResults information should be
present to qualify the result of each retrieval operation that
the Directory can perform.

CommonResults ::= SET{

[30] SecurityParameters OPTIONAL,
performer [29] Distinguisheddame OPTIONAL,
aliasDereferenced [28] BOOLEAN DEFAULT FALSE}

ISO/IEC 9594-3 : 1990 (E)

7.5.2.1 The options component contains a number of
indications, each of which, if set, asserts the condition
suggested. Thus: '

a) preferChaining indicates that the preference is that
chaining, rather than referrals, be used to provide
the service. The Directory is not obliged to follow
this preference;

b) chainingProhibited indicates that chaining, and
other methods of distributing the request around the

7.4.2 The various components have the meanings as

defined in 7}4.2.1 through 7.4.2.3.

74.21 The SecurityParameters component is
specified in[7.9. Its absence is deemed equivalent to there
being an empty set of security parameters.

7.4.22  The performer Distinguished Name identifies
the performe¢r of a particular operation. It may be required
when the reqult is to be signed (see 7.10) and shall hold the
name of the [DSA which signed the result.

74.2.3 The aliasDereferenced component is set to
TRUE when|the purported name of an object or base object

Directory _are prnhi hited:

¢) localScope indicates that the-Opgration is to be
limited to a local scope . The~definition of this
option is itself a local matter, for example, within a
single DSA or a single DMD;

d) dontUseCopy indicates that copied [information (as
defined in ISO/IEC 9594-4 shall hot be used to
provide the sefvice;

e) dontDereferenceAliases indicates that any alias
used to identify the entry affected by an operation is
not to be dereferenced.

Note - This is necessary to allow refefence to an alias

which is the

target of the operation included an alias which

was derefergnced.

7.5 Service Controls

751 AS

erviceControls parameter contains the

controls, if 4ny, that are to direct or constrain the provision
of the service.

ServiceContfols i= SET{

options [0] BIT STRING {
preferChaining(0),
chainingProhibited (1),
localScope (2),
dontUseCopy (3),
dontDereferenceAliases(4)}
DEFAULT {},

priorfly [1] INTEGER{

low (0),

medium{1);

high {2).} DEFAULT medium,

timeLimit 2]  INTEGER OPTIONAL,

entry itself rather than the aliased entry}, e.g., in order to

read the alias entry.

If'this component is omitted, the followir]g are assumed:
no preference for chaining but chaining ndt prohibited, no

limit on the scope of the operation, use of
and aliases shall be dereferenced (exc
operations where aliases shall never be der

7.5.2.2 The priority (low, medium or high)
vice is to be provided. Note that this is not

copy permitted,
ppt for modify
tferenced).

at which the ser-
W guaranteed ser-

vice in that the Directory, as a whole, does not implement

queuing. There is no relationship implied
‘priorities’ in underlying layers.

7.5.2.3 The timeLimit indicates the ma|

with the use of

ximum elapsed

time, in seconds, within which the sgrvice shall be
provided. If the constraint cannot be met, an error is
reported. If this component is omitted, po time limit is
implied. In the case of time limit exceeded on a List or

Search, the result is an arbitrary se

ection of the

accumulated results.

sizelimit——31—INTEGER-OPHONAL;

INTEGER{
dmd(0),
country(1)}
OPTIONAL }

scopeOfReferral (4]

7.5.2 The various components have the meanings as
defined in 7.5.2.1 through 7.5.2.5.

Note— e length of time
spent processing the request during the elapsed time: any
number of DSAs may be involved in processing the request
during the elapsed time.

7.5.2.4  The sizeLimit is only applicable to List and
Search operations. It indicates the maximum number of
objects to be returned. In the case of size limit exceeded,
the results of List and Search may be an arbitrary selection
of the accumulated results, equal in number to the size
limit. Any further results shall be discarded.

7.52.5  The scopeOfReferral indicates the scope to
which a referral returned by a DSA should be relevant.
Depending on whether the values dmd or country are
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selected, only referrals to other DSAs within the selected
scope shall be returned. This applies to the referrals in both
a Referral error and the unexplored parameter of List and
Search results.

7.5.3 Certain combinations of priority, timeLimit, and
slzeLimit may result in conflicts. For example, a short
time limit could conflict with low priority; a high size limit
could conflict with a low time limit, etc.

7.7 Entry Information

7.7.1 An Entrylnformation parameter conveys selected
information from an entry.

Entrylnformation iz
DistinguishedName,
fromEntry BOOLEAN DEFAULT TRUE,
SET OF CHOICE {

AttributeType,
Attribute } OPTIONAL }

SEQUENGE {

7.6 Entry Information Selection

7.6.1 An EntrylnformationSelection parameter
indicates whdt information is being requested from an
entry in a retrieval service.

EntryinformatipnSelection::= SET{
attributeTypes

HOICE {

allAttributes [0] NULL,

[1] SET OF AtiributeType
emply set implies no attributes
are requested - - }

DEFAULT allAttributes NULL,

7.6.2.1 The attributeTypes component specifies tite
set of attribut

a) If the gelect option is chosen, then the attfibutes

An attributeError with the
Attribute problemshall only be returned if
none of{ the attributes selécted is present.

b) If the allAttributes- option is selected, then
information is requésted about all attributes in the
entry.

Attribute infofmiation is only returned if access rights are

7.7.2 The DistinguishedName of the(@njry is always
included.

7.7.3 The fromEntry parameter indigates whether
the information was obtained frof the entryl (TRUE) or a
copy of the entry (FALSE).

7.7.4 A set of AttributeTypes or Attributes|are included,
if relevant, each of which may be alone or actompanied by
one or more attribute values.

7.8 Filter

7.8.1 <A Filter parameter applies a test {hat is either
satisfied or not by a particular entry. The filtgr is expressed
in terms of assertions about the presence or value of
certain attributes of the entry, and is satisfied if and only if
it evaluates to TRUE.

‘Note — A Filter may be TRUE, FALSE or undefined.

Filter == CHOICE {
item [0] Filterltem,
and [1] SET OF Filter,
or [2]1 SET OF Filter,
not [31 Filter}

Filterltem = CHOICE{
equality [0] AttributeValueAssertion,
substrings [1] SEQUENGCE {
type AttributeType
strings SEQUENCE OF CHOICE {
initial [0] ttributeValue,
any [1] tiributeValue,
final [2]
AttributeValue}},
greaterOrEqual [2] AttributeValueAsserfion,
lessOrEqual ~ [3] AttributeValueAssertion,

sufficient. A—seeurityError Evith -t
insufficientAccessRights problem) shall only be returned
in the case where access rights preclude the reading of all
attribute values requested.

7.6.2.2  The infoTypes component specifies whether
both attribute type and attribute value information (the
default) or attribute type information only is requested. If
the attributeTypes component (7.6.2.1) is such as to
request no attributes, then this component is not
meaningful.

present [4] AttributeType,
approximateMatch [5] AtiributeValueAssertion}

7.8.2 A Filter is either a Filterltem (see 7.8.3), or an
expression involving simpler Filters composed together
using the logical operators and, or, and not. The Filter is
undefined if it is a Filterltem which is undefined, or if it
involves one or more simpler Filters, all of which are
undefined. Otherwise, where the Filter is:

a) anitem, it is TRUE if and only if the corresponding
Filterltem is TRUE;

b) anand, it is TRUE unless any of the nested Filters is
FALSE.
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<)

d)

Note - thus, if there are no nested Filters the and
evaluates to TRUE;

an or, it is FALSE unless any of the nested Filters is
TRUE.

Note - thus, if there are no nested Filters the or evaluates
to-FALSE; .

a not, it is TRUE if and only if the nested Fllter is
FALSE.

7.8.3 A Filterltem is an assertion about the presence or

ISO/IEC 9594-3 : 1990 (E)

algorithm) places the supplied value after or equal
to any value of the attribute;

present, it is TRUE if and only if such an attribute

e)
is present in the entry;
f) approximateMatch, it is TRUE if and only if there

is a value of the attribute which matches that which
is asserted by some locally-defined approximate
matching algorithm (e.g., spelling variations,
phonetic match, etc). There are no specific

guidelines for approximate matching in this version

value(s) of
under test.
undefined.

7.8.3.1
which ident

an attribute of a particular type in the entry
Each such assertion is TRUE, FALSE, or

Kvery Filterltem includes an AttributeType

fies the particular attribute concerned.

7.8.3.2 Any assertion about the value of such an
attribute is pnly defined if the AttributeType is known,
and the purported AttributeValue(s) conforms to the

attribute sy
Notes

1.  Where
undefined.
2. Access

tax defined for that attribute type.

these conditions are not met, the Filterltem is

control restrictions may require that the Filteritem

be considerdd undefined.

7.8.3.3 A
evaluated u
attribute syi]
rule not def
used to mak

Note — W,
undefined.

7.8.3.4 y:
7.8.2-3 abo

\ssertions about the value of an attribute are
sing the matching rules associated with the
tax defined for that attribute type. A matching
ned for a particular attribute syntax cannet,be
e assertions about that attribute.

nere this condition is not met, the Filterltem is

\ Filteritem may be undefined/(as described in
¢). Otherwise, where the Filterltem asserts:

a) equality, it is TRUE if and only if there is a value of

the a

b) subs
of th
apped
non-
separ

ribute which is equal to that asserted;

rings, it is FRUE if and only if there is a value
e attribute™in which the specified substrings
r in thegiven order. The substrings shall be
verlapping, and may  (but need not) be
pted from the ends of the attribute value and

from

of this—partof ISOAEC9594—]f approximate

matching is not supported, thisFilte
treated as a match for equality.

7.9 Security Parameters

rItem should be

7.9.1 The SecurityParameters govern the operation of

various security features associated w1
operation. ~

Note — These parameters are conveyed from sg

th a Directory

nder to recipient.

Where the patameéters appear in the argument of an abstract-

operation the.réquestor is the sender, and the
recipient dfra result, the roles are reversed.

performer is the

SecurityParameters:= SET{

certification-path [0] CertificationPath OPTIONAL,
name [1] DistinguishedName QPTIONAL,
time [2] UTCTime OPTIONAL, |
random(3] BIT STRING OPTIONAL, -
farget [4] ProtectionRequest ORTIONAL }

ProtectionRequest ::= INTEGER{  npne(0),

signed (1)}

7.9.2 The various components have t}
defined in 7.9.2.1 through 7.9.2.5.

7.9.2.1  The CertificationPath compon
the sender's certificate, and, optionally,
certificate pairs. The certificate is used
sender's public key and distinguished nar
used to verify the signature on the argumer]
parameter shall be present if the argum|
signed. The sequence of certification p
certification authority cross certificates. It
the sender's certificate to be validated. It i

€ meanings -as

ent consists of
a sequence of
0 associate the
ne, and may be
t or result. This
ent or result is
hirs consists of
s used to enable
5 not required if

sender. If the recipient requires a valid s

authority as the
et of certificate

C)

d)

If initial is present, the substring shall match the
initial substring of the attribute value; if final is
present, the substring shall match the final substring
of the attribute value; if any is present, the substring
may match any substring in the attribute value.

greaterOrEqual, it is TRUE if and only if the
relative ordering (as defined by the appropriate
ordering algorithm) places the supplied value before
or equal to any value of the attribute;

lessOrEqual, it is TRUE if and only if the relative
ordering (as defined by the appropriate ordering

pairs, and this parameter is not present, whether the
recipient rejects the signature on the argument or result, or
attempts to generate the certification path, is a local matter.

7.9.2.2

The name is the distinguished name of the first

intended recipient of the argument or result. For example,
if a DUA generates a signed argument, the name is the
distinguished name of the DSA to which the operation is
submitted.

7.9.2.3

The time is the intended expiry time for the

validity of the signature, when signed arguments are used.
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It is used in conjunction with the random number to enable
the detection of replay attacks.

7.9.2.4

The random number is a number which

should be different for each unexpired token. It is used in
conjunction with the time parameter to enable the
detection of replay attacks when the argument or result has

been signed.

7.9.2.5 The target ProtectionRequest may appear only in

the request for
the requestor’s
to be provided
(no protection
tory is request
actually provid
result and may
on the limitatig

7.10 OPT)

7.10.1 An OP
whose values
accompanied |
specified by m

an operation to be carried out, and indicates

Credentials: = CHOICE {
simple [0]1  SimpleCredentials,
strong [11  StrongCredentials,

externalProcedure [2]  EXTERNAL}
SimpleCredentials ::= SEQUENCE{

name [01 DistinguishedName,
validity [1]  SET{

timet [0} UTCTime OPTIONAL,
time2 {11  UTCTime OPTIONAL,
random1 [2]  BIT STRING OPTIONAL,

random?2 [31  BIT STRING OPTIONAL}

OPTIONAL,

preference-regarding-the-degree-of-protection
to the result. Two levels are provided: none
requested, the default), and signed (the Direc-
d to sign the result). The degree of protection
ed to the result is indicated by the form of
be equal to or lower than that requested, based
ns of the Directory.

ONALLY-SIGNED

TIONALLY-SIGNED information type is one
may, at the option of the generator, be
by their digital signature. This capability is
eans of the following macro:

OPTIONALLY-§IGNED MACRO ::=

BEGIN

TYPE NOTATIOE
N

VALUE NOTATI

END

7.10.2 The S|
the signed fi
ISO/IEC 9594

8 Bind 4

== type (Type)
::=value (VALUE
CHOICE{ Type, SIGNED Type})

GNED macro, which describes the form of
brm of the information, is specified in
8.

nd Unbind Operations

The DirectoryBjnd and DirecterylUnbind operations, defined

in 8.1 and 8.2
beginning and
Directory.

respectively,-are used by the DUA at the
end of a'particular period of accessing the

8.1 Direct

—1In mwmnumr for
. -~ time and random are relevant i

- - dialogues employing protected
- - password mechanisms'and derive
- - their meaning as per-bilateral
- - agreement

password [21  OCTET STRING OPTIONAL}
- - the value weuld be an unprotecjed
- - password, or Protected1 or Projected2
- - as spegified in ISO/IEC 9594-8

StrongCredentials = SET{

certification-path [0]  CertificationPath

OPTIDNAL,
bind-token [1] Token }
Token-:= SIGNED SEQUENCE {
algorithm [0]  Algerithmidentifier
name [1] DistinguishedName,
time [2] UTCTime,
random {31  BITSTRING }
Versions ;= BIT STRING {v1988(0)}
DirectoryBindResult ::= DirectoryBindArgument
DirectoryBindError =  SET{
versions [0] Versions DEFAULT {v1988},
CHOICE {
serviceError [1]
ServiceProblem,
securityError 2] SecuritvProIIem B
8.1.2 The various arguments are defined ip 8.1.2.1 and

8.1.2.2.

8121 The Credentials of the
DirectoryBindArgument allow the Directory to establish
the identity of the user. They may be eithegr simple, or
strong or externally defined (external Pfocedure)(as
described in ISO/IEC 9594-8].

I

rv Rind
Fy-bid

8.1.1 A DirectoryBind operation is used at the beginning
of a period of accessing the Directory.

DirectoryBind ::= ABSTRACT-BIND
T0 { readPort, searchPort, modifyPort }

BIND

ARGUMENT DirectoryBindArgument

RESULT DirectoryBindResult

BIND-ERROR DirectoryBindError
DirectoryBindArgument u= SET{

credentials  [0]  Credentials OPTIONAL,

versions [1]  Versions DEFAULT {v1988}}

8.1.2.1.1 SimpleCredentials consist of a name (always
the distinguished name of an object) and (optionally) a
password. This provides a limited degree of security. If
the password is protected as described in clause 5 of
ISO/IEC 9594-8, then SimpleCredentials includes name,
password, and (optionally) time and/or random numbers
which are used to detect replay. In some instances a
protected password may be checked by an object which
knows the password only after locally regenerating the
protection to its own copy of the password and comparing
the result with the value in the bind argument (password).
In other instances a direct comparison may be possible.
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8.1.2.1.2 StrongCredentials consist of a bind token,
and, optionally, a certificate and sequence of certification-
authority cross-certificate (as defined in ISO/IEC 9594-8).
This enables the Directory to authenticate the identity of
the requestor establishing the association, and vice versa.

The arguments of the bind token are used as follows.
algorithm is the identifier of the algorithm employed to
sign this information. name is the name of the intended
recipient. The time parameter contains the expiry time of
the token. The random number is a number which should

ISO/IEC 9594-3 : 1990 (E)

*  securityError inappropriateAuthentication

invalidCredentials

» serviceError unavailable

8.2 Directory Unbind
8.2.1 A DirectoryUnbind operation is used at the end of a
period of accessing.the Directory.

DirectoryUnbind ::= ABSTRACT-UNBIND
FROM {readPort, searchPort, modifyPort }

be different fforeactrumexpired-tokerm, amd mmay beused- by ——8:2:2—The Directorytnbird tras o arguments.

the recipienq to detect replay attacks.

8.1.2.1.3 IfjexternalProcedure is used, then the semantics
of the authgntication scheme being used is outside the
scope of the| Directory document.

8.1.22 The Versions argument of the
DirectoryBindArgument identifies the versions of the
service which the DUA is prepared to participate in. For
this version of the protocol the value shall be set to
v1988(0).

8.1.2.3  Migration to future versions of the Directory
should be facilitated by:

a) Any tlements of DirectoryBindArgument other
than those defined in this part of ISO/IEC 9594
shall pe accepted and ignored.

b) Additional options for named bits of
DiregtoryBindArgument (e.g., Versions) .not
defingd shall be accepted and ignored.

8.1.3 Shofild the bind request succeed, a result’shall be
returned. The result parameters have the-meanings as
defined in 8}1.3.1 and 8.1.3.2.

8.1.3.1  The Credentials of the'DirectoryBindResult

allow the u

ser to establish the(identity of the Directory.

They allow information idéntifying the DSA (that is

directly pro

iding the Directory service) to be conveyed to

the DUA. They shall be/f the same form (i.e.,CHOICE) as
those supplied by the(user.

8132 The \Versions parameter of the
DirectoryBindResult indicates which of the versions of the

9 Directory Read Operations

There are two 'read-like' operations: Read and Compare,
defined in 9.1 and 9,2y respectively. | The Abandon
operation, defined in 9.3, is grouped |with the Read
operations for conyenience.

9.1 Read

9.1.1 AtRead operation is used to extract information
from an'explicitly identified entry. It may|also be used to
verify, a distinguished name. The arguments of the
opération may optionally be signed (see 7.10) by the
requestor. If so requested, the Directory may sign the
result.

Read ::= ABSTRACT-OPERATION
ARGUMENT ReadArgument
RESULT ReadResult
ERRORS { AttributeError, NameEsror,

ServiceError, Referral, Abandoned,
SecurityError }

ReadArgument = OPTIONALLY-SIGNED SET {
object [0] Name,
selection {11  EntrylnformationSelection
DEFAULT{},
COMPONENTS OF CommonArgyments }

ReadResult ::= OPTIONALLY-SIGNED SET {
entry [0]  Entryinformation,
COMPONENTS OF CommonResuits }

9.1.2 The various arguments have the meanings as
defined in 9.1.2.1-3.

service requested by the DUA 1s actually going fo be
provided by the DSA.

8.1.4 Should the bind request fail, a bind error shall be
returned as defined in 8.1.4.1 and 8.1.4.2.

8141 The Versions parameter of the
DirectoryBindError indicates which versions are supported
by the DSA.

8.14.2 A securityError or serviceError shall be
supplied as follows:

9.1.2.1 The object argument identifies the object entry
from which information is requested. Should the Name
involve one or more aliases, they are dereferenced (unless
this is prohibited by the relevant service controls).

9.122 The selection argument indicates what
information from the entry is requested (see 7.6).

9.1.2.3 The CommonArguments (see 7.3) include a
specification of the service controls applying to the
request. For the purposes of this operation the sizeLimit
component is not relevant and is ignored if provided.
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9.1.3 Should the request succeed, the result shall be
returned. The result parameters have the meanings as
defined in 9.1.3.1-2 and 7.4.

9.1.3.1 The entry result parameter holds the requested
information (see 7.7).

9.1.4 Should the request fail, one of the listed errors
shall be reported. If none of the attributes explicitly listed
in selection can be returned, then an AttributeError with
problem noSuchAttribute shall be reported. The
circumstances i
are defined in flause 12.

9.2 Compare

9.2.1 A Conpare operation is used to compare a value
(which is supglied as an argument of the request) with the
value(s) of a garticular attribute type in a particular object
entry. The arguments of the operation may optionally be
signed (see 7]10) by the requestor. If so requested, the
Directory may|sign the result.

Compare ::= ABSTRACT-OPERATION

ARGUMENT CompareArgument

RESULT CompareResult

ERRORS { AttributeError, NameError,
erviceError, Referral, Abandoned,
ecurityError }

CompareArgument := OPTIONALLY-SIGNED SET {
[0] Name,

purportpd [11  AttributeValueAssertion,

[01 BOOLEAN,
[1] BOOLEAN DEFAULT TRUE,
COMPQNENTS OF CommonResulis }

9.2.3.1 The DistinguishedName is present if an alias
was dereferenced, and represents the distinguished namie
of the object itself.

9.2.3.2 The matched result parameter, holds the result
of the comparison. The parameter takes the value TRUE if
the values were compared and matched, and FALSE if they
did not.

9.23.3 If fromEntry is TRUE the information was
compared against the entry; if FALSE the information was

9.2.4 Should the request fail, one ©f the| listed errors
shall be reported. The circumstances und¢r which the
particular errors shall be reported are defined [in clause 12.

9.3 Abandon

9.3.1 Operations that_interrogate the Diregtory may be
abandoned using the ‘Abandon operation if the user is no
longer interested inythe result.

Abandon ::=ABSTRACT-OPERATION

ARGUMENT AbandonArgument
RESULT AbandonResult
ERRORS {AbandonFailed}

AbandonArgument ::= SEQUENCE {
invokelD [0] InvokelD}

AbandonResult ::= NULL

9.3.2 There is a single argument, the invokelD which
identifies the operation that is to be abandondd. The value
of the invokelD is the same invokeID which was used to
invoke the operation which is to be abandonefl.

9.22 The v
defined in 9.2,

arious arguments have the meanings as
P.1 through 9.2.2.3.

9.2.2.1 Th¢ object argument.is the name the particular

object entry ¢
more aliases,
the relevant se

bncerned. Should the Name involve one or
hey are dereferenced (unless prohibited by
rvice control).

9.22.2  Th¢ purported argument identifies the attribute

type and the v

9.3.3 Should the request succeed, a reqult shall be

returned, although no information shall be ¢
it. The original operation shall fail with an
error.

pnveyed with
Abandoned

9.3.4. Should the request fail, the AbandorjFailed error

shall be reported. This error is described in 1

9.3.5 Abandon is only applicable to

D.3.

nterrogation

operations, i.c., Read, Compare, List, and Sqarch.

tueto becompared with ttat i theemtry:

9.2.2.3 The CommonArguments (see 7.3) specify the
service controls applying to the request. For the purposes
of this operation the sizeLimit component is not relevant
and is ignored, if provided.

9.2.3 Should the request succeed (i.e., the comparison is
actually carried out), the result shall be returned. The result
parameters have the meanings as described in 9.2.3.1
through 9.2.3.4 and 7.4.

10

9.3.6 A DSA may abandon an operation locally. If the DSA
has chained or multicasted the operation to other DSAs, it
may in turn request them to abandon the operation. A DSA
may choose not to abandon the operation and shall then

return the AbandonFailed error.

10 Directory Search Operations

There are two 'search-like' operations: List and Search,

defined in 10.1 and 10.2 respectively.


https://iecnorm.com/api/?name=c4777ee720fcc66a90ec21f65cc3e23d

10.1 List

10.1.1 A List operation is used to obtain a list of the
immediate subordinates of an explicitly identified entry.
Under some circumstances, the list returned may be
incomplete. The arguments of the operation may
optionally be signed (see 7.10) by the requestor. If so
requested, the Directory may sign the result.

List ::= ABSTRACT-OPERATION
ARGUMENT' ListArgument

ISO/IEC 9594-3 : 1990 (E)

10.1.3.2 The subordinates parameter conveys the
information on the immediate subordinates, if any, of the
named entry. Should any of the subordinate entries be
aliases, they shall not be dereferenced.

10.1.3.2.1 The RelativeDistinguishedName is that of the
subordinate.

10.1.3.2.2 The fromEntry parameter indicates whether the
information was obtained from the entry (TRUE) or a
copy of the entry (False).

RESUL

ERROR { NameError, ServiceError, Referral,
Abandoned, SecurityError }
ListArgument ::=  OPTIONALLY-SIGNED SET {
objept [0] Name,
COMPONENTS OF CommeonArguments }
ListResult 3= OPTIONALLY-SIGNED CHOICE{
listinfo SET {

DistinguishedName OPTIONAL,
subdrdinates [1] SET OF SEQUENGE {
RelativeDistinguishedName,
aliasEntry [0] BOOLEAN DEFAULT
FALSE,
fromEntry [1] BOOLEAN DEFAULT
TRUE},
partialOutcomeQualifier [2]
PartialOutcomeQualifier OPTIONAL,
COMPONENTS OF CommonResuits},
uncorrelatedListinfo [0] SET OF ListResult}

PartialQutcgmeQualifier ::= SET {
limigProblem [0] LimitProblem OPTIONAL,
unexplored [1] - SETOF
ContinuationReference OPTIONAL,
unavailableCriticalExtensions [2] BOOLEAN
DEFAULT FALSE }

LimitProblefn ::= INTEGER {

timeLimitExceeded (0),
sizeLimitExceeded (1),
administrativeLimitExceeded (2) }

10.1.2 The| various arguments have the meanings as
defined in 10.1.2.1, 10.42.2, and 7.3.

10.1.2.1  The object argument identifies the object entry
(or possibly|the reot) whose immediate subordinates are to
be listed. Should the Name involve one or more aliases,

10.1.3.2.3 The aliasEntry parameter indichtes whether the
subordinate entry is an alias entry (TRUE) pr not (FALSE).

10.1.3.3  The PartialOutcomeQualifier ¢onsists of three
subcomponents as defined in\10.1.3.3.1 thiough 10.1.3.3.3.
This parameter shall bevpresent whenever the result is
incomplete.

10.1.3.3.1 The LimitProblem parameter indicates whether
the time limijt,\the size limit, or an adminigtrative limit has
been exceeded. The results being returned|are those which
were available when the limit was reached

10:1:3.3.2 The unexplored parameter sh
regions of the DIT were not explored.

allows the DUA to continue the proces
operation by contacting other access points

all be present if
Its information
ing of the List
if it so chooses.

The parameter consists of a set (possibly empty) of

ContinuationReferences, each consisting

of the name of

a base object from which the operation ma

access points from which the request

v be progressed,

ay be further

an appropriate value of OperationProgreF, and a set of

progressed. The ContinuationReferences
shall be within the scope of referral r
operation service control.

hat are returned
pquested in the

10.1.3.3.3 The unavailableCriticalExtenfions parameter

indicates, if present, that one or more cri
were unavailable in some part of the Direc

tical extensions
ory.

10.1.3.4 When the DUA has requested a piotection request

of signed, the uncorrelatedListinfo j
comprise a number of sets of result param
from and signed by different components

arameter may
pters originating
f the Directory.

If no DSA in the chain can correlate all

the results, the

they are dereferenced (unless prohibited by the relevant
service control).

10.1.3 The request succeeds if the object is located,
regardless of whether there is any subordinate information
to return. The result parameters have the meanings as
defined in 10.1.3.1 through 10.1.3.5 and 7.4.

10.1.3.1 The DistinguishedName is present if an alias
was dereferenced. It represents the distinguished name of
the object itself.

DUA must assemble the actual result from the various
pieces.

10.1.4 Should the request fail, one of the listed errors
shall be reported. The circumstances under which the
particular errors shall be reported are defined in clause 12.

10.2 Search

10.2.1 A operation is used to search a portion of the DIT
for entries of interest, and to return selected information
from those entries. The arguments of the operation may
optionally be signed (see 7.10) by the requestor. If so
requested, the Directory may sign the result.

11
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Search ::= ABSTRACT-OPERATION

10.2.3 The request succeeds if the baseObject is located,
regardless of whether there are any subordinates to return.

Note — As a corollary to this, the outcome of an unfiltered
search applied to a single entry may not be identical to a read
which seeks to interrogate the same set of attributes of the entry.
This is because the latter shall return an AttributeError if none
of the selected attributes exist in the entry.

The result parameters have the meanings as defined in
10.2.3.1 through 10.2.3.5.

ARGUMENT SearchArgument
RESULT SearchResult
ERRORS { AttributeError, NameError,
ServiceError, Referral, Abandoned,
SecurityError }
SearchArgument = OPTIONALLY-SIGNED SET{
baseObject [0] Name,
subset {11  INTEGER{
baseObject(0),
onelevel(1),
wholeSubtree(2)} DEFAULT haseObject,
filter 17

searchAliases|[3] BOOLEAN DEFAULT TRUE,

selectio [4]  EntrylnformationSelection
DEFAULT { },
COMPONENTS OF CommonArguments }
SearchResult : OPTIONALLY-SIGNED

CHOICE{
searchinfo SET {
istinguishedName OPTIONAL,
tries [0)  SET OF Entrylnformation,
rtialQutcomeQualifier
[2] PartialQutcomeQualifier OPTIONAL,
OMPONENTS OF CommonResuits },
uncorrelptedSearchinfo [0] SET OF SearchResult }

10.2.2 The various arguments have the meanings as
defined in 10.2]2.1 through 10.2.2.5 and 7.3.

10.2.2.1 The|baseObject argument identifies the object
entry (or possibly the root) relative to which the search is
to take place.

10.2.2.2 The|subset argument indicates whether the
search is to be gpplied to:

a) the baseobject only;

b) the immediate subordinates of the base object only
(onelLevpl);

¢) the base object and -all its subordinates
(wholeSubtree).

10.2.2.3  Theffilter argument is used to eliminate entries
from the seafch space/which are not of interest.
Information shgll only be returned on entries which satisfy
the filter (see 7)8)

10.2.3.1 The DistinguishedName is preseit if an alias
was dereferenced, and represents the distingliished name
of the base object.

10.2.3.2 The entries parametér.conveys tlle requested
information from each entry (zero or more) which satisfied
the filter (see 7.5).

10.2.3.3 The PartialoutcomeQualifier congists of three
subcomponents as\described for the List pperation in
clause 10.1.3.3, '

10.2.3.4 The" uncorrelatedSearchinfo pargmeter is as
described Afor uncorrelatedListinfo in 10.1.3.4{

10.2:4 Should the request fail, one of the [isted errors
shall be reported. The circumstances undep which the
particular errors shall be reported are defined ip clause 12.

11 Directory Modify Operations

There are four operations to modify the Directory:
AddEntry, RemoveEntry, ModifyEntry, and ModifyRDN
defined in 11.1 through 11.4, respectively.

Notes

1" Each of these abstract-operations identifies the target entry
by means of its distinguished name.

2 The success of AddEntry, RemoveEntry, and
ModifyRDN operations shall be dependant ona[the physical
distribution of the DIB across the Directory. Falilure shall be
reported with an UpdateError anfi problem
affectsMultipleDSAs. See ISO/IEC 9594-4 .

11.1 Add Entry

10.2.2.4  Aliases shall be dereferenced while locating the
base object, subject to the setting of the
dontDereferenceAliases Service Control. Aliases among
the subordinates of the base object shall be dereferenced
during the search, subject to the setting of the
searchAliases parameter. If the searchAliases parameter
is TRUE, aliases shall be dereferenced, if the parameter if
FALSE, aliases shall not be dereferenced. If the
searchAliases parameter is TRUE, the search shall
continue in the subtree of the aliased object.

10.2.2.5 The selection argument indicates what
information from the entries is requested (see 7.6).

12

11.1.1 An AddEntry operation is used to add a leaf entry
(either an object entry or an alias entry) to the DIT. The
arguments of the operation may optionally be signed (see
7.10) by the requestor.

AddEntry ::=  ABSTRACT-OPERATION
ARGUMENT AddEntryArgument
RESULT AddEntryResult
ERRORS { AttributeError, NameError,
ServiceError, Referral, SecurityError,
UpdateError}
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AddEntryArgument :: = OPTIONALLY-SIGNED SET {

ohject [0] DistinguishedName,

entry [11  SET OF Atiribute,

COMPONENTS OF CommonArguments}
AddEntryResult = NULL

11.1.2 The various arguments have the meanings as
defined in 11.1.2.1 through 11.1.2.3.

11.1.2.1 The object argument identifies the entry to be
added. Its immediate superior, which must already exist
for the operation to succeed, can be determined b
removing the last RDN component (which belongs to the
entry to be[created).

11.1.2.2 |The entry argument contains the attribute
informatign which, together with that from the RDN,
constituted the entry to be created. The Directory shall
ensure thal the entry conforms to the Directory schema.
Where the entry being created is an alias, no check is made
to ensure that the aliasedObjectName attribute points to a
valid entry|

11.1.2.3 |The CommonArguments (see 7.3) include a
specification of the service controls applying to the
request. For the purposes of this operation the
dontDer¢ferenceAlias option and the sizelLimit
componenf are not relevant and are ignored if provided.
Aliases ard never dereferenced by this operation.

11.1.3 Should the request succeed, a result shall be
returned, although no information shall be conveyed with
it.

11.1.4 Sheuld the request fail, one of the listed errors
shall be rgported. The circumstances under“which the
particular grrors shall be reported are defined'in clause 12.

11.2 RemoveEntry

11.2.1 A RemoveEntry operation'is used to remove a leaf
entry (either an object entry or an alias entry) from the
DIT. The prguments of the -operation may optionally be
signed (seg 7.10) by th€requestor.

RemoveEn

fry ::=_ABSTRACT-OPERATION
MENT RemoveEntryArgument

SecurityError, Upda’teErmr}

RemoveEntryArgument ::= OPTIONALLY-SIGNED SET {
object [0]  DistinguishedName,
COMPONENTS OF CommonArguments }

RemoveEntryResult ::= NULL
11.2.2 The various arguments have the meanings as
defined in 11.2.2.1 and 11.2.2.2.

11.2.2.1 The object argument identifies the entry to be
deleted. Aliases in the name shall not be dereferenced.

ISO/IEC 9594-3 : 1990 (E)

11.2.2.2 The CommonArguments (see 7.3) include a
specification of the service controls applying to the
request. For the purposes of this operation the
dontDereferenceAlias.option and the sizelimit component
are not relevant and are ignored if provided. Aliases are
never dereferenced by this operation.

11.2.3 Should the request succeed, a result shall be
returned, although no information shall be conveyed with
it. '

2 5 the listed errors
shall be reported. The circumstancés\under which the
particular errors shall be reported are:detiped in clause 12.

11.3 Modify Entry

11.3.1 The ModifyEntry-operation is uged to perform a
series of one or more©f the following modifications to a
single entry:

a) add a newattribute

b) remgye-an attribute

¢) add attribute values

d)¢ remove attribute values
¢) replace attribute values
f) modify an alias.

The arguments of the operation may optlonally be signed
(see 7.10) by the requestor.

ModifyEntry .= ABSTRACT-OPERATION
ARGUMENT ModifyEntryArgument
RESULT ModifyEntryResult
ERRORS { AttributeError, NameError,

ServiceError, Referral, SecurityError,
UpdateError}

MeodifyEntryArgument ::= OPTIONALLY-SIGNED SET {
object [0] DistinguishedName,
changes [11 SEQUENCE QF EntryModification,
COMPONENTS OF CommonArgumen

ModifyEntryResult ::= NULL

EntryModification ::= CHOICE {

removeAttribuie M Attrihute:fype,
addValues [2]1  Atftribute,
removeValues [31  Attribute}

11.3.2 The various arguments have the meanings as
defined in 11.3.2.1 and 11.3.2.2.

11.3.2.1 The object argument identifies the entry to
which the modifications should be applied. Any aliases in
the name shall not be dereferenced.

11.3.2.2 The changes argument defines a sequence of
modifications that are applied in the order specified. If any

13
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of the individual modifications fails, then an
AttributeError is generated and the entry left in the state it
was prior to the operation. That is, the operation is atomic.
The end result of the sequence of modifications shall not
violate the Directory schema. However, it is possible, and
sometimes necessary, for the individual EntryModification
changes to appear to do so. The following types of
modification may occur:

a) addAttribute. This identifies a new attribute to be
added to the entry, which is fully SpCleled by the
argumen atte 3 ad g
attribute esults in an AttrlbuteError

b) removeAttribute. The argument identifies (by its
type) an|attribute to be removed from the entry.
Any attgmpt to remove a non-existing attribute
results infan AttributeError .

Note — This operation is not allowed if the attribute type
is present in the RDN.

¢) addValyes. This identifies an attribute by the
attribute fype in the argument, and specifies one or
more attfibute values to be added to the attribute.
An attempt to add an already existing value results
in an erfor. An attempt to add a value to a non-
existent type results in an error.

d) removeVYalues. This identifies an attribute by the
attribute type in the argument, and specifies one or
more atfribute values to be removed from the
attribute] If the values are not present in the
attribute | this results in an AttributeError. If an
attempt i§ made to modify the object class attribute,
an UpdafeError is returned.

Note - This operation is not allowed if ong(of the
values is Ppresent in the RDN.

Values may be|replaced by a combination(of) addValues
and removeValyes in a single ModifyEntry operation.

11.3.2.3 The CommonArguments (see 7.3) include a
specification qf the service ,controls applying to the
request. For |the purposés\of this operation the
dontDereferenceAlias option and the sizeLimit component
are not relevant and are.ignored if provided. Aliases are
never dereferenged by this operation.

11.3.3 Should
returned, although no information shall be conveyed with
it

11.3.4 Should the request fail, one of the listed errors
shall be reported. The circumstances under which the
particular errors shall be reported are defined in clause 12.

11.4 Modify RDN

11.4.1 The ModifyRDN operation is used to change the
Relative Distinguished Name of a leaf entry (either an
-object entry or an alias entry) in the DIT. The arguments

14

of the operation may optionally be signed (see
requestor.

ModifyRDN ::= ABSTRACT-OPERATION

7.10) by the

ARGUMENT ModifyRDNArgument
RESULT ModifyRDNResult
ERRORS { NameError, ServiceError, Referral,

SecurityError, UpdateError }

ModifyRDNArgument ::= OPTIONALLY-SIGNED SET {

object [01  DistinguishedName,
newRDN (1]

FALSE
GOMPONENTS. OF CommonArguments-}

ModifyRDNResuit ::= NULL

11.4.2 The various parameters have’the meanin
in 11.4.2.1 to 11.4.2.5.

11.4.2.1 The object argument identifies the

Relative Distinguished Name is to be modified.

the name shall net\be dereferenced. The
superior entry shall-niot have any Non-Specific
References (see\ISO/IEC 9594-4).

11.4.2.2</ The newRDN argument specifies t}
of theentry.

114.2.3 If an attribute value in the new RI]
already exist in the entry (either as part of the
as a non-distinguished value) it is added. If
added, an error is returned.

11.4.2.4 If the deleteOldRDN flag is set,
values in the old RDN which are not in the ne
deleted.  If this flag is not set, the old values sh
in the entry (not as a part of the RDN). The 1

Relatlvemstmgu|shedName

gs as defined

entry whose

Aliases in
immediate
Subordinate

e new RDN

DN does not
old RDN or

t cannot be

all attribute
w RDN are
ould remain
lag shall be

changed by the operation. If this operation rem

ves the last

set where a single value attribute in the RDNJ;as its value

attribute value of an attribute, that attrib
deleted.

11.4.2.5 The CommonArguments (see 7.
specification of the service controls appl)

te shall be

B) include a
ing to the

request. For the purposes of this ops
dontDereferenceAlias option and the
component are not relevant and are ignored

ration the
sizeLimit
if provided.
n.

11.4.3 Should the request succeed, a result shall be
returned, although no information shall be conveyed with

it.

11.4.4 Should the request fail, one of the listed errors
shall be reported. The circumstances under which the
particular errors shall be returned are defined in clause 12.

11.4.5 As defined in this part of ISO/IEC 9594, this

operation shall only be used on a leaf entry.
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12 Errors

12.1 Error Precedence

12.1.1 The Directory does not continue to perform an
operation beyond the point at which it determines that an
error is to be reported.

Notes

ISO/IEC 9594-3 : 1990 (E)

12.3 Abandon Failed

12.3.1 The AbandonFailed error reports a problem
encountered during an attempt to abandon an operation.

AbandonFailed ::= ABSTRACT-ERROR
PARAMETER SET {
problem [0]

can differ

AbandonProblem,

operation {11  InvokelD}
1. An implication of this rule is that the first error encountered AbandonProblem ::= INTEGER { :‘:Dsl_l:;go(g?ratmn ),
for-repeated-instances-of-the-same—queryas-there—is cannotAbandon (3) )

not a sped
For examy

the abstr

ific logical order in which to process a given query.
le, DSAs may be searched in different orders.

ct service provided by the Directory as a whole.

2. The %ules of error precedence specified here apply only to

Different
is taken in|

12.1.2 SH
than one ¢
reported.
precedend
reported.

ules apply when the internal structure of the Directory
fo account.

ould the Directory simultaneously detect more
rror, the following list determines which error is
An error higher in the list has a higher logical
e than one below it, and is the error which is

a) NaIleError

b) Up
c) At
d) Seq
e) Ser

12.1.3 TN
conflicts:

ateError
ibuteError
urityError

viceError

¢ following errors do not present any precedence

a) AbpndonFailed, because it is specific to one

opd
err

X

ration, Abandon, which can encounter no other
I

Abandoned, which is not.reported if an Abandon

12.3.2 The various parameters thave
defined in 12.3.2.1 and 12.3.2.2,

12.3.2.1 The particularproblem
specified. Any of the-following pr
indicated:

a) noSuchOperation, when the D)
knowledge of the operation
abandoned (this could be becaus
took-place, or because the Direct
about it);

b). tooLate, when the Directory has 4
to the operation;

¢) cannotAbandon, when an attem
to abandon an operation for which
(e.g., modify), or the abando
performed.

12.3.2.2 The identification of the part
(invocation) to be abandoned.
12.4 Attribute Error

12.4.1 An AttributeError reports an
problem.

the meanings as

encountered is
oblems may be

irectory has no
which is to be
c no such invoke
ory has forgotten

Iready responded

bt has been made
this is prohibited
n could not be

icular operation

attribute-related

opgration is received simultaneously with the .

detection of an (error. In this case an AttributeError ::= ABSTRACT-ERROR

AbpndonFailed \error, reporting the problem PARAME;;%‘SET{ 0] Name

;‘;t‘f';f‘:‘fr;f £ ed along with the report of the problems  [1]  SET OF SEQUENCE

’ problem [0]  [AttributeProblem,

¢ Referral,'which is not a "real" error, only an type [11  |AttributeType,

R |

point.

AttributeProblem ::= INTEGER {

12.2 Abandoned

12.2.1 This outcome may be reported for any outstanding
directory enquiry operation (i.e., Read, Search, Compare,
List) if the DUA invokes an Abandon operation with the
appropriate InvokelD.

Abandone

d ::= ABSTRACT-ERROR - - not literally an
“error”

12.2.2 There are no parameters associated with this error.

noSuchAttributeOrValue (1) ,
invalidAttributeSyntax (2),
undefinedAttributeType (3),
inappropriateMatching (4),
constraintViolation (5),

attributeOrValueAlreadyExists (6))

12.4.2 The various parameters have
described in 12.4.2.1 and 12.4.2.2.

the meanings as
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12.4.2.1 The object parameter identifies the entry to
which the operation was being applied when the error
occurred.

12.4.2.2 One or more problems may be specified. Each
problem (identified below) is accompanied by an
indication of the attribute type, and, if necessary to avoid
ambiguity, the value, which caused the problem:

a) noSuchAttributeOrValue. The named entry lacks
one of the aitributes or attribute values specified as
an argument of the nperatinn'

¢) invalidAttributeSyntax. An attribute type and its
accompanying attribute value in an AVA in the
name are incompatible;

d) aliasDereferencingProblem. An alias was
encountered in a situation where it was not allowed.

12.5.2.2 The matched parameter contains the name of
the lowest entry (object or alias) in the DIT that was
matched, and is a truncated form of the name provided or,
if an alias has been dereferenced, of the resulting name.

b) invalidAttributeSyntax. A purported attribute
value, specified as an argument of the operation,
does not conform to the attribute syntax of the
attribute ftype;

¢) undefingdAttributeType. An undefined attribute
type waq provided as an argument to the operation.
This errqr may occur only in relation to AddEntry
or ModiflyEntry operations;

d) inappropriateMatching. An attempt was made,
e.g., in { filter, to use a matching rule not defined
for the aftribute type concerned.

e) constraiptViolation. An attribute value supplied in
the argyment of an abstract-operation does not
confor to the constraints imposed by
ISO/IEC19594-2] or by the attribute definition (e.g.,
the valug exceeds the maximum size allowed).

f) attributeOrValueAlreadyExists. An attempt was
made to|add an attribute which already existed in
the entry, or a value which already existed in the
attribute

12.5 Name Error

12.5.1 A NamegError reports a problem‘related to the
name provided s an argument to an operation.

NameError ::= ABSTRACT-ERROR
PARAMETER SET {
ohlem [0} NameProbiem,
atched [l Name}
NameProblem = INTEGER {
SuchOhject (1),
liasProblem (2),
invalidAtiributeSyntax (3) ,

Note — If there is a problem with the attribute| types and/or
values in the name offered in a directory operatipn argument,
this is reported via a NameError) (with problem
invalidAttributeSyntax) rather than as ant AttributeError or
-an UpdateError.

12.6 Referral

12.6.1 A Referral redirects the service-user toone or more
access points better equipped to carry out the requested
operation.

Referral ::= ABSTRACT-ERROR - - not literally an 'Brror”
PARAMETER SET {
candidate [0] ContinuationRefgrence}

12.6.2 The error has a single parameter which contains a
ContinuationReference which can be used to[progress the
operation (see ISO/IEC 9594-4),

12.7 Security Error

12.7.1 A SecurityError reports a problem in parrying out
an operation for security reasons,

SecurityError ::= ABSTRACT-ERROR
PARAMETER SET {
problem [01  SecurityProbjem )}

SecurityProblem = INTEGER{
inappropriateAuthentication (1),
invalidGredentials (2),
insufficientAccessRights (3),
invalidSignature (4),
protectionRequired (5),
noinformation (6)}

OB

12.5.2 The various parameters have the meanings as
described in 12.5.2.1 and 12.5.2.2.

12.5.2.1 The particular problem encountered. Any of
the following problems may be indicated:

4) noSuchObject. The name supplied does not match
the name of any object;

b) aliasProblem. An alias has been dereferenced
which names no object;

16

12,7.2 The error has a single parameter, which reports the
particular problem encountered. The following problems
may be indicated:

a) inappropriateAuthentication. The level of security
associated with the requestor's credentials is
inconsistent with the level of protection requested,
e.g., simple credentials were supplied while strong
credentials were required;

b) invalidCredentials. The supplied credentials were
invalid;

¢) insufficientAccessRights. The requestor does not
have the right to carry out the requested operation;
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d)

©)

invalidSignature. The signature of the request was
found to be invalid;

protectionRequired. The Directory was unwilling
to carry out the requested operation because the
argument was not signed.

nolnformation. The requested operation produced a
security error for which no information is available.

12.8 Service Error

12.8.1 A

2

h)

ISO/IEC 9594-3 : 1990 (E)

timeLimitExceeded. The Directory has reached the
limit of time set by the user in a service control. No
partial results are available to return to the user.

administrativeLimitExceeded. The Directory has
reached some limit set by an administrative
authority, and no partial results are available to
return to the user.

i) loopDetected. The Directory is unable to accomplish

this request due to an internal loop.

Error reports a problem related to the j) unavailableCriticalExtension. The Directory was
provision df the service. unable to satisty the request becapise one or more
critical extensions were not availabjle.
ServiceErrgr ::= ABSTRACT-ERROR k) outOfScope. No referrals Weré avdilable within the
PARAMETER SET { requested scope.
problem [01  ServiceProblem}
1)

ServiceProplem u=
. busy(1),

INTEGER {

unavailahle (2},
unwillingToPerform (3),
chainingRequired (4),
unableToProceed (5),
invalidReference (6)
timeLimitExceeded (7),
administrativeLimitExceeded (8),
loopDetected (9),
unavailableCriticalExtension (10),
outOfScope (11),

ditError (12)}

12.8.2 Thg¢ error has a single parameter which reports the

particular

roblem encountered. The following problems

may be indjcated:

a)

S

)

d)

e)

. The Directory, or some part of it is-presently
too pusy to perform the requested-operation, but
may|be able to do so after a short-while;

unayailable. The Directory, or some part of it, is
currently unavailable;

unwiillingToPerform . (The  Directory, or some part
of itl, is not preparéd £0 execute this request, e.g.,
becquse it would)lead to excessive consumption of
resqurces of \violates the authority of an
Adnpinistrative Authority involved.

chajningRequired. The Directory is unable to
accamplish the request other than bv chaining

12.9 Update Error

ditError. The Direcfory is unable tj) accomplish the
request due to a PIT consistency pjoblem.

12.9.1 An UpdateError reports problems related to
attempts to'add, delete, or modify information in the DIB.

UpdateError ::= ABSTRACT-ERROR

UpdateProblem =

PARAMETER SET {
prohlem [0] UpdateRroblem }
INTEGER {
namingViolation (1),
objectClassViolation (2),
notAtiowedOnNonLeaf (3),
notAllowedOnRDN (4),
entryAlreadyExists (5),
affectsMultipleDSAs (6),
objectClassMadificationProhibited (7)}

12.9.2 The error has a single parameter, phich reports the
particular problem encountered. The following problems

may be indicated:

a)

namingViolation. The attemp
modification would violate the strul
DIT as defined in the Directon
ISO/IEC 9594-2. That is, it would
the subordinate of an alias entry,
the DIT not permitted to a mem
class, or would define an RDN

ed addition or
cture rules of the
y schema and
place an entry as
br in a region of
per of its object
for an entry to

include a forbidden attribute type.

however chaining was prohibited by means of the
chainingProhibited service control option.

unableToProceed. The DSA returning this error
did not have administrative authority for the
appropriate naming context and as a consequence
was not able to participate in name resolution.

invalidReference. The DSA was unable to perform
the request as directed by the DUA, (via
OperationProgress). This may have arisen due to
using an invalid referral.

0

d

€)

objectClassViolation. The attempted update would
produce an entry inconsistent with the definition
provided by its object class, or with the definitions
of ISO/IEC 9594-2. as they pertain to object classes.

notAllowedOnNonLeaf. The attempted operation is
only allowed on leaf entries of the DIT.

notAllowedOnRDN. The attempted operation
would affect the RDN (e.g., removal of an attribute
which is a part of the RDN).

entryAlreadyExists. An attempted AddEntry
operation names an entry which already exists.

17
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g

affectsMultipleDSAs. An attempted update would
need to operate on multiple DSAs, which is not
permitted.

objectClassModificationProhibited. An operation
attempted to modify the object class attribute.

Note - The UpdateError is not used to report problems with
attribute types, values, or constraint violations encountered in an
AddEntry , RemoveEntry , ModifyEntry, or ModifyRDN operation,

Such problems are reported via an AttributeError.
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Annex A
( Normative )
Abstract Service in ASN.1

This annex includes all of the ASN.1 type, value and macro definitions contained in this part of ISO/IEC 9594 in the form of the
ASN.1 module ‘‘DirectoryAbstractService”’.

stractService {joint--iso-ccitt ds(5) modules(1) directoryAbstractService(2)}
s o—

ctory, readPort, searchPort, modifyPort,

ctoryBind, DirectoryBindArgument,

ctoryUnbind,

d, ReadArgument, ReadResuit,

ndon, AbandonArgument, AbandonResuit,

pare, CompareArgument, CompareResult,

, ListArgument, ListResuit,

rch, SearchArgument, SearchResult,

AddEntry, AddEntryArgument, AddEntryResult,
RemoveEntry, RemoveEntryArgument, RemoveEntryResult;
MddifyEntry, ModifyEntryArgument, ModifyEntryResult,
MddifyRDN, ModifyRDNArgument, ModifyRDNResult,
Abandoned, AbandonFailed, AttrihuteErvor, NameError,
Referral, SecurityError, ServiceError, UpdateError, OPTIONALLY-SIGNED, SecurityParameters;

IMPORTS
infprmationFramework, authenticationFramework, distrihutedOperations, directoryObjectidentifiers
FROM UsefulDefinitions {joint-iso-ccitt ds(5)'modules(1) usefulDefinitions(0)}

OBJECT, PORT, ABSTRACT-BIND, ABSTRACT-UNBIND,
ABSTRACT-OPERATION, ABSTRACT-ERROR
FROM AbstractServiceNotation{joint-iso-ccitt mhs-motis(6) asde(2) modules(0) notation(1) }

Atifibute, AttributeType, AttributeValue, AttributeValueAssertion,
DigtinguishedName, Name, RelativeDistinguishedName
FROM InformationFramework informationFramework

id

pt-directory, id-ot-dua; id>pt-read, id-pt-search, id-pt-modify
FROM DirectoryObjectidentifiers directoryObjectidentifiers

CoptinuationReference
FROM DistributedOperations distributedOperations

Celtificate, GertificationPath, SIGNED,
PROTECTED, AlgorithmIdentifier

FROM AuthenticationFramework authenticationFramework
In D

FROM Remote-Operations-Notation {joint-iso-ccitt remoteOperations(4) notation(0)};

- - macro for representing optional signing - -
OPTIONALLY-SIGNED MACRO ::=

BEGIN

TYPE NOTATION = type (Type)

VALUE NOTATION  ::=value (VALUE CHOICE { Type, SIGNED Type})
END
- objects and ports - -
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directory
OBJECT
PORTS { readPort [S],
searchPort [S],
modifyPort [S1}
= id-ot-directory
dua
OBJECT
PORTS { readPort [C],
searchPort [C],
modifyPort [C]}
= ]
readPort
PORT
NSUMER INVOKES {
Read, Compare, Abandon}
= id-pt-read
searchPort
PORT
NSUMER INVOKES {
List, Search}
= ig-pt-search
modifyPort
PORT

ONSUMER INVOKES {
AddEntry, RemoveEntry,
ModifyEntry, ModifyRDN}
id-pt-modify

-« bind and unpind- -

DirectoryBind :}= ABSTRACT-BIND
TO0 { readPort, searchPort, modifyPort }
BIND
ARGUMENT  DirectoryBindArgument
RESULT DirectoryBindResult
BIND-ER[:OR DirectoryBindError

DirectoryBindArgument = SET{ credentials [0] Credentials OPTIONAL,
versions 1 Versions DEFAULT {v1988}}
Credentials :}=  CHOICE { simple [0]  SimpleCredentials,
strong [1] StrongCredentials,
externalProcedure  [2] EXTERNAL}
SimpleCredentials ::= SEQUENCE{ name [0] DistinguishedName,
validity [1] SET{ timet [0] UTCTime OPTIONAL,
time2 1] UTCTime OPTIONAL,
random1 (2] BIT STRING OPTIDNAL,
random2 [3] BIT STRING OPTIDNAL}
OPTIONAL,
- in most instances the arguments for time and random are relevant in
- - dialogues employing protected password mechanisms and derive
- - their meaning as per bilateral agreement
password [2] OCTET STRING OPTIONAL}
- - the value would be an unprotected password, or Protected1 or Protected2
- - as specified in SO/IEC 9594-8]
StrongGredentials ::= SET{ certification-path [0] CertificationPath OPTIONAL,
bind-token [1] Token }
Token ::=  SIGNED SEQUENCE{ algorithm [01 Algorithmldentifier,
name (11  DistinguishedName,
time 2] UTCTime,

random [31 BIT STRING }

20
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