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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees established
by the respective organization to deal with particular fields of technical activity. ISO and IEC technical
committees collaborate in fields of mutual interest. Other international organizations, governmental and non-
governprrertat; i tarsom with tSCandtEC, afsotake part i thework:

Interngtional Standards are drafted in accordance with the rules given in the ISO/IEC Directives| Part 2.

JTC 1.|Draft International Standards adopted by the joint technical committee are-girculated to pational bodies
for voting. Publication as an International Standard requires approval by at least75 % of the npational bodies
casting a vote.

In the [field of information technology, ISO and IEC have established a joint techhical Comr}ittee, ISO/IEC

Attentipn is drawn to the possibility that some of the elements of this document may be the sybject of patent
rights. |]SO and IEC shall not be held responsible for identifying any orall such patent rights.

ISO/IEC 90003 was prepared by Joint Technical Committee” ISO/IEC JTC 1, Informatign technology,
Subcommittee SC 7, Software and system engineering.

This fifst edition of ISO/IEC 90003 cancels and replaces ISO 9000-3:1997, which has bean updated for
conformity with ISO 9001:2000. ISO 9000-3:1997 was under the responsibility of ISO/TC 176/SC 2.

© ISO/IEC 2004 — All rights reserved \Y
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Introduction

This International Standard provides guidance for organizations in the application of ISO 9001:2000 to the
acquisition, supply, development, operation and maintenance of computer software.

It identifies the issues which should be addressed and is independent of the technology, life cycle models,
development processes, sequence of activities and organizational structure used by an organization. The
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INTERNATIONAL STANDARD ISO/IEC 90003:2004(E)

Software engineering — Guidelines for the application of
ISO 9001:2000 to computer software

1 Scope

1.1 General

ISO 9001:2000, Quality management systems — Requirements
1.1 General

This International Standard specifies requirements for a quality management system where an organization

a) needs to demonstrate its ability to consistently provide product that meets customer and applicpble regulatory
requirements, and
b) aims to enhance customer satisfaction through the effective application of the system, including processes for
coptinual improvement of the system and the assurance of conformity to customer and applicgble regulatory
requirements.

NOTE | In this International Standard, the term “product” applies enly to the product intended for, or required by, Ja customer.

This International Standard provides guidance fer<organizations in the application of ISO 9001:2000 to the
acquisition, supply, development, operation and” maintenance of computer software and related support
servicgs. It does not add to or otherwise change the requirements of ISO 9001:2000.

Annex |A (informative) provides a table pointing to additional guidance in the implementation of [ISO 9001:2000
available in ISO/IEC JTC 1/SC 7 and\lISO/TC 176 standards.

The gyidelines provided in this International Standard are not intended to be used as assessinent criteria in
quality[management systemtegistration/certification.

1.2 Application

ISO 9001:2000/Quality management systems — Requirements

1.2 Application

All requirements of this International Standard are generic and are intended to be applicable to all organizations,
regardless of type, size and product provided.

Where any requirement(s) of this International Standard cannot be applied due to the nature of an organization and
its product, this can be considered for exclusion.

Where exclusions are made, claims of conformity to this International Standard are not acceptable unless these
exclusions are limited to requirements within clause 7, and such exclusions do not affect the organization's ability, or
responsibility, to provide product that meets customer and applicable regulatory requirements.

© ISO/IEC 2004 — All rights reserved 1
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The application of this International Standard is appropriate to software that is
— part of a commercial contract with another organization,

— a product available for a market sector,

— used to support the processes of an organization,

— embedded in a hardware product, or

— related to software services.

Some organizations may be involved in all of the above activities; others may specialize in one area. Whatever

the Sltuatlon t|’ T Ulgunll_uuun,o quulll_y munuyblllbl TC o_yol\.m oh\.lulu COVETF u” UOPUCLJ (ouftvvul\. l\.luL\;d & ]d non-

software relatgd) of the business.

2 Normativye references

ISO 9001:200d, Quality management systems — Requirements

2 Normatiye reference

The following pormative document contains provisions which, through reference i’ this text, constitute provisions of
this Internatiopal Standard. For dated references, subsequent amendments to, or revisions of, any of| these
publications do not apply. However, parties to agreements based on this{lnternational Standard are encourgged to
investigate the|possibility of applying the most recent edition of the norpiative document indicated below. For undated
references, th¢ latest edition of the normative document referred. toapplies. Members of ISO and IEC maintain
registers of cufrently valid International Standards.

ISO 9000:2000, Quality management systems — Fundamentals and vocabulary.

3 Terms and definitions

ISO 9001:200d, Quality management systems’— Requirements

3 Terms apd definitions
For the purpoges of this International Standard, the terms and definitions given in ISO 9000 apply.

The following ferms, used irrthis edition of ISO 9001 to describe the supply chain, have been changed to reflect the
vocabulary curfrently used:;

supplier =~ ———>  organization ———=>  customer

The term “orgbwnization—replaces—the—term—supplier—dsed—+—+SO0-9001:1994—and—+refers-to-the—uhitto-which this
International Standard applies. Also, the term “supplier” now replaces the term “subcontractor”.

Throughout the text of this International Standard, wherever the term “product” occurs, it can also mean “service”.

For the purposes of this document, the terms and definitions given in ISO 9001:2000, and certain terms
(repeated here for convenience) given in ISO/IEC 12207 apply.

However, in the event of a conflict in terms and definitions, the terms and definitions specified in ISO 9000:2000
apply.
NOTE ISO/IEC 12207:1995 provides detailed provisions for seventeen software life cycle processes.

ISO/IEC 12207:1995/Amd.1:2002 provides high-level provisions for many additional processes. This International Standard
will make reference to terms defined in both.

2 © ISO/IEC 2004 — Al rights reserved
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3.1
activity
collection of related tasks

3.2
baseline

formally approved version of a configuration item, regardless of media, formally designated and fixed at a
specific time during the configuration item’s life cycle

[ISO/IEC 12207:1995, definition 3.5]

3.3
configpuration item

entity Within a configuration that satisfies an end use function and that can be uniquely,identified at a given
reference point

[ISO/IHC 12207:1995, definition 3.6]

3.4

COTS
Commercial-Off-The-Shelf (acronym)
(softwgre product) available for purchase and use without the need:to’conduct development actiyities

35
develgpment

softwalfe life cycle process that contains the activities ‘of requirements analysis, design, coding, integration,
testing| installation and support for acceptance of software products

3.6
life cy¢le model

framework containing the processes, activities, and tasks involved in the development, ¢peration, and
maintehance of a software product, spanning the life of the system from the definition of its requjrements to the
termination of its use

[ISO/IHC 12207:1995, definition.3.11]

NOTE [The requirements-eflSO 9001:2000 would apply to maintenance, only if contractually required, after acceptance of
the prodluct by the custemer. However, generally the requirements do not apply to maintenance.

3.7
measure, verb
make 4 measurement

[ISO/IEC 14598-1:1999, definition 4.17]

3.8
measure, noun
variable to which a value is assigned as the result of measurement

[ISO/IEC 15939:2002, definition 3.14]

3.9
measurement
set of operations having the object of determining a value of a measure

[ISO/IEC 15939:2002, definition 3.17]

© ISO/IEC 2004 — All rights reserved 3
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3.10
process

set of interrelated or interacting activities which transforms inputs into outputs

NOTE 1 Inputs

to a process are generally outputs of other processes.

NOTE 2 Adapted from ISO 9000:2000, definition 3.4.1.

3.11

regression testing

testing require
reliability or pe

3.12
release
particular vers

EXAMPLE A tg

[ISO/IEC 1220

NOTE The tern
definition provid

3.13
replication
copying a softy

3.14
software item
identifiable paf

3.15

d to determine that a change to a system component has not adversely affected funct
Fformance and has not introduced additional defects

on of a configuration item that is made available for a specific purpose

st release.

7:1995, definition 3.22]

N “release” used in the ISO 9001:2000 text quoted in this International Standard is used in the conte
bd in 1SO 9000:2000, 3.6.13, which is different from the.JSO/IEC 12207 definition quoted above.

vare product from one medium to anather

t of a software product

software pro

uct

set of computgr programsy.procedures, and possibly associated documentation and data

[ISO/IEC 1220[7:1995, definition 3.26]

onality,

Kt of the

NOTE 1 A software product may be designated for delivery, an integral part of another product, or used in development.

NOTE 2 This is different from a product in 1ISO 9000(2!.

NOTE 3 For the purposes of this International Standard, “software” is synonymous with “software product”.

3.16
software serv

ice

performance of activities, work, or duties connected with a software product, such as its development,
maintenance and operation

[ISO/IEC 1220

7:1995, definition 3.27]

© ISO/IEC 2004 — All rights
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4 Quality management system

4.1 General requirements

ISO 9001:2000, Quality management systems — Requirements

4.1 General requirements

The organization shall establish, document, implement and maintain a quality management system and continually
improve its effectiveness in accordance with the requirements of this International Standard.

The orpanization shall

a) idgntify the processes needed for the quality management system and their application throughout the
ordanization (see 1.2),

b) determine the sequence and interaction of these processes,

c) defermine criteria and methods needed to ensure that both the operation-and control of these |processes are
effective,

d) ensgure the availability of resources and information necessary to support the operation and monitoring of these
prqcesses,

e) mdnitor, measure and analyse these processes, and

f) implement actions necessary to achieve planned results and continual improvement of these progesses.

These|processes shall be managed by the organization in accordance with the requirements of th{s International

Standard.

Wherel an organization chooses to outsource.any process that affects product conformity with requirements, the

organiration shall ensure control over such processes. Control of such outsourced processes shdll be identified

within the quality management system.

NOTE |Processes needed for the quality management system referred to above should include processes for management

activitigs, provision of resources, product realization and measurement.

Guidarjce is provided for jtems a) and b) of ISO 9001:2000, 4.1, in relation to the organizationgl processes as

follows|(see 5.4.2, and.7.4.1 for additional guidance on outsourcing).

a) Prqgcess ideéentification and application
The¢ organization should also identify the processes for software development, operation or llnaintenance.

b) Process sequence and interaction

The organization should also define the sequence and interaction of the processes in

1) life cycle models for software development, e.g. waterfall, incremental and evolutionary, and

2)

quality and development planning, which should be based upon a life cycle model.

NOTE For further information, see the following:

ISO/IEC 1220711 and ISO/IEC 12207:1995/Amd.1:200212 (software life cycle processes) which define a set of
software life cycle processes that may be used for reference;

ISO/IEC TR 15271:1998121 Annex C (guide to ISO/IEC 12207) which provides guidance on how to use processes
from ISO/IEC 12207 in different life cycles.

© ISO/IEC 2004 — All rights reserved
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4.2 Documentation requirements

4.2.1 General

ISO 9001:2000, Quality management systems — Requirements
4.2.1 General

The quality management system documentation shall include
a) documented statements of a quality policy and quality objectives,
b) a quality mgruak

c) documentgd procedures required by this International Standard,

d) documents needed by the organization to ensure the effective planning, operation and control of its procgsses,
and

e) records required by this International Standard (see 4.2.4).

NOTE 1 Wherq the term “documented procedure” appears within this International Standard, this means that the procgdure is
established, docpmented, implemented and maintained.
NOTE 2 The ejtent of the quality management system documentation can differ from one-organization to another due to
a) the size of ofganization and type of activities,

b) the complexjty of processes and their interactions, and
c) the competgnce of personnel.

NOTE 3 The dgcumentation can be in any form or type of medium.

Documents for| the effective planning, operation, and controlPof processes for software [ISO 9001:2000, 4.2.1,
item d)] may cover the following:

1) descriptions of processes, such as those identified in implementing 4.1;

2) descriptions of procedural instructions and/of'templates used;

3) descriptions of life cycle models used,.such as waterfall, incremental and evolutionary;
4) descriptions of tools, techniques, technologies, and methods such as those identified in implementing 4.1;

5) technical tgpics such as standards.or guidance documents for coding, design and development, and {esting.

NOTE For further information on‘document identification as part of configuration management, see 7.5.3.

4.2.2 Qualitylmanual

ISO 9001:200d, Quality management systems — Requirements

4.2.2 Quality manual

The organization shall establish and maintain a quality manual that includes
a) the scope of the guality management system, including details of and justification for any exclusions (see 1.2),
b) the documented procedures established for the quality management system, or reference to them, and

¢) a description of the interaction between the processes of the quality management system.

6 © ISO/IEC 2004 — Al rights reserved



https://iecnorm.com/api/?name=29b1336d4bf3a95d12d510c04506f0bb

4.2.3

ISO/IEC 90003:2004(E)

Control of documents

4.2.3

a) to

ISO 9001:2000, Quality management systems — Requirements

Control of documents

A documented procedure shall be established to define the controls needed

approve documents for adequacy prior to issue,

Documents required by the quality management system shall be controlled. Records are a special type of document
and shall be controlled according to the requirements given in 4.2.4.

b) to
c) to
d) to
e) to
f) to

g) to
re

TEVIEW and update as Necessary and re-approve qoCUments,

ensure that changes and the current revision status of documents are identified,

ensure that relevant versions of applicable documents are available at points of usey
ensure that documents remain legible and readily identifiable,

ensure that documents of external origin are identified and their distributiop-controlled, and

prevent the unintended use of obsolete documents, and to apply suitable identification to th
ained for any purpose.

em if they are

NOTE [For further information on document control as part of configuration management, see 7.5.3.

4.2.4 Control of records
ISO 9p01:2000, Quality management systems — Regujrements
4.2.4| Control of records
Records shall be established and maintained, to provide evidence of conformity to requirements and|of the effective
operation of the quality management system. Records shall remain legible, readily identifiable angl retrievable. A
documented procedure shall be established to define the controls needed for the identification, storage, protection,

retrie

al, retention time and disposition of records.

4.24.1

Eviden
a) do
b) pro

Evidence of cohformity to requirements

ce of conformity to requirements may include
umented test results,

blem_réports, including those related to tools problems,

c) chd

nage-raglasis
Hge-TegqueStSy

d) documents marked with comments,

e) audit and assessment reports, and

f) review and inspection records, such as those for design reviews, code inspections, and walk-throughs.

4.2.4.2

Evidence of effective operation

Examples of evidence of effective operation of the quality management system may include, but are not limited

to

a) changes (and the reasoning) to resources (people, software and equipment),

b) est

imates, e.g. project size and effort (people, cost, schedule),
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¢) how and why tools, methodologies and suppliers were selected and qualified,

d) software license agreements (both for software supplied to customers and software procured to aid
development),

e) minutes of meetings, and

f) software release records.

4.2.4.3 Retention and disposition

When determining the retention periods for records, consideration should be given to statutory and regulatory
requirements. Where records are held on electronic media, consideration of the retention times and
accessibility of the records should take into account the rate of media degradation, the availability| of the
devices, and spftware needed to access the records. Records may include information held in emaiksystems.
Protection fromp computer viruses and unapproved or illegal access, should be considered.

The proprietary nature of the information stored on records should be assessed, in determining the methods of
data erasure flom the media, at the end of its required retention period.

NOTE For further general guidance related to 1SO 9001:2000, 4.2, see ISO/IEC 12207:1995[11], 6.1, and
ISO/IEC 12207:1995/Amd.1:2002112 F2.1 (documentation process).

5 Management responsibility

5.1 Managgment commitment

ISO 9001:200d, Quality management systems — Requirements

5.1 Managgment commitment

Top management shall provide evidence of its commitment to the development and implementation of the [quality
management gystem and continually improving its effectiveness by

a) communicgting to the organization the importance of meeting customer as well as statutory and regplatory
requirements,

b) establishing the quality policy,
c) ensuring that quality objectives are established,
d) conducting management reviews, and

e) ensuring the availability of resources.

5.2 Customlerifocus

ISO 9001:2000, Quality management systems — Requirements

5.2 Customer focus

Top management shall ensure that customer requirements are determined and are met with the aim of enhancing
customer satisfaction (see 7.2.1 and 8.2.1).

8 © ISO/IEC 2004 — Al rights reserved
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5.3 Quality policy

ISO 9001:2000, Quality management systems — Requirements

5.3 Quality policy
Top management shall ensure that the quality policy
a) is appropriate to the purpose of the organization,

b) includes a commitment to comply with requirements and continually improve the effectiveness of the quality
management system,

C) prpvides a frameworK Tor establishing and reviewing quality ODJectves,

d) isjcommunicated and understood within the organization, and

e) isJreviewed for continuing suitability.

5.4 Hlanning

5.4.1 Quality objectives

ISO 9001:2000, Quality management systems — Requirements

5.4.1 |Quality objectives

Top management shall ensure that quality objectives, including those needed to meet requirements fpr product [see
7.1 a)], are established at relevant functions and leygls within the organization. The quality objegtives shall be
measyrable and consistent with the quality policy.

NOTE [Information on attributes of software progesses suitable for setting objectives may be found in ISO/JEC 15504-1[22,
ISO/IECQ 15504 (all parts) may be used for.assessing process capabilities and for setting objectives for injproving process
capabilifies.

5.4.2 RQuality management system planning

ISO 9001:2000, Qualitymanagement systems — Requirements

5.4.2 |Quality management system planning

Top mpnagement’shall ensure that

a) the planning of the quality management system is carried out in order to meet the requirements griven in4.1, as
well as’the quality objectives, and

b) the integrity of the quality management system is maintained when changes to the quality management system
are planned and implemented.

Planning may occur at organizational and project/product levels.

Quality management system planning at the organizational level may include the following:

a) defining appropriate software life cycle models to be used for the types of project that the organization
undertakes, including how the organization normally implements software life cycle processes;

b) defining the work products of software development, such as software requirements documents,
architectural design documents, detailed design documents, program code, and software user
documentation;
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c) defining the content of software management plans, such as software project management plans, software
configuration management plans, software verification and validation plans, software quality assurance
plans and training plans;

d) defining how software engineering methods are tailored for the organization’s projects within the life cycle
(see 1.2 Application);

e) identifying the tools and environment for software development, operations or maintenance;

f) specifying conventions for the use of programming languages, e.g. coding rules, software libraries and
frameworks;

g) identifying any software reuse (see also 7.5.4).

The organization's management representafive should consider any change to a software life cycle] model

which may affgct the quality management system and should ensure that such changes do not compromjse any

guality managg¢ment system controls.

Software qualify planning at the project/product level is discussed in 7.1.

5.5 Responibility, authority and communication

5.5.1 Resporsibility and authority

ISO 9001:200d, Quality management systems — Requirements
5.5.1 Resporjsibility and authority

Top managenient shall ensure that responsibilities and autherities are defined and communicated within the

organization.

5.5.2 Managément representative

ISO 9001:200d, Quality management systems —Requirements
5.5.2 Managé¢ment representative

Top managemgnt shall appoint a member of management who, irrespective of other responsibilities, shall have

responsibility gnd authority that ineludées

a) ensuring that processesyneeded for the quality management system are established, implemented and
maintained,

b) reporting fo top management on the performance of the quality management system and any need for
improvemgnt, and

¢) ensuring thexpromotion of awareness of customer requirements throughout the organization.

NOTE The responsibility of a management representative can include liaison with external parties on matters relating to the
quality management system.

For a software-producing organization, there is benefit if the management representative has had experience
with software development.

10
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5.5.3 Internal communication

ISO 9001:2000, Quality management systems — Requirements

5.5.3 Internal communication

Top management shall ensure that appropriate communication processes are established within the organization
and that communication takes place regarding the effectiveness of the quality management system.

5.6 Management review

5.6.1 [General

ISO 9001:2000, Quality management systems — Requirements

5.6.1 |General

Top management shall review the organization's quality management system,cat, planned intervalg, to ensure its
continping suitability, adequacy and effectiveness. This review shall include assessing opportunities for improvement
and the need for changes to the quality management system, including the-quality policy and quality pbjectives.

Recorfls from management reviews shall be maintained (see 4.2.4).

5.6.2 Review input

ISO 9001:2000, Quality management systems — Requitements

5.6.2 |Review input

The input to management review shall include information on

a) results of audits,

b) cugtomer feedback,

c) process performance and praduct conformity,

d) stqtus of preventive and.corréective actions,

e) follow-up actions fromprevious management reviews,

f) chpnges that could-affect the quality management system, and

g) re¢ommendations for improvement.

Guidarjce.is provided for ISO 9001:2000, 5.6.2, item c) as follows.

One way to measure process performance is to perform software process assessments (see 8.2.3). The
outcomes of software process assessments should be considered as input to management reviews.

One way to measure product conformity is to perform software product evaluation (see 8.2.4). The outcomes of
software product evaluation should be considered as input to management review.
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5.6.3 Review

output

ISO 9001:2000, Quality management systems — Requirements

5.6.3 Review output

The output from the management review shall include any decisions and actions related to

a) improvement of the effectiveness of the quality management system and its processes,

b) improvement of product related to customer requirements, and

C) resource needs.

6 Resourc

6.1 Provisid

£ management

n of resources

ISO 9001:200(
6.1 Provisidg

The organizati
a) toimpleme

b) to enhancg

, Quality management systems — Requirements
n of resources

pn shall determine and provide the resources needed
nt and maintain the quality management system and contipually improve its effectiveness, and

customer satisfaction by meeting customer requirements,

6.2 Human

6.2.1 Genera

resources

I1ISO 9001:200d
6.2.1 Generg

Personnel pen
training, skills

, Quality management systems —<Requirements
|

forming work affectingwpreduct quality shall be competent on the basis of appropriate edu
hnd experience.

cation,

NOTE For furt
F.3.4.2 (training)

her information,\see ISO/IEC 12207:1995/Amd.1:2002[12], F.3.4.1 (human resource manageme

nt) and
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Competence, awareness and training

0003:2004(E)

6.2.2

C) ev

d) en

ISO 9001:2000, Quality management systems — Requirements

Competence, awareness and training

The organization shall
a) determine the necessary competence for personnel performing work affecting product quality,

b) provide training or take other actions to satisfy these needs,

aluate the effectiveness of the actions taken,

e) maintain appropriate records of education, training, skills and experience (see 4.2.4).

Sure that its personnel are aware of the relevance and importance of their activities and how they contribute to
the achievement of the quality objectives, and

The trg

programmming languages, tools, techniques and computer resources to be used in the de

management of the software product/project. It might also be useful tg,incClude training in
knowledge of the specific field within which the software is applied-and in other topics s
management.

The tgchnologies employed in software development, operation*and maintenance should

monito

The fo

red and evaluated in order to determine requirements for’'updating staff skills.

lining needs should be determined considering the requirements notatien, design methods, specific

elopment and
the skills and
ich as project

be continually

m of training may not be necessarily traditional:training courses but could be workshgps, computer-

based fraining, self-study, mentoring, training on-the-jok_or web-based training.
Evaluation of the effectiveness of training may be performed using measurements of products and processes,
identififing areas of improvement in personal performance (among other areas for improvement)
6.3 Infrastructure

ISO 9001:2000, Quality management systems — Requirements

6.3 Ipfrastructure

The ofganization shall determine, provide and maintain the infrastructure needed to achieve confornity to product
requirgments. Infrastructure includes, as applicable

a) bujldings, workspace and associated utilities,

b) pr[cess equipment (both hardware and software), and

c) su '

The infrastructure should include hardware, software, tools and facilities for development, operation or
maintenance of software.

The infrastructure may include software tools that support the design and development process including the
following:

a) tools, such as for analysis, design and development, configuration management, testing, project

mal

nagement, documentation, code creation or generation;

b) application development and support environments;

¢) knowledge management, intranet, extranet tools;

d) net

work tools, including security, backup, virus protection, firewall;

© ISO/IEC 2004 — All rights reserved
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e) help desk and maintenance tools;
f) access controls;
g) software libraries;

h) operations control tools such as for network monitoring, systems management and storage management.

Whether these tools and techniques are developed internally or are purchased, the organization should
evaluate whether or not they are fit for purpose. Tools used in the implementation of the product, such as
analysis and design and development tools, compilers and assemblers should be evaluated, approved and
placed under an appropriate level of configuration management control prior to use. The scope of use of such
tools and techniques may be documented with appropriate guidance, and their use reviewed, as appropriate, to
determine whdther there is a need to improve and/or upgrade them.

NOTE For further information, see the following:

— ISO/IEC 12207:199511 7.2 and ISO/IEC 12207:1995/Amd.1:2002[12] £3.2 (infrastructure process);
— ISO/IEC 14%98-2[141 (acquisition) and ISO/IEC 14598-3[19] (evaluation of a software product);

— ISO/IEC 14102[%3],

6.4 Work environment

ISO 9001:200d, Quality management systems — Requirements

6.4 Work environment

The organizatjon shall determine and manage the work envirehment needed to achieve conformity to groduct
requirements.

7 Productfrealization

7.1 Planninp of product realization

ISO 9001:200d, Quality management systems — Requirements
7.1 Planninp of product réealization

The organizatipn shall plari,and develop the processes needed for product realization. Planning of product realjzation
shall be consigtent with the requirements of the other processes of the quality management system (see 4.1)

In planning prdqductrealization, the organization shall determine the following, as appropriate:

a) quality objectivesandTequirerments for the-product;
b) the need to establish processes, documents, and provide resources specific to the product;

¢) required verification, validation, monitoring, inspection and test activities specific to the product and the criteria
for product acceptance;

d) records needed to provide evidence that the realization processes and resulting product meet requirements
(see 4.2.4).

The output of this planning shall be in a form suitable for the organization's method of operations.

NOTE 1 A document specifying the processes of the quality management system (including the product realization processes)
and the resources to be applied to a specific product, project or contract, can be referred to as a quality plan.

NOTE 2 The organization may also apply the requirements given in 7.3 to the development of product realization processes.
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7.1.1 Software life cycle

Processes, activities and tasks should be planned and performed using life cycle models suitable to the nature
of a software project, considering size, complexity, safety, risk and integrity. 1ISO 9001:2000 is intended for
application irrespective of the life cycle models used and is not intended to indicate a specific life cycle model or
process sequence.

Design and development can be an evolutionary process and procedures may therefore need to be changed or
updated as the project progresses, after consideration of changes to related activities and tasks.

Consideration should be given to the swtablhty of the design and development method for the type of task,
. For products
environment,

Software development planning should result in a definition of what products are to’be produced, who is to
producg them, and when they are to be produced (see 7.3.1). Software qualityplanning at the project/product
level should result in a description of how specific products are to be developed, assessed or maintained.

7.1.2 Quality planning

Quality| planning provides the means for tailoring the application of the quality management systém to a specific
project| product or contract. Quality planning may include or réference generic and/or project/prpduct/contract-
specifi¢ procedures, as appropriate. Quality planning should ke re-visited along with the progress of design and
development, and items concerned with each stage should be completely defined when starting that stage.
Quality] planning may be reviewed and agreed by call organizations concerned in its implgmentation, as
appropfriate.

NOTE 1 A document that describes quality planning may be an independent document (entitled quality plan), a part of
anotherfdocument, or composed of several docuniénts, including a design and development plan.

NOTE 4 ISO/IEC 12207 and ISO/IEC 12207:1995/Amd.1:2002[12] include quality planning and develppment planning
as a single planning activity leading to thelereation of project management plan(s). A mapping table is provided in Annex B,
to show how the items in 7.1.1 and_7:3-1 are satisfied by the related items in ISO/IEC 12207:1995, 5.2/4.5, 5.3.1.4 and
6.3.1.3.

Softwafe quality planning-atthe project level should address the following:

a) inclusion of, or reference to, the plans for development (see 7.3.1);

b) quality requirements related to the product and/or processes;

c) quality mahagement system tailoring and/or identification of specific procedures anf instructions,
appropriate to the scope of the quality manual and any stated exclusions (ISO 9001:2000, 1|2);

d) proj
test cases and procedures for unit, |ntegrat|on system and acceptance testing (see 8.2.4);

plans, designs,

e) methods, life cycle model(s), tools, programming language conventions, libraries, frameworks and other
reusable assets to be used in the project;

f) criteria for starting and ending each project stage;

g) types of review, and other verification and validation activities to be carried out (see 7.3.4, 7.3.5 and 7.3.6);
h) configuration management procedures to be carried out (see 7.5.3);

i) monitoring and measurement activities to be carried out;

j) the person(s) responsible for approving the outputs of processes for subsequent use;

k) training needs in the use of tools and techniques, and scheduling of the training before the skill is needed;
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[) records to be maintained (see 4.2.4);

m) change management, such as for resources, timescale and contract changes.

Quality planning, however abbreviated, is particularly useful to clarify limited quality objectives for software
being designed for a limited purpose. Examples of limited-purpose software include proof-of-concept
demonstration prototypes, a research computation used only by its designer, an interim solution lacking
features such as security or full operational performance that will be implemented in a future output, and one-
time data analysis reports.

Limited-purpose software should be tested in ways that are consistent with its planned use to reduce the
possible occurrence of unintended omissions and errors.

NOTE 3 For fulther general guidance related to 1ISO 9001:2000, 7.1, see the following:

— ISO/IEC 12207:199511 524 (planning), 5.3.1 (development process implementation), and 64A\fo 6|8, and
ISO/IEC 12207:1995/Amd.1:2002!12] E2 (supporting life cycle processes);

— ISO/IEC 9126-1:20010!;

— ISO/IEC 14%98-21141;

— ISO/IEC TR|15846:1998[271 6.2 (planning of configuration management);
— ISO/IEC TR|16326:1999[3 6.2.2 (planning of project management).

7.2 Customler-related processes

7.2.1 Determjnation of requirements related to the product

ISO 9001:200d, Quality management systems — Requirements
7.2.1 Determfination of requirements related to the product

The organizatipn shall determine

a) requireme]:ts specified by the customer, ineluding the requirements for delivery and post-delivery activitieg
b) requirements not stated by the custorer but necessary for specified or intended use, where known,
c) statutory and regulatory requirements related to the product, and

d) any additignal requirements(determined by the organization.

7.2.1.1 Custqmer-related requirements [ISO 9001:2000, 7.2.1, items a) and b)]

Software may |be€ developed as part of a contract, as a product available for a market sector, as spftware
embedded inlLa System _ qr in support of the business processes of the nrgnni7afinn qunir:ments

determination is applicable in all these circumstances.

Specific actions may include:
a) the establishment of the following for developing the requirements:

1) methods for agreement of requirements and authorizing and tracking changes, especially during
iterative development;

2) methods for the evaluation of prototypes or demonstrations, where used;
3) methods for recording and reviewing discussion results from all parties involved;

b) the development of the requirements in close co-operation with the customer or users, and efforts to prevent
misunderstandings by, for example, the provision of definition of terms, explanation of the background of
requirements;
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c) the obtention of the customer’s approval of the requirements;

d) the establishment of a method for traceability of the requirements to the final product (such as a
requirements traceability matrix).

The requirements may be provided by the customer, may be developed by the organization or may be jointly
developed.

When the requirements are provided and agreed in the form of a system specification, methods should be in
place to allocate them into hardware and software items with any appropriate interface specifications. Changes
to the requirements should be controlled. The contract may need to be amended when requirements change.

In cont

actual situations_the requirements may nat be fully defined at contract acceptance _and some may be

develo

The re
but not|
portab
of thes

If the 9
softwa
either ¢

There
accept

7.2.1.2

NOTE 1
— 1ISd

(requirements elicitation), F.1.3.2 (systems-réguirements analysis) and F.1.3.4 (software requirements

— 1S@
— 1S8@

NOTE 2

ped during a project.

juirements may need to take the operational environment into account. The requiremen
be limited to, the following characteristics: functionality, reliability, usability, efficiency, mai
ity. Other characteristics may be specified, for example security, safety and(statutory obl
b characteristics may be mission and/or safety critical.

e product to be developed and other software or system products-sheuld be specified, as
irectly or by reference, in the requirements.

uirements should be expressed in clear and unambiguousterms that facilitate validation

hnce. Requirements should be traceable throughout thedevelopment life cycle (see 7.5.3
Additional requirements determined by the ofganization [ISO 9001:2000, 7.2.1, ite
For further information on 7.2.1.1, see the followiAg:

/IEC 12207:1995111, 532 to 5.3.4 (development process) and ISO/IEC 12207:1995/Amd.1:

/IEC 9126-1:2001[5;

/IEC 15026:1998[20],

For further information on(7.21.2, see ISO/IEC 12119:199410],

s may include,
htainability and
gations. Some

oftware product needs to interface with other software or system pfeducts, the interfacgs between the

far as possible,

during product

)

m d)]

000212 F1.3.1
analysis);
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7.2.2 Review

of requirements related to the product

c) the organiz
Records of thg

Where the cu
confirmed by t

Where produc
that relevant p

NOTE In some
relevant product

ISO 9001:2000, Quality management systems — Requirements

7.2.2 Review of requirements related to the product

a) product requirements are defined,

b) contract or order requirements differing from those previously expressed are resolved, and

The organization shall review the requirements related to the product. This review shall be conducted prior to the
organization's commitment to supply a product to the customer (e.g. submission of tenders, acceptance of contracts
or orders, acceptance of changes to contracts or orders) and shall ensure that

ation has the ability to meet the defined requirements.
results of the review and actions arising from the review shall be maintained (see 4,2:4):

stomer provides no documented statement of requirement, the customer reguirements s
e organization before acceptance.

requirements are changed, the organization shall ensure that relevant\documents are amend
brsonnel are made aware of the changed requirements.

information such as catalogues or advertising material.

nall be

ed and

situations, such as internet sales, a formal review is impractical for‘each order. Instead the review cah cover

7.2.2.1 Organization’s concerns

Issues which n
but are not lim

a) the feasibi
the requirg
efficiency);

b) software d

c) the identifi
and documn

d) the operati

e) agreement

hay be relevant during the organization’s review of software tenders, contracts or orders i
ted to the following:

ty of meeting and validating the requirements and product characteristics, including ide
d software characteristics (e.g. functionality, reliability, usability, maintainability, portabi
psign and development standards and procedures to be used;

Cation of facilities, tools, software items and data, to be provided by the customer, the dd
entation of methaods to assess their suitability for use;

ng systemiar-hardware platform;

on the'control of external interfaces with the software product;

f) replication

nd_distribution reg |iromnnfc;

hclude,

ntifying
ity and

finition

g) customer-related issues:

1) life cycle processes imposed by the customer;

2) period of obligation of the organization to supply copies and the capability of reading master copies;

h) management issues:

1) risk management should be addressed (see also 7.2.2.2);

2) organization’s responsibility with regard to subcontracted work;

3) scheduling of progress, technical reviews and outputs;

18
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4) installation, maintenance and support requirements;
5) timely availability of technical, human and financial resources;
i) legal, security and confidentiality issues:

1) information handled under the contract may be subject to concerns regarding intellectual property
rights, licence agreements, statutory and regulatory requirements, confidentiality and the protection of
information including patents and copyrights;

2) guardianship of the master copy of the product and the rights of the customer to access or verify that
master;

3) [TeV: | i i Ure, 3] ; utually y rties;
4) | definition of warranty terms;

5) | liabilities/penalties associated with the contract.

7.2.2.2] Risks

The following risks may be included when reviewing requirements related, to the product:
a) crigcality, safety and security issues;

b) capabilities and experience of the organization or its suppliers;

c) relipbility of estimates of resources and the duration required for each activity;

d) sigpificant differences between the times requiredto-deliver products or services, and the times determined
from plans through the optimization of cost and.guality goals;

e) sigpificant geographical dispersion of the erganization, customers, users and suppliers;
f) high technical novelty, including novel methods, tools, technologies and supplied software;
g) low quality or availability of supplied software and tools;

h) low precision, accuracy and ‘stability of the definition of the customer requirements and extefnal interfaces.

The implications of any contract changes on resources, schedules and costs should be evaluated, particularly
for chahges to scope, functionality or risk. The above issues should be re-evaluated, as approprjate.

7.2.2.3] Customer representative

The cystomer may have responsibilities under the contract. Particular issues may include the need for the
customerto—co-gperate—withtheorganization—toprovide—necessaryinfgrmationtn—a-timelmanner, and to
resolve action items. When assigned to monitor life cycle activities, a customer representative may represent
the eventual users of the product, as well as executive management, and have the authority to deal with
contractual matters which include, but are not limited to, the following:

a) dealing with customer-supplied software items, data, facilities and tools that are found unsuitable for use;

b) organizing access to end-users, where appropriate.

Review of requirements may be performed by internal or external organizations. This may include reviews of
requirements related to contracts, engineering, maintenance or quality.

NOTE For further information on requirements review see ISO/IEC 12207:1995111 521 (supply process — initiation),
5.2.6 (supply process — review and evaluation), 6.4.2.1 (contract verification), and 6.6 (joint review process). For further
information on risk management see ISO/IEC 12207:1995/Amd.1:2002112] £3.1.5 (risk management).
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7.2.3 Customer communication

ISO 9001:2000

relation to

, Quality management systems — Requirements

7.2.3 Customer communication

The organization shall determine and implement effective arrangements for communicating with customers in

a) product information,

b) enquiries, contracts or order handling, including amendments, and

C) customer fgedback; illbiuulillg COStonTeET bUlleid.illlb.

7.2.3.1 Gene

For computer
agreement, an

The following ¢
for operations/

7.2.3.2 Custd

Joint reviews imvolving the organization and the customer may be scheduled on a regular basis, or at sig

project events,

a) product information, including

1) development plans,

2) conforphance of outputs, such as design\and development documents, to the customer’s
requirgments,

3) demongtrations of outputs of the development processes, such as prototypes, and

4) accept
b) enquiries,

1) the prg
deploy

2) the pro
3) the prg

ral

software, the method of communication may vary depending on the“type of con
[ on the scope of the contract for development, operations or maintenance.

uidance for communicating with customers is separated into advice.for development and
maintenance life cycle processes.

mer communication during development

to cover the following aspects, as appropriate:

bnce test results;
contracts and amendments, including

gress of activities) concerning the eventual users of the system under development, s
ment and training,

gress of Software development work undertaken by the organization,

gress of agreed activities being undertaken by the customer,

ractual

advice

hificant

agreed

uch as

4) the pr

cessing of risk management issues, problems and change control items, and

5) the methods by which the customer will be advised of current or planned future changes.

7.2.3.3 Customer communication during operations and maintenance

Sources of information that involve customer communication in operations and maintenance may include the

following:

a) productin

formation, including

1) online help, user manuals describing the product and its use,

2) descriptions of new releases and upgrades, and

3) produc

20

t web sites;
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b) enquiries, contracts and amendments, including
1) progress on product or service delivery, and/or maintenance activities, and
2) processing service or product risks, issues and change requests;
c) customer feedback, including
1) help desk arrangements and effectiveness,
2) progress on customer complaints processing, and

3) surveys, user groups, conferences.

NOTE [For further information, see the following:
— ISQ/IEC 12207:1995111 6.6 (joint reviews process), 5.2.5 (supply process — execution and/tontrql), 5.2.6 (supply
profess — review and evaluation) and 5.2.7 (supply process — deliverys,~and cdmpletion), and
ISQVIEC 12207:1995/Amd.1:2002[12], F.1.4.2 (customer support).

— ISQ/IEC 14764:1999[1° (software maintenance), 6.8.1 (maintainability and the development process), [.3.3 (guidelines
for p maintenance plan) and 8.2 (problem and modification) to 8.2.3 (controls).

7.3 Design and development

7.3.1 PDesign and development planning

ISO 9001:2000, Quality management systems — Requitements

7.3.1 |Design and development planning

The onganization shall plan and control the design and development of product.
During the design and development planning, the organization shall determine
a) the design and development stages;

b) thq review, verification and validation that are appropriate to each design and development stage,(and
c) theg responsibilities and authorities for design and development.

The organization shall nfanage the interfaces between different groups involved in design and development to ensure
effectiye communication.and clear assignment of responsibility.

Plannipg outputsshyall be updated, as appropriate, as the design and development progresses.

7.3.1.1] "Design and development planning

Design and development should be carried out in a disciplined manner to prevent or minimize the occurrence of
problems. This approach reduces dependence on verification and validation as the sole methods for identifying
problems. The organization should therefore ensure that the software products are developed in compliance
with specified requirements and in accordance with design and development planning and/or quality planning
(see 7.1 for quality planning).

NOTE 1 ISO/IEC 12207:19951 and 1SO/IEC 12207:1995/Amd.1:200212] include quality planning and development
planning as a single planning activity leading to the creation of project management plan(s). A mapping table is provided in
Annex B, to show how the items in 7.1.1 and 7.3.1 are satisfied by the related items in ISO/IEC 12207:1995[11], 5.2.4.5,
5.3.1.4and 6.3.1.3.

NOTE 2 Some items in the following list have been included in the quality planning list in 7.1.2. These are noted in square
brackets.
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Design and development planning should address the following items, as appropriate:

a) the activities of requirements analysis, design and development, coding, integration, testing, installation and
support for acceptance of software products; this includes the identification of, or reference to:

1)
2)
3)
4)
5)
6)

b) planning fgr the control of product and service provision;

c) the organigation of the project resources, including the team structure, responsibilities, use af.Supplit
material repources to be used,;

d) organizatignal and technical interfaces between different individuals or groups, suctyas sub-project
suppliers,

e) the analysi
developme

f) the sched(

1)
2)
3)
4)
5)
6)

g) the identifi

1)

2)

3)
4)
5)
6)
7
8)
9)

activities to be carried out;

require

require

d inputs to each activity;

d outputs from each activity;

verification required for each activity output [as 7.1.2 g) — see also 7.3.5];

management and supporting activities to be carried out;

requirgld team training [as 7.L.2 K)J;

the stal
the wo
the asg
the asg
the mil

verificg

standa
require

tools a
on, sud

facilitie
configy

methoq

artners, users, customer representatives, quality assurance representative (see 7.3.1.4)

5 of the possible risks, assumptions, dependencies and problems. associated with the des
nt;

le identifying:

pes of the project [see also 7.1.2 ))];

k breakdown structure;

ociated resources and timing;

ociated dependencies;

pstones;

tion and validation activities [as 7.1:2.9)];
ation of:

rds, rules, practices andconventions, methodology, life cycle model, statutory and red
ments [as 7.1.2 d) and e)];

nd techniques for development, including the qualification of, and configuration controls
h tools and technigues;

5, hardware and software for development;
ration management practices [as 7.1.2 h)];

of, controlling nonconforming software products;

prs and

teams,

gn and

ulatory

placed

method

s of control for software ysed to support development:

proced

ures for archiving, back-up, recovery, and controlling access to software products;

methods of control for virus protection;

security controls;

h) the identification of related planning (including planning of the system) addressing topics such as quality
(see 7.1), risk management, configuration management, supplier management, integration, testing (see
7.3.6), release management, installation, training, migration, maintenance, re-use, communication and
measurement;

i) documentation control including document/record archive and distribution.

For a COTS product in which the organization does not have control over the design, the organization should
assure that the product meets the acceptance criteria.
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Planning should be reviewed periodically and any plans amended if appropriate.

NOTE A document defining design and development planning and any of these related planning topics may be an
independent document, a part of another document or composed of several documents.

7.3.1.2

Review, verification and validation

The review, verification and validation for software design and development are covered in 7.3.4 to 7.3.6. In
software operations and maintenance, they may be covered in service level agreements or maintenance

proced

ures.

7.3.1.3

There

7.3.1.4

The bo

be trapsmitted between all parties should be clearly defined in the.design and developme

supplig

In defin
have g
These
engine
help dg
ensure

NOTE 1
5.3.1 (d

NOTE 2

7.3.2

Responsibilities and authorities

s no specific guidance.

Interfaces

undaries of responsibility for each part of the software product and\the’way that technical

rs. The organization may require review of a supplier’'s design.and development planning

ing interfaces, care should be taken to consider partiesyother than the customer and org
h interest in the design and development, installation/ operation, maintenance and tra
may include customer representatives, suppliers, partners, quality assurance r

sk staff. In particular, the end-users and any intermediate operations function may need td
that appropriate capacity and training arexavailable to achieve committed service levels.

For further information on design anddévelopment planning see ISO/IEC 12207:1995[11 5.2,
pvelopment process implementation).

For further information on software project management see ISO/IEC TR 16326:19991%% 6.2.2 (

Design and development inputs

nformation will
nt planning of

anization, who
ning activities.
bpresentatives,

Pring process group representatives, regulatory authorities, associated development project staff and

be involved to

i (planning) and

planning).

1ISO 9

7.3.2

Inputs
includ

01:2000, Qualitysmanagement systems — Requirements

Design and‘development inputs

relating-te product requirements shall be determined and records maintained (see 4.2.4). The

©

b) ap

a) functishal-and-performance-reguirements.
14 < T

se inputs shall

plicable statutory and regulatory requirements,

c) where applicable, information derived from previous similar designs, and
d) other requirements essential for design and development.

These inputs shall be reviewed for adequacy. Requirements shall be complete, unambiguous and not in conflict with
each other.

In system architectural design, system requirements are allocated to hardware, software components and
manual operations. The inputs to software requirements analysis are the system requirements allocated to
software and specifications of the interfaces between the system components.

For gui

dance on I1SO 9001:2000, 7.3.2 items a), b) and d), see 7.2.1.
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Design and development input may be determined from functional, performance, quality, relevant safety and
security requirements and system design constraints, or derived through techniques such as prototyping.
Design and development input may also be determined from design change requests originating from previous
phases in the iterative development model (cycle), problems to be fixed, or requirements arising from
acceptance criteria. Input may also come from contract review activities.

When design and development input documents are being reviewed (this often happens in conjunction with the
customer), they should be checked for

a) ambiguities and contradictions,

b) inconsistent, incomplete or unfeasible information or requirements,

C) unrealistic'reﬂeﬁmaee-spee}ﬁeal&ens,—
d) requirements that cannot be verified or validated,

e) unstated of assumed requirements,
f) inaccurate|description of user environment and actions,
g) lack of desjgn and development decisions in a requirements document, and

h) omissions pf key performance measures.

NOTE For further information see ISO/IEC 9126-1:20011%) for software quality- requirements as software| quality
characteristics.

7.3.3 Design|and development outputs

ISO 9001:200d, Quality management systems — Requirements

7.3.3 Designland development outputs

The outputs ofldesign and development shall be provided:in a form that enables verification against the design and
development input and shall be approved prior to release.

Design and depelopment outputs shall

a) meet the input requirements for design ard’development,

b) provide appropriate information for purchasing, production and for service provision,
c) contain or feference product acceptance criteria, and

d) specify the|characteristics of the product that are essential for its safe and proper use.

The output from the design and development process should be defined and documented in accordance with
the prescribed or echosen method. This output should be complete, accurate and consistent wfith the
requirements, pnd ‘may be produced using computer design and development tools. Design and develppment
outputs may bg expressed in textual form, by diagrams or using symbolic modelling notation, and may include

a) design, development and test specifications,

b) data models,

c) pseudo code or source code,

d) user guides, operator documentation, training material, maintenance documentation,
e) developed product, and

f) formal methods.
Prototyping, when used, should result in design and development (output) documentation.

The acceptance criteria for design and development outputs should be defined in order to demonstrate that the
inputs to each design and development stage are correctly reflected in the outputs.
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NOTE

7.3.4
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hould be validated for their specific intended use (see 7.3.6 and 7.6).

For further information, see ISO/IEC 12207:1995[11], 5.3.5t0 5.3.7 (design and testing).

Design and development review

7.3.4

ISO 9001:2000, Quality management systems — Requirements

Design and development review

At suitable stages, systematic reviews of design and development shall be performed in accordance with planned

arran
a) to
b) to
Partici

stage
4.2.4))

ements (see 7-3-1)
pvaluate the ability of the results of design and development to meet requirements, and
dentify any problems and propose necessary actions.

pants in such reviews shall include representatives of functions concerned with the-design an
5) being reviewed. Records of the results of the reviews and any necessary actions shall be m

d development
aintained (see

The de
for the
use of
deficie
proced

During
testabi

NOTE 1
reviews|
satisfieq

Review
elemer

a) wh

ins
b) wh
ho
wh

c)

d) the

gree of formality and rigour of the activities associated with the. review processes should

he software product. The organization should establish procedures for dealing with proce]
cies or nonconformities identified during these activities” (see 8.3). It is recommeng
ures be documented.

design and development reviews, criteria such’as feasibility, security, safety, programr
ity should be taken into account.

ISO/IEC 12207:199511] and ISO/IEC 12207:1995/Amd.1:200212 treat project managemen
as separate activities. A mapping table is.provided in Annex B to show how the related items in the
in ISO/IEC 12207:1995['1, 6.6.

of design and development;should be performed in accordance with planned arrar
ts of the review to be considéred are the following:

bt is to be reviewed, when and the type of review, such as demonstrations, formal proof
bections, walkthrodghs and joint reviews;

ht functional groups would be concerned in each type of review and, if there isto be ar
v it is to be/organized and conducted;

At records have to be produced, e.g. meeting minutes, issues, problems, actions and acti

me€thods for monitoring the application of rules, practices and conventions to ensure re

be appropriate

complexity of the product, the quality requirements and the degree of risk associated with the specified

ss and product
led that these

ning rules and

t and technical
following list are

gements. The

pf correctness,

bview meeting,

DN status;

Juirements are

m

e)

documents required and roles of review personnel;

f)

participants;

g) the

h)

success criteria for the review;

what follow-up activities are used to ensure that issues identified at the review are resolved.

what has to be done prior to the conduct of a review, such as establishment of objectives, meeting agenda,

what has to be done during the review, including the techniques to be used and guidelines for all

Further design and development activities should proceed only when the consequences of all known
deficiencies are understood, or the risk of proceeding otherwise is known and agreed. Any findings should be

addres

sed and resolved, as appropriate.
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NOTE 2 For further information, see the following:

— ISO/IEC 12207:199511Y, 53.4.2, 53,56 and 5.3.6.7 (requirements and design evaluations) and 6.6.3 (technical
reviews), and ISO/IEC 12207:1995/Amd.1:2002112, F2.6 (joint reviews);

— ISO/IEC TR

7.3.5 Design

15271:1998[21 Annex A (quality processes and evaluation requirements).

and development verification

7.3.5 Design

development
verification an

Verification shall be performed in accordance with planned arrangements (see 7.3.1) to ensure that the desi
utputs have met the design and development input requirements. Records of the results

ISO 9001:2000, Quality management systems — Requirements

and development verification

any necessary actions shall be maintained (see 4.2.4).

on and
of the

Verification of
conforms to th

Verification sh
reviews of des
including proto
COTS, purcha:

The verificatio
completed.

When the size
used for verific

Only verified d
findings shoulg

Software is aimed at providing assurance that the output of a design and-development
P input requirements.

buld be performed as appropriate during design and development{ Yerification may cd
ign and development output (e.g. by inspections and walkthroughs), analysis, demons
types, simulations or tests. Verification may be conducted on the)output from other activiti
5ed and customer-supplied products.

N results and any further actions should be recorded and checked when the actid
complexity or criticality of a software product'warrants, specific assurance methods sh
ation, such as complexity metrics, peer reviews, condition/decision coverage or formal mg

esign and development outputs should-be submitted for acceptance and subsequent us
be addressed and resolved, as approepriate.

activity

mprise
rations
bs, e.g.

ns are
buld be

bthods.

e. Any

NOTE For fufther information, see ISO/IEC 12207:1995[11 53 (development) and 6.4 (verificatior)), and
ISO/IEC 12207:1995/Amd.1:2002[12] F.1.3 (develgpment) and F.2.4 (verification).

7.3.6 Design|and development validation

ISO 9001:200d, Quality managément systems — Requirements

7.3.6 Designfand development validation

Design and d¢velopment validation shall be performed in accordance with planned arrangements (see 7.3.1) to
ensure that the resulting product is capable of meeting the requirements for the specified application or intend¢d use,
where known.|Wherever practicable, validation shall be completed prior to the delivery or implementation| of the

product. Records of the results of validation and any necessary actions shall be maintained (see 4.2.4).

7.3.6.1 Validation

Validation of software is aimed at providing reasonable confidence that it will meet its operational requirements.

Before offering the product for customer acceptance, the organization should validate the operation of the
product in accordance with its specified intended use, under conditions similar to the application environment,
as specified in the contract. Any differences between the validation environment and the actual application
environment, and the risks associated with such differences, should be identified and justified as early in the life
cycle as possible, and recorded. In the course of validation, configuration audits or evaluations may be
performed, where appropriate, before release of a configuration baseline. Configuration audits or evaluations
confirm, by examination of the review, inspection and test records, that the software product complies with its
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contractual or specified requirements. This may require analysis, simulation or emulation where validation is not
practicable in operational conditions.

In software development, it is important that the validation results and any further actions required to meet the
specified requirements are recorded, and checked when the actions are completed.

In some cases, it may not be possible, or feasible, to validate fully the software product by measurement and
monitoring. An example may be where safety-related software cannot be tested under actual circumstances
without risking serious consequences, or perhaps the actual circumstances themselves are rare and difficult to
simulate.

The inability to test some software products exhaustively and conclusively may lead the organization to decide

a) hoy confidence can be gained from the development and tools used, and

b) whhpt types of testing or analysis can be performed to increase confidence that thel proddct will perform
corfrectly under the “untestable” circumstances, e.g. static code analysis.

Whateyer methods are used, they should be commensurate with the risk andyconsequences|of design and

development failures.

7.3.6.2| Testing

Validat
softwa
extent

on may often be performed by testing. Testing may be reguired at several levels, from
e item to the complete software product. There are.Several different approaches to tg
Df testing and the degree of controls on the test environment, test inputs and test outputs

the approach, the complexity of the product and the risksassociated with the use of the product

should
results
respon

Specifi
followir
a) uni
b)
c)

inte

its

d) acq

address test types, objectives, sequence and.scope of testing, test cases, test data
Test planning should identify the human and physical resources needed for testing
Sibilities of those involved.

C testing for software includes establishing, documenting, reviewing and implementing
g:

| tests, i.e. stand-alone tests oflsoftware components;

qualification tests, i.e. tests of the complete software product prior to delivery to confirm the

Hefined requirements;

eptance testsi.i.e: tests of the complete software product to confirm the software meets

criteria.

Regres
comprg

sion, testing should be performed to verify or validate that the capabilities of the software
mised’by a change.

the individual
sting, and the
may vary with
. Test planning
and expected
and define the

plans for the

gration and system tests( I.e. tests of aggregations of software components (and the complete system);

software meets

its acceptance

have not been

Acceptance tests are those that are performed for the customer's benefit with the aim of determining the
acceptability of the product. Acceptance may be with or without defects or deviations from requirements, by
agreement of the parties involved.

Testing tools and the environment to be used should be qualified and controlled, and any limitations to testing
recorded.

Testing procedures should cover recording and analysis of results as well as problem and change management.

NOTE For further information, see the following:

— ISO/IEC 12207:1995!1Y], 5.3 (development) and 6.5 (validation), and ISO/IEC 12207:1995/Amd.1:200212], F1.3
(development) and F.2.5 (validation);

— ISO/IEC 14598-3[1%] and 1SO/IEC 14598-5[171,
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7.3.7 Control of design and development changes

ISO 9001:2000, Quality management systems — Requirements

7.3.7 Control of design and development changes

Records of the results of the review of changes and any necessary actions shall be maintained (see 4.2.4).

Design and development changes shall be identified and records maintained. The changes shall be reviewed,
verified and validated, as appropriate, and approved before implementation. The review of design and development
changes shall include evaluation of the effect of the changes on constituent parts and product already delivered.

In the softwar
part of configu

UeveltopTTeEnt EnviTorTIENt, CoTtroof desigmanddevetopment thanges 1S usuatty adurey
ration management (see 7.5.3).

Changes to @ software specification or component should maintain appropriate consistency b

requirements,

NOTE 1 For fy
management), 4

Hesigns, code, tests specifications, user manuals and, where relevant, other additional ite

rther information see ISO/IEC 12207:199511 552, 55.3 (modifications), 62yand 6.2 (confi
nd ISO/IEC 12207:1995/Amd.1:2002112 F2.1 (documentation) and F.2.2 (canfiguration managen

NOTE 2 For futher general guidance related to 1ISO 9001:2000, 7.3, see the following;

— ISO/IEC 121
ISO/IEC 12
ISO/IEC 65
ISO/IEC 19]
ISO/IEC TR

ISO/IEC 15

7.4 Purchag

7.4.1 Purcha

07:1995/Amd.1:2002[12 £1.3.4 (software requirements analysis) and+.1.3.5 (software design);
[19:199410] for guidance on any procured COTS software products;

2:20001 for design and development documentation guidance;

1610311 1SO/NEC 20926132 and 1SO/IEC 20968[33! for guidance on estimation of size methods;
14759018 for guidance on prototype categorization,and examples of use;

1028l for software user documentation process.

ing

5ing process

sed as

etween
ms.

juration
ent).

1ISO 9001:200d

7.4.1 Purcha

The organizati
extent of cont
purchased pro

The organizati

, Quality management systems — Requirements

5ing process

pn shall enslire that purchased product conforms to specified purchase requirements. The ty
ol applied'to the supplier and the purchased product shall be dependent upon the effect
fduct on:subsequent product realization or the final product.

prishall evaluate and select suppliers based on their ability to supply product in accordance v

be and
of the

ith the

organization's

egtirements—Criteriafor-sefectionevatuationandre—evattationshatt-be—estabttished—Records of the
results of evaluations and any necessary actions arising from the evaluation shall be maintained (see 4.2.4).

7.4.1.1 Purchased products

For the purposes of 7.4.1, free software (such as open source development tools) should be considered as

purchased.

In developing, supplying, installing and maintaining software products, types of purchased products may

include:

a) COTS software or shareware;

b) customized software and services;

28
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d)

e)

ISO/IEC 90003:2004(E)

subcontracted development (e.g. contract staff or outsourced full product development);

management tools, code analysers, debuggers, test analysers, generators, compilers);

f)
a)
h)
i)

trai

computer and communications hardware;

user and product documentation;

ning courses and materials.

outsourced activities (e.g. testing, independent verification and validation, facilities management);

tools intended to assist in the development of software (e.g. design and development or configuration

key components (e.g. integrated circuits may be subject to change or to uncertain continued availability);

The tyjpe and extent of control to be exercized by the organization over a supplier of subcontr3

develo
confidg

In deve
may re
custon

result ¢f later releases). One way of determining the capability of suppliers'to’ provide an accq

may be
a view

7.4.1.2
Where
should
should

Cares
prior to

Re-evg
develo

In som
manag

The su

and other factors, such\as analysis of a supplier's performance history, review of the responses

questiq

NOTE 1
ISO/IEC

bment (e.g. joint projects) becomes especially important when selecting the (sup
nce in the relationship may be critical to the success of the development.

quire the organization to manage the risks associated with licensing, maintenance,
er support services (such as concern for continued availability of suppett for purchase

by performing process assessment. Process assessment provides.information for risk a
of maturity and capability level of the supplier's processes.

Purchased product control
the products listed in 7.4.1.1 a) to i) are purchased)and intended to become part of the
be controlled as components throughout the design and development. Contractual
be addressed to ensure that such controls are ifplace to ensure configuration managem

nhould be taken to ensure that contract staffhave the specific skills and the levels of comps
being integrated as part of the project team.

luation of suppliers’ performance-may be conducted by regular review and control dur
hment as part of project management (see 7.3.1).

P circumstances, the whale;of ISO 9001:2000 may apply to the organization—supplier re
ement of risk is often more critical in software development because of the nature of the

pplier may be selécted based upon the evaluation of the supplier's proposals and proce|

nnaire, and.review of software-related quality and verification plans.

For ~\further information, see  ISO/IEC 12207:1995[11]
12207:1995/Amd.1:2002112, E1.1 (acquisition process).

5.1 (acquisition o

cted design or
plier, because

loping, supplying, installing and maintaining software products, consideration'about purchased products
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ent is effective.
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NOTE 2

For further information on assessing process capability of a supplier, see ISO/IEC 15504-3[24l,
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7.4.2 Purchasing information

ISO 9001:2000, Quality management systems — Requirements
7.4.2 Purchasing information

Purchasing information shall describe the product to be purchased, including where appropriate
a) requirements for approval of product, procedures, processes and equipment,
b) requirements for qualification of personnel, and

¢) quality management system requirements.

The organizatipn shall ensure the adequacy of specified purchase requirements prior to their communicatior] to the
supplier.

Purchasing infprmation for software may include, where applicable
a) identificatign of the product ordered (such as product name, number, version, configuration),
b) requirements or the procedure to identify requirements where not fixed at the time-of order,

c) standards o be applied (e.g. communications protocol, architectural specification, coding standards

d) procedureg and/or work instructions the supplier is instructed to follow,
e) description of the development environment (e.g. hardware, development tools, facilities),
f) descriptior| of the target environment (e.g. hardware, operating-system), and

g) requirememnts on personnel (e.g. prerequisite training, product\knowledge).

The considerations covered in 7.2.2 may also be applied te.subcontracts.

NOTE For further information, see ISO/IEC 12207:19951] 512 [request-for-proposal (-tender) preparatign], and
ISO/IEC 12207:1995/Amd.1:2002122 E1.1.1 (acquisition préparation).

7.4.3 Verificdtion of purchased product

ISO 9001:200d, Quality management systems — Requirements

7.4.3 Verification of purchased product

The organizatjon shall establish and implement the inspection or other activities necessary for ensuring that
purchased product meetspecified purchase requirements.

Where the ordanization.or its customer intends to perform verification at the supplier's premises, the orgarfization
shall state the ntended verification arrangements and method of product release in the purchasing informatign.

=]

This verification can apply to the acceptance testing of purchased software used in development. Much of such
software is impossible to verify thoroughly because of its extensive functionality. The organization is entitled to
assume a degree of suitability but should conduct acceptance testing and ensure the availability of adequate
support.

Where part of the software development has been subcontracted, or where the purchase of associated
hardware and software is involved, the organization may need to determine the methods by which verification,
validation and acceptance of the subcontracted work will be achieved. Where software developed under
subcontract has to be integrated with software developed by the organization itself, other considerations may
include the methods and tools used in the development. Inspection by the organization itself, and possibly by
the customer, may be necessary. The general considerations for testing apply (see 8.2.4).

The organization may be required to acquire and include software products, including data or services such as
contract staff, supplied by a third party. The organization should verify product and services upon receipt, taking
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into account the requirements of the contract. The methods to verify the product may need to be defined as part
of the purchasing requirements (such as acceptance testing). The guidance on verification and validation
provided in 7.3.5 and 7.3.6 should be considered. For contract staffing, consideration should be given to the
education, training, skills and experience of such staff, in such topics as programming language, development
tools and system management.

When purchasing or obtaining data, careful consideration should be given to the format, medium, volume,
source and content of data obtained (e.g. test data obtained from a third party). Data protection regulatory
requirements may be relevant in some cases (e.g. privacy).

When purchasing software products, consideration should be given to the format and medium on which it is
supplied to ensure operational requirements have been met. The functional and performance requirements of

the pro
need tq

Since i
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Recorg
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NOTE 2
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7.5.1
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For further information, see ISO/IEC 12207:199511] 5.1.5 @nd ISO/IEC 12207:1995/Amd.1:
tion — customer acceptance).

For further general guidance related to 1ISO 9001:2000, 7.4, see the following:
/IEC 9126-1:2001[! for guidance on quality characteristics appropriate to purchasing software pro
/IEC 14598-416l;
NEC 19761131 1SO/IEC 2092632 and 1ISOIEC 2096833 for guidance on estimation of size methq
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ned (e.g. virus

taff.

002112 F1.1.4

juct;

ds.

ISO 9

7.5.1

01:2000, Qualityymanagement systems — Requirements

Control of production and service provision

The o

conditjons shall include, as applicable

a) thq availability of information that describes the characteristics of the product,

ganization-shall plan and carry out production and service provision under controlled conditig

ns. Controlled

b) the availability of work instructions, as necessary,

c) the use of suitable equipment,

d) the availability and use of monitoring and measuring devices,
e) the implementation of monitoring and measurement, and

f) the implementation of release, delivery and post-delivery activities.

7511

Production and service provision in software

As stated in the guidance for design and development (see 7.3), a software development project should be
organized according to a set of processes, which transform the requirements into a software product. The
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“control of production and service provision” requirements specified in ISO 9001:2000, 7.5.1 is equivalent for
software products to

a) release activities, e.g. build, release, and replication,
b) delivery activities, e.g. delivery and installation, and

c) post-delivery activities, e.g. operations, maintenance and customer support (these apply throughout the life
of the product).

7.5.1.2 Build and release

Processes should be set up for build, release and replication of the software item(s). Build and release invoke
configuration management (see 7.5.3, identification and traceability).

The following grovisions are appropriate to build and release:
a) identificatign of the software items that constitute each release, including associated builchin'structions;

b) identificatign of the types (or classes) of release, depending on the frequency~and/or impact |on the
customer's operations and ability to implement changes at any point in time;

c) decision crjteria and guidance to determine where localized temporary fixes may_be incorporated or felease
of a complgte updated copy of the software product is necessary.

7.5.1.3 Repligation
Where requirefl, the organization should establish and perform replication, considering the following to [ensure
that replicationlis conducted correctly:

a) identificatign of the master and the copies, including format, variant and version;
b) the type ofmedia for each software item and associated labelling;

c) the stipulafion of required documentation suchgas manuals, user guides, licences and release| notes,
including identification and packaging;

d) controlling the environment under which the'replication is effected to ensure repeatability;

e) provision for ensuring correctness and.completeness of the copies of the product.

7.5.1.4 Delivery
Delivery may e achieved bywphysical movement of media containing software or by electronic transmisgion.

The preservatipn of items,during delivery is covered in 7.5.5.

7.5.1.5 Installation

Sometimes, customers or third parties conduct installation. In this case the role of the organization is to
describe the steps the customer, or third party, needs to take to perform the installation. Sometimes, the
installation is conducted by the organization. For the latter case, the following may apply:

a) the organization and customer should agree on their respective roles, responsibilities and obligations;
b) the need and extent of validation at each installation should be defined;

¢) the need for installation instructions should be defined;

d) the need for configuration of the software and hardware for the specific installation should be defined;
e) the need for data capture and/or conversion and database population should be defined;

f) the acceptance procedure of each installation upon completion should be defined;

g) aschedule is needed;
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h) access to customer’s facilities and equipment should be arranged (e.g. security badges, passwords,
escorts);

i) the availability of skilled personnel should be established;

j) the need to provide training associated with the specific intended use of the product during installation or as
part of maintenance should be defined;

k) the need to perform backup and confirm recovery should be defined.

The introduction of a new software product or new software release at multiple user sites can require planning
of implementation or rollout.

7.5.1.6| Operations

A software-producing organization should plan and control operations, including

a) the need to set up a help desk to conduct telephone or other electronic’ communication with the
cugtomer(s), and

b) arringements for ensuring continuity of support, such as disaster recovery, security and bagkup (see 6.3).

7.5.1.7] Maintenance

Maintepance of the software product that is requested by the customer for specific items, and a|specific period
of timg, after initial delivery and installation, should be_stipulated in the contract. The orgarnization should
establigh a process for performing maintenance activities ‘and verifying them. Maintenance actiyities may also
be performed on the development environment, tools and documentation. Maintenance shodild include the
following, as appropriate:

a) scqpe of maintenance;
b) identification of the initial status of thesmaintained items;

c) support organization(s) and arrangements (see also 7.5.1.6);

d) malintenance activities including problem resolution, help desk support, hardware suppdrt and system

i) maintenance records and reports.

The records of the maintenance activities may be utilized for evaluation and enhancement of the software
product and for improvement of the quality management system itself. When resolving problems, temporary
fixes may be used to minimize downtime and permanent modifications carried out later.

For interface modifications and functional expansion, depending upon the scale of work, change control
procedures should apply, or a new and separate development project should be initiated.

NOTE For further information, see ISO/IEC 12207:199511 5.3.12 (software installation), 5.4.4 (user support), 5.5
(maintenance  process), 6.6.3 (process assurance) and 6.8 (problem resolution process), and
ISO/IEC 12207:1995/Amd.1:2002[12, F1.3.11 (software installation), F.1.4.2 (customer support), F.1.5 (maintenance
process) and F.2.8 (problem resolution process).
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7.5.2 Validation of processes for production and service provision

ISO 9001:2000, Quality management systems — Requirements

7.5.2 Validation of processes for production and service provision

The organization shall validate any processes for production and service provision where the resulting output cannot
be verified by subsequent monitoring or measurement. This includes any processes where deficiencies become
apparent only after the product is in use or the service has been delivered.

Validation shall demonstrate the ability of these processes to achieve planned results.

The or anizati an chall actahlich Aarrananmantc faor thacn nracnccnc neliidina Ao Aannlinahin
g pR-shal-establish-arrangements-for-these-processes-neiuding-as-apphcable

a) defined criferia for review and approval of the processes,
b) approval of equipment and qualification of personnel,

¢) use of spegific methods and procedures,

d) requiremeIts for records (see 4.2.4), and

e) revalidation.

The organizatipn should consider what processes may be used to compensate for the inability to validgte fully
the product. Examples include the following:

a) a design aphd development review might consider how the design-ahd development might fail in addition to
the more normal check that the design and development will function correctly;

b) a program|of failure mode and effect analyses that builds up-a history of design and development failures
and how they can be avoided.

Whatever metiods are used, they should be commensurate with the risks and consequences of design and
development failures.

7.5.3 Identification and traceability

ISO 9001:200d, Quality management systems — Requirements
7.5.3 Identification and traceabjlity

Where appropfiate, the organization shall identify the product by suitable means throughout product realizatig

>

The organizatipn shall identify the product status with respect to monitoring and measurement requirements.

Where tracealjility is-arequirement, the organization shall control and record the unique identification of the groduct
(see 4.2.4).

NOTE In some industry sectors, configuration management is a means by which identification and traceability are maintained.

7.5.3.1 Overview

For software, identification and traceability is commonly implemented through configuration management.
Configuration management is a management discipline that applies technical and administrative direction to the
design, development and support of configuration items, including software items. This discipline is also
applicable to related documentation (see also 4.2.3) and hardware. The degree of configuration management
use is dependent on the project size, complexity and risk level.

One objective of configuration management is to provide full visibility of the product’s present configuration and

status. Another objective is that everyone working on the product at any time in its life cycle uses appropriate
versions of items.
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7.5.3.2 Configuration management process

The scope of configuration management should include the following:

a)
b)

<)

d)

f)
a)

h)

7.5.3.3] Traceability

Throughout the product life cycle, there should be a process’to trace the components of the s
product. Such tracing may vary in scope according to the requirements of the contract or ma
being able to place a certain change request in a specific release, to recording the destinatior
each variant of the product.

NOTE [For further information, see the following:

7.5.4 [Customer property.

planning of the process including defining activities, responsibilities and the tools to be procured;

identifying uniquely the name and versions of each configuration item and when they are
under configuration control (configuration identification);

identifying the versions of each software item which together constitute a specific version

to be brought

of a complete

product (baseline), including re-used software, libraries, and purchased and customer supplied software;

identifying the build status of software products under development, delivered or installed, for single or

multiple environments. as appropriate;

controlling simultaneous updates of a given software item by two or more people working
(configuration control);

praviding coordination for the updating of multiple products in one or more locations)as requ

identifying, tracking and reporting of the status of items, including all actions @nd changes r
change request or problem, from initiation through to release (configuration ‘status accountin

praviding configuration evaluation (status of verification and validation.activities);

pragviding release management and delivery.

1SqQ 10007 (guidelines for configuration management);

ISQ/IEC 12207:1995M 6.2, and ISQ/IEC 12207:1995/Amd.1:2002[12] F.2.2 (configuration managem

independently

red;

bsulting from a
9);

bftware item or
ketplace, from
and usage of

ent process);

ISQVIEC TR 15846:1998[27] (software life cycle processes — configuration management), Clauses 7 t¢ 12.

ISO 9001:2000, Quality, management systems — Requirements

7.5.4 |Customeér'property

The organization shall exercise care with customer property while it is under the organization's contro
by the|organization. The organization shall identify, verify, protect and safeguard customer property p
or incorporation into the product. If any customer property Is lost, damaged or otherwise found to be unsuitable for
use, this shall be reported to the customer and records maintained (see 4.2.4).

or being used
ovided for use

NOTE Customer property can include intellectual property.

The organization may be required to acquire and include product and data supplied by the customer, e.g.

a) software products including commercial software products supplied by the customer,

b) development tools,

c) development environments including network services,

d) test and operational data,

e) interface or other specifications,
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f) hardware, and

g) intellectual

In any mainten

property, and confidential and proprietary information, including specifications.

ance agreement consideration should be given to addressing

— required licensing and support, including subsequent revisions to the product, and

— limitations or constraints in re-use of the product in other projects.

The means by which updates to customer-supplied items are accepted and integrated should be defined. The
organization may apply the same kinds of verification activities to customer-supplied product as to purchased

product. This i
locations for m

The methods f
product (see 7

7.5.5 Preser

hcludes requirements for records indicating which changes have been implemented, and
Litiple products and sites.

br identifying the customer-supplied product should be part of configuration management
5.3).

ation of product

At what

for the

1ISO 9001:200d

7.5.5 Preser

The organizati
destination. Th
shall also appl

, Quality management systems — Requirements

ation of product

on shall preserve the conformity of product during internal processing and delivery to the in
is preservation shall include identification, handling,-packaging, storage and protection. Preseg
y to the constituent parts of a product.

tended
rvation

A software-pro

through replication, handling and storage, to the .point of delivery. Software information does not d4

however, the n

taken by the ofjganization.

Delivery shoul
addition, an ag
are needed. D
electronic tran
packaging, sto

a) storing soff

b) permitting

unauthoriz

ducing organization should ensure that its products are not altered from the point of prog

edia on which it is stored may be subject to deterioration, and appropriate precautions sh

d provide for appropriate~preventive action to protect the software product from dam
propriate level of software-virus checking and appropriate measures to protect product i
plivery of software may. be achieved by physical movement of media containing softwarg
smission. The following should be considered, and appropriate actions taken when h3
Fing or delivering.software:

ware items,/maintaining versions of products in established baselines;

bd.change or corruption;

uction,
pgrade;
buld be

age. In
ntegrity
2, or by
ndling,

the controlled access to and retrieval of the master and any copies, protecting them from

c)

environments;

d)

providing for regular backup of software, including off-site storage for disaster recovery;

ensuring the timely copying of software to replacement media;

obsolescence;

9)

medium by encoding data, taking advantage of redundancy in the data);

h)

form for data security).
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NOTE For further general guidance related to ISO 9001:2000, 7.5, see the following:
— ISO/IEC 9126-1:2001[! for guidance on quality characteristics of software products;
— ISO/IEC TR 15846:1998127!;

— ISO/IEC 14764:1999%9;

— ISO/IEC 15910:1999[28],

7.6 Control of monitoring and measuring devices

ISO 9001:2000, Quality management systems — Requirements

7.6 CQontrol of monitoring and measuring devices

The ofganization shall determine the monitoring and measurement to be undertaken’and the fonitoring and
measyring devices needed to provide evidence of conformity of product to determined_requirements [see 7.2.1).

The olganization shall establish processes to ensure that monitoring and measurement can be carried out and are
carried out in a manner that is consistent with the monitoring and measurementrequirements.

Wherg necessary to ensure valid results, measuring equipment shall

a) be| calibrated or verified at specified intervals, or prior to use,~against measurement standargs traceable to
international or national measurement standards; where no s¥ch standards exist, the basis used fpr calibration or
verification shall be recorded;

b) beladjusted or re-adjusted as necessary;

¢) belidentified to enable the calibration status to be determined:;

d) be|safeguarded from adjustments that would invalidate the measurement result;

e) be|protected from damage and deteriorationduring handling, maintenance and storage.

In addition, the organization shall assess) and record the validity of the previous measuring results when the
equipment is found not to conform to requirements. The organization shall take appropriate action onfthe equipment
and any product affected. Records-ofithe results of calibration and verification shall be maintained (s¢e 4.2.4).

When|used in the monitoring and measurement of specified requirements, the ability of computer soffware to satisfy
the infended application shall* be confirmed. This shall be undertaken prior to initial use and feconfirmed as
necessary.

NOTE | See ISO 1001251 and I1SO 10012-2 for guidance.

be apglicable’ to hardware and tools used to test and validate the software. Consequently, items a) to e) in
1ISO 9001:2000, 7.6, may be applicable to the environment used when testing the software.

Calibratoion issatechnique that often has been perceived as not directly applicable to software. However, it may
I

Where the organization uses tools, facilities and techniques in the conduct of any tests verifying conformance of
the software product to specified requirements, the organization should consider the effect of such tools on the
quality of the software product, when approving them. In addition, such tools may be placed under configuration
management prior to use.

Although “adjusted or re-adjusted as necessary” [ISO 9001:2000, 7.6, item b)] is not applicable to software,
there may be a need to verify periodically that software used in measuring devices has not changed, due to
exposure to harsh environments, such as viruses or electromagnetic fields.

The suitability of test tools, techniques and data should be verified prior to use, to determine if there is a need
to improve and/or upgrade them. The organization should have procedures for determining how the test
software is checked.
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Measuring and monitoring devices used in software development, testing, maintenance and operation include

a)
b)
c)
d)

data used for testing the software product,

computer hardware, and

instrumentation interfacing to the computer hardware.

software tools (e.g. for simulation, collecting performance, resource utilization and coverage information),

The organization should control measuring and monitoring devices by means of a configuration management

system (see 7.

5.3).

8 Measurg

8.1 General

ment, analysis and improvement

1ISO 9001:200d

8.1 Genera
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a) to demons|
b) to ensure (

c) to continug

This shall inclU

, Quality management systems — Requirements

on shall plan and implement the monitoring, measurement, analysis and improvement pro

rate conformity of the product,
onformity of the quality management system, and

Ily improve the effectiveness of the quality managenient system.

de determination of applicable methods, includipg statistical techniques, and the extent of thei

LEeSSes

use.

The purpose o
developed and

the software measurement process is ta collect, analyse and report data relating to the p
processes implemented within the_organizational unit, to support effective managemen

processes, ang to demonstrate objectively the guality of the products.

The monitorin
planning (see

NOTE For furth
— ISO/IEC 121
ISO/IEC 15
ISO/IEC 154

ISO/IEC TR

j, measurement, analysis and improvement processes should be identified as part of
.1.2).

er information, see théfollowing:

p07:1995111 7.3, and 1SO/IEC 12207:1995/Amd.1:200212, £.3.3 (improvement process):;
)39:2002[29 Clause 5 (software measurement process);

04-1[22);

9126-2!%! and 1ISO/IEC TR 9126-3[7) (product quality — internal and external metrics);

ISO/IEC 144

a2.2[14] (coftware nroduct evaluation plannina-and-manacement)
AN g g ) ) 7

oducts
I of the

quality

8.2 Monitor

ing and measurement

8.2.1 Customer satisfaction

ISO 9001:2000, Quality management systems — Requirements
8.2.1 Customer satisfaction

As one of the measurements of the performance of the quality management system, the organization shall monitor
information relating to customer perception as to whether the organization has met customer requirements. The
methods for obtaining and using this information shall be determined.
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The organization’s process for requesting, measuring and monitoring feedback of customer satisfaction should
provide information on a continual or periodic basis as appropriate. For software consider, for example,

a)
b)

<)
d)

NOTE

8.2.2

analysis of help desk calls relating to both product quality and service performance,
quality-in-use metrics derived from customer direct and indirect feedback,
other quality metrics based on use of the product, and

number of software releases needed to fix problems, after initial delivery.

For further information, see ISO/IEC TR 9126-4!€] (product quality — quality-in-use metrics).

nternal audit

1ISO 9

8.2.2
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taken

NOTE

I

hforms to the planned arrangements (see 7.1), to the requirements ofsthis International Stand
plity management system requirements established by the organizationy and

pffectively implemented and maintained.

it programme shall be planned, taking into consideration/the”status and importance of the
fo be audited, as well as the results of previous audits. The)audit criteria, scope, frequency and

I's shall not audit their own work.

S (see 4.2.4) shall be defined in a documentéd procedure.

01:2000, Quality management systems — Requirements

Internal audit

ganization shall conduct internal audits at planned intervals to determine whether the quality

ned. Selection of auditors and conduct of audits shall‘ensure objectivity and impartiality of the
sponsibilities and requirements for planning and’conducting audits, and for reporting results al

anagement responsible for the area beirig audited shall ensure that actions are taken without
hte detected nonconformities and their-¢auses. Follow-up activities shall include the verification
hnd the reporting of verification results (see 8.5.2).

See 1ISO 10011-1, ISO 10011-2-and ISO 10011-3 for guidance.

management

ard and to the

brocesses and

methods shall
audit process.

nd maintaining

Lndue delay to
of the actions

When
project
manag
ensure

This m
auditin
timesc

software organizations, separate their work into projects, audit planning should define
5 and assess bathy'the compliance of their project quality planning to the organiz
ement system and the compliance of the project to the project quality planning. This sé
coverage of.allstages and all processes.

ay necessitate auditing various projects at different stages of their product developme
) a single project as it progresses through various stages. Where the intended proje
hle; the internal audit schedule may be reviewed, either to change the timing of the audit g

a selection of
ation’s quality
tlection should

nt life cycle, or
ct changes its
r to consider a

differern

t project

NOTE For further information, see ISO/IEC 12207:1995[11] 6.3 (quality assurance process) and 6.7 (audit process), and
ISO/IEC 12207:1995/Amd.1:2002[12] F2.3 (quality assurance process) and F.2.7 (audit process).
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8.2.3 Monitor

ing and measurement of processes

ISO 9001:2000

, Quality management systems — Requirements

8.2.3 Monitoring and measurement of processes

The organization shall apply suitable methods for monitoring and, where applicable, measurement of the quality
management system processes. These methods shall demonstrate the ability of the processes to achieve planned
results. When planned results are not achieved, correction and corrective action shall be taken, as appropriate, to
ensure conformity of the product.

Organizations
them. The mog

a) the planne
b) the planne

c) the planne

normatty-meastre—some—aspectsof-theirprocesses—imorder-tomonitormanage—andjassess
t frequent measures include
1 and actual duration of a process activity,
H and actual cost of a process activity, and
i quality levels and progressive measures of the selected quality characteristics.
NOTE 1 For flirther information, see ISO/IEC 12207:1995011 7.3.2 (process assessment) and 7.3.3 (process

improvement), al

NOTE 2 For gy
assessment, ses

See also ISO/IE

8.2.4 Monito

hd ISO/IEC 12207:1995/Amd.1:2002[12] F.3.3.2 (process assessment).

b ISO/IEC 15504-2[23£i

idance on conducting software process assessment, see ISQ/IEC 15504-1[22 and that on perfor

C 15939:2002[29 Clause 5 (software measurement process).

ing and measurement of product

ming an

1ISO 9001:200d

8.2.4 Monito

The organizati
have been me
the planned ar

Evidence of ¢
authorizing rel

Product relea
satisfactorily ¢

, Quality management systems — Requirements

ing and measurement of product

pn shall monitor and measure the characteristics of the product to verify that product requirg
. This shall be carried out at appropriate stages of the product realization process in accordan
angements (see 7.1)s

onformity with the jacceptance criteria shall be maintained. Records shall indicate the per
pase of product\(see 4.2.4).

e and seryice delivery shall not proceed until the planned arrangements (see 7.1) have
bmpleted;unless otherwise approved by a relevant authority and, where applicable, by the cust

ments
e with

son(s)

been
omer.

An organization should monitor and measure the conformity of products to quality requirements by means such
as review, verification and validation. Examples of product characteristics that may be monitored or measured

include
a) functionalit
b)
c)

d)

efficiency,
portability,
e)

f)

reliability.
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NOTE
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For further information, see the following:

— ISO/IEC 12207:1995[11, 5.3, and ISO/IEC 12207:1995/Amd.1:2002[12], F1.3 (development process), which contains
provisions for evaluation of software products during development and when completed;

— ISO/IEC 9126-1:2001[3):

— ISO/IEC 14598-3[1%] and ISO/IEC 14598-5[17] (software product evaluation — process for developers and evaluators).

8.3 Control of nonconforming product

8.3 (

The o
contro
dealin

a) by

b) by
thd

c) by

Recor
be mal

When

When

The olfganization shall deal with nonconforming product by one or more of the following ways:

requirgments.

appropriate to the effects, or potential effects, afthe nonconformity.

ISO 9001:2000, Quality management systems — Requirements

Control of nonconforming product

ganization shall ensure that product which does not conform to product requirements is
led to prevent its unintended use or delivery. The controls and related responsibilities and
j with nonconforming product shall be defined in a documented procedure.

taking action to eliminate the detected nonconformity;

authorizing its use, release or acceptance under concession by a relevant authority and, wherg
b customer;

taking action to preclude its original intended use or applicatiof

s of the nature of nonconformities and any subsequent‘actions taken, including concessions
ntained (see 4.2.4).

nonconforming product is corrected it shall be subject to re-verification to demonstrate co

nonconforming product is detected aftefidelivery or use has started, the organization sh

identified and
authorities for

applicable, by

obtained, shall

hformity to the

all take action

In softy
produc
becom
softwa

The su
softwa
defects

Config

vare development, segregation‘of nonconforming items may be effected by transferring th
fion or testing environment,into a separate environment. In the case of embedded s
necessary to segregate’ the nonconforming item (hardware) which contains the

a)

e.

pplier should identify at what points control and recording of nonconforming product is req
e item manifests a defect during development or maintenance, the investigation and res
should be controlled and recorded.

rationyjmanagement may be invoked to implement part of or the whole of this requiremer

e item out of a
oftware it may
nonconforming

uired. Where a
olution of such

Attenti

a)
tho

b)

N snoulid be pald 10 the 1010WINng aspects In tne aispositon or nonconiormites.

se responsible notified so the problems can be tracked until they are resolved;

scope of re-testing should be identified in a documented procedure;

c) the

priority of the nonconformities should be established.

any discovered problems and their possible impacts on any other parts of the software should be noted and

areas impacted by any modifications should be identified and re-tested, and the method for determining the

With software, repair or rework to achieve fulfilment of specified requirements creates a new software version.
In software development, disposition of nonconforming product may be achieved by

a) rep

air or rework (i.e. to fix defects) to meet the requirement,

b) acceptance with or without repair by concession,

© ISO/IE
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c) treatment as a conforming product after the amendment of requirements, and

d) rejection.

NOTE For further information, see the following:

ISO/IEC 12207:1995/Amd.1:2002[12],

process);

ISO/IEC TR

ISO/IEC 12119:1994[10!:

15846:1998271,

ISO/IEC 12207:199511] 6.2 (configuration management process) and 6.8 (problem resolution process), and
F2.2 (configuration management process) and F.2.8 (problem resolution

8.4 Analysi

5 of data

ISO 9001:200(
8.4 Analysi

The organizat
effectiveness g
the quality m3
measurement
The analysis 0
a) customer {
b) conformity

¢) characteris

d) suppliers.

, Quality management systems — Requirements
5 of data

ion shall determine, collect and analyse appropriate data to demonstrate the suitabili
f the quality management system and to evaluate where continual improvement of the effective

and from other relevant sources.

f data shall provide information relating to
atisfaction (see 8.2.1),
to product requirements (see 7.2.1),

tics and trends of processes and products including opportunities for preventive action, and

nagement system can be made. This shall include data generated as a result of monitoripg and

y and
ness of

Examples of “
issues identifie

NOTE For furt|

ISO/IEC 15

ISO/IEC 19]

8.5 Improvg

hnalysis of data” for software\may include problem reports from various levels of testi
d in reviews or walkthroughs.

er information, see the following:
)39:200212% 5.4 (software measurement process — evaluate results);

161031 1SONEC 2092632 and ISO/EC 20968331,

ment

nhg and

8.5.1 Continual improvement

ISO 9001:2000, Quality management systems — Requirements

8.5.1 Continual improvement

The organization shall continually improve the effectiveness of the quality management system through the use of
the quality policy, quality objectives, audit results, analysis of data, corrective and preventive actions and
management review.

A strategic approach to process improvement may be achieved by establishing an improvement process. This
can be applied to any or all of the software life cycle processes and involves process establishment, process
assessment and process improvement.

42
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For further information, see the following:

— ISO/IEC 12207:1995[1H, 7.3, and ISO/IEC 12207:1995/Amd.1:2002[12], £.3.3 (improvement process):;

— ISOJ/IEC 15504 (all parts) (software process assessment).

8.5.2

Corrective action

8.5.2

The

ISO 9001:2000, Quality management systems — Requirements

Corrective action

aanization shall take action to eliminate the cause of nanconformities in order to nrov
5 d

nt recurrence.

a) re

c) ev

e) re

f)y re

Corregtive actions shall be appropriate to the effects of the nonconformities encountered.

A doclimented procedure shall be established to define requirements for

iewing nonconformities (including customer complaints),

b) determining the causes of nonconformities,

bluating the need for action to ensure that nonconformities do not recur,

d) determining and implementing action needed,

ords of the results of action taken (see 4.2.4), and

iewing corrective action taken.

Where
manag

cycle processes. An organization’s procedures for c@trective action should take into account the

preven

NOTE
resoluti

8.5.3

recurrence.

DN process).

Preventive action

corrective action directly affects the software preducts, configuration management may be invoked to
e the changes. Management should review cotrective actions that involve changes to the software life

requirement to

For further information, see ISO/IEC 122071995111 6.8, and ISO/IEC 12207:1995/Amd.1:2002*9], £.2.8 (problem

8.5.3

occurr

c) de

ISO 9001:2000, Quality management systems — Requirements

Preventive actién

The oljganization €hall determine action to eliminate the causes of potential nonconformities in order

ence. Préventive actions shall be appropriate to the effects of the potential problems.

A documented procedure shall be established to define requirements for
a) deW’ i i it i ,

b) evaluating the need for action to prevent occurrence of nonconformities,

termining and implementing action needed,

d) records of results of action taken (see 4.2.4), and
e) reviewing preventive action taken.

to prevent their

Process assessment may be useful in the gathering of data to anticipate problems (see 8.2.3).

NOTE

For further general guidance related to 1ISO 9001:2000, 8.5, see the following:

— ISO/IEC 12207:199511H 7.3.2 (process assessment), and ISO/IEC 12207:1995/Amd.1:20021*2 F3.3.2 (process
assessment);

— ISO/IEC 15504-2[23],
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