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INFORMATION TECHNOLOGY -
UPNP DEVICE ARCHITECTURE -

Part 5-11: Digital Security Camera Device Control Protocol —
Digital Security Camera Settings Service

FOREWORD
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ISO

ISO (International Organization for Standardization) and IEC (International Electrotechnical Commissian)
the specialized system for worldwide standardization. National bodies that are members of I13©-.or
participate in the development of International Standards. Their preparation is entrusted (o -tech
committees; any ISO and IEC member body interested in the subject dealt with may participate in
preparatory work. International governmental and non-governmental organizations liaising with 1SO and
also participate in this preparation.

In the field of information technology, ISO and IEC have established a joint technical ¢ommittee, ISO/IEC
1. Draft International Standards adopted by the joint technical committee are circulated to national bodie
voting. Publication as an International Standard requires approval by at least(5)% of the national bo
casting a vote.

The formal decisions or agreements of IEC and ISO on technical matters ‘éxpress, as nearly as possibldg,

international consensus of opinion on the relevant subjects since each technical committee has representa
from all interested IEC and ISO member bodies.

IEC, ISO and ISO/IEC publications have the form of recommendations for international use and are acce
by IEC and ISO member bodies in that sense. While all reasonable efforts are made to ensure that]
technical content of IEC, ISO and ISO/IEC publications is accurate, IEC or ISO cannot be held responsibl
the way in which they are used or for any misinterpretatiomby/any end user.

In order to promote international uniformity, IEC and\ISO member bodies undertake to apply IEC, ISO
ISO/IEC publications transparently to the maximum extent possible in their national and regional publicati
Any divergence between any ISO/IEC publication.'@nd the corresponding national or regional publication sh
be clearly indicated in the latter.

ISO and IEC provide no marking procedufé to indicate their approval and cannot be rendered responsibl
any equipment declared to be in conformity with an ISO/IEC publication.

All users should ensure that they, have the latest edition of this publication.

No liability shall attach to AE€>or ISO or its directors, employees, servants or agents including indivi
experts and members of their technical committees and IEC or ISO member bodies for any personal in
property damage or other damage of any nature whatsoever, whether direct or indirect, or for costs (inclu
legal fees) and expenSes ‘arising out of the publication of, use of, or reliance upon, this ISO/IEC publicatig
any other IEC, ISQ.ar ISO/IEC publications.

Attention is drawn to the normative references cited in this publication. Use of the referenced publication
indispensablé_for the correct application of this publication.

and ISO\draw attention to the fact that it is claimed that compliance with this document may involve the ug
nts as§ indicated below.
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and”lEC take no position concerning the evidence, validity and scope of the putative patent rights. The hol

Hers

of the putative patent rights have assured IEC and ISO that they are willing to negotiate free licences or licences
under reasonable and non-discriminatory terms and conditions with applicants throughout the world. In this respect,
the statements of the holders of the putative patent rights are registered with IEC and ISO.

Intel Corporation has informed IEC and ISO that it has patent applications or granted patents.

Information may be obtained from:

Intel Corporation

Standards Licensing Department
5200 NE Elam Young Parkway
MS: JFS-98

USA - Hillsboro, Oregon 97124

Microsoft Corporation has informed IEC and ISO that it has patent applications or granted patents as listed below:


https://iecnorm.com/api/?name=642286e05603078ed96ddf8ea927986b

293

41-5-11 © ISO/IEC:2008(E) —-5-

6101499 / US; 6687755 / US; 6910068 / US; 7130895 / US; 6725281 / US; 7089307 / US; 7069312 /
10/783 524 /US

Information may be obtained from:

Phili

Microsoft Corporation
One Microsoft Way
USA — Redmond WA 98052

ps International B.V. has informed IEC and ISO that it has patent applications or granted patents.

Information may be obtained from:

us;

NXH

Info

Philips International B.V. — [P&S
High Tech campus, building 44 3A21
NL — 5656 Eindhoven

B.V. (NL) has informed IEC and ISO that it has patent applications or granted patents.
mation may be obtained from:
NXP B.V. (NL)

High Tech campus 60
NL — 56656 AG Eindhoven
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Matgushita Electric Industrial Co. Ltd. has informed IEC and ISO that it has patent applications or granted paten
Infofmation may be obtained from:

Matsushita Electric Industrial Co. Ltd.

1-3-7 Shiromi, Chuoh-ku

JP — Osaka 540-6139
Hewlett Packard Company has informed IEC and ISO that if_has patent applications or granted patents as ligted
belgw:

5 956 487 / US; 6 170 007 / US; 6 139 177 //US; 6 529 936 / US; 6 470 339 / US; 6 571 388 / US; 6

466 / US
Infofmation may be obtained from:

Hewlett Packard Company

1501 Page Mill Road

USA — Palo Alto, CA 94304
Sanjsung Electronics Co. Ltd. hds informed IEC and ISO that it has patent applications or granted patents.
Infofmation may be obtained\from:

Digital MediarBusiness, Samsung Electronics Co. Ltd.

416 Maetan-3-Bong, Yeongtang-Gu,

KR — Suwon City 443-742
Atteption is drawn to the possibility that some of the elements of this document may be the subject of patent ri
othgr than.those identified above. IEC and ISO shall not be held responsible for identifying any or all such pg
rights.
ISO II:f‘ ’)n’!A'I I~ 11 Wars—BFeP- ar d b\’; IIDnD Impl st n# S {‘rw-p v-nf A nnrl nrd p# A unr‘ r Hn DI\C prnnnrl -
joint technical committee ISO/IEC JTC 1, Information technology, in parallel with its approval by national bodles of
ISO and IEC.

The list of all currently available parts of the ISO/IEC 29341 series, under the general title Universal plug and play
(UPnP) architecture, can be found on the IEC web site.

This International Standard has been approved by vote of the member bodies, and the voting results may be
obtained from the address given on the second title page.
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ORIGINAL UPNP DOCUMENTS
(informative)

Reference may be made in this document to original UPnP documents. These references are retained in order to
maintain consistency between the specifications as published by ISO/IEC and by UPnP Implementers Corporation.
The following table indicates the original UPnP document titles and the corresponding part of ISO/IEC 29341:

UPnP Document Title

LIPnP Device Architecture 1.0

ISO/IEC 29341 Part

ISQUEC 293411

UPNP Basic:1 Device

UPnP AV Architecture:1

UPNnP MediaRenderer:1 Device
UPnP MediaServer:1 Device

UPnP AVTransport:1 Service

UPnP ConnectionManager:1 Service
UPNP ContentDirectory:1 Service
UPnP RenderingControl:1 Service
UPnP MediaRenderer:2 Device
UPNP MediaServer:2 Device

UPnP AV Datastructure Template:1
UPNP AVTransport:2 Service

UPnP ConnectionManager:2 Service
UPNP ContentDirectory:2 Service
UPNP RenderingControl:2 Service
UPNP ScheduledRecording:1

UPNP DigitalSecurityCamera:1 Device

UPnNP DigitalSecurityCameraMotionlmage:1 Service

UPnP DigitalSecurityCameraSettings:1 Service

UPNP DigitalSecurityCameraStilllmage:1 Service

UPNnP HVAC_System:1 Device

UPnP HVAC_ZoneThermostat:1 Device
UPnP ControlValve:1 Service

UPNnP HVAC_FanOperatingMode:1 Service
UPnP FanSpeed:1 Service

UPnP HouseStatus:1 Service

UPNnP HVAC_SetpointSchedulé:1 Service
UPnP TemperatureSensor:1{Service

UPNP TemperatureSetpoint:1 Service
UPNnP HVAC_UserOperatingMode:1 Service
UPNP BinaryLight:1,Device

UPnP Dimmablelight:1 Device

UPNP Dimming:{*Service

UPNP SwitchRewer:1 Service

UPnP InternetGatewayDevice:1 Device
UPNnP.L:ANDevice:1 Device

UPNP WANDevice:1 Device

UPnP WANConnectionDevice:1 Device
UPnP WLANAccessPointDevice:1 Device
UPNnP LANHostConfigManagement:1 Service
UPnP Layer3Forwarding:1 Service

UPnNP LinkAuthentication:1 Service

UPNP RadiusClient:1 Service

UPnP WANCableLinkConfig:1 Service
UPnP WANCommonlinterfaceConfig:1 Service

ISO/IEC 29341-2
ISO/IEC 29341-3-1
ISO/IEC 29341-3-2
ISO/IEC 29341-3-3
ISO/IEC 29341-3-10
ISO/IEC 29341-3-11
ISO/IEC 29341-3-12
ISO/IEC 29341-3-13
ISO/IEC 29341-4.2
ISO/IEC 29341433
ISO/IEC 2934144
ISO/IEC 29341-4-10
ISO/IEC" 29341-4-11
ISO/IEC,29341-4-12
ISQ/IEC 29341-4-13
ISO/IEC 29341-4-14
ISO/IEC 29341-5-1
ISO/IEC 29341-5-10
ISO/IEC 29341-5-11
ISO/IEC 29341-5-12
ISO/IEC 29341-6-1
ISO/IEC 29341-6-2
ISO/IEC 29341-6-10
ISO/IEC 29341-6-11
ISO/IEC 29341-6-12
ISO/IEC 29341-6-13
ISO/IEC 29341-6-14
ISO/IEC 29341-6-15
ISO/IEC 29341-6-16
ISO/IEC 29341-6-17
ISO/IEC 29341-7-1
ISO/IEC 29341-7-2
ISO/IEC 29341-7-10
ISO/IEC 29341-7-11
ISO/IEC 29341-8-1
ISO/IEC 29341-8-2
ISO/IEC 29341-8-3
ISO/IEC 29341-8-4
ISO/IEC 29341-8-5
ISO/IEC 29341-8-10
ISO/IEC 29341-8-11
ISO/IEC 29341-8-12
ISO/IEC 29341-8-13
ISO/IEC 29341-8-14
ISO/IEC 29341-8-15

UPnP WANEthernetLinkConfig:1 Service
UPnP WANIPConnection:1 Service
UPnP WANPOTSLinkConfig:1 Service
UPnP WANPPPConnection:1 Service
UPnP WLANConfiguration:1 Service
UPnP Printer:1 Device

UPnP Scanner:1.0 Device

UPNP ExternalActivity:1 Service

UPnP Feeder:1.0 Service

UPnP PrintBasic:1 Service

UPnP Scan:1 Service

UPnP QoS Architecture:1.0

UPnP QosDevice:1 Service

UPNP QosManager:1 Service

UPNP QosPolicyHolder:1 Service
UPnP QoS Architecture:2

UPnP QOS v2 Schema Files

TSONET 2934 1-8-T6
ISO/IEC 29341-8-17
ISO/IEC 29341-8-18
ISO/IEC 29341-8-19
ISO/IEC 29341-8-20
ISO/IEC 29341-8-21
ISO/IEC 29341-9-1
ISO/IEC 29341-9-2
ISO/IEC 29341-9-10
ISO/IEC 29341-9-11
ISO/IEC 29341-9-12
ISO/IEC 29341-9-13
ISO/IEC 29341-10-1
ISO/IEC 29341-10-10
ISO/IEC 29341-10-11
ISO/IEC 29341-10-12
ISO/IEC 29341-11-1
ISO/IEC 29341-11-2
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UPnP Document Title

UPnP QosDevice:2 Service

UPNP QosManager:2 Service

UPNP QosPolicyHolder:2 Service
UPnP RemoteUIlClientDevice:1 Device
UPnP RemoteUlServerDevice:1 Device
UPnP RemoteUIClient:1 Service

UPnP RemoteUIServer:1 Service
UPNP DeviceSecurity:1 Service

UPnP SecurityConsole:1 Service

ISO/IEC 29341 Part

ISO/IEC 29341-11-10
ISO/IEC 29341-11-11
ISO/IEC 29341-11-12
ISO/IEC 29341-12-1

ISO/IEC 29341-12-2

ISO/IEC 29341-12-10
ISO/IEC 29341-12-11
ISO/IEC 29341-13-10
ISO/IEC 29341-13-11
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1. Overview and Scope

This service definition is compliant with the UPnP Device Architecture version /.0.

This service provides control of the basic setting of the actual image generating part of the security camera.
Security Camera Settings are global to the device and will affect the Security Camera Still and Motion Image

services contained within the Security Camera device.
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2. Service Modeling Definitions

2.1. ServiceType

A service that is compliant with this template is identified with the following service type: urn:schemas-upnp-
org:service:_DigitalSecurityCameraSettings: .

Variable Name . Allowed Default
Value Value

AutpmaticWhiteBalance )] boolean 1,0 L
FixedWhiteBalance R ui4 [0..] 3000 K
AvqilableRotations [0 string
_DefaultRotation 0] string
_Briphtness R uil 0..100 50 %
_ColorSaturation R uil, 0..100 50 %
Non-standard state variables implemented by X FBD TBD TBD TBD
an UPnP vendor go here.

"R  Required, O = Optional, X = Non-standard.

2.2.1. AutomaticWhiteBalance

White Balance describes what the eye pereeives as white. This differs with ambient light. For instance an objdct
does not have the same color if it is placed in a room lit by light bulbs which gives a rather red light as it would if
the pbject was placed outdoors in bright sunlight (rather blue). The human eye automatically compensates for|this
diffgrence in perceived color. Cameras must in a similar manner compensate for ambient light to avoid objectp
beirlg reproduced with incorrect colors.

If ayitomatic is ON whité balance should be handled automatically by the camera.

If np automatic white.balance is available in the device fixed white balance value shall be used.

2.2.2. FixedWhiteBalance

Fix¢d White balance is used in environments of known or constant light environments. The unit used is the

+ £ ol X2 1
temperaturcotthe HIZHU T NCTVIIL

2.2.3. AvailableRotations

The rotation in degrees of the image calculated from what is considered normal upright positioning (0) of the
camera.

The value of this string should be a comma delimited list of all supported rotations.
The list order should be the lowest compression level first.
Example: 0, 90, 180, 270

This is a read only property.
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2.2.4. DefaultRotation

The

value of this string must be one of the supported rotations specified in AvailableRotations.

2.2.5. Brightness

Brightness is the attribute of a visual sensation according to which an area appears to emit more or less light. It is
a relative value and the definition of the normal value is left to the manufacturer.

The

Value 50 is the device specific normal value. This single value must be supported.

Thi
The

If th
ontq

The

The

2.2
Col

Atl
0 m|

50 1
Supj

The
The

If th
ontq

The

The

vaiuc 11UU bhdi‘l giVC maximum bI ighlIICbb.
value 0 shall give maximum darkness.

e full range 0..100 is unsupported, the legal values shall be a sequence of numbers appropriatelynmapped
the 1..100 scale. For instance: 2, 34,45,50,74,87.

Actions up and down shall make a complete step to the next supported legal value.

response to an attempt to set an unsupported but legal value shall result in the nearest supported legal val

.6. ColorSaturation

r Saturation describes the colorfulness of an area judged in proportiomto its brightness.
past the value 0 or the value 50 must be supported.
pans Black and white and is the only value that must be supported by black and white cameras.

heans device specific normal color, if no color controlNsavailable in a color camera this value is the only
ported legal value.

value 100 means very colorful images
value 0 means black and white images only.

e full range 0..100 is unsupported, theé legal values shall be a sequence of numbers appropriately mapped
the 1..100 scale. For instance: 2;,34,45,50,74,87.

Actions up and down shall make a complete step to the next supported legal value.

response to an attempt'to set an unsupported but legal value shall result in the nearest supported legal val
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2.3. Eventing and Moderation

Table 2: Event Moderation

Variable Evented Moderated | Max Event Rate | Logical Min Delta per
Event ! Combination = Event ?

AutomaticWhite | Yes Yes 1 None

Balance

Fix§ddWhiteBal | Yes Yes 7 None

anc

AvdaflableRotati | No No N/A N/A

ons

DefyultRotation | Yes Yes 1 Nowe.

Brightness Yes Yes 1 None

ColprSaturatio | Yes Yes 1 None

n

Non-standard TBD TBD TBD TBD TBD

statg variables

impfemented by

an YPnP

vendlor go here.

"Ddtermined by N, where Rate = (Event)/(N secs).
Z(N)) * (allowedValueRange Step).
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2.4. Actions

Immediately following this table is detailed information about these actions, including short descriptions of the
actions, the effects of the actions on state variables, and error codes defined by the actions.

Table 3: Actions

Name Req. or Opt. !

SetAutomaticWhiteBalance

GdtAutomaticWhiteBalance
SelFixedWhiteBalance
GdtFixedWhiteBalance
GdtAvailableRotations

SelDefaultRotation
GdtDefaultRotation

SelBrightness
GdtBrightness

I

DdcreaseBrightness

1 I’L’(lS@BI‘i,‘Z/’llﬂCSS

=

SefColorSaturation

GdtColorSaturation
I

DdcreaseColorSaturation

n¢reaseColorSaturation

=

Xl x| x| I=| =] =] =] OS] IQ] =] I=|[ID[D

Ndn-standard actions implemented by an UPnP veddor go here.
"R { Required, O = Optional, X = Non-standard:

2.4.1. SetAutomaticWhiteBalance

Enaple or disable Automatic White Balance algorithm. When disabled the current fixed white balance value will
be ysed.

2.41.1. Arguments

Table 4: Arguments for SetAutomaticWhiteBalance

Direction relatedStateVariable

NewAutomualicWhiteBalance IN AutomaticWhiteBalance

2.4.1.2. Effect on State

Changes the value of AutomaticWhiteBalance to NewAutomaticWhiteBalance.

2.4.2. GetAutomaticWhiteBalance
Get AutomaticWhiteBalance.
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2.4.2.1. Arguments

Table 5: Arguments for GetAutomaticWhiteBalance

Argument Direction relatedStateVariable
RetAutomaticWhiteBalance ouT AutomaticWhiteBalance

2.4.3. SetFixedWhiteBalance
.:__- he-EixedWhiteBalanee

2.413.1. Arguments

Table 6: Arguments for SetFixedWhiteBalance

Direction relatedStateVariable
NewFixedWhiteBalance IN FixedWhiteBalance

2.413.2. Effect on State

Chalnges the value of FixedWhiteBalance to NewFixedWhiteBalance.
AutpmaticWhiteBalance is set to false.

2.4.4. GetFixedWhiteBalance
Get|FixedWhiteBalance.

2.44.1. Arguments

Table 7: Arguments for GetFixedWhiteBalance

Direction relatedStateVariable
RetkixedWhiteBalance our FixedWhiteBalance

2.4.5. GetAvailableRotations
Get|the list of supported rotations.

2.445.1. Avguments

Table 87 Arguments for GetAvailableRotations

Argument Direction relatedStateVariable
RetAvailableRotations our AvailableRotations
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2.4.6. SetDefaultRotation

Set the default rotation of the image.

2.4.6.1. Arguments

Table 9: Arguments for SetDefaultRotation

Argument Direction relatedStateVariable

NewRotation IN DefaultRotation

2.446.2. Effect on State
Chalnges the value of DefaultRotation to NewRotation.

2.446.3. Errors
rorCode | errorDescription Description
70p NewRotation not NewRotation is not one of the supported rotations specified in
supported AvailableRotations.

2.4.7. GetDefaultRotation
Get|the default rotation.

2.447.1. Arguments

Table 10: Arguments for GetDefaultRotation

Direction relatedStateVariable
RetRotation our DefaultRotation

2.4.8. SetBrightness

Set the value of the target brightness of the image. If set to a legal but by the device unsupported value the
neatest supported value shall be set.

2.448.1. Arguntents
Table 11:.Arguments for SetBrightness

Argument Direction relatedStateVariable

NewbBrightness IN brightness

2.4.8.2. Effect on State
Changes the value of Brightness to NewBrightness.

2.4.8.3. Errors

errorCode @ errorDescription | Description

701 NewBrightness not | NewBrightness is not a supported value.
supported
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2.4.9. GetBrightness

Get

2.4.

the brightness.

9.1. Arguments

Table 12: Arguments for GetBrightness

Argument Direction relatedStateVariable
RetBrightness our Brightness
2.4.10.IncreaseBrightness

Incy

2.4,
(No

2.4,
The

2.4,

70

case brightness of the image to the nearest higher supported legal value.

10.1.Arguments
ne.)

10.2.Effect on State

value of Brightness is being increased.

10.3.Errors

rorCode @ errorDescription | Description

I~

NewBrightness not | NewBrightness 4$wiot a supported value.
supported

2.4
Deg

2.4,
(No

2.4,
The

.11.DecreaseBrightness
rease brightness of the image to the nearest lower supported legal value.

11.1.Arguments
ne.)

11.2.Effect on State

value of Brightness is being decreased.

2.4|11,3.Errors
errorCada arrnrNacerintinn Nacerrintinn
rer_oce erreroescripiion —eecriplion
701 NewBrightness not | NewBrightness is not a supported value.

supported
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2.4.12.SetColorSaturation

Set the value of the target Color Saturation of the image. If set to a legal but by the device unsupported value the
nearest supported value shall be set.

2.4.12.1. Arguments

Table 13: Arguments for SetColorSaturation

Argument Direction relatedStateVariable

] o - I 7 o -
N€1’ COlorodiurdliorn 11V COlorodiurdliorn

2.4]12.2.Effect on State

The|value of ColorSaturation is changed to NewColorSaturation.

2.4J12.3.Errors

rorCode | errorDescription Description

7o0p NewColorSaturatio | NewColorSaturation is not a supported.value.
n not supported

2.4.13.GetColorSaturation
Get|the Color Saturation.

2.4|13.1. Arguments

Table 14: Arguments for GetColorSaturation

Direction relatedStateVariable

RetQolorSaturation our ColorSaturation

2.4.14.IncreaseColorSaturation
Increase ColorSaturation-efithe image to the nearest higher supported legal value.

2.4\14.1. Arguments
(Nope.)

2.4\14.2. Effect on State

The value of ColorSaturation is being increased.

2.4.14.3.Errors

errorCode | errorDescription Description

702 NewColorSaturatio | NewColorSaturation is not a supported value.
n not supported
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2.4.15.DecreaseColorSaturation

Decrease brightness of the image to the nearest lower supported legal value.
2.4.15.1. Arguments
(None.)
2.4.15.2.Effect on State
The value of ColorSaturation is being decreased.
2.4115.3.Errors
rorCode @ errorDescription | Description
70p NewColorSaturatio | NewColorSaturation is not a supported value.
n not supported
2.4.16.Non-Standard Actions Implemented by a UPnP Vendor

To
temq
Des|

2.4

The
errol

acilitate certification, non-standard actions implemented by UPnP vendors(shotld be included in this sery
blate. The UPnP Device Architecture lists naming requirements for nonp-standard actions (see the section
Cription).

.17.Common Error Codes

following table lists error codes common to actions for this Service type. If an action results in multiple
s, the most specific error should be returned.

ice

Tahle 15: Common Error Codes

errorCode @ errorDescription | Description

40 Invalid Action See UPnP Device Architecture section on Control.

40p Invalid Args See UPnP Device Architecture section on Control.

404 Invalid Var See UPnP Device Architecture section on Control.

501 Action Failed See UPnP Device Architecture section on Control.

60P-699 TBD Common action errors. Defined by UPnP Forum Technical

Committee.

70p NéwRotation not NewRotation is not one of the supported rotations specified in
supported AvailableRotations.

701 NewBrightness not | NewBrightness is not a supported value.
supported

70p NewColorSaturatio | NewColorSaturation is not a supported value.
n_not supported

800-899 TBD (Specified by UPnP vendor.)
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2.5. Theory of Operation

An instance of Digital Security Camera Settings Services may be embedded into a Digital Security Camera
Device or other devices requiring this service.

This service provides control of basic settings of the actual image generating part of for instance a security
camera. Settings are global to the device and will affect images generated by the device regardless of retrieval
method. For instance if a device is equipped with an instance of the Digital Security Camera Motion Image
Service and an instance of the Digital Security Camera Still Image Service, images “retrieved” using either of

these-services will all be-affected by changes-in the here described Settings Service

The]algorithm and functionality of Automatic White Balance is vendor specific, this service description-dosurpent
does not set any requirements on the actual implementation.

Th¢ algorithms and functionality behind Brightness and Color Saturation are vendor specific, this.service
desgription document does not set any requirements on the actual implementation given that they are able to
prodluce “normal” responses at the value 50, lowest at 0 and highest at 100.
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