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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the 1ISO/
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Introduction

[SO/IEC 17021-1 sets out requirements and guidance for bodies providing audit and certification of
management systems. If such bodies intend to be compliant with ISO/IEC 17021-1 with the objective of
auditing and certifying information security management systems (ISMS) in accordance with ISO/IEC 27001,
some additional requirements and guidance to ISO/IEC 17021-1 are critical. These are provided by this
document.

This document specifies requirements for bodies providing audit and certification of an ISMS. It gives
generic requirements for such bodies which are referred to as certification bodies. Observance of these
requirements is intended to ensure that certification bodies operate ISMS certification in a competent,
consistent and impartial manner, thereby facilitating the recognition of such bodies and the acceptance of
their certiffcationsomamatiomat amd fmtermationat basts.

The text in this document follows the structure of ISO/IEC 17021-1:2015.
In this document, the following verbal forms are used:

— “shall” indicates a requirement;

— “should” indicates a recommendation;

— “may” Indicates a permission;

— “can” indicates a possibility or a capability.

© ISO/IEC 2024 - All rights reserved
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Information security, cybersecurity and privacy protection —
Requirements for bodies providing audit and certification of
information security management systems —

Part 1:

General

1 Scopeg

This document specifies requirements and provides guidance for bodies providing-audit and g

of an infor}
ISO/IEC 17

The requir
by bodies
interpretat

NOTE
processes.

T

2 Norm

The followi
requireme
the latest e

ISO/IEC 17

management systems — Part 1: Requirerments

ISO/IEC 27

management systems — Requirements

3 Term

For the pui
apply.

mation security management system (ISMS), in addition to the requirements conta
21-1.

ements contained in this document are demonstrated in terfn’s of competence anc
providing ISMS certification. The guidance contained in¢this document provides
jon of these requirements for bodies providing ISMS certification.

his document can be used as a criteria document for, accreditation, peer assessment or

ative references
g documents are referred to in the textin such a way that some or all of their content

ts of this document. For dated references, only the edition cited applies. For undated
lition of the referenced document;{ificluding any amendments) applies.

D21-1:2015, Conformity assessment — Requirements for bodies providing audit and cern

001:2022, Information “security, cybersecurity and privacy protection — Informati

5 and definitions

ISO and IE(

ertification
ned within

| reliability
additional

other audit

constitutes
references,

tification of

on security

poses of this document, the terms and definitions given in ISO/IEC 17021-1 and thle following

maintain terminology databases for use in standardization at the following addressg

v

— ISO Online browsing platform: available at https://www.iso.org/obp

IEC Ele

3.1

ctropedia: available at https://www.electropedia.org/

certification document
document indicating that a client's information security management system (ISMS) conforms to specified
ISMS standards and any supplementary documentation required under the management system

Note 1 to entry: This definition does not limit the number of documents collectively known as certification documents.

© ISO/IEC 2024 - All rights reserved
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measure that maintains and/or modifies risk (3.10)

Note 1 to entry: Controls include, but are not limited to, any process, policy, device, practice or other conditions and/or
actions which maintain and/or modify risk (3.10).

Note 2 to entry: Controls may not always exert the intended or assumed modifying effect.

[SOURCE: ISO/IEC 27002:2022, 3.1.8]

3.3

external context
external environment in which the organization (3.9) seeks to achieve its objectives

Note 1 to en

the cul

ry: External context can include the following:

fural, social, political, legal, regulatory, financial, technological, economic, natural’ and

environment, whether international, national, regional or local;

key driy

relation

[SOURCE: I

3.4
informatid
preservatid

Note 1 to en
also be invol

[SOURCE: I

3.5
informatig
single or a

rers and trends having impact on the objectives of the organization (3.9);
ships with, and perceptions and values of, external stakeholders.

50/1EC 27000:2018, 3.22]

n security
n of confidentiality, integrity and availability of infeymation

'ry: In addition, other properties, such as authenticity, accountability, non-repudiation, and r¢
ved.

50/1EC 27000:2018, 3.28]

n security incident
eries of unwanted or unexpected information security events that have a significant

of compronpising business operations and threatening information security (3.4)

[SOURCE: 1

3.6
informatid
set of appli

[SOURCE: I

3.7
internal cd

5O/1EC 27000:2018, 3.31]
n system
fations, services, information technology assets, or other information-handling comp

O/1EC 27000:2018, 3.35]

ntext

internal en

competitive

pliability can

probability

bnents

ironment in which the organization (3.9) seeks to achieve its objectives

Note 1 to entry: Internal context can include:

policies

governance, organizational structure, roles and accountabilities;

, objectives, and the strategies that are in place to achieve them;

and technologies);

relationships with, and perceptions and values of, internal stakeholders;

the organization's (3.9) culture;

© ISO/IEC 2024 - All rights reserved
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standards, guidelines and models adopted by the organization (3.9);

form and extent of contractual relationships.

[SOURCE: ISO/IEC 27000:2018, 3.38]

3.8

management system
set of interrelated or interacting elements of an organization (3.9) to establish policies and objectives, and

processes t

o achieve those objectives

Note 1 to entry: A management system can address a single discipline or several disciplines, e.g. quality management,
financial management or environmental management.

Note 2toen
planning, o

Note 3 to e
identified fi
functions ac

Note 4 to en

y:

try: The scope of a management system can include the whole of the organization|3.9),
nctions of the organization (3.9), specific and identified sections of the organization(3.9), or
Foss a group of organizations (3.9).

ry: This constitutes one of the common terms and core definitions for ISOmanagement syste

given in Anppex SL of the Consolidated ISO Supplement to the ISO/IEC Directives, Part“1. The original d

been modifi
[SOURCE: I

39

organizati
person or g
achieve its

Note 1 to er
enterprise,
public or pri

[SOURCE: I

3.10
risk
effect of un|

Note 1 to en

Note 2 to e
knowledge d

Note 3 to en
and “conseq

Note 4 to en
in circumsta

bd by modifying Notes 1 to 3 to entry.
50 9000:2015, 3.5.3]

pbn
roup of people that has its own functions with résponsibilities, authorities and relat
bbjectives

try: The concept of organization includes but ishot limited to sole-trader, company, corpo

duthority, partnership, charity or institution ef’part or combination thereof, whether incorpo

vate.

50/1EC 27000:2018, 3.50]

certainty on objectives
ry: An effect is a deviation from the expected — positive or negative.

htry: Uncertainty jis the state, even partial, of deficiency of information related to, unde;
f, an event, its consequence, or likelihood.

ry: Risk{s often characterized by reference to potential “events” (as defined in ISO Guide 73:2
1iencest-fas defined in ISO Guide 73:2009, 3.6.1.3), or a combination of these.

FrytRisk is often expressed in terms of a combination of the consequences of an event (includ

y
eration, policies, practices, rules, beliefs, objectives and processes to achieve those objectived.

bonsibilities,

specific and
one or more

m standards
bfinition has

ionships to

ration, firm,
rated or not,

standing or

009,3.5.1.3)

ing changes

nces) and the associated "l1kelthood™ (as defined 1n I50 Guide /75:200Y, 5.6.1.1) of occurrence.

Note 5 to entry: In the context of information security management systems, information security risks can be
expressed as an effect of uncertainty on information security objectives.

Note 6 to entry: Information security risk is associated with the potential that threats will exploit vulnerabilities of an

information

asset or group of information assets and thereby cause harm to an organization (3.9).

[SOURCE: ISO/IEC 27000:2018, 3.61]
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3.11
risk analysis
process to comprehend the nature of risk (3.10) and to determine the level of risk

Note 1 to entry: Risk analysis provides the basis for risk evaluation and decisions about risk treatment (3.14).

Note 2 to entry: Risk analysis includes risk estimation.
[SOURCE: ISO/IEC 27000:2018, 3.63]

3.12
risk assessment
overall process of risk identification, risk analysis (3.11) and risk evaluation

[SOURCE: IFO/IEC 27000:2018, 3.64]

3.13
risk management

coordinatefl activities to direct and control an organization (3.9) with regard to risk (3.10)

[SOURCE: I§0/IEC 27000:2018, 3.69]

3.14
risk treatment
process to modify risk (3.10)

Note 1 to enfry: Risk treatment can involve:

— avoiding the risk by deciding not to start or continue with the activity that gives rise to the risk;

— taking g¢r increasing risk in order to pursue an opportunity;

— removipg the risk source;

— changirlg the likelihood;

— changing the consequences;

— sharing|the risk with another party or parties (including contracts and risk financing);

— retaining the risk by informed choice;

Note 2 to enfry: Risk treatments that deal with negative consequences are sometimes referred to as “risK

» o«

“risk elimingtion”, “risk preventign®‘and “risk reduction”.
Note 3 to enfry: Risk treatment can create new risks or modify existing risks (3.10).

[SOURCE: IFO/IEC 27000:2018, 3.72]

3.15
rule

accepted p inr‘iplp or instruction that states the nrgnniw)ﬁnn’c (? Q) expectations on what is re

done, what is allowed or not allowed

[SOURCE: ISO/IEC 27002:2022, 3.1.32 — modified, note 1 to entry has been removed.]

4 Principles

The principles from ISO/IEC 17021-1:2015, Clause 4 shall apply.

© ISO/IEC 2024 - All rights reserved
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5 General requirements

5.1 Lega

1 and contractual matters

The requirements of ISO/IEC 17021-1:2015, 5.1 shall apply.

5.2 Management of impartiality

5.2.1 General

The requirements of ISO/IEC 17021-1:2015, 5.2 shall apply. In addition, the requirements and guidance in
5.2.2 shall apply.

5.2.2 Conflicts of interest

Certificati
opportunit
solutions)

The certifid
certificatio

bodies may add value during certification and surveillance audits 'fe.g. by
es for improvement, as they become evident during the audit, without-fecommend
vithout it being considered as consultancy or having a potential conflict'of interest.

ation body shall not provide internal information security reviews ofthe client’s ISM
h. Furthermore, the certification body shall be independent frgm-the body or bodies

any individuals) which provide the internal ISMS audit.

5.3 Liab

The requirsg

6 Struci
The requirsg
7 Resou
7.1 Com

7.1.1 Gel

The requir
7.1.2 and 7.

lity and financing

pments of ISO/IEC 17021-1:2015, 5.3 shall apply.

rural requirements

pments of ISO/IEC 17021-1:2015, Clausex6.shall apply.
Irce requirements

petence of personnel

heral

ements of [SO/IEC™17021-1:2015, 7.1 shall apply. In addition, the requirements and
[.3 shall apply:

7.1.2 Gel

The certifid

heric competence requirements

ation body shall define the competence requirements for each certification function ag

identifying
ng specific

S subject to
b (including

puidance in

referenced

17021 1.201C Tolla A1 Thao onsebrfs Az chall +o1-0 104 arnt oll +ha o

uirements

in ISO/IEC

catin b a—acc
1L/7VL171.4U1J, IduUIC 11.1. I'IIC  CUlTI LITIvAativIll LIUU)’ OITAdIT LANRAU 1IIITU dlluUuUlItl dI1l uIIv 10

specified in ISO/IEC 17021-1, and 7.1.3 and 7.2.2 of this document, that are relevant for the ISMS technical
areas as determined by the certification body. Annex B provides further guides on competence.

The certification body shall define the knowledge and skills that are required for certain functions in

accordance

with Annex A.

Where additional specific criteria including competence requirements have been established in a specific
standard, (e.g. ISO/IEC 27006-2), these shall be applied.

© ISO/IEC 2024 - All rights reserved
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7.1.3 Determination of competence criteria

7.1.3.1 Competence requirements for ISMS auditing

7.1.3.1.1

General requirements

The certification body shall have criteria for verifying the competence of audit team members to ensure that
they have at least the skills to apply their knowledge of:

information security;

the technical aspects of the activity to be audited;

a)

b)

c) manag

d) the pri
NOTE

e) ISMSm

The above

Ement systems;
hciples of auditing;

Further information on the principles of auditing can be found in ISO 19011.
onitoring, measurement, analysis and evaluation.

Fequirements a) to e) apply to all auditors in the audit team. However, b) can be shz

members in the audit team.

The audit t
demonstra

The audit
incidents in

Individual

ed through experience of their application.

eam members shall, collectively, be competent in{tracing indications of informati
the client's ISMS back to the appropriate elemen{s of the ISMS.

huditors are not required to have a complete'range of experience of all areas of i

security, biit the audit team as a whole shall have appropriate competence to cover the ISMS 5

audited.

7.1.3.1.2

Each auditg

Information security managemeit terminology, principles, practices and techni
r in an ISMS audit team shall have knowledge of:

pecific documentation sgruetures, hierarchy and interrelationships;

htion security risk assessment and risk management;

bes applicable to [SMS.

pam members'shall, collectively, have knowledge of:

htion sécurity management related tools, methods, techniques and their application;

renttechnology where information security can be relevant or an issue.

red among

bam members shall, collectively, have skills appropriate to-the'requirements above, which can be

bn security

nformation
cope being

ques

a) ISMS sj
b) inform
c) proces
The audit t
d) inform
e) the cury
7.1.3.1.3

Information security management system standards and normative documents

Each auditor in an ISMS audit team shall have knowledge of all requirements contained in ISO/IEC 27001.

The audit team members shall, collectively, have knowledge of all controls contained in ISO/IEC 27001:2022,

Annex A an

7.1.3.1.4

d their implementation.

Business management practices

Each auditor in an ISMS audit team shall have knowledge of:

a)

industry information security good practices and information security procedures;

© ISO/IEC 2024 - All rights reserved
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b) policies and business requirements for information security;

c) general business management concepts, practices and the interrelationship between policy, objectives
and results;

d) management processes and related terminology.

NOTE These processes also include human resources management, internal and external communication and
other relevant support processes.

7.1.3.1.5 Client business sector

Each auditor in an ISMS audit team shall have knowledge of:

a) the legal and regulatory requirements in the particular information security field, geography and
jurisdi¢tion(s);

NOTE Knowledge of legal and regulatory requirements does not imply a profound legalkbackgrofind.
b) informption security risks related to business sector;
c) generi¢ terminology, processes and technologies related to the client business sector;
d) the rel¢vant business sector practices.

The criterign a) may be shared among the audit team.

7.1.3.1.6 |Client products, processes and organization
The audit tgam members shall, collectively, have knowledgé.of:

a) theimpact of organization type, size, governance, strdcture, functions and relationships on dpvelopment
and implementation of the ISMS and certificatiodactivities, including outsourcing;

b) complgx operations in a broad perspective;

¢) legal and regulatory requirements applicable to the product or service.
7.1.3.2 Cpmpetence requirementsfor conducting the application review

7.1.3.2.1 [Client business sector

The persomnel conducting the application review to: determine the audit team competence required,
select the audit team mémbers and determine the audit time, shall have knowledge of generic t¢rminology,
processes, fechnologies-and risks related to the client business sector.

7.1.3.2.2 |Clienitproducts, processes and organization

The personlne : lired, select
the audit team members and determme the audlt tlme shall have knowledge of the 1mpact of cllent products,
processes, organization types, size, governance, structure, functions and relationships on development and
implementation of the ISMS and certification activities, including externally provided functions.

7.1.3.3 Competence requirements for reviewing audit reports and making certification decisions

7.1.3.3.1 General

The personnel reviewing audit reports and making certification decisions shall have knowledge that
enables them to verify the appropriateness of the scope of certification as well as changes to the scope and
their impact on the effectiveness of the audit, in particular the continuing validity of the identification of
interfaces and dependencies and the associated risks.
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Additionally, personnel reviewing audit reports and making the certification decisions shall have knowledge

of:

a) management systems in general;

b) audit processes and procedures.

7.1.3.3.2

Information security management terminology, principles, practices and techniques

The personnel reviewing audit reports and making certification decisions shall have knowledge of:

a) theitemslisted in 7.1.3.1.2 a), b) and ¢);

b) legala

7.1.3.3.3

The person
terminolog

7.1.3.3.4

The person

d rpgnh‘rnry requirements relevant to information security

Client business sector

nel reviewing audit reports and making certification decisions shall have knowledg
iy and risks related to the relevant business sector practices.

Client products, processes and organization

products, processes, organization types, size, governance, structure, fuingtions and relationships

7.2 Pers

7.2.1 Gel

The requir
7.2.2 shall 4

7.2.2 De

7221 G

The certifig

pnnel involved in the certification activities

heral

ements of ISO/IEC 17021-1:2015, 7.2 shall apply. In addition, the requirements and
pply.

monstration of auditor knowledge’and experience

eneral considerations

ation body shall demonstrate that each auditor has knowledge and experience thro

the followi

g:

recognl\zed ISMS-specific qualifications;

ntion as auditor where applicable;
bation id [SMS training courses and attainment of relevant personal qualifications;

ate professional development records;

b of generic

nel reviewing audit reports and making certification decisions/shall have knowledge of client

buidance in

ugh each of

I1ONA

a)

b) registr
c) partici
d) up-to-d
e) ISMSa

7.2.2.2 Selecting auditors

In addition

a)
b)

to 7.1.3.1, the process for selecting auditors shall ensure that each auditor:

has professional education or training equivalent to university level;

sufficient to act as auditor for ISMS;

9

has practical workplace experience in information technology and information security, which is

has received sufficient training regarding ISMS auditing, and demonstrated skills of auditing an ISMS

according to ISO/IEC 27001. This experience shall be gained by performing as an auditor-in-training
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monitored by an ISMS evaluator (see ISO/IEC 17021-1:2015, 9.2.2.1.4) in at least one ISMS initial
certification audit (stage 1 and stage 2) or re-certification and at least one surveillance audit. This
experience shall be gained in at least 10 ISMS on-site audits days and performed in the last five years.
The participation shall include document review; review of risk assessment and its implementation, and
audit reporting;

d) maintains relevant and current knowledge and skills in information security and auditing.

NOTE 1

NOTE 2

Skills maintenance can be demonstrated through continual professional development.

evidences (see ISO/IEC 17021-1:2015, 7.1.2.).

7223 S
The proces

a)
b)

has prd

has pr3
as a ted
mainta|

9

NOTE S

7224 S
In addition
has activel
scoping and
reporting.

7.3 Use

The requirsg

7.4 Pers

The requirsg

7.5 Outsourcing

The requiré

5 for selecting technical experts shall ensure that each technical expert:

1 ] 4= 1 H 1 g
ICCLUIIG (CLUIIITICAl TAPTI LS

fessional education or training equivalent to university level;

ctical workplace experience in information technology and information-sécurity suff
hnical expert;

ins relevant and current knowledge and skills in information security.

kills maintenance can be demonstrated through continual professional development.

plecting auditors for leading the team

to 7.2.2.2, the criteria for selecting an auditor foiNlgading the team shall ensure that
i participated in all stages of at least three ISMS audits. The participation shall ing
| planning, document review, review of risk@assessment and its implementation, and f|

pf individual external auditors and external technical experts

ements of [SO/IEC 17021-1:2015;7.3 shall apply.

pnnel records

bments of ISO/IEC 17021-1:2015, 7.4 shall apply.

pments of ISO/IEC 17021-1:2015, 7.5 shall apply.

8 Inforllnation requirements

The certification body requires a competence criteria catalogue to match the above requirements and

cient to act

the auditor
lude initial
brmal audit

8.1 Publ

ic information

The requirements of ISO/IEC 17021-1:2015, 8.1 shall apply.

8.2 Certification documents

8.2.1 General

The requirements of ISO/IEC 17021-1:2015, 8.2 shall apply. In addition, the requirements and guidance in
8.2.2 and 8

.2.3 shall apply.
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9


https://iecnorm.com/api/?name=68e1e7c53aaf756f327bafca64a3dce8

8.2.2

ISO/IEC 27006-1:2024(en)

ISMS Certification documents

Certification documents shall be signed by an officer who has been assigned that responsibility. The version

of the State

NOTE
of certificati

ment of Applicability shall be included in the certification documents.

on does not require an update of the certification documents.

A change to the Statement of Applicability which does not change the coverage of the controls in the scope

Where no activity of the organization within the scope of the certification is undertaken at a defined physical
location at all, the certification document(s) shall state that all activities of the organization are conducted

remotely.

8.2.3 Reference of other standards in the ISMS certification documents

The certifid
a) theorg
to dete
ISO/IE
b) a justi
accord

The referer

information security controls.

The certifid

the relevanice of the inclusion or exclusion of controls in the ISMS and not used for conformity as

8.3 Refe

The requirsg

8.4 Confidentiality

8.4.1 Gel

The requir
8.4.2 shall

8.4.2 Acq

Before the

information (such as<ISMS records or information about design and effectiveness of contr

be made av

ation documents may reference national and international standards only if:

anization has compared all of its necessary controls with those in the reference contr
rmine that it has not inadvertently omitted any such reference control in"accor
[ 27001:2022, 6.1.3 ¢);

fication for excluded reference controls is stated in the Statement\of Applicabili
hince with ISO/IEC 27001:2022, 6.1.3 d).

ce control standards can be based on ISO/IEC 27001:2022, Antiex A, or be standards {

ation documents shall state that the control set(s) applied in the SoA is used only for

rence to certification and use of marks

ements of ISO/IEC 17021-1:2015, 8.3 shall apply.

heral

ements of ISO/IEC 17021-1:2015, 8.4 shall apply. In addition, the requirements and
1pply.

ess to organizational records
certificatioh~audit, the certification body shall ask the client to report if any I§

ailablexor review by the audit team because it contains confidential or sensitive il

The certifig

informatiop:Nfthe certification body concludes that it is not possible to adequately audit the IS

ation body shall determine whether the ISMS can be adequately audited in the absg

1 source(s),
dance with

Ly (SoA) in

hat include

referencing
bessment.

buidance in

MS related
bls) cannot
hformation.
nce of such

MS without

reviewing the identified confidential or sensitive information, it shall advise the client that the certification
audit cannot take place until appropriate access arrangements are granted.

8.5

Information exchange between a certification body and its clients

The requirements of ISO/IEC 17021-1:2015, 8.5 shall apply.
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9 Process requirements

9.1 Pre-certification activities

9.1.1 Application

9.1.1.1 General

The requirements of ISO/IEC 17021-1:2015, shall 9.1.1 apply. In addition, the requirements and guidance in
9.1.1.2 shall apply.

9.1.1.2 C(C

The certifig
or a partic
that a clien
client.

NOTE I
therefore it
are those sp

9.1.2 Ap

The require
9.1.3 Au

9.1.3.1 G

The requir
9.1.3.2,9.1.

nsiderations for certification prnr‘pdnrpc

ation body’s procedures shall not presuppose a particular manner of implemengation
hlar format for documentation and records. Certification procedures shall focus on
’'s ISMS meets the requirements specified in ISO/IEC 27001 and the policies and objec

is possible for an organization to design its own necessary controls or t@ select them fromj
s possible that an organization is certified to ISO/IEC 27001 even though none of its necess
bcified in ISO/IEC 27001:2022, Annex A.

plication review

ements of ISO/IEC 17021-1:2015, 9.1.2 shall apply.
it programme

eneral

bments of [SO/IEC 17021-1:2015, 9.1.3:shall apply. In addition, the requirements and
B.3,9.1.3.4,9.1.3.5 and 9.1.3.6 shall apply.

9.1.3.2 G

eneral considerations

The audit grogramme for ISMS audits'shall take the information security controls determined h

into accoun

NOTE1 T
standard(s)

NOTE2 K

9133 D

t.

he information security controls can be from ISO/IEC 27001:2022, Annex A, and/or othsg
hnd/or self-designed.

urther guidance on auditing is given in ISO/IEC 27007.

eployment of remote audit

Certificati

of an ISMS
confirming
tives of the

any source,
ary controls

buidance in

y the client

r applicable

determine

the level of remote audit activities (“remote audits”) that can be applied to auditing a client’s ISMS. The
procedures shall include analysis of the risks related to the use of remote auditing for the client, which shall

consider th
a)
b)
9
d)
e)

type(s)

e following factors:

available infrastructure of the certification body and the client;

sector in which the client operates;

of audit during the certification cycle from initial audit to recertification audit;

previously demonstrated performance of remote audits for the client;
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scope of the certification.

The analysis shall be performed prior to performing any remote audit. The analysis and the justification for
use of remote audit during the certification cycle shall be documented.

The audit plan and audit report shall include clear indications if remote audit activities have been performed.

Remote audits shall not be used if the risk assessment identifies unacceptable risks to the effectiveness of
the audit process.

The risk assessment shall be reviewed during the certification cycle to ensure its continued suitability.

NOTE

In case the client uses virtual sites (i.e. location where an organization performs work or provides a service

using an online environment allowing persons involved to execute processes irrespective of physical locations),

remote audi

9.134 G

The certifi
internal au

[ techniques are a relevant part of the audit plan.

eneral preparations for the initial audit

fation body shall require that a client makes all necessary arrangements’to ensur
it reports and reports of independent reviews of information securityg

9.1.3.5 Review periods

The certifi
arrangeme
will be mai

9.1.3.6 S

The audit
certificatio
client addrg

cation body shall not certify an ISMS unless there is sufficient evidence to demor
hts for management reviews and internal ISMS audits havé-been implemented, are ef
htained covering the scope of certification.

cope of ISMS certification

feam shall audit the ISMS of the client covered by the defined scope against all
h requirements. The certification body shall'confirm, in the scope of the client’s ISN
sses the requirements stated in [ISO/IEG27001:2022, 4.3.

Certification bodies shall ensure that the client’s‘information security risk assessment and ris}

properly re
certificatio
SoA. The ce

flect its activities and extend to.the boundaries of its activities, as defined in the s
h. Certification bodies shall confirm that this is reflected in the scope of the client
rtification body shall verify.that there is a SoA for the scope of certification.

Certificati
the scope
informati
systems, d3
organizatig

9.1.4 De

9.14.1 G

g

bodies shall ensure that interfaces with services or activities that are not comple

the ISMS are addressed within the ISMS subject to certification and are included in
security risk assessment. An example of such a situation is the sharing of facili
itabases and teleecemmunication systems or the outsourcing of a business function)
ns.

ferminihg audit time

eneral

e access to

strate that
fective, and

applicable
1S, that the

K treatment
cope of the
s ISMS and

tely within
the client's
fies (e.g. IT
with other

The requirements of ISO/IEC 17021-1:2015, shall 9.1.4 apply. In addition, the requirements and guidance in
9.1.4.2 shall apply.

9.1.4.2 Audit time

The certification body shall use Annex C to determine audit time.

NOTE F

urther guidance and examples on audit time calculation are provided in Annex D.
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9.1.5 Multi-site sampling

9.1.5.1 General

The requirements of ISO/IEC 17021-1:2015, 9.1.5 shall apply. In addition, the requirements and guidance in
9.1.5.2 shall apply.

9.1.5.2 Multiple sites

9.1.5.2.1

a) allsite
central
b) allsite
c) allsite
9.1.5.2.2

a) The initial contract review identifies, to the greatest extent possibleythe difference betwee
that an|

b)

9

d)

A repre

1y
2)
3)
4)
5)
6)
7)
8)
9)

10) an
11) ge

Where a client has a number of sites meeting the criteria from a) to c) below, certification bodies
may consider using a sample-based approach to multiple-site certification audit:

LCNA

thd
thd
va

va

complexity of the information systems at the different sites;

va
va

va

po
inf]

management review;
b are included within the client’s internal ISMS audit programme;

b are included within the client’s ISMS management review programme.

The certification body wishing to use a sample-based approach shalllhave procedure

adequate level of sampling is determined.

sentative number of sites have been sampled by the ceritification body, taking into ac
results of internal audits of the central office (if appropriate) and the sites;

results of management review;

riations in the size of the sites;

riations in the business purpose of thesites;

riations in working practices;
[iations in activities undertaken;
fiations of design and operation of controls;

fential interaction with critical information systems or information systems processil
pbrmation;

y differifigllegal requirements;

graphical and cultural aspects;

d subject to

b to ensure:

h sites such

count:

g sensitive

12) risksituation of the sites;

13) information security incidents at the specific sites.

A representative sample is selected from all sites within the scope of the client’s ISMS; this selection
shall be based upon judgmental choice to reflect the factors presented in item b) above, as well as a
random element.

Every site included in the ISMS which is subject to significant risks is audited by the certification body
prior to certification.

The audit programme has been designed in light of the above requirements and covers representative
samples of the scope of the ISMS certification within the three-year period.
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all sites covered by the certificate.

In the case of a nonconformity being observed at a single site, the corrective action procedure applies to

The audit shall address the client's activities to ensure that a single ISMS applies to all sites and delivers
central management at the operational level. The audit shall address all the issues outlined above.

9.1.6 Multiple management systems

9.1.6.1 General

The requirements of ISO/IEC 17021-1:2015, 9.1.6 shall apply. In addition, the requirements and guidance in

9.1.6.2 and

9.1.6.3 shall apply.

9.1.6.2 IJ)tegration of ISMS and other management system documentation

The certifi
health and
appropriats

9.1.63 C

The ISMS a
the audit s3
appear cleg
affected by

9.2 Plan
9.2.1 De

9.211 G

The requir
9.2.1.2 and

fation body may accept documentation that is combined (e.g. for information|secur
safety and environment) as long as the ISMS can be clearly identified “togethe
e interfaces to the other management systems.

pmbining management system audits

pdit may be combined with audits of other management systemis; if it can be demon§

rly and be readily identifiable in the audit reports. The quality of the audit shall not b
the combination of the audits.

ning audits
fermining audit objectives, scope and criteria

eneral

ements of [SO/IEC 17021-1:2015, 9:2.1 shall apply. In addition, the requirements and

9.2.1.2
The audit o

a) detern

9.2.1.3 shall apply.

Audit objectives

bjectives shall include:

ining the effectiveness of the management system;

b) ensuripg that the élient, based on the risk assessment, has identified the necessary controls;

c) detern

9.2.1.3

iningthat the established information security objectives have been achieved.

ity, quality,
r with the

trated that

tisfies all requirements for certification of the ISMS. All the important elements for af ISMS shall

e adversely

buidance in

and

Audit criteria

The criteria for auditing the ISMS of a client shall include ISO/IEC 27001.

9.2.2 Audit team selection and assignments

9.2.2.1 General

The requirements of ISO/IEC 17021-1:2015, 9.2.2 shall apply.
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9.2.3 Auditplan

9.2.3.1 General

The requirements of ISO/IEC 17021-1:2015, 9.2.3 shall apply. In addition, the requirements and guidance in
9.2.3.2 and 9.2.3.3 shall apply.

9.2.3.2 General considerations
The audit plan for ISMS audits shall take the determined information security controls into account.
NOTE It is good practice for a certification body to agree on the timing of the audit with the organization being

audited to best demonstrate the full scope of the organization. Considerations can include season, month, day/dates
and shifts, af appropriate.

9.2.3.3 Tmote audit techniques

The objective of remote auditing techniques should be to enhance audit effectiveness-and effici¢ncy, and to
support the integrity of the audit process.

The audit plan shall reference tools that are used to assist remote auditing.
9.3 Initial certification

9.3.1 General

The requirgments of ISO/IEC 17021-1:2015, 9.3 shall apply.dnyaddition, the requirements and guidance in
9.3.2 shall apply.

9.3.2 Initial certification audit

9.3.2.1 Stage1l

In this stage of the audit, the certification body shall obtain documentation on the design ¢f the ISMS
covering the documentation required in ISO/IEC 27001.

As a minimum, the following information shall be provided by the client during stage 1 of the dertification
audit:

a) genera| information concerning the ISMS and the activities it covers;

b) a copy|of the requited ISMS documentation specified in ISO/IEC 27001 and, where required, other
associdted docurhentation.

The certifigation“body shall obtain sufficient understanding of the design of the ISMS in thg context of

the client's|organization, risk assessment and treatment (including the controls determined), information
security poﬁmdﬁi&dmm@@u@a&ﬂ&ﬂmﬁm&ﬂa&smwﬁrall be used

for planning the stage 2 audit.

The results of stage 1 shall be documented in a written report. The certification body shall review the stage
1 audit report before deciding on proceeding with stage 2. The certification body shall confirm the stage 2
audit team members have the necessary competence. This may be done by the auditor leading the team that
conducted the stage 1 audit if deemed competent and appropriate.

NOTE Having a person from the certification body who is not involved in the audit reviewing the report, and who
decides to proceed and confirms the competence of the audit team members for stage 2, offers a degree of mitigation
for the risks involved. However, other risk mitigation measures can already be in place to achieve the same goal.

The certification body shall make the client aware of the further types of information and records that may
be required for detailed examination during stage 2.

© ISO/IEC 2024 - All rights reserved

15


https://iecnorm.com/api/?name=68e1e7c53aaf756f327bafca64a3dce8

ISO/IEC 27006-1:2024(en)

9.3.2.2 Stage 2

Based on the findings documented in the stage 1 audit report, the certification body shall develop an audit
plan for the conduct of stage 2. In addition to evaluating the effective implementation of the ISMS, the
objective of stage 2 is to confirm that the client adheres to its own policies, objectives and procedures.

To do this, the audit shall focus on the client's:

hgainst the

ults of the
irity policy

iccount the
rement and
Heclared as

tiveness to
policy and

puidance in

a) top management leadership and commitment to the information security objectives;

b) assessment of information security related risks; the audit shall also ensure that the assessments
produce consistent, valid and comparable results, if repeated;

c¢) determination of controls based on the information security risk assessment and risk treatment
processes;

d) informption security performance and the effectiveness of the ISMS, evaluating these
informption security objectives;

e) correspondence between the determined controls, the Statement of Applicability, the re{
informption security risk assessment, the risk treatment process and the ihfermation sect
and oblectives;

f) implenjentation of controls (see Annex E for examples on auditing:controls) taking into 3
external and internal context and related risks, and the organization's monitoring, measu
analysis of information security processes and controls, to detérmine whether controls
being implemented are actually implemented and effective as-awhole;

g) programmes, processes, procedures, records, internal atidits and reviews of the ISMS effeq
ensure|that these are traceable to top management décisions and the information security
objectipes.

9.4 Conducting audits

9.4.1 General

The requirgments of ISO/IEC 17021-1:2015, 9.4 shall apply. In addition, the requirements and

9.4.2 and 9.3 shall apply.

9.4.2 Specific elements of the ISMS audit

The certifid

ation body audit team shall:

the clientto-demonstrate that the assessment of information security related riskg
pquate forythe ISMS operation within the ISMS scope;

5h  whether the client’s procedures for the identification, examination and ev

is relevant

hluation of

ntion security related risks and the results of their implementation are consistent with the

a) requirg
and ad
b) establi
inform
client’s

policy, objectives and targets.

The certification body shall also establish whether the procedures employed in risk assessment are sound
and properly implemented.

9.4.3 Auditreport

9.4.3.1 The audit report shall provide the following information or a reference to it:

a)

an account of the audit of the client's information security risk analysis;

b) any information security control sets used by the organization for comparison purposes as required by
ISO/IEC 27001:2022, 6.1.3 ¢).
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9.4.3.2 The audit report shall be sufficiently detailed to facilitate and support the certification decision. It
shall contain:

a) the significant audit trails followed and audit methodologies utilized (see 9.1.1.2);

b) areference to the version of the Statement of Applicability and, where applicable, any useful comparison
with the results of previous certification audits of the client.

Completed questionnaires, checklists, observations, logs, or auditor notes may form an integral part of the
audit report. If these methods are used, these documents shall be submitted to the certification body as
evidence to support the certification decision. Information about the samples evaluated during the audit
shall be included in the audit report, or in other certification documentation.

Where remate audit methods have been used the report shall indicate the extent to which thev have been
used in carfying out the audit and their effectiveness in achieving the audit objectives.

Where the pctivities of the organization are not undertaken at a defined physical location)jand therefore all
activities of the organization are conducted remotely, the audit report shall state that\all actiyities of the
organizatidn are conducted remotely.

The report|shall consider the adequacy of the internal organization and procedires adopted by the client to
give confidence in the ISMS.

The report shall include a summary of the most important observations, positive as well ds negative,
regarding the implementation and effectiveness of the ISMS requirements and information security controls.

9.5 Certification decision

9.5.1 General

The requirgments of ISO/IEC 17021-1:2015, 9.5 shall apply. In addition, the requirements and guidance in
9.5.2 apply,

9.5.2 Certification decision

The certifigation decision shall be based en-the certification recommendation of the audit team §s provided
in their cerfification audit report.

Certificatiogn shall not be granted-to the client until there is sufficient evidence to demonstrate that
arrangements for management'reviews and internal ISMS audits have been implemented, are effective and
will be maiptained.

9.6 Maintaining certification

9.6.1 General

The requirgments of ISO/IEC 17021-1:2015, 9.6.1 shall apply.

9.6.2 Surveillance activities

9.6.2.1 The requirements of ISO/IEC 17021-1:2015, 9.6.2 shall apply. In addition, the requirements and
guidance in 9.6.2.2, 9.6.2.3 and 9.6.2.4 shall apply.

9.6.2.2 Surveillance audit procedures shall be a subset of those for the certification audit of the client's
ISMS as described in this document.

The purpose of surveillance is to verify that the approved ISMS continues to be implemented, to consider the
implications of changes to the ISMS initiated as a result of changes in the client’s operational practices and to
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confirm continued compliance with certification requirements. Surveillance audit programmes shall cover

at least:

a)

internal ISMS audit, management review and corrective action;

b)

certification.

the ISMS maintenance elements such as information security risk assessment and control maintenance,

communications from external parties as required by [SO/IEC 27001 and other documents required for

9.6.2.3 Asaminimum, every surveillance audit by the certification body shall review the following:

the effectiveness of the ISMS with regard to achieving the objectives of the client's information security

a)

policy;
b)

inform
c) change
d) implen
9.6.24 T

information security issues related to risks and impacts on the client andjustify this programme.

Surveillang
indicate thg

During sur
before the

isrevealed
has taken

A surveill
previously,
arising froj

9.6.3 Re

9.6.3.1 G

The requir
apply.

9.6.3.2 Re-certification audits

Re-certificg

the furllctioning of procedures for the periodic evaluation and review of compliancewi

I

htion security legislation and regulations;
s to the controls determined, and resulting changes to the SoA;

entation and effectiveness of controls indicated in the audit programmie,

he certification body shall be able to adapt its programme of surveillance activities ta

e audits may be combined with audits of other managemént systems. Audit reports s
b aspects relevant to each management system.

veillance audits, certification bodies shall check thé‘records of appeals and complai
rertification body. Where any nonconformity orfailure to meet the requirements of ¢
certification bodies shall check that the clienthas investigated its own ISMS and proc
propriate corrective action.

ce report shall contain, in particulafinformation on clearing of nonconformitig
the version of the SoA and important:¢hanges from the previous audit. As a minimum,

th relevant

reflect the

hall clearly

hts brought
ertification
cdures, and

bs revealed
the reports
3.

h surveillance shall build up to cover’in totality the requirements of 9.6.2.2 and 9.6.2.
certification

eneral

ements of ISO/IEC 17021-1:2015, 9.6.3 shall apply. In addition, the requirements in ¢

tior audit procedures shall be a subset of those for the initial certification audit of

.6.3.2 shall

the client's

ISMS as deq

cribed in this document.

The time allowed to implement corrective action shall be consistent with the severity of the nonconformity
and the associated information security risk.

9.6.4 Special audits

The requirements of ISO/IEC 17021-1:2015, 9.6.4 shall apply.

9.6.5 Suspending, withdrawing or reducing the scope of certification

The requirements of ISO/IEC 17021-1:2015, 9.6.5 shall apply.
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9.7 Appeals

The requirements of ISO/IEC 17021-1:2015, 9.7 shall apply.

9.8 Com

plaints

9.8.1 General

The requirements of ISO/IEC 17021-1:2015, 9.8 shall apply.

9.8.2 Complaints

Complaint

4 4+ PR Hpa | 4 < - oa e £ alal £, e
ITTPITOTIIL d PDULTIIUIAT TTTUTUTIIU AU dIT TITUICUAUTUTT UT PJUSSTUIC TTUTICUTITUT TITIT Y.

9.9 C(lientrecords

The requir¢ments of ISO/IEC 17021-1:2015, 9.9 shall apply.

10 Mana
10.1 Opti

10.1.1 Gel

The requir
10.1.2 shall

pement system requirements for certification bodies
Dns

heral

ements of ISO/IEC 17021-1:2015, 10.1 shall apply.An‘addition, the requirements and
apply.

10.1.2 ISMS implementation

It is recominended that certification bodies implement an ISMS in accordance with ISO/IEC 2700,

10.2 Opti

The requirsg

10.3 Opti

The requirsg

bn A: General management system requirements

ements of ISO/IEC 17021-1:2015, 10.2 shall apply.

bn B: Management System requirements in accordance with ISO 9001

bments of ISO/IEC.17021-1:2015, 10.3 shall apply.

buidance in
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Annex A
(normative)

Knowledge and skills for ISMS auditing and certification

A.1 Overview

Table A.1 specifies the knowledge and skills that a certification body shall define for specific certification

functions, i addition to the requirements in ISO/IEC 17021-1. “X” indicates that the certification body shall

define the

Criteria and depth of knowledge and skills. The knowledge and skill requiremehts

bpecified in

Table A.1 are explained in more detail in Clause 7 and are cross-referenced in parenthesesin’Table A.1.

Table A.1 — Table of knowledge and skills for ISMS auditing and certification

Certification function

Conducting the applica-
tion review to determine
audit team competence

Reviewing audit
reports and imaking
certificatiofirdecisions

Auditing and leading the
audit t¢am

practices arj

Knowledge required, to select the
and skills audit team members, and
to determine the audit
time
Informatior] security manage-

ment terminology, principles,

d techniques

X (see 7.1.3.3.2)

X (see 7.143.1.2)

Informatior]
agement sy
normative

security man-
tem standards/
ocuments

X (see 7.143.1.3)

Business mgnagement practices

X (see 7.1)3.1.4)

Client busin

ess sector

X{(see 7.1.3.2.1)

X (see 7.1.3.3.3)

X (see 7.1{3.1.5)

organizatio

Client prodicts, processes and

n

X'(see 7.1.3.2.2)

X (see 7.1.3.3.4)

X (see 7.1)3.1.6)

NOTE K

urther competence-considerations are contained in Annex B.
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Annex B
(informative)

Further competence considerations

B.1 General competence considerations

There are several ways by which auditors can demonstrate their knowledge and experience. Knowledge and
experience
personnel

required ca
technologic

can be evaluated, for example, by using recognized qualifications. Registration reco
ertification scheme can also be used to evaluate the required knowledge and éxpe
mpetence level for the audit team should be established, reflecting the organization
al field and complexity of the ISMS.

B.2 Spe

ific knowledge and experience considerations

B.2.1 Typical knowledge related to ISMS

In additionto the requirements in 7.1.3, the following should be considered. Auditors should have
and understanding of the following auditing and ISMS subjects:

audit p
audit tj
auditr

inform

ogramming and planning;
'pe and methodologies;
sk;

htion security processes analysis;

continyal improvement;

internd

Auditors sh

intellec
conten
data pr

regulat

| auditing of information security.

ould have knowledge and:iinderstanding of regulatory requirements on the following:

tual property;
[, protection and retention of organizational records;
otection and'privacy;

ion of Cryptographic controls;

rds under a
rience. The
s industry/

knowledge

electrolnic commerce;

electronic and digital signatures;

workpl

ace surveillance;

telecommunications interception and monitoring of data (e.g. email);

computer abuse;

electronic evidence collection;

penetration testing;

international and national sector-specific requirements (e.g. banking).
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It is possible that for a particular sector, knowledge and understanding is established in a specific standard
(e.g. ISO/IEC 27006-2).
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Annex C
(normative)

Audit time

C.1 General

This annex contains further requirements related to ISO/IEC 17021-1:2015, 9.1.4. It provides minimum

requirements and guidance for a certification body on the development of its own procedures;td
the amount of time required for the certification of ISMS scopes of differing sizes and comple
broad specfrum of activities.

Certificati

bodies shall allow auditors sufficient time to undertake all activities relating to an i

surveillance audit or re-certification audit. The calculation of overall audit time shalDinclude suf]
for audit reporting.

Certificati
and re-cerf
leads to a
be adjusted
assessment

This annex
requirg
require
require
— require

Examples f

bodies shall identify the amount of audit time to be spent onvinitial certification, s
ification for each client and certified ISMS. Using this annex\daring the audit-plan
fonsistent approach to determine the appropriate audit time. Additionally, the audi
based on what is found during the course of the audit, ‘especially during stage 1 (e
of the complexity of the ISMS scope, or additional sitesin the scope).

presents:

concepls that are used for audit time calculation (C.2);

ments for the procedures to determine audit time for the different stages of the initial
ments for audit time for surveillance{€.4) and re-certification audit (C.5);
ments related to multi-site audits{C.6);

ments for audit time for scope extensions (C.7).

A basic assfimption of the approach in this annex is that a calculation scheme to determine audit t

a) considg

b)
results|

c¢) besop

br only attributes that can be valued objectively;

be simple enough for certification bodies to apply and achieve valid comparable and r{

determine
xity over a

nitial audit,
ficient time

urveillance
ning phase
t time may
g. different

audit (C.3);

pr audit time calculation-to illustrate the application of this annex can be found in Anmex D.

ime should:

eproducible

hiSticated enough to ensure that variations in attribute values result in comparable

changes in

the res

Tt e ho
LT dUUIL LTI,

The determination of the audit time is based on the numbers provided in Table C.1 and shall consider
contributing factors for modification.

The approach to determine audit time defined by the certification body shall be regularly reviewed to verify
if it is sufficient for the complexity of the [SMS.
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C.2 Concepts

C.2.1 Number of persons doing work under the organization’s control

The total number of persons doing work under the organization’s control for all shifts within the scope of
certification is the starting point to determine the audit time.

NOTE Persons doing work under the organization’s control includes all personnel (regardless of whether they are
members of the organization or not) within the scope of the certification who are required to work according to the
requirements of the ISMS.

Part-time persons doing work under the organization's control contribute to the number of persons doing
work under the organization's control proportionally to the number of hours worked as compared with a

full-time p
number of

When a hi
certificatio
Table C.1 is
C.3.4and c
of the num
that are rej

C.2.2 Au

Audit time
its calculat

C.2.3 Temporary site

A temporar
certificatio
period of t
sites. The 1
of activitie
of such sit
variations

ours worked as compared with a full-time employee.

h percentage of persons doing work under the organization’s control within th
h perform certain identical activities, a reduction of the number of persons*prior tq
permitted for the calculation of audit time. Certification bodies shallquse the factc
pnsider the influence of the activities on information security risk to.determine how
ber of persons is applied within the scope of certification. Coherent and consistent p
eatable and can be applied on a company-to-company basis shallbe documented.

ditor day

hs referenced in Table C.1 is stated in terms of auditor,days spent on the audit. This 3
on on an eight-hour working day (abbreviated as “d’’).

y site that falls within the scope of certification is a location other than the sites iden
h documents where activities, within the'Scope of certification, are implemented fo
me. These sites can range from major project management sites to minor service/
eed to visit such sites and the extet of sampling should be based on an evaluation
b performed at this temporary site in meeting the information security objectives.

bs selected should representthe range of the organization’s competency needs :
n light of the sizes and typgs of activities and the various stages of projects in pr

d upon the

e scope of
the use of
rs given in
A reduction
rocedure(s)

nnex bases

Fified in the
r a defined
nstallation
of the risks
[he sample
ind service
ogress. For

general sampling, see 9.1.5.2.

C.3 Prog¢edure to determine audit time for initial audit

C.3.1 General

time.

The certifidation body shall have and follow a documented procedure for the calculation of audit

C.3.2 Remote methods for conducting audit

[f remote auditing methods such as interactive web-based collaboration, web meetings, teleconferences and/
or electronic verification of the organization’s processes are utilized to interface with the organization, these
activities should be identified in the audit plan (see 9.2.3) and may be considered as partially contributing
to the total “on-site audit time”.

NOTE On-site audit time refers to the on-site audit time allocated for individual sites. Electronic audits of remote

sites are considered to be remote audits, even if the electronic audits are physically carried out on the organization’s
premises.
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C.3.3 Audit time calculation

The audit time chart provided in Table C.1 sets out the starting point for an average number of initial audit
days [within this annex and Annex D this number encompasses the days for an initial audit (Stage 1 and
Stage 2)], which experience has shown to be appropriate for an ISMS scope with a given number of persons
doing work under the organization's control. Experience has also demonstrated that for ISMS scopes of a
similar size, some require more time than others.

The audit time chart below provides the framework that shall be used for audit planning. The starting
point is based on the total number of persons doing work under the organization's control for all shifts. The
number of auditor days is adjusted based on the significant factors applying to the ISMS scope to be audited,
attributing an additive or subtractive weighting for each factor to modify the base figure. The audit time
chart in Table C.1 shall be used, taking account of the contributing factors and restrictions of permitted

deviation (3
of how the

C.3.4 De

Certification bodies shall request information from the client related to the Aigh number

performing

— the nuimber of persons engaged in the activity;

— thetyp

ee C.3.0 and C.5.6). The terms used 1n Table C.1 are explained In C.Z2. Annex D provide
Calculation method of this annex can be applied.

fermination of initial number of persons

certain identical activities, to include:

e of activity or process.

Examples
certain ide

person
person

person
facilitig

person
inform

A reductio
of the actiy
identical ag
calculation
count allow

The nature)
have accesq

The numbe

factors that can reduce the number of persons used as &basis for calculation who are
tical activities, include:

5 with read-only access to information to perfori their duties;
5 with no access to the organization’s information processing facilities in scope of the

5 who have specific demonstrable restficted access to the company’s information
s in scope of the ISMS;

5 who perform activities where-strict limitations are implemented to restrict di
htion, e.g. measures prohibiting-personal belongings and devices into the work area.

h in the number of persons performing identical activities shall be made based
ities associated with the tasks. The square root of the head count of people perfo

5, rounded up to the'next full number. This number shall be the maximum reduction
ed.

of the tasks, the legislative requirements, and the importance of information to wh
can limit the reduction.

r of persons determined after this procedure is the starting point in Table C.1.

s examples

of persons

performing

ISMS;

processing

sclosure of

bn the risk
rming each

tivity may be used. to.determine the effective number of people, which is used for audlit duration

of the head

ch persons

NOTE

he table 1s structured 1dentically to [AF MD5.1Z
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Table C.1 — Audit time chart

N Quality manage- Environmental o
doing work under the | Mmentsystem audit | Tt T N i | Additive and subtractive | Total
organization's control time fo_r A ETE audit (auditor days, d) factors audit time
(auditor days, d) (auditor days, d)
1-10 1,5-2 2,5-3 5 See C.3.5
11-15 2,5 3,5 6 See C.3.5
16-25 3 4,5 7 See C.3.5
26-45 4 55 8,5 See C.3.5
46-65 5 6 10 See C.3.5
66-85 6 7 11 See C.3.5
86-115 7 B 2 See C.3.5
126-1f5 8 9 13 See C.3.5
176-2f5 9 10 14 See C.3.5
276-4p5 10 11 15 See C.3.5
426-6p5 11 12 16,5 See G35
626-8[5 12 13 17,5 S6e'€3.5
876-1175 13 15 18,5 See C.3.5
1176-1[550 14 16 19,5 See C.3.5
1551-2(025 15 17 21 See C.3.5
2 026-2|675 16 18 22 See C.3.5
2 676-3]450 17 19 23 See C.3.5
3451-4[350 18 20 24 See C.3.5
4351-5[450 19 21 25 See C.3.5
5451-6/800 20 23 26 See C.3.5
6 801-8/500 21 25 27 See C.3.5
8501-14 700 22 . 27 \'\\(:\Q 28 . See C.3.5
> 10700 Follow;;;‘gferessmn Followa[i)r;)vg&r;glon Followapi)r(())vgeressmn See C.3.5
C.3.5 Fagtors for adjustment of audibtime
Table C.1 shall not be used in isolation’ The time allocated shall also consider the following fa¢tors which
relate to thp complexity of the ISMS.and therefore to the effort needed to audit the ISMS:
a) complgxity of the ISMS (e.g:criticality of information, risk associated with the ISMS, etc.);
b) the type(s) of businessperformed within scope of the ISMS;
c) previoysly demenstrated performance of the ISMS;
d) extent pnd diyersity of technology utilized in the implementation of the various components|of the ISMS

(e.g. nulmber of different IT platforms, number of segregated networks);

e) extent of outsourcing and third-party arrangements used within the scope of the ISMS;

f) extent of information system development;

g) number of sites and number of Disaster Recovery (DR) sites;

h) after stage one the certification body will consider the number and complexity of controls;

i) for surveillance or re-certification audit: The amount and extent of change relevant to the ISMS in
accordance with ISO/IEC 17021-1:2015, 8.5.3.

Annex D provides examples of how these different factors can be taken into account when calculating audit

time.
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f factors requiring addition of audit time are:

g independently) or documentation provided in more than one language;

management system is subject to certification (see paragraph below next list);

Examples o

high number of standards and regulations that apply to the ISMS.

f factors permitting subtraction of audit time are:

complicated process logistics involving more than one building or location in the scope of the ISMS;

staff speaking more than one language (requiring interpreter(s) or preventing individual auditors from

activities that require visiting temporary sites to confirm the activities of the permanent sites(s) whose

no or Id

proces

prior K
standa

high cl
scheme

— highm
In situatiorn
sites, it is
surveillanc
Adjustment

may off-set]
sufficient e

C.3.6 Limitation of deviation of audit time

In order to
time provig

Appropriat
C.3.7 On

[tis expect
the total o1
C.3.3,C.3.4

W-TISK PTOCESSES;
bes involving a single general activity (e.g. service only);

nowledge of the organization (e.g. if the organization has already been certified
d by the same certification body);

ent preparedness for certification (e.g. already certified or recogmized by another

)

hturity of the management system in place.

’

s where the client or certified organization provides their product(s) or service at|
important that evaluations of such sites are incorporated into the certification
P programmes.

s can be made for the above factors. Factors redquiring the addition or subtraction o
each other. In all cases where adjustmentsare made to the time provided in the aud
vidence and records shall be maintained tejustify the variation.

ensure effective audits are performed and to ensure reliable and comparable result
ed in the audit time chart shallnot be reduced by more than 30 %.

b reasons for deviation shall’be established and documented.

Lsite audit time

bd that the timé calculated for planning and report writing combined should not typic
-site “audit«<ime” (physical/remote) to less than 70 % of the time calculated in accor]
and C.3.5:Where additional time is required for planning and/or report writing, th

be a justific
additional t

ation forreducing on-site audit time. Auditor travel time is not included in this calcul
o the qudit time referenced in the chart.

to another

third-party

temporary

audit and

f audit time
it Table C.1,

s, the audit

ally reduce
dance with
is shall not
htion and is

NOTE1 7

NOTE 2

0% is a factorbased on nvpnrinnrn of ISMS audits

The term “(physical/remote)” means that “on site” audits (for physical locations or electronic sites of the

client) can be conducted physically or remotely (see 9.2.3 and C.3.2). For “on-site” audits, see also ISO/IEC 17021-1:2015,

9.4.1.

C.4 Audit time for surveillance audits

For the initial certification audit cycle, surveillance time for a given organization should be proportional
to the time spent at initial audit, with the total amount of time spent annually on surveillance being about
1/3 of the time spent on the initial audit. The planned surveillance time should be reviewed occasionally, to
account for changes that can affect audit time. The time spent on a surveillance audit shall be increased to

© ISO/IEC 2024 - All rights reserved

27


https://iecnorm.com/api/?name=68e1e7c53aaf756f327bafca64a3dce8

ISO/IEC 27006-1:2024(en)

allow for the audit of changes in the ISMS (such as the audit of new or changed information security controls,
processes and services).

C.5 Audit time for re-certification audit

The total amount of time spent performing the re-certification audit shall depend upon the results of any
prior audit as defined in 9.4.3 and ISO/IEC 17021-1:2015, 9.6.3. The audit time for a re-certification audit
should be proportional to, but at least two thirds of, the audit time required for an initial certification audit
of the same organization at the time of the re-certification audit.

C.6 Audit time of multi-site

Generally,

doing worklunder the organization's control irrespective of their location.

Alternativdly, for justified reasons which shall be documented, it is permitted to stm the
which are individually calculated for each site, as long as this total audit time is largér than tha

accordance
audit that g
of such red

The numbe
and C.3.4 a
the manage
allocation §

Any reduct

C.7 Aud

The audit t

the number of locations where(the activity/activities take(s) place;

e total audit time for on-site audit shall be calculated by considering the total numbe

with the first paragraph of this clause. Reductions may be applied td.consider the j
re not relevant to the central office or the local sites (if applicable)sReasons for the j
ictions shall be recorded by the certification body.

I of total on-site auditor days - as calculated for the scope folowing the procedure sta
hd this clause - shall be allocated across the different sites-based on the relevance of
ment system, the activities conducted at the site and the risks identified. The justificg
hall be recorded by the certification body.

ons shall be applied before comparing the audit/time with the overall audit time.

it time for scope extensions

e of extension:

vity/ activities of the current.certification;

ited information seeurity risks related to the activity/activities;

a) thetyp
b) theact
9
d) therel
e) thenu
f)
8)
Certificati

the number of persons doing work under the organization’s control of the new scope; and

the tine reguiired to review the integration of the extended scope into the ISMS.

ber of controls.relevant to the extension;

" of persons

hudit times
t defined in
barts of the
ustification

ted in C.3.3
the site for
tion for the

me required to extend the scope of an\ISMS shall be calculated considering factors sufch as:

bedies shall have procedures that provide a consistent approach to extension of the

scope.

For the initial audit of the new scope, the time shall be calculated based on the number of persons and sites
being added to the already existing scope using C.3.3, C.3.4 and C.3.5.

Audit time shall be added to the calculated duration to review the client’s ISMS. This additional time shall be

at least:

1) 0,5 d (auditor days) if the extension to scope audit is conducted in conjunction with a surveillance audit
or a recertification audit.

2) 1,0d (auditor days) when the extension to scope audit is conducted as a separate audit.
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Annex D
(informative)

Methods for audit time calculations

This annex provides further guidance on developing a formula to calculate audit time. D.2 gives an example

of a classif
example of

NOTE T

cation of factors that can be used as the basis for calculating audit time and D.3 provides an
a calculation of audit time.

he concepts in this annex start after any reductions of persons performing certaih.identi
have been applied, as described in C.3.4.

al activities

D.2 Claskification of factors for calculating audit time
Table D.1 g]ves examples for the classification of the main factors for thescalculation of audit time, as listed
in C.3.5, a)[to i). This classification can be used by certification bodie§ to derive an audit time|calculation
scheme in ljne with 9.1.4.2.
Table D.1 — Classification of factors for calculating audit time
Inipact on effort
Reduced effort Normal effort Increased dffort
Factors (see|C.3.5)
a) compleyity of the Only little sensitive or Higher availability Higher amount of sensitive
ISMS: confidential information, requirements or some or confidentiallinformation
. . low availability sensitive/confidential (e.g. health, pefsonally
— inf¢grmation . . ! ) o p .
. requirements information identifiable information,
security . . .
requirements N _ - insurance, banlking) or high
[cohfidentialit Few critical assets (in Some critical assets availability requirements
intdorit d Y terms of CIA)
! % E)_)l’.:m 2-3 simple business Many critical ajssets
agai ability, Only one key business processes with few
(CI] pracess with few interfaces interfaces and few business More than 2 cqmplex
and few business units units involved processes witll many
— nurtpber of . : :
y involved interfaces and pusiness
crifical assets N
units involved
— nurtpber of
prdcesses and
serpices
b)  the typg¢(s)of Low risk business without High regulatory High risk busirness with
businesp performed regulatory requirements requirements (only) limited fegulatory
within the scope of requirements

the ISMS

ISMS

c) previously
demonstrated
performance of the

Recently certified

Not certified but ISMS fully
implemented over several
audit and improvement
cycles, including
documented internal
audits, management
reviews and effective
continual improvement
system

Recent surveillance audit

Not certified but partially
implemented ISMS: Some
management system
tools are available and
implemented; some
continual improvement
processes are in place but
partially documented

No certification and no

recent audits

[SMS is new and not

fully established (e.g.
lack of management
system specific control
mechanisms, immature
continual improvement
processes, ad hoc process

execution)
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Table D.1 (continued)

Impact on effort

Reduced effort Normal effort Increased effort

d) extentand diversity Highly standardized — Standardized but diverse High diversity or
of technology environment with low IT platforms, servers, complexity of IT (e.g. many
utilized in the diversity (few IT-platforms, operating systems, different segments of
implementation servers, operating systems, databases, networks networks, types of servers
of the various databases, networks, etc.) or databases, number of
components of the key applications)

ISMS (e.g. number
of different IT
platforms, number
of segregated
networls}

e) extentdf No outsourcing and little — Several partly managed High dependét{cy on
outsourfcing dependency on suppliers, outsourcing arrangements outsourcing’or suppliers
and thifd-party or with large imppct on
arranggments used important busness
within ghe scope of Well-defined, managed and dcetivities, or
the ISMp monitored outsourcing

arrangements Unknown amojint or extent
of outsourcing| or

Outsourcer has a certified

ISMS Several unmarjaged
outsourcing arfrangements

Relevant independent

assurance reports are

available

f)  extentdf No in-house system — Use of standardized Extensive intefnal
informdtion system development software platforms with software development
development conipleX configuration/ activities with|several

Use of standardized pdrameterization ongoing projedts for
software platforms important business
—. (Highly) customized purpose
software
— Some development
activities (in-house or
outsourced)

g) numberof sites and Low availability — Medium or high availability High availabilify
number]of disaster requirement§ and no or one requirements and no or one requirements ¢.g. 24/7
recoverly (DR) sites DR site DR site services

Several DR sitds
Several data cgntres

h) the nunjber and Smaller than usual number |— Typical number and More than usupl number
compleyity of of controls with some complexity of controls of detailed and complex
control common control areas not controls, e.g. njany controls

included - e.g. no systems related to networking
development controls or no protocols or cryptography
physical controls

1) for survettanee No L}lausca strreetastre Minor L.‘uauscb H Scope N{aiul L}lausca in scope

or re-certification
audit: the amount
and extent of change
relevant to the ISMS
in accordance with
ISO/IEC 17021-
1:2015, 8.5.3

certification audit

or SoA of ISMS, e.g. some
policies, documents

Minor changes in the
factors above

or SoA of ISMS, e.g.

new processes, new
business units, areas, risk
assessment management
methodology, policies,
documentation, risk

treatment

Major changes
factors above

in the
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D.3 Example for audit time calculation

The following example illustrates how a certification body may use the factors provided in C.3 to calculate
audit time. The calculation of audit time in the example below works in the following way:

Step 1: Determination of factors related to business and organization (other than IT): Identify the suitable
grade for each of the categories given in Table D.2 and sum up the results.

Step 2: Determination of factors related to IT environment: Identify the suitable grade for each of the
categories given in Table D.3 and sum up the results.

Step 3: Based on the results of step 1 and 2 above, identify the impact of factors on audit time by selecting
the appropriate entry in Table D.4.

Step 4: Finpl calculation: The number of days determined by applying the audit time chart |(Ilable C.1) is
multiplied by the factor resulting from Step 3. Where multi-site sampling is utilized, the audjtday$ calculated
are increased based on the efforts needed to execute the multi-site sampling plan.

This resultfis the final number of audit days.

Table D.2 — Factors related to business and organization (other than IT)

\J
Category Gra\ >
1.  Organization works in non-critical business sectors and non-regulated $ectors?
Type(s) of business and regulatory requirements |2.  Organization has customers in critieal business sectors @
3. Organization works in critical'business sectors @
1. Standard processes with standard tasks; few products or services

2. Standard but non-tepetitive processes, with high number of products oy services
Process and tajsks
3. Complex processes, high number of products and services, many business units
included in~thé scope of certification (ISMS covers highly compley processes or
relatively*high number or unique activities)

1. ISMS.is-already well established and/or other management systems arelin place
Level of establjshment of the management system |2. _Some elements of other management systems are implemented, others ot

3(_ No other management system implemented at all, the ISMS is new and njot established

a Critical bufiness sectors are sectors that can afféctcritical public services that cause risk to health, security, economy, reputation and govefnment ability to
function, and caf have significant negative impact of countries.
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Table D.3 — Factors related to IT environment

Category Grade
1. Few or highly standardized IT platforms, servers, operating systems, databases,
networks, etc.
IT infrastructure complexity 2. Several different IT platforms, servers, operating systems, databases, networks
3. Many different IT platforms, servers, operating systems, databases, networks
1.  Little or no dependency on outsourcing or suppliers
Dependency on outsourcing and suppliers, including Some depen(.ie.n.cy on outsourcing or suppliers, related to some but not all important
: business activities
cloud services
3. High dependency on outsourcing or suppliers, large impact on important business
activities
1.  Noneoravery limited in-house system/application development
2. Some in-house or outsourced system/application developmént-for sqme important
Information system development business purposes
3.  Extensive in-house or outsourced system/applicatien{development [for important
business purposes

Table D.4 — Impact of factors on audit timeé

II.QQ\\nQplexity
Low (from 3 to 4) Wium (from 5 to 6) High (from 7 to 9)
. +5% +10 % 420 %
(frorl-llllgl;o 9) to to to
+20 % +50 % +100 %
-5 % 410 %
Business cgmplexity Medium (from 5 to 6) te 0% to
~-10% 450 %
-10 % -5% +5 %
Low (from 3 to 4) to to to
-30% -10 % 20 %
EXAMPLE 1| The organization to be audited has.700 employees, thus according to Table C.1, 17,5 days fre required

for the initiall audit. The organization does not work in a critical business sector, has highly standardized a

tasks and ha
organizatioy
Software de
yield a facto
time.

EXAMPLE 2
in place and
According t
reduced by ]

of 1+1+3 = 5. The organization;las very few IT-platforms and databases but uses outsourcing
relopment is not undertakenwithin, or outsourced by, the organization. According to Table D.
' related to the IT environment of 1+3+1 = 5. Using Table D.4, this would yield no adjustment

Using the sameorganization as in example 1, except that several management systems
the ISMS is already well established, would change the calculation according to Table D.2 {
Table D.4sthis would yield a reduction of 5 % to 10 % of the audit time, i.e. the audit tiy
day to I;5\days, yielding a total of 16 days to 16,5 days.

nd repetitive

s recently established the ISMS."According to Table D.2, this would yield a factor related to Pusiness and

extensively.
B, this would
for the audit

are already
o 1+1+1 = 3.
ne would be
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Annex E
(informative)

Guidance for review of implemented ISO/IEC 27001:2022, Annex A

controls

E.1 Purpose

According
by the clie
initial audi
whether th

io the requirementin 9.3.2.2 f), the implementation of controls that were determined’a

t for the ISMS (as per the Statement of Applicability) shall be reviewed during st3
I and during surveillance or re-certification activities. The reviews are intended to

security objectives.

It is not u
the organiz
ISO/IEC 27
security c
processes.
can adopt t

sually until after an auditor visits an organization that the cerftification body k
ation’s necessary controls are, or even if they are described using the same contrg

pntrols, or the relationship between information security,‘controls and the orf
['hus, the initial audit can be constrained to audit individuabcontrols, whereas subseq
he more effective approach of auditing controls in the context of the organization’s pr

risk treatmient plans in which they are deployed.

Neverthele
controls w
organizatig
is intended
controls de

E.2 How

E.2.1 Gel

Table E.1 |
ISO/IEC 27
organizatig
evidence to

NOTE T

5s, certification bodies do know that organizations are required to compare theil
ith those in ISO/IEC 27001:2022, Annex A and therefore a relationship exists b
n’s necessary controls and those in ISO/IEC 27001:2022, Annex A. The guidance given
to support the certification body in_developing audit plans to accommodate the
Lermined by the client given their relationship with the controls in ISO/IEC 27001:202

to use Table E.1

heral

brovides example guidance on reviewing necessary controls. It uses the contro
001:2022, AnnexA;but auditors should use the relationship between these contr
n’s necessary comtrols for interpreting the guidance given in Table E.1 for the gath
demonstrate'the controls effectiveness.

ISO/IEC 270

Most conty
documenta

pble E. I is not intended to provide guidance for reviewing controls unrelated f
01:2022;°Annex A.

5 necessary
ge 2 of the
determine

e controls are implemented and effective, and whether they meet their stated information

nows what
] text as in

D01:2022, Annex A. Nor does the certification body know the:r€lationship between information

ranization’s
uent audits
bcesses and

necessary
btween the
in Table E.1

necessary
2, Annex A.

s listed in
bls and the
ering audit

o those in

ols.contain organizational aspects which can be evidenced, e.g. by reviewing

the client's

10n on controls, processes or procedures, by interviews or by observation.

Many controls are based on rules made by the client organization. Such rules can be in the form of topic-
specific policies, requirements in processes or procedures, or other types of rules that are communicated
to personnel. Table E.1 uses the generic term “rules” to denote such requirements or expectations set by the
management of the client organization.

Many controls can be tested by sampling, i.e. reviewing a sample of the outcomes of the control activity.

E.2.2 Column “system testing”

Many controls in ISO/IEC 27001:2022, Annex A are implemented as technological controls, e.g. through
specific system settings, configurations or functionality of technology. Evidence of the performance of
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technological controls can often be gathered through system testing or through use of specialized audit or
reporting tools. System testing means direct review of information systems: the auditor can review system
settings and configurations or evaluate results of testing tools. If the client has tools in use that are known to
the auditor, these can also be used to support the audit, or the auditor can review the results of an evaluation

performed by the client.

The column “system testing” in Table E.1 provides guidance for the review of technological controls:

— “blank” means that system testing is usually not applicable or not necessary in an ISMS audit;

— “possible” means that system testing is usually possible for the evaluation of control implementation, but

may no

“reco

E23 C

Other cont
evaluate th

paper or interviews is insufficient and so the auditor should consider verifying,the control at 4

where it is

NOTE V
site withar

The columr

“blank

“possil
but ma

“recom

E.2.4 Pos

The column “possible evidence of design.and implementation of controls” provides guidance g

that can as
the risk tr
are not reg
in ISO/IEC
necessary

of Applicabjility and related ISMS documentation should be used as the specification for the org

necessary
justificatio
excluded fr

o]umn “visual inspection”

[y not be necessary in an ISMS audit;

t be necessary in an ISMS audit;

rols in ISO/IEC 27001:2022, Annex A can be reviewed through a “visual inspection
eir implementation and effectiveness. Relying on reviewing the respeetive docum

mplemented.

isual inspection on site can also be achieved using remote inspectiofitechniques, e.g. having
bal-time video feed to the auditor.

“visual inspection” in Table E.1 provides guidance for reviewing physical evidence o
means that visual inspection is usually not applicable or not necessary in an ISMS ay

le” means that visual inspection is usually possible for the evaluation of control impl¢

mended” means that visual inspection is-tsually necessary in an ISMS audit.

jsible evidence of design and implementation of controls

ist an auditor to assess conformity with ISO/IEC 27001:2022, 8.3 (the requirement tqg
patment plan, and thereby-the necessary controls). The various bullet points in 4
uirements and do not eohstitute an exhaustive list. As they are derived from the ¢
27001:2022, Annex 4, they are not necessarily appropriate for an organization’s cor
ontrol(s). If this isthe case, other forms of evidence should be used. The organization’

controls. Theorganization’s Statement of Applicability contains the necessary cc

pm [SO/IEC 27001:2022, Annex A.

Table E.1 — Evaluation of controls

" on site to
bntation on
he location

d person on

F controls:
dit;

bmentation,

n evidence
implement
his column
ontrol text
responding
5 Statement
ranization’s
ntrols, the

1 for theirdih€lusion, whether they are implemented or not, and the justification for any controls

Controls in ISO/
1IEC 27001:2022, Annex A 2

Possible evidence of design and implem
controls

System testing |Visual inspection

entation of

5 Organizational controls

security

5.1 Policies for information

Information security policy

Dissemination of policies to relevant p
interested parties

Topic-specific policies for information security, as
considered necessary by the organization

ersonnel and

a

The numbers cited in this column correspond to the control numbers in ISO/IEC 27001:2022, Annex A.
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Table E.1 (continued)

Controls in ISO/
IEC27001:2022, Annex A 2

System testing

Visual inspection

Possible evidence of design and implementation of

controls

5.2 Information security
roles and responsibilities

Allocated roles and responsibilities  for
implementation, operation and management of
information security

5.3 Segregation of duties

Identified conflictingdutiesorareasofresponsibility,
and corresponding rules for segregation

5.4 Management responsi-

bilities

Managementstatementsand supportforinformation

security objectives, policies, procedures, etc.

Mentioning of personal respon
information security of personnel

sibility  for

5.5 Contact v

Fith authorities

Defined contact points with relevanta
Rules for reporting incidents

Content of information flow™Mrom an
authorities

thorities

l to relevant

5.6 Contact y
interest grou

Fith special
ps

Membership and defined contact point
interest groups, of other forums and
[e.g. Computer/Emergency Response Té
cybersecurity agencies]

Rules @n )what can be discussed
orgartizations

Céontent of information flow from
organizations

with special
associations
ams (CERTS),

iwithin such

hnd to such

5.7 Threat in

felligence

Approach to collecting relevant threat

Analysis of threat intelligence in re
organization and its dissemination tg
parties

ntelligence

ation to the
appropriate

5.8 Informat
project mang

on security in
gement

Established information security
management throughout the project lif}
requirements definition, testing

For a sample of projects, identified
security risks and corresponding risk {

in project
e cycle, e.g.in

information
reatment

5.9 Inventory
and other as;

of information
ociated assets

possible

Inventories of information and othe
assets maintained by the ISMS

Maintained ownership of assets in ass¢

Rules for owner duties for assets, e.g. c

r associated

tinventories

assification

5.10 Accepta
mation and o
assets

ble use of infor=
ther associated

Documented rules for the accept
information and other associated asset

Procedures for handling informatio
associated assets

hble use of
S

h and other

5.11 Return

rassets

Rutes for the return of organization
checklists for change or termination of
contract, or agreement

Sample of documented return records

s assets, e.g.
employment,

5.12 Classification of infor-

mation

Rules and scheme for the
information, e.g. in a topic-specific poli

Sample of information from various
should be classified

classification of

cy

sources that

a2 The numbers cited in this column correspond to the control numbers in ISO/IEC 27001:2022, Annex A.

© ISO/IEC 2024 - All rights reserved

35



https://iecnorm.com/api/?name=68e1e7c53aaf756f327bafca64a3dce8

ISO/IEC 27006-1:2024(en)

Table E.1 (continued)

Controls in ISO/
IEC27001:2022, Annex A 2

System testing

Visual inspection

Possible evidence of design and implementation of
controls

5.13 Labelling of informa-

tion

possible

— Rules for the labelling of information and other
associated assets

— Procedures for labelling specific
information and other associated assets

types of

5.14 Information transfer

possible

— Rules forinformation transfer, e.g. in a topic-specific
policy

— Definition of use cases of information transfer
identified in the ISMS and corresponding rules,

nrocedures or asreements. covering
T =4 1=

.g. physical,

electronic or verbal transfer

Samples of implemented infonmat

procedures or agreements

on transfer

5.15 Access g

ontrol

possible

Rules for controlling thephysical and
to information and othleryassociated af
topic-specific policylon)access control

Extracts (samples) of access rights
physical or logieal access to informati
assets, checked for conformity to abov

ogical access
sets, e.g.in a

for high-risk
on and other
b rules

5.16 Identity]|

management

Procedures for managing identities
persons’or non-human entities over th

assigned to
e life cycle

5.17 Authent
mation

cation infor-

recommended

Description of a process for all
management of authentication informd

Instructions for users for proper
information used for authentication

Where passwords are used, secuf
(e.g. length, complexity, rotation)
management systems

bcation and
tion

handling of

ity settings
bf password

5.18 Access 1

ights

recommended

Rules for access control, e.g. in a topic-s
on access control (physical and logical

Description of process for assigning,
revoking access rights

Rules and process for regular review of
Access rights assigned to a sample of id

Results of performed reviews of access

pecific policy

updating or

accessrights
entities

rights

5.19 Informa
supplier rela

fion security jn
ionships

Rules for managing the information seqg
supplier relationships, e.g. in a topic-s
on the use of supplier's products and s¢

Processes or procedures for managing

urity risksin
becific policy
rvices

information

security in supplier relationships th

oughout the

life cycle of the relationships

Results from supplier evaluations [e.g. Information
and Communication Technology (ICT)infrastructure
components, services]

Results from the monitoring of conformance to
established information security requirements (e.g.
for a sample of supplier relationships)

a  The numbers cited in this column correspond to the control numbers in ISO/IEC 27001:2022, Annex A.
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Table E.1 (continued)

Controls in ISO/
IEC27001:2022, Annex A 2

System testing

Visual inspection

controls

Possible evidence of design and implementation of

5.20 Addressing informa-

tion security
agreements

within supplier

Register of agreements with external parties,
related to the type of supplier relationship

Supplier agreements (sample) wi
information security requirements
Level Agreements

th relevant
and Service

5.21 Managing information
security in the information

and commun

ication technol-

ogy (ICT) supply chain

Rules for handling information security in ICT

product or service acquisition

ICT supply chain information

management practices
= T

security

risk

Results of risk analysis performed, 1
controls for sample of specific ICT supy

e. mitigating
ly chains

5.22 Monitor
and change n
supplier sery

ing, review
lanagement of
ices

Processes for managing Nchanges
information security practices and sery

Plans for regular maenitoring, reviewin
supplier informatign'security practiceg
service reports;audits of suppliers)

Results from” monitoring and revie
including action plans

in supplier
rices delivery

g, evaluating
(e.g.through

w activities

5.23 Informa
for use of clo

tion security
1d services

Rulesfor managing the information sed
cloud services, e.g. in a topic-specific
use of cloud services

List of cloud services in use by the orgg

Processes for managing information s
associated with the use of cloud servic

Specific provisions for the proted
organization's data and availability
if the cloud service agreements do 1
organization's confidentiality, integrit
and information handling requirement]

urity risksin
bolicy on the

nization

lecurity risks
s

tion of the
of services,
ot cover the
b, availability

5.24 Informa
incident man|
ning and pre

tion security
agement plan-
baration

Processes, plan, roles and respon
handling information security incident

Reporting procedures for informat
events and examples of such reports

bibilities for
S

on security

5.25 Assessn|
sion on infor

ent and deci-
mation security

Criteria for assessing information secu

rity events

events Categorization and prioritization [scheme for
information security incidents

5.26 Responge to infornia- Procedures for information securfity incident

tion securitylincidents response

Records of incidents and correspon

ing incident

responses

5.27 Learning from informa-

tion security

incidents

Records of information security incidents that
occurred, including types, volumes and costs
incurred

Lessons learned from the analysis of information
security incidents, e.g. enhancements of incident
management plan, improvement of controls and
awareness activities

5.28 Collection of evidence

Procedures for dealing with evidence related to
information security incidents, e.g.foridentification,
collection, acquisition and preservation

a  The numbers cited in this column correspond to the control numbers in ISO/IEC 27001:2022, Annex A.

© ISO/IEC 2024 - All rights reserved

37



https://iecnorm.com/api/?name=68e1e7c53aaf756f327bafca64a3dce8

	Foreword 
	Introduction 
	1 Scope 
	2 Normative references 
	3 Terms and definitions 
	4 Principles 
	5 General requirements 
	5.1 ​Legal and contractual matters 
	5.2 Management of impartiality 
	5.2.1 General 
	5.2.2 Conflicts of interest 

	5.3 Liability and financing 

	6 Structural requirements 
	7 Resource requirements 
	7.1 Competence of personnel 
	7.1.1 General 
	7.1.2 Generic competence requirements 
	7.1.3 Determination of competence criteria 

	7.2 Personnel involved in the certification activities 
	7.2.1 General 
	7.2.2 Demonstration of auditor knowledge and experience 

	7.3 Use of individual external auditors and external technical experts 
	7.4 Personnel records 
	7.5 Outsourcing 

	8 Information requirements 
	8.1 Public information 
	8.2 ​Certification documents 
	8.2.1 General 
	8.2.2 ISMS Certification documents 
	8.2.3 Reference of other standards in the ISMS certification documents 

	8.3 Reference to certification and use of marks 
	8.4 Confidentiality 
	8.4.1 General 
	8.4.2 Access to organizational records 

	8.5 Information exchange between a certification body and its clients 

	9 Process requirements 
	9.1 Pre-certification activities 
	9.1.1 Application 
	9.1.2 Application review 
	9.1.3 Audit programme 
	9.1.4 Determining audit time 
	9.1.5 Multi-site sampling 
	9.1.6 Multiple management systems 

	9.2 ​Planning audits 
	9.2.1 Determining audit objectives, scope and criteria 
	9.2.2 Audit team selection and assignments 
	9.2.3 Audit plan 

	9.3 Initial certification 
	9.3.1 General 
	9.3.2 Initial certification audit 

	9.4 Conducting audits 
	9.4.1 General 
	9.4.2 Specific elements of the ISMS audit 
	9.4.3 Audit report 

	9.5 ​Certification decision 
	9.5.1 General 
	9.5.2 ​Certification decision 

	9.6 Maintaining certification 
	9.6.1 General 
	9.6.2 Surveillance activities 
	9.6.3 Re-certification 
	9.6.4 Special audits 
	9.6.5 Suspending, withdrawing or reducing the scope of certification 

	9.7 Appeals 
	9.8 Complaints 
	9.8.1 General 
	9.8.2 Complaints 

	9.9 Client records 

	10 ​Management system requirements for certification bodies 
	10.1 Options 
	10.1.1 General 
	10.1.2 ISMS implementation 

	10.2 Option A: General management system requirements 
	10.3 Option B: Management system requirements in accordance with ISO 9001 

	Annex A (normative)  Knowledge and skills for ISMS auditing and certification 
	Annex B (informative)  Further competence considerations 
	Annex C (normative)  Audit time 
	Annex D (informative)  Methods for audit time calculations 
	Annex E (informative)  Guidance for review of implemented ISO/IEC 27001:2022, Annex A controls 
	Bibliography 

