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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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This document provides test procedures and method to evaluate the impact on tag as defined in
ISO/IEC 18000-63 of interference generated by other wireless systems. The interference rejection test
method of this document is different to ISO/IEC 18046-3:2012, 8.8. This document covers interference
effect between the tags and heterogeneous wireless system, while ISO/IEC 18046-3 covers interference
effect between tags and homogeneous wireless systems.

Ultra-high-frequency (UHF) radio frequency identification (RFID) is a wireless technology that connects
billions of everyday items to the Internet of Things (I10T), enabling consumers and businesses to identify,

loca

te—authenticate and engage each item loT npp]irnfinnc require a data connection

etween the

physical and digital world, and UHF RFID is the ideal technology to bridge these realms Wi

tob

ring low cost, unique identification to everyday items. Low-power wide-area networ

opergte at long read ranges of 2 km to 3 km. While LoRaWan devices have a very slow ¢

rate

, [they are useful for transmitting sensor data. For example, LoRaWAN, WiFi-Halow

Sigfok, NB-1oT, WB-IoT, and LTE-M are representative technologies.

The
desi
and

ated for UHF RFID systems. In particular, LoRaWAN and RFID syStems use different

%;lequencies used by LoRaWAN systems differ by region and country,-as do the freq
eterogeneous protocols in shared frequency bands. They are susceptible to interferen

by other wireless systems. This harsh signal propagation envirohment combined with
from|coexisting wireless technologies can lead to a degradation-of the performance or eve

failuny

consfructive discussion on how to overcome interference-preblems.

th the ability
ks (LPWAN)
lata-transfer
(802.11ah),

lency bands
power levels
ce generated
interference
n application

es. To evaluate possible interference on UHF RFID Systems, industrial stakeholders make a
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Information technology — Radio frequency identification

for item management —

Part 1:

Interference rejection performance test method between

a ti.g_as_deh.n.ed_m_LSQ,LLECJ.BﬂOﬂ;ﬁ_’-_a.n.d_a_h.etemge
wireless system

1 S§cope

This flocument defines a test method to evaluate the interference rejection performance of
by ISO/IEC 18000-63 and a heterogeneous wireless system using different access tech
radio|frequency identification and cell phone network.

[t spdcifies the general requirements and test requirements.

neous

tags covered
hologies, e.g.

The fest method in this document makes it possible to cetmpare the relative interference rejection

performance among tags under a single wireless interferfence environment. In addition, tH
can be used in a benchmarking test according to requif'ements in a given application or ser

2 ormative references

The following documents are referred to.in'the text in such a way that some or all of t
constitutes requirements of this document. For dated references, only the edition cited
undated references, the latest edition ofithe referenced document (including any amendme

ISO/IEC 19762, Information technelogy — Automatic identification and data capture (AIDC) 1
Harmonized vocabulary

3 Terms and defiitions

For the purposes of this document, the terms and definitions provided in ISO/IEC 19762 af
ISO apd [EC maijntain terminological databases for use in standardization at the following

— IpO Online browsing platform: available at https://www.iso.org/obp

is document
vice.

heir content
applies. For
nts) applies.

echniques —

ply.

hddresses:

— [EC F']nr‘frnpndia- available at http /www electropedia orga/

4 Symbols and abbreviated terms

ANTpx Ty interrogator antenna in the bistatic test set-up

ANTRrx Ry interrogator antenna in the bistatic test set-up

ANTrx interrogator antenna in the monostatic test set-up

ANTNT antenna connected to the radio frequency interference source
cw continuous wave

© ISO/IEC 2021 - All rights reserved


https://www.iso.org/obp
http://www.electropedia.org/
https://iecnorm.com/api/?name=149e60e8b49318bc77b0502bed3d383d

ISO/IEC 23

l)lnterference
l)lnterrogator
DUT

Gypi

GFSK

LHCP
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distance between the tag and the antenna connected to the RF interference source
distance between the tag and the interrogator antenna

device under test

antenna gain

Gaussian frequency shift keying

left hand circular polarization

OFDM

Prnin_under_in
PFige;
QAM
RHCP
Ry

SG

TE

Tx

5 Condit

5.1 Testd

Unless othe
23°C+3°C

5.2 Radia
The tests sh

For measurd

orthogonal frequency division multiplexing

minimum power required to activate a UHF RFID tag. P, is the power at(the po
of atag

P_,i, under a single wireless interference environment
interference rejection performance between a UHF RFID tag and other wireless syj
quadrature amplitude modulation

right hand circular polarization

receiver

signal generator

test equipment (RFID interrogator emulator)

transmitter

ions applicable to the test methods

nvironment

'wise specified, testing shall take place in an air environment with a temperaty
73 °F £ 5 °F) andtelative humidity within the range of 40 % to 60 %.

frequency-(FR) environment

1l be performed in a known RF environment.

Sition

tems

re of

nded

ments of propagative tags (ISO/IEC 18000-63), an anechoic chamber is the recommg

test environ

5.3 Pre-conditioning

Where pre-conditioning is required by the test method, the identification interrogators to be tested
shall be conditioned to the test environment for a period of 24 h before testing.

5.4 Default tolerance

Unless otherwise specified, a default tolerance of +5 % shall be applied to the quantity values given
to specify the characteristics of the test equipment (e.g. linear dimensions) and the test method
procedures (e.g. test equipment adjustments).

© ISO/IEC 2021 - All rights reserved
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5.5 Total measurement uncertainty

The total measurement uncertainty for each quantity determined by these test methods shall be stated
in the test report.

NOTE Basic information is given in ISO/IEC Guide 98-3.

5.6 Testresultreporting

Each test result shall be reported with the DUTs tested. Optionally, for statistical evaluation, minimum
value, maximum value, mean value and standard deviation may be reported as well.

5.7 |Test mounting material

For the tags, the tests may be performed with or without applying a mounting nraterigl. When the
mourjting material is defined by the tag manufacturer, the tests shall be performied with the specified
mour|ting material in free air.

If the|indicative dielectric parameter or other critical parameters of the material are known, they shall
be mentioned in the test report.

5.8 [Test communication parameters
All off{the tests may be performed for various communicationyparameters (forward and retjurn link).

The test conditions shall be recorded in the test report:

6 Testset-up

6.1 |DUT placement

The IDUT shall be placed in the far field according to Figure 1 or Figure 2. The distance, D, $hall be as in

Formjula (1):

A

)
wherg

A is the wavelength at the centre frequency of the interrogator;

Il isthe maximum dimension of the interrogator antenna.

6.2 |Testsetupf

environment

ortag’s Ry sensitivity power measurementundernon-interference

6.2.1 Testapparatus and test circuits

This subclause defines the test apparatus and test circuits to be used to validate the reference
performance of a tag.

The test setup shall be as in Figure 1 or Figure 2 using test equipment (TE) like an interrogator emulator
or similar means that is compliant with ISO/IEC 18000-63.

© ISO/IEC 2021 - All rights reserved 3
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6.2.2 Setup of the devices

The test setup shall be either the bistatic test set-up shown in Figure 1 or the monostatic test setup
shown in Figure 2. The test equipment shall be sensitive enough to be able to measure tag’s receive
sensitivity power level P ;.

ANT,

TE Dinterrogator \\\\\\> DUT

. : ———
ANTg,

Key
1 Typort
2 Rjport

2 Interrogdtor simulator.

Figure 1 — Bistatic test setup

1,
TE® Dt t
Zinterrogator | BT

2 3
Key
1 Typort
2 Rgport
3  circulato
a

Interrogdtor simulator.

Figure 2 — Monostatic test setup

The DUT shglldse mounted either on the material with a relative permittivity of approximately 1 or on
the material Pt ovided by thechHent—tnrordertomaxinizethe tds'b recetve-sensitivity; theborestght of
the DUT should be oriented toward the centre of the interrogator antenna.

The distance D shall be at least as defined in Formula (1) to do the measurements in the far field.

Dinterrogator distance is recommended to be 50 cm.

6.2.3 Antenna polarization and requirements

For the tag sensitivity tests, a linear (vertical and horizontal) or circular polarized antenna should be
used. However, in the case of the Bistatic test setup, there should be sufficient isolation between the Ty
and Ry antennas of the interrogator.

The circulator (or directional coupler) used in the monostatic test setup should have sufficient isolation
to prevent mutual interference.

4 © ISO/IEC 2021 - All rights reserved
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6.3 Test setup for tag’s Ry sensitivity power measurement under interference

environment

6.3.1 Sub-1GHz wireless communications technologies

This clause defines the test apparatus and test circuits to be used to measure the changed performance
of a DUT under the given interference environment.

The desired interference waveform shall be set to the required operating frequency, amplitude and
modulation techniques by the signal generator (SG).

Tabl
freq

counfry's regulatory authority. Most of these technologies use an operating frequency ban

to 92B MHz, which is one of the industrial, scientific, and medical (ISM) bands.

S). The radio

ency bands of the wireless communications technologies are managed independently by each

] 0f 902 MHz

Figurne 3 and Figure 4 show the test setup arrangements for interference rejectioh measur¢ment:

Table 1 — Key features of sub-1GHz wireless communications technologies (e.g. US)

Max Ty[power
Technologies | Frequency | Modulation rang;e Datarates( )Multi access (without antenna
gain)
MHz m kbps dBm
UMHF RFID 902 to 28 ASK/PSK 10 26,7 to 128 | Freq. Hopping SS 30
15000 to
LoRa 902 to 928 GFSK 0.25to 50 Chirp SS 30
20 000
3000 to
bigFox 902 t0 928 | BPSK/GFSK 0.1 Ultra Narrow 14
10000 Band
Wi-SUN 902 to 928 GFSK 1000 50 to 300 OFDM 13
4-Wave 908.42 GFSK 30 100 N.A. 0
150 to
IEEE[802.11ah | 902t0 928 | PSK/QAM 1000 OFDM 30
347 000

6.3.2

The
sho

Setup of the devices

sensifivity pewer level P ..

est setup shall*be either the bistatic test set-up shown in Figure 3 or the monostatic test setup
in Figure4:The test equipment should be sensitive enough to be able to measure|the tag's Ry

The interference antenna (ANTyp) connected to the signfl generator
should be lecated in a straight line from the opposite side of the DUT. If it is located in other positions,
the information shall be recorded in the test report.

© ISO/IEC 2021 - All rights reserved


https://iecnorm.com/api/?name=149e60e8b49318bc77b0502bed3d383d

ISO/IEC 23200-1:2021(E)

ANTqy
1 | "~ \\
\\\\\ Dintert
TEa Dinterrogator\:; DUT - — 7lilfr7e7r(2112127 ] 3
2. -
ANTgy
Key
1 Tgport
2 Ryport
3 interferef (RF signal generator)
a

Interrogdtor simulator.

Figure 3 — Bistatic test setup for interference rejection measurement

- Dinterrogator | 1)1y, | Disterterence | 4
29 3
Key
1 Typort
2 Ryport
3 circulato
4  interferey (RF signal generator)
a

Interrogdtor simulator.
Figure 4 — Monostatic test setup for interference rejection measurement

The DUT shgll be moudited either on the material with a relative permittivity of approximately 1|or on
the material|provided by the client.

The distancg D shall be at least as defined in Formula (1) to do the measurements in the far|field.
Dinterrogator 15 recommended to be 50 cm or 1 m. On the other hand, D; ;. ference 1S Fecommended to
be 1 m. The Ggg; of the interference ANT or Dj o ference €aN be changed to implement the specific
interference environment required by the client. The information shall be recorded in the test report.

6.3.3 Antenna polarization and requirements

For interference rejection performance tests, a linear or circularly polarized antennas may be used.
It is generally recommended to use a circularly polarized antenna to separate the polarization of the
ANT;yt and ANTryx in the monostatic test setup. For example, the interrogator may be connected to
a RHCP antenna (ANT}ry) while SG may be connected to a LHCP antenna (ANT,yt). Each polarization
has an orthogonal counterpart (vertical and horizontal, RHCP and LHCP). In this case, the circulator (or
directional coupler) can be used to achieve more than 30 dB isolation between Ry mode and Ty mode of
the interrogator.

6 © ISO/IEC 2021 - All rights reserved
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In the bistatic test setup, the ANTy and ANTyy shall be isolated enough to not limit the tag’s Ry
sensitivity power measurement. Furthermore, a wall for absorbing an electromagnetic wave may be
used between the ANT;y and interrogator antennas to eliminate interference waveform affect to the
interrogator antennas.

7 Test procedure

7.1 General description

The stages in the test procedure for interference rejection performance measurement are as follows.

1) Hre-test: Tag’s Ry sensitivity power measurement under non-interference envirgnment. The
reference performance is measured in this stage.
2) Host-test: Tag’s Ry sensitivity power measurement under interference environment.|The desired

interference waveforms are implemented according to client’s requiréments. The changed
erformance is measured in this stage.

H
i
B
3) (alculation: The interference rejection performance is calculated(by an absolute valug of changed
derformance difference.
1

hese steps shall be repeated for 30 randomly selected DUTs:

Figune 5 shows the block diagram of the test procedure.

Step Description Related test setup Measured value

UHF RFID tag’s Rx sensitivity powér
1: Pre-test measurement under Figure 1 or Figure 2 Ppin

non-interference environment
UHF RFID tag’s Rx:sensitivity power
2 : Post-test measurement under interference Figure 3 or Figure 4 P rin uhder int

environment

3 : Calculation

Calculation of interference rejection

per‘formance None PFiRej = | Pmin - Pmin_under_int

Figure 5 — Test procedure

7.2 Tag’s Ry sensitivity power measurement under non-interference environment

7.2.1 Purpose

The purpose of this test is to determine the tag’s Ry sensitivity power P, ;,, which is typically recorded
in dBm.

7.2.2 Testprocedure

For the 860 MHz to 960 MHz frequency band as defined by ISO/IEC 18000-63, the electromagnetic field
strength generated from the TE shall be changed until the tag modulation is detected and it responds.
This test shall be done with a frequency step of 5 MHz, covering from at least 860 MHz to 960 MHz.
However, the frequency range or step may be changed according to each national regulation, application

© ISO/IEC 2021 - All rights reserved 7
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and specific requirements. In this case, the changed TE parameters shall be recorded in the report. For

this test, the

test setup described in 6.2.1 is used.

The tag’s Ry sensitivity power (P,,;,) measurement shall be done by use of the following procedure.

1) The tagis positioned on the test setup specified in Figure 1 and Figure 2.

2) Setthe TE parameters from the client’s requirements. For example, see Table 2.

Table 2 — TE parameters for PFjp.; measurement

Parameter Example
Frequency rgnge Start frequency: 860 MHz
End frequency: 960 MHz
Frequency step 5 MHz

Interrogator|transmit power Minimum: 0 dBm
(without ant¢nna gain) Maximum: 30 dBm
Interrogator[transmit power step 0.1dB

Test commar

d Select - Query - ACK

(Note: Itis suggested to select the minimal possible time T4.)

3) The intg
interrog
tag resp

4)
power. |
expecte

5) The tag’

6) Steps 3)
frequen

7) Repeat{

7.3 Tag'’s

7.3.1 Purj

The purpose

P

min_under_int]

In case the tag response is wrong, then step 3) shall be-repeated with higher interrogator tra

brrogator signals shall be generated and transmitted\ continuously using the TE
ator transmit power shall be increased step by step{for'example, 0,1 dB) until the com
pnse can be measured by the test command definedin Table 2.

h order to reduce the measurement time a binary search using values below and aboxy
1 result may be applied as well.

5 Ry, sensitivity power (P,,;,) shall be ealculated and recoded using the TE.

to 5) shall be repeated by increasing the frequency by a maximum of 5 MHz to the
[y step from 860 MHz to 960MHz.

teps 1) through 6) for the;30 randomly selected tags.
Ry sensitivity power measurement under interference environment

DOSse

of this.test is to determine the tag’s Ry sensitivity power under interference environ
whichis typically recorded in dBm.

The
plete

nsmit
e the

next

ment

7.3.2 Tes

proceaure

The sub-1 GHz interference waveforms shall be generated and transmitted by a signal generator
according to key features of a specific wireless technology. Then, the interferer’s transmit power is to
be increased relative to the desired electromagnetic field at the operating frequencies until the tag can
no longer demodulate the desired generator command.

The setup specified in 6.3.1 shall be used.

The tag's Ry sensitivity power measurement under interference environment (P, ynder int) Shall be

done by use

of the following procedure.

1) The tagis positioned on the test setup specified in Figure 1 and Figure 2.

2) Setthe TE parameters from the client’s requirements described in Table 2.

8
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et the SG parameters from the client’s requirements. For example, see Table 3.

Table 3 — SG parameters for PF ;p.,; measurement

4) 1

5) 1T
inter
tag re

6) I
pows
expe

7) T
8) S

frequency step from 860 MHz to 960 MHz.

9) H

7.4

Parameter Example
Desired interference waveform LoRaWAN
— Centre frequency 920 MHz
— Modulation GFSK
— Bandwidth 500 kHz
— Duty cycle 80 %
— Transmit power (amplitude) 27 dBm
Antenna gain 6 dBi

he SG shall transmit a desired interference waveform according to the condjtions giv

he interrogator signals shall be generated and transmitted continuously irsing the def
fogator transmit power shall be increased step by step (For example;/0.1 dB) until {
sponse can be measured by the test command defined in Table 2(

h case the tag response is wrong, then step 5) shall be repeated'with higher interroga
r. In order to reduce the measurement time a binary search using values below ar
'ted result may be applied as well.

he tag’s Ry sensitivity power (P under int) Shall b&€alculated and recoded using theg

teps 5) to 7) shall be repeated by increasing the frequency by a maximum of 5 MH

epeat steps 1) through 8) for the 30 randomly selected tags.

Test report

bn in Table 3.

ined TE. The
he complete

tor transmit
1d above the

TE.

v to the next

The test report shall provide the Py, value derived in 7.2 and the P, ynder int Value dgrived in 7.3
for egch frequency from 860 MHz to 960 MHz. The interference rejection performance, PFg;, can be
calcullated according to Formula'(2):
PpiRej = I Pmin - Pmin_under_int | (2)
In adflition, the enironment conditions, TE parameters, SG parameters and all these pargdmeters shall
be reforded according to the example in Table 4.
Table 4 — Test report example: Parameters that shall be recorded for this PF;y.; measurement
TitletInterference rejection pprfnrmnnrp (PF'mel)
Mounting material Expanded polystyrene
Test environment
Humidity and temperature Temperature: 23 °C

Humidity: 50 %

RF environment Fully anechoic chamber
Measurement test set-up Bistatic (or monostatic)
- Dinterference: 1m
- Dinterrogator: 0.5m

— Location of ANTy1: opposite direction of tag

Air interface protocol ISO/IEC 18000-63

© ISO/IEC 2021 - All rights reserved
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Table 4 (continued)

TE parameter settings (Interrogator simulator)

10

— Frequency range Start frequency: 860 MHz
End frequency: 960 MHz
— Frequency step 5 MHz
— Interrogator transmit power Minimum: 0 dBm
Maximum: 30 dBm
— Interrogator transmit power step 0.1dB
— Test comprand Seleet—Query—ACK
(Note: It is suggested to select the minimal possiblert\(n}'} 4.
Antenna spdcifications q>) )
Interrogatorjantenna gain 4 dBi r\/'\ ’
— Polarizatjon of interrogator antenna ANTgy: LHCP q/\')
ANT.y: RHCP q:b
ANT gy N/A ,0
Interferer anfenna gain 2 dBi A\\V
— Polarizatjon of ANTy VLP \C)U
Isolation characteristics ,}\\\'
Isolation betjveen ANTy and ANTgy 30 dB Q -
(at carrier fr¢quency) 0
Isolation betfveen ANTyr and ANTyy 30dB ‘\\§\ )
(at carrier fr¢quency) Q)
Isolation betveen ANT |y and ANT gy N/A O
(at carrier fr¢quency) :\Q)$
SG parameter settings r\Q‘
— Centre frpquency \L\y920 MHz
\\U\ Modulation: GFSK modulated CW
— Signal prpfiles . C) Bandwith: 250 kHz
('\@ Duty Ccycle: 95 %
— Transmifpower (Ampli‘tl@v -18 to 6 dBm (Step: 6 dB)
Set-up photq A \§
O
D
\<</C)
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