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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work.
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Introduction

The advent of high-throughput sequencing (HTS) technologies has the potential to boost the adoption
of genomic information in everyday practice, ranging from biological research to personalized genomic
medicine in the clinic. As a consequence, the volume of generated data has increased dramatically
during the last few years, and an even more pronounced growth is expected in the near future.

At the moment, genomic information is mostly exchanged through a variety of data formats, such as
FASTA/FASTQ for unaligned sequencing reads and SAM/BAM/CRAM for aligned reads. With respect to

such formats, the ISO/IEC 23092 series provides a new solution for the representation and compression
of genome se nllmnr‘ing information hy-

— specifyipg an abstract representation of the sequencing data rather than a specific format with its
direct implementation;

— being dgsigned at a time point when technologies and use cases are more mature/This permifs the
addressing of one limitation of the textual SAM format, for which incrementakad-hoc addit{on of
featured followed along the years, resulting in an overall redundant and suboptimal format which
at the same time results not general and unnecessarily complicated;

— normatiyvely separating free-field user-defined information with nowelear semantics fromp the
normatife genomic data representation. This allows a fully interoperable and automatic exclange
of informhation between different data producers;

— allowing multiplexing of relevant metadata information witlr the data since data and metadata are
partitioped at different conceptual levels;

— followinlg a strict and supervised development process which has proven successful in the last
30 year$ in the domain of digital media for the transport format, the file format, the compressed
represemtation and the application program interfaces.

This documgnt provides the enabling technology-that will allow the community to create an ecosystem
of novel, intdroperable solutions in the field of-\genomic information processing. In particular, it offers:

— consistent, general and properly designed format definitions and data structures to store sequepcing
and alighment information. A robust framework which can be used as a foundation to implgment
differenf compression algorithms;

— speed and flexibility in the Selective access to coded data, by means of newly designed data clustering
and optimized storage methodologies;

— low latejncy in data“transmission and consequent fast availability at remote locations, bas¢d on
transmifsion pretgcols inspired by real-time application domains;

— built-in privdcy-and protection of sensitive information, thanks to a flexible framework which afllows
customi'Fable secured access at all layers of the data hierarchy;

— reliability of the technology and interoperability among tools and systems, owing to the provision
of a normative procedure to assess conformance to the standard on an exhaustive dataset;

— support to the implementation of a complete ecosystem of compliant devices and applications,
through the availability of a normative reference implementation covering the totality of the
specification.

The fundamental structure of the ISO/IEC 23092 series data representation is the genomic record. The
genomic record is a data structure consisting of either a single sequence read, or a paired sequence
read, and its associated sequencing and alignment information; it may contain detailed mapping and
alignment data, a single or paired read identifier (read name) and quality values.
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Without breaking traditional approaches, the genomic record introduced in the ISO/IEC 23092 series
provides a more compact, simpler and manageable data structure grouping all the information related
to a single DNA template, from simple sequencing data to sophisticated alignment information.

The genomicrecord, although itis an appropriate logic data structure for interaction and manipulation of
coded information, is not a suitable atomic data structure for compression. To achieve high compression
ratios, it is necessary to group genomic records into clusters and to transform the information of the
same type into sets of descriptors structured into homogeneous blocks. Furthermore, when dealing
with selective data access, the genomic record is a too small unit to allow effective and fast information
retrieval.
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Figure 1 — Access units, blocks and genomic records
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Figure 2 — High-level data structure: datasets and-dataset group

A dataset is p coded data structure containing headers and one/or more access units. Typical datlasets
could, for example, contain the complete sequencing of an individual, or a portion of it. Other daffasets
could contaip, for example, a reference genome or a subset ofits chromosomes. Datasets are grouped in
dataset groups, as shown in Figure 2.

A simplified|diagram of the dataset decoding processi§’shown in Figure 3.
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Figure 3 — Decoding process

The International Organization for Standardization (ISO) and International Electrotechnical
Commission (IEC) draw attention to the fact that it is claimed that compliance with this document may
involve the use of a patent.

[SO and IEC take no position concerning the evidence, validity and scope of this patent right.
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The holder of this patent right has assured ISO and [EC that he/she is willing to negotiate licences under
reasonable and non-discriminatory terms and conditions with applicants throughout the world. In this
respect, the statement of the holder of this patent right is registered with ISO and IEC. Information may
be obtained from the patent database available at www.iso.org/patents.

Attention is drawn to the possibility that some of the elements of this document may be the subject
of patent rights other than those in the patent database. ISO and IEC shall not be held responsible for
identifying any or all such patent rights.
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Information technology — Genomic information
representation —

Par

t 3:

Metadata and application programming interfaces (APIs)
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document specifies information metadata, auxiliary fields, SAM interopérability
Hata and programming interfaces of genomic information. It defines:

hetadata storage and interpretation for the different encapsulation levels as
50/1EC 23092-1 (in Clause 6);

rotection elements providing confidentiality, integrity and<{privacy rules at t
ncapsulation levels specified in ISO/IEC 23092-1 (in Clause 7);

ow to associate auxiliary fields to encoded reads (in Clause 8);

hechanisms for backward compatibility with existing SAM content, and exportation t
n Annex C);

hterfaces to access genomic informationk:coded in compliance with ISO/IEC 2
50/1EC 23092-2 (in subclause 8.1).
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IETF, PKCS #1: RSA Cryptography Specifications Version 2.2, November 2016, Available: |

Jetf.org/html/rfc8017
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ttps://tools

IETF, PKCS #5: Password-Based Cryptography Specification Version 2.1, January 2017, Available:
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://tools.ietf.org/html/rfc2898https://tools.ietf.org/html/rfc8018

IETF, Advanced Encryption Standard (AES) Key Wrap Algorithm, September 2002, Available: https://

tools.

ietf.org/html/rfc3394

W3(C, XML Path Language (XPath), Version 1.0, 16 November 1999, Available: https://www.w3.org/TR/
xpath-10/

IEEE, 754-2008, IEEE Standard for Floating-Point Arithmetic, August 2008, Available: https://ieeexplore
Jeee.org/document/4610935

© ISO/IEC 2020 - All rights reserved


http://docs.oasis-open.org/xacml/3.0/xacml-3.0-core-spec-cs-01-en.pdf
http://docs.oasis-open.org/xacml/3.0/xacml-3.0-core-spec-cs-01-en.pdf
https://tools.ietf.org/html/rfc8017
https://tools.ietf.org/html/rfc8017
https://tools.ietf.org/html/rfc2898
https://tools.ietf.org/html/rfc2898
https://tools.ietf.org/html/rfc3394
https://tools.ietf.org/html/rfc3394
https://www.w3.org/TR/xpath-10/
https://www.w3.org/TR/xpath-10/
https://ieeexplore.ieee.org/document/4610935
https://ieeexplore.ieee.org/document/4610935
https://iecnorm.com/api/?name=8f9776d2d1f6b5a2f5b1914299d1a6d5

ISO/IEC 23092-3:2020(E)

3 Terms and definitions

For the purposes of this document, the terms and definitions in ISO/IEC 23092-1 and ISO/IEC 23092-2
and the following apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

31
BAM
compressed |pinary version of SAM

3.2
dataset gropp
collection offone or more datasets

Note 1 to entyy: Which information is represented varies depending on the genomic information representption.

4 Abbreviated terms

AU qccess unit

AUC qccess unit contiguity

DSC escriptor stream contiguity

EBI uropean Bioinformatics Institute

EGA uropean Genome Archive

ENA uropean Nucleotide Archive

LSB east significant bit

NCBI National Center for Biotechnology Information
SRA s$equence read archjve

URN finiform reseurce name

5 Conventions

5.1 Characterencoding

The implementation of the specifications described in this document shall use UTF-8 character
encoding.

5.2 Syntax functions and data types

The functions presented here are used in the syntactical description. These functions are expressed
in terms of the value of a bitstream pointer that indicates the position of the next bit to be read by the
decoding process from the bitstream.

2 © ISO/IEC 2020 - All rights reserved
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byte_aligned( ) is specified as follows:

— Ifthe current position in the bitstream is on a byte boundary, i.e., the next bit in the bitstream is the
first bitin a byte, the return value of byte_aligned( ) is equal to TRUE.

— Otherwise, the return value of byte_aligned( ) is equal to FALSE.

read_bits( n ) reads the next n bits from the bitstream and advances the bitstream pointer by n bit
positions. When n is equal to 0, read_bits( n ) is specified to return a value equal to 0 and to not advance
the bitstream pointer.

Size(array_name[]) returns the number of elements contained in the array named array_name.

The fpllowing data types specify the parsing process of each syntax element:

— f[n): fixed-pattern bit string using n bits written (from left to right) with the left bitfirst| The parsing
rocess for this data type is specified by the return value of the function read-bits(n )|

— sft(v): null-terminated string encoded as universal coded character set (UES) transmisgion format-8
(UTF-8) characters as specified in ISO/IEC 1064 6. The parsing process-is specified as follows: st(v)
egins at a byte-aligned position in the bitstream and reads and returns a series of byjtes from the
itstream, beginning at the current position and continuing up{6-but not including the next byte-
ligned byte that is equal to 0x00, and advances the bitstream pointer by ( stringLength + 1) * 8 bit
fositions, where stringLength is equal to the number of bytes returned.

OTE The st(v) syntax data type is only used in this-document when the current ppsition in the
itstream is a byte-aligned position.

oz

n): signed integer using n bits. When n is "vi\in*the syntax table, the number of bits varies in a
hanner dependent on the value of other syntax elements. The parsing process for this data type
b specified by the return value of the funetion read_bits( n ) interpreted as a two's|complement
teger representation with most significant bit written first.

— e e

— U(n): unsigned integer using n bits..When n is "v" in the syntax table, the number of bits varies in a
manner dependent on the value of other syntax elements. The parsing process for thid data type is
specified by the return value of'the function read_bits( n ) interpreted as a binary reprg¢sentation of
an unsigned integer with most significant bit written first.

— fB2: 32 bit single precision floating-point as specified by IEEE 754-2008.
— fp4: 64 bit double phecision floating-point as specified by IEEE 754-2008.

— dn): sequence‘ef n ASCII characters.

5.3 |[Graphie¢/notations

The rfotation -> (arrow) is used in this document to indicate the access to a member of a dar:a structure.

The notations | |= are used in this document to indicate the bitwise OR operation and assignment
respectively.a |= bisequivalenttoa = a | b.

The notations s s= are used in this document to indicate the bitwise AND operation and assignment
respectively. a &= bisequivalenttoa = a &« b.

The notation return _error ()is used in this document to indicate that the decoding process has to stop
due to a decoding error which cannot be handled.

The notation continue is used in this document within for and while statements to signal that the
process shall continue to the next iteration without executing any further statement in the current
iteration.

© ISO/IEC 2020 - All rights reserved 3
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The notation * (ptr) is used in this document to access the data/value in the memory that the pointer
ptr points to - the contents of the address with that numerical index. The operator * is said to dereference

the pointer p

6 Inform

tr.

ation metadata

6.1 General

This clause defines a minimum core set of metadata elements, which users and applications can then
extend by including extra information elements. Metadata sets are specified for dataset groups,

datasets an
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Extensions t
identifier of
semantics of

Metadata pr
document. A
sets specifig
specification
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set of new el

The rest of ¢
dataset met4
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Compressed
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node is Data
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element taking the place of'the element any in the schema. Additionally, for extensions belonging {

dataset groy
indicates if {
resource dog

6.3 Refer

D

ofiles are specific subsets of metadata sets specified using mechanlisms provided i

references, as specitied 1n ISO/TEC 2Z3092-T. The structure of these metadata sets and
pecified using XML v1.1.

(i.e., new elements for) the metadata sets specified in this clause are represented w
he extension type in the form of a URI, a value and a pointer to a resource documentir
the extension type.

metadata profile specified in this document may correspond (to well-known met
d or used out of the ISO/IEC 23092 series, such as those inCENA or EGAMI and

auses specify dataset group metadata (subclause®:2), reference metadata (subclause
idata (subclause 6.4), extensions (subclause 6.6)dand profiles (subclause 6.7).

et group metadata

dataset group metadata are stored.within the pG metadata value element of thg
x (with key dgmd), as specified in ISO/IEC 23092-1. The decoding process of DG _meta
fified in Clause 9. The output of the decoding process is an XML document, where thé
betGroup. Annex A.1 provides the XML schema for a decoded dataset group metadata,

e identifier of the extension, and a link to a resource documenting the interpretat
pn. In the XML schema, this is translated as an element with three child element
L (of type URI), the)Documentation (of type URI) and the value which is represented :

p, the Boolean element 1nheritable (as specified in Annex A.1) of the extension ele
he extension is only relevant to the dataset group, or if the dataset also inherits if
umentation can be human readable, and the extensions parsing is not required.

pncé metadata

their

th an
1g the

h this
hdata

NCBI

sl2], as examples. This allows easy interoperability with already existing systems. A
pfile includes a subset of (or all) core elements described-in subclauses 6.2 and 6.4,
ements specified with the extension mechanism specified in subclause 6.6.

and a

6.3),

b DG_
Hata
® root

y introduced in subclause 6.1, an extensions type is the combination of three elements:

on of

5: the
1s the

o the
ment
. The

Compressed reference metadata are stored within the reference metadata box, as specified in
ISO/IEC 23092-1, in the reference metadata value field. Clause 9 specifies the decoding process of
reference metadata value.The outputofthe decoding processisan XML document, with a root element
Reference. Annex A.4 provides the related XML schema. Table 1 specifies the semantics of the fields.

Table 1 — Semantics of reference sequence’s fields

Tag name

Description

length

Length in base pairs? of the sequence

a

In this document, "base" or "base pair” is used as a synonym for "nucleotide".
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Table 1 (continued)
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Tag name Description

alternative_locus_location

The sequence is an alternative locus from an unknown region.

indicates the start and end position of the alternative locus.

element chromosome name identifies on which chromosome the
sequence has an alternative locus. If present, a child element position

A child

alternative_sequence_name

List of alternative names

genome_assembly_identifier

Genome assembly identifier

description Human readable textual description
Spec. ) }\JGIIIL Uf thb JlJ\.\.;\.D
URI URI of the sequence

a

I this document, "base" or "base pair” is used as a synonym for "nucleotide”.

6.4

Comy
(marked as dtmd), as specified in ISO/IEC 23092-1. Clause 9 specifies the decoding pr
metad
root.
the ¢
then

Table

Dataset metadata

ressed dataset metadata are stored within the DT metadata valué)field of the pr o

ata_value. The output of the decoding process is an XML doguiment with an elemern
Annex A.2 provides the XML schema for dataset metadata. Adataset metadata elemen
brresponding element whose values differ from the one.indicated at the dataset gro
bw value in the dataset is a specialization of the value at:the dataset group level).

Jhas(): the function returns true if the elementhas a child element with an unqualified
t the parameter given, and false otherwisée

.get(): the function returns the contentof the child element with an unqualified name
arameter given, as an array of chardéters

.getElement(): the function rettitns the content of the child element with an unqualifiec
tp the parameter given

.getByIndex(): the functien returns the content of the ith child element with an unqu
qual to the first parameter given and i equal to the second parameter given, asan array

.getEncoding(): the function returns the content of the element as an array of characte

.$et(): the funetion sets the content of the child element with an unqualified name equ
arametér given, to the array of characters given as the second parameter

.4dd(J):)the function creates a new child element with an unqualified name equal

etadata box
pcess of DT
t Dataset as
toverwrites
up level (i.e.,

2 defines the process to obtain the dataset metadata with inherited elements. In this table, the
following notations are used:

name equal
equal to the
| name equal
alified name
bf characters

'S

h1 to the first

to the first

drameter given, and a content equal to the second parameter. The created element is

appended to

the content of the current element.

.getNumber(): the function returns the number of child elements with an unqualified n
the parameter given.

Table 2 — Decoding process of dataset metadata

ame equal to

datasetMetadataWithInheritance
if

datasetMetadata
)

(!datasetMetadata.has (“Type”)

datasetMetadataWithInheritance.set (

“Type/,,
datasetGroupMetadata.get (“Type”)
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}
if

}
if
datasetM

Table 2 (continued)

(!datasetMetadata.has (“Abstract”)) {
datasetMetadataWithInheritance.set (

“Abstract”,

datasetGroupMetadata.get ("Abstract”)

(!datasetMetadata.has (“ProjectCentre”)) {

ftadataWithInh

ritanco . .sot (

“Proje

datase

}
if

“Descr

datase

}

if (!datase

datase

}

extensions
for (1i=0; 1

extensiof

“Sampl¢s

extensions|=
ataset =

< extensions.getNumber (“Extiension”) ;

typeExtemsion =

tCentre”,

GroupMetadata.get (“projectCentre”)

(!datas¢tMetadata.has (“Description”)) {
datasetM¢tadataWithInheritance.set (
lption”,

GroupMetadata.get (“Description”)

[Metadata.has (“Samples”)) {
datasetM¢tadataWithInheritance.set (

”
’

GroupMetadata.get (“Samples”)

datasetGroupMetadata.getElement(“"Extensions”)
datasetMetadata.getElement ("Extensions”)
i4+4) {

= extensions.getByIndex\“Extension”, 1i)

extension.getA"Type”)

}

}

if (extefpsion.get (“Inheritable”) == “true”) {
continge
}
found = false
for (j=0; | j< extenGiensDataset.getNumber (“Extension”); Jj++) {
extensjonDataset = extensionsDataset.getByIndex (“Extension”, 7j)
typeExtensfonbDataset = extensionDataset.get (“Type”)
if( typeBExtension == typeExtensionDataset) {
found = true
break

i1f (! found) {

extensionsDataset.add (“Extension”,

extension.getEncoding())

After executing the inheritance process, the extensions are ordered in the alphabetical order of their

Type element.
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For example, one can have datasets for patients A, B and C; therefore the dataset group metadata
includes a list of samples representing A, B and C. The datasets then provide only one sample
description (respectively of A, B or C). The base set of elements in the dataset metadata is the same as
for the dataset group, but the elements are not mandatory (so there is no need to repeat them), since by
default their values are considered equal to the values indicated in the dataset group. This is always the
case for the values belonging to the core set, or by default for the extensions except for those cases that
have the inheritance parameter (element named Inheritable in the definition of the extension type in
Annex A.1) set to false.

As in the case of the dataset group metadata, Annex A.2 provides the resulting schema.

Also
wher

6.5

The

plain
elemg
infor

sinthe case ofthe dataset group, the extension mechanismis available toinclude ne

E necessary. See subclause 6.6.2 on extensions for an example in the case of datasef

Metadata protection

schemas defined in Annexes A.1 and A.2 include choices to either previde certa
Fext or encrypted content. The encrypted content shall be such that after decryption
nt is obtained which is valid according to the schemas, but which does not contain ar
mation. The mechanism to transmit the knowledge of the keys’shall be establis

w attributes
etadata.

in values as
, a metadata
1y encrypted
hed through

another channel.

No cqll to functions specified in 10.3.7 may return encrypted eonitent.

The 4
No c3

chemas defined in Annexes A.1 and A.2 allow for the signature of the metadata or parts thereof.
11 to functions specified in 10.3.7 may return contentfor which the signature could nof be verified.

6.6 |Mechanism for extensions of the metadata set

6.6.1] General

This
(data

subclause provides a mechanism {6t adding new elements to the different core metadata sets

et group and dataset levels).

An ejtended element consists of:

n information type identifier (provided in the form of a URI),

value,

ocumentation, (provided in the form of a URI).

In the¢ case of'extensions at the dataset group level, a third value, the inheritance flag of t
is optionally-present. If not present, the default value is True. If the flag is set to True, the
exter]sion.s inherited by the datasets belonging to the dataset group. If the flag is set to Fa
only applies to the dataset group.

ype Boolean,
value of the
se, the value

Annex A.1 defines the extension schema. Using extensions, the core metadata sets can be adapted
to multiple use cases. This document defines profiles (see subclause 6.7), which rely on well-known
extensions, defined in this document and for which the URI pointer is known. To be compliant with a
profile specified in this document, a tool shall implement the list of extensions included in the profile.

At the end of the decoding process, the extensions have to be ordered in growing lexicographic order
based on the information type identifier.

This subclause presents examples of datasets using the concept of label specified in ISO/IEC 23092-1.
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6.6.2 Example for dataset metadata extensions

ISO/IEC 23092-1 introduces the concept of dataset 1abel, which supports the identification of one or
more genomic intervals and the related data classes with a single identifier. Labels are not conceived to
provide detailed documentation of the identified genomic regions. Table 3 shows how to associate an
ontology term to a label.

Table 3 — sample metadata extended with a 1ave1 linked to an ontology

Field name Field type Mandatory
Label name st(v) Yes
Ontology term URN Yes

6.6.3 Example for obfuscating labels

In case the
ways to obfy

abel name is considered sensitive information to be protected, this document spe
scate label names. One solution is to provide an extension to the metadata, which pro

a translation between the obfuscated name and the real name. Using XML enCryption, the accg

the sensitivd
multiple labg

information can be restricted. Annex B.5 provides a schema for(the extension suppq
bls obfuscation where a transmitted label name is translated te.d non-obfuscated one

6.6.4 Example for obfuscating sequences

In order to 1

In order to hide this piece of information, it is necessary to.@bfuscate the sequences. One solut

then to proy
sequence na
encryption.
where a trar
position.

ide an extension to the metadata, which provides a translation between the obfus
me and the real name. Access to the sensitive.information can then be restricted using
Annex B.5 provides a schema for the extension supporting multiple sequence obfusc
smitted sequence name is translated to‘@non-obfuscated one, and the real sequence

6.7 Metadata profiles

6.7.1 Gen

Profiles are
Subclause 6.

bral

specific metadata extension sets. Subclause 6.6 provides the mechanism to specify
/.2 provides a foymalized profile.

A profile co
as the one d
Additional p

A profile ing

'responds tota .Well-known metadata set. Profiles ares specified in this document,
efined to sipport the Run sets of the SRA (Sequence Read Archive) schema version
Fofiles may be specified following the mechanisms defined in this document.

ludes a subset of (or all) the core elements described in this document, and a set o

cifies
vides
SS to
rting

haintain privacy, it can be necessary to hide which genomic region an access unit majps to.

on is
cated
XML
ation
start

them.

such
1,501,

[ new

elements spq

cified with the extension mechanism (see subclause 6.6).

The metadata schemas Annexes A.1 and A.2 define the attribute profile in the dataset group and
dataset metadata XML element, to define the profile being used. The profile is identified with a URI. In
case no profile is active, the attribute is not used.

6.7.2 Example of metadata profile — Run

The ISO/IEC 23092 series dataset metadata shares characteristics with both the concepts of run and
analysis as used by EGAI3l. This series profile provides interoperability with the existing metadata
schemas, such that an ISO/IEC 23092 series dataset is interoperable with an EGA run element.

This profile is identified with the URIL: “urn:mpeg:mpeg-g:metadata:profile:ega:run”.
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To be compliant with the profile, the following extension shall be present at the dataset group
metadata level

— One extension with an element studyExtension with a type URI “urn:mpeg:mpeg-g:metadata:exten
sion:ega: Study".

To be compliant with the profile, the following extensions shall be present at either the dataset group
metadata level (shall be marked as inheritable), or the dataset metadata level:

— One extension with an element ExperimentExtension with a type URI “urn:mpeg:mpeg-g:metadata:

. . ”
extension:ega:Experiment .

— (One extension with an element RunExtension with a type UR[ "uxn|:mpeg:mpeg-
g:metadata:extension:ega:Run”.

Each|Sample metadata shall have one extension with an element SampleExtension” with a type URI
“urn:mpeg:mpeg—g:metadata:extension:ega:Sample"

Furthermore, to be compliant, the following restrictions have to be observed:
— description element in the Dataset Group metadata schema is mandatory;
— the TaxonlID shall be present and equal to 9096 (human).

The dontents of srRA. common. xsd and SRA. run.xsd can be found\in’ Reference [1].

This profile extends the MPEG-G Dataset core metadatd to match the Run schema used py EGA. The
file element from SRA’s run metadata schema is not needed in MPEG-G because the metadiata is placed
within the element it refers to.

6.7.3| Example of metadata profile — Genomic data commons

The genomic data commons (GDC) classifiés the information in projects, which contain the|information
of myltiple cases, represented as a collection of files of different types.

The ISO/IEC 23092 series dataset group shares characteristics with the GDC projects. From all types
of information stored in the GDE;repository, the ISO/IEC 23092 series only supports raw sequencing
analysis. Therefore, the metadata profile designed to allow interoperability between GDC and the
ISO/IEC 23092 series only supports that data element from the core metadata.

If the| GDC metadata ptofile is active, the dataset group is considered equivalent to the GD(’s project.
This profile is identified with the URI: “urn:mpeg:mpeg-g:metadata:profile:gdc”.
When this profile is active, the following extensions are required:

— One extension of type ProjectsExtensionType as specified in Annex A.1, identified with a type URI
“hPnvipeg:mpeg-g:metadata:profile:gdc:ProjectsExtensionType”, listed in the dqtaset group
metadata extensions specified in ISO/IEC 23092-1.

— One extension of type CaseExtensionType as specified in Annex A.2, identified with a type URI
“urn:mpeg:mpeg-g:metadata:profile:gdc:CaseExtensionType’, listed in the dataset metadata
extensions specified in ISO/IEC 23092-1. Alternatively, the extension can be provided as an
inheritable extension in the dataset group metadata extensions list.

— One extension of type ClinicalExtensionType as specified in Annex A.2, identified with a type URI
“Urn:mpeg:mpeg-g:metadata:profile:gdc:ClinicalExtensionType’, listed in the dataset metadata
extensions specified in ISO/IEC 23092-1. Alternatively, the extension can be provided as an
inheritable extension in the dataset group metadata extensions list.

To be compliant with profile “urn:mpeg:mpeg-g:metadata:profile:gdc” all UUID elements shall be
present, either in plaintext or encrypted form.
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7 Protection metadata

7.1 General

ISO/IEC 23092-1 defines gen_info structures supporting the protection of the genomic information at
different layers of the hierarchy, namely the elements dgpr, dtpr, aupr, and dspr, protecting the dataset
group, dataset, descriptor stream and access unit respectively as shown in Table 4. These gen_info
structures provide information to implement data protection in terms of confidentiality (encryption),
integrity verification (digital signature) and privacy rules enforcement. Such information is coded in
the form of XML documents as specified in Table 4.

This clause if divided into the three main aspects of protection: encryption, privacy rules and integrity.
The protectipn of specific elements in the metadata is specified in clause 6.5.

Table 4 — Content of the protection boxes specified in ISO/IEC 23092-1

Content df the gen_info Key Value
structure specified in
ISO/IEC 23092-1

DG_protectjon value dgpr coded representation of the XML document specified in A.3.

The decoding process to retrieve the XML document from the c¢ded
representation is specified in Clairse 9.

DT_protection value dtpr coded representation of the XM document specified in A.4.

The decoding process toretrieve the XML document from the c¢ded
representation is specified’in Clause 9.

AU_protectjon value aupr coded representationof the XML document specified in A.5.

The decoding process to retrieve the XML document from the c¢ded
representatioiis specified in Clause 9.

DS_protection value dspr coded representation of the XML document specified in A.6.

The deeoding process to retrieve the XML document from the c¢ded
representation is specified in Clause 9.

7.2 Encryption of gen_info elements and blocks

7.2.1 General

This subclayse specifies how the encryption parameters convey the protection information of [some
of the gen_ilnfo elements’specified in ISO/IEC 23092-1. A protection gen info structure suppqrting
coded data protectignyconveys the information on encryption applied to some of its sibling boxefs and
other gen_iffo structures supporting the protection of a layer immediately below. This infornjation
is representgd with a list of EncryptionParameters elements (of type EncryptionParametersTyge) as
specified in Ahnéx A.3.

7.2.2 EncryptionParameters carried in dataset group protection

Any number of EncryptionParameters elements can be present in the dataset group protection box and
shall use one of the following URIs for the encryptedrocations attribute, where each URI refers to a specific
gen_info box as specified below (text within curly brackets, including the curly brackets themselves, shall
be replaced by some alphanumeric sequence compliant with the description of each entry).
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7.2.2.

7.2.2.

ISO/IEC 23092

1 URIsforgen info boxes
1.1 URIs structure for gen info boxes

1.1.1 General

The following URIs shall correspond to specific gen_info boxes:

refmeta/{id}
metadata
dataset/{id}/protection

-3:2020(E)

7.2.2

This |
subcl
[SO/I1
refeq
currd

1.1.2 URI refmeta/{id}

JRI shall correspond to all but the two first bytes of the va1ue field (defined in ISQAEC 2
ause 6.3) of the gen info structure with key “rfmd” (i.e. reference metadata
£C 23092-1:2019, subclause 6.5.1.4, the two bytes corresponding to values dataset g
ence_1D), identified by the field reference 1D, and which is stored in the.same dataset
nt dataset group protection. Table 7 describes the type and semantics ¢f the paramete

Table 5 — Type and semantics of parameters of the'URI refmeta/{id}

3092-1:2019,
defined in
roup ID and
group as the
r of the URI.

Par

ameter Semantics

Type

id

ID of the reference metadata to which the URI correspond.
sponds to reference ID‘defined in ISO/IEC 23092-1:2019

unsigned integer

t corre-
Table 13

7.2.2

This |
of th
subcl

7.2.2
This

1.1.3 URlmetadata

e gen_info box with key “dgmd” (i.e. dataset group metadata defined in ISO/IEC 2
puse 6.5.1.6), stored in the same dataset'group as the current dataset group protectia

1.1.4 URl dataset/{id} /protection

URI shall correspond to the bytes of the the vaiue field (defined in ISO/IEC 2

subcl

the

ause 6.5.3.5) of the ,gen_info box with key “dtpr” (i.e. dataset protection
C 23092-1:2019, subclause 6.5.2.4), stored in the dataset identified by dataset T

1SO/1
belol\JEgs to the current dataset group. Table 10 describes the type and semantics of the j

RI.

Table 6~ Type and semantics of parameters of the URI dataset/{id}/protec

JRI shall correspond to the bytes of the va1uefield (defined in ISO/IEC 23092-1:2019, syibclause 6.3)

3092-1:2019,
n.

3092-1:2019,
defined in
, and which
arameter of

Fion

Pai

ameter Semantics

Type

id

unsigned integer Identifier of the dataset to which the dataset protection to

trieved belongs. It corresponds to the field dataset IDde

]

fined in ISO/

ere-

IEC 25092-1:2019, Table 19.

7.2.2

.1.2 URIs processing

The EncryptionParameters elements with either one of the URIs listed above shall adhere to the
following rules:

— the 1v element shall be present;

— the TaG element shall be present if the cipher is used in GCM mode (as described in Table 14);

— the configurationID attribute shall not be present.

The ciphertext of the gen_info boxes identified by the URIs specified in this subclause shall be decrypted
using the process specified in 7.2.5.1.

© ISO/IEC 2020 - All rights reserved
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7.2.3 EncryptionParameters carried in dataset protection

7.2.3.1 General

Any number of EncryptionParameters elements can be present in the dataset protection box and shall
use one of the URIs defined in 7.2.3.2 or in 7.2.3.3 for the encryptedlLocations attribute, where each
URI refers either to a specific gen_info box or to a collection of access units as specified below. These
URIs can contain some placeholders identified by a text enclosed in curly brackets. These placeholders
(including curly brackets) shall be replaced by an alphanumeric value as specified below.

7.2.3.2 URIsfor gen info boxes
7.2.3.2.1 URIs structure for gen info boxes

7.2.3.2.1.1 | General

The following URIs shall correspond to specific gen info boxes:

—

pars/{id
metadatal
descstream/{classId}/{descriptorId}/protection
au/{auType}/{sequenceName}/{accessUnitId}/protection
au/unalilgned/{accessUnitId}/protection

7.2.3.2.1.2 | URI pars/{id}
This URI shall correspond to the bytes of the element“‘encoding parameters()” (defingd in
ISO/IEC 230P2-1:2019, Table 23) in the gen_info with key<‘pars” (i.e. dataset parameter set defirled in

ISO/IEC 230p2-1:2019, subclause 6.5.2.5), stored in the $ame dataset as the current Dataset Proteftion,
identified byl descriptor1d. Table 7 describes the type@nd semantics of the parameter of the URI.

Table 7 — Type and semantics of parameters of the URI pars/{id}

Parameter Type Semantics

parameterd unsigned integer IP of the encoding parameters to which the URI correspond| It
corresponds to parameter set ID defined in ISO/IEC 23092t
1:2019, Table 23.

7.2.3.2.1.3 | URI netadata

This URI sha]l correspondte the bytes of the value field (defined in ISO/IEC 23092-1:2019, subclausk 6.3)
of the genJinfo boxiawith key “dtma” (i.e. dataset metadata defined in ISO/IEC 23092-1{2019,
subclause 6.p.2.3), stored in the same dataset as the current dataset protection.

7.2.3.2.1.4 | URI descstream/{classId} /{descriptorId}/protection

This URI shall correspond to the bytes of the value field (defined in ISO/IEC 23092-1:2019, subclause 6.3)
of the gen_info box with key “dspr” (i.e. descriptor stream protection defined in ISO/IEC 23092-1:2019,
subclause 6.6.4.3), stored in the same dataset as the current Dataset Protection, identified by class1d
and descriptor1d. Table 8 describes the type and semantics of the parameters of the URI.

Table 8 — Type and semantics of parameters of the URI descstream/{classId}/{descriptorId}/

protection
Parameter Type Semantics
classId unsigned integer ID of the class to which the URI correspond. It corresponds to the
field class 1D defined in ISO/IEC 23092-1:2019, Table 33.
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Table 8 (continued)
Parameter Type Semantics
descriptorld unsigned integer ID of the descriptor to which the URI correspond. It corresponds to
the field descriptor 1D defined in ISO/IEC 23092-1:2019, Table 33.

7.2.3.2.1.5 URI au/{auType}/{sequenceName}/{accessUnitId}/protection

This URI shall correspond to the bytes of the the value field (defined in ISO/IEC 23092-1:2019,
subclause 6.5.3.5) of the gen_info box with key “aupr” (i.e. access unit protection) stored in the access
unit, stored in the same dataset as the current Dataset Protection, identified by auType, sequenceName

and 4

ccessUnitId. 1able 15 describes the type and semantics of the parameters oI the URI

Table 9 — Type and semantics of parameters of the URI au/ {auType} / { seGuehcel
{accessUnitId}/protection

Name}/

Rarameter Type Semantics

auType unsigned integer Identifier of the class to which the URI correspond. It cofresponds to
the field class 1D defined in ISO/FEC23092-1:2019, Tahyle 25. The
value shall be greater or equal than1 and strictly less than 6.

sequenceName st(v) Textual identifier of the referénce sequence the access unfit to which
the access unit protection to-be retrieved is mapped to. I[tfcorresponds
to sequence name specified in ISO/IEC 23092-1:2019, Tqble 10.

accepsUnitId unsigned integer Identifier of the access'unit to which the access unit profection to
be retrieved belofigs: It corresponds to the field access|unit ID
defined in ISO/AEC23092-1:2019, Table 25.

7.2.312.1.6 URI au/unaligned/{accessUnitId}/protection

This |URI shall correspond to the bytes of“the the vaiue field (defined in ISO/IEC 2B8092-1:2019,

subclpuse 6.5.3.5) of the gen_info box with key “aupr” (i.e. access unit protection) stored |n the access

unit, [stored in the same dataset as the: current Dataset Protection, for which the associgted au type

defined in ISO/IEC 23092-1:2019, Table 25 is equal to the parameter accessunitid provided. Table 10

descijibes the type and semantics'of the parameter of the URI.

Fable 10 — Type and'semantics of parameters of the URI au/unaligned/{accessUpitId}/
protection
Rarameter Type Semantics

accepsUnitId unsigned integer Identifier of the access unit to which the access unit profection to
be retrieved belongs. It corresponds to the field access|unit ID
defined in ISO/IEC 23092-1:2019, Table 25.

7.2.312:2” URIs processing

The EncryptionParameters elements with either one of the URIs listed above shall adhere to the
following rules:

— the 1v element shall be present;

— the Tac element shall be present if the cipher is used in GCM mode (as described in Table 14);

— the configurationD attribute shall not be present.

The ciphertext of the gen_info boxes identified by the URIs specified in this subclause shall be decrypted
using the process specified in 7.2.5.1.

© ISO/IEC 2020 - All rights reserved
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7.2.3.3 URISs for collection of access units
7.2.3.3.1 URISs structure for access units

7.2.3.3.1.1 General

The following URIs shall correspond to collections of access units:

genomic region/{auType}/{sequenceName}/{start}/{end}
unaligned/{signature}
unaligned/{signature}

7.2.3.3.1.2 | URI genomic_region/{auType}/{sequenceName}/{start}/{end}

This URI shall correspond to access units containing at least one read mapping between‘\start and
end (includefl) on the reference sequence identified by sequenceName. Table 11 describes the typg and
semantics of the parameters of the URI.

Table 11 — Type and semantics of parameters of the URI genomic regich/{auType}/
{sequenceName}/{start}/{end}

Parameter Type Semantics
auType unsigned integer equal |Type of access units to be retrieved. When set to 0, all access
or greater than 0 and units having aU_type (as specified in ISO/IEC 23092-1:2019,
less than 6 Table 25) less than 6 shall be retrieved.
sequenceNathe st(v) Textual identifier of théyeference sequence the access units fo

be retrieved are mapped to. It corresponds to sequence nanje
specified in [SO/IEE 23092-1:2019, Table 10.

start unsigned integer Left-most position of the interval to be considered for access
units retrieval: It shall be less than or equal to end.

end unsigned integer Right-mest position of the interval to be considered for acceqs
units.fétrieval. It shall be greater than or equal to start.

7.2.3.3.1.3 | URI unaligned/{signature}

This URI sha]l correspond to access units having au_type (as specified in ISO/IEC 23092-1:2019, Tabje 25)
equal to 6 alpd at least one of the U cluster signature fields (specified both in ISO/IEC 23092-142019,
Table 25 and in Table 31) matching the value of signature.Table 12 describes the type and semadntics
of the paranjeter of the URI,

Tahle 12 — Type and semantics of parameters of the URI unaligned/{signature}

Parameter Type Semantics

signature st(v) Atleastone of the U_cluster signature fields (specified both in ISP/
IEC 23092-1:2019, Table 25 and in Table 31) of the retrieved access uiits
shall match this value.

7.2.3.3.1.4 URIlabel_selection/{labelld}
This URI shall correspond to access units containing at least one read mapping in at least one of

the genomic regions listed in the label identified by 1ave11d as specified in ISO/IEC 23092-1:2019,
subclause 6.5.1.5.4. Table 13 describes the type and semantics of the parameter of the URI.

Table 13 — Type and semantics of parameters of the URI 1abel selection/{labelId}

Parameter Type Semantics

labelIld unsigned integer |Identifier of the label to be considered for retrieval. It corresponds to
label ID specified in ISO/IEC 23092-1:2019, subclause 6.5.1.5.4.

14 © ISO/IEC 2020 - All rights reserved
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For all access units belonging to the collection resolved by any of the previous URIs, the bytes that shall

be de

crypted are:

If the access unit contains a gen_info with key “auin”, the bytes corresponding to the value field

(defined in ISO/IEC 23092-1:2019, subclause 6.3) of the gen_info with key “auin” (the access unit
information defined in ISO/IEC 23092-1:2019, subclause 6.5.3.4)

In AUC mode:

— the bytes of the value field (defined in ISO/IEC 23092-1:2019, subclause 6.3) of the access unit,

Both
GCM
protd

The
folloy

t

—

o oM = oo

7.2.4

7.2.4

Acro{
Desci
KeyTH

discarding all bytes prior to and including the last byte of the access unit protectid
h DSC mode:

— all bytes corresponding to the associated b1locks structures (as specified-in ISO/I

concatenated, in growing order of descriptor 1D defined in ISO/IEC 23092-1:2019,

decryptions shall be performed independently, using their own 1V§\and TAGs (prese
mode) signaled in the AccessUnitEncryptionParameters elemeft present in the as
ction box (specified in A.5).

EncryptionParameters elements with either of the URIs” listed above shall ad
ving rules:

he 1v element shall not be present;
he TAG element shall not be present;

he configurationID attribute shall be present. If an access unit belongs to one of t
esolved by the URIs listed above, the AcfessunitEncryptionParameters element of th
rotection shall contain one or more wrappedkey elements each referring to the config
ne of the EncryptionParameters element resolving to the access unit. The key associat
hese EncryptionParameters shallallow to unwrap the corresponding wrappedkey.

Key retrieval

1 General

S all DatasetGroupProtection, DatasetProtection, AccessUnitProte
iptorStreamProtection elements present in one file compliant to the ISO/IEC 23092 se
ansportafion elements defining a key with the same name may be present, and all

encapsulate.the same value, albeit with diferent parameters. The name of the key is encaps

key 1
key i

ame element of the KeyTransportation element. A KeyTransportation element can t

h three diferent ways, as described in the three following subclauses. Additionally,

bneed hv anamenot nnnpnrn‘\a inthe xev name element of any KeyTransportation ele

n

EC 23092-1).
Table 19.

nt only with
sociated AU

here to the

ne collection
e access unit
urationID of
ed to each of

ction or
"ies, multiple
f them shall
ulated in the
ransport the
h key can be

refer

ent; in that

case, the key shall be transported through another channel. Some examples are provided in Annex D.

7.2.4

.2 Key derivation

The information is provided in a keyberivation element as defined in Annex A.3. The value of the key
shall be obtained by executing the PBKDF2 algorithm as defined in RFC 8018. The elements defined
in the KeyDerivation tag indicate the parameters to be used as input for the PBKDF2 algorithm. The
value of the password used in the execution of the PBKDF2 algorithm shall be retrieved as the value of
the key having the name equal to the value of the passwordname element, and be retrieved as specified
in subclause 7.2.4.
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7.2.4.3 Symmetric encrypted key

The information is provided in a Keysymmetrichrap element as defined in Annex A.3. The key in
wrapped form is stored in the wrappedkey element of the Keysymmetricuwrap. The value of key to be
used in the unwrapping procedure is the value of the key having the name equal to the value of the
kek element, and is to be retrieved as if it was a key, as explained in subclause 7.2.4. The key is to be
unwrapped according to the RFC 3394 algorithm, the method to be used is determined by the length
of the key referenced by the value of the kek element, and the expected key length (derived from the

selected cipher as specified in Table 14).

7.2.4.4 Asymmetric encrypted key

The informal:ion is provided in a KeyAsymmetricurap element as defined in Annex A.3. The key,sh

obtained by
decrypted if
the asymme
to be used i
process of R
MGF1 as def

maskGenerat

7.2.5 Dec)

7.2.5.1 De

This clause 5
XML Encryp
7.2.3.2.

In order to d
the Encrypt]
element valy

pplying the decrypting process defined in RFC 8017 for rsaes-oake. The ciphertext

the content of the element wrappedxey, the key to be used is the private key bélong
tric key pair identified by the value of the element pub1ickeyName, and the hash m
5 indicated by the hashFunction element. The Label parameter usediin the decry
FC 8017 shall be provided as an empty string. The MGF function tg’he used shall b
ned in RFC 8017, and the hash function to be used in the MGF functien is identified h
ionHashFunction element.

"yption

cryption of gen_info elements
pecifies the decryption process when the valuéof'the encryptedrocations element

L ionParameters element matches one of the URI syntaxes defined in subclauses 7.2.

ecrypt the associated content, the key with name equal to the value of the key elem
onParameter shall be retrieved as specified in 7.2.4. The cipher is identified by the c
e of the EncryptionParameter. Thékey shall have exactly the size required by the cipl

Table 14 — Listof supported ciphers and key sizes

Cipher Size required
Lrn:mpeg:mpeg-g:protfection:aesl28-ctr 128 bits
Lrn:mpeg:mpegxguprotection:aesl92-ctr 192 bits
Lrn:mpeg:mpég=g:protection:aes256-ctr 256 bits
irn:mpeg fmpeg-g:protection:aesl28-gcm 128 bits
lirn:mpeg+rmpeg-g:protection:aesl92-gcm 192 bits
Lrp ampeg:mpeg-g:protection:aes256-gcm 256 bits

all be
to be
ng to
thod
ption
e the
y the

bf the
P and

ent in
ipher
ner.

The cipher used is AES as defined in FIPS 197, the length of the Key used is either 128, 19Z or 256 as
inidicated in the URI. The “cTr” in the cipher name refers to the Counter mode of operations as defined
in 800-38A. The “ccm” refers to the Gallois Counter Mode mode of operations as defined in 800-38D. If
the GCM mode is used, then the Encryption Parameters shall have an element Tac.

Upon decryption, the ciphertext bytes shall be replaced in-place with the decrypted bytes.

7.2.5.2 Decryption of blocks and access unit information

This clause specifies the decryption process when the value of the encryptedLocations element of the
XML EncryptionParameters element matches one of URI defined in 7.2.3.3.

The ciphers used are the same as in 7.2.5.1.
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When an access unit belongs to a collection which an EncryptionpParameters resolved to, then it is to be
decrypted as below:

M

Retrieve from the EncryptionParamters element:
a. thexkey;

b. the configurationID.

(2) Retrieve from the AccessUnitEncryptionParameters element present in the associated AU

(3)

4)

(5)

protection box (specified in A.5):

ar—thecipter{possibte vatuesare tisted-Tabte—145;
b. the wrappedkey matching the configurationTD (retrieved in step 1);
¢l auintv, if the access unit contains an access unit information box;
d. auinTag, ifthe access unit contains an access unit information box andthe cipher usels GCM mode;
€ aublockIV;
fl aublockTac if the cipher uses GCM mode.
Retrieve the decryption key for the current access unit by‘anwrapping the contents O(E wrappedKey
by applying method specified in RFC 3394 using the key‘(the actual method to use is dlerived from
the length of the unwrapping key identified by the&ncryptionParameters’ kxey and the expected
Key length derived from the selected cipher as specified in Table 14).
[f the access unit contains an access unit infermation box, decrypt using the ciphef and the key
(pbtained in the previous step), auin1v and aainTaG (if present), the vaiue field of the quin gen_info
hox of the access unit and replace the ciphertext with the plaintext in place.
Decrypt using the cipher and the kxey{obtained in the previous step), aublockivand aublock TAG (if
dresent),
a. ifin AUC mode:
Decrypt using the ciphierand the key (obtained in the previous step), aublockTvand gublockTac (if
present), all bytes after the last byte of the access unit protection (defined in ISO/IEC 23092-1:2019,
Table 24), and replace the ciphertext bytes with the plaintext bytes in place.
b. Elseifin DSC.imode:
Decryptusing the cipher and the key (obtained in the previous step), aublock 1vdnd aublock
tac[if’ present), all bytes corresponding to the associated blocks payloads |(resolved as
speeified in ISO/IEC 23092-1), concatenated, in growing order of descriptot 1D defined
in"ISO/IEC 23092-1:2019, Table 19, and replace the ciphertext bytes with the plaintext
antant intad +o +tha o~

vitoac 1 nlasn ol oa g tha o af ona 1o e accA AcG 11t
U_y Lo 11T l.llﬂ\,\a, l\,}lla\,llls CIITCU  CUTITUIIU U UTIVU UITUCURKR dooUuLlIditu LU uIIv dll L oo UuIllric
in ISO/IEC 23092-1) at a time, without modifying the byte orderting (the num
to replace for a specific block is the one derived from the Master Index Table as
ISO/IEC 23092-1).

7.3 Privacy rules for the use of the genomic information

7.3.1 General

as specified
ber of bytes
specified in

The privacy rules tag is defined in the schema for protection metadata at the dataset group and
dataset levels of the hierarchy. The privacy rulestagshall be avalid policy element specified according
to the OASIS, eXtensible Access Control Markup Language (XACML) Version 3.0 specification. Exporting
this tag as the root element of a new document, a valid policy document is obtained.

© ISO/IEC 2020 - All rights reserved
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Theprivacy rules specify who can execute a given action and under which conditions. The information
is conveyed according to the XACML specification.

In the privacy policies, the XACML actions are referred to by using the names defined in the
different subclauses of subclause 8.1. Before executing an API action, the generated request shall be
checked against the datasetgroup policy and possibly the dataset policy. Each action indicates, in its
Authorization paragraph, whether the dataset policy should be checked. If there is no Authorization
paragraph, the dataset policy shall not be checked. If it is the case, before submitting the request to the
dataset policy, one new attribute is added to the list of attributes of the request: the new attribute shall
have an AttributeId equal to urn:mpeg:mpeg-g:protection:granted by dataset group, a DataType
equal to https://www.w3.0rg/2001/XMLSchema#boolean, and a value of true if the request yields a

Permit resultattiredatasetgrouptevelothrerwise rase o prtvacy Toresetement s providedn the

protection bpx, then all actions are granted.

Actions are|referred in privacy policies by using the name defined in the different subclauges of

subclause 8.]. Each XACML action is described as an XACML attributevalue with category "urn:pasis
inames:tc:xfacml:3.0:attribute-category:action” and attributeld "urn:oasis:nan@sltc:xacmlf1.0:
action:actijon-id".

The rule applies to a resource (as defined in XACML) determined from the definition of the functjon in
subclause 8.[, and where the rule is stored (i.e. Dataset Group, Dataset).

Rules apply fo subject or role.

subject is ddscribed as an XACML attributevalue with category "urnyoasis:names:tc:xacml:1.0:fubje

ct-category

role is des
subject-cat
attribute:

If the entity
and semanti

The API met
range of val
using condit
whose Attr]
the paramet
attribute pet

In the case
concerning J

In the ¢
for each
getData

:access-subj ect"and attributeld "urn:oasis:namég:tc:xacml:1.0: subject:subjecy

cribed as an XACML attributevalue withscdtegory "urn:oasis:names:tc:xacml

egory:access—subject" and attributeXd ) 'urn:oasis:names:tc:xacml:3.0:exa

n
ole .

providing the file requires the use of\further attributes, the corresponding names,
Cs shall be provided through anothér,channel.

hods, described in subclause:8.1, have a set of possible parameters, each with a sp
id values. The privacy rules-can further limit the range of accepted input param
ions. The conditions shallirefer to the action input parameters by referring to attri
buteld is equal to the name of the parameter and whose type corresponds to the ty

input parameter with the attribute1d and type, as specified before.

pf getData interfaces (subclauses 10.3.6.3, 10.3.6.4, 10.3.6.5, 10.3.6.6), the privacy
ccess units’are derived as follows:

ase ofian access unit of unaligned data, the getDataBySignature privacy rule is t
of thle access unit signatures. If the action is permitted for each signature, the
Bysignature is permitted for that access unit, otherwise it is denied.

-id".
t1.0:
nole:

Lypes

ecific
eters
pbutes
pe of

er. The request generated to test the authorization to perform a function shall include one

rules

ested
n the

— In the case of an access unit of aligned data, the getDataByFilter privacy rule is tested, populating
the filter with the type, start and end position of the access unit.

Annex B.5 contains examples of privacy rules and authorization requests. Subclause 7.3.2 presents an
example of a use case where privacy rules and authorization requests presented in Annex B.5 are used.

7.3.2 Example of use of privacy rules

This subclause provides an example use case to illustrate when and how privacy rules can be used to
protect genomic information.

Researchers have already identified some regions of the genome indicating that there is a predisposition

to suffer Alzheimer's disease. When trying to access that information, one should consider where these
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regions are, taking into account their positions inside human genome. Regions identifying Alzheimer's
disease predisposition may be protected from unauthorized access by using encryption techniques
combined with privacy rules. Therefore, only users authorized by the rules can perform operations
over protected regions.

In order to give permission for accessing these protected regions (or some of them), an organization
may define privacy policies indicating which person or role can view the genomic regions and the
conditions that have to be accomplished.

The same policy may contain different rules to give different permissions to different subjects. When
access to one of these regions is requested, the rule or rules applying are evaluated, accepting or

deny nothe corresnonding nermission
5 T 5

As anlexample, a policy may contain several rules. The first rule in the policy may proyide permission to
perform any operation to researchers. The second one may provide permission to view parf of a dataset
to practitioners under an emergency situation. To do so, the API operation GetDataBySimpleFilter is
defingpd as the action permitted by the rule, and several conditions related to-Alzheimer'd disease and
the qpality of the information stored inside the file are involved. With this putrpose, the userjdefining the
rule may specify a region number including start and end positions, class)of the read, thug identifying.
A fingl rule denies any access to the genomic file. It is the default rule, which is evaluated in|case none of
the above applies.

7.4 |Digital signature of gen_info elements and blocks

7.4.1] General

At edch level, the protection box may include integrity information in the form of ¢ne or more
digital signatures. Each signature is provided @sran XML Signature element. Detached, Enveloped
and Enveloping signatures are supported. If decryption is required, signature verification shall be
performed before decryption.

7.4.2| Signatures carried in dataset group protection

Any number of XML Signature elements can be present in the dataset group protection hox and shall
use ope of the following URIs forthe urt attribute of the Reference element when referringfo a gen_info
box. These URIs can contain.some placeholders identified by a text enclosed in curly brackets. These
placeholders (including curly brackets) shall be replaced by an alphanumeric value as specjffied below.

— “kefmeta/{id}”reSolvestothebytesofthevaiuefield (definedinISO/IEC23092-1:2019,spibclause 6.3)
f the gen_infowith key “rfmd” (i.e. reference metadata), for which the field reference [rD defined in
IFO/IEC 23092%1:2019, Table 13 is equal to the value which is replacing “{id}”, and which is stored

ih the same dataset group as the current Dataset Group Protection.

— “hepddata” resolves to the bytes of the value field (defined in ISO/IEC 23092-1:2019, sybclause 6.3)
fthe’'gen_info with key “dgma” (i.e. dataset group metadata), stored in the same datasetjgroup as the
current Dataset Group Protection.

— “dataset/{id}/protection” resolves to bytes of the value field (defined in ISO/IEC 23092-1:2019,
subclause 6.3) of the gen_info with key “dtpr” (i.e. dataset protection), stored in the dataset for
which the field dataset 1D defined in ISO/IEC 23092-1:2019, Table 19 is equal to the value which is
replacing “(id}”, and which belongs to the current Dataset Group.

7.4.3 Signatures carried in dataset protection

7.4.3.1 General

Any number of XML Signature elements can be present in the dataset protection box and shall use one
of the following URIs for the urt attribute of the rReference element when referring to a gen_info box or
the content of an access unit. These URIs can contain some placeholders identified by the text enclosed
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in curly brackets. These placeholders shall be replaced by an alphanumeric value as specified below.
The bytes are signed as transmitted, regardless of encryption.

7.4.3.2 URIsfor gen info boxes

— ‘“pars/{id}” resolves to the bytes of the Value field (defined in ISO/IEC 23092-1:2019, subclause 6.3)
of the gen_info with key “pars” (i.e. dataset parameter set), for which the field parameter set 1D
defined in ISO/IEC 23092-1:2019, Table 23 is equal to the value which is replacing “{id}”, and which
is stored in the same dataset as the current Dataset Protection.

— ‘“metadata” resolves to bytes of the value field (defined in ISO/IEC 23092-1:2019, subclause 6.3)

of the g
Dataset

— “descsti
ISO/IEC
in the st
the valup
Table 19i
Dataset,

— “au/{aul
ISO/IEC
stored i

T IO With RKey ‘atma (e dataset metadata); stored i the sanre datasetas the T
Protection.

eam/{classTd}/{descriptorId}/protection” resolves to the value field- (defin¢

23092-1:2019, subclause 6.3) of the gen_info with key “dspr” (i.e. stream protection) s
ream for which the field ciass 10 defined in ISO/IEC 23092-1:2019, Tablé 19 is eq:
e which is replacing “{c1ass1d}”, the field descriptor ID defined in ISQ/IEC 23092-1;
is equal to the value which is replacing “{descriptor1d}”, and which bélongs to the cu

ype}/{sequenceName}/{accessUnitId}/protection” resolvésyto the value field (defiy
23092-1:2019, subclause 6.3) of the gen_info with key “dupr” (i.e. access unit prote
L the access unit for which the associated au_type defied in ISO/IEC 23092-1:2019,

25 is equal to the value which is replacing “(auType}”, the ,associated sequence name defin

ISO/IEC
unit ID
The valu

—  “au/una]
ISO/IEC
stored i
Table 25
ISO/IEC

7.4.3.3 UR

Any number
refer to the g

— “genomi
units to
strictly

— the

23092-1:2019, Table 10 is equal to the value replaciig “{ sequenceName }” and the field ac
defined in ISO/IEC 23092-1:2019, Table 25 is equal to the value replacing “ {accessUnit
e of auType shall be equal or greater than 1 and'strictly less than 6.

igned/{accessUnitId}/protection” qesolves to the value field (define(
23092-1:2019, subclause 6.3) of the geninfo with key “aupr” (i.e. access unit prote
1 the access unit for which the associated autype defined in either ISO/IEC 23092-1;
or Table 19 (under the name c144) is equal to 6, and the field access unit 1D defin
23092-1:2019, Table 25 is equalto the value replacing “{accessunitid}”.

s for collection of access units

of signatutes stored\in the dataset protection shall also use any of the following Ul
ontent corresponding to a collection of access units

_region/{auType}/{sequenceName}/{start}/{end}" resolves to one collection of a
sign. The alues replacing “(start}” and “{end}” shall be numbers such that the first
tmallerthan the second one. For all access units such that

rrent

d in
tored
hal to
2019,
rrent

edin
"tion)
Table
ed in
Cess
1d}”.

| in
Ction)
2019,
ed in

RIs to

ccess
bne is

repla

P type deflned in elther ISO/IEC 23092 1:2019, Table 25 is equal to the value w

in ISO/IEC 23092.1:2019, Table 25 is strlctly smaller than 6.

ich is

— the associated sequence name defined in ISO/IEC 23092-1:2019, Table 10 is equal to the value
replacing "{ sequenceName} ",

— and the access unit range intersects with the range defined by “(start}” (included) and “{end}”
(included).

The content, resolved by this URI, to sign is obtained by concatenating the following sequences
of bytes: for all the access units belonging to the collection resolved by this URI and ordered in
growing order of AU _type, and access_unit ID

— the bytes corresponding to the value field (defined in ISO/IEC 23092-1:2019, subclause 6.3) of
the gen_info with key “auin” which belongs to the access unit.

20
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— the bytes of the va1iue field (defined in ISO/IEC 23092-1:2019, subclause 6.3) of the access
unit, discarding all bytes prior to, and including the last byte of the access unit protection.

In DSC mode:

— all bytes corresponding to the associated block payloads (resolved as
ISO/IEC 23092-1), organized in increasing order of the descriptor ID (as
ISO/IEC 23092-1:2019, Table 33).

specified in
specified in

“unaligned/{signature}” resolves to one collection of access units to sign. For all access units

S|

[l

7.4.4

Any 1
refer

<

“buhd” resolves\to the value field (defined in ISO/IEC 23092-1:2019, sublause 6.3) of

“b16exs” resolved to the bytes of the vaiue field (defined in ISO/IEC 23092-1:2019, sub

uch that

the AU type defined in ISO/IEC 23092-1:2019, Table 25 is equal to 6

At least one of the U cluster signature field (defined in ISO/IEC 23092-1:2019, T
Table 31) is exactly equal to the value replacing “{signature}” and orfdet by acces
following bytes are concatenated (in the order of appearance) to the.byte array to

he content resolved by this URI is obtained by concatenaiting the following bytes: for
nits belonging to the collection resolved by this URI ordered in‘growing order of acce

the bytes corresponding to the value field definedCin(defined in ISO/IEC 2
subclause 6.3) of the gen_info with key “auin” which belongs to the access unit

In AUC mode:

— the bytes of the va1ue field (defined in\ISO/IEC 23092-1:2019, subclause 6.3)
unit, discarding all bytes prior to thelast byte of the access unit protection.

In DSC mode:

— all bytes corresponding tocthe associated block payloads (resolved as
ISO/IEC 23092-1), in growing order of descriptor 1D defined in ISO/IEC 2
Table 19.

Signatures carried in access unit protection
umber of signatutes'stored in the access unit protection shall also use one of the follo

to a gen_info structure or encoded genomic information:

Uith key “d@uhd” (i.e. access unit header) stored in the same access unit container as th
rotection.

able 25 or in
s unit id, the
sign.

11l the access
ss_unit ID

3092-1:2019,

of the access

specified in
3092-1:2019,

wing URIs to

the gen_info
e access unit

lause 6.3) of

t

exdccess unit, discarding all hytes prior to the last hyte of the access unit protection

“auin” resolves to the the bytes corresponding to the value field defined in (defined in

ISO/IEC 23092-1:2019, subclause 6.3) of the gen _info with key “auin” which belongs to the access unit.

7.4.5

Signatures carried in descriptor stream protection

Any number of signatutes stored in the descriptor stream protection shall also use one of the following

URIs

to refer to a gen_info structure or encoded genomic information:

“dshd” resolves to the Value field (defined in ISO/IEC 23092-1:2019, sublause 6.3) of the gen_info
with key “ashd” (i.e. descriptor stream header) stored in the same descriptor stream container as
the descriptor stream protection.
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— “blocks” resolves to the bytes of the the StreamContainer, discarding all bytes prior to the last byte
of the descriptor stream protection.

8 Access unit information

8.1 General

Coded auxiliary fields associated to genomic records are carried by the AU information value array
contained in the gen info element AU information defined in ISO/IEC 23092-1. The decoding process
described in Clause 9 applied on AU_information value produces an array of genAuxRecord structures
specified in fubclause 8.Z. Each genAuxRecord SIIUCtUre CONtalNs numberOfGenAux SEQUENCES O gen
aux structurgs defined in subclause 8.3.

The ith decdded genauxrecord structure shall be associated to the ith decoded genomic pecord. If a
coded genomic record is not associated to any auxiliary field but it is coded in an AU centaining atj least
one genomid record with associated auxiliary fields, then said genomic record is associated with one
genAuxRecor{d structure with numberofcenaux set equal to 0. Moreover, if all genomi¢ records coded in
an AU have 1jo associated auxiliary fields, the gen info element AU information shall not be present.

8.2 genAuxRecord

The syntax qf genauxrecord is defined as follows:
struct genAuxRecord
u(8) numberOfGenAux;

genAux auxSet [numberOfGenAux] ;

Table 15 shgws how a genauxRecord structure.ig;associated to each decoded genomic record (spefified
in ISO/IEC 23092-2:2019, subclause 13.2) and*how auxiliary fields are decoded to each alignmgnt of
mapped recprd segments or unmapped reecord segments. Table 15 shows as well how to compute
numberOfGenfAux.

Table L5 — Association of auxiliary fields to mapped and unmapped record segments

numberOfGepAux= 0

noa = 0
for (; noa|< numbergeof*alignments; noa++) {
if ((nogd == ¢
(mapping \pos [noa] != mapping pos[noa - 1] &&
ecipalr fhp (ecigar_ string[noa] [0], ecigar string[noa-1][0] != 0)){
aux—fietdstreoatto4 atre—SettratmberofGeniustii
}
else{
aux fields[noa] [0] = aux fields[noa-1][0]
}
if (class_ID != Class_ HM) {

for (tSeg=1l; tSeg <= number of template segments; tSeg++)

if (split alignment[noa] [tSeg] == 0) {
if ((noa == |
(mapping pos[noa] + delta[noa][tSeg] != mapping pos[noa - 1] +

delta[noa-1] [tSeg] &&
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Table 15 (continued)
ecigar cmp(ecigar string[noa] [tSeg], ecigar string[noa-1][tSeg] != 0)) {
aux_fields[noa][tSeg] = aux_ Set [numberOfGenAux++]
}
else{
aux fields[noa][tSeg] = aux fields[noa-1] [tSeg]
}
}
for ( uSeg = numberOfAlignedRecordSegments;

uSeg < number of record segments; uSeg++) {

aux fields[0] [uSeg] = aux Set[numberOfGenAux++]

ecigdqr cmp compares two e-cigar strings and returns 1 if either ¢he length or the strings 3
Otheywise it returns 0.

aux_fields[i][j] contains the auxiliary fields associated‘to the ith alignments of the jth
mappged record segments. In case of unmapped reads,sayix fields[0][j] contains the au
assodiated to the jth unmapped record segment.

numbgr of alignments, number of template segments andnumber_of_record_segments

in ISQ/IEC 23092-2:2019, subclause 13.2.

numbdrOfAlignedRecordSegments is specified in ISO/IEC 23092-2:2019, subclause 10.4.9.

8.3

genAux

The gyntax of genaux is defined-as follows:

strugt genAux

{

numbd

u

8) numberOfTaygs;

ggnTag auxFi€lds [numberOfTags];

auxF{elds is a list of genTag structures containing the values of the auxiliary fields.

ire different.

segment for
xiliary fields

hre specified

rofTagsrepresents the number of auxiliary fields associated with the current genomfic record.

8.4 genTag

The syntax of genTag is defined as follows:

struct genTag

{

C
u
u

(2) key;
(4) type;
(16) length;

type valuel];

i

f(!byte aligned()) f(4) nestingZeroBit;
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Key is a two-characters identifier of the tag, Type an identifier of the type of data contained in value,
Length is the number of elements contained in the value[] array, and value is an array that contains
the auxiliary field value. The bit order of each element in the value array is specified to start with the
most significant bit (MSB) and proceed to the least significant bit (LSB).

The padding with 4 bits (nestingzeroBit) is necessary when Type is not equal to 7 or when it is equal to
7 and length is an even number.

The field type shall take one of the values specified in Table 16.

Table 16 — Values for the Type field of the gen_tag structure

Type data type type Description

0 Signed 32 bit i(32) It corresponds to type “i” in the SAM specificagion.
integer

1 string of ASCII c(1) It corresponds to type “Z” in the SAM specification.
characters If Length is equal to 1 this correspofidsto the SAM

type HA"

2 li‘tsigned 8 bit u(8) It corresponds to type “C” in the SAM specification.
integer

3 Signed 8 bit integer i(8) It corresponds to type ‘¢’ in the SAM specification.
Unsigned 16 bit u(16) It corresponds to typeS” in the SAM specification.
inTteger

5 Signed 16 bit i(16) It correspondsto.type “s” in the SAM specification.
integer

6 li‘tsigned 32 bit u(32) It correspends to type “I” in the SAM specification.
integer

7 4bit hexadecimal u(4) It corresponds to type “H” in the SAM specification.
cqde.

8 32 bit single f32 It corresponds to type “f” in the SAM specification.

pijecision floating-
podint as specified
by IEEE 754-2008

9 64 bit double f64 It corresponds to type “d” in the SAM specification.
pijecision floating-
p¢int as specified

by IEEE 754-2008

9 Decodjng process for metadata

9.1 General

This clause describes the decoding process of coded Information metadata, protection metadata and
auxiliary fields?.

Input and output of the process are specified in Table 17.

1) The decoding process relies on the implementation of the LZMA SDK version 18.05 published at https://
sourceforge.net/projects/sevenzip/files/LZMA%20SDK/lzma1805.7z/download on 2018-05-01. Any other
process producing the same output from the same input can be equally considered compliant to this document. At
the same time, complying implementations are not expected to follow the exact algorithm used by this reference
procedure.
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Table 17 — Input and output of the decoding process specified in this clause

Input

Output

Comments

Information metadata

DG_metadata value

Dataset group metadata XML
document specified in subclause 6.2.

DG metadata valueis
contained in DG _metadata as
specified in ISO/IEC 23092-1

reference metadata value

Reference metadata XML document
specified in subclause 6.3.

reference metadata valueis

contained in

reference metadata as

specified in ISO/IEC 23092-1

DT mptadata value

Dataset metadata XML document
specified in subclause 6.4.

DT metadata valug
contained in DT-lnet
specified in ISOAEC

is
hdata as
23092-1

Protection metadata

DG pfotection value

protection metadata XML document
specified in Clause 7.

DG_prlotection val
contained in DG_pro

ue is
Fection

specified in Clause 8

recobds]

as specified in ISO/IEC 23092-1
DT_pfrotection_value protection metadata XML document\\DT protection valueis
specified in Clause 7. contained in DT profection
as specified in ISO/IEC 23092-1
DS_pfrotection_value protection metadata XML document |DS protection valueis
specified in Clause 7. contained in DS_profection
as specified in ISO/IEC 23092-1
AU_pfrotection_value protection metadata’XML document |AU protection valueis
specified in Clause'7. contained in AU profection
as specified in ISO/IEC 23092-1
Accessunit information
AU ihformation value genAuxRecord [num genomic genAuxRecord is specified

in subclause 8.2

num genomic recof
represents the numb
genomic records car
decoded access unit

ds
er of
ried by the

In th

input

Code
The h

Table 18 — Header of LZMA coded metadata

e description of this. decoding process, the input arrays listed
Buffer of size inputsize and the output arrays as outputBuffer of size outputsize.

1 metadata afe represented as a LZMA compliant byte array with a 13 bytes header a1
eader is specified in Table 18.

in Table 17 are r¢

ferred to as

nd a payload.

Header

params u(8)
dictSize u(32)
unpackedSize u(64)

The params byte is used to calculate the Ic, pb and Ip members of the lzmaProps structure specified in

subcl

ause 9.2.

dictSize and unpackedSize are stored in the lzmaProps structure specified in subclause 9.2.
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9.2 Initialization of parameters

9.2.1 General

This subclause specifies the constants and data structures containing the parameters governing the

decoding process described in subclause 9.3.

9.2.2 Properties

LZMA properties are contained in the following structure.

struct lzmaPropst
u(32) dijctSize
u(8) 19
u(8) jele
u(8) 1
u(64) unjcompressedSize

Ic is the number of high bits of the previous byte to use as a context for litéral encoding (the d

value used bly the LZMA SDK is 3).

Ip is the number of low bits of the dictionary position to include in literal_pos_state (the default

used by the LZMA SDK is 0).

pb is the nuinber of low bits of the dictionary position to includein pos_state (the default value us

the LZMA SIK is 2).

9.2.3 Pargmeters

LZMA paranjeters are contained in the following structure.

struct lzm
lzmaPro
u(lo)

c
=
o)}

cocgocgocgocgocgocgocgocgegocg

obs [numProbs]
obs 1664 [numProbs]
ilc[]

cBufSize

o
OB B QQ0 OB Q000D 3

W WWWWwWwwo oy
NN NDDNDDN DD~

bfault

value

ed by

prop is a lzmaProps structure specified in this subclause.
numProbs represents the number of probailities used.
probs is a list of numProbs probabilities.

probs_1664 is a list of numProbs probabilities.

dicBufSize represent the size of the dictionary used by LZMA.

dic[] contains the dictionary used by the LZMA algorithm. The size is represented by dicBufSize.

dicPos is a pointer used to access the dic[] list.

26
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processedPos represents the last coded match offset away from current pointer.

checkDicSize is a state variable used to manage the size of teh dictionary.

state is an integer indicating what the last performed coding operations have been.

reps[4] is a list of variables used to manage the access to the dictionary.

remainLen represents the number of bytes remaining to be decompressed.

9.2.4
LZM/

Constants

\ constans are listed in Table 19.

Table 19 — Constants defined in the decoding process

Constant Name Value
kLzmaLitSize 0x300
kNumBaseProbs 1984
kStartOffset 1664
kMatchSpecLenStart 274
kLenNumLowBits 3
kLenNumHighBRits 8
kNumStates 12
kNumStates?2 16
kNumLitStates 7
kStartPosModelIndex
kEndPosModelIndex 14
kNumFullDistan€es 277
kNumPosSlotBits 6
kNumLenT@gRosStates
kMatchMinLen 2
kNunAlignBits 4
kNumTopBits 24
kTopValue 2"kNumTopBits
kNumBitModelTotalBits 11
kBitModelTotal 2°kNumBitModelTotalBit
kNumMoveBits 5
kNumBitModelTotalBits 11
kLenNumLowBits 3
kLenNumLowSymbols 2" kLenNumLowBits
kLenNumHighBits 8
kLenNumHighSymbols 2"kLenNumHighBits
kNumPosBitsMax 4
kNumPosStatesMax 27 kNumPosBitsMax
LenHigh 2 * (kNumPosStatesMax <<

kLenNumLowBits) )
kNumLenProbs LenHigh + kLenNumHighSymbols
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Table 19 (continued)
Constant Name Value
kNumAlignBits 4
kAlignTableSize 2 kNumAlignBits

9.2.5 Process

The initialization process of structures and variables used during the decoding process is shown in

Table 20.
Table 20 — Initialization process
lzmaParams|p
i=0
d = inputBhffer[i++]
p->prop->1¢ = d%9
d /=9
p->prop->pp = d / 5
p->prop->1p = d $ 5
p—->buf = oftputBuffer
p->prop->djctSize =
((fnputBuffer[i] ) & O0x000000FF)
| ((JnputBuffer[i+1]<<8 ) & 0x0000FF00)
| ((JnputBuffer[i+2]<<16) & 0xO00FF0000)
| ((InputBuffer[i+3]<<24) & O0xFF000000)
i+= 4
if (p—->propt>dictSize < (1<<12))
p->propt>dictSize = (1<<12)
p->prop ->yncompressedSize =
((InputBuffer[i] <<56) &OxXFF00000000000000)
| ((InputBuffer[i+1]<<48)\& 0x00FF000000000000)
| ((InputBuffer[i+2]<<%0)" & 0x0000FF0000000000)
| ((}nputBuffer[i+3(<x32) & 0x000000FF00000000)
| ((JnputBuffer[i+d4]<<24) & 0x00000000FF000000)
| ((JnputBuffexf3+5]1<<16) & 0x0000000000FF0000)
| ((InputBuffer[i+6]<<8 ) & 0x000000000000FF00)
| ((JnputBuffer[i+7] ) & 0x00000000000000FF)
i += 8
/* skip one byte */
i++
p->code =
((inputBuffer[i] << 24) & 0xFF000000)
| ((inputBuffer[i+1]<< 16) & 0x00FF0000)
| ((inputBuffer[i+2]<< 8 ) & 0x0000FFO00)
| ((inputBuffer[i+3] ) & O0x000000FF)
p->range = OxFFFFFFFF
/* with default values numProbs = 8128 */

p->numProbs

28
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Table 20 (continued)

( kLzmalLitSize << (p->prop->1lc + p->prop->1p))

for(j = 0; 7 < p->numProbs; j++)

p—>probs[j] = 1 << 10

p->reps[0] = p->reps[l] = p->reps[2] = p->reps[3] =1
p->state = 0

LzmaDec WriteRem(p, p->dicBufSize)

LzmaRec Decode(p, p->dicBufSize, inputBuffer + i)

Table 21 — LzmaDec WriteRem utility function

LzmaPec WriteRem(p, limit)

if] (p->remainlen != 0 && p->remainlen < kMatchSpecLenStart)

dic = p->dic

dicPos = p->dicPos
dicBufSize = p->dicBufSize
len = p->remainlLen

rep0 = p->reps[0]

rem = limit - dicPos

if (rem < len)

len = rem

i f (p—->checkDictSize == 0 && p->prop~>dictSize - p->processedPos <= len)
p->checkDictSize = p->prop->d*ctSize

b->processedPos += len

b->remainlen -= len

vhile (len != 0)
{
len--

dic[dicPos]&daic[dicPos - repO + (dicPos < repO ? dicBufSize : 0)]
dicPos++

}

b->dicP0s = dicPos

9.3 Macros

This subclause defines macros used in the decoding process specified in subclause 9.4.

A macro is a fragment of code which has been given a name. Whenever the name is used, it is replaced by
the contents of the macro. Everything in brackets in the left column is a list of parameters. The names of
the parameters passed to the macros are the ones to be used in the replacement.
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Table 22 — Macros used in the decoding process

macro Code
CALC POS STATE (procPos, (((procPos) & (pbMask)) << 4)
pbMask)
COMBINED PS STATE (posState + state)
IF BIT 0(p) ttt = *(p)
NORMALIZE
bound = (range >> kNumBitModelTotalBits) * ttt
if (code < bound)
UPDATE_O (p range = bound (3
*(p) = (CLzmaProb) (ttt + ((kBitModelTotal - ttt) ?fﬁa/
kNumMoveBits)) 050
7
UPDATE 1 (p range -= bound (2;1/
code -= bound (bQ
*(p) = (CLzmaProb) (ttt - (ttt >> kNumMoJ]élts)
GET BIT2(p| i, A0, Al) IF BIT 0(p) \\Q/
{ UPDATE 0(p); i = (i + i);%@}
else g\\
{ UPDATE 1(p); 1 = (1 #/4 Al; }
TREE_GET BT (probs, i) {GET_BIT2 (probs + i, i,AQ\;); }
NORMAL LITER DEC TREE_GET BIT (prob, s mﬁﬁi)
MATCHED_LIfER_DEC matchByte += matchByts

bit offs \QQ)

offs &= match@te

probLit —.@ob + (offs + bit + symbol)
GET BITR{ProbLit, symbol, offs "= bit; , ;)

TREE 6 DECQDE (probs, i)

N
QO
A

O
D
&S

L oF
N

Of -

TREE GET BIT (probs, i)
TREE GET BIT (probs, i)
TREE_GET BIT (probs, i)
TREE GET BIT (probs, i)
TREE GET BIT (probs, i)

TREE GET BIT (probs, i)

i -= 0x40

}

REV_BIT (p,i,A0,Al)

IF BIT O(p + 1)

{ UPDATE O(p + 1); AOQ0; }
else
{ UPDATE 1(p + 1i); Al; }
REV_BIT VAR(p,i,m) REV BIT(p, i, i += m; m +=m, m += m; i +=m; )
REV_BIT CONST (p,i,m) REV BIT(p, i, 1 += m; , 1 +=m * 2; )
REV_BIT LAST (p,i,m) REV BIT(p, i, 1 -=m , i)
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Table 22 (continued)

macro Code
NORMALIZE if (range < kTopValue) {
range <<= 8; code = (code << 8) | (*buf++);
}
SpecPos -kStartOffset
IsRepOLong SpecPos + kNumFullDistances
RepLenCoder IsRepOLong + (kNumStates2 << kNumPosBitsMax)
LenCoder RepLenCoder + kNumLenProbs
IsMalch LenCoder + kNumLenProbs
Aligh IsMatch + (kNumStates2 << kNumPosBitsMax)
IsRep Align + kAlignTableSize
IsRepGO IsRep + kNumStates
IsRepGl IsRepGO + kNumStates
IsRepG2 IsRepGl + kNumStates
PosSflot IsRepG2 + kNumStates
Litefal PosSlot + (kNumLenToPosStates &< kNumPosSlotBits)
NUM BASE PROBS Literal + kStartOffset
9.4 |Decoding process

This
subcl

tubclause describes the decoding process of encoded metadata once the initializatior
puse 9.2 has intitialized the 1zmaProps and 1zmabarams structures (see Tables 14 and |

Table 23 — Lz@aDec Decode?2 function

15).

specified in

Lzma

Dec Decode2 (p, limit, buffer([])

limit2 = limit

if (p->checkDictSize == 0)
{
rem =

limit2n="p->dicPos + rem

[.zmaDec Decode (p, limit2,

}
wh

p-

p-

buffer)

if (Limdét - p->dicPos > rem)

p-oprop->dictSize - p->processedPos

if (p->checkDictSize == 0 && p->processedPos >= p->prop->dictSize)

p->checkDictSize =
LzmaDec WriteRem(p, limit);
ile(

>puf < buflimit &&

>remainLen <

p->prop->dictSize

p->dicPos < limit &&

kMatchSpecLenStart)
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Table 24 — 1.zmaDec_Decode function implementing the actual LZMA decoding algorithm

LzmaDec Decode(p, limit, buffer[]) {

probs = p->probs 1664

state = p->state

rep0 = p->reps[0], repl = p->reps[l]
rep2 = p->reps[2], rep3 = p->reps[3]
pbMask = (1 << (p->prop->pb)) - 1
lc = p->prop->1c

1lpMask = (0x100 << p->prop->1p) - (0x100 >> 1lc)

dic = g->dic

dicBufSite = p->dicBufSize
dicPos =|p->dicPos

processedlPos = p->processedPos
checkDictSize = p->checkDictSize
len = 0

buf = p-}buf

range = p->range

code = pt>code
distande = 0

posSlof = O

do

{
ttgf = 0
boupd = 0

posSta CALC POS STATE (processedPqs, pbMask)

prob =
IF BIT|

probs + IsMatch + COMBINED PS STATE
| 0 (prob)

sympol

UPDRTE 0O (prob)

probs +tLiteral
=0 [

prop =

if |(processedRos checkDictSize != 0)

prop +5~3°* ((((processedPos << 8)

dicBufSize 11)

dicPos) -

+ dic[(dicPos == 0 ?

& lpMask)

<< 1lc)

processedPos++

if
{

state -=

(state < kNumLitStates)
(state < 4) ? state : 3
symbol =1

NORMAL_LITER_DEC
NORMAL LITER DEC
NORMAL LITER DEC
NORMAL LITER DEC
NORMAL LITER DEC
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Table 24 (continued)

NORMAL LITER DEC
NORMAL LITER DEC
NORMAL LITER DEC
}
else
{
matchByte=dic[dicPos - repO

+ (dicPos < rep0O ? dicBufSize : 0)]

OITfsS = UXI0U
state -= (state < 100)\/|3 : 6

(
symbol =1

NMATCHED LITER DEC
MATCHED LITERJDEC
MATCHED @I TER DEC
MATCHED ,LITER DEC
MATEHED LITER DEC
MATCHED LITER DEC
MATCHED LITER DEC
MATCHED LITER DEC

}

dic[dicPos++] = symbol & OxFF

continue

UPDATE 1 (prob)
prob = probs + IsRep + state
IF BIT 0 (prob)
{
UPDATE 0 (prob)
state += kNumSgates
prob = probi Y LenCoder
}
else
{
URPATE 1 (prob)
ptob = probs + IsRepGO0 + state

I RBIT QO Iprr\h\

{
UPDATE 0 (prob)

prob = probs + IsRepOLong + COMBINED PS STATE
IF BIT 0 (prob)
{
UPDATE 0 (prob)
dic[dicPos]=dic[dicPos-
rep0+ (dicPos < repO0 ? dicBufSize : 0)]
dicPos++

processedPos++
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Table 24 (continued)

kNumLitStates ? 9 : 11

}
UPDATE_1 (prob)

}

else

{

state = state <

continue

PPDATE_I (Prob)
prob = probs + IsRepGl + state
F BIT O (prob)

UPDATE O (prob)

distance = repl

¢lse

UPDATE_1 (prob)
prob = probs + IsRepG2 + state
IF_BIT 0 (prob)
{
UPDATE O (prob)
distance = rep?2
}
else
{
UPDATE 1 (prob)
distance = rep3
rep3 = rep2
}
rep2 = repl

epl = rep0

ep0 = distanice

st@te =.state < kNumLitStates ? 8 : 11
préb ~\probs + ReplenCoder

problLen = prob + LenChoice
IF_BIT_O(probLen)
{
UPDATE 0O (probLen)
problLen = prob + LenLow + posState
len =1
TREE GET BIT (probLen, len)
TREE GET BIT (problLen, len)
TREE GET BIT (probLen, len)
len -= 8

34
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Table 24 (continued)
}

else
{
UPDATE 1 (probLen)
probLen = prob + LenChoice?2
IF BIT O (probLen)
{
UPDATE O (probLen)

oroblon=nrobtlonlow + nogsStat | klonNumlowBitg)
T T T

len =1
TREE GET BIT (probLen, len)
TREE GET BIT (probLen, len)
TREE GET BIT (probLen, len)

}

else

{
UPDATE 1 (probLen)
probLen = prob + LenHigh
TREE DECODE (probLen, (1 << kLenNumHighBits);” len)
len += kLenNumLowSymbols * 2

if (state >= kNumStates)
{
prob=probs + PosSlot +
((len < kNumLenToPogStates ? len : kNumLenToPosStates - 1

<< kNumPosSlotBits)

TREE_6_ DECODE (prob,/) distance)
if (distance s kStartPosModelIndex)
{
posSlot\=/ distance
numpirectBits = ((distance >> 1) - 1)
distance = (2 | (distance & 1))
¥ (posSlot < kEndPosModelIndex)
{

distance = numbDirectRBits

prob = probs + SpecPos
{
m=1
distance++
do
{
REV BIT VAR (prob, distance, m)
}
while (--numDirectBits)

distance -= m
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Table 24 (continued)
}
else
{
numDirectBits —-= kNumAlignBits
do
{
NORMALIZE
range >>= 1
{
code -= range
t = (0 - (code >> 31))
distance = (distance << 1) + (t + 1)

code += range & t

}

while (-—-numDirectBits)
prob = probs + Align
distance <<= kNumAlignBits
{

i=1
REV_BIT CONST (prob, i, 1)
REV_BIT CONST (prob, i, 2)
REV_BIT CONST (prob, i, 4)
REV_BIT LAST (prob, i, 8)
distance |= i

}

if (distance == OxFFFFFFFE)

{
len = kMatchSpecLernStart

state -= kNumStates

break

}

kNumLitStates + 3
if (distance >= (checkDictSize == 0 ? processedPos:

checkDictSize))
{

p->dicPos = dicPos

return error ()

len += kMatchMinLen

36

rep3 = rep2

rep2 =.repl

repld=,Tepl

reps S=opoicca —F

state = (state < kNumStates + kNumLitStates) ? kNumLitStates
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Table 24 (continued)
{

rem = 0
curlLen = 0
pos = 0
if ((rem = limit - dicPos) == 0)
{

p->dicPos = dicPos

TETULnl_Error ()
}
curlen = ((rem < len) ? rem len)
pos = dicPos - repO + (dicPos < repO ? dicBufSize 0)

processedPos += curlen

}

else
{
do
{
dic[dicPosk+] = dic[pos]
if (++p0%) == dicBufSize)
pos\=' 0
}
whi\be (--curlLen != 0)

len -= curlen
if (curlen <= dicBufSize - pos)
{
des®h)
shc =
dicPos
t =0
do
dest [k]
while
est += curlen

dic + dicPos

pos - dicPos

+= curLen

dest [k + src]

(++k !'= curlen)

}

while (dicPos < limit && buf < bufLimit)

NORMALIZE

/* copy the decoded bytes in the output buffer */
p—->buf buf

p->range

range

p->code code

p->remainLen len

p->dicPos dicPos

p->processedPos

processedPos
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Table 24 (continued)
p->reps|[0] = repl
p->reps[l] = repl
p->reps[2] = rep2
p->reps[3] = rep3
p->state = state

10 Application programming interfaces (APIs)

10.1 Genel

This clause
compliant w
the API. The

ral

contains the application programming interface (API) to coded genomie,inform
th the ISO/IEC 23092 series. It specifies the interfaces to be available in a topl impleme
API may be implemented locally or remotely.

ation
nting

In case the ipformation is protected, operations are controlled by privacy rules, as’specified in Clajse 7.

Whenever t}
the calleris

10.2 Struc

The API specifies interfaces that handle data structures) as specified in ISO/IEC 23(

ISO/IEC 230
hierarchy ley
hierarchy lej
and ISO/IEC

The contexf
ISO/IEC 230

Table 25 list

e caller of functions is not authorized to access the full content; only the content for ¥
huthorized is returned.

fure of the API

02-2 and this document. Operations are applied’te data structures that are organiz

wvhich

92-1,
ed in

rels. In the context of this document, a hierarchyrlevel defines the scope of an operation. The

rels considered are dataset group, dataset ahid access unit, as specified in ISO/IEC 23
23092-2.

of the API is one bitstream (either in File or Transport format), as specifi
D2-1. How the API gets access to thefile or bitstream is left open to implementation.

5 the specified functions groups:

Table 25 — Groups of functions

D92-1

bd in

Functigns group

Brief description

Genomic info

rmation Functions used to query the structure of, and retrieve, the genomic informati

coded in a bitstream compliant with ISO/IEC 23092 series.

pn

Metadata Functions used to query the structure of, and retrieve, the metadata associated
with the coded genomic data.

Protection Functions used to retrieve the protection metadata associated with the codeg
genomic data.

Reference Functions used to retrieve the reference associated with a dataset.

Statistics Functions used to retrieve statistics associated with a dataset.

10.3 Detailed specification of the API

10.3.1 Data types

The data types used in this document are defined in Table 26.
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Table 26 — Data types

uint unsigned integer number

int signed integer number

float floating point number, as defined in IEEE 754-2008
char printable ASCII character

st(v) string, as specifed in subclause 5.2

bool Boolean value

mpeggRecord MPEG-G record, as specified in ISO/IEC 23092-2
rawReference Raw reference, as-specified inISO/IEC 23092.2

-3:2020(E)

10.3.2 Return codes
Tableg 27 specifies the return codes returned by calls to the operations specified in-subclauses 10.3.6 to
10.3.10.
Erroff codes are of type returncodeT. Return code values are listed in Table 27.
Table 27 — Return codes
Name Value Description

G_SULCESS 0 The operation-completed successfully. This includes the
case when(the access is authorized but the output is empty
becauseino content matches the input parameters.

G_PARTIALLY AUTHORIZED 1 Thegperation completes successfully, but only part of the
quepied content is returned due to partial lack of author-
ization.

G_NOJr_AUTHORIZED 2 The operation is not authorized according the privacy rules.

G_VERIFICATION_FAILED 3 The digital signature, as specified in subclause|7.4, is not
verified.

G_DEFRYPTION_FAILED 4 It is not possible to complete the decryption prpcess.

G_DA['ASETGROUP_NOTFOUND 5 The requested dataset group does not exist.

G_DA[ASET_NOTFOUND 6 The requested dataset does not exist.

G_ACFESSUNITS_NOTFOUND 7 The requested access unit does not exist.

G_REFERENCE_NOTFOUND 8 The requested reference does not exist.

G_SEDUENCE_NOTFQUND 9 The requested sequence does not exist.

G_ME['ADATA_ FLELD NOTFOUND 10 The metadata element does not exist. If the element exists
but is empty, this error is not returned.

G_INNVALLP WETADATA 11 The value of the metadata element, or the elempnt itself,
does not comply with the schema.

G_ INVAEFBD—REFERENCE 12 Fhiserrortsreturmed-whemnrthegermomicreference to be
used in the decoding process is not compatible with the
genomic information.

G_INVALID PARAMETER 13 Atleast one parameter to the call is invalid.

G_INVALID_ BITSTREAM 14 The provided bitstream is invalid.

G_UNLISTED_ERROR 15 An unlisted error.

16..255 |Reserved

10.3.

3 Metadata fields

Metadata fields are represented as variables of type st (v). The content of a metadata field is a valid
W3C XPath 1.0 path. The metadata field expression shall return only one node.
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10.3.4 Output structures

10.3.4.1 Ge

neral

This subclause specifies the syntax of the output structures used to convey the results returned by
calls to the functions specified in this document.

10.3.4.2 Hierarchy

This subclause specifies the syntax of the output structure used to convey the results returned by calls
to the GetHierarchy function.

struct outH

uint dd
uint d4g
uint dg
uint dg

Each outHie

Members of

ierarchyT {
tasetGroupsCount;
tasetGroupID[];
tasetsCount[];
tasetID[][];

FarchyT associates a dataset group with all the datasets belonging to it.

the outHierarchyT structure

datasetGrogpsCount the number of dataset groups present if. the bitstream

datasetGrogpID list of identifiers of dataset groupspresent in the bitstream
datasetsCopnt list containing the number of ddtasets associated with each dataset group
datasetlID list of identifiers of datasets.associated with each dataset group

10.3.4.3 Records

This subclau

to the GetDataByLabel function.

struct outH
uint dg
uint dg
uint rg
mpeggRed
genAuxRg

Members of

se specifies the syntax of the outputistructure used to convey the results returned by

lecordsT {
tasetGrouplID;
tasetID;
cordsCount;

ord records]|]
cord auxInfoll;

the outRecordsT structure

calls

datasetGroppdD identifier of a dataset group

datasetlID fdentifier of adatasetassociated withr the dataset group identified by
datasetGroupID

recordsCount number of records returned by the call

records(] list of records returned by the call

auxInfol] list of returned genauxRrecord structures associated to the records
returned by the call

10.3.4.4 References

This subclause specifies the syntax of the output structure used to convey the results returned by calls

to the GetDa

tasetReference function.

struct outReferenceT {

uint se

40

gCount;
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st (v) segNamel[];

uint segStartl(];

uint seqgkEnd[];

char refSequencel]l[];

Members of the outReferenceT structure

seqgCount number of reference sequences returned by the call

seqName list containing the names of the reference sequences returned by the call
segStart list containing the start position of the reference sequences rnhlrnpdl by the call
seqgkEnhd list containing the end position of the reference sequences returned ll)y the call
refSpquence lists of ASCII characters representing the reference sequences returned by the call
10.3.4.5 Region protection

This
to thd

strud
st
u]
u]
u]
u]
st

Mempers of the outRegionProtectionT structure

GetRegionProtection function.

t outRegionProtectionT ({
ring sequenceName;

nt startPos;

nt endPos;

nt classID;

nt numKeys

(v) keyName [numKeys]

subclause specifies the syntax of the output structure used to convey the results retufned by calls

sequpnceName name of the sequerice where the protected region is defined

starfPos start position ofithe protected region.

endPps end positionlof the protected region.

claspID the clags of access units being encrypted as here specified

numkpys the number of keys

keyNgame anykey name present in this array allows to decrypt the content of ah access
unit which range intersects with the region defined by sequenceName
startPos, endPos, classID

10.3.4.67 Simple statistics

This subclause specifies the syntax of the output structure used to convey the results returned by calls
to the GetSimpleStatistics function.

struct simpleSegmentStatisticsT {
uint readsNumber;
uint segmentsNumberReadsDistribution[maxSegments];
uint qualityCheckFailedReadsNumber;
uint segmentLength[3];
uint mappedStrandSegmentDistribution[3];
uint properlyPairedNumber;
uint mappedStrandPairDistribution[9];
uint maxAlignments;
uint multipleAlignmentSegmentDistribution[maxAlignments + 1];
uint coverage([3];
uint weightedCoverage[3];
uint errorsNumber[3];
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uint substitutionsNumber[3];
uint insertionsNumber[3];
uint insertionsLength[3];
uint deletionsNumber[3];
uint deletionsLength[3];
uint splicesNumber[3];
uint splicesLength[3];
uint alignmentScore([3];
uint classSegmentDistribution[6];
uint clippedSegmentDistribution[3];
uint opticalDuplicatesNumber;
uint chimerasNumber;
}
Name Semantics
readsNumbef Total number of the reads to which the selected segments
belong.
segmentsNufberReadsDistribution Distribution by segment number of thereads to which the

selected segments belong (one per number of segment
sible; single end reads are stored.at pdsition 0, paired e
reads at position 1, and so on).figxSegments as specifi
10.3.10.1.

pos-
nd
bd in

qualityChe

kFailedReadsNumber

Number of reads flaggedas-“failing vendor quality che
while considering the set.of reads to which the selected
segments belong.

,ksn

segmentLength

Array of three nunibers contaning minimum, maximun

average lengths (in this order) for the selected segment

Average rounded to the closest integer.

h and

mappedStrafdSegmentDistribution

Array of three numbers containing:

pos O:¥Number of unmapped segments
pos1: Number of segments mapped to the forward strg
pos 2: Number of segments mapped to the reverse stra

for all selected segments.

nd

properlyPajredNumber

Number of reads flagged as being properly paired (pairg
end, both pairs aligned within proper distance) while ca
ering the set of reads to which the selected segments be

)d_
nsid-
ong.

42

mappedStrapjdPairDistributon

Distribution of paired-end reads according to the folloy
classification:

Position 0: reads having first and second segments un-
mapped

Position 1: reads having first segment unmapped and fir
best alignment for the second segment on the forward st

ving

St
rand

Position 2: reads having first segment nnm:\pppd and fi

st

best alignment for the second segment on the reverse strand

Position 3: reads having first best alignment for the first seg-
ment on the forward strand and second segment unmapped

Position 4: reads having first best alignment for the first
segment on the reverse strand and the second segment

unmapped

Position 5: reads having first best alignment for the first

segment on the forward strand and first best alignmen
the second strand on the forward strand
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Name

Semantics

Position 6: reads having first best alignment for the first
segment on the forward strand and first best alignment for

the second strand on the reverse strand

Position 7: reads having first best alignment for the first
segment on the reverse strand and first best alignment for

the second strand on the forward strand

Position 8: reads having first best alignment for the first
segment on the reverse strand and first best alignment

for the second strand on the reverse strand w

hen consid-
selected

H AN faf H < < St Licl 1
g trC St o parr Ottt T CatrS O~ W IiTCT tire

segments belong.

maxAllignments

Maximum number of alignments while gonside;

of reads to which the selected segments belong.

ring the set

multfipleAlignmentSegmentDistribution

Distribution of the number of multiple alignme
selected segments. Position n ip-the'array corr
the segments having n alignmerts.

nts for the
tsponds to

coverage Array of three numbers gontadning minimum, maximum and
average coverage (in thisofrder) across the range consid-
ered, taking into account the first best alignmept of the
selected segments.'Average rounded to the clodest integer.

weilghtedCoverage Array of threeqnumbers contaning minimum, njaximum

and average weighted coverage (in this order) :
range considered, taking into account all n alig
the selected segments having an alignment sco
the maXimum one, and weighting each alignme
Avenage rounded to the closest integer.

\cross the
hments of
re equal to
nt by 1/n.

errofsNumber

Array of three numbers contaning minimum, nj
average number (in this order) of errors (sum @
tutions, insertions and deletions) present in th¢
CIGAR for the first best alignment of the select
Average rounded to the closest integer.

aximum and
f substi-

b extended

bd segments.

subsfkitutionsNumber

Array of three numbers contaning minimum, nj

and average number (in this order) of substitutiions present

in the extended CIGAR for the first best alignm
selected segments. Average rounded to the clos

aximum

ent of the
est integer.

inseftionsNumber

Array of three numbers contaning minimum, n
average number (in this order) of insertion ope
ent in the extended CIGAR for the first best alig
selected segments. Average rounded to the clos

aximum and
rations pres-
nment of the
estinteger.

inseftionslLength

Array of three numbers contaning minimum, nj
average cumulative length (in this order) of the
operations present in the extended CIGAR for t

aximum and
insertion
he first best

alignment of the selected segments. Average ro

unded to the

closest integer.

deletionsNumber Array of three numbers contaning minimum, maximum and
average number (in this order) of deletion operations pres-
ent in the extended CIGAR for the first best alignment of the
selected segments. Average rounded to the closest integer.

deletionsLength Array of three numbers contaning minimum, maximum

and average cumulative length (in this order) of deletion
operations present in the extended CIGAR for the first best
alignment of the selected segments. Average rounded to the
closest integer.
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Name Semantics
splicesNumber Array of three numbers contaning minimum, maximum and
average number (in this order) of splice operations present
in the extended CIGAR for the first best alignment of the
selected segments. Average rounded to the closest integer.
splicesLength Array of three numbers contaning minimum, maximum
and average cumulative length (in this order) of splice
operations present in the extended CIGAR for the first best
alignment of the selected segments. Average rounded to the
closest integer.
alignmentScore Array of three numbers contaning minimum, maximum and
average (in this order) of the alignment score for thefifst
best alignment of the selected segments. Averageroungled
to the closest integer.
classSegmentDistribution Distribution of segments according to the classificatior
defined in ISO/IEC 23092-2, Index is the glass_id specifjed
in subclause 5.4 minus 1.
clippedSegpentDistribution Distribution of segments according‘tp,the following clalssi-
fication
pos 0: number of segments without clipped bases
pos 1: number of segmentswith soft-clipped bases and
without hard-clipped bases
pos 2: number of ségnments with hard-and soft-clipped hases.
opticalDuplicatesNumber Number of reads.flagged as being optical duplicates while
consideringthe set of reads to which the selected seg-
ments belohg.
chimerasNupber Numbetof reads flagged as being chimeras (can be aligned
onlytaking into account more than one
reference sequence) while considering the set of reads
to'which the selected segments belong.
10.3.4.7 Advanced statistics
This subclause specifies the syntax 6f the output structure used to convey the results returned by calls
to the GetAdvancedStatistics function.
struct extegndedSegmentStatiigticsT {
uint mgppedBasesNumberDistribution[segmentLength[1l] + 1];
uint cgverage[endPQs+— startPos + 1];
uint wgightedCov@rage[endPos - startPos + 1];
uint eyrorsNumbarDistribution[errorsNumber[1] + 1];
uint enrorskPesitionDistribution[segmentLength[1]];
uint sybstitytionsNumberDistribution[substitutionsNumber[1] + 1];
uint subsgifutionsTransitionDistribution([5][5] [segmentLength[1l]];
uint st titutionsPositionDistribution[segmentlength[1]]:
uint insertionsNumberDistribution[insertionsNumber[1] + 1];
uint insertionsLengthDistribution[insertionsLength[l] + 1];
uint insertionsPositionDistribution[segmentLength[1l]];
uint deletionsNumberDistribution[deletionsNumber[1] + 11];
uint deletionsLengthDistribution[deletionsLength[1l] + 1];
uint deletionsPositionDistribution[segmentLength[1l]];
uint splicesNumberDistribution[3] [splicesNumber[1l] + 1];
uint spliceslLengthDistribution[3] [splicesLength[l] + 1];
uint splicesPositionDistribution[3] [segmentLength[1]];
uint alignmentScoreValueDistribution[alignmentScore[l] + 1];
uint alignmentScoreSegmentlLengthDistribution[3] [segmentlLength[1l]];
uint DbasesPositionDistribution[5] [segmentLength[1]];
uint gcContentValueDistribution[101];
uint maxQualityScore;
uint qualityScoreDistribution[maxQualityScore + 1];
uint qualityScorePositionDistribution[3] [segmentLength[1l]];
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Name

Semantics

mappedBasesNumberDistribution

Distribution of segments by their number of mapped
bases. A base is considered mapped whenever it is

exactly matched (no substitution or indel cover it) in
the first best alignment. The index ranges from zero
(no bases mapped) to segmentLength[1] (all bases

mapped).

cove

oo

- — ERPS N
SCAr Cro T L clIc C4

A £ B
Array-oferdtos
(number of alignments without insertion
tions covering each base) across therequ
taking into account the first bestalignmg
selected segments.

verage

s or dele-
ested range,
nt of the

weig

htedCoverage

Array of endPos - startBps/+ 1 numk
taning the coverage (number of alignmen
insertions or deletionS)covering each bas

requested range, taking into account all :Llalignments

of the selected ségiments having an align
equal to the mmaximum one, and weightin
ment by 1/n.-Eoverage rounded to the cld

ers con-
ts without
e) across the

ent score
Y eac_h align-
sest integer.

erro

rsNumberDistribution

Distribution of segments by their numbe
rors(the’sum of the number of substituti
insertions, and deletions) in their first be
fents. The index ranges from zero (no ef]
errorsNumber[1].

- of er-
bns,

st align-
ror) to

erro

rsPositionDistribution

Array of dimension segmentLength[1].
n it corresponds the cumulative number
for which an error occurs at position n in
best alignment.

o position
bf segments
the first

subs

itutionsNumberDistribution

Distribution of segments by their numbey

substitutions in their first best alignmen
The index ranges from zero (no substitut|
substitutionsNumber[1].

of
(S,
ion) to

subs

FitutionsTransitionDis€ribution

Array of dimension 5 * 5 * length[1]. De
vector VasV={A,C, G, N, T} substitut
tionDistribution[i] [j] [n] represeq

lative number of substitutions of the symbol V[i] with

symbol V[j] occurring at position n in the
alignments for all the segments.

fining the
lonsTransi
ts the cumu-

first best

subs

itutionsPositionDistribution

Array of dimension segmentLength[1].
n it corresponds the cumulative number
for which a substitution occurs at positio|

o position
bf segments
n n in the

first best alignment.

inse

rtionsNumberDistribution

Distribution of segments by their number of inser-
tions in their first best alignments. The index ranges
from zero (no insertion) to insertionsNumber[1].

inse

rtionsLengthDistribution

Distribution of segments by the cumulative length
of insertion operations in their first best align-

ments. The index ranges from zero (no in
insertionsLength[1].

sertion) to

inse

rtionsPositionDistribution

Array of dimension segmentLength[1]. To position
n it corresponds the cumulative number of segments
for which an insertion operation starts at position n

in the first best alignment.
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Name

Semantics

deletionsNumberDistribution

Distribution of segments by their number of deletions
in their first best alignments. The index ranges from
zero (no deletion) to deletionsNumber [1].

deletionsLengthDistribution

Distribution of segments by the cumulative length
of deletion operations in their first best align-
ments. The index ranges from zero (no deletion) to
deletionsLength[1].

deletionsPositionDistribution

Array of dimension segmentTLength[1]. To position
n it corresponds the cumulative number of segments
for which a deletion operation starts at position n in

the first best alignment.

splicesNumpperDistribution

Distribution of segments by the physical strand qf the
molecule originating the segment, and the numbér of
splices in their first best alignments, Thefirst index is
0 when the strand of the original RNAmolecule if not
known, 1 when the strand is forward and 2 wher] the
strand is reverse. The secondindex ranges from tero
(no splice) to splicesNumber [T].

splicesLengthDistribution

Distribution of segment$\by the physical strand qf the
molecule originatingthe segment, and the cumu-
lative length of splice operations in their first bes
alignments. The¢irst index is 0 when the strand ¢f
the original RNAmolecule is not known, 1 when the
strand is forward and 2 when the strand is reverge.
The second.index ranges from zero (no splice) to
spliceskength[1l].

—+

splicesPosjitionDistribution

Arrayof dimension 3 * segmentLength[1]. The first
inidex is 0 when the strand of the original RNA mole-
cule is not known, 1 when the strand is forward 4and 2
when the strand is reverse. To a value n for the s¢cond
index it corresponds the cumulative number of s¢g-
ments for which a splice operation starts at positfion n
in the first best alignment.

alignmentS¢oreValueDistribution

Distribution of segments by the value of the scor¢ of
their first best alignment. The index ranges from|zero
toalignmentScore[1].

Only applicable if scores are coded as integer nu-
bers as specified in I[SO/IEC 23092-2.

alignmentS¢oreSegmentlengthDistribution

Bi-dimensional array where the firstindex i of allig
nmentScoreSegmentLengthDistribution[i] [[j]
corresponds to minimum, maximum and averagg (in
this order) of the alignment score, taking into acdount
the first best alignment of the selected segments
having segmentLength equal to j. Average roundled

to the closest integer.

Only applicable if scores are coded as integer num-
bers as specified in ISO/IEC 23092-2.

basesPositionDistribution

Bi-dimensional array. Defining the vector V as
V={ACGN,T}

basesPositionDistribution[i][j] corresponds
to the cumulative number of segments having nucleo-
tide V[i] at position 7.

gcContent Distribution of binned fractional GC read content:
gc_content[i] counts the number of segments having a
GC content >=i/100 and < (i+1)/100 (e.g. bin 10 counts
the reads having at least 10 %, and less than 11%, GC
content).
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Name Semantics

maxQualityScore Maximum Phred quality score recorded among those
for all the nucleotides of the selected segments.

qualityScoreDistribution Distribution of nucleotides by their Phred quality
score across all the selected segments. The index
rangesfronlZerOtOInaxQualityScore.

qualityScorePositionDistribution Bi-dimensional array where the first index i of qual
ityScorePositionDistribution [i][j] corre-
sponds to minimum, maximum and average (in this
order) of the Phred quality scores for all the nucleo-
tides at position j, calculated across all the selected
segments. Average rounded to the closest integer.

qualfityScorePositionPercentilesDistribution |Bi-dimensional array where the firstindex i of qual
ityScorePositionPercentilegDistrilbution(i]
[§]1 corresponds to the number’of nucleotides having
Phred quality scores in theranges 0-10 %, 10-25 %,
25-50 %, 50-75 %, 75-90%6,90-100 % (in this order;
bottom interval range-included and top interval range
excluded except in the €ase of the last birj) at position
j of the segment/forall the selected segments.

strugt advancedSegmentStatisticsT {
simpleSegmentStatisticsT simpleStatistics[2];
ejtendedSegmentStatisticsT extendedStatistics/lq;

Namg Semantics

simpfleStatistics Array of two simpleSegmentStatisticsT sfructures
containing statistics on the segments as specified in sub-
clause 10.3.4.6. The first structure (index 0) cpntains sta-
tistics for the segments having the first best alignment on
the forward strand of the reference, the second structure
(index 1) contains statistics for the segments having first
best alignment on the reverse strand of the reference.

extepdedStatistics Array of two extendedSegmentStatisticsT| structures
containing statistics on the segments as specified in this
clause. The first structure (index 0) contains qtatistics for
the segments having the first best alignment ¢n the for-
ward strand of the reference, the second strudture (index
1) contains statistics for the segments having [first best
alignment on the reverse strand of the referer|ce.

10.3.5"\ Filters

10.3.5.1 General

This subclause specifies data structures used to express criteria to select MPEG-G records to be
retrieved.

10.3.5.2 Simple filter

This subclause specifies a data structure to apply simple filtering on MPEG-G records.

struct simpleFilterT {
uint numberOfGroups;
st (v) groupNames [numberOfGroups];
bool classIDI[6];
uint sequencelD;
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uint startPos;
uint endPos;
bool singleEndsStrand[3];
bool pairedEndsStrand[9];
bool includeClippedReads|[2];
bool includeMultipleAlignments;
bool includeOpticalDuplicates;
bool includeQualityCheckFailed;
bool includeAuxRecords;
bool includeReadNames;
bool includeQualityValues;
bool mismatchesIncludeNs;

}

Name Semantics

numberOfGroups

Number of read groups for which records are to be retrievgd¥0 megns
all groups.

groupNames Array of read group names for which records are toheretrieved.

classID Array of Boolean specifying the class of records((as‘defined in ISO/
IEC 23092-2:2019, subclause 5.4) to be considéred when applying the
filter. When classID[i] is setto true recdpds having class_id i+1 ghall
be selected.

sequencelD Identifier of the reference sequence to-be considered when filtering.

startPos Start position of the queried regien. It shall be less than or equal o
endPos otherwise a G_INVALKID PARAMETER error is returned.
Inclusive.

endPos End position of the queriedregion. It shall be greater than or equal

to startPos otherwise a G_INVALID_PARAMETER error is returne(d.
Inclusive.

singleEnds$trand

singleEndsStrandis an array of 3 Boolean flags specifying whethler
single-end records being unmapped (position 0), having first best qlign-
ment to the ferward strand (position 1), and having first best alignpnent
to the reverse strand (position 2) should be selected. More than ong¢ flag
can be’set.

pairedEnds$trand

paiegdEndsStrand is an array of 9 Boolean flags specifying whetht-
er,paired-end records having first and second segment unmapped
(position 0), having first segment unmapped and first best alignment
for the second segment on the forward strand (position 1), having flirst
segment unmapped and first best alignment for the second segmen

on the reverse strand (position 2), having first best alignment for the
first segment on the forward strand and second segment unmappe
(position 3), having first best alignment for the first segment on th
reverse strand and the second segment unmapped (position 4), haying
first best alignment for the first segment on the forward strand an

first best alignment for the second strand on the forward strand (ppsi-
tion 5), having first best alignment for the first segment on the forward

strand and first best alignment for the second strand on the reverse
strand (position 6), having first best alignment for the first segment

on the reverse strand and first best alignment for the second strand on
the forward strand (position 7), having first best alignment for the first
segment on the reverse strand and first best alignment for the second
strand on the reverse strand (position 8), should be selected. More than
one flag can be set.

includeClippedReads

Array of Boolean fields used to select the alignments to be retrieved
according to the following criteria

bit 1 set: if set to true, include in the result reads with soft-clipped bases
bit 2 set: if set to true, include in the resultreads with hard-clipped bases

includeMultipleAlignments

When set to true, select records with multiple alignments (if the mpeg
record has more alignments it is considered to have more alignments).
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Name

Semantics

includeOpticalDuplicates

When set to true, select records with the optical duplicate flag set as
specified in ISO/IEC 23092-2.

includeQualityCheckFailed

When set to true, select records with the quality check falied flag set as
specified in ISO/IEC 23092-2.

includeAuxRecords When set to true, include coded auxiliary fields carried by the AU_infor-
mation_value array contained in the gen_info element AU_information
defined in ISO/IEC 23092-1, as described in Clause 8.
includeReadNames When set to true, include read names if available.

includeQualityValues

When set to true, include quality values if available.

mismptchesIncludeNs

Consider Ns as mismatches. When set to false class N recor(ls are con-
sidered equivalent to class P records.

10.3.5.3 Advanced filter

This $ubclause specifies selective access criteria for segments of coded reads.

strugt segmentFilterT({
bgol filterScopel3];

uilnt mappedBasesRange[2];
float mappedFractionRange[2];

uint errorsRange[2];

float errorsFractionRange[2];

uilnt substitutionsRange[2];

float substitutionsFractionRange[2];
uilnt insertionsRangel[2];

float insertionsFractionRangel[2];

uilnt insertionsLengthRange[2];

float insertionsLengthFractionRange[2];
uilnt deletionsRange[2];

float deletionsFractionRange[2];

uilnt deletionsLengthRange([2];

float deletionsLengthFractionRand&([2];

uijnt splicesRange[2];

float splicesFractionRange[3](

uilnt splicesLengthRange[2]y
it splicesDirectionAsEfd;
float alignmentScoreRangel2];
uint qualityScoreRangeTl2];
}
Namg Semantics
filtprScope Array of Boolean fields used to select the segments to bg retrieved
according to the following criteria:
bit 1 set: single-end read
bit 2 set: paired-end first read
bit 3 set: paired-end second read
mappedBasesRange mappedBasesRange [0] is the minimum number of mapped bases

in the first best alignment for the segment in order for the segment
to be selected (inclusive).

mappedBasesRange [1] is the maximum number of mapped bases in
the first best alignment for the segment in order for a segment to be
selected (inclusive).
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Name Semantics

mappedFractionRange mappedFractionRange[0] isthe minimum fraction: mapped
bases in the first best alignment for the segment divided by the
number of bases in the segment in order for the segment to be
selected (inclusive).

mappedFractionRange[1] is the maximum fraction: mapped
bases in the first best alignment for the segment divided by the
number of bases in the segment in order for the segment to be
selected (inclusive).

errorsRange errorsRange[0] is the minimum number of errors (sum of substi-

hlh'nnc’ insertions and r]n]nfinnc) inthe first best alionment for the
=]

segment in order for the segment to be selected (inclusive).

errorsRange[1] isthe maximum number of errors (sum of supsti-
tutions, insertions and deletions) in the first best alignment for|the
segment in order for the segment to be selected (inelusive).

errorsFractionRange errorsFractionRange[0] is the minimum fragtion of errors (§um
of substitutions, insertions and deletions) in thefirst best alignment
for the segment in order for the segment tg beselected (inclusive).

errorsFractionRange[1] isthe maximiim fraction of errors [sum
of substitutions, insertions and deletions) in the first best alignment
for the segment in order for the segment to be selected (inclusive).

substituti¢nsRange substitutionsRange[0] isthe minimum number of substitufions
in the first best alignment for‘the segment in order for the segnient
to be selected (inclusive)

substitutionsRangefl] isthe maximum number of substitufions
in the first best alignment for the segment in order for the segnient
to be selected (included).

substituti¢nsFractionRange substitutieisFractionRange[0] isthe minimum fraction of
substitutions in the first best alignment for the segment in ordgr for
the segment to be selected (inclusive).

—n

substitutionsFractionRange[1] isthe maximum fraction g
substitutions in the first best alignment for the segment in ordgr for
the segment to be selected (inclusive).

insertionsRange insertionsRange [0] isthe minimum number of insertions in|the
first best alignment for the segment in order for the segment to|be
selected (inclusive).

insertionsRange[1] isthe maximum number of insertions in the
first best alignment for the segment in order for the segment to|be
selected (inclusive).

insertionsfractienRange insertionsFractionRange [0] isthe minimum fraction of in-
sertions in the first best alignment for the segment in order for the
segment to be selected (inclusive).

InsertionsFractionRange [ L] 15 the maximum (raction of -
sertions in the first best alignment for the segment in order for the
segment to be selected (inclusive).

insertionsLengthRange insertionsLengthRange[0] isthe minimum length of insertions
in the first best alignment for the segment in order for the segment
to be selected (inclusive).

insertionsLengthRange[1] isthe maximum length of insertions
in the first best alignment for the segment in order for the segment
to be selected (inclusive).
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Name

Semantics

insertionsLengthFractionRange

insertionsLengthFractionRange [0]

for the segment to be selected (inclusive).

insertionsLengthFractionRange[1l]

for the segment to be selected (inclusive).

is the minimum fraction of
insertion length in the first best alignment for the segment in order

is the maximum fraction of
insertion length in the first best alignment for the segment in order

deletionsRange

deletionsRange[0] isthe minimum number of insert
first best alignment for the segment in order for the seg
selected (inclusive).

ions in the
ment to be

deletionsRange[1] 1sthe maximum number of inserf
first best alignment for the segment in order for theseg
selected (inclusive).

ions in the
ment to be

delefionsFractionRange

deletionsFractionRange[0] isthe minimam fractio
tions in the first best alignment for the segment in orde
segment to be selected (inclusive).

deletionsFractionRange[1] isthe maximum fractid
tions in the first best alignment fot the segment in orde
segment to be selected (inclusive),

h of inser-
I for the

n of inser-
I for the

delefionsLengthRange

deletionsLengthRange [0f s the minimum length of
the first best alignment férthe segment in order for the
be selected (inclusive).

deletionsLengthRange[1] isthe maximum length of]
the first best alignment for the segment in order for the
be selected (inelusive).

insertions in
segment to

insertions in
segment to

delefionsLengthFractionRange

deletionglehgthFractionRange [0] isthe minimum
insertiomlength in the first best alignment for the segm
for the(segment to be selected (inclusive).

delétionsLengthFractionRange[1] isthe maximun
frsertion length in the first best alignment for the segm|
for the segment to be selected (inclusive).

fraction of
ent in order

fraction of
ent in order

splifesRange

splicesRange[0] isthe minimum number of splices if the first

best alignment for the segment in order for the segment
ed (inclusive).

splicesRange[1] isthe maximum number of splices i
best alignment for the segment in order for the segment
ed (inclusive).

to be select-

h the first
to be select-

splifesFractionRarige

splicesFractionRange[0] isthe minimum fraction g
the first best alignment for the segment in order for the
be selected (inclusive).

splicesFractionRange[1] isthe maximum fraction

f splices in
segment to

bf splices in

the first best alignment for the segment in order for the

segment to

pe selected (Inclusivej.

splicesLengthRange

splicesLengthRange [0] isthe minimum length of splices in the

first best alignment for the segment in order for the seg
selected (inclusive).

splicesLengthRange[1] isthe maximum length of splices in the

first best alignment for the segment in order for the seg
selected (inclusive).

ment to be

ment to be

splicesDirectionAsEnd

If set to n, only select records for which the physical strand of the
original RNA molecule is the same as, or opposite to, the strand to
which segment n is aligned (first best alignment considered). If sign
of n is positive, strand is the same; if sign of n is negative, strand is
opposite. For instance, a value of -2 would only consider records for
which the first best alignment for the second segment is on the op-

posite strand to the strand the RNA molecule originally

comes from.
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Name

Semantics

alignmentScoreRange

alignmentScoreRange [0] isthe minimum score of the first best
alignment for the segment in order for the segment to be selected
(inclusive).

alignmentScoreRange[1] isthe maximum score of the first best
alignment for the segment in order for the segment to be selected
(inclusive).

qualityScoreRange

qualityScoreRange[0] isthe minimum Phred base quality score
for a segment to be selected.

qualityScoreRange[1] isthe maximum Phred base quality score

for a segment to be selected.

struct advg
simpleFil
uint sg
segmentk

ncedFilterT {
lterT filter;
gmentFiltersCount;

ilterT segmentFilters[segmentFiltersCount];

Name Semantics

Filter A filter specified as in subclause 10.3:52.
segmentFilfersCount Number of filters to be appliedat a’segment level.
segmentFilters Array of segmentFilterT sfructures as specified in this clause.
10.3.6 Genpmic information

10.3.6.1 General

This subclay
records.

10.3.6.2 GetHierarchy

Signature
returnCodeT]

[out] ou

)

Description

GetHierarchy~(

tHierarchyT outputHierarchy

se specifies API function calls returning genomic information as collections of MREG-G

This function Yéturns an array of outHierarchyT structures that describes the content of a file or
bitstream compliant with ISO/IEC 23092 series.

Parameters
Name Description
outputHierarchy the outHierarchyT structure describing all the dataset groups contained in
the file or bitstream.
Authorization

The getHierarchy call returns only information for which the caller has all necessary keys to decrypt
the information.

Return values
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A call to this operation shall return one of these error codes: G_SUCCESS, G_LNOT_AUTHORIZED, G_
INVALID_BITSTREAM.

10.3.6.3 GetDataBySimpleFilter

Signature

returnCodeT GetDataBySimpleFilter

(

[in] uintdatasetGrouplD,

(
[
[

in] uintdatasetID,
i
out]

n] simpleFilterT filter,

outRecordsT outputRecords

)i

Desc

This
by d4
criter

genomic records shall be returned, but it does not specify the actual mechanism to retur

of re
implg
retur
are si

Auth
The 4

the privacy rules defined for the dataset (addifig'the parameter with the result of the

defin|
then
urn:n
to th¢
filter

Only
acces
datag
g:prd
urn::n

prization

ription

Function returns an outRecordsT structure containing records belongingto the datas
tasetID belonging to the dataset group identified by datasetGrouplD @nd satisfying
ia expressed by filter. The formalism used for the output parameter specifies tha

cords. The return mechanism can be implemented in differeént ways according to
mentation, for instance all records can be returned together at the same time or
ned in multiple chunks received at different times. Both(stateful and stateless impl]
ipported according to the different type of output mechHanism implemented.

ction request is tested against the privacy rules defined for the dataset group, and

bd in 7.3). If the result of testing the requeést against the dataset’s privacy rules is nc
Lhe call is not authorized. In order to testthis action, two new attributes are added to
peg:mpeg—g:protection:start.and.urn:mpeg:mpeg—g:protection:end,Oftypeinteg
 values of the fields in the filter. Notattribute is added to the request for any other m
structure, except if said so through another channel.

data from Access Units fortwhich the access is granted may be returned. In order tc
s unit is granted, for each access unit the same request as for the dataset is tested
et rules, but changing.the attributes: urn:mpeg:mpeg-g:protection:start and urn|
tection:end to bésequal to the start and end of the access unit. A new attriby

et identified
the filtering
L an array of
n such array
the specific
they can be
ementations

then against
first test as
t permitted,
the request:
er and equal
ember of the

know if the
against the
:mpeg:mpeg-
te is added,

peg:mpeg-g:protettion:class , with type integer and value equal to the access unit type. The

access to an unmapped access unit is not granted for this call.

Parameters

Namg Description

datapet€rouplID Identifier of the dataset group to be considered for the selective access ps specified
in ISO/IEC 23092-1. The valid range is [0, 28 - 1]. Out of range values return an error.

datasetID Identifier of the dataset to be considered for the selective access as specified in
ISO/IEC 23092-1. The valid range is [0, 216 - 1]. Out of range values return an error.

filter Structure expressing the filtering criteria as specified in subclause 10.3.5
outputRecords Data structure containing the records matching the filtering criteria.

Return values

A call to this operation shall return one of these return codes: G_SUCCESS, G_END_OF_DATA, G_NOT_
AUTHORIZED, G_VERIFICATION_FAILED, G_DECRYPTION_FAILED, G_DATASETGROUP_NOTFOUND,

G_DATASET_NOTFOUND,

G_REFERENCE_NOTFOUND, G_SEQUENCE_NOTFOUND,

REFERENCE, G_INVALID_BITSTREAM.
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10.3.6.4 Ge

Signature

returnCodeT

[in] uin
in] uin
in] adv
out] ou

[
[
[

);

Description

092-3:2020(E)

tDataByAdvancedFilter

GetDataByAdvancedFilter
tdatasetGrouplD,
tdatasetID,
ancedFilterT filter,
tRecordsT outputRecords

(

This functio
by‘datasetl
criteria expy
genomic rec
of records. |
implementat
returned in
are supporte

Authorizati

The action r
the privacy
defined in 7,
then the call
urn:mpeg:my
to the valueq
filter structy

Only data fr
access unit i
but chaning
to be equal
g:protectidg
unmapped a

Parameters

on

N returns an outRecordsT structure containing records belonging to the dataset ide
b belonging to the dataset group identified by datasetGroupID and satisfyingcthe fil
essed by filter. The formalism used for the output parameter specifies that'an ar
brds shall be returned, but it does not specify the actual mechanism to retirn such
[he return mechanism can be implemented in different ways according to the sp
ion, for instance all records can be returned together at the same time or they c
multiple chunks received at different times. Both stateful and stateless implementz
d according to the different type of output mechanism impleménted.

equest is tested against the privacy rules defined for the dataset group, and then ag
rules defined for the dataset (adding the parameter with the result of the first te

':jzzring

ified

ray of
array
ecific
hn be
tions

ainst
st as

3). If the result of testing the request against the'dataset’s privacy rules is not permlfitted,

is not authorized. In order to test this action, tw6 new attributes are added to the re
leg-g:protection:start and.urn:mpeg:mpeg-g:protection:end,Oftypeintegerand
of the fields in the filter. No attribute is added to the request for any other member
re, except if said so through another channel.

bm Access Units for which the acceSs is granted may be returned. In order to know
granted, for each access unit the'same request as for the dataset is tested against the
the attributes urn:mpeg:mpeg®g?protection:start and urn:mpeg:mpeg-g:protectio
to the start and end of/the access unit. A new attribute is added, urn:mpeg:
h:class, with type integer and value equal to the access unit type. The access
ccess unit is not granted for this call.

juest:
equal
bf the

if the
rules,
h:end
peg-
[0 an

Name

Description

datasetGro

pID Identifier of the dataset group to be considered for the selective access as speci

in ISO/IEC 23092-1. The valid range is [0, 28 - 1]. Out of range values return an ¢

fied
rror.

datasetID

Identifier of the dataset to be considered for the selective access as specified i

n

ISO/IEC 23092-1. The valid range is [0, 216 - 1]. Out of range values return an ¢

rror.

filter

Structure expressing the filtering criteria as specified in subclause 10.3.5

outputRecords

Data structure containing the records matching the filtering criteria.

Return valu

es

A call to this operation shall return one of these error codes: G_SUCCESS, G_NOT_AUTHORIZED,
G_VERIFICATION_FAILED, G_DECRYPTION_FAILED, G_DATASETGROUP_NOTFOUND, G_DATASET_
NOTFOUND, G_REFERENCE_NOTFOUND, G_SEQUENCE_NOTFOUND, G_INVALID_REFERENCE, G_
INVALID_BITSTREAM.

54

© ISO/IEC 2020 - All rights re

served


https://iecnorm.com/api/?name=8f9776d2d1f6b5a2f5b1914299d1a6d5

10.3.

ISO/IEC 23092

6.5 GetDataBySignature

Signature

returnCodeT GetDataBySignature

(

[in] uintdatasetGrouplD,

[
[
[

);

Desc

in
in

out]

]
]

uintdatasetID,
st (v) signature,
outRecordsT outputRecords

ription

-3:2020(E)

On syccessful return, outputRecords contains MPEG-G records from the dataset identifiedpy dataset1D
belonging to the dataset group identified by datasetGroupID and belonging to access-units associated
with [the string signature. The formalism used for the output parameter specifies that an array of

geno
of re
imple
retur
are s|

Auth
The 4

ned in multiple chunks received at different times. Both stateful and stateless imp
ipported according to the different type of output mechanism itaplemented.

prization

ction request is tested against the privacy rules defined for the dataset group, and

the privacy rules defined for the dataset (adding the parameter with the result of the

defin|
then

urn:n
filter
throy

Only
acces
rules

bd in 7.3). If the result of testing the request against the dataset’s privacy rules is nc
the call is not authorized. In order to test this.action, one new attributes is added to
peg:mpeg-g:protection:signature, of type. string and equal to the values of the

No attribute is added to the request for any other member of the filter structure, exd
gh another channel.

data from Access Units for which-tle access is granted may be returned. In order tc
s unit is granted, for each access-unit the same request as for the dataset is tested
but changing the attribute uri>mpeg:mpeg-g:protection:signature to be equal to t

signafture of the Access Unit. The access is granted if for all signatures the request yields 4

ic records shall be returned, but it does not specify the actual mechaniSm to returp such array
Cords. The return mechanism can be implemented in different ways-aecording to|the specific
mentation, for instance all records can be returned together at theJsame time or|they can be

ementations

then against
first test as
t permitted,
the request:
fields in the
ept if said so

know if the
against the
he one of the
permit. The

access to an aligned access unitis not granted for this call.

Parameters

Namgp Description

datapetGroupID Identifier of the dataset group to be considered for the selective access as dpecified in
ISO/IEC 23092-1. The valid range is [0, 28 - 1]. Out of range values return ah error.

datapetID Identifier of the dataset to be considered for the selective access as specifi¢d in ISO/
IEC 23092-1. The valid range is [0, 216 - 1]. Out of range values return an enror.

signptufe Signature identifying access units of Class U as specified in ISO/IEC 2309211.

outputRecords Data structure containing the records belonging to the access units associated with the
specified signature.

Return values

A call to this operation shall return one of these return codes: G_SUCCESS, G_NOT_AUTHORIZED,
G_VERIFICATION_FAILED, G_DECRYPTION_FAILED, G_DATASETGROUP_NOTFOUND, G_DATASET_
NOTFOUND, G_INVALID_BITSTREAM.
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10.3.6.6 GetDataByLabel

Signature

returnCodeT GetDataByLabel (
[in] uintdatasetGrouplD,
[in] st (v) labelID,
[out] outRecordsT outputRecords]]

Description

On successfil return, outputRecords contains outRecordsT structures from the dataset group identified
by datasetGfoupID and belonging to the genomic regions listed in the label identified by 1apé11D|. The
formalism uped for the output parameter specifies that an array of genomic records shall bereturned,
but it does rjot specify the actual mechanism to return such array of records. The return ‘mechgnism
can be implgmented in different ways according to the specific implementation, for instance all refords
can be retufned together at the same time or they can be returned in multiple(chiunks received at
different times. Both stateful and stateless implementations are supported according to the different
type of outppit mechanism implemented.

Authorization

For each regjon defined in the label, the authorization of GetDataBySimpleFilter is tested, using as|start
and end the ptart and end of the region. If for none of the regions the'result is permitted, then the|right
to execute this action is not granted. If for at least one of the régions it was granted, then the right to
execute thisfaction is granted. Only those results for which the\GetDataBySimpleFilter would have|been
granted can jpe included in the output.

Parameters
Name Description
datasetGroypID Identifier of the datasetgroup the label belongs to as specified in ISO/IEC 23092-1.
labellID Name of the label as(specified in ISO/IEC 23092-1.
outputRecofds Data structure gontaining the records belong to the labellD in all datasets of th¢
dataset group'identified by datasteGrouplD.

Return values

A call to th]s operation shall*return one of these return codes: G_SUCCESS, G_NOT_AUTHOR|ZED,
G_VERIFICATION_FAILED}\ - G_DECRYPTION_FAILED, G_DATASETGROUP_NOTFOUND, G_LABEL_
NOTFOUND,| G_REFERENCE_NOTFOUND, G_SEQUENCE_NOTFOUND, G_INVALID_REFERENCE, G_
INVALID_BITSTREAM)

10.3.7 MetIadata

10.3.7.1 GetMetadataFields

Signature
returnCodeT GetMetadataFields (
[in] uintdatasetGrouplD,

[in] uintdatasetID,
[out] st(v) outputMetadatal]

Description

On success the array outputMetadata contains the names of all the metadata fields set in the dataset
identified by datasetID.
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The function only retrieves those metadata fields names for which the caller is authorized to get the

content.

Parameters

Name Description

datasetGroupID Identifier of the dataset group to be considered for the selective access as specified
in ISO/IEC 23092-1. The maximum value is 28 - 1.

datasetID Identifier of the dataset to be considered for the selective access as specified in ISO/
IEC 23092-1. The maximum value is 216 - 1.

outputMetadata An arrav of metadata field names

Retufn values

A call to this operation shall return one of these return codes: G_SUCCESS, GANOT_A

G_VE
NOTH

10.3.
Signe

retuy

|_4

]

);

Desc

This
the X
ident
all th

RIFICATION_FAILED, G_DECRYPTION_FAILED, G_DATASETGROUP_NOTFOUND,
OUND, G_INVALID_BITSTREAM.

7.2 GetMetadataContent

iture

nCodeT GetMetadataContent (
n] uintdatasetGrouplD,

n] uintdatasetID,

n] st (v) fieldName,

ut] st(v) outputMetadatal]

ription

function returns a string equal to thie content of the metadata field referenced by fie
ML document stored in the dataset metadata box (as defined in ISO/IEC 23092-1) o
fied by dataset1D in the dataset group identified by datasetGroupIp. When fieldn
e metadata is returned. Output metadata is retrieved according to the metadata inhe

UTHORIZED,
G_DATASET_

| dName, from
[ the dataset
me IS empty,
ritance rules

as spgcified in 6.4.

Parameters

Namg Description

datapetGroupID Identifier of the dataset group to be considered for the selective access ag specified in
ISO/IEC 23092-1. The maximum value is 28 - 1.

datapetID Identifier of the dataset to be considered for the selective access as specified in ISO/
IEC 23092-1. The maximum value is 28 - 1.

fielfNare XPath reference to the metadata field from which the value is to be retrieved. XPath
shall return a single node. The type is defined in subclause 10.3.3.

outputMetadata A string equal to the content of the metadata field.

Return values

A call to this operation shall return one of these return codes: G_SUCCESS, G_NOT_AUTHORIZED, G_
VERIFICATION_FAILED, G_DECRYPTION_FAILED, G_DATASETGROUP_NOTFOUND, G_METADATA_
FIELD_NOTFOUND, G_INVALID_METADATA, G_INVALID_BITSTREAM.
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10.3.8 Protection

10.3.8.1 GetDatasetGroupProtection

Signature

returnCodeT
[in] uin
[out] st
) ;

GetDatasetGroupProtection (
t datasetGrouplD,
(v) outputProtection

Descriptio

This functi
the dataset

(1 returns a string equal to the XML document whose coded representation i§ stor

broup protection box (dgpr as specified in Table 17) associated with the dataset §

ed in
Froup

identified byl datasetGroupID.

Parametersg

Name Description

datasetGroypID Identifier of the dataset group to be considered for the'selective access as specified
in ISO/IEC 23092-1. The maximum value is 28 - 1.

outputProt¢ction Null terminated byte array containing the XML decument whose coded representa-
tion is stored in the dataset group protection box (dgpr) of the dataset group identi-
fied by datasetGroup1D, encoded in UTF-8¢

Return valy

A call to thiis operation shall return one of these error codes: G_SUCCESS, G_NOT_AUTHOR

G_VERIFICA
METADATA,

10.3.8.2 GdtDatasetProtection

Signature

returnCodeT] GetDatasetProtectionA
[in] uint datasetGrouplBb,
[in] uinft datasetID,
[out] stf(v) outputProtection

)

Description

This functio
the dataset

es

'ION_FAILED, G_DECRYPTION_FAILED;~~G_DATASETGROUP_NOTFOUND, G_INV/
G_INVALID_BITSTREAM.

[ZED,
ALID_

ed in

E returns a string equal to the XML document whose coded representation is stor

datasetID in the dataset group identified by datasetGroupIb.

bd by

Parameters

Name Description

datasetGroupID Identifier of the dataset group associated with the dataset associated with the re-
turned protection metadata. The maximum value is 28 - 1.

datasetID Identifier of the dataset associated with the returned protection metadata. The
maximum value is 216 - 1,

outputProtection Null terminated byte array containing the XML document whose coded representa-
tion is stored in the dataset protection box (dtpr) of the dataset identified by
datasetID, encoded in UTF-8.
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A call to this operation shall return one of these error codes: G_SUCCESS, G_NOT_AUTHORIZED, G_
VERIFICATION_FAILED, G_DECRYPTION_FAILED, G_FILE_NOTFOUND, G_DATASETGROUP_NOTFOUND,
G_DATASET_NOTFOUND, G_INVALID_BITSTREAM.

10.3.8.3 GetDatasetRegionProtection

Signature

returnCodeT GetDatasetRegionProtection

(

[in] uint datasetGroup ID,
[In] uint datasetID,
[4n] uint sequencelD,
[dn] uint startPos,
[dn] uint endPos,
[¢ut] outRegionProtectionT outputProtection(]
)i
Description
This function returns an array of outRegionProtectionT. Each eletnént of the array defj

nes a region

inter$ecting with the boundaries given as input (delimited by.startpos and endpos on the reference
sequé¢nce identified by sequence1D in the dataset identified by da£aset1D in the dataset group identified
by dajrasetGroup1n), and a list of all xeyNames which can be used to decrypt any access unitjintersecting
with the defined region.
Parameters GetDatasetRegionProtection
Namg Description
datapetGrouplD Identifier of the dataset group associated with the dataset associated wjith the re-
turned protection.metadata. The maximum value is 28 - 1.
datapetID Identifier of the\dataset associated with the returned protection metadpta. The
maximum yalue is 216 - 1.
sequencelD Identifierlof the reference sequence that shall be queried.
starfPos Staptposition of the queried region. It shall be greater than or equal to $tartPos
otherwise a G_LINVALID_PARAMETER error is returned.
endPps End position of the queried region. It shall be less than or equal to endPps other-
wise a G_INVALID_PARAMETER error is returned.
outpptProtection An array such that for every encrypted access unit belonging to the range given as
input, the list of key allowing its decryption is returned. If no encrypted access unit
is present in the range, an empty vector is returned.
Retufn values
A call—+o—this Opet attornr—shal—returr—one—of—these—errer—codes: G_SUCCESS, G_NCT_A JTHORIZED,

G_VERIFICATION_FAILED, G_DECRYPTION_FAILED, G_DATASETGROUP_NOTFOUND, G_DATASET_
NOTFOUND, G_SEQUENCE_NOTFOUND, G_INVALID_PARAMETER, G_INVALID_BITSTREAM.

10.3.

10.3.

9 Reference

9.1 GetDatasetReference

Signature

returnCodeT GetDatasetReference
[in] uint
[in] uint
[in]

(
datasetGrouplD,
datasetID,

bool includeSequences,
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[out] outReferenceT outputReference
)

Description

This function returns an outReferenceT structure containing a genomic reference in the form of Raw
Reference (as defined in ISO/IEC 23092-2) associated with the dataset identified by datasetiD and
belonging to the dataset group identified by datasetGroupip. The outputReference is populated as
specified in the syntax table below.

Parameters

Name Description

datasetGroyplID Identifier of the dataset group containing the dataset associated with the returped
genomic reference. The maximum value is 28 - 1.

datasetID Identifier of the dataset associated with the returned genomic reference. The maxi-
mum value is 216 - 1.

includeSeqgences Flag signalling if the sequences have to be included in the returned output as speci-
fied in the syntax table below.

outputRefefence outReferenceT structure containing the returned genomic reference as specified
in subclause 10.3.4.4.

Syntax Type
outReferenceT {

seqCount uint

for (seqld=0; seqld<seq_count; seqld+# {

sequenceName st(v)
seqStart uint
seqEnd uint

if(includeSequences){

for (i=0; i<=seq_end - seq_start; i++)

refSequence[seqld][i] char

Return values

A call to this operation shall return one of these error codes: G_SUCCESS, G_NOT_AUTHORIZED, G_
VERIFICATION_FAILED, G_DECRYPTION_FAILED, G_FILE_NOTFOUND, G_DATASETGROUP_NOTFOUND,
G_DATASET_NOTFOUND, G_INVALID_BITSTREAM.

10.3.10Statistics

10.3.10.1 GetSimpleStatistics

Signature

returnCodeT GetSimpleStatistics (
[in] uint datasetGrouplD,
[in] uint datasetID,
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[in] uint sequencelD,

[in] uint startPos,

[in] uint endPos,

[out] uint maxSegments,

[out] simpleSegmentStatisticsT outputStatistics](]
)i
Description

-3:2020(E)

Taking into account the genomic range specified by startpos and endpos on the reference sequence
identified by sequenceID in the the dataset identified by datasetiD and belonging to the dataset

identified by datasetGroupIn, this function returns: the maximum number

grou
maxS4g
simp]
recor

Autlj)
The action request is tested against the privacy rules defined for the datasét-group, and the

gments for all reads present in the selected records; an array of maxSegments struct
eSegmentStatisticsT containing statistics associated with the reads present in
ds. The i-th element of output statistics contains statistics for the i-th segment ofall r]

rization

f segments
ures of type
the selected
eads.

h against the

privacy rules defined for the dataset (adding the parameter with the result’of the first test ps defined in
7.3). If the result of testing the request against the dataset’s privacy rules is not permitted,|then the call
is nof authorized.
Only|data from Access Units for which the access is granted may be returned. In ordefr to know if
the afcess unit is granted, for each access unit the same request as for the dataset is tested against
the 1fules, but chaning the attributes urn:mpeg:mpeg<g:protection:startPos and urnl:mpeg:mpeg-
g:prqtection:endPos to be equal to the start and end\of the access unit. The access to ah unmapped
accegs unit is not granted for this call.
Parameters
Namgp Description
datapetGrouplD Identifier of the dataset group containing the dataset associated with thg returned
genomic reference. The maximum value is 28 - 1.
datapetID Identifier of the dataset associated with the returned genomic reference.|The maxi-
mum valie'is 216 - 1.
sequpncelD Identifier of the reference sequence that shall be queried.
starfPos Start position of the queried region. It shall be less than or equal to endPqs otherwise
a G_INVALID_PARAMETER error is returned.
endPps End position of the queried region. It shall be greater than or equal to stqrtPos oth-
erwise a G_INVALID_PARAMETER error is returned.
maxSpgments Maximum number of segments for all reads present in the selected recorgls
outpptStatistics Array of maxSegments simple segment statistics_t structures contpining the
returned statistics as specified in subclause 10.3.4.6. Element 0 in the arifay contains
statistics for the first segment of all reads, and so on

Return values

A call to this operation shall return one of these error codes: G_SUCCESS, G_NOT_AUTHORIZED, G_
VERIFICATION_FAILED, G_DECRYPTION_FAILED, G_FILE_NOTFOUND, G_DATASETGROUP_NOTFOUND,
G_DATASET _NOTFOUND, G_INVALID_BITSTREAM.

10.3.10.2 GetAdvancedStatistics
Signature
returnCodeT GetAdvancedStatistics (
[in] uint datasetGrouplD,
[in] uint datasetID,
[in] uint sequencelD,
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n] uin
n] uin
out] ui

[i
[i
[
[
)
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t startPos,
t endPos,
nt maxSegments,

out] advancedSegmentStatisticsT outputStatistics]|]

Description

Taking into account the genomic range specified by startpos and endros on the reference sequence
identified by sequenceID in the the dataset identified by dataset1Dp and belonging to the dataset
group identified by datasetGrouplD, this function returns: The maximum number of segments

Authorizati

The action r¢
privacy rule
7.3). If the r¢
is not authof

Only data fr
access unit §
dataset rule
g:protectidg
access uniti

on

bquest is tested against the privacy rules defined for the dataset group, and then again
5 defined for the dataset (adding the parameter with the result of the fipst test as defir
sult of testing the request against the dataset’s privacy rules is net peérmitted, then th
ized.

bm Access Units for which the access is granted may be returned. In order to know
s granted, for each access unit the same request as for'the dataset is tested again
5, but changing the attributes urn:mpeg:mpeg-g:proteébion:startPos and urn:mpeg:
h:endPos to be equal to the start and end of the atcess unit. The access to an unma
5 not granted for this call.

of type
ected

st the
led in
e call

if the
bt the
peg-
pped

Parameterq GetStatistics
Name Description
datasetGroypID Identifier of the dataset'igroup containing the dataset associated with the rer
turned genomic referénce. The maximum value is 28 - 1.
datasetID Identifier of the.dataset associated with the returned genomic reference. The
maximum valge is 216 - 1.
sequencelD Identifier-of'the reference sequence that shall be queried.
startPos Start position of the queried region. It shall be greater than or equal to star{tPos
otherwise a G_INVALID_PARAMETER error is returned.
endPos End position of the queried region. It shall be less than or equal to endPos qth-
erwise a G_INVALID_PARAMETER error is returned.
maxSegment Maximum number of segments for all reads present in the selected records
outputStatistics advancedSegmentStatisticsT structure containing the returned statistifs as
specified in subclause 0.

Return valu

es

A call to this operation shall return one of these error codes: G_SUCCESS, G_NOT_AUTHORIZED, G_
VERIFICATION_FAILED, G_DECRYPTION_FAILED, G_FILE_NOTFOUND, G_DATASETGROUP_NOTFOUND,

G_DATASET_
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NOTFOUND, G_INVALID_BITSTREAM.
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Annex A
(normative)

XML schemas corresponding to metadata information and

protection elements

Dataset group metadata ¢gna XML schema

schema is available at https://standards.iso.org/iso-iec/23092/-3/ed-1/en.

Dataset metadata qtna XML schema

schema is available at https://standards.iso.org/iso-iec/23092/-3 fed:1 /en.

Dataset group protection gen inro XML schema

schema is available at https://standards.iso.org/iso-iec/23092/-3/ed-1/en.

Dataset protection gen_inro XML schema

schema is available at https://standards.iso.6rg/iso-iec/23092/-3/ed-1/en.

Access unit protection gen_in£5*XML schema

Descriptor streamprotection gen info XML schema

schema is availableathttps://standards.iso.org/iso-iec/23092/-3/ed-1/en.

schema is available at https://standards.iso.org/iso-iec/23092/-3/ed-1/en.

Dataset group reference metadata XML schema

schema is available at https://standards.iso.org/iso-iec/23092/-3/ed-1/en.
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B.1 General

Annex B

(informative)

XML schemas and XML-based data

This annex d
also includes

B.2 EGA:s

This schema

ample extension XML schema

is available at https://standards.iso.org/iso-iec/23092/-3/ed-1/en.

escribes XML Schemas corresponding to metadata information profiles and extensigns. It
examples of privacy rules and authorization requests.

B.3 EGA experiment extension XML schema

This schema

B.4 Genomic data commons extension XML schema

This schema

B.5 Labe

This schema

B.6 Sequ

This schema

is available at https://standards.iso.org/iso-iec/23092/-3/€d-1/en.

is available at https://standards.iso.org/isa-iec/23092/-3/ed-1/en.

s obfuscation XML schema

is available at https://standards.so.org/iso-iec/23092/-3/ed-1/en.

bnces obfuscation XMI’schema

is available at https+//standards.iso.org/iso-iec/23092/-3/ed-1/en.

B.7 Privacy rules and-authorization requests

This annex d
requests.

The privacy

escribeg-aXACML policy including several privacy rules and several XACML authorization

pelicy described provides different rules for giving access to different roles. The [rules

meaning is s

The first rule allows the role researcher to perform any action.

: ] 4
IIIdI IZCU TITX L.

The second rule allows the role practitioner to execute the operation GetDataDataset under the
following conditions together (intended to protect regions helping to identify Alzheimer's disease

predisposition):
— During 2018 (before 2019-01-01).
— No presence of multiple alignments (this attribute should be false).

— Score equal to or better than 0.5.

— Threshold mismatch less than or equal to 5.
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or Class Type equal to 3.

or a read count of 5000.

— For reference sequence equal to 4, considering range between 40810027 and 41216714, both
included, or reference sequence equal to 6, considering range between 26087281 and 26098343,

b

oth included.

— Under an emergency situation.

The last rule denies any other combination of role and/or action.

More
authd
requse
techr]

Polic]

mmmmmmmdm—mm—mmﬂ, .
rization request for role researcher. The second one provides an example of valid

st for role practicioner. The third one provides an example of authorization réquest
ician, which is not authorized according to the rules defined in the privacy peli¢y.

/ including different rules for different roles:

ple of valid

thorization
for role lab

<Pol

appl

<?xmll version="1.0" encoding="UTF-8"?>

icy xmlns="urn:oasis:names:tc:xacml:3.0:core:schema:wd-27"
kmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance}
xsi:schemalLocation="urn:oasis:names:tc:xacml:3.0:c0f¢:schema:wd-17
http://docs.oasis-open.org/xacml/3.0/xacml-coreywd-schema-wd-17.xsd"

PolicyId="urn:isdcm:policyid:1"

icable"
Version="1.0">
Description> Policy getDataDatase® \</Description>

Target/>

<Description> Any agdtion for researcher is permitted </Description>
<Target>
<AnyOf>
<A13}Of>

<!-- Which kind of user: researcher -->

RuleCombiningAlgId="urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm: flirst-

Rule RuleId="urn:oasis:names:tc:xacml:2.0:ejemplo:RuleMed" Effect="Permit'|>

<Match MatchId="urn:oasis:names:tc:xacml:1.0:function:strirjg-equal">
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<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string"
>researcher</AttributeValue>
<AttributeDesignator MustBePresent="false"

Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"

AttributeId="urn:oasis:names:tc:xacml:3.0:example:attribute:role"
DataType="http://www.w3.0rg/2001/XMLSchema#string"/>
</Match>

</Al10f>

</AnyOf>
</Tgqrget>

</Rule>

<Rule RyleId="urn:oasis:names:tc:xacml:2.0:ejemplo:RuleGen" Effect="Permit">

<Deqdcription> Get Data from Dataset for practitioner under Emergency situation </
Description

<Tanget>
<AnyOf>
<AllOf>

<!-- Which kind of user: practitioner -->
<Match MatchId="urn:oasis:names:tc:xacmpdy¥f0:function:string-equal">
<AttributeValue DataType="http://wWww.w3.0rg/2001/XMLSchema#string”
>practitioner</AttributevValue>
<AttributeDesignator MustBgRresent="true"

Category="urn:oasis:fames:tc:xacml:1.0:subject-category:access-subjgct"

AttributeIdq"urn:oasis:names:tc:xacml:3.0¢é&xXample:attribute:role"
DataType="hitp://www.w3.0rg/2001/XMLSchema#string"/>

</Match>

<!-- Whigh\attion -->
<Match({MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string"
>GetDataDataset</AttributevValue>
<AttributeDesignator MustBePresent="true"

Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action”

FERE SR, % S 1 : . | i . k11
TTErTotTe TS oo S TS e T e U e T T o R e e T T o

DataType="http://www.w3.0rg/2001/XMLSchema#string"/>
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</Match>
</A110f>
</AnyOf>
</Target>
<Condition>
<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:and">

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:date-less-than-
or-equal'">

<Apply FunctionId="urn:ocasis:names:tc:xacml:1.0:function:date-one-

and-priry
<AttributeDesignator MustBePresent="true"

Category="urn:oasis:names:tc:xacml:3.0:date"
AttrfibuteId="accessDate"

DataType="http://www.w3.0rg/2001/XMLSchemaddate" />
</Apply>
<AttributeValue DataType="http://www.w3.0xrqg/2001/XMLSchema#{date"
>2019-01-01</Attributevalue>
</Apply>
<Apply FunctionId="urn:oasis:names:te:xdcml:1.0:function:boolegn-equal">

<Apply FunctionId="urn:oasis:pames:tc:xacml:1.0:function:bdolean-one-
and-pnly">

<AttributeDesignator MustBePresent="true" Category="alignment"

AttributeId="pceSeénce of multiple alignments"

DataType="htfpr //www.w3.0rg/2001/XMLSchema#boolean'|/>

</Apply>

<AttributevValueDataType="http://www.w3.0rg/2001/XMLSchema#fboolean"

>false</Attributevalue>
</Apply>

<Apply

FunctionId="urn:ocasis:names:tc:xacml:1.0:function:double-gyeater-
thanfor-equal">

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:dquble-one-
and-pnly">

<AttributeDesignator MustBePresent="true" Category="scdre"
AttributeId="alignment score"

DataType="http://www.w3.0rg/2001/XMLSchema#double" />

</Apply>

<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchemaf#double"
>0.5</Attributevalue>

</Apply>
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<Apply FunctionId="urn:ocasis:names:tc:xacml:1.0:function:integer-less-
than-or-equal">

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-one-
and-only">

<AttributeDesignator MustBePresent="true" Category="threshold"
AttributeId="mismatch threshold"
DataType="http://www.w3.0rg/2001/XMLSchema#integer"/>
</Rpply>
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#integer"

9 ALLLLUULE daluc
</Apply>
<Apply FunctionId="urn:ocasis:names:tc:xacml:1.0:function:integenséquall">

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-pne-
and-only">

<AttributeDesignator MustBePresent="true" Categoxy="type"
AttributeId="class type"
DataType="http://www.w3.0rg/2001/XMLSCHema#integer"/>
</RApply>
<AttributeValue DataType="http://www.w3, 0¢g/2001/XMLSchema#integefr"
>3</AttributeValue>

</Apply>

<Apply FunctionId="urn:oasis:names<tctixacml:1.0:function:integer-less
than-or-eqfpal">

<Apply FunctionId="urn:oasiginames:tc:xacml:1.0:function:integer—pne-
and-only">

<AttributeDesignatd®s MustBePresent="true" Category="count"
AttributeId=%read count"
DataType="“http://www.w3.0rg/2001/XMLSchema#integer"/>
</RApply>
<AttributeVatue DataType="http://www.w3.0rg/2001/XMLSchemaf#integefr"
>5000%/AttributevValue>
</Rpply¥
<Applky\FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-equall'>

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-opne-
and-only">

<AttributeDesignator MustBePresent="true"

Category="urn:oasis:names:tc:xacml:3.0:string"

AttributeId="situation"
DataType="http://www.w3.0rg/2001/XMLSchema#string" />
</Apply>
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string"

>Emergency</AttributevValue>

</RApply>
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er—-e

er—-o

Cate

Data

Data

grea

er—-o

XMLS

less

er-o

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:or">

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:and">

qual">

ne-and-only">

gory="sequence"

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integ

<Apply

FunctionId="urn:ocasis:names:tc:xacml:1.0:function:integ

<AttributeDesignator MustBePresent="true"

AttributelId="reference sequence"

fer-than-or-equal">

he—-and-only">

Chema#integer"

Fthan-of“equal">

Tyvpe="http://www.w3.

[yvpe="http://www.w3.

org/2001/XMLSchema#integer"/>
</RApply>
<AttributeValue
org/2001/XMLSchemaf#integer"
>4</AttributeValue>
</Rpply>
<Apply

FunctionId="urn:ocasis:namesstc:xacml:1.0:function:]

<Apply

FunctionId="urw:casis:names:tc:xacml:1.0:functi

<AttributeDesignator MustBePresent="true"
Cakegory="urn:oasis:names:tc:xacml:3.0:1int4g
AttributeId="position"
DataType="http://www.w3.0rg/2001/XMLSchemaf
</Apply>
<AttributeValue DataType="http://www.w3.0rg/2001/

>40810027</AttributeValue>
</Rpply>
<Apply

FunctionId="urn:oasis:names:tc:xacml:1.0:function:]i

<Apply

FunctionId="urn:ocasis:names:tc:xacml:1.0:functi

<AttributeDesignator MustBePresent="true"

nteger-

on:integ

ger"

integer"/>

nteger-

on:integ

© ISO/IEC 2020 - All rights reserved

69


https://iecnorm.com/api/?name=8f9776d2d1f6b5a2f5b1914299d1a6d5

ISO/IEC 23092-3:2020(E)

Category="urn:oasis:names:tc:xacml:3.0:integer"

AttributeId="position"

DataType="http://www.w3.0rg/2001/XMLSchema#integer"/>
</Rpply>

<AttributeValue DataType="http://www.w3.0rg/2001/
XMLSchema#integer"

>41216714</AttributevValue>
</Apply>
</Apply>

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:and">

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:functiofniriteg
er-equal">

<Apply

FunctionId="urn:oasis:names:tc:xacml:1.0gsfdhction:intkeg
er-one—-andtonly">

<AttributeDesignator MustBePresent=}true"
Category="g¢equence"

AttributeId="reference_sequence"
DataType="http://www.w3.Q%g/2001/XMLSchema#integefr"/>
</Apply>

<AttributeValue DataType="ht€p://www.w3.0rg/2001/
XMLSchema#integer"

>6</AttributevValue>
</Apply>

<Apply

FunctionId="upio0asis:names:tc:xacml:1.0:function:integer
greater-than-or-equal">

<Apply

FunctionIdf"urn:oasis:names:tc:kacml:1.0:function:integer-one-and-only">
<AttributeDesignator MustBePresent="true"
Category="urn:oasis:names:tc:xacml:3.0:integer"

AttributeId="position"

DataType="hhttp:/Awww.w3.0rg/2001/XMLSchema#integer"/>

</Apply>

<AttributeValue DataType="http://www.w3.0rg/2001/

XMLSchema#integer"
>26087281</AttributeValue>
</Bpply>
<Apply

FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-
less—-than-or-equal">

<Apply
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