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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,

governmen

tal and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the 1ISO/
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Introduction

Anonymous digital signature mechanisms are a special type of digital signature mechanism in which, where
a digital signature is present, an unauthorized entity cannot discover the signer's identifier yet can verify
that a legitimate signer has generated a valid signature.

The ISO/IEC 20008 series specifies anonymous digital signature mechanisms. ISO/IEC 20008-1 specifies

principles a
1y
2)

nd requirements for two categories of anonymous digital signatures mechanisms:

signature mechanisms using a group public key;

signature mechanisms using multiple public keys.

This docun

Anonymou
combining
that a signa
is. Unlike t
requireag

Some mechanisms described in this document are unlinkable, where ,ne_one can determ

two signat
making it |
certain cor
pairs gener
mechanism
specified si

b signature mechanisms in the second category allow a signer to form a group-spont:
the public keys of the relevant users with the signer’s own public key. Thevérifier ¢

ent specifies a number of anonymous signature mechanisms in the second category.

ture is generated by one of the users within this group but cannot find outwho the a
he first category described in ISO/IEC 20008 series, mechanisms in the.second cate
foup manager, and the private key and public key are generated individirally by each t

ineously by
an confirm
‘tual signer
bory do not
[Ser.

res are generated by the same signer or not. Some mechahisms have a linkin
possible to be determined whether two signatures were-generated by the same si
ditions. Some mechanisms have a tracing capability, where, given two (message,
ated by the same signer within the same ring setting; the true signer can be ident
s have a threshold setting, where the verifier can confirm a signature is generated by
ze) of group users, but cannot determine which users were involved.

ime whether
{capability,

ner under
signature)
ified. Some
subsets (of
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Information security — Anonymous digital signatures —

Part 3:
Mecha

nisms using multiple public keys

1 Scop

This document specifies anonymous digital signature mechanisms in which a verifier uses.multiple public

keys to ver
This docun

a gener
— avarie
For each m
— genera
produd
verifyi
linking
tracing
produg

verifyi

This document does not define th€ implementation of a public key infrastructure (PKI) and thg

distinct ent

2 Norm

fy a digital signature.

ent provides:

al description of an anonymous digital signature mechanism using miultiple public ke
[y of mechanisms that provide such anonymous digital signatures.

pchanism, this document specifies the process for:

Fing the private key and public key of each user;

ing signatures;

g signatures;

signatures (if the mechanism supports linking);

signatures (if the mechanism supports tracing);

ing signatures with threshold capability (if the mechanism supports a threshold capa

hg signatures with thresholdicapability (if the mechanism supports a threshold capak

ities to exchange, extract and verify their respective public key certificates.

ative references

The followi
requireme
the latest e

g documefits are referred to in the text in such a way that some or all of their content
ts of this-document. For dated references, only the edition cited applies. For undated
litioh of the referenced document (including any amendments) applies.

y'S;

bility);
ility).

e means for

constitutes
references,

Socyuritu tocrhnigiioc

ISO/IEC 10

16 Information tochnoloay
T O Ot O tECH OOy ———o €1ty —tEeHHagaes

lock cipher

ISO/IEC 10118-1, Information technology — Security techniques — Hash-functions — Part 1: General

ISO/IEC 10118-2, Information technology — Security techniques — Hash-functions — Part 2: Hash-functions
using an n-bit block cipher

ISO/IEC 10118-3, IT Security techniques — Hash-functions — Part 3: Dedicated hash-functions

ISO/IEC 10118-4, Information technology — Security techniques — Hash-functions — Part 4: Hash-functions
using modular arithmetic

ISO/IEC 18033-2:2006, Information technology — Security techniques — Encryption algorithms — Part 2:
Asymmetric ciphers

© ISO/IEC 2024 - All rights reserved
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ISO/IEC 18033-3, Information technology — Security techniques — Encryption algorithms — Part 3: Block ciphers

ISO/IEC 18033-4, Information technology — Security techniques — Encryption algorithms — Part 4: Stream ciphers

ISO/IEC 18033-5:2015, Information technology — Security techniques — Encryption algorithms — Part 5:
Identity-based ciphers

ISO/IEC 29192-2, Information security — Lightweight cryptography — Part 2: Block ciphers

ISO/IEC 29192-3, Information technology — Security techniques — Lightweight cryptography — Part 3:
Stream ciphers

ISO/IEC 18031, Information technology — Security techniques — Random bit generation

ISO/IEC 18
[SO/IEC 20(

ISO/IEC 20008-2:2013, Information technology — Security techniques — Anonymous digital sig

Part 2: Mec
RFC 9380, }

3 Term

For the pur

the following apply.

[SO and IE(

[SO On
IEC Ele

31
symmetric
encryption

[SOURCE: I

and “symmietric cipher” were remdved.]

4 Symb

For the purj

Bsn
(&)

)32, Information security — Frime number generation

08-1, Information technology — Security techniques — Anonymous digital signatures=Pq

hanisms using a group public key

Hashing to Elliptic Curves, Internet Research Task Force (IRTF)

5 and definitions

poses of this document, the terms and definitions givenimlSO/IEC 20008-1, ISO/IEC 1

ine browsing platform: available at https://www.iso.org/obp

ctropedia: available at https://www.electrépedia.org/

encryption system
system based on symmetric cryptographic techniques

SO/IEC 18033-1:2021, 3.29{ modified — the admitted terms “symmetric encipherme

pls and abbreviated terms

poses of this.document, the following symbols and abbreviated terms apply.

Linking base, either a special symbol L or an arbitrary string.

maintain terminology databases for use in standardization at the following addressgs:

rt 1: General

ynatures —

8033-4 and

0

bnt system”

Bitwise exclusive OR (XOR) operation.

\

Enc (m)

Dec (C)

Set subtraction operation.

A symmetric-key encryption function taking a secret key k and a variable-length
as input and giving a ciphertext c as output, e.g. the encryption function for one

message m
of the sym-

metric encryption systems specified in ISO/IEC 18033-3, ISO/IEC 18033-4, ISO/IEC 10116,

ISO/IEC 29192-2 or ISO/IEC 29192-3.

A symmetric-key decryption function taking a secret key k and a ciphertext C a
giving a message m or a decryption failure symbol L as output.

A ciphertext generated from a symmetric-key encryption function.

© ISO/IEC 2024 - All rights reserved
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Ib(x)
max (X)

gcd(a,b)
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The size of the ring, i.e. the number of entities in the set consisting of the true sig
potential signer (or signers).

Index of the true signer, where 1<z <N.If =N, w+1 issetto 1. Similarly, if 7 =

setto N.

The base 2 logarithm of x.
The largest integer within the integer set X .

The greatest common divisor of the integers a and b.

ner and the

1, 7t-11is

A hash-function taking an arbitrary string as input and giving a fixed-length bit string as

5 Genel

output, e.g. one of the dedicated hash-functions specified in ISO/IEC 10118-3.

X || Y denotes the result of the concatenation of octet strings X and Y in the@rder 3
cases where the result of concatenating two or more octet strings is inpt;to a cry

posed so that it can be uniquely resolved into its constituent octet strings, i.e. so t
no possibility of ambiguity in interpretation. This latter property'can be achieved
of different ways, depending on the application. For example;it €an be guarantes
the length of each of the octet strings throughout the domain of use of the mechd
encoding the sequence of concatenated octet strings using a method that guaran

ral model and requirements

5.1 Gengral

This clause
specified i1
specific red

5.2 Mod

An anonynj
mechanism
signature K
independer

this document. Some of the contents of‘this clause are taken from ISO/IEC 20008-1.
uirements applying to mechanisms#ising multiple public keys are addressed.

el

ous digital signature mechanism using multiple public keys is also known as a rin
. A ring signature mechanism involves a set of possible signers. Each possible s
ey pair in the same form as in a conventional signature mechanism. These possible
t of each other i the sense that it is not necessary for them to agree on being invq

same signature process, To/create a ring signature, one of them is the true signer and the oth

potential s
signers. Th

Some ring
signatures,

gners. Thetrue signer chooses one or more potential signers and forms a ring of
b true signér may select only one potential signer and, in this case, N=2.

ignature mechanisms have special capabilities. These mechanisms make it possible
trace a signature back to its true signer or apply thresholds to the signing process.

decoding, e.g. using the distinguished encoding rules@defined in ISO/IEC 8825-1[4.

pecified. In
ptographic

function as part of one of the mechanisms specified in this document, this result slhall be com-

hat there is
in a variety
ed by fixing
nism, or by
fees unique
I

specifies the general model and requirenyents for the anonymous digital signature nmiechanisms

[n addition,

o signature
gner has a
signers are
lved in the
ers are the
N possible

to link two

A ring signature mechanism is defined by the specification of the following processes:

key generation process;
signature process;
verification process;

linking process (if supported);
tracing process (if supported);

threshold signature process (if supported);

© ISO/IEC 2024 - All rights reserved
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— threshold verification process (if supported).

The security properties of a general ring signature include unforgeability and anonymity. Other specific
properties such as linkability, traceability and threshold are associated with ring signatures with special
capabilities.

The anonymous digital signature mechanisms using multiple public keys specified in this document involve
arange of types of entity. Some of these entities exist in every mechanism whereas others exist only in some
mechanisms. The following list defines the role of each entity:

— True signer: an entity generating a digital signature.

— Potential signer: an entity whose public key is used in creating a digital signature, which means the

public
signer

— Verifie

— Linker
linking

— Tracer
are bof
mecha

5.3 Requyirements

In order to
— Each vg
— Acollis
— Arobu
— Arobu

— Symme
ISO/IE

— Object
— Conver

Numerical

6 Mech

evisusedin both the signature process and signature verification process, although t
s not involved in these two processes.

" an entity verifying a digital signature.

an entity that checks whether two signatures have been generated by the same si
base. This entity exists in some of the mechanisms.

an entity that identifies the true signer when given as input two (message, signature)

nisms.

use any of the mechanisms specified in this documént, the following requirements sh

ion-resistant hash function shall be as specified in accordance with the ISO/IEC 1011
bt random bit generator shall be as specified in accordance with ISO/IEC 18031.
5t prime number generator shall be\as specified in accordance with ISO/IEC 18032.

tric-key encryption and decryption functions shall be as specified in accord
[ 18033-3, ISO/IEC 18033-4,1SO/IEC 10116, ISO/IEC 29192-2 or ISO/IEC 29192-3.

dentifiers described in Annex A shall be used.
sion functions described in Annex B shall be used.

bxamples ofumechanisms in this document are provide in Annex C.

anisms without special capability

prifier shall have access to an authentic copy of.the public key of each entity in the ring.

e potential

bner with a

bairs which

h generated by the same signer within the same ring setting. This entity exists in $ome of the

all be met.

B series.

lance with

6.1 General

This clause specifies three digital signature mechanisms without any special capabilities such as linking,
tracing or threshold.

NOTE1 The mechanism given in 6.2 is based on the scheme originally specified in Reference [7].

NOTE 2  The mechanism given in 6.3 is based on the scheme originally specified in Reference [1].

NOTE 3  The mechanism given in 6.4 is based on the scheme originally specified in Reference [1].

© ISO/IEC 2024 - All rights reserved
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6.2 Mechanism 1

6.2.1 Symbols

The following symbols apply in the specification of this mechanism.

— b:integer

— d;:integer in the range [0,(p; -1)(q; -1)—1]

— k: I -bit string

~

— [}, : intq

— 1

n

— n:l

—  P;q; B;.4; € prime numbers
— leily
— H:aha

— Ency: s
input a

— Decy:s
integer|in the range [O,Zb —1}

6.2.2 Key generation process

The key gemeration process involves each user@(1<i< N) independently performing the followi

a) Choose

c) Compufe d; :e,-_1 mod (py)=1)(q; -1).

d) Outputithe following:

n

: intd

p
p

-

p: integer equal to or greater than 160

u

r

boer equal to or greater than 256

ger equal to or greater than 2048

it string

: b-bit integers

5h function that outputs an [ -bit hash-code as defined in Afihex B

ymmetric-key encryption function that takes a secretikey k and a variable-length
Ind outputs an integer in the range [O,Zb —1}

ymmetric-key decryption function taking a secret Key k and a ciphertext as input and

blic key & vk; =(n;,€;);

vatekey = sk; =d; .

message as

outputs an

hg steps.

prime numbers p;’,q;” with=l;//2 bits such that p; =2p;"+1,q; =2q;’+1 are primle numbers.
Compufe modulus n; =q;p; .

b) Choosdanumber e; €[0,(p; =1)(q; —1)—1] such that ged(e;,(p; —1)(q; —1))=1.

6.2.3 Ring signature process

In the ring signature process, a true signer first chooses a set of N—1 potential signers. The true signer also
chooses a random integer 7 satisfying 1<z <N, which denotes the index of the true signer. The true signer
then signs a message using its private key and the public keys of the potential signers, without requiring
their approval or assistance. In this process the potential signers are arranged in random order.

© ISO/IEC 2024 - All rights reserved
5


https://iecnorm.com/api/?name=72aa3bdb5cfe8eb93e9d2f7ec773c096

ISO/IEC 20008-3:2024(en)

When inputting a private key (n,,d, ), a randomly ordered set of public keys L={(n;,e;),...,(ny,ey)}

[including (n,,e;)], and a message me {0,1}* to be signed, the ring signature process involves the
following steps.

a)
b)

A
d)

e)

f)

j)

6.2.4 Ring signature verification process

In the verifjcation process, a verifier uses the\ptblic keys of the true signer and potential signers
the signatufre process to verify the signature. The verifier checks whether the signature was sig
of the signdgrs in the set without learning who the true signer is.

When inpfitting a message my( a* signature (v,xq,...,xy), and an ordered set of g
L={(ny,eq),...,(ny ey )}, the verification process takes the following steps.

a)
b)

‘)
d)

Compute b=[lb(max({ny,...,ny })+1)]+I}.

Compute k=H(m,nq,eq,...,ny,ey ).
Choose a random integer ve [O,Zb —1] .

Choose random integers x; € [O,Zb —1} forall ie[1,N]\x.

Compuffe y; =g; (x; ) Tor all I€(L,NJ\7, Where g; (x) 1s delined as g; (X)=| X/ 1% I75; +(x
(Lx/ni]+1)n; <22, and g; (x)=x otherwise.
Compufe

Vr =Decy (V41 ®Decy (...(...®Decy (yy ®Decy (v))...))) ®Ency (y,_1 DEncp(...(...®Enc
when fe[2,N-1], or

Y =Decy (v)®Ency (y,_1 ®Ency (...(...®Ency (y; ®v)...))) when =N, or
Y =Decy (Vi1 ©Decy (...(...®Decy (yy ®@Decy (v))...)))®v when 7 =1.

Compute x, =g, (y,), where g;'(y) is defined ,asOg;!(y)=|y/n, |n, +(yd” 1
(Ly/nk |[+1)n, <2P,and g7 (y)=y otherwise.

Outpufjthe signature o =(v,xy,..., Xy ) with the ordéred set of public keys L.

Compute b=Ib(max({np,...,ny})+1)+1,.

Compufe y; =gifxy) for all ie[1,N] where g;(x) is defined as g; (x):Lx/niJni+(xe

(Lx/n{|+1)n; <2b, and g; (x)=x otherwise.

Compur:e k=H(m,nq,eq,....,ny,ey).

"modnl-) if

k (11 0v)...))

nod n,, ) if

involved in
ned by one

ublic keys

mod n; ) if

If v=Ency (yy ®Ency (yy_1 ®Ency (...®Ency (y; ®v)...))) then return 1 (valid), else return 0

(invalid).

6.3 Mechanism 2

6.3.1 Symbols

The following symbols apply in the specification of this mechanism.

g, : a generator in group G;

© ISO/IEC 2024 - All rights reserved
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G; : a cyclic group with order g;

q; : prime number

,o : integers in the range [0,q; —1]

Y;,e;:group elements in G;

ash function that outputs an integer in the range [0,q; —1] as defined in Annex B

6.3.2 Key generation process

The key generation process involves each user i (1<i<N) independently performing the following steps.

a) Choossd

b) Output

Pu
P

—

6.3.3 Riy

In the ring
choosesar
then signs
their appro

When inpu

a message
a)
b)

Choossd

Choosd
I=r+
9
d)

Compul

Output

6.3.4 Riy

In the verif

the signatulre process to verify the signature. The verifier checks whether the signature was sig

of the signe

ke s, =0 —c,x, modq,.

arandom x; €[0,q; —1], and compute y; =g, € G;.
the following:

blickey = y; =g, € G;;

vate key = x; €[0,q; —1].

g signature process

bignature process, a true signer first chooses a set of N —1“potential signers. The true
hndom integer 7 satisfying 1<z <N, which denotes thé index of the true signer. The
h message using its private key and the public keys, of the potential signers, withou
val or assistance. In this process the potential sighiers are arranged in random order.

ting a private key x,, , a randomly ordered setof public keys L={y;,..,yy} (includiry

me {O,1}>k to be signed, the ring signaturegrocess involves the following steps.
arandom ae€[0,q, —1], and compute‘e, =g,%* €G, and ¢, =H 1 (L,m,e,).

a random s;€[0,q;—1], .and compute e; =g, y;"e€G; and c¢; 4 =H;; (L
,...,N,1,...,m—1,where indéx N+1 is equivalentto 1.

the signature o =(¢3,51,.. Sy ) -

g signature Verification process

cation process, a verifier uses the public keys of the true signer and potential signers

rsin-the set without learning who the true signer is.

signer also
true signer
t requiring

g V), and

m,e;) for

involved in
ned by one

When inputting a message m, a signature o =(cq,57,..Sy) and a set of public keys L={y;,.., ¥y}, the
verification process takes the following steps.

a) Compu

b) Compu
9

te e;=g," y;“l € G; and ¢;,{ =H;,{ (L,m,e;) for i=1,...,N-1.

N C
teey =gy yn "N eGy.

If c; =H; (L,m,ey ) return 1 (valid), else return 0 (invalid).

© ISO/IEC 2024 - All rights reserved
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6.4 Mechanism 3

6.4.1 Symbols

The following symbols apply in the specification of this mechanism.

pi»4q;,pP

d;, f;: integers in the range [0,(p; —1)(gq; —1)—-1]
[, : integer equal to or greater than 2048

n; : 1, -bitinteger

’ ’

;»q; : prime numbers

H;:ah

6.4.2 Ke)

The key gemeration process involves each user i (1<i<N) independently performingthe followi

Choossd

a)

Compuge modulus n; =q;p;.

b) Choose

9
d) Output

p

u

P

r

6.4.3 Riy

In the ring
choosesar
then signs
their appro

When inpu

and a mess
a)
b)

Choosdg

Choossd
i=m+

ash function that outputs an integer in the range [0,n; —1] as defined in Annex B

y generation process

Compufe d; =fi_1 mod (p; -1)(gq; —1).

prime numbers p;’,q;” with [, /2 bits such that p; =2p;"+1,q; £2q;"+1 are prim

anumber f;€[0,(p; —1)(q; —1)—1] such that ged(f;,(p; —0)(g; —1))=1.

the following:
blic key = vk; =(n;, f;);

vate key = sk; =d; .

g signature process

fignature process, a true signerfirst chooses a set of N—1 potential signers. The true
hndom integer 7 satisfying.1 <7 <N, which denotes the index of the true signer. The
h message using its privatekey and the public keys of the potential signers, withou
val or assistance. In this process the potential signers are arranged in random order.

hge me {0,1}* tojbe signed, the ring signature process involves the following steps.

arandom(e, €[0,n, —1], and compute ¢, .; =H, 4 (L,m,e;).

a crandom s;€[0,n; —1], and compute e,-=c,-+sl-f" modn;and c¢;.q =H; 4 (L
|,0¢/N,1,...,m—1, whereindex i=N+1=1.

9
d)

Compu

te s; =(e; —¢c, )d” modn,; .

Output the signature o =(cy,51,.. Sy ) -

6.4.4 Ring signature verification process

ng steps.

e numbers.

signer also

true signer
t requiring

ting a private keySsk; , a randomly ordered set of public keys L={vky,..,vky} (incliiding vk, ),

m,e;) for

In the verification process, a verifier uses the public keys of the true signer and potential signers involved in
the signature process to verify the signature. The verifier checks whether the signature was signed by one
of the signers in the set without learning who the true signer is.

© ISO/IEC 2024 - All rights reserved
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When inputting a message m, a signature o =(cq,5q,..,Sy ), and a set of public keys L={vky,..,vky}, the
verification process takes the following steps.

a) Compute ¢; =c; +s;// modn; and ¢;,; =H;,; (L,m,e;) for i=1,...,N—-1.

b) Compute ey =cy +stN mod ny .

9

If ¢ =H;(L,m,ey ) return 1 (valid), else return 0 (invalid).

7 Mechanisms with linking capability

7.1 Gengrat

This clause

signature”).

Linking cap
it does not
type (the si
two signat
and the eve

:Er

specifies one digital signature mechanism with linking capability (as known @s*“l1i

ability allows any verifier to know if two signatures are generated by tlhie'same signe
allow the verifier to know the identity of the actual signer. Linkability can be gro|
ner can be linked if the signer has generated two signatures and the group is the sar
es) or event-linkable type (the signer can be linked if the signer has generated two
nt is the same for these two signatures). For the latter, signers.partaking in the same|

agree on cqnsistent event tag or string that is used in signing.

NOTE1 T

NOTE2 S
slanderabili
Linkability

signatures :
an honest u
non-slander
Reference [{
many applic

he mechanism given in 7.2 is based on the scheme originally‘specified in Reference [6].

ecurity properties of a linkable ring signature include unforgeability, anonymity, linkabil
y. Unforgeability and anonymity are the same as i the general ring signature described
bnsures any signatures produced by one signer<to be linkable. Any public verifier know

nkable ring

r. However,
up-linkable
he for these
signatures
event shall

ty and non-
in Clause 5.
5 if any two

re generated by the same signer. Non-slanderability prevents any malicious party from slandering

er for generating two linked signatures. While the original paper in Reference [6] does no
hbility property of the mechanism (it was<first defined in Reference [5], a year after the p
1), non-slanderability is considered an important property of linkable ring signature if it ig
htions such as blockchain. The non-slanderability property of Reference [6] is later proven in R

7.2 Mechanism 1

7.2.1 SyI:bols

The follo

wi

c;,S; U

g:ags
G:acy

g symbols apply-itrthe specification of this mechanism.
,x; : integersin the range [1,q—1]
neratorin group G

clic group with order q

L specify the
iblication of
deployed in
eference [4].

he'number

q: pri

Yi, h,y:group elementsin G

Hjy : a hash function that outputs an integer in the range [0,q—1] as defined in Annex B

independent to Hq

© ISO/IEC 2024 - All rights reserved
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7.2.2 Key generation process

The key generation process involves each user i (1<i< N) independently performing the following steps.

a) Choose

b) Output

arandom x; €[0,q—1], and compute y; =g*i €G.

the following:

— Publickey= y; =g" €G;

— Private key = x;€[0,q—-1].
7.2.3 Ring signature process
In the ring signature process, a true signer first chooses a set of N—1 potential signers. The true
chooses a random integer 7 satisfying 1<z <N, which denotes the index of the true signer.The
then signs p message using its private key and the public keys of the potential signers, withou
their approjval or assistance. In this process the potential signers are arranged in random order.
When inpufting a private key x, , a randomly ordered set of public keys L={y; , ¥y} (includir
a message [ne {0,1}* to be signed, the ring signature process involves the following steps.
a) Compute the linking base h. h can be generated as h=H, (L) if it is.grdup-linkable type. (R
for evept-linkable type).
b) Compufe the linking tag y=h*" .
¢) Choosdarandom integer u in [0,q—1].
d) Compufe ¢, 1 =H; (L,j/,m,g“ ,h" )
e) Choosdrandom integers s; € [0,q—1] where j&}1,N]\ 7.
f) Compu[e ¢iy1 =Hy (L,j"/,m,gs"yic" BT g ) fori=n+1,...,N,1,...,m—1.
g) Compute s, =u—x,c, modq.
h) Outpuflthe signature o =(cq,87,;%., Sy ,y) with the ordered set of public keys L.
7.2.4 Ring signature verification process

In the verif

the signatulre process-to.verify the signature. The verifier checks whether the signature was sig

of the signe

fting a‘message m, a signature (cq,Sq,...,Sy,¥), and a list of public keys L={y;,.

cation process, a verifier uses the public keys of the true signer and potential signers

rs in theset without learning who the true signer is.

process takes the following steps:

When inpu
verification
a) Compu
b) Compu
c¢) Compu
d)

te the linking base h as in the signing process.

C

te Z;- :gsiyici , le-’=hsi_)~/ " and ¢; ;4 =Hy (L,j/,m,z;,z;-,) fori=1,...,N-1.

" Sy L CN 7 1SN ~C
te zy =g°Nyy' and zy =h"N yN.

If c; =H, (L,j/,m,z;v ,z;,) return 1 (valid), else return 0 (invalid).

© ISO/IEC 2024 - All rights reserved
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7.2.5 Ring signature linking process

’ ’

Given two valid signatures o =(cy,sq,...,Sy,y) and 6’2(01 181 5--SN ,j/’), the linking proces

following step:

a) If y=y’,output1 (linked), else output 0 (not linked).

7.2.6 Event-linkable type

s takes the

In case of event-linkable type (the signer can be linked if the signer has generated two signatures and the
event is the same for these two signatures), some changes shall be made. In the signing process 7.2.3, step a),
the computation of h shall be changed to h=H, (event) and the description event shall be put inside the

hash in stefp dJ and step ). In the verification process /.2.4, the description event shall be put insjy
in step b) and step d).

8 Mechanisms with tracing capability

8.1 General

This clausel specifies one digital signature mechanism with tracing capability (as known as “trg
signature”).

Tracing capability allows any verifier to know who the actual signer is,4f two signatures are gene;
same signef. Tracing capability is issue-traceable (the signer cande traced if the signer has gen
signatures and the issue is the same for these two signatures}<Tracing algorithm outputs ‘trac
are same and messages are different, ‘linked’ if issues are same’ and messages are same, and ‘ind
issues are different and messages are different or same.

NOTE Tlhe mechanism given in 8.2 is based on the scheme originally specified in Reference [3].

8.2 Mechanism 1

8.2.1 SYI:bOIS
The followi

g symbols apply in the specification of this mechanism.
— ¢;,S;,4,x;: integers in the range [0,q—1]

— g:aggnerator in group\G

— G:acyclic group with order g

— q:prime number

— Yy;,h,0} :group elements in G

de the hash

ceable ring

ated by the
erated two
pd’ if issues
bpendent” if

— H,H’:hash functions that output an element in G as defined in Annex B. These two hash fun
be statistically independent.

ctions shall

— H” : a hash function that outputs an integer in the range [0,q—1] as defined in Annex B. The hash

function shall be statistically independentto H,H’.

8.2.2 Key generation process

The key generation process involves each user i (1<i<N) independently performing the following steps.

a) Choose arandom x; €[0,q—1], and compute y; =g*i €G.

© ISO/IEC 2024 - All rights reserved
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the following:

— Publickey= y;=g" €G;

— Private key = x;€[0,q—1].

8.2.3

Ring signature process

In the ring signature process, a true signer first chooses a set of N—1 potential signers. The true signer also
chooses a random integer 7 satisfying 1<z <N, which denotes the index of the true signer. The true signer
then signs a message using its private key and the public keys of the potential signers, without requiring

their appro
When inpu

), and a me

NOTE T
Reference [3

a) Compufe h=H(L) and o, =h*7 . Compute Ay =H’(L,m) and A; =(0, /Ao)l/”. Compute
forall j=#m.

b) Choosdarandom oe[0,q—1].

¢) Compute a, =g*,b, =h*.

d) Choosgrandom s;,c; €[0,q—1] where i€ [1,N]\ 7z . Coripute a; = g°i yic" ,b; =hi crl.c" where i

e) Compz[e c=H"(L,m,Ay,A;,ay,..ay,by,..by ) andie;, =C—2imcim0dCI-

f) Compufe s; =o—c,x; modgq.

g) Outputlthe signature o =(A4y,c1,.Cy,S19Sy ) -

8.2.4 Ring signature verification process

In the verif

the signatulre process to verifythe signature. The verifier checks whether the signature was sig

of the signe

When inpfitting a message m, a signature cs:(Al,cl,...,cN,sl,...,sN), and a list of

L={issue, )
a) Check
b) Compul
c) Compu
d)

val or assistance. In this process the potential signers are arranged in random order.

ting a private key x, ,arandomly ordered set of public keys L=1issue, y;,..., Yy ¢ (In

sage m, issuee {0,1}* to be signed, the ring signature process involves the following

he computation of a; =gsi yI-Ci in the following step b) is differ from the~original de
. The description in the following step b) is correct and the original descriptien is not correc

cation process, a verifiér uses the public keys of the true signer and potential signers

rs in the set withelitlearning who the true signer is.

f1,---, Yy J¢the verification process takes the following steps:

c;,2; €0,9—1], and check g,4;,y;€G.

cluding y,
Steps.

scription of
[

— A4
0 =4ApA]

c[1,N]\ 7.

involved in
ned by one

ublic keys

keh=H(L), Ay=H’(L,m),and o; = AyA} for i=1,...,N.

te q; :gsiyic" , bj=h%ic i fori=1,...,N.

(invalid).

© ISO/IEC 2024 - All rights reserved
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8.2.5 Ring signature tracing process

Given two pairs of valid signature and message (6=(4;,..),m) and (¢’=(4;’,..),m’) with the same list of
public keys L={issue, y;,...,yy }, the tracing process takes the following step.

a) Compute h=H(L), Ay =H’(L,m),and o, = AyAL, 6,"= A A] for i=1,...,N.
b) Set TList as empty list.
c) If o; =0;" thenappend y; to TListfor i=1,...,N.

d) If TList ={y;}, output y; (traced). Else if TList ={y;,.., ¥y}, output 1 (linked). Otherwise output 0
(independent).

9 Mechanisms with threshold capability

9.1 Geng¢ral
This clause|specifies two digital signature mechanisms with threshold capability.

NOTE Tlhe mechanisms given in 9.2 and 9.3 are based on the schemes originally.specified in Referende [2].

9.2 Mechanism 1

9.2.1 SyIlbols
The following symbols apply in the specification of this me¢hahism.

— ¢;,s;,0; : integers in the range [0,q; —1]

-

— F, :afipite field of order t, where ¢t is prime niimber of the same bit length as g;
— g;:agenerator in group G;
— G

; 1acyclic group with order g;

— q;:prime number

— Yj,ej:jgroup elements in G;

— Hj:aRash function thatoutputs an element in finite field F, as defined in Annex B

— H;:aMash function:that outputs an integer in the range [0,q; —1] as defined in Annex B

9.2.2 Key generation process

The key generation process involves each user i (1<i<N) independently performing the followihg steps.

a) Choose arandom x;€[0,q; —1], and compute y; =g, €G;.
b) Output the following:

— Publickey = y; =g,~xi €G;;

— Private key = x;€[0,q; —1].
9.2.3 Ring signature process

In the k -out-of- N threshold ring signature process, k true signers choose a set of N—k potential signers.
S={ij,...,iy }={1,...,N} denotes the indices of the true signers and signs a message by using the private

© ISO/IEC 2024 - All rights reserved
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keys of true signers and the public keys of the potential signers without requiring their approval or

assistance.

When inputting a set of private keys {Xi1 e Xy }, a randomly ordered set of public keys L={y;,..yy}

(including Vig reor Vi ), and a message me {0,1}* to be signed, the k -out-of-N threshold ring signature

process inv

olves the following steps.

For ie S, choose arandom ¢; €[0,q; —1], and compute e; = g;* € G;.

e zo=H- (L.mk.e e,
\v) AvJ pe ]

en) and find a polynomial P over F, of degree N_—k

For ie[1,N]\S, choose random z; € F,,s; €[0,q; —1], compute c; =H;(z;),and ¢; =g;" y;“I €G;.

such that

a)

b)

c¢) Compu
P(i)=

d) Forie

e) Output

9.2.4 Riy

In the verif]
in the signg
signersint

When inpuftting a message m, a signature o =(P,sq,..,Sy ), anda set of public keys L={y; |

verification
a) Fori=
b) If P(0

(valid)

9.3 Mechanism 2

7. for ie [0,N]\ S by Lagrange interpolation[&l.
S, compute ¢; =H, (P(i)), s; =0; —c;x; mod g; .

the signature 6 =(P,S1,.., Sy ) -

g signature verification process

ication process, a verifier uses the public keys of the true signérs-and potential signe
ture process to verify the signature. The verifier checks whether the signature was si
he set without learning who the true signers are.

process takes the following steps.

1,...,N, compute ¢; =H; (P(i)), and e; = g; yi%i €G;.

=Hy(L,m,k,e;,e,,....ey) and P is Fp<¢oefficient degree N—k polynomial, the
Else return 0 (invalid).

9.3.1 SyI‘bols

The follo

fi d;:
F,:afi

wi

[, intg

pite field of erder ¢, where t is prime number of the same bit length as g;

g symbols apply inthe specification of this mechanism.

nteger in the range [0,(p; —1)(q; —1)—1]

ger equalto or greater than 2048

pitnteger

rs involved
bned by the

’yN}’ the

n return 1

P 4q; ,p,-’ ,q,-, : prime numbers
Hj: a hash function that outputs an element in finite field F, as defined in Annex B

H; : a hash function that outputs an integer in the range [0,n; —1] as defined in Annex B

9.3.2 Key generation process

The key generation process involves each user i (1<i<N) independently performing the following steps.

a) Choose prime numbers pi/,qi’ with [, /2 bits such that p; :2pl-/ +1,q; :Zqi/ +1 are prime numbers.

Compu

te modulus n; =¢q;p;.

© ISO/IEC 2024 - All rights reserved
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anumber f;€[0,(p; —1)(q; —1)—1] such that ged(f; (p; —1)(gq; —1))=1.

) Compute d; = f;" mod (p; —1)(q; -1).

d) Output

the following:

— Publickey = vk; =(n;, f;);

— Pri

9.3.3

vate key = sk; =d; .

Ring signature process

In the k -out-of- N threshold ring signature process, k true signers choose a set of N—k potential signers.

S = {11 FR |
keys of try
assistance.
When inpu
(including

process tak

a)

For ie

b) Forie
c¢) Compul

P(i)=
d) Forie
e) Output
9.3.4 Riy

In the verifi
in the signg
signersint
When inpu
verification

a) Fori=

b) If P(0

lce ZO:HO(L,m,k,el,ez,...,eN) and find a polynomial P over F, of degree N—A

kting a message in,a signature o =(P,sq,..,Sy ), and a set of public keys L={vkq,|

. f11,...,N} denofes the indices of the true signers and signs a message by using
e signers and the public keys of the potential signers without requiring their

q

[ting a set of private keys {ski1 e .,skl-k }, a randomly ordered set of publickeys L={

iy oo iy ), and a message me {0,1}* to be signed, the k -out-of-N)threshold rin

es the following steps.

S, choose arandom e; € [0,n; —1].

[1,N]\ S, choose random z, € F, ,s; € [0,n; —1], computé.c; =H, (z; ), and e; =c; +s,”i

7. for i=0,ie[1,N]\S by Lagrange interpolationl}.
S, compute ¢; =H,; (P(i)), s; =(e; —¢; )d" modn; .
the signature ¢ =(P,s1,.., Sy ) -

g signature verification process

ication process, a verifier uses the public keys of the true signers and potential signe

ture process to verify thésignature. The verifier checks whether the signature was si
he set without learning who the true signers are.

process takes the following steps.

1,...,N,eqmpute c; =H; (P(i)),and e; =¢; +s,-ff modn; .

=HO(L,m,k,el,e2,...,eN) and P is F; -coefficient degree N—k polynomial, the

(valid)

Else return 0 (invalid).
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mod n; .

such that
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Annex A
(normative)

Object identifiers

This annex lists the object identifiers assigned to the mechanisms specified in this document.

AnonymousSignatureUsingMultiplePK { iso(l) standard(0) anonymous-digital-signatures (20008)
part3(3) asnl-module(l) mechanisms-using-multiple-public-keys (0) }

DEFINITIONS EXPLICIT TAGS ::= BEGIN

-- EXPORTYH All; --

-—- IMPORTYH None;

OID ::= ORJECT IDENTIFIER -- alias
-— Synonynls -
id-as-mpk |0ID ::= { iso(l) standard(0) anonymous-digital-signaturee(20008) part3(3)

algorithm(0) 1}

-- Assignnfents --
id-as-mpk-rs-m-1 OID
id-as-mpk-rs-m-2 OID

|
—

id-as-mpk rs-mechanisml (1) }
id-as-mpk rs-mechanism2 (2) }
}
)

Il
—

id-as-mpk-rs-m-3 OID ::= { id-as-mpk rs-mechanism3(3)
id-as-mpk-lrs-m-1 OID = { id-as-mpk lrs-mechanismIN4) }
id-as-mpk-trs-m-1 OID ::= { id-as-mpk trs-mechanismd® (5) }
id-as-mpk-thrs-m-1 OID ::= { id-as-mpk thrs-mechéanisml (6) }
id-as-mpk-thrs-m-2 OID ::= { id-as-mpk thrs-medfianism2 (7) }

END

© ISO/IEC 2024 - All rights reserved
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Annex B
(normative)

Conversion functions

B.1 General

This annex specifies the conversion functions and hash-functions that shall be used with this standard

where sped

B.2 Cony

The follow
where sped

— [20SP:
FE20S
EC20S
0S2IP:
OS2FE

OS2EC

B.3 Hasl

The follow
specified.

IHF1: h

The follow
specified.

HBS2P

HBS2E

ified.

rersion functions

ng conversion functions described in ISO/IEC 18033-2:2006 shall be-tsed with th
ified.

conversion function from integers to octet strings.

P: conversion function from extended filed to octet strings.

P: conversion function from points on elliptic curve to octet strings.
conversion function from octet strings to integers.

P: conversion function from octet strings to extended filed.

P: conversion function from octet strings to points on elliptic curve.

1 functions

ng hash functions described jmHISO/IEC 18033-5:2015 shall be used with this stan

ash function from bit strings to integers.

PHF1: hash function fromsbit strings to points on supersingular elliptic curve.

ng hash functiens described in ISO/IEC 20008-2:2013 shall be used with this stan

F: hash-«funiction from bit strings to prime field.

CP< hash function from bit strings to points on elliptic curve.

s standard

Hard where

Hard where

The following hash functions described in RFC 9380 shall be used with this standard where specified.

Hash functions from bit strings to finite field.

— Hash functions from bit strings to points on elliptic curve.

Hash functions used in this standard are assumed to be random oracles to satisfy the security proofs for the
mechanisms.

© ISO/IEC 2024 - All rights reserved
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Annex C
(informative)

Numerical examples of mechanisms in this document

C.1 Recommended parameters

Recommen

ded parameters for the mechanisms specified in 6.2, 6.4, and 9.3 are as follows.

128-bit sec
128-bit sec
Recommen
128-bit sec
128-bit sec

C.2 Nun

C.2.1 Gey

Numerical

C.2.2 Pai
Parameters;

secp256Kk1,
Parameter;
expand_msg

dst = QUUX

Parameters

irity RSA, e.g. 3072-bit RSA.
irity hash function, e.g. SHA-256.

ded parameters for the mechanisms specified in 6.3, 7.2, 8.2, and 9.2 areqas-follows.

irity elliptic curve, e.g. secp256r1 or secp256k1.
irity hash function, e.g. SHA-256.

jerical examples

heral

[ameters

for elliptic curve.

for expand_message defined in RFC 9380.
ssage_xmd is used.

V01-CS02-with-secp256k1_XMD:SHA-256_SSWU_RO_

forhash_to_field defined in RFC 9380.

L = ceil([cell(1Sg.(p0) + K1 / 8). wh i< ol istic of the finite field and k=128 i :

count=1: th

bxamples using hash function to elliptic curves.in RFC 9380 are provided in C.2.2 to (}.2.6.

e number of outputs

Parameters for hash_to_curve defined in RFC 9380.

suit = secp256k1_XMD:SHA-256_SSWU_RO_

Conversion

function from EC point to octet string.

EC20SP((x,y)) = 120SP(4,1)||120SP(x,32)||[I20SP(y,32)
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