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FOREWORD

he International Electrotechnical Commission (IEC) is a worldwide organization for standardization compiising

all national electrotechnical committees (IEC National Committees). The object of IEC| s to pro
international co-operation on all questions concerning standardization in the electrical and-glectronic field
this end and in addition to other activities, IEC publishes International Standards, Téchnical Specificaf]
echnical Reports, Publicly Available Specifications (PAS) and Guides (hereafter,referred to as
ublication(s)”). Their preparation is entrusted to technical committees; any IEC Natiohal Committee interg
in the subject dealt with may participate in this preparatory work. International, governmental and
gpvernmental organizations liaising with the IEC also participate in this preparation. IEC collaborates cl
ith the International Organization for Standardization (ISO) in accordancé.with conditions determine

ublications is accurate, IEC cannot be held responsibl€ for the way in which they are used or forf
isinterpretation by any end user.

I order to promote international uniformity, IEC National Committees undertake to apply IEC Publica
tlansparently to the maximum extent possible.in<their national and regional publications. Any diverg
between any IEC Publication and the corresponding national or regional publication shall be clearly indicat

IEC itself does not provide any attestation,of conformity. Independent certification bodies provide confo
apsessment services and, in some areas, access to |IEC marks of conformity. IEC is not responsible fo
services carried out by independent certification bodies.

o liability shall attach to IEC aor its directors, employees, servants or agents including individual expertg
embers of its technical committees and IEC National Committees for any personal injury, property dama
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The IEC takes no position concerning the evidence, validity and scope of this maintenance service.

IS Oon

The provider of the maintenance service has assured the IEC that he is willing to provide services under

reasonable and non-discriminatory terms and conditions for applicants throughout the world.

In this respect, the

statement of the provider of the maintenance service is registered with the IEC. Information may be obtained from:

DLMS User Association
Zug/Switzerland
www.dims.com
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The main task of IEC technical committees is to prepare International Standards. In
exceptional circumstances, a technical committee may propose the publication of a technical
specification when

e the required support cannot be obtained for the publication of an International Standard,
despite repeated efforts, or

e the subject is still under technical development or where, for any other reason, there is the
future but no immediate possibility of an agreement on an International Standard.

Technical specifications are subject to review within three years of publication to decide
whether they can be transformed into International Standards

IEC| TS 62056-8-20, which is a technical specification, has been prepared by (technical
committee 13: Electrical energy measurement and control.

The|text of this technical specification is based on the following documents:

Enquiry draft Report on voting
13/1673/DTS 13/1704/RVC

Fulllinformation on the voting for the approval of this technical jspecification can be found in
the report on voting indicated in the above table.

Thigd document has been drafted in accordance with thé/ISO/IEC Directives, Part 2.

A ligt of all parts in the IEC 62056 series, published under the general title Electricity metdring
datg exchange — The DLMS/COSEM suite, canbe found on the IEC website.

The| committee has decided that the contents of this publication will remain unchanged lntil
the |stability date indicated on the IECy'website under "http://webstore.iec.ch" in the ¢ata
relaled to the specific publication. At this date, the publication will be

. ransformed into an International standard,
+ reconfirmed,

e yithdrawn,

+ feplaced by a revised-edition, or

. rmended.

A bilingual version of this publication may be issued at a later date.

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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INTRODUCTION

016

defined in IEC 62056-1-0, the IEC 62056 DLMS/COSEM suite provides specific

munication profile standards for communication media relevant for smart metering.

Such communication profile standards specify how the COSEM data model and the
DLMS/COSEM application layer can be used on the lower communication media-specific
protocol layers.

Communication profile standards refer to communication standards that are part of the

IEC
This

can
nety

The
suit
are

This

The

from the properties of the mesh network and the large Quantity of devices to be managed.

62056 DLMS/COSEM suite or to any other open communication standard.

Technical Specification specifies a DLMS/COSEM IPv6 based communication ‘profile
be used in large scale AMI deployments where the Neighbourhood Networks are m
yorks.

communication profile specified in this Technical Specification can-be used over var
hble technologies providing a Neighbourhood Network with mesh topology, as long as
capable to carry IPv6 traffic.

specification follows the rules defined in IEC 62056-5-3:2016, Annex A.

communication profile specified in this specificationcaddresses the specificities resu

that
esh

ous
hey

ting



https://iecnorm.com/api/?name=8427cba9aba217963f7050defce9a902

IEC TS 62056-8-20:2016 © IEC 2016 -7-

ELECTRICITY METERING DATA EXCHANGE -
THE DLMS/COSEM SUITE -

Part 8-20: Mesh communication profile
for neighbourhood networks

1 Seope

Thig part of IEC 62056 specifies a DLMS/COSEM communication profile that can beused|in a
smgrt metering system in which the Neighbourhood Networks (NN) are mesh networks.

Thig profile may be considered as an adaptation and extension of the UDP/IR_communicdtion
profjle specified in IEC 62056-9-7:2013. As in that standard, the PHY and NMIAC layers are| out
of the Scope.

Thigd Technical Specification specifies a number of features essential to the efficient opergtion
of a|large scale AMI using mesh NNs. These features include:

e {dentification of the DLMS/COSEM client and server articipating in an applicgtion
association (AA) with their system title, so that this identification does not change when
he IP address of the server changes, see Clause 6;

e & mechanism to inform the client of the binding/between the server’s system title and its
current |IP address(es), see 5.5.3;

e the use of the DLMS/COSEM UDP based transport layer, that allows keeping
DLMS/COSEM AAs open for long periods, while the device may leave and join the nesh
NN and/or its IP address may change,\see 7.2.2;

e DLMS/COSEM application layer_and application process level security features that|can
pe used in a mesh environment;\see 7.4.2;

e & mechanism to organize servers to one or more groups based on various conditions|, so
hat the requests can be-broadcasted to all devices attached to the mesh network, but pnly
hose servers belongingto the group carry out the request and respond, see 8.2;

. mechanism thatfallows to send the response to a request in designated time windows
nd with a randemized delay, see 8.3.

e the use of a.specific UDP port that allows efficient UDP header compression, see 6.3.3|

The| Scope ©0f)this communication profile specification is restricted to aspects concerning| the
use| of communication protocols in conjunction with the COSEM data model and |the
DLMS/COSEM application layer. Any project specific definitions of data structures and data
confents may be provided in project specific companion specifications.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their
content constitutes requirements of this document. For dated references, only the edition
cited applies. For undated references, the latest edition of the referenced document (including
any amendments) applies.

IEC 60050 (all parts), International Electrotechnical Vocabulary (IEV) (available at
www.electropedia.org)

IEC TR 62051, Electricity metering — Glossary of terms
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IEC TR 62051-1, Electricity metering — Data exchange for meter reading, tariff and load
control — Glossary of terms — Part 1. Terms related to data exchange with metering
equipment using DLMS/COSEM

IEC 62056-1-0, Electricity metering data exchange — The DLMS/COSEM suite — Part 1-0:
Smart metering standardisation framework

IEC 62056-4-7, Electricity metering data exchange — The DLMS/COSEM suite — Part 4-7:
DLMS/COSEM transport layer for IP networks

()
|

IEC[62056-5-3:2016, Electricity metering data exchange — [The DLMS/COSEM suif
Parg 5-3: DLMS/COSEM application layer

IEC|62056-6-1, Electricity metering data exchange — The DLMS/COSEM suite s Part [6-1:
Object Identification System (OBIS)

IEC|62056-6-2, Electricity metering data exchange — The DLMS/COSEM-suite — Part [6-2:
COS$EM interface classes

IEC|62056-9-7:2013, Electricity metering data exchange - Ahe’ DLMS/COSEM suite -
Parg 9-7: Communication profile for TCP-UDP/IP networks

RFG 768, User Datagram Protocol Edited by J. Postel. August 1980. Available from
httpg://www.ietf.org/rfc/rfc768.txt

RFQG 2460, Internet Protocol, Version 6 (Ipv6) Specification [online]. Edited by R. Hinden, S.
Deefring. December 1998. Available from http://tQels.ietf.org/html/rfc2460

RF{d 3315, Dynamic Host Configuration Protocol for IPv6 (DHCPv6) Edited by R. Dromsg, J.
Boupd, B. Volz, T. Lemon, C. PRerkins, M. Carney. July 2003. Available from
http}//www.ietf.org/rfc/rfc3315.txt

RFQG 4291, IP Version 6 Addressing Architecture [online]. Edited by R. Hinden, S. Deelling.
February 2006. Available from'http://tools.ietf.org/html/rfc4291

RF({Q 4862, IPv6 Stateless Address Autoconfiguration. Edited by S. Thomson, T.Narten, T.
Jinmei September 200¥. Available from https://tools.ietf.org/html/rfc4862

RF{ 4944, Transmission of IPv6 Packets over IEEE 802.15.4 Networks [online]. Edited by G.
Morjtenegro, N. Kushalnagar, D. Culler. September  2007. Available  from
httpj//toolssietf.org/html/rfc4944

RF({ <6282, Compression Format for IPv6 Datagrams over IEEE 802.15.4-Based Netwdrks.
Availtabte from nttp://tools. 1etf.org/Mtmifrico 282

RFC 6550, IPv6 Routing Protocol for Low-Power and Lossy Networks, Edited by T. Winter, P.
Thubert, A. Brandt, J. Hui, R. Kelsey, P. Lewis, K. Pister, R. Struik, JP. Vasseur, R.
Alexander. March 2012. Available from https://tools.ietf.org/html/rfc6550

3 Terms, definitions and abbreviated terms

3.1 Terms and definitions

For the purposes of this document, the definitions given in IEC 60050, IEC 62051, IEC 62051-
1 as well as the following apply.


https://www.ietf.org/rfc/rfc768.txt
http://tools.ietf.org/html/rfc2460
http://www.ietf.org/rfc/rfc3315.txt
http://tools.ietf.org/html/rfc4291
https://tools.ietf.org/html/rfc4862
http://tools.ietf.org/html/rfc4944
http://tools.ietf.org/html/rfc6282
https://tools.ietf.org/html/rfc6550
https://iecnorm.com/api/?name=8427cba9aba217963f7050defce9a902
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NOTE Where there is a difference between the definitions in the glossary and those contained in product
standards produced by TC 13, then the latter take precedence in applications of the relevant standard.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp

3.11

mesh network
fungtiomatumitforthe—transfer of databetweenseveratparticipantsfor data—processing; via
one|or a number of redundant transmission paths, whereby each participant is able to pas$ on
datg that do not concern themselves to one or more neighbours

3.1.p
Head End System

HEa‘

Cenftral Data System exchanging data via the AMI of various meters in ifS\service area

Note|1 to entry: The HES may communicate via WAN directly to the end devices(or,via NNAPs and LNAPs.

3.2 Abbreviated terms

AA Application Association

ACSE Association Control Service Element

AL Application Layer

AMI Advanced Metering Infrastructure

AP Application Process

ASE Application Service Element

CO$EM Companion Specification fof;Energy Metering

DC$ Data Collection System

DHCPv6 Dynamic Host Configuration Protocol for IPv6

DLMS Device Language-Message Specification

DN$ Domain Name System

IP Internet Protocol

HES Head End System

HLS High-Level Security mechanism

IANA Internet Assigned Numbers Authority

LAN Local Area Network

LN Local Network

LNAP Local Network Access Point

MAC Media Access Control sublayer of the Data Link Layer as specified in the OSI
Open Systems Interconnection Model

NN Neighbourhood Network

NNAP Neighbourhood Network Access Point

PHY Physical Layer as specified in the OSI Open Systems Interconnection Model

RF Radio Frequency

RPL Routing Protocol for Low-Power and Lossy Networks

SAP Service Access Point

TCP Transmission Control Protocol


http://www.iso.org/obp
https://iecnorm.com/api/?name=8427cba9aba217963f7050defce9a902
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UDP User Datagram Protocol
WAN Wide Area Network
xDLMS Extended DLMS

4 Targeted communication environments — Overview

The objectives of defining a DLMS/COSEM communication profile for mesh neighbourhood
networks are the following:

a) entralized management of a Inrgn number of end devices hy a cingln central Head Fnd
Bystem (HES) hosting a (set of) DLMS/COSEM client(s);

b) efficient end-to-end communication between DLMS/COSEM clients and different)kinfl of
Hevices over Neighbourhood Networks using mesh topology;

c) freliability and efficiency of accessing devices via the mesh network;
d) management of adding, removing and relocating devices using existing@pgen standardg.

A s¢gment of an AMI network with devices communicating over a mesh-network is shown in
Figyre 1.

HES

Wide Area Network

NNAP1 NNAP2 NNAP3 NNAP4

LNAP
DLMS/COSEM
server

NN3 End device
pmsicosem | NN4

server

End device
DLMS/COSEM

End device server LNAP
DLMS/COSEM DLMS/COSEM
server server LNAP

DLMS/COSEM
LNAP

server
DLMS/COSEM
server

End devic
DLMSICOSEM

End device
DLMS/COSEM
server

Neighbourhood Mesh network

[ ~ K .

Efd deviceY . }End device . . s . i =
pYms/co DLMS/COSEM 1 . K 1 . | =
serv. ) server f End device A i \ 3 2
DLMS/COSEM o \ End device - =

server End device . v i o

End device DLMS/COSEM End device . i c

Engd devic 8

End device DLMS/COSEM || &

server ﬂ

IEC

Figure 1 — Mesh neighbourhood network within an AMI environment

Figure 1 depicts a centralized meter data collection and management system.

NOTE 1 It may be managed by a Utility or some other 3™ party entity but this aspect is out of the Scope of this
document.

There may be many NNs with a single NNAP each. The NNAP provides access for the HES to
the mesh NN. On the one hand, an NNAP has an interface towards the WAN and the NN. On
the other hand, it acts as the coordinator of the NN, managing the discovery and registration
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of devices on the mesh network. Concerning DLMS/COSEM data exchange, the NNAP
provides only a routing function.

End devices may be:

The|functionality of LNAPs depends on the kind of end devices connected to them:

NOTE 2 The router / gateway / proxy functions of LNAPs are out of the Scope of this document.

LNAPs are always connected directly terthe mesh NN and they shall be mains powered.

Sonme LNAPs and end devices may provide routing functionality, ensuring an optimal pat
reagh each device and ensuring:network resilience.

various kind of utility meters e.g. electricity, gas, heat, water meters or other devices
smart metering and control functions;

with

DLMS/COSEM servers, or they may implement another application protocol (e.g. M-Bus or

ZigBee®1);

mains powered or battery powered (electricity meters are always mains powered);

jirectly connected to the mesh network, or connected via LNAPs;
P capable or not.

wvhen the end devices are mains powered and IP capable DLMS/COSEM servers that
hot directly connected to the mesh network, the LNAP is simply a router,

when the end devices are mains powered not IP capable DLMS/COSEM servers
herefore cannot be directly connected to the mesh network, the LNAP acts a
DLMS/COSEM gateway and as a master of the LN;

when the end devices are battery powered DLMS/COSEM/servers that cannot be dirg
connected to the mesh network, the LNAP acts as a_proxy that exchanges data with
bnd devices when they are awake and that can store‘requests to and responses from
DLMS/COSEM servers. The LNAP also acts as admaster of the LN;

hose end devices and acts as an application protocol converter.

when the end devices are not DLMS/COSEM:servers, then the LNAP acts as a mastef

are

that
s a

ctly
the
the

for

LNAPs and end devices can be connected to zero or one mesh NN at any time. They may

leaVle the mesh NN and\join the same or a neighbouring and overlapping mesh NN any t

this

may imply a change of their IP address.

me;

Figyre 2 shows:‘the entities and interfaces of a smart metering system as depicted in

IEC

but

1

no_ dpplication data transport.

62056-1=0% This document covers the “C” interface concerning DLMS/COSEM data
exchange.-The “L” interface forms part of the mesh network, providing routing functiong

lity,

this document and does not constitute an endorsement by the IEC of the product named.

ZigBee® is a trademark owned by ZigBee corporation. This information is given for the convenience of users of
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The
LNA

NOTE 3 In the remaining part of this document the term “device” means/either the LNAP or the Metering
Ce.
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v HES Head End System
IEC

Figure 2 — Entities and interfaces of a smart metering system

components of the communication environment of the Figure 2;-meaning the HES, NN
P and the end devices are already defined above.

Use of the communication layers for this-profile

Information related to the use of the specification specifying the lower layers

document specifies how this profile can.be used over any PHY and MAC layers.
network layer shall be IPv6 based."The transport layer shall be UDP.

The structure of the profile supporting network meshed communications

structure of a DLMS/COSEM mesh network communication profile is shown in Figur|
transport layer is as ‘specified in IEC 62056-9-7:2013 except that — as specified in 5

specified in 5.3-5-and 5.3.6 respectively.

AP,

End

e 3.
1 —

UDP can be used:The specific configuration of the Network layer and the Transport layer
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Network Management
Application Process

IPv6

6LowPAN Adaptation layer

PHY/MAC

IEC

The Network Management Application Process is out of the Scope ofrthis document.

Figure 3 — The DLMS/COSEM mesh communication profile

Lower protocol layers and their use
f Overview

DLMS/COSEM based mesh network ocommunication profile is a connection

hse of the layers below the DLMS/COSEM application layer. The network layer interfg
PHY and MAC layers with the meafs of an adaptation layer specified in 5.3.4.

R Physical layer

.

MAC layersis out of Scope of this document. Any mesh based MAC layer tha
patible with the physical layer chosen can be used.

Service mapping and adaptation layers

ess
and
ces

physical layer is out of Scope of this document. Any mesh based physical layer can be

5.3.47 General

The adaptation layer shall be chosen according to the physical and MAC layers selected.
6LoWPAN may be used according to RFC 4944 and RFC 6282.

5.3.4.2 Segmentation and reassembly

The

adaptation layer of all devices complying with this specification may sup

segmentation and reassembly feature as specified in RFC 4944, 5.3.

5.3.4.3 IPv6é header compression

port

All devices complying with this specification may support IPv6 header compression as
specified in RFC 6282, Clause 3.
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5.3.4.4 IPv6 address configuration
5.3.4.4.1 Unicast address configuration

An IPv6 address prefix is used for stateless auto configuration. This prefix is obtained by the
devices from the NNAP via router advertisement messages as specified in RFC 4862, 5.5.

NOTE The IPv6 address assignment concerns devices inside the NN and also those eventually on the LN. For the
devices inside LNs, those on the NN act as a router. It is the scope of the devices on the NN to have knowledge of
the nature of the LN lower layers and manage it consequently. The LN is out of the Scope of this document.

The 1Pv6 address can alternatively be configured using DHCPv6 as described in RFC 3315.
DHCPv6 can provide a device with an IPv6 address assigned by DHCPv6 server and. with
othgr configuration information which are carried in options.

5.3.4.4.2 Multicast address configuration

Devjces inside the NN shall support multicast IPv6 addressing as described-in"RFC 4291, R.7.

5.3.p Network layer

Insigle the mesh network, the network layer shall be IPv6 as definediin RFC 2460.

NOTE 1 Devices in the LN which are IP capable are preferably IPv6 devi€es, but the LN is out of the Scope of this
document.

If the routing protocol is not specified in the lower layers or in a project specific compapion
spetification then the RPL specified in RFC 6550 shall/be used.

NOTE 2 The WAN can be based on IPv4 or IPv6. Whenitis based on IPv4, the compatibility is accomplishgd by
tradifional techniques such as tunnelling and/or dual stack implementations in the NNAP. However, the WAN i out
of the Scope of this document.

5.3.p Transport layer

The|DLMS/COSEM Transport layer-shall apply as described in IEC 62056-4-7. In the Scope of
the present document, it includes the COSEM Wrapper and UDP. For mesh networks, UDR as
speg¢ified in RFC 768 shall be.the applicable transport protocol. TCP shall not be used.

5.4 | Service mapping.and adaptation layers
5.4.11 Service mapping

See|IEC 62056-9+7:2013, Clause 7, where only UDP part applies.

5.4.p Protocol_Connection_Parameters of the COSEM-OPEN service

See|IEC'62056-9-7:2013, Clause 8.

5.5 Registration and connection management
5.5.1 Overview

The present subclause is related to the connectivity management and registration. At the
COSEM application level, the device registration function — see 5.5.3.2 — allows changes at
the network level to be communicated to client applications.

5.5.2 Connectivity management

Devices can join or leave the mesh network and the network management system can
automatically configure them. Before DLMS/COSEM data exchange can take place, the
devices shall have a valid IP address obtained from the network infrastructure. This
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comprises the complete enrolment process through discovery, authentication, IPv6 address
assignment, configuration, and proper attachment to the routing infrastructure. The details of
this process are out of the Scope of this document.

The following are required by the DLMS/COSEM mesh profile:

e when the IP address changes, it shall not affect the client and server connectivity;

o the client shall update its connectivity parameters before any message exchange with the
servers.

At t—\r\ ton of thaca neatanale o oot Tafa i oo (MNMIDNY oL VLol
I tOP~ Ut C o PTOTOCOUTS, o rrarageTreTrt o oatoT oasSC—(iviTo—rhay oc—avar

may require configuration COSEM interface classes to be defined in the future.

bte—and

5.5. Registration
5.5.5.1 Overview

The|present subclause specifies the means for making the server IP address available to| the
client in real time in order to allow the client to send and receive COSEM)APDUs to and fron| the
servers.

As $pecified in 5.3.4.4, IPv6 address registration may be achjeved by the means of a DHCP
cliept and/or DNS.

Whe¢n a DHCP or DNS is not available, in order to achieve inter-operability, the registrdtion
may| be achieved as described in 5.5.3.2. The role of the registration process is to update| the
HES about any IP address change. This application process makes the necessary |link
between the network management part and the BEMS/COSEM data communication part. This
link is made at the AP level in order to avoid as*much as possible any interaction between| the
network management part which is out of the"Scope of this document, and the DLMS/CO$EM
application entity.

The|purpose of this AP is to provide all the elements from the network part which are negded
by DLMS/COSEM part for performing the data exchange. It resolves the |IPv6 addresg by
mapgping the system title to the-¢current IPv6 addresses of the device hosting the server.

NOTE Each physical device has a single system title that is shared by all logical devices hosted.
5.5.5.2 IPv6 address registration and update operation
5.5.5.2.1 Overview

Thig subclalsg specifies a DLMS/COSEM mechanism for IPv6 address registration and
updpte thatcan be used if no other mechanism is available.

5.5.8.2.2  General

All devices connected to the NN report their initial IP address assignment and any subsequent
changes to the registration client. See 5.5.3.3.

NOTE The registration concerns the devices on the LN also. However, this link is out of the Scope of this
document.

The device uses two operations for the registration management: IP address registration and
IP address update. Address registration is used every time the device wants to register a new
IPv6 address. Address update is used when the server wants to register a new IPv6 address
replacing an old one.

The registration operations are performed by the devices using “Push setup” objects and the
“DataNotification” xDLMS service. Initially, devices are configured with the registration client
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IP address and UDP port number in the send_destination_and_method (attribute 3 as defined
in Table 1) of a “Push setup” object instance prior to network connection as follows:

Table 1 — Send_destination_and_method attribute

Parameter Value

tran

sport_service_type UDP

destination

Registration-client IPv6 address, port 0xFOBO

message_type

A-XDR encoded xDLMS APDU

5.5.5.2.3 Address registration
Table 2 provides the content and format of the data needed during the IP address.registrdtion
opefation.

Table 2 — Address registration data

Name Length (bits) Data type Description
Id 8 unsigned Identifier of the operation *0x01”
Sysfem title 64 octet-string End device systent title
IPvg address 128 octet-string Assigned IPv6'address
Lifefime 32 double-long- Lifetime of the ‘assigned IPv6 address
unsigned

The| device obtains an IPv6 address from thesmesh network as specified in 5.3.4.4. [The
Address Registration Data is then sent by*the device to the registration client during
installation.
The| lifetime is the duration (in seconds) for which the related registration is deemed tg be
valid by the registration client. Before the lifetime elapses, the device has to renew its
regigtration.
The| Notification_Body parameter of the DataNotification service is constructed from|the
push_object_list attribute.of“a “Push setup” object which points to the value attribute of| the
“Dafa” object that holds'thé information specified in Table 2 as a structure of 4 elements. [The
confents of the “Data”object is managed by the server and it shall not be modified by|the
client.
Evely time the{device obtains an additional IPv6 address, it performs this operation.
5.5.5.2.4 Address update
Table 3 provides the contentof the data carried during an address update operation:

Table 3 — Address update data

Name Length (bits) Data type Description
Id 8 unsigned Identifier of the operation “2”
System title 64 octet-string End device system title
IPv6 address 128 octet-string Previous IPv6 address of the device
IPv6 address 128 octet-string Current assigned IPv6 address of the device
Lifetime 32 Sg:ibglre]zélgng- Lifetime of the assigned IPv6 address
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An address update takes place when a device is already registered on the mesh network and
obtains a new IP address. For every address change, the Address Update Data (identified in
Table 3) shall be sent by the end device to the registration client.

The Notification_Body parameter of the DataNotification service is constructed from the
push_object list attribute of a “Push setup” object which points to the value attribute of the
“Data” object that holds the information specified in Table 3 as a structure of 5 elements. The
contents of the “Data” object is managed by the server and it shall not be modified by the
client.

NOTE—The 'r_\rn\lir\ue IP_address is not available ahy-more after the address ||pr|9h:n

5.5.5.3 Registration client
Whe¢n the mechanism pushing the IPv6 address as described in 5.5.3.2 is implémented,| the

devices use a pre-established application AA between the Management Logical Device |[and
the fegistration client.

The|value of the registration client SAP shall be OxFF. See Table 4.

The| security related to the registration client is addressed by, DLMS/COSEM security as
defiped by the security policy of the “Security Setup” object linked to this AA.

If the registration client is implemented, the conformance block in the pre-established| AA
between the registration client and the management logical device shall support at least|the
follqwing xXDLMS services/capabilities:
e general-protection -- bit 1;

e data-notification -- bit 16.

6 |[Ildentification and addressing scheme

6.1 Overview
Along the mesh profile, threeiaddressing levels are needed:

e |P addressing;
e UDP addressing;

e Wwrapper portaddressing.
Thelfollowing-rules apply specifically for the identification and addressing in the mesh prof{le:

e within @ physical device, DLMS/COSEM clients and Logical Devices shall be identified by
wPort assignments as specified IEC 62056-4-7;

o a fixed UDP port shall be reserved as a DLMS/COSEM listening port at the transport layer
level, see 6.3.3;

e the combination of IPv6 address / UDP port shall address the DLMS/COSEM application
within a physical device;

e system titles shall be the only unique, non-ambiguous identifiers of the server physical
devices. The system title is used for the device identification and not the IP address
because of node migration. This is discussed further in 7.2.3.

Figure 4 shows an example of a mesh communication profile identification and addressing
scheme between two client APs and two server logical devices (i.e. server APSs).
Client_AP_01 and Logical Device LD_01 in Host Device 01 are associated by AA 1.
Likewise, Client AP_02 and Logical Device LD 02 in Host Device 02 are associated by
AA 2.
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the client and server sides. The descriptor for each side consists of the following elements:

~
“|IP address,

DP port pddress (N for client, M for server),
. ‘ Wrapper port address.
[ )

AA I: {(::163.187.32.10, N, 31 ) (::163.187.45.36, M, 527 ) }

AA P: { (::163.187.32.10, N, 34 ) (::163.187.45.78, M, 3013 ) }

COSEM Application

Processes
and the
COSEM Application
Layer
31 34

Host device for Client Host  device 01 for Servers

@o—@— - ——— — — — | __—.ﬁ‘\.
527& 3013
wrapper ; @ wrapper
- | —
b
N
uDP ) uDP
- Pi IL f th =
rotocol Layers’of the
::163.187.32.10 -
UDP/IP Profile ::163.187.45.36
IPv6 IPV6
! Adaptation Layer | : Adaptation Layer
r \ [T~~~ ——————
i ' PHY/ MAC

A\

*

[ . —
3013 3014
wrapper

']Elbs.{_ device 02 for Servirs :
— @
527

@
M

uDP

::163.187.45.78

IPv6

! Adaptation Layer

Router

* Mesh network

Figure 4 — Identification and addressing scheme

6.2 Network addressing
6.2.1 General

IPv6 addressing is used as defined in RFC 4291.
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6.2.2 Node migration

The devices in a mesh network are capable of changing their routing information to establish
and maintain optimal communication paths whether or not they are migrating between
networks. In this respect mesh networks are self-healing, i.e. able to recover from blocked or

lost

nodes.

As a result of the self-healing characteristics of these networks, the IPv6 address of a specific
device may change depending on which sub-network the related device is attached to at a
given time; see 7.2.2.

6.3
6.3.

In t

app

6.3.

A fi
and

6.3.

The

Transport addressing

n Overview

ication layer at the transport layer.

P UDP port

ed UDP port is used as a listening port by the DLMS/COSEMAL. All DLMS/COSEM ¢
server applications exchange messages over this port.

B Default UDP ports

default UDP port assigned for DLMS/COSEM byTANA is [0OxOFDB (4059)].

When 6LOWPAN UDP Header Compression is used, this port cannot be used.

UDPR shall be used together with 6LoWPAN. UDP Header according to RFC 6282, 4.3.1.
serjer uses OxFOBO (61 616) and client.uses range 0xFOB1 (61 617) to OxFOBF (61 631).

6.4

The

Wrapper addressing

wrapper ports provide thelient and the server SAPs; see Table 4.

Table 4 — Client and server SAPs

he DLMS/COSEM mesh profile, UDP port is used for addressing thexDLMS/COY

EM

ient

The

Clignt SAPs
Clignt Management\Rrocess 0x01
Puljlic Client 0x10

0x02 ...0x0F
Opén fok client SAP assignment

0x11... OXFE
Registration chient UXFF
Server SAPs
No-station 0x0000
Management Logical Device 0x0001
Reserved for future use 0x0002...0x000F
Open for server SAP assignment 0x0010...0xFFFE
All-station (Broadcast) OxFFFF
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Specific considerations for the application layer services

Overview

Concerning the use of confirmed and unconfirmed ACSE and xDLMS services IEC 62056-9-
7:2013, 9.1, 9.2 and Table 1 apply.

7.2

Application association establishment and release: ACSE services

7.21 Application associations

The
pre-
(Re

Usin
auth
Exp
prog

As
cha
nety
the

7.2.

In 3
atta
the
unn

Cho
are

Exp
cha
regi

HES and the devices may use pre-established AAs or explicitly established AAs-|
established and explicitly established AAs may use confirmed or unconfirmed ssgrvi
er to IEC 62056-9-7:2013, Table 1.)

g explicitly established AAs allows the negotiation of the application “context,
entication mechanism and the xDLMS context and also transferring./dedicated k
icitly established AAs can be released when needed for example whemthe client wanf
ose a different context or when it wants to use a new dedicated key.

he UDP-IPv6 stack is connectionless, AAs are not released” when the IPv6 add
nges or when the device leaves the network. Whenever the device is attached t
bork and has an IPv6 address, it can exchange DLMS/COSEM messages in the scop
blready established AA.

R Application association life time

large-scale AMI deployment — due to a,large number of mesh networks and dev

end of the transaction and re-establishing“them again for the next transaction would c3g
ecessary overhead and may prove to be‘too costly.

osing UDP as the transport layer allows keeping AAs open, once established, until
explicitly released by the client;

icitly established AAs shall maintain their “established” state even when an IPv6 add
nges or a power fajlure occurs. As soon as the new IPv6 address is assigned and
stration server is «<informed or when power is restored, it shall be possible to res

exchanging COSEM'APDUs.

7.2,

The
IEC

B COSEM-OPEN and COSEM-RELEASE service parameters

Protocol” Connection_Parameters parameters of the COSEM-OPEN service —

62056-5-3:2016, 6.2 — shall be as shown below, according to IEC 62056-9-7:2

Clalllse 8 specified for UDP:

Both
Ces.

the
PYS.
s to

ess
o a
e of

ces

Ched to them — the process of establishing AAs before each transaction, releasing them at

use

hey

ess
the
ime

see
D13,

Protocol (Profile) Identifier ~ UDP/IP;

Server_IP_Address Replaced by the system title of the server;
Server_UDP_Port See 6.3.3;

Server_wrapper_Port COSEM Logical Device Address SAP;
Client_IP_Address Replaced by the system title of the client;
Client_UDP_Port, 0xFOB1 (61617) to OXFOBF (61631);
Client_wrapper_Port COSEM client application process (type) identifier

For interoperability reasons the client and server UDP ports are specifically defined. The
client and server IP addresses are replaced by the respective system titles. The link between
the system title and the valid IP addresses is provided by an IP address server which is
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handled by a specific application process that is out of the Scope of this document. The
address information for the IP servers is provided by procedures described in 5.5.3.

The User_Information service parameter of the COSEM_OPEN service is not used.

The Service_Class parameter of the COSEM-OPEN service shall be used as follows:

o the Service_Class parameter is linked to the response-allowed parameter of the xDLMS
InitiateRequest APDU;

e if the COSEM-OPEN service is invoked with Service_Class == Confirmed, the response-
hllowed parameter shall be set to TRUE. The server is expected to respond,;

e |f it is invoked with Service_Class == Unconfirmed, the response-allowed parameter ghall
pe set to FALSE. The server shall not send back a response;

e unconfirmed AA-s between a client and a group of logical devices are established using a
COSEM-OPEN service with Service_Class == Unconfirmed and a group “of logical deyice
hddresses (for example multicast address).

As the lower layers are connectionless, the Use_RLRQ_RLRE sgrvice parameter of|the
COS$EM-RELEASE service shall be set to TRUE. See IEC 62056-5-3:2016, 6.3.

7.3| xDLMS services
Thigd document does not preclude the use of any xDLMS:services specified in IEC 62056-5-
3:2016, belonging either to the Short Name referencing or Logical Name referenging

application contexts. However, to benefit from thé€ “Optional data exchange strategie§ as
spetified in 8.2 and 8.3, the following features shallbe supported:

e the application context using Logical Namereferencing;

e {he General Block Transfer mechanismx

Thepe features may be used together with the appropriate COSEM object attribute [and
method related xDLMS services.

7.4 Security mechanisms
7.4 General

For| DLMS/COSEM( vapplication layer and application process level security, [see
IEC|62056-5-3 and IEC 62056-6-2. Security suites 0, 1 or 2 may be used.

7.4.p Broadcast

Brogdcast\ messages (xDLMS APDUs) may be protected using the Global Broadgast
Encryption Key GBEK and the Authentication Key GAK.

The servers and the clients could be provisioned with the keys OUT OF BAND. Replacing the
keys can be performed server-by-server using the AES key wrap or the key agreement
algorithms specified in IEC 62056-5-3 and IEC 62056-6-2.

7.4.3 Lower layers security

Lower layers security, meaning the security provided at MAC layer level, device
authentication during device enrolment, network and transport layer security are out of the
Scope of the document.
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7.5 Transferring long application messages

For transferring long application messages, preferably the General Block Transfer mechanism
as specified in IEC 62056-5-3:2016, 4.2.3.13 shall be used as this mechanism allows the use
of streaming, i.e. sending several blocks without the need of confirming their reception by the
client. xDLMS service specific block transfer — see IEC 62056-5-3:2016, 4.2.3.12 a) — may be
used in the scope of point to point communication.

The lower layers may provide segmentation and reassembly capability.

76 — Medi bandwidtt ! timi idorati
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7.7 | Other considerations

<vold>

8 [Communication configuration and management

8.1 Overview

Megh networks offer the capability to multicast requests ¢ ¢commands to all devices withjn a
givgn area. It may be useful then organizing DLMS/COSEM servers — i.e. logical devjces
withfin physical devices — in groups so that only servérs that belong to (a) given groups(s)
resgond / execute the commands.

Along with group management, a randomized\delay mechanism for the responses may be
required to avoid collision and congestion.

8.2| Group management

A giloup is defined as a collection.@f servers which share the same properties or operatior]s in
regdrd to the client, such as pedforming specific read types, group functional testing, pilot{run
test|ng, etc. Servers may be\greuped at the AP level through a means of group definition [and
idertification. The functional groups may be identified with specific group identifiers; e.g. a
device may be assigned to group xx for “data collection”. A device may belong to ong¢ or
several functional groups.

Gropp assignments and identification may be made as part of the registration [and
configuration precess.

Instead (of*having point to point communication with each device forming the related grpup,
the [client may perform a pomt to multlpomt communication with the entire group. Managing
the IUU'JO Uf dUVIUUO dUUO IIUl IUM‘UIIU Cllly :\IIUVV:UUHU ao LU vvh;uh I'\‘lll'\‘I thc dGVIUG o UUuUTT ntly

attached. All the group identifiers use the same multicast address.

8.3 Delayed and randomized response

When a request is sent to a group of servers and a response is expected from them, the
servers may be configured to provide the responses in designated time windows and with a
randomized delay to prevent network congestion.

A typical use case is the “periodic group read” procedure as described below.

Such periodic reads are performed regularly by the client to collect meter readings related to
specific time intervals. All meters capture meter readings for the same time intervals, but the
client can collect those readings over an extended period from designated groups of meters in
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