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INTERNATIONAL ELECTROTECHNICAL COMMISSION 

____________ 

 
ALARM SYSTEMS –  

 
Part 7-8:  Message formats and protocols for serial data interfaces in alarm 

transmission systems – Requirements for common  
protocol for alarm transmission using the Internet protocol 

 
FOREWORD 

1)  The International Elec trotechnical Commission ( IEC)  is a worldwide organization for standardization comprising 
all national elec trotechnical committees  ( IEC National Committees ) . The objec t of  IEC is  to promote 
international co-operation on all questions concerning standardization in the electrical and electronic f ields.  To  
this  end and in addit ion to other  activities, IEC publishes International Standards, Techni ca l  S pe c if i cat i ons ,  
Technical Repor ts , Public ly  A vailable Spec if ications  (PA S)  and Guides  (hereaf ter  ref er red to as  “ IEC 
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee intereste d 
in the subject dealt with may  participate in this preparat ory  w ork .  In t ern at i on al ,  go vern me nt al  a n d n on -
governmental organizations liaising with the IEC also par ticipate in this preparation. IEC collabo rat es  c l o sel y  
w ith the International Organization for Standardization (ISO) in accordance w i t h co nd i t i o ns  d et ermi n e d b y  
agreement between the tw o organizations. 

2)  The f ormal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 
consensus of opinion on the relevant subjects since each technical committ ee  h as  r ep resen ta ti o n f ro m a l l  
interested IEC National Committees.  

3)  IEC Publications have the form of recommendations for international use and are accep te d b y  IEC Na t i o n a l  
Committees  in that sense. While all reasonable efforts are made to ensure that the tech ni cal  c on te nt  of  IEC 
Publications is accurate, IEC cannot be held responsi b l e f o r  t he  w a y  i n  w h i ch t h ey  a re u se d o r  f o r  a ny  
mis interpretation by any end user. 

4)  In order  to promote international uniformity, IEC National Committees undertake t o  a pp l y  IEC Pu b l i c a ti o ns  
transparently to the maximum extent possible in their national and r eg io na l  p ub l ica ti o ns .  A ny  d i verg en ce 
betw een any IEC Publication and the corresponding national or regional publication shall be clearly indicated in 
the latter. 

5)  IEC itself does not provide any attestation of conformity. Independent cer tif ication bodies pro v id e c onf o rmi ty  
assessment services and, in some areas, access to IEC marks  of conformity. IEC is  not  r esp ons i b l e f o r  a ny  
services carried out by independent cert if ication bodies. 

6)  A ll users should ensure that they have the latest edition of this publication. 

7)  No liability  shall attach to IEC or  its  directors, employees, servants or agents including individual e xpe r ts  a n d 
members  of its technical committees and IEC National Committees for any personal injury, proper ty damage o r  
other  damage of any nature whatsoever, whether direct or indirect, or for  c os ts  ( i nc l ud i ng  l e ga l  f ees )  a n d 
expenses arising out of the publication, use of, or rel i a nce u p on , t h is  IEC Pu b l i c a t i on  o r  a ny  o t he r  IEC 
Publications.  

8)  A ttention is drawn to the Normative references cited in this publication. Use of the referenced p ub l i cat i ons  i s  
indispensable for the correct application of this publication. 

9)  A ttention is drawn to the possibility that some of the elements of this IEC Publicatio n ma y  be  t he  su bj ec t  of  
patent rights. IEC shall not be held responsible for identifying any or all such patent r ights. 

The main task  of IEC technical commit tees is  to prepare Internat ional Standards.  In 
except ional c ircumstances, a technical committee may propose the publicat ion of a tec hn i c a l 
spec ification when 

• the required support  cannot  be obtained for the publicat ion of an Internat iona l  S t anda rd ,  
despite repeated efforts ,  or 

• the subjec t  is  s t i ll under technical development  or where,  for any other reason,  there is  the 
future but  no immediate poss ibi li ty of an agreement  on an Internat ional Standard.  

Technical spec ificat ions are subjec t  to review within three years  of publicat ion to dec ide 
whether they can be t ransformed into Internat ional Standards.  

IEC 60839-7-8,  which is  a technical spec ificat ion,  has been prepared by  IEC technical 
commit tee 79:  Alarm and elec t ronic security  sys tems. 
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The tex t  of this  technical specification is  based on the fol lowing documents :  

Enquiry  draft Repor t on voting 

79/419/DTS 79/453A/RVDTS 

 
Full informat ion on the vot ing for the approval of this  technical spec ification  c an  be  found  i n  
the report  on vot ing indicated in the above table.  

This  publicat ion has been drafted in accordance with the ISO/IEC Direc t ives , Part  2.  

A l is t  of al l  parts  in the IEC 60839 series ,  published under the genera l  t i t l e  A l a rm  s ys tem s ,  
can be found on the IEC webs ite.  

The commit tee has dec ided that  the contents of this  publication wil l remain unc hanged  un t i l  
the s tabil i ty  date indicated on the IEC web s ite under "ht tp: / /webstore. iec .ch"  in the data 
related to the spec ific publication. At  this date,  the publication wil l  be 

• t ransformed into an Internat ional Standard,  

• reconfirmed,  

• withdrawn,  

• replaced by  a revised edit ion,  or 

• amended.  

 

A bi l ingual vers ion of this  publication may be issued at  a later date.  
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ALARM SYSTEMS –  
 

Part 7-8:  Message formats and protocols for serial data interfaces in alarm 
transmission systems – Requirements for common  

protocol for alarm transmission using the Internet protocol 
 
 
 

1 Scope 

This  Part  of IEC 60839 spec ifies  a protocol for point -to-point  t ransmiss ion of alarms and 
faults ,  as  well as  communications monitoring,  between a supervised premises t ransceiver and  
a receiving centre t ransceiver us ing the Internet  protocol (IP).  

The protocol is  intended for use over any network  that  supports  the t ransmiss i on o f  IP  da t a .  
These inc lude Ethernet , xDSL, GPRS, W iFi, UMTS and WIMAX.  

The sys tem performance characteris t ics  for alarm t ransmiss ion are spec ified in 
IEC 60839-5-1.  

The performance characteris t ics  of the supervised premises equipment  comply  with the 
requirements  of i ts  assoc iated alarm system s tandard and apply  for t ransmission of  a l l  t y pes  
of alarms inc luding,  but  not  l imited to,  fire,  int rusion, access control and soc ial alarms.  

Compliance with this  document is  voluntary . 

2 Normative references 

The fol lowing documents , in whole or in part ,  are normat ively  referenced in this  document  and 
are indispensable for i ts  applicat ion. For dated references,  only  the edit ion c ited app l i es .  F o r  
undated references,  the lates t  edit ion of the referenced document (inc luding any 
amendments) applies . 

IEC 60839-5-1:2014,  Alarm and elec t ronic security sys tems – Part  5-1 :  A l a rm  t rans m i ss i on 
sys tems – General requirements  

RFC 793:1981,  Internet  s tandard – Transmission control protocol, DARPA Interne t  p rog ram , 
protocol spec ification 

NIST 800-38A:2001,  Recommendat ion for b lock  c ipher modes of  operat ion:  methods and 
techniques  

3 Terms, definitions and abbreviations 

3.1 Terms and de finitions 

For the purposes of this  document , the terms and definit ions given in IEC 60839-5-1 apply .  

ISO and IEC maintain terminological databases for use in s tandardizat ion at  the fol lowing 
addresses:  

• IEC Elec tropedia: available at  ht tp: //www.elec tropedia.org/  

• ISO Online browsing plat form: available at  ht tp: / /www. iso.org/obp 

IECNORM.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 IE
C TS 60

83
9-7

-8:
20

19

http://www.iso.org/obp
https://iecnorm.com/api/?name=a17a74c388783d9ca4dbdb6a4e34860a


IEC TS 60839-7-8:2019 © IEC 2019 – 9 –  

3.2 Abbreviations 

For the purposes of this  document , the fol lowing abbreviat ions apply . 

AES Advanced Encrypt ion Standard 
ARC Alarm Receiving Centre 
ATS Alarm Transmiss ion System 
CA X.509 Cert i ficate Authority 
CBC Cipher Block  Chaining 
CRC Cyc lic  Redundancy Check 
DNS Domain Name System 
DTLS Datagram Transport  Layer Security  
HL Header Length 
IP Internet  Protocol 
IV Init ial ization Vector 
MAC Media Access Control 
MTU Maximum Transmission Unit  
NAT Network  Address Trans lat ion 
NIST Nat ional Ins t itute of Standards and Technology  
NTP Network  Time Protocol 
NVM Non-Volat i le Memory  
P-MTU Path Max imum Transmission Unit  
RCT Receiver Centre Transceiver 
RX Receive 
SCTP Stream Control Transmiss ion Protocol 
SNTP Simple Network  Time Protocol 
SPT Supervised Premises Transceiver 
TFTP Trivial Fi le Transfer Protocol 
TX Transmit  
UDP User Datagram Protocol 
URI Uniform Resource Ident ifier 
URL Uniform Resource Locator 
UTC Coordinated Universal Time 
WS Window Size 

4 Objective 

The objec t  of this  document  is  to spec ify the protocol detai ls (t ransport  and application layers) 
for alarm t ransmiss ion systems us ing Internet Protocol (IP),  to ensure interoperabili ty between 
SPTs and RCTs supplied by  different  manufacturers . Mechanism s t o  c om m i ss i on  S P T and  
RCT and build mutual t rus t  between the communicating part ies are also described. 

As compliance with this  document  is  voluntary ,  any other alarm t ransmiss ion protocol or 
equipment  not  covered by  this  document  may be used,  provided that  the requirements  of 
IEC 62642-1 are met .  

This  protocol is  des igned to run on top of UDP and is  des igned to support  both IPv4 and IPv6.  
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NOTE For  f ur ther discussion of IP and UDP in alarm transmission, please see F.3. 

5 Messaging 

5.1 General 

This  c lause defines the messaging layer, on top of which the alarm event  data is  t rans m i t ted  
us ing the ex is t ing report ing formats  l ike for example Sia and Contact  ID.  Clause 7 defines  t he  
init ial commissioning of an SPT, as  well as  how SPTs connect  to the RCT.  

The funct ionality of the alarm messaging and poll ing protocol inc ludes: 

– exchanging master and sess ion parameters; 
– (alarm) event  report ing (inc luding l inking to out -of-band addit ional data related t o  even t s ,  

l ike audio/video);  
– l ine monitoring;  
– t ransparent  message t ransmiss ion, e.g.  vendor spec ific  messages that , for ex am p l e ,  c an  

be used for remote commands from RCT to SPT. 

It  fulfi ls  the fol lowing requirements : 

– encrypt ion, fulfi l l ing requirements  for most  demanding category of EN 50136-1;  
– authent ication, fulfi l ling requirements for most  demanding category  of EN 50136-1;  
– SPT: al lows a broad range of hardware (l imited demands on memory footpri n t  as  we l l  as  

CPU power);  
– RCT: al lows support  for at  least  10 000 SPTs in compliance with any category  in 

EN 50136-1,  us ing modern general purpose server hardware;  
– al low Dynamic  IP addresses of the SPTs;  
– al low one or more SPTs to be placed behind a NAT firewall.  

5.2 Message  format overview 

5.2.1 General 

This  subc lause describes the bas ic out l ine of al l  messages. 

Each message shall be explic itly acknowledged, inc luding l ine supervis ion messages. 

Backwards compat ibi l i ty  is  achieved by  the implementat ion of the 
RESP_CMD_NOT_SUPPORTED result  value,  which the receiving party  can send  as  ans wer  
to unsupported messages. 

Mult i-by te values wil l  be t ransmit ted us ing network  by te order (big-endian).  

5.2.2 Identi fiers 

The ident ifiers  given in Table 1 below ex is t . 

Table  1 – Identi fiers 

De s cription Pur pose Pr esent in Encr ypted Se e  

Connec tion handle Look up the cur rent symmetric 
enc ryption key 

A ll messages No 5.2.4 

Dev ice ID Uniquely  identify the hardware 
Contr ibuting to 
hashes in all 
messages 

N / A  5.2.5 
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The connect ion handle is  unencrypted. It  is  a unique number,  init ial ized  du r i ng  t he  s e t up  o f  
the connect ion. Its  sole purpose is  to be able to look up the encrypt ion key. It  is  va l i d  fo r  t he  
communication session only . 

The Device ID uniquely  ident ifies  the hardware once the connect ion has been established.  
The Device ID is  used when comput ing the hash value for each message.  In combinat ion with  
the encrypt ion of the hash this  is  used for subst itution detec tion.   

NOTE Dev ice ID is  not equivalent to any account code or s imilar ID specif ied by application protocol. 

The Device ID shall be s tored in non-volat i le memory  within the SPT.  

The IP address is  not  used for ident ification purposes, in order to al low for the use of dynamic  
or t rans lated IP addresses. 

5.2.3 Message  format 

The bas ic  unencrypted format  of al l  messages is  as  fol lows.  Message in this  fo rm a t  i s  neve r  
t ransmit ted. It  is  described in Table 2 below only  to c larify  the hash value calculat ion. 

Table  2 – Basic unencrypted format of messages 

Byte  index Byte s De s cription Se e  Gr oup 

0 4 Connec tion handle 5.2.4 Header  

4 16 Dev ice ID 5.2.5 

20 2 Tx  Sequence number 5.2.8 

22 2 Rx  Sequence number 5.2.8 

24 2 Flags  5.2.9 

26 1 Protocol version number 5.7 

27 1 Message ID 5.2.6 Message 

28 2 Message length 5.2.7 

30 n  Message data Clause 6 

The bas ic  encrypted, t ransmitted format  of al l  messages is  as  shown in Table 3.  Note that  t he  
Device ID field is  not  inc luded in the encrypted message,  but  i ts value is  used to compute  t he  
message hash value i.e.  the hash is  calculated from the unencrypted vers ion of the m es s ag e  
described above.   

Table  3 – Basic encrypted format of messages 

Byte  index Byte s De s cription Se e  Encr ypted Gr oup 

0 4 Connec tion handle 5.2.4 No Header  

4 2 Tx  Sequence number 5.2.8 Y es  

6 2 Rx  Sequence number 5.2.8 Y es  

8 2 Flags  5.2.9 Y es  

10 1 Protocol version number 5.7 Y es  

11 1 Message ID 5.2.6 Y es  Message 

12 2 Message length 5.2.7 Y es  

14 n  Message data Clause 6 Y es  

14 +  n   Padding 5.3.1 Y es  Tail 

 
32 

32 

Hash – SHA -256, or 

Hash – RIPEMD-256 

5.4 Y es  
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The connect ion handle is  unencrypted; the remainder of the message is  encrypted  us i ng  t he  
encrypt ion method as negot iated during the commiss ioning s tage. 

Message ID’s  are defined in pairs :  each message has its  matching response. Fo r  res pons es 
the firs t  by te of the Message Data always holds  a ‘Result  code’ as  defined in Annex  A.  

All  fields  are described in detai l  in the fol lowing subc lauses.  

5.2.4 Connection handle 

The connect ion handle is  ass igned (uniquely for the RCT to which a SPT repo r t s )  us i ng  t he  
commissioning protocol. The RCT creates  a unique connect ion handle  and  l i nk s  t h i s  t o  t he  
Device ID of the SPT in i ts  internal database.  This  t rans lat ion results  in a compact ,  fixed 
length connect ion handle. 

The purpose of the connect ion handle is  to be able to determine the encrypt ion key to be used 
to decrypt  the received message,  independent  of the IP address of the message.   

The connect ion handle is  not  a (by  the ins tal ler/operator) configurable param e t e r ,  no r  m ade  
vis ible on user interfaces. It  is  generated and used internally  by  the SPT/RCT equipment  only . 

5.2.5 Device  ID 

5.2.5.1 General 

The Device ID uniquely  ident ifies  the SPT and RCT. It  is  used (in combinat ion with the 
encrypt ion) for subst itut ion detec t ion.  Both SPT and RCT can verify  the ident ity  of the 
connected party  us ing this field, and create a subst itution alarm in case it  has changed.   

W ithin the message header,  the Device ID itself is  never t ransmitted.  Howeve r  Devi c e  ID  i s  
used to contribute to the message hash calculat ion. 

Device ID is  16 by tes  long.  

5.2.5.2 SPT device  ID 

The device ID of the SPT is  an ID that  is  random to the SPT, but  fixed and read-only  ove r  t he  
l i fet ime of the SPT, i .e.  a hardware serial number.  It  is  unique within the SPT database  i n  t he  
RCT. 

The device ID is  c reated during manufacturing t ime of the device;  in  m es s ag i ng ,  i t  i s  neve r  
t ransmit ted itself in c lear tex t , but  is  needed to be known in c lear tex t  for the ARC to configure 
the RCT accordingly. 

Thus,  i t  is  only  t ransmit ted during init ial commissioning phase to the RCT.  

Uniqueness is  assured by  the fol lowing princ iples: 

– each SPT manufacturer shall use his  24 bits  “organizat ionally  unique ident ifier” as  
ass igned to him by the IEEE for MAC-address generat ion; 

– each SPT manufacturer not  having such a code shall at tend for such a code from IEEE;  
– i f an interface in the SPT makes use of a MAC address,  the next  24 bits  i n  t he  devi c e  ID  

shall be the same as the res t  of MAC address spec ified by  the manu fac t u re r .  I f  s uc h  an  
interface does not  ex is t ,  the manufacturer shall use another numbering scheme 
documented by  the manufacturer;  

– the manufacturer shall use non-consecutive,  randomly  dis tributed numbers  for t he  res t  o f  
the device ID field and guarantee uniqueness for al l  his  delivered SPT devices.  
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5.2.5.3 RCT device  ID 

The device ID of the RCT is  an ID that  is  unique within the receiver and never changes wit h i n  
the l i fet ime of a receiver.  It  represents  the unique ident ity  of the RCT.  

The RCT device ID is  made available to the SPT during the commissioning phase. 

5.2.6 Message  ID 

The message IDs as  used are l is ted in the fol lowing Table 4.  

Table  4 – Message  ID overview 

M essage name De s cription 
Dir e ction 

SPT   
RCT 

V e rsion M essage 
ID 

POLL_MSG Poll message   1 0x11 

EV ENT_MSG Event message   1 0x30 

CONN_HA NDLE_REQ Connec tion handle request   1 0x40 

DEV ICE_ID_REQ Dev ice ID request   1 0x41 

ENCRY PT_SELECT_REQ Enc ryption selection request   1 0x42 

ENCRY PT_KEY _REQ Enc ryption key exchange     1 0x43 

HA SH_SELECT_REQ Hash selection request   1 0x44 

PA TH_SUPERV ISION_REQ Path supervision request     1 0x45 

SET_TIME_CMD Set t ime command   1 0x47 

V ERSION_REQ Protocol version request   1 0x48 

PMTU_REQ P-MTU    1 0x60 

PMTU_PROBE P-MTU probe    1 0x61 

DTLS_COMPLETE_REQ DTLS completed request   1 0x62 

TRA NSPA RENT_MSG Transparent message     1 0x70 

POLL_RESP Poll response   1 0x91 

EV ENT_RESP Event response   1 0xB0 

CONN_HA NDLE_RESP Connec tion handle response   1 0xC0 

DEV ICE_ID_RESP Dev ice ID response   1 0xC1 

ENCRY PT_SELECT_RESP Enc ryption selection response   1 0xC2 

ENCRY PT_KEY _RESP Enc ryption key exchange 
response     1 0xC3 

HA SH_SELECT_RESP Hash selection response   1 0xC4 

PA TH_SUPERV ISION_RESP Path supervision response     1 0xC5 

SET_TIME_RESP Set t ime response   1 0xC7 

V ERSION_RESP Protocol version response   1 0xC8 

PMTU_RESP P-MTU response   1 0xE0 

PMTU_PROBE_RESP P-MTU probe response   1 0xE1 

DTLS_COMPLETE_RESP DTLS completed response   1 0xE2 

TRA NSPA RENT_RESP Transparent response     1 0xF0 

 

The message ID of any response is  the same as the message ID of the corresponding 
command,  but  with bit  7 set .  
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5.2.7 Message  length 

This  is  the length of the message data (exc luding message ID and message length).  This  field 
is  used:  

– in variable length messages (see for example 6.3.1 and 6.4.18) to check for the end of 
data;  

– to be able to determine the s tart  of an embedded reverse command (see 5.8).  

Poss ible padding is  never cons idered when calculating the value of the message length field.  

5.2.8 Sequence numbers 

The sequence number is  used to determine if a message is  miss ing or duplicated. Bo t h  ends  
have a t ransmit  sequence number and a receive sequence number.   

These two counters  ex is t  at  both ends (e.g.  we are speak ing about  4 counters  in total),  
whereas the RX_Sequence counters  are used to realize a “s tate-ful l  machine” 
implementat ion. 

These counters  are used to fulfi l  three s imultaneous funct ions:  

a) Both SPT and RCT choose their TX_seqs to be a random number which is  used as  a 
datagram counter,  increment ing them for each sent  datagram. The RX_seqs are the 
expected next  TX_seqs from the other communication end-point . If one did see “42” as  the 
las t  TX_seq coming in from the other communicat ion end-point , one would  s end  ou t  “43 ”  
as  next  RX_seq.  As the other end-point  does this  in the same s ty le,  the TX_seq and 
RX_seq operate as  a mutual sequence control mechanism. 

b) Second,  they can s imultaneously  operate as  a resend-mechanism: If i t  is  det ec t ed  t ha t  a  
datagram is  miss ing (because for example,  the incoming TX_seq is  “44”,  but  TX_seq  =  43  
was expected) or the received datagram is  corrupted (by  check ing the hash),  t he  c o r rec t  
old previous ly  sent  las t  datagram is  resent by  one communication end-point  and the o t he r  
communication end-point wil l  see by  the old TX_seq that  a re-t ransmission is  requested. 

c ) Being chosen randomly  and being part  of the encrypted data block,  t hey ru l e  ou t  rep l ay  
at tacks. 

For each connect ion,  every  message has to be acknowledged before the next  new (not  
ret ransmission) message may be t ransmitted. 

5.2.9 Flags 

The flags given in Table 5 are defined.  

Table  5 – Flags 

Byte  Bit  De f inition 

0 0 

Reverse command included in response: 

– value 0 = no reverse command included, 

– value 1 = reverse command included 

0 1…7 Reserved 

1 0…7 Reserved 

 

5.3 Padding and message  length 

5.3.1 Padding 

Padding is  required for the fol lowing two reasons:  
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– c reate a message length which is  a mult iple of the block  length of the encrypt ion algorithm 
as used;  

– make poll and alarm messages look al ike. 

Padding is  done us ing random or pseudo-random data.  Random bytes  a re  appended  t o  t he  
ac tual messages data unt i l  the total message length is  one of those as  spec i f i ed  i n  t he  nex t  
c lause.  

5.3.2 Message  length 

The message lengths  as  used fulfi l  the requirements  as  ment ioned in 5.3.1 (us ing a 16 
or 32 by te block  length),  and are a compromise between obfuscat ion of alarm events  and 
bandwidth usage.  

This  results  message lengths  that are a mult iple of 128 + 4 by tes  for the connect ion handle: 

– 132 by tes  (4 by tes  connection handle + 8 ×  16 by tes);  

– 260 by tes   (4 by tes  connection handle + 16 ×  16 by tes);  

– etc .  

5.4 Hashing 

The methods of message validat ion given in Table 6 are supported.  

Table  6 – Hashing IDs 

Has h ID De s cription Has h size in bytes 

0 SHA -256 32 

1 RIPEMD-256 32 

 

RCTs have to implement  al l  methods.  However,  i t  is  permiss ible to configure a RCT not  to 
accept  al l  hash methods. 

SPTs shall at  least  implement the default  method,  but  can implement al l  methods.  

The default  method is  0 (SHA-256) unt i l  explic it ly  updated us ing the messages as  defined 
in 6.4.10 and 6.4.11.  

The hashing method to be used is  negot iated during sess ion initialization,  us ing the messages 
as  defined in 6.4.10 and 6.4.11.  

The selec table hashing method allows for an upgrade of security  in the future while 
maintaining backwards compatibil ity.  

The hash is  inc luded in the encrypted part  of the message.  

5.5 Encryption 

5.5.1 General 

Except  for the connect ion handle,  the ent ire message is  encrypted.  The encrypt ion method  t o  
be used has been negot iated during commiss ioning.  The methods given in Table 7 are 
supported.  
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Table  7 – Encryption IDs 

Encr yption ID De s cription 

0 
Unenc rypted 

May  only  be used for debugging purposes or in test environments. 

1 A ES-128 

2 A ES-256 

 

RCTs have to implement  al l  methods. SPTs shall at  least  implement  the default  m e t hod ,  bu t  
can implement  al l  methods. The default  method is  2 (AES-256) unt i l  explicitly upda t ed  us i ng  
the messages as  defined in 6.4.6 and 6.4.7.  

The encrypt ion key is  valid only  for one connect ion between an SP T and  t he  RCT,  e . g .  t he  
RCT shall keep t rack  of al l  different  keys as  used by  the SPTs connected to i t .  

The operat ion mode to be used with AES is  CBC (Cipher Block  Chaining) as  spec ified in NIST 
Spec ial Publication 800-38A (2001 edit ion).  The IV (Init ial izat ion Vector) is  al l  zeros . 

The selec table encrypt ion method allows for an upgrade of security  in the future while 
maintaining backwards compatibil ity.  

The sole purpose of the non-encrypted mode is  for implementat ion ease (the messaging layer  
can be implemented without  encrypt ion in place,  and only  once this  is  ready one can  add  t he  
encrypt ion). 

5.5.2 Key exchange 

The l i fet ime of a key is  determined by  the number of t ransmit ted packets. To ensure secur i t y ,  
key  updates are t riggered regularly  by  the RCT every  n  successful ly  t ransmit ted packets  
(us ing the RCT’s  sequence counter as  reference),  with n  being a value which is  sent  from  t he  
RCT to the SPT during the init ial commissioning phase.  

To enforce security , a key exchange is  to be t riggered by  the RCT at  least  once a week  o r  a t  
least  every  216 = 65 536 successful packets (whichever comes firs t ). 

In addit ion to that  regular pat tern,  both RCT and SPT can invoke addit ional key exchanges.  

To avoid RCT and SPT get t ing out  of synchronisat ion when an alarm message is  t riggered 
exact ly in between an on-going sess ion key exchange act ion, the RCT shall mainta i n  t he  o l d  
sess ion key unt il  the firs t  successful t ransmiss ion of a packe t  w i t h  t he  new s es s i on  k ey  i s  
acknowledged.   

5.6 Timeouts and re tries 

The t imeouts  (after which a message wil l  be ret ried) wil l  increase with each ret ry  as  defined in  
RFC 793.  

In addit ion to RFC 793,  the result ing t ime-out value is  upper-bound by t he  repo r t i ng  t i m e  o f  
the ATP plus /minus an evenly  randomly  dis t ributed t ime offset  of 10 %. 

NOTE RFC 793 def ines a learning algorithm, which tries to adapt to the available network capacity. To  d o s o,  i t  
tr ies  to calculate a best-guess of the network’s round-trip-delay t ime, consisting of 90 % the t ime of the previ ous l y  
used t ime-out value plus 10 % the round-tr ip-delay t ime of the last packet. Times a (safety) factor of 2, this value is 
used as the next t ime-out value. 
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The intent ion is  to adapt  to the congest ion s tate of the network :  The more the network  is  
congested,  the larger the t imeout  value grows,  t ry ing to avoid a flooding of the RCT in case o f  
a network  congest ion. 

To avoid too long a delay  of a ret ry ,  this  princ iple is  upper-bound by a max imum t ime-out  
value.  

Espec ial ly in case of an invent  which could s t i l l  lead to al l  SPTs t ry ing to re-send to thei r  RCT 
in parallel,  the upper l imit  defined by  the report ing t ime of the ATP is  c hanged  by  an  even l y  
dis t ributed random component . 

The random component  shal l be based on a (pseudo)random number generator which 
assures randomly  dis tributed outputs from all  SPTs,  even if they  gene ra t e  t he  va l ue  a t  t he  
same moment of t ime,  e.g.  by  tak ing the SPT’s  device ID into the random number calculat ion. 

5.7 Version number 

The vers ion number in the message header is  an uns igned numerical by te va l ue ,  i nd i c a t i ng  
the vers ion of the protocol ac tually  being used.   

It  defaults  to “1”,  represent ing the firs t  vers ion of this  protocol implementation. S P T and  RCT 
shall mutually agree upon the protocol vers ion to be used during the com m i s s i oni ng  phas e .  
The RCT may be configured to require a spec ified set  of protocol ve rs i ons  and  t o  re fus e  t o  
communicate us ing other vers ions.   

5.8 Reverse  commands 

To allow for an RCT to send commands to an SPT without  depending on propert ies  of the 
network  environment  in between (e.g.  any forwarding- or adopted firewall rules ,  espec ial ly  on  
the s ide of the SPTs network ing equipment), a mechanism for pack ing reverse commands into 
response messages is  implemented. 

The approach taken is  to ‘piggy-pack ’ an embedded reverse command in the response 
message.  This  is  indicated by  the flag in the header of the response message (see 5.2.9). 

The message ID and the message data wil l  be added to the message as shown as Table 8.  

Table  8 – Reverse  commands 

Byte  index Byte s De s cription What  

0 HL Header , ‘Reverse command’-flag set to 1 Header  

HL 1 Message ID Response message 

HL +  1 2 Message length of the response data 

HL +  3 n  Response message data 

HL +  3 +  n  1 Message ID Embedded reverse command 
message 

HL +  4 +  n  2 Message length of the reverse command 

HL +  6 +  n  m  Command message data 

HL +  6 +  n  +  m  Padding Tail 

  Hash 

 

The message length of the response data shall be used to determine the s tart  pos it ion  o f  t he  
embedded reverse command message.  
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It  is  s t i l l  possible for an RCT to send commands asynchronously (without wait i ng  fo r  a  po l l ) ,  
however,  depending on the network  environment  this  command may not  reach the SPT.  

5.9 Ini tial  va lues 

The values given in Table 9 are used by  the protocol unt i l  the variables  are ex p l i c i t l y  s e t  by  
the corresponding configurat ion messages. 

Table  9 – Ini tial  va lues 

What  V alue De s cription 

Connec tion handle 0 / Number  Not set yet (DTLS) or shared secret 

Hash 0 SHA -256 

Enc ryption ID 2 A ES-256 

Hear tbeat interval t ime 0 No polling 

TX sequence counter  random Star ts with random number 

RX sequence counter 0 No packet received yet 

 

6 Message types 

6.1 General 

This  c lause defines the messages as  used in this  protocol.  Note that  the examples show on l y  
the message data;  header,  message ID and message length are not  shown  i n  t he  m es s age  
overviews.  

6.2 Pa th supervision 

6.2.1 General 

This  c lause describes the format  of the poll message and its  reply .  A configurat ion message is  
used to negot iate the poll rate during commissioning. This  configurat ion message is  described 
in 6.4.12.  The poll message itself does not  inc lude the heartbeat  interval t ime. 

Path supervis ion works  on heartbeat  t raffic  from the SPT to the RCT.  

Any other message can implic it ly funct ion as  poll message, e.g.  the poll ing devi c e  c an  res e t  
i ts  ‘poll  interval’  t imer upon sending any message,  and the poll monitoring device can reset  i ts  
‘ t imeout ’ t imer upon recept ion of any valid message from the other end.  

6.2.2 Pol l  message  

The poll message has the format  shown in Table 10.  

SPT     RCT 

Table  10 – Pol l  message  SPT     RCT 

Byte  index Byte s De s cription 

0 HL Header , message ID and message length 

HL  Padding 

  Hash 
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This  message is  sent  by  the poll ing device in case no messages have been sent  for the 
heartbeat  interval t ime as negot iated by  the path supervis ion request / response messages 
(6.4.12/6.4.13) during connection setup. 

6.2.3 Pol l  response  

The poll response message has the format  shown in Table 11.  

RCT     SPT 

Table  11 – Pol l  response  RCT     SPT 

Byte  index Byte s De s cription 

0 HL Header , message ID and message length 

HL 1 Result code a 

  Padding 

  Hash 
a Result code can be: 
 RESP_A CKNOWLEDGE 
 RESP_POLL_REESTA BLISH_CONNECTION 

 

6.3 Event reporting 

6.3.1 Event message  format 

6.3.1.1 General 

The (alarm) event  message shall always contain the ac tual event  data.  Next  to this  mandatory  
informat ion the protocol provides the opt ion to t ransmit  addit ional informat ion.  To maintain the 
l ink  between event  and addit ional data,  this  data is  al l  t ransmitted within one message. 

To achieve this ,  the event  message is  divided into fields ,  each accompanied by  their own 
length indicator. 

Rat ionale:  

– fields  l ike ‘ l ink ’ are variable length,  hence the ‘ length’-bytes;  
– to maintain a uniform format  no dis t inc t ion has been made between variable and fixed 

length fields .  

The alarm event  message has the format  shown in Table 12.  

SPT   RCT 
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Table  12 – Event message  format – SPT   RCT 

Byte  index Byte s De s cription 

0 HL Header , message ID and message length 

HL 1 Field identif ier 

HL +  1 2 Field length (L1) 

HL +  3 L1 Field data 

HL +  3 +  L1 1 2nd f ield identif ier (optional) 

HL +  4 +  L1 2 2nd f ield length (L2)  (optional) 

HL +  6 +  L1 L2 2nd f ield data (optional) … etc… 

HL +  6 +  L1 +  L2  Padding 

  Hash 

 

The field length (L1,  L2,  …) is  the length of the field data (exc luding field iden t i f i e r  and  f i e l d  
length by tes).  

The fields  shown in Table 13 are defined.  

Table  13 – Event message  format – Fie lds 

Fie ld  number De s cription 

0x00 Event f ield 

0x01 Time event f ield 

0x02 Time message f ield 

0x80 Link f ield: IP address 

0x81 Link f ield: IP por t 

0x82 Link f ield: URL 

0x83 Link f ield: Filename 

 

Field numbers  above 0x80 provide a l ink  to out-of-band addit ional informat ion,  l ike for 
example:  

– pic tures  accompanying the event  (IP address and port  number,  fi lename);  
– audio or video s t reams 

that  are t ransmitted via a secondary  channel. Note that  the t ime f i e l ds  c an  a l s o  be  us ed  t o  
match events  with the accompany ing data. 

These fields  are explained in the next  subc lauses. 

6.3.1.2 Event fie ld 

This  field is  mandatory  for SPT and RCT (see Table 14):  
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Table  14 – Event fie ld 

Re lat ive 
Byte  Index Byte s De s cription 

0 1 
Protocol identif ier: (See Annex B for definition and 

message layout) 

1 L 
Event data, for example: 

<SIA  A ccount Block><SIA Event Block><SIA ASCII Block>  

 

6.3.1.3 Time  event field 

This  field is  opt ional for SPT and mandatory  for RCT (see Table 15):  

Table  15 – Time  event fie ld 

Re lat ive 
Byte  Index Byte s De s cription 

0 8 Time f ormat according to RFC 958 (NTP)  / RFC 4330 (SNTP V 4) 

 

This  field holds  the t imestamp on which the event  occurred.  

Time format  is  a 64 bit  integer as  described in RFC 958 (NTP) /  RFC 4330 (SNTP V4),  
al lowing easy local synchronization.  Note that  NTP bas ically uses a 32 bit  counter of seconds  
s ince 1.January .1900,  so a wrap-around wil l  occur in 2036.  Due to a 136 years  “prec i s i on ”  i n  
guess ing the correc t  date (either 1900,  2036,  2172,  . . ) suffices  to re-sync for the 
next  136 years .  This  should be eas ily  handled by  the devices,  bu t  s ha l l  be  t ak en  c a re  by  a  
spec ial tes t-case during compliance tes t. 

This  approach is  independent  from day light -saving zones and independent  from t i m e -z ones,  
as  NTP returns  t ime based on UTC, so cross-country evaluat ions wil l  be  eas i e r .  S uc h  l oc a l 
t ime adopt ions agains t UTC (e.g.  display ing t ime /  entering t ime in hum an  readab l e  fo rm a t )  
are thus left  to the end-devices.  

6.3.1.4 Time  message fie ld 

This  field is  opt ional for SPT and mandatory  for RCT (see Table 16):  

Table  16 – Time  message fie ld 

Re lat ive 
Byte  Index Byte s De s cription 

0 8 Time f ormat according to RFC 958 (NTP)  / RFC 4330 (SNTP V 4) 

 

This  field holds  the t imestamp on which the event  message is  t ransmit ted by  the SPT.  

This  value is  to be used for l i fe-t ime check ing of the datagrams,  i .e.  harden the protocol 
agains t  at tackers in the sense that  a datagram is  accepted as  being valid only  i f  i t  a r r i ved  a t  
the communicat ion partner’s end within a reasonable t ime (e.g.  51 h).  

In addit ion,  the difference Time event  – Time message values give rises  to check whether t he  
alarm system fulfi ls the over-al l  max imum round-t rip-delay  t imes.  
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6.3.1.5 Link fie ld – IP address 

This  field is  opt ional for SPT and RCT (see Table 17):  

Table  17 – Link fie ld – IP address 

Re lat ive 
Byte  Index Byte s De s cription 

0 L 

IP address: 

L=4     IPv4 address 

L=32   IPv6 address 

 

This  field defines the IP address to which the addit ional info wil l  be sent  to.  

6.3.1.6 Link fie ld – IP port number 

This  field is  opt ional for SPT and RCT (see Table 18):  

Table  18 – Link fie ld – IP port number 

Re lat ive 
Byte  Index Byte s De s cription 

0 2 Por t number  

 

This  field defines the port  number to which the addit ional info wil l  be sent  to.  

6.3.1.7 Link fie ld – URL 

This  field is  opt ional for SPT and RCT (see Table 19):  

Table  19 – Link fie ld – URL 

Re lat ive 
Byte  Index Byte s De s cription 

0 L URL 

 

This  field defines the URL to which the addit ional info wil l  be sent  to.  

6.3.1.8 Link fie ld – Fi lename 

This  field is  opt ional for SPT and RCT (see Table 20):  

Table  20 – Link fie ld – Fi lename 

Re lat ive 
Byte  Index Byte s De s cription 

0 L Filename 

 

The fi lename can be used for example to ident ify  fi les  uploaded to a TFTP server.  

6.3.2 Event response  format 

The event  response message has the fol lowing format :  
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RCT   SPT. See Table 21.  

Table  21 – Event response  message  format 

Byte  index Byte s De s cription 

0 HL Header , message ID and message length 

HL 1 Result code a  

HL +  1  Padding 

  Hash 
a  Result code can be: 
 RESP_A CKNOWLEDGE 
 RESP_NEGA TIV E_A CKNOWLEDGE 
 RESP_EV ENT_RCT_COULD_NOT_PROCESS_MESSA GE 
 RESP_EV ENT_PROTOCOL_ID_NOT_SUPPORTED 
 RESP_EV ENT_A CKNOWLEDGE_UNKNOWN_FIELD. 

 

In case the SPT inc ludes opt ional fields in the event  message that  are not  s uppo r t ed  by  t he  
RCT, the event  wil l  s t i l l  be acknowledged,  but  with a 
RESP_ACKNOWLEDGE_UNKNOWN_FIELD. This  is  a valid acknowledge,  there is  no need t o  
resend the event .  

6.4 Configura tion messages 

6.4.1 General 

This  c lause describes the contents of the configurat ion messages.  For the message f l ow and  
further explanat ion see Clause 7.  

The configurat ion messages are used for both commiss ioning methods (DTLS and ‘out -of-
band’),  as  the messaging protocol needs the same parameters  independent ly  of how the 
connect ion was es tablished. 

Most  configurable parameters are unique in the SPT for each RCT it  reports  to,  e.g.  

– connect ion handle;  
– device ID;  
– encrypt ion selection; 
– sess ion key; 
– hash;  
– path supervis ion.  

In case the SPT reports  to 2 RCTs,  there wil l  be 2 ins tances of each parameter,  one fo r  eac h  
connected RCT. 

In case in the SPT the parameters  of the RCT to which it  shall connect  are changed (e.g.  
change to another RCT),  the SPT shall request  new ones.  

Other parameters  (e.g.  t ime) are one value only  that  is  used by  the SPT for al l  RCTs it  reports  
to.  

6.4.2 Connection handle request  

The connect ion handle request  message has the fol lowing format :  

SPT   RCT. See Table 22.  
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Table  22 – Connection handle request message  format 

Byte  index Byte s De s cription 

0 HL Header , message ID and message length 

HL  Padding 

  Hash 

 

This  message is  issued by the SPT to request  a connect ion handle,  which is  a random 
number.  The connect ion handle is  c reated by  the RCT ins tead of the SPT, as  it  has to be 
unique at  the RCT, and the random generator of the RCT is  usually  of much bet ter quality  
than the one of the SPTs.  Both SPT and RCT use the same connect ion handle.  

In case the connect ion is  broken,  a next  sess ion wil l  have a newly  generated (different) 
connect ion handle.  

6.4.3 Connection handle response   

The connect ion handle response message has the fol lowing format :  

RCT   SPT. See Table 23.  

Table  23 – Connection handle response  message format 

Byte  index Byte s De s cription 

0 HL Header , message ID and message length 

HL 1 Result code 

HL +  1 2 Connec tion handle 

HL +  2  Padding 

  Hash 

 

This  message itself and previous messages have a connect ion handle with t he  va l ue  0 .  The  
next  message wil l  be the firs t  one with a valid connect ion handle field.  

6.4.4 Device  ID request  

The device ID request  message has the fol lowing format :  

SPT   RCT. See Table 24.  

Table  24 – Device  ID request message  format 

Byte  index Byte s De s cription 

0 HL Header , message ID and message length 

HL 1 Flags  

HL +  1 16 Dev ice ID 

HL +  17  Padding 

  Hash 

 

This  message is  issued by the SPT to request  a Device ID.   
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The fol lowing applies  to al low for 2nd channel commissioning: 

– when the direc t ion and device ID flags are set ,  the SPT requests  the RCT devi c e  ID ,  and  
s tores  this  RCT device ID as  received in the reply  message in NVM; 

– when the direc t ion and device ID flags are c leared,  the SPT pushes its  own  devi c e  ID  t o  
the RCT. See Table 25.  

Table  25 – Device  ID request flags 

Bit  De s cription 

0 

Direc tion 

0: Dev ice ID push 

1: Dev ice ID request 

1 

Dev ice ID 

0: SPT Dev ice ID 

1: RCT Dev ice ID 

2..7 Unused 

 

6.4.5 Device  ID response   

The device ID response message has the fol lowing format :  

RCT   SPT.  See Table 26.  

Table  26 – Device  ID response  message  format 

Byte  index Byte s De s cription 

0 HL Header , message ID and message length 

HL 1 Result code 

HL +  1 1 Flags  

HL +  2 16 Dev ice ID 

HL +  18  Padding 

  Hash 

 

The next  message wil l  be the firs t  one with a valid device ID field in the message header.  

6.4.6 Encryption se lection request  

The Encrypt ion selection request message has the fol lowing format :  

SPT   RCT. See Table 27.  

Table  27 – Encryption se lection request message  format 

Byte  index Byte s De s cription 
0 HL Header , message ID and message length 

HL 1 Flags  

HL +  1 1 Enc ryption 1 

HL +  2 1 Enc ryption 2 (optional) … etc … 

  Padding 
  Hash 
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This  message is  issued during commissioning by  the SPT to indicate the encryption m e t hods 
it  supports  – see Table 28.  See 5.5 for poss ible encryption methods. 

Table  28 – ‘Maste r encryption se lection request’  flag 

Bit  De s cription 

0 

Enc ryption selection  

0: Session encryption selection request 

1: Mas ter encryption selection request 

1..7 Unused 

 

6.4.7 Encryption se lection response   

The encrypt ion selection response message has the fol lowing format :  

RCT   SPT. See Table 29.  

Table  29 – Encryption se lection response  message  format 

Byte  index Byte s De s cription 

0 HL Header , message ID and message length 

HL 1 Flags  

HL +  1 1 Result code 

HL +  2 1 Enc ryption method to be used 

HL +  3  Padding 

  Hash 

 

The flags field holds  the value 0.  

6.4.8 Encryption key exchange request 

The encrypt ion key exchange request message has the fol lowing format :  

SPT     RCT. See Tables  30 and 31.  

Table  30 – Encryption key exchange request message  format 

Byte  index Byte s De s cription 

0 HL Header , message ID and message length 

HL 1 Flags  

HL +  1 L Enc ryption key ( typically 128 or 256 bits ->  16 or 32 bytes)  

HL +  1 +  L  Padding 

  Hash 

 

IECNORM.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 IE
C TS 60

83
9-7

-8:
20

19

https://iecnorm.com/api/?name=a17a74c388783d9ca4dbdb6a4e34860a


IEC TS 60839-7-8:2019 © IEC 2019 – 27 –  

Table  31 – ‘Maste r key request’  flag 

Bit  De s cription 

0 

Direc tion 

0: Key  push (RCT) 

1: Key  request (SPT)  

1 

Key  request 

0: Session key 

1: Mas ter key 

2..7 Unused 

 

This  message is  issued to request  an encrypt ion key update.  Both SPT and RCT can reques t  
an encrypt ion key update. When 'direc tion' flag is  set  (request) the encryption k ey  f i e l d  i s  0 .  
The ‘key  request ’ flag is  used only  during the commission phase to exchange the new mas t e r  
key.  

New keys are created by  the RCT ins tead of the SPT, as  they shall be generated us ing a 
cryptographically s t rong random number generator,  and the random number generat o r  o f  t he  
RCT is  usually  of much bet ter quality  than the one of the SPTs.  

The RCT can push a new sess ion key to the SPT by c learing the ‘direc t ion’ flag.  The new k ey  
is  in the ‘encrypt ion key ’ field.  The SPT wil l  then acknowledge by reply ing back this key in t he  
Encrypt ion key exchange response message. 

6.4.9 Encryption key exchange response   

The Encrypt ion key exchange response message has the fol lowing format :  

SPT     RCT. See Table 32.  

Table  32 – Encryption key exchange response  message format 

Byte  index Byte s De s cription 

0 HL Header , message ID and message length 

HL 1 Result code 

HL +  1 1 Flags  

HL +  2 L Enc ryption key ( typically 128 or 256 bits ->  16 or 32 bytes)  

HL +  2 +  L  Padding 

  Hash 

 

The new key wil l  become effec t ive immediately,  e.g. the next  message is  encrypted us ing t he  
new key (in case ‘encryption selec tion’ > 0).  To overcome t ransmission errors  t he  RCT s ha l l  
keep the previous key unt i l  a next  message has successfully been received,  as  backup.  

6.4.10 Hash se lection request  

The hash selec t ion request message has the fol lowing format :  

SPT   RCT. See Table 33.  
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Table  33 – Hash se lection request message  format 

Byte  index Byte s De s cription 

0 HL Header , message ID and message length 

HL 1 Hash 1 

HL +  1 1 Hash 2 (optional) … etc.… 

  Padding 

  Hash 

 

This  message is  issued during commissioning by  the SPT to indi c a t e  t he  has h  func t i ons i t  
supports .  See 5.4 for poss ible hash funct ions. 

6.4.11 Hash se lection response  

The hash selec t ion response message has the fol lowing format :  

RCT   SPT. See Table 34.  

Table  34 – Hash se lection response  message  format 

Byte  index Byte s De s cription 

0 HL Header , message ID and message length 

HL 1 Result code 

HL +  1 1 Hash to be used 

HL +  2  Padding 

  Hash 

 

This  is  the firs t  message that  uses the newly  set  hash.  By default  SHA-256 (value  0 )  i s  us ed  
as  hash funct ion.   

6.4.12 Pa th supervision request  

The path supervis ion request  message has the fol lowing format :  

SPT   RCT. See Table 35.  

Table  35 – Pa th supervision request message  format 

Byte  index Byte s De s cription 

0 HL Header , message ID and message length 

HL 4 Hear tbeat interval t ime (seconds) 

HL +  4 1 Push (0)  or pull (1) 

HL +  5  Padding 

  Hash 

The heartbeat  interval t ime spec ifies the t ime unt i l the SPT wil l  send the next  heartbeat .  

The push-pull opt ion determines the poll ing device:  

– 0:  Push:  the SPT sends the poll to the RCT;  
– 1:  Pull:  the RCT sends the poll to the SPT, which al lows for load balanc ing.  
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6.4.13 Pa th supervision response  

The path supervis ion response message has the fol lowing format :  

RCT   SPT. See Table 36.  

Table  36 – Pa th supervision response  message format 

Byte  index Byte s De s cription 

0 HL Header , message ID and message length 

HL 1 Result code a  

HL +  1 4 Hear tbeat interval t ime (s) 

HL +  5 1 Push (0)  or pull (1) 

HL +  6  Padding 

  Hash 
a   Result code can be: 

RESP_A CKNOWLEDGE 
RESP_POLL_TOO_SLOW 

 

6.4.14 Se t time  command  

The set  t ime command message has the fol lowing format :  

RCT   SPT. See Table 37.  

Table  37 – Se t time  command message format 

Byte  index Byte s De s cription 

0 HL Header , message ID and message length 

HL 8 Time f ormat according to RFC 958 (NTP)  / RFC 4330 (SNTP V 4) 

HL +  8  Padding 

  Hash 

 

This  command is  opt ional. In case events  are t ransmit ted with t imestamps this command  c an  
be sent  by  the RCT to synchronize. 

6.4.15 Se t time  response  

The set  t ime response message has the fol lowing format :  

SPT   RCT. See Table 38.  

Table  38 – Se t time  response  message format 

Byte  index Byte s De s cription 
0 HL Header , message ID and message length 
HL 1 Result code 

HL +  1  Padding 
  Hash 
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6.4.16 Protocol  ve rsion request 

The protocol vers ion request  message has the fol lowing format :  

SPT   RCT. See Table 39.  

Table  39 – Protocol  ve rsion request message  format 

Byte  index Byte s De s cription 

0 HL Header , message ID and message length 

HL 1 Firs t supported protocol version 

HL +  1 1 Second supported protocol version (optional) … etc … 

  Padding 

  Hash 

 

This  message is  issued during commissioning and connect ion setup by  t he  S P T t o  i nd i c a t e  
the protocol vers ion it  supports .  

6.4.17 Protocol  ve rsion response  

The protocol vers ion response message has the fol lowing format :  

RCT   SPT. See Table 40.  

Table  40 – Protocol  ve rsion response  message  format 

Byte  index Byte s De s cription 

0 HL Header , message ID and message length 

HL 1 Result code 

HL +  1 1 Protocol version to be used 

HL +  2  Padding 

  Hash 

 

6.4.18 Transparent message 

The t ransparent  message has the format  shown in Table 41.  

Table  41 – Transparent message format 

Byte  index Byte s De s cription 

0 HL Header , message ID and message length 

HL L Transparent data 

HL +  L  Padding 

  Hash 

 

This  message allows for (vendor spec ific ) data to be t ransmitted be t ween  S P T and  RCT.  I t  
can for example be used for configurat ion data or firmware uploads.  

6.4.19 Transparent response  

The t ransparent  response has the format  shown in Table 42.  
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Table  42 – Transparent response  format 

Byte  index Byte s De s cription 

0 HL Header , message ID and message length 

HL 1 Result code 

HL +  1 L Transparent data 

HL +  1 +  L  Padding 

  Hash 

 

6.4.20 DTLS comple ted request 

The DTLS completed request  message has the fol lowing format :  

SPT   RCT. See Table 43.  

Table  43 – DTLS comple ted request message  format 

Byte  index Byte s De s cription 

0 HL Header , message ID and message length 

HL  Padding 

  Hash 

 

This  message is  sent  by  the SPT to request  the end of the DTLS sess ion.  

This  message does not  contain addit ional info.  

6.4.21 DTLS comple ted response  

The DTLS completed response message has the fol lowing format :  

RCT   SPT. See Table 44.  

Table  44 – DTLS comple ted response  message  format 

Byte  index Byte s De s cription 

0 HL Header , message ID and message length 

HL 1 Result code 

HL +  1  Padding 

  Hash 

This  message is  send by  the RCT as response to the DTLS completed request  message. 

This  is  sent  by  the RCT to end the parameter negot iat ion. After this i s  s en t  by  t he  RCT and  
received by  the SPT, the DTLS sess ion is c losed,  al l  resources used by  the session are f reed  
and further communicat ion between the RCT and SPT is  done us ing the negot iated 
parameters .  

6.4.22 RCT IP parameter request 

The RCT parameter request  message has the fol lowing format :  

SPT   RCT. See Table 45.  
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Table  45 – RCT IP parameter request message  format 

Byte  index Byte s De s cription 

0 HL Header , message ID and message length 

HL  Padding 

  Hash 

 

If the SPT is  to communicate either us ing a different  port  number for commiss ioning and 
'normal' sess ion t raffic , or i f separate commissioning and sess ion  RCTs  a re  us ed ,  o r  i f  t he  
SPT is  to communicate with more than one RCT, then the RCT can send the IP  add res s (es )  
and port (s ) to be used for the sess ion. It  is  the respons ibi li ty o f  t he  c om m i s s ion i ng  RCT t o  
securely  pass the sess ion parameters  to any other RCTs to which the SPT may have to 
communicate. The mechanism by the RCTs share the sess ion parameters  is  vendo r  s pec i f i c  
and outs ide the scope of this  protocol document.  

Implementat ion of this  message is  opt ional for the SPT.  

6.4.23 RCT IP parameter response  

The RCT IP parameter response message has the fol lowing format :  

RCT   SPT. See Table 46.  

Table  46 – RCT IP parameter response  message format 

Byte  index Byte s De s cription 

0 HL Header , message ID and message length 

HL +  1 1 Result code 

HL +  2 1 Field identif ier – RCT 1 IP address – see 6.3.1.5 

HL +  3 2 Field length (L1) 

HL +  5 L1 Field data 

HL +  5 +  L1 1 Field identif ier – RCT 1 port number – see 6.3.1.6 

HL +  6 +  L1 2 Field length (L1) 

HL +  8 +  L1 L2 Field data 

HL +  8 +  L1 +  L2 1 2nd f ield identif ier (optional) – RCT 2 IP address – see 6.3.1.5 

HL +  9 +  L1 +  L2 2 2nd f ield Length (L2) (optional) 

HL +  11 +  L1 L3 2nd f ield Data (optional) … etc… 

HL +  8 +  L1 +  L2 +  L3  Padding 

  Hash 

 

7 Commissioning and connection setup 

7.1 Commissioning 

7.1.1 General 

The objec t ive of the commiss ioning procedure is  to enable the supervised premises 
t ransceiver and the receiving centre t ransceiver to mutually authent icate each other.  
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Further,  the commissioning procedure is  used to negot iate the parameters : 

– connect ion handle;  
– device IDs of SPT and RCT; 
– master encrypt ion key ; 
– master encrypt ion selection; 
– (opt ional) RCT IP address(es) and port (s ) with which the SPT should com m un i c a te  ( t h i s  

al lows for a separate 'commiss ioning server' to handle the 'init ial contac t ' for mult iple 
receivers .  In this  s ituat ion the commiss ioning server wil l  have to securely  t ransfer the 
sess ion parameters to the appropriate RCT. The mechanism for doing this  is  ou t s i de  t he  
scope of this  protocol). 

A successful commiss ioning procedure es tablishes a communicat ion sess ion with a 
connect ion handle as  unique ident ifier.  The communicat ion sess ion las ts  unt i l  a re-
commissioning takes place. Especial ly , the change of sess ion keys does not  have  an  i m pac t  
upon the communicat ion session,  i .e.  i t  does not  lead to any change in the connect ion handle. 

7.1.2 Procedures 

There are two opt ions for obtaining the ‘master set ’. Either: 

– generated us ing a ‘shared secret ’ passed out-of-band,  or 
– us ing X.509 cert i ficates and DTLS in both RCT and SPT (opt ionally) (see 7.1.5) 

Irrespect ive of the mechanism used to obtain it ,  the master key is  then used to encrypt , us i ng  
AES256,  the exchange of the other parameters .  It  is  also used (by  the 'runn i ng '  p ro t oc o l )  t o  
es tablish the sess ion key(s). 

The master key is  a 256 bit  key .  

7.1.3 Commissioning message sequence 

The ‘master set ’ is  exchanged us ing the message flow as described below. The messages are 
the same, irrespect ive of the commiss ioning procedure in use.  The difference is  in the method  
in which the messages are secured,  either us ing the ‘shared secret’ (‘one-t ime-pad ’ k ey  and  
device ID) as  provided by  the RCT, or us ing X.509/DTLS.  

The message flow during the commissioning of a new SPT is  as  shown in Table 47.  

Table  47 – Message  flow  during the  commissioning of a  new  SPT 

SPT Dir e ction RCT Re m arks 

    

V ERSION_REQ    

  V ERSION_RESP  

CONN_HA NDLE_REQ    

  
CONN_HA NDLE_RESP New  connection handle generated by 

RCT, and s tored to NVM 

DEV ICE_ID_REQ   SPT dev ice ID 

  DEV ICE_ID_RESP  

DEV ICE_ID_REQ   RCT dev ice ID 

  DEV ICE_ID_RESP  

ENCRY PT_SELECT_REQ    

  ENCRY PT_SELECT_RESP  
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SPT Dir e ction RCT Re m arks 

ENCRY PT_KEY _REQ    

  ENCRY PT_KEY _RESP  

  
 Key  update complete, proceed using 

new  encryption key and method 

DTLS_COMPLETE_REQ   Only  w hen using X.509/DTLS 

  DTLS_COMPLETE_RESP  

 

The result ing master parameters are s tored in NVM on both SPT and RCT.  

Note that  init ial ly  some fields  in the header wil l  be uninit ial ized unt i l  the matching 
configuration message is  processed. Therefore it  is  essent ial that the IP address of the  S P T 
does not  change during this  commissioning phase (it  should remain constant th roughou t  t he  
exchange even if the secured premises have the most  res t rictive s tateful firewall).  

A detai led overview can be found in D.1.  

The next  s tep is  to request  the sess ion parameters as  spec ified in 7.2.  

7.1.4 Commissioning using shared secret 

7.1.4.1 General 

Support  for the shared secret  procedure for generat ing the master key is  m anda t o ry  i n  bo t h  
RCTs and SPTs.  

For this  procedure,  the RCT wil l  generate a shared secret  which cons ists  o f  t he  c onnec t i on  
handle and the encrypt ion key.  

Shared secret  cons ists  of:  

– the 4 by te connect ion handle;  
– the 32 by te (AES-256) encryption key. 

For the commiss ioning s tage AES-256 is  mandatory.  On request  of  t he  S P T (pe r fo rm anc e )  
this  can be changed to AES-128 for normal communication. 

The parameters  wil l  be used only  for the exchange of the master key.  O nc e  t he  m as t e r  has  
been successful ly sent  from the RCT to SPT, the sess ion wil l  be deleted and never re-used.  

Next ,  these parameters are renewed,  and s tored into non-volat i le memory  as  the new ‘mast e r  
set ’.  This  new ‘master set ’ wil l  be used to reconnect  after disconnections or power fai lures .  

7.1.4.2 Transfe rring the  shared secre t via out-of-band channel  

The security of the out -of-band channel is  one of the fac tors  that  determine the security  of the  
pairing process between SPT and RCT. As the out -of-band channel is  ve ry  l i k e l y  t o  re l y  on  
human operator at  one or both s ides it  should also be s imple to implement  and tolerant  of 
human error.  The fol lowing requirements  are applicable: 

– the shared secret  shall be generated by  the management sys tem of the A TS ,  wh i c h  m ay  
or may not  be operated by  an ARC. The process ing power of the management sys tem 
typically  exceeds that  of the SPT by orders  of magnitude and therefore can generate 
shared secret  of bet ter c ryptographic  quality  (randomness) than a small embedded 
sys tem. In addit ion the ATS service provider or ARC has a guarantee that  the shared 
secret  generat ion process is  compliant with these requirements; 
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– phys ical and logical means of shared secret  t rans fer to the SPT shall make it  difficult  fo r  a  
third party  to intercept  i t  without being detec ted.  The word di f f i c u l t  m eans  ex pens ive  i n  
terms of t ime or resources in comparison to the gain the at tacker may obtain  by  k nowi ng  
the shared secret . The fol lowing methods may be cons idered approp r i a t e  depend i ng  on  
the security  level of protec ted premises: 
• ARC operator dic tates the shared secret  to the field technician over the phone;  

• the shared secret  is  t ransmitted us ing SMS; 

• the shared secret  is  sent  in an encrypted and s igned e-mail;  
• the shared secret  is  printed at  the management centre /  ARC and the field  t ec hn i c i an  

brings it  to the protec ted premises himself; 
• the shared secret  is  programmed into SPT at  the management centre /  ARC and  t hen  

t ransported to the protec ted premises;  
• the shared secret  is  obtained by  the field technician from  a  s ec u red  web  s i t e  o f  t he  

ATS service provider;  
• any other method meet ing the difficulty c riterion;  

It  is  the respons ibi l ity  of the ATS service provider /  ARC to j udge  t he  s ec u r i t y  o f  t he  
method it  uses to t ransfer the shared secret  vs .  the security  level of the protec ted 
premises.  

– the shared secret  shall not  be sent  over a channel which is  used for communicat ion 
between the SPT and RCT for alarm report ing and monitoring;  

– the shared secret  shall be generated us ing cryptographically  s t rong random number 
generator (see RFC 4086);  

– to cope with potent ial typos and other human typical t ransmiss ion errors ,  the tex t  
representat ion of the shared secret  is  ex tended by a 16 bit  checksum, calculated  as  CRC 
as described in C.2,  direc t ly appended to the shared secret  s t ring. 

7.1.5 Commissioning using X.509 ce rtificates and DTLS 

Support  for the X.509 mechanism and DTLS is  opt ional for SPTs and mandatory  for RCTs.  

The authent ication,  c ipher select ion and key exchange are performed us ing the DTLS protocol 
with the SPT as c l ient  and RCT as server.  DTLS is  a variat ion of TLS, which defines the bas e  
messages and formats .  The connect ion handle and opt ional parameters  are set  us ing the 
cypher and sess ion key negot iated. 

The c ipher suite TLS_DHE_DSS_WITH_AES_256_CBC_SHA shall be used  and  t he  m as t e r  
key is  the 256 bit  AES symmetric key created by  the DTLS handshake.  

RCT requirements :  

– each RCT shall hold the cert i ficates for every  CA which has s igned  a  c e r t i f i c a te  fo r  any  
SPT which can potent ial ly connect to the RCT;  

– RCT shall provide mechanism to add new CA cert i ficates to the sys tem to al low SP T f rom  
a new manufacturer to be connected to the sys tem, as  well as  a mechanism to de l e t e  CA  
cert i ficates  from the sys tem. The details  of the insert ion/removal of the cert i ficate is  
outs ide the scope of this  document ;  

– while the DTLS implementat ion in the RCT may support  other c ipher suites ,  only  
TLS_DHE_DSS_WITH_AES_256_CBC_SHA shall be used for generat ing the master key.  
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SPT requirements : 

– the SPT shall hold the cert i ficates  of the CAs which have s igned t he  c e r t i f i c a tes  fo r  t he  
RCTs to which the SPT may potent ial ly  connect .  It  is  not  mandatory  for the SPT to 
validate the authent ic ity of the RCT but  i t  is  recommended that  i t  do so;  

– the common name of SPTs X.509 cert i ficate shall be in the format  “supplier ident ifier:  
supplier spec ific ident ifier“. Regis tered Internet  domain name of the supplier is  used as  the 
supplier ID.  This  shall uniquely  ident ify  the SPT;  

– the SPTs X.509 cert i ficate shall be s igned by a CA which is  known to al l  the RCTs to 
which it  could potent ial ly connect;  

– the SPT shall only  present  the c ipher suite TLS_DHE_DSS_WITH_AES_256_CBC_SHA to 
be used in the DTLS handshake.  

On complet ion of the parameter negot iat ion, the DTLS sess ion is  terminated ,  c on t ex ts  e t c . ,  
freed and all  further communication takes place us ing the negot iated parameters.  

7.2 Connection se tup 

In case of a reconnect , the ‘master set ’ as  negot iated during commissioning wil l  be init ially be  
used for encrypt ion and authent ication the messages between SPT and RCT. The fi r s t  s t eps  
are to request  new sess ion parameters that  are then used for further communication. 

Typically  connections are permanent  24/7,  in case a connect ion breaks the SPT w i l l  a t t em p t 
to re-es tablish the connection.  

During the connect ion setup s tage, the fol lowing parameters  are set  in the order per below:  

– protocol vers ion level mutually  agreed by  SPT and RCT;  
– encrypt ion selection; 
– sess ion key; 
– hash;  
– path supervis ion.  

The message flow during connect ion setup (to request  the session parameters) is  as  shown in 
Table 48.  

Table  48 – Message  flow  during connection se tup 

SPT Dir e ction RCT Re m arks 

   The hash to s tart with is the 
Internet checksum 

V ERSION_REQ   SPT protocol version 

  

V ERSION_RESP 

RCT protocol version 

The highest protocol version 
supported by both SPT and RCT 
shall be used from now on. Only 
f eatures supported by agreed 
protocol version shall be used. 

ENCRY PT_SELECT_REQ    

  ENCRY PT_SELECT_RESP  

ENCRY PT_KEY _REQ   Sess ion key 

  ENCRY PT_KEY _RESP  

HA SH_SELECT_REQ    

  HA SH_SELECT_RESP  
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SPT Dir e ction RCT Re m arks 

PA TH_SUPERV ISION_REQ    

  PA TH_SUPERV ISION_RESP  

    

  

 

Connec tion setup is now 
complete, IP address is allowed 
to change after this point. 

It  may /w ill take some time before 
the nex t (poll) message is 
transmitted. 

POLL_MSG   Firs t poll send after the poll 
interval. 

  POLL_RESP  

 

For further detai ls  refer to the example in D.2.  
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Annex A 
(normative) 

 
Result codes 

The result  codes are l is ted in the fol lowing table – see Table A.1.  

Table  A.1 – Result codes 

Byte s Re s ponse to V alue 

RESP_A CKNOWLEDGE A ll 0x00 

RESP_NEGA TIV E_A CKNOWLEDGE A ll 0x01 

RESP_EV ENT_RCT_COULD_NOT_PROCESS_MESSA GE Event messages 0x10 

RESP_EV ENT_PROTOCOL_ID_NOT_SUPPORTED Event messages 0x11 

RESP_EV ENT_A CKNOWLEDGE_UNKNOWN_FIELD Event messages 0x12 

RESP_POLL_TOO_SLOW Path supervision request 0x20 

RESP_POLL_REESTA BLISH_CONNECTION Poll messages 0x21 

RESP_CMD_NOT_SUPPORTED Commands  0x30 

RESP_DEV ICE_ID_UNKNOWN Dev ice ID request 0x31 

RESP_UNKNOWN A ll 0xFF 
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Annex B 
(normative) 

 
Protocol identifiers 

The fol lowing Table B.1 summarizes the poss ible protocol ident ifiers  for applicat ion layer 
protocol carried by  the protocol defined in this  document .  

Each compat ible implementat ion of this  protocol shall  support  at  least  two types of 
messaging:  

– t ransparent  messages for serial ly connected AE and /  or AS;  
– Sia DC-03 message s t ructures  for AS s ignals  connected by  pin inputs  and fo r  m es s ages  

generated internally  by  SPT and /  or RCT.  

Table  B.1 – Protocol  identifiers 

Pr otocol ID Pr otocol 

01 Sia DC-03 messages as descr ibed in SIA DC-03-1990.01(R2003.10), Chapter 5 and Annex A 

02 A demco Contact ID 

03 Scancom FF 

04 V dS 2465 

05 CEI A BI 79 5/6 

06 SurGard 

07 F1COM  

08 SOS A ccess v4 

…  

254 Manuf acturer specif ic 

255 Transparent, transmitting serially received content in the data f ield 

 

A manufacturer wishing to send messages that  do not  fi t  any of the l is ted applicat ion 
protocols  shall use protocol identifier 254.  Any currently unallocated protocol ident ifier may be 
allocated in a later revis ion of this  document . 
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Annex C 
(normative) 

 
Shared secret 

C.1 Formatting of the shared secret 

When encoding and format t ing the shared secret  into a s t ring format ,  readable for human 
beings,  i t  shall be represented in ASCII hexadec imal format , in Network  by te o rde r .  E . g .  t he  
characters  as  used are {'0', . . , '9'} + {'A ', . ., 'F'}.  

Formatt ing of the key value to improve the readabil i ty  for humans shall use one of the 
explic itly named separator symbols {‘-‘} or {space}.  

NOTE 1 Dur ing f ormatting, the separator symbols can be freely used to improve readability (e.g. grouping in f o ur  
character blocks, each block separated by hyphens from each other); during decoding, the occurrence of separator 
symbols inside of the key str ing is  ignored completely. 

NOTE 2 Low er case letters are treated identical to upper case l e t ters ,  i . e.  L ow e r / upp er  case  t ran smi ss i on 
problems ( like spelling the key s tring by voice over a telephone line) will lead to a valid decoding of the key. 

NOTE 3 Each par t of the shared secret has a checksum appended. 

Example of encrypt ion key (256-bit  with CRC) as  part  of the shared secret :  

363E-2B16-8DBB-5A95-7D5F-2BF4-25A4-5D7C-363E-2B16-8DBB-5A95-7D5F-2BF4-25A4-
5D7C-0689 

Example of connect ion handle (with CRC) as  part  of the shared secret :  

7D30-FA26-8238 

C.2 Checksum for shared secret formatting 

CRC-16-CCITT checksums are used to detec t  poss ible errors  in shared sec re t s  be fo re  t hey  
are used.  This  c lause provides examples of the checksum procedure. 

The CRC-16-CCITT calculat ion is  defined by  the fol lowing parameters :  

– Polynomial: 0x1021 
– Init ial c rc  value:  0x ffff 

C.3 Example of secret encoding and formatting 

Example encoding and format t ing 

Step 1:  Create random key  

secret  key k  = 0x36 3e 2b 16 8d bb 5a 95 7d 5f 2b f4 25 a4 5d 7c   
 24 e3 c1 b9 2f 4b a0 13 ee 6a d9 b2 3f 91 f5 63  
 (in hex,  to see by te order representat ion) 

Step 2:  Calculate CRC 

CRC16(k) = 0x4A97 (hexadec imal)  
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Step 3:  Present  key in asc ii  hexadec imal format ,  (opt ionally ) use separators  to improve 
readabil i ty : 

363E-2B16-8DBB-5A95-7D5F-2BF4-25A4-5D7C-24E3-C1B9-2F4B-A013-EE6A-D9B2-3F91-
F563 

Step 4:  Append encoding of CRC16(k) to k ,  opt ionally us ing separators: 

363E-2B16-8DBB-5A95-7D5F-2BF4-25A4-5D7C-24E3-C1B9-2F4B-A013-EE6A-D9B2-3F91-
F563-4A97 
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