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INTERNATIONAL ELECTROTECHNICAL COMMISSION

ALARMSYSTEMS -

Part7-8: Message formats and protocols for serial data interfacesin alarm
transmission systems —- Requirements forcommon
protocolforalarm transmission usingthe Internetprotocol

FOREWORD

1) THe International Electrotechnical Commission (IEC) is a worldwide organization for standardization compfrising
al| national electrotechnical committees (IEC National Committees). The object of 7IEC is to prqmote
infernational co-operation on all questions concerning standardization in the electrical andyelectronic fields. To
thjs end and in addition to other activities, IEC publishes International Standards, Techmical Specificatjons,
Tgchnical Reports, Publicly Available Specifications (PAS) and Guides (hergaftéer referred to ag “IEC
Pdblication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee intergste d
in|the subject dealt with may participate in this preparatory work. International;”“governmental and|non-
gqvernmental organizations liaising with the IEC also participate in this preparation. IEC collaborates cl¢sely
w Jth the International Organization for Standardization (ISO) in accordance with conditions determingd by
adreement between the two organizations.

2) THe formal decisions or agreements of IEC on technical matters expressyas nearly as possible, an international
cgnsensus of opinion on the relevant subjects since each technical committee has representation from all
inferested IEC National Committees.

3) IELC Publications have the form of recommendations for interhational use and are accepted by IEC Natfonal
Ce¢mmittees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Pdblications is accurate, IEC cannot be held responsibléfor the way in which they are used or fof any
misinterpretation by any end user.

4) Inlorder to promote international uniformity, IEC Natiohal Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national andregional publications. Any diverglence
bdtween any IEC Publication and the corresponding national or regional publication shall be clearly indicdted in
the latter.

5) IELC itself does not provide any attestation of conformity. Independent certification bodies provide confofmity
agsessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible fof any
sgrvices carried out by independentcertification bodies.

6) All users should ensure that theyshave the latest edition of this publication.

7) Ng liability shall attach to IEC of its directors, employees, servants or agents including individual expertd and
meémbers of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees] and
eXpenses arising out-of-the publication, use of, orreliance upon, this IEC Publication or any othef IEC
Pdblications.

8) Aftention is drawnto the Normative references cited in this publication. Use of the referenced publicatiops is
inflispensabtefor the correct application of this publication.

9) Aftentionsissdrawn to the possibility that some of the elements of this IEC Publication may be the subjgct of
pdtentirights. IEC shall notbe held responsible for identifying any or all such patent rights.

The "-‘ < o = ‘-“-- -:““ ee } o—pfepate “‘-:‘- ot aatasS . |n
exceptional circumstances, a technical committee may propose the publication ofa technical
specification when

e therequired support cannot be obtained for the publication of an International Standard,
despite repeated efforts, or

e the subjectis stillundertechnical development or where, for any other reason, there is the
future but no immediate possibility of an agreement on an International Standard.

Technical specifications are subject to review within three years of publication to decide
whether they can be transformed into International Standards.

IEC 60839-7-8, which is a technical specification, has been prepared by IEC technical
committee 79: Alarm and electronic security systems.
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The text of this technical specification is based on the following documents:

Enquiry draft Report on voting
79/419/DTS 79/453A/RVDTS

Full information on the voting for the approval of this technical specification can be found in
the report on voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A Iisl of all parts inthe IEC 60839 series, published under the general title Alarm systgms,
can be found on the IEC website.

The pommittee has decided that the contents of this publication willremain unchanged dntil
the g¢tability date indicated on the IEC web site under "http://webstore.iee’ch" in the |[data

relatpd to the specific publication. At this date, the publication will be

—

. ansformed into an International Standard,

—

pconfirmed,

e Withdrawn,

[ )
—

bplaced by a revised edition, or

e amended.

A biljngual version of this publication may be.issued at a later date.
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ALARMSYSTEMS -

Part7-8: Message formats and protocols for serial data interfacesin alarm

transmission systems —- Requirements forcommon
protocolforalarm transmission usingthe Internetprotocol

1 cope

This|Part of IEC 60839 specifies a protocol for point-to-point transmission of alarms
faults, as well as communications monitoring, between a supervised premises transiceiver
a redeiving centre transceiver using the Internet protocol (IP).

The protocolis intended for use over any network that supports the transmission of IP d
Thesle include Ethernet, xDSL, GPRS, WiFi, UMTS and WIMAX.

and
and

ata.

The | system performance characteristics for alarm transmission are specified in

IEC §0839-5-1.
The |performance characteristics of the supervised premiises equipment comply with
requ{rements of its associated alarm system standard and'apply for transmission of all ty

of alarms including, but not limited to, fire, intrusion, access control and social alarms.

Compliance with this documentis voluntary.

2 Normative references

The following documents, in whole orih part, are normatively referenced in this documen
are ihdispensable for its applicationFor dated references, only the edition cited applies.
undated references, the latest edition of the referenced document (including
amendments) applies.

IEC $0839-5-1:2014, Atarm and electronic security systems — Part 5-1: Alarm transmis
systems — General requirements

RFC|793:1981/nternet standard — Transmission control protocol, DARPA Internet prog
protgcol speCification

NIST 800-38A:2001, Recommendation for block cipher modes of operation: methods|

the
pes

and
For
any

sion

am,

and

techhigiles

3 Terms, definitions and abbreviations

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 60839-5-1 apply.

ISO and IEC maintain terminological databases for use in standardization at the following

addresses:

e |EC Electropedia: available at http://www.electropedia.org/

e ISO Online browsing platform: available at http://www.iso.org/obp
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3.2 Abbreviations

For the purposes of this document, the following abbreviations apply.

AES Advanced Encryption Standard
ARC Alarm Receiving Centre

ATS Alarm Transmission System

CA X.509 Certificate Authority

CBC Cipher Block Chaining

CRC Eyectic Redundancy-Check

DNS Domain Name System

DTL$ Datagram Transport Layer Security
HL Header Length

IP Internet Protocol

v Initialization Vector

MAG Media Access Control

MTU Maximum Transmission Unit

NAT Network Address Translation
NIST National Institute of Standards and Technology.
NTP Network Time Protocol

NVM Non-Volatile Memory

P-MTU Path Maximum Transmission Unit
RCT Receiver Centre Transceiver

RX Receive

SCTP Stream Control Transmission Protocol
SNTP Simple Network Time:Rrotocol
SPT Supervised Premises Transceiver
TFTH Trivial File Transfer Protocol

X Transmit

UDP User Datagram Protocol

URI Uniform Resource ldentifier

URL Yniform Resource Locator

uTC Coordinated Universal Time

WS Window Size

4 Objective

The object of this document is to specify the protocol details (transport and application layers)
for alarm transmission systems using Internet Protocol (IP), to ensure interoperability between
SPTs and RCTs supplied by different manufacturers. Mechanisms to commission SPT and
RCT and build mutual trust between the communicating parties are also described.

As compliance with this document is voluntary, any other alarm transmission protocol or
equipment not covered by this document may be used, provided that the requirements of
IEC 62642-1 are met.

This protocol is designed to run on top of UDP and is designed to support both IPv4 and IPVv6.
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NOTE For further discussion of IP and UDP in alarm transmission, please see F.3.

5 Messaging

5.1

General

This clause defines the messaging layer, on top of which the alarm event datais transmitted
using the existing reporting formats like for example Sia and Contact ID. Clause 7 defines the
initial commissioning of an SPT, as well as how SPTs connect to the RCT.

It fulfils the following requirements:

5.2
5.2.1 General

This|subclause describes the basic outline of all messages.
Each message shali-be’explicitly acknowledged, including line supervision messages.

BacKlwards compatibility is achieved by the implementation of
RESP_CMD(NOT_SUPPORTED result value, which the receiving party can send as ans

to unsupported messages.

Multlkbyitevalueswillbe-transmitted-using-network-bvte order{big-endian)
4 ) 4 oY 7

exchanging master and session parameters;

(@larm) event reporting (including linking to out-of-band additional data related.-tor evepts,

like audio/video);

liine monitoring;

—

ansparent message transmission, e.g. vendor specific messages that,forexample,
ble used for remote commands from RCT to SPT.

elncryption, fulfilling requirements for most demanding category of EN 50136-1;
authentication, fulfilling requirements for most demanding category of EN 50136-1;

gPT: allows a broad range of hardware (limited demands on memory footprint as we
PU power);

d
R
BN 50136-1, using modern general purpose server hardware;
allow Dynamic IP addresses of the SPTs;

a

Ilow one or more SPTs to be placed,behind a NAT firewall.

Message format overview.

5.2.2 Identifiers

The identifiers givenin Table 1 below exist.

Table 1 -Ildentifiers

can

| as

CT: allows support for at least 10 000, SPTs in compliance with any categofy in

the
wer

Description Purpose Presentin Encrypted See

Connection handle

Look up the current symmetric All messages No 5.2.4
encryption key

Device ID Uniquely identify the hardware hashes in all

Contributing to N/A 5.2.5

messages
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The connection handle is unencrypted. It is a unique number, initialized during the setup of
the connection. Its sole purpose is to be able tolook up the encryptionkey. Itis valid for the
communication session only.

The Device ID uniquely identifies the hardware once the connection has been established.
The Device ID is used when computing the hash value for each message. In combination with
the encryption of the hash this is used for substitution detection.

NOTE Device IDis not equivalentto any account code or similar ID specified by application protocol.

The Device ID shall be stored in non-volatile memory within the SPT.

The

or trgnslated IP addresses.

5.2.3

Message format

P address is not used for identification purposes, in order to allow for the use of-dyhgmic

The pasic unencrypted format of all messages is as follows. Message inthis format is npver

trang

mitted. It is described in Table 2 below only to clarify the hash value’calculation.

Table 2 - Basic unencrypted format of messages

Byjte index Bytes Description Se'e Group
4 Connection handle 6:2.4 Header

4 16 Device ID 5.2.5

20 2 Tx Sequence number 5.2.8

22 2 Rx Sequence number 5.2.8

24 2 Flags 5.2.9

26 1 Protocol version nrumber 5.7

27 1 Message ID 5.2.6 Message
28 2 Message length 5.2.7

30 n Message data Clause 6

The pasic encrypted, transmitted format of all messages is as shown in Table 3. Note thatthe

Devige ID field is not inctuded in the encrypted message, but its value is used to compute| the
mes$age hash value ie~the hash is calculated from the unencrypted version of the mesgage
desdribed above.
Table 3 - Basic encrypted format of messages
Byjte index Bytes Description See Encrypted Groug
0 4 Connection handle 5.2.4 No Heade
4 2 Tx Sequence number 5.2.8 Yes
6 2 Rx Sequence number 5.2.8 Yes
8 2 Flags 5.2.9 Yes
10 1 Protocol version number 5.7 Yes
11 1 Message ID 5.2.6 Yes Message
12 2 Message length 5.2.7 Yes
14 n Message data Clause 6 Yes
14 +n Padding 5.3.1 Yes Tail
32 Hash — SHA-256, or 5.4 Yes
32 Hash — RIPEMD-256
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The connection handle is unencrypted; the remainder of the message is encrypted using the
encryption method as negotiated during the commissioning stage.

Message ID’s are defined in pairs: each message has its matching response. For responses

the fi

rst byte of the Message Data always holds a ‘Result code’ as defined in Annex A.

All fields are described in detail in the following subclauses.

5.2.4 Connection handle

The
visib

5.2.5

5.2.9.

The
encr
conn

With
used

Devi

5.2.5

The
lifeti
RCT

The
trang
the R

ce ID of the SPT in its internal database. This translation results in a compact,
h connection handle.

burpose of the connection handle is to be able to determine the encryption‘key to be
crypt the received message, independent of the IP address of the meSsage.

connection handle is not a (by the installer/operator) configurable‘parameter, nor m
eon user interfaces. It is generated and used internally by the SPT/RCT equipment

Device ID
1 General

Device ID uniquely identifies the SPT and RCT. It is used (in combination with
yption) for substitution detection. Both SRT ‘and RCT can verify the identity o
ected party using this field, and create a stbstitution alarm in case it has changed.

inthe message header, the Device ID,itselfis never transmitted. However Device |
to contribute to the message hash-calculation.

e ID is 16 bytes long.

.2 SPT device ID

device ID of the SRTis an ID thatis random to the SPT, but fixed and read-only over
me of the SPT, i.e.)a hardware serial number. It is unique within the SPT database in

Hevice ID~is created during manufacturing time of the device; in messaging, itis n
mitted\itselfin clear text, but is needed to be known in clear text forthe ARC to confi
CT (accordingly.

the
the
ixed

s ed

ade
bnly.

the
the

D is

the
the

bver
gure

Thus

, itis only transmitted during initial commissioning phase to the RCT.

Uniqueness is assured by the following principles:

— each SPT manufacturer shall use his 24 bits “organizationally unique identifier’ as

a

ssigned to him by the IEEE for MAC-address generation;

— each SPT manufacturer not having such a code shall attend for such a code from IEEE;

— ifaninterface inthe SPT makes use of a MAC address, the next 24 bits in the device ID
shall be the same as the rest of MAC address specified by the manufacturer. If such an
interface does not exist, the manufacturer shall use another numbering scheme

d

ocumented by the manufacturer;

— the manufacturer shall use non-consecutive, randomly distributed numbers forthe rest of
the device ID field and guarantee uniqueness for all his delivered SPT devices.
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5.2.5.3 RCT device ID

The device ID of the RCT is an ID that is unique within the receiver and never changes within

the lifetime of a receiver. It represents the unique identity of the RCT.

The RCT device ID is made available to the SPT during the commissioning phase.

5.2.6 Message ID

The message IDs as used are listed in the following Table 4.

Table 4 — Message ID overview
Direction Version ‘q)l)essage
Message name De scription SP;C(?I_-Q /\R: . ID
oL

POLLL_MSG Poll message > i Ox1fl
EVENT_MSG Event message > 1 0x3p
CONN_HANDLE_REQ Connection handle request > 1 0x4p
DEV|ICE_ID_REQ Device ID request > 1 Ox4fl
ENGRY PT_SELECT_REQ Encryption selection request > 1 0x4p
ENCRY PT_KEY _REQ Encryption key exchange <« > 1 0x4B
HAYH_SELECT_REQ Hash selection request > 1 Ox44
PATH_SUPERVISION_REQ Path supervision request &> 1 0x4p
SET| TIME_CMD Set time command &« 1 ox4y
VERSION_REQ Protocol version request > 1 0x4B
PMT[U_REQ P-MTU > 1 0x6p
PMTU_PROBE P-MTU probe > 1 ox6fl
DTLS_COMPLETE_REQ DTLSceompleted request > 1 Ox6p
TRAINSPARENT_MSG Transparent message <« > 1 ox7p
POLJL_RESP Poll response < 1 oxoft
EVHENT_RESP Event response < 1 0xBp
CONN_HANDLE_RESP Connection handle response < 1 0xCp
DEV|ICE_ID_RESP Device ID response < 1 oxCyl
ENQRY PT_SELECT."RESP Encryption selection response < 1 0xCp
ENGRY PT _KEY’ RESP Fggg{.’rﬁ’ts'g“ key exchange <> 1 0xC8
HAYH<{SELECT_RESP Hash selection response < 1 oxC¢
PATHA_SUPERVTSTON_RESP Path supervision response < > T OXC

SET_TIME_RESP Set time response > 1 0xC7
VERSION_RESP Protocol version response < 1 0xC8
PMTU_RESP P-MTU response &« 1 OxEO
PMTU_PROBE_RESP P-MTU probe response &« 1 OxE1
DTLS_COMPLETE_RESP DTLS completed response &« 1 OxE2
TRANSPARENT_RESP Transparentresponse &« > 1 0xFO

The message ID of any response is the same as the message ID of the corresponding

command, but with bit 7 set.
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5.2.7 Message length

This is the length of the message data (excluding message ID and message length). This field
is used:

— in variable length messages (see for example 6.3.1 and 6.4.18) to check for the end of
data;

— tobe ableto determine the start of an embedded reverse command (see 5.8).

Possible padding is never considered when calculating the value of the message length field.

5.2.8 Sequence numbers

The sequence numberis used to determine ifa message is missing or duplicated. Both gnds
have|a transmit sequence number and a receive sequence number.

Thesle two counters exist at both ends (e.g. we are speaking about 4 _colnters in tqtal),
whereas the RX Sequence counters are used to realize a {state-full machine”

implémentation.

Thesle counters are used to fulfil three simultaneous functions:

a) Both SPT and RCT choose their TX seqs to be a randem number which is used ps a
datagram counter, incrementing them for each sentxdatagram. The RX seqs arg the
expected next TX seqs from the other communication'end-point. If one did see “42” ag the
Iast TX _seq coming in from the other communication-end-point, one would send out ['43”
next RX_seq. As the other end-point does‘\this in the same style, the TX_seq| and
X _seq operate as a mutual sequence controhmechanism.

b) fecond, they can simultaneously operate as a resend-mechanism: Ifitis detected thlat a
diatagram is missing (because for example, the incoming TX seq is “44”, but TX _seq F 43
as expected) orthereceived datagram is corrupted (by checking the hash), the corfrect
Id previously sent last datagram isfesent by one communication end-point and the ofher

communication end-point will see’by the old TX seq that a re-transmission is requested.

eing chosen randomly and.being part of the encrypted data block, they rule out replay
aftacks.

c)

For pach connection, every message has to be acknowledged before the next new|(not
retransmission) message may be transmitted.

5.2.9 Flags

The flags giventin Table 5 are defined.

Table 5-Flags

Byte Bit Definition

Reverse command included in response:

0 0 — value 0 = no reverse command included,
— value 1 =reverse command included

0 1...7 Reserved

1 0...7 Reserved

5.3 Paddingand message length
5.3.1 Padding

Padding is required for the following two reasons:
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— create a message length which is a multiple of the block Ilength of the encryption algorithm
as used;

— make poll and alarm messages look alike.
Padding is done using random or pseudo-random data. Random bytes are appended to the

actual messages data until the total message length is one of those as specified in the next
clause.

5.3.2 Message length

The message lengths as used fulfil the requirements as mentioned in 5.3.1 (using a 16
or 32 byte block length), and are a compromise between obfuscation of alarm events| and

bandwidth usage.

This|results message lengths that are a multiple of 128 + 4 bytes for the connection hand|e:

— 132 bytes (4 bytes connection handle + 8 x 16 bytes);
— 260 bytes (4 bytes connection handle + 16 x 16 bytes);
- efc.

5.4 | Hashing

The methods of message validation given in Table 6 are supported.

Table 6 — Hashing IDs

Hag h ID Description Hash size in bytes
0 SHA-256 32
1 RIPEMD-256 32

RCT$ have to implement all methéds. However, it is permissible to configure a RCT npt to
accegpt all hash methods.

SPT$ shall at least implement the default method, but can implement all methods.

The default method-is 0 (SHA-256) until explicitly updated using the messages as defined
in6.4.10 and 6.4.1%

The pashingimethod to be used is negotiated during session initialization, using the mesgages
as defined«in-6.4.10 and 6.4.11.

The |seléctable hashing method allows for an upgrade of security in the future while
maintaining backwards compatibility.

The hashis includedin the encrypted part of the message.

5.5 Encryption
5.5.1 General

Except for the connection handle, the entire message is encrypted. The encryption method to
be used has been negotiated during commissioning. The methods given in Table 7 are
supported.
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Table 7-Encryption IDs

Encryption ID De s cription
0 Unencrypted
May only be used for debugging purposes or in test environments.
1 AES-128
2 AES-256

The
RCT

The
Speq

The |[selectable encryption method allows for an upgrade of security in the future
maintaining backwards compatibility.

The pole purpose of the non-encrypted mode is for implementation ease (the messaging|
can lbe implemented without encryption in place, andfonly once this is ready one can add
encryption).

5.5.2 Key exchange

The |ifetime of a key is determined by theshumber of transmitted packets. To ensure secu

key
(usin
RCT

To e

essages as defined in 6.4.6 and 6.4.7.

bncryption key is valid only for one connection betweenan SPT and the RCT, e.g.
shall keep track of all different keys as used by the SPTs connected to-it.

pperation mode to be used with AES is CBC (Cipher Block Chaining)as specifiedin
ial Publication 800-38A (2001 edition). The IV (Initialization Vector) is all zeros.

updates are triggered regularly by the RCT every n successfully transmitted pac
gthe RCT’s sequence counter as‘reference), with n being a value whichis sent from
to the SPT during the initial cammissioning phase.

hforce security, a key exgchange is to be triggered by the RCT at least once a week ¢

but
>ing

the

NIST

vhile

Qyer

the

Fity,
kets
the

r at

ered
old

yis

leas{ every 216 = 65 536 _successful packets (whichever comes first).

In addition to that regirfar pattern, both RCT and SPT can invoke additional key exchangsg

To apoid RCT<d@nd SPT getting out of synchronisation when an alarm message is trigg
exadtly in between an on-going session key exchange action, the RCT shall maintain the
sessglion key until the first successful transmission ofa packet with the new session k¢
acknowledged.

5.6 Timeoutsandretries

The timeouts (after which a message will be retried) will increase with each retry as defined in
RFC 793.

In addition to RFC 793, the resulting time-out value is upper-bound by the reporting time of
the ATP plus/minus an evenly randomly distributed time offset of 10 %.

NOTE RFC 793 defines a learning algorithm, which tries to adapt to the available network capacity. To do so, it
tries to calculate a best-guess of the network’s round-trip-delay time, consisting of 90 % the time of the previously
used time-out value plus 10 % the round-trip-delay time of the last packet. Times a (safety) factor of 2, this value is

used

as the next time-out value.
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The intention is to adapt to the congestion state of the network: The more the network is
congested, the larger the timeout value grows, trying to avoid a flooding of the RCT in case of
a network congestion.

To avoid too long a delay of a retry, this principle is upper-bound by a maximum time-out
value.

Especiallyin case of an invent which could still lead to all SPTs trying to re-send to their RCT
in parallel, the upperlimit defined by the reporting time of the ATP is changed by an evenly

distr

ibuted random component.

The

assures randomly distributed outputs from all SPTs, even if they generate the valyge "at

sam

5.7

The
the v

It de
shal
The

communicate using other versions.

5.8

To a
netw

the slide of the SPTs networking equipment),;a mechanism for packing reverse commands

resp

The
mes

The

random component shall be based on a (pseudo)random number generatoriw

Version number

bersion numberin the message headeris an unsigned numerical bytevalue, indica
prsion of the protocol actually being used.

aults to “1”, representing the first version of this protocol implementation. SPT and
mutually agree upon the protocol version to be used during-the commissioning ph
RCT may be configured to require a specified set of protoCol versions and to refus

Reverse commands

low for an RCT to send commands to amSPT without depending on properties o
ork environment in between (e.g. any forwarding- or adopted firewall rules, especiall

bnse messages is implemented.

approach taken is to ‘piggyépack’ an embedded reverse command in the resp
bage. This is indicated by théflag in the header of the response message (see 5.2.9)

message ID and the message data will be added to the message as shown as Table

Table 8 — Reverse commands

hich
the

e moment of time, e.g. by takingthe SPT’s device ID into the random number. calculation.

ting

RCT
hSe.
eto

f the
y on
into

bNse

Byte index Bytes Description What
0 HL Header, ‘Reverse command’-flag setto 1 Header
HL 1 Message ID Response message
HL 4 1 2 Message length of the response data
HL + 3 n Response message data
HL+3+n 1 Message ID Embedded reverse command
HL+4 +n 2 Message length of the reverse command message
HL+6+n m Command message data
H.+6+n+m Padding Tail

Hash

The message length of the response data shall be used to determine the start position of the
embedded reverse command message.
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It is still possible foran RCT to send commands asynchronously (without waiting for a poll),
however, depending on the network environment this command may not reach the SPT.

5.9 Initial values

The values given in Table 9 are used by the protocol until the variables are explicitly set by
the corresponding configuration messages.

Table 9 —Initial values

What Value De s cription
Conhection handle 0/ Number Not set yet (DTLS) or shared secret
Hash 0 SHA-256
Encfyption ID 2 AES-256
Heaftbeat interval time | O No polling
TX gequence counter random Starts with random number
RX gequence counter | 0 No packet received yet

6 Messagetypes

6.1 General

This|clause defines the messages as used in this pretocol. Note that the examples show pnly
the message data; header, message ID and message length are not shown in the mesgage
overyiews.

6.2 | Path supervision
6.2.1 General

This|clause describes the formatjof the poll message and its reply. A configuration messgge is
used to negotiate the poll rate«during commissioning. This configuration message is descfibed

in 6.#4.12. The poll message.itself does not include the heartbeat interval time.
Pathlsupervision worksyon heartbeat traffic from the SPT to the RCT.

Any pther message can implicitly function as poll message, e.g. the polling device can r¢set
its ‘poll intervall timer upon sending any message, and the poll monitoring device can res¢t its
‘timgout’ timer'upon reception of any valid message from the other end.

6.2.2 Poll message

The poll message has the format shown in Table 10.

SPT & > RCT
Table 10 - Poll message SPT €« > RCT
Byte index Bytes Description
0 HL Header, message ID and message length
HL Padding
Hash
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This message is sent by the polling device in case no messages have been sent for the
heartbeat interval time as negotiated by the path supervision request/response messages
(6.4.12/6.4.13) during connection setup.

6.2.3 Poll response

The poll response message has the format shown in Table 11.
RCT € > SPT
Table41+—PRoHresponse RCT<=>-SPT
Byte index Bytes Description
0 HL Header, message ID and message length
HL 1 Result code 2
Padding
Hash

Result code can be:
ESP_ACKNOWLEDGE
ESP_POLL_REESTABLISH_CONNECTION

6.3

Eventreporting

6.3.1 Event message format

6.3.1.1 General

The

information the protocol provides the option to transmit additionalinformation. To maintai

link

between event and additional data, this data is all transmitted within one message.

To aghieve this, the event message is divided into fields, each accompanied by their

leng

Rati

- f

—

The

hindicator.

<Lnale:
ilelds like ‘link’ aré variable length, hence the ‘length’-bytes;

D maintainsa~uniform format no distinction has been made between variable and
¢ngth fietds.

hlarfn event message has the format shown in Table 12.

alarm) event message shall always contain the actual event data. Next to this mandatory

N the

own

ixed

SPT > RCT
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Table 12 - Event message format-SPT > RCT

Byte index Bytes Description
0 HL Header, message ID and message length
HL 1 Field identifier
HL +1 2 Field length (L1)
HL + 3 L1 Field data
HL +3 + L1 1 2nd field identifier (optional)
HL+4 + L1 2 2nd field length (L2) (optional)
HL 4 6 + L1 L2 2nd field data (optional) ... etc...
HL 46 +L1+L2 Padding

Hash

The field length (L1, L2, ...) is the length of the field data (excluding field-identifier and field
leng{h bytes).

The fields shown in Table 13 are defined.

Table 13 - Event message format—Fields

Figld number Ds\(zj\ﬂ)tion
0ox0p Event field
0x0 Time event field
0x0p Time message field
0x8p Link field: IP address
0x8 Link field: IP port
0x8p Link field: URL
0x8B Link field: Filenare

Field numbers above $9x80 provide a link to out-of-band additional information, like for
example:
— plictures accompanying the event (IP address and port number, filename);

udio or yideo streams

QD

that are tfransmitted via a secondary channel. Note that the time fields can also be used to
matdh.events with the accompanying data.

These fields are explained in the next subclauses.

6.3.1.2 Eventfield

This field is mandatory for SPT and RCT (see Table 14):
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Table 14 —Eventfield

Re

Byte Index

lative Bytes Description

0

Protocolidentifier: (See Annex B for definition and

message layout)

Event data, for example:

<SIA Account Block><SIA Event Block><SIA ASCII Block>

6.3.1.3 Time event field

This

field is optional for SPT and mandatory for RCT (see Table 15):

Table 15-Time eventfield

Rellative AT
Byté Index Bytes Description
0 8 Time format accordingto RFC 958 (NTP) / RFC 4330,(SNTP V4)
This [field holds the timestamp on which the event occurred;

Time
allow
sinc
gues|
next
sped

This
as N
time
are t

6.3.1

This

format is a 64 bit integer as described in RFC 958 (NTP) / RFC 4330 (SNTP
ing easy local synchronization. Note that NTP ©asically uses a 32 bit counter of secg

sing the correct date (either 1900, 2036, 2172, ..) suffices to re-sync for
136 years. This should be easily handleddy the devices, but shall be taken care
ial test-case during compliance test.

approach is independent from daylight-saving zones and independent from time-zo
TP returns time based on UTG {80 cross-country evaluations will be easier. Such |
adoptions against UTC (e.gkldisplaying time / enteringtimeinhuman readable forn
hus left to the end-devices.

.4 Time message field

field is optional for SPT and mandatory for RCT (see Table 16):

Table 16 - Time message field

V4),
nds

b 1.January.1900, so a wrap-around will occurin 2036. Due to a 136 years “precisiofn” in

the
by a

hes,
bcal
hat)

Rellative AT
Byté ladex Bytes Description
0 o rme 1ormat acCordamng to RFL 900 (NTF) 7T RFU 455U (SNTF V4)
This field holds the timestamp on which the event message is transmitted by the SPT.

This value is to be used for life-time checking of the datagrams, i.e. harden the protocol
against attackersin the sense that a datagram is accepted as being valid only if it arrived at

thec

ommunication partner’s end within areasonable time (e.g. 51 h).

In addition, the difference Time event — Time message values give rises to check whetherthe
alarm system fulfils the over-all maximum round-trip-delay times.
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6.3.1.5 Link field —IP address

This field is optional for SPTand RCT (see Table 17):

Table 17 - Link field - IP address

B‘;te;altni‘é?ax Bytes Description
IP address:

0 L L=4 - IPv4 address
t=32—>tPv6address

This [field defines the IP address to which the additional info will be sent to.

6.3.1.6 Link field —IP port number

This|field is optional for SPTand RCT (see Table 18):

Table 18 —Link field —IP port number

Reflative

Byté Index Bytes De s cription

0 2 Port number

This [field defines the port number to which the additional info will be sent to.

6.3.1.7 Link field - URL

This|field is optional for SPT and RCT \(see Table 19):

Table 19 - Link field - URL

Reflative
Byte Index

0 L URL

Bytes Description

This [field defines the URL to which the additional info will be sent to.

6.3.1.8 Link field — Filename
This fletd s optionat for SPTand RCT (See Tabte 207

Table 20 -Link field — Filename

Relative

Byte Index Bytes Description

0 L Filename

The filename can be used for example to identify files uploaded to a TFTP server.

6.3.2 Eventresponse format

The event response message has the following format:
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RCT

- SPT. See Table 21.

Table 21 - Eventresponse message format

Byte index Bytes Description
0 HL Header, message ID and message length
HL 1 Result code ®
HL + 1 Padding
Hash

esult code can be:

ESP_ACKNOWLEDGE
ESP_NEGATIVE_ACKNOWLEDGE
ESP_EVENT_RCT_COULD_NOT_PROCESS_MESSAGE
ESP_EVENT_PROTOCOL_ID_NOT_SUPPORTED
ESP_EVENT_ACKNOWLEDGE_UNKNOWN_FIELD.

In c3
RCT
RES
rese

6.4
6.4.1
This
furth

The
band
conn

Mos

|
(@]

se the SPT includes optional fields in the event message that are not supported by

the event will still be acknowledged, but with
P ACKNOWLEDGE_UNKNOWN_FIELD. This is a valid acknowledge, there is no neé¢
nd the event.

Configuration messages
General

clause describes the contents of the configuration messages. Forthe message flow
er explanation see Clause 7.

configuration messages are useddor both commissioning methods (DTLS and ‘ou
"), as the messaging protocol heeds the same parameters independently of how
ection was established.

configurable parametérsare unique in the SPT for each RCT it reports to, e.g.

onnection handle;

|
(7]

- :Ievice ID;
- ncryption selection;

ession key:;

— hlash;
- p|:thsupervision.

the

dto

and

t-of-
the

In case the SPT reports to 2 RCTs, there will be 2 instances of each parameter, one for each
connected RCT.

In case in the SPT the parameters of the RCT to which it shall connect are changed (e.g.
change to another RCT), the SPT shall request new ones.

Other parameters (e.g. time) are one value only that is used by the SPT for all RCTs it reports

to.

6.4.2 Connection handle request

The connection handle request message has the following format:

SPT

- RCT. See Table 22.
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Table 22 - Connection handle request message format

Byte index Bytes Description
0 HL Header, message ID and message length
HL Padding

Hash

This message is issued by the SPT to request a connection handle, which is a random
number. The connection handle is created by the RCT instead of the SPT, as it has to be

uniqbie at the RCT, and the random generator of the RCT is usually of much better gufality

than|the one of the SPTs. Both SPTand RCT use the same connection handle.

In case the connection is broken, a next session will have a newly generated’ (diffefent)
connection handle.
6.4.3 Connection handle response
The ponnection handle response message has the following formatt
RCT|> SPT. See Table 23.
Table 23 - Connection handle response’'message format
Byt¢ index | Bytes Qxcription
N

0 HL Header, message ID and message“length

HL 1 Result code

HL 4 1 2 Connection handle

HL 42 Padding

Hash

This|message itself and previous messages have a connection handle with the value 0.|The

next[message will be thefirst one with a valid connection handle field.

6.4.4 Device ID'request

The fevice ID¢equest message has the following format:

SPT|> RCF. See Table 24.

Iable Z4 —Device ID requestmessage ftormat

Byte index | Bytes De s cription
0 HL Header, message ID and message length
HL 1 Flags
HL + 1 16 Device ID
HL +17 Padding
Hash

This messageis issued by the SPT to request a Device ID.
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The following applies to allow for 2nd channel commissioning:

— when the direction and device ID flags are set, the SPTrequests the RCT device ID, and
stores this RCT device ID as received in the reply message in NVM;

— when the direction and device ID flags are cleared, the SPT pushes its own device ID to
the RCT. See Table 25.

Table 25 - Device IDrequest flags

Bit De s cription

Direction

0 0: Device ID push

1: Device ID request

Device ID
1 0: SPT Device ID
1: RCT Device ID

2.7 Unused

6.4.9 Device ID response

The fevice ID response message has the following format;
RCT|> SPT. See Table 26.

Table 26 — Device ID response message format

Byte¢ index | Bytes \\,\\ De s cription
0 HL Header, message ID and message length
HL 1 Result code
HL 4 1 1 Flags
HL 4 2 16 Device, ID
HL 4 18 Padding
Hash

The hext message will be the first one with a valid device ID field in the message header.

6.4.6 Encryption selection request

The ErerypHonselectonrequestmessagehasthefoHowingformat—m—————

SPT > RCT. See Table 27.

Table 27 — Encryption selection request message format

Byte index | Bytes De s cription
0 HL Header, message ID and message length
HL 1 Flags
HL + 1 1 Encryption 1
HL + 2 1 Encryption 2 (optional) ... efc ...
Padding
Hash
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This message is issued during commissioning by the SPT to indicate the encryption methods

it supports —see Table 28. See 5.5 for possible encryption methods.

Table 28 - ‘Master encryption selection request’ flag

Bit De s cription

Encryption selection

0 0: Session encryption selection request
1: Master encryption selection request
1..7 Unused
6.4.7 Encryption selection response

The gncryption selection response message has the following format:

RCT

- SPT. See Table 29.

Table 29 — Encryption selection response message format

Byte¢ index | Bytes Descripti«/v
0 HL Header, message ID and message length
HL 1 Flags
HL 4 1 1 Result code
HL 4 2 1 Encryption method to be used
HL 43 Padding
Hash

The flags field holds the value 0.
6.4.8 Encryption key exchange request
The gncryption key exchange request message has the following format:
SPT[¢ = RCT. See Tables 30 and 31.
Table 30 — Encryption key exchange request message format
Byt ;\i@y Bytes Des cription
0 ::L ::cadcl, IIICDOGSC:D Glld IIICDOGHC :Glluth
HL 1 Flags
HL + 1 L Encryption key (typically 128 or 256 bits -> 16 or 32 bytes)
HL+1+L Padding
Hash
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Table 31 - ‘Master key request’ flag

Bit De s cription
Direction
0 0: Key push (RCT)
1: Key request (SPT)
Key request
1 0: Session key
1: Master key
2.7 Unused
This|message is issued to request an encryption key update. Both SPTand RCT-Canreqiest
an encryption key update. When 'direction’ flag is set (request) the encryption’key field is 0.
The |key request’ flag is used only during the commission phase to exchange)the new magter
key.
New|keys are created by the RCT instead of the SPT, as they _shall be generated using a
cryptographically strong random number generator, and the random number generator oflthe
RCTlis usually of much better quality than the one of the SPTs,
The RCT can push a new session key tothe SPT by clearing the ‘direction’ flag. The new|key

isin
Encn

6.4.9

The

SPT

the ‘encryption key’ field. The SPT will then acknewledge by replying back this key in
yption key exchange response message.

Encryption key exchange response

Encryption key exchange response message has the following format:
& > RCT. See Table 32.

Table 32 - Encryption key exchange response message format

the

Byte¢ index | Bytes De s cription
0 HL Header, message ID and message length
HL 1 Result code
HL 4 1 1 Flags
HL 42 L Encryption key (typically 128 or 256 bits -> 16 or 32 bytes)
HL4 2+ k Padding
Hash

The new key will become effective immediately, e.g. the next message is encrypted using the
new key (in case ‘encryption selection’ > 0). To overcome transmission errors the RCT shall
keep the previous key until a next message has successfully been received, as backup.

6.4.1

0 Hash selection request

The hash selection request message has the following format:

SPT

- RCT. See Table 33.
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Table 33 — Hash selection request message format

Byte index | Bytes De s cription
0 HL Header, message ID and message length
HL 1 Hash 1
HL + 1 1 Hash 2 (optional) ... etc....
Padding
Hash

This|message is issued during commissioning by the SPTto indicate the hash funcitio

supports. See 5.4 for possible hash functions.

6.4.11 Hash selectionresponse

The hash selection response message has the following format:

RCT|> SPT. See Table 34.

Table 34 - Hash selection response message format

s it

Byt¢ index | Bytes Des}cri@‘on
0 HL Header, message ID and message length
HL 1 Result code
HL 4 1 1 Hash to be used
HL 4 2 Padding
Hash

This|is the first message that uses‘the newly set hash. By default SHA-256 (value 0) is U

as hash function.

6.4.12 Path supervision.request

The path supervision'request message has the following format:

SPT|> RCT. See Table 35.

Table 35-Path supervision request message format

sed

Byt E_ML_B.VJ.&S Description
0 HL Header, message ID and message length
HL 4 Heartbeat interval time (seconds)
HL + 4 1 Push (0) or pull (1)
HL+5 Padding
Hash

The heartbeat interval time specifies the time untilthe SPT will send the next heartbeat.

The push-pull option determines the polling device:

— 0: Push: the SPT sends the poll to the RCT;

— 1: Pull: theRCT sends the poll tothe SPT, which allows for load balancing.
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6.4.13 Path supervisionresponse

The path supervision response message has the following format:

RCT - SPT. See Table 36.

Table 36 — Path supervision response message format

Byte index | Bytes De s cription
0 HL Header, message ID and message length
HL 1 Result code ©
HL 4 1 4 Heartbeat interval time (s)
HL 45 1 Push (0) or pull (1)
HL 4 6 Padding
Hash

ESP_ACKNOWLEDGE

@ Eesult code can be:
ESP_POLL_TOO_SLOW

6.4.14 Settime command

The et time command message has the following form@at:

RCT|> SPT. See Table 37.

Table 37 - Settime command message format

Byt¢ index | Bytes N )@ De s cription
0 HL Header, message Hiand message length
HL 8 Time format aceording to RFC 958 (NTP) / RFC 4330 (SNTP V4)
HL 4 8 Padding
Hash

This|command is optional. In case events are transmitted with timestamps this command

be sent by the RCT to synchronize.

6.4.15 Setitime response

The pef\time response message has the following format:

SPT > RCT. See Table 38.

Table 38 —Settime response message format

can

Byte index | Bytes De s cription
0 HL Header, message ID and message length
HL 1 Result code
HL + 1 Padding
Hash
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6.4.16 Protocol version request

The protocol version request message has the following format:

SPT > RCT. See Table 39.

Table 39 — Protocol version request message format

Byte index | Bytes De s cription

0 HL Header, message ID and message length

HL 1 First supported protocol version

HL 4 1 1 Second supported protocol version (optional) ... efc ...
Padding
Hash

This|message is issued during commissioning and connectionsetup bysthe SPT to indi¢ate
the grotocol version it supports.

6.4.17 Protocol version response

The protocol version response message has the followingformat:

RCT|> SPT. See Table 40.

Table 40 — Protocol version‘tesponse message format

Byte¢ index | Bytes \\‘&\ Description
0 HL Header, message ID@nd message length
HL 1 Result code
HL 41 1 Protocol version to be used
HL 4 2 Padding
Hash

6.4.18 Transparent message

The fransparent message has the format shown in Table 41.

Table 41 - Transparent message format

Byte index | Bytes De s cription
0 HL Header, message ID and message length
HL L Transparent data
HL +L Padding
Hash

This message allows for (vendor specific) data to be transmitted between SPT and RCT. It
can for example be used for configuration data or firmware uploads.

6.4.19 Transparentresponse

The transparent response has the format shown in Table 42.
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Table 42 — Transparent response format

Byte index | Bytes De s cription
0 HL Header, message ID and message length
HL 1 Result code
HL + 1 L Transparent data
HL+1+L Padding
Hash

6.4.20 DTLS completed request

The PTLS completed request message has the following format:

SPT|> RCT. See Table 43.

Table 43 -DTLS completed request message format

Byt¢ index | Bytes De s cription
0 HL Header, message ID and message length
HL Padding

Hash

This|message is sent by the SPT to request thekend of the DTLS session.

This|message does not contain additional.info.

6.4.31 DTLS completed response

The PTLS completed response message has the following format:

RCT|> SPT. See Table 44.

Table 44 - DTLS completed response message format

Byt¢ index | Bytes Description
0 HL Header, message ID and message length
HL 1 Result code
HL 4 1 Padding
Hash

This message is send by the RCT as response to the DTLS completed request message.

This is sent by the RCT to end the parameter negotiation. Afterthisis sent by the RCT and
received by the SPT, the DTLS sessionis closed, all resources used by the session are freed
and further communication between the RCT and SPT is done using the negotiated

parameters.

6.4.22 RCT IP parameterrequest

The RCT parameter request message has the following format:

SPT > RCT. See Table 45.
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Table 45 - RCT IP parameter request message format

Byte index | Bytes De s cription
0 HL Header, message ID and message length
HL Padding

Hash

If the SPT is to communicate either using a different port number for commissioning and
'normal’ session traffic, orif separate commissioning and session RCTs are used, or if the

SPTlis to communicate with more than one RCT, then the RCT can send the IP address|es)
and port(s) to be used for the session. Itis the responsibility of the commissioning"RQT to
securely pass the session parameters to any other RCTs to which the SPT may’haye to
communicate. The mechanism by the RCTs share the session parameters is vendor'spegific
and ¢utside the scope of this protocol document.
Implémentation of this message is optional for the SPT.
6.4.33 RCT IP parameterresponse
The RCT IP parameter response message has the following format:
RCT|> SPT. See Table 46.
Table 46 — RCT IP parameter response message format
Byte index Bytes De s cription

0 HL Header, méssage ID and message length

HL 41 1 Result code

HL 4 2 1 Field\identifier — RCT 1 IP address — see 6.3.1.5

HL 4 3 2 Field length (L1)

HL 45 L1 Field data

HL45+L1 1 Field identifier — RCT 1 port number — see 6.3.1.6

HL 4 6 + L1 2 Field length (L1)

HL 4 8 + L1 L2 Field data

HL48+L1+L2 1 2nd field identifier (optional) — RCT 2 IP address— see 6.3.1.5

HL 49 + L1 +(L2 2 2nd field Length (L2) (optional)

HL 4 11 411 L3 2nd field Data (optional) ... etc...

HL 4 8% k1 +L2+L3 Padding

Hash

7 Commissioning and connection setup

7.1

7.11

Commissioning

General

The objective of the commissioning procedure is to enable the supervised premises
transceiver and the receiving centre transceiver to mutually authenticate each other.
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Further, the commissioning procedure is used to negotiate the parameters:

connection handle;

device IDs of SPT and RCT;
master encryption key;
master encryption selection;

(optional) RCT IP address(es) and port(s) with which the SPT should communicate (this
allows for a separate 'commissioning server' to handle the 'initial contact' for multiple
receivers. In this situation the commissioning server will have to securely transfer the
s i i ; i i TS ' the
sicope of this protocol).

A successful commissioning procedure establishes a communication session with a

con

com

upo

.4 Procedures

ection handle as unique identifier. The communication session lastsOuntil 4 re-
issioning takes place. Especially, the change of session keys does not have an impact
n the communication session, i.e. it does not lead to any change in the'econnection hapdle.

re are two options for obtaining the ‘master set’. Either:

gEnerated using a ‘shared secret’ passed out-of-band, or
ing X.509 certificatesand DTLS in both RCT and SP.JD (optionally) (see 7.1.5)

Irrespective of the mechanism used to obtain it, thesmaster key is then used to encrypt, using
AESP56, the exchange of the other parameters. Itisalso used (by the 'running’ protoco]) to

estaplish the session key(s).

The

7.1.

The
the

master key is a 256 bit key.

3 Commissioning message sequence

master set’is exchanged usingthe message flow as described below. The message$ are
slame, irrespective of the commissioning procedure in use. The difference is in the method

in which the messages are secured, either using the ‘shared secret’ (‘one-time-pad’ keyl|and

devige ID) as provided by the RCT, or using X.509/DTLS.

The

message flow during the commissioning of a new SPT is as shown in Table 47.

Table 47 — Message flow during the commissioning of a new SPT

SPT Direction RCT Re m arks
VERSION_REQ >
< VERSION_RESP
CONN_HANDLE_REQ >
e

DE

DE

EN

New connection handle generated by

CONN_HANDLE_RESP RCT, and stored to NVM

VICE_ID_REQ > SPT device ID
< DEVICE_ID_RESP

VICE_ID_REQ > RCT device ID
< DEVICE_ID_RESP

CRYPT_SELECT_REQ >
< ENCRY PT_SELECT_RESP
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SPT Direction RCT Re m arks
ENCRY PT_KEY_REQ >
< ENCRY PT_KEY _RESP

Key update complete, proceed u
new encryption key and method

sing

DTLS_COMPLETE_REQ > Only when using X.509/DTLS
< DTLS_COMPLETE_RESP
The 'esultlng master parameters are stored in NVM on both SP | and RCT.

Note

confliguration message is processed. Therefore it is essential thatthe IP address.of the

does
exch

A de

The

7.1.4

7.1.4.

Supg
RCT

For t

handle and the encryption key.

Shar

—

—

For
this

The
been

Next

that initially some fields in the header will be uninitialized until theymatg

not change during this commissioning phase (it should remain constantthroughout
ange even if the secured premises have the most restrictive stateful firewall).

tailed overview can be found in D.1.

hext stepis torequest the session parameters as specified.in 7.2.
Commissioning using shared secret

1 General

5 and SPTs.

his procedure, the RCT will generate a<shared secret which consists of the connec

ed secret consists of:

ne 4 byte connection handle;
he 32 byte (AES-256).encryption key.

can be changedto’AES-128 for normal communication.

barametefs-will be used only for the exchange of the master key. Once the master
successfully sent from the RCT to SPT, the session will be deleted and never re-use

hing
SPT
the

ort for the shared secret procedure for generating the master key is mandatory in bhoth

tion

he commissioning.stage AES-256 is mandatory. Onrequest of the SPT (performance)

has
d.

set’.

7.1.4.2 Transferring the shared secret via out-of-band channel

, {hese parameters are renewed, and stored into non-volatile memory as the new ‘m:ster

The security of the out-of-band channel is one of the factors that determine the security of the
pairing process between SPT and RCT. As the out-of-band channel is very likely to rely on
human operator at one or both sides it should also be simple to implement and tolerant of
human error. The following requirements are applicable:

— the shared secret shall be generated by the management system ofthe ATS, which may
or may not be operated by an ARC. The processing power of the management system
typically exceeds that of the SPT by orders of magnitude and therefore can generate
shared secret of better cryptographic quality (randomness) than a small embedded
system. In addition the ATS service provider or ARC has a guarantee that the shared

S

ecret generation process is compliant with these requirements;
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7.1.5 Commissioning using X.509 certificatesand DTLS

Support for the X.509 mechanism and-DTLS is optional for SPTs and mandatory for RCTs]|.

physical and logical means of shared secret transfer to the SPT shall make it difficult for a
third party to intercept it without being detected. The word difficult means expensive in
terms of time or resources in comparison to the gain the attacker may obtain by knowing
the shared secret. The following methods may be considered appropriate depending on

the security level of protected premises:

e ARC operatordictates the shared secret to the field technician over the phone;

e theshared secretis transmitted using SMS;

e theshared secretis sentinanencrypted and signed e-mail;

e theshared secretis printed at the management centre / ARC and the field technician

TR [ ol 4 ‘ ! : I L
PTTTTYS TU LU e protetieud preifrses THITTTSCIT,

o| theshared secretis programmedinto SPT at the management centre/ ARC and~“fhen
transported to the protected premises;

o| theshared secretis obtained by the field technicianfrom a secured webJsite of the
ATS service provider;

o[ any other method meeting the difficulty criterion;

It is the responsibility of the ATS service provider / ARC tojudge-the security of the
method it uses to transfer the shared secret vs. the secutity level of the protected

premises.

the shared secret shall not be sent over a channel which’ is used for communication
bletween the SPT and RCT for alarm reporting and monitoring;

ne shared secret shall be generated using cryptographically strong random number
lenerator (see RFC 4086);

t
9
tp cope with potential typos and other human typical transmission errors, the|text
representation of the shared secret is extended by a 16 bit checksum, calculated as CRC
as described in C.2, directly appended to the shared secret string.

The puthentication, cipher selection and key exchange are performed using the DTLS projocol
with the SPT as client and R€CT as server. DTLS is a variation of TLS, which defines the Qase
mes$ages and formats. The’connection handle and optional parameters are set using the

cypher and session key.negotiated.

The tiphersuite TLS/DHE_DSS_WITH_AES_256_CBC_SHAshall be used and the mapter

key ils the 256 bit;AES symmetric key created by the DTLS handshake.

RCT|requirements:

ch RCT shall hold the certificates for every CA which has signed a certificate for|lany
SP 1 which can potentially connectto the RCT;

RCT shall provide mechanism to add new CA certificates to the system to allow SPT from
a new manufacturerto be connected to the system, as well as a mechanismtodelete CA
certificates from the system. The details of the insertion/removal of the certificate is

outside the scope of this document;

while the DTLS implementation in the RCT may support other cipher suites, only
TLS_DHE_DSS_WITH_AES_256_CBC_SHA shall be used for generating the master key.
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SPT requirements:

On cljompletion of the parameter negotiation, the DTLS sessionis terminated, contexts ¢
freed and all further communication takes place using the negotiated parameters.

7.2
In cqse of a reconnect, the ‘master set’ as negotiated during commissioning will be initiall

used for encryption and authenticationthe messages between SPT and RCT. The first st
are tp request new session parameters that are then used for further communication.

Typi¢ally connections are permanent 24/7, in case a connection breaks the SPTwill atte
toretestablish the connection.

During the connection setup stage, the following parameters are set in the order per beloy

The
Table 48.

the SPT shall hold the certificates of the CAs which have signed the certificates for the
RCTs to which the SPT may potentially connect. It is not mandatory for the SPT to

validate the authenticity of the RCT but it is recommended that it do so;
the common name of SPTs X.509 certificate shall be in the format “supplier ident

ifier:

supplier specificidentifier”. Registered Internet domain name of the supplieris used as the

supplier ID. This shall uniquely identify the SPT;

the SPTs X.509 certificate shall be signed by a CA which is known to all the RCTs to

which it could potentially connect;

the SPT shall only present the cipher suite TLS_DHE_DSS_WITH_AES_256_CBC _(SH
ble used in the DTLS handshake.

Connection setup

protocol version level mutually agreed by SPT and RCT,;
gncryption selection;

slession key;

hjash;

plath supervision.

message flow during connection setup (to request the session parameters)is as sho

Table 48 — Message flow during connection setup

HA to

tc.,

y be
eps

mpt

-~

VN in

SPT Direction RCT Re m arks

VERSIGN_REQ > SPT protocol version

ENCRYPT_SELECT_REQ
ENCRYPT_KEY_REQ

HASH_SELECT_REQ

The hash to start with is the
Internet checksum

< RCT protocol version

The highest protocol version

VERSION RESP supported by both SPT and RCT
B shall be used from now on. Only
features supported by agreed
protocol version shall be used.

ENCRY PT_SELECT_RESP
Session key

ENCRY PT_KEY _RESP

ORI NN i N2

HASH_SELECT_RESP
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SPT Direction RCT Re m arks
PATH_SUPERVISION_REQ >
< PATH_SUPERVISION_RESP

Connection setup is now
complete, IP address is allowed
to change after this point.

It may/will take some time before
the next (poll) message is
transmitted.

POLL_MSG BN First poll send after the pol|

interval.

< POLL_RESP

For further details refer to the example in D.2.
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Annex A
(normative)

Resultcodes
The result codes are listed in the following table — see Table A.1.

Table A.1 - Resultcodes

Bytes Re s ponse to Value
RES|P_ACKNOWLEDGE All 0x00
RES|P_NEGATIVE_ACKNOWLEDGE All 0x0.1
RES|P_EVENT_RCT_COULD_NOT_PROCESS_MESSAGE | Event messages 0x10
RES|P_EVENT_PROTOCOL_ID_NOT_SUPPORTED Event messages 0x11
RESIP_EVENT_ACKNOWLEDGE_UNKNOWN_FIELD Event messages 0x12
RES|P_POLL_TOO_SLOW Path supervision request 0x20
RES|P_POLL_REESTABLISH_CONNECTION Poll messages 0x21
RES|P_CMD_NOT_SUPPORTED Commands 0x30
RES|P_DEVICE_ID_UNKNOWN Device ID\rr€quest 0x31
RES|P_UNKNOWN All OxFF
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Annex B
(normative)

Protocolidentifiers

The following Table B.1 summarizes the possible protocol identifiers for application layer
protocol carried by the protocol defined in this document.

Each compatible implementation of this protocol shall support at least two types of
messaging:

t
- S

ansparent messages for serially connected AE and / or AS;

ia DC-03 message structures for AS signals connected by pin inputs and for fessa3
generated internally by SPTand/ or RCT.

Table B.1 - Protocol identifiers

ges

Protocol ID Protocol
01 Sia DC-03 messages as described in SIA DC-03-1990.01(R2003+10), Chapter 5 and Annej A
02 Ademco Contact ID
03 Scancom FF
04 VdS 2465
05 CEl ABI795/6
06 SurGard
07 F1COM
08 SOS Access v4
254 Manufacturer s pecific
255 Transparent, transmitting serially received contentin the data field
A mpnufacturer wishing to—send messages that do not fit any of the listed application

protg
allod

cols shalluse protocol identifier 254. Any currently unallocated protocol identifier m3
ated in a later reyision of this document.

y be
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Annex C
(normative)

Shared secret

Formatting of the shared secret

When encoding and formatting the shared secret into a string format, readable for human
beings, it shall be represented in ASCIl hexadecimal format, in Network byte order. E.g. the

chargctersasusedare {'0',..,'9'} + {'A',..,'F'}.

Formatting of the key value to improve the readability for humans shall use ne of the
explicitly named separator symbols {*-‘} or {space}.

NOTH 1 During formatting, the separator symbols can be freely used to improve readability((e".g. grouping in| four
chardcter blocks, each block separated by hyphens from each other); during decoding, the'agCurrence of sepprator
symbpls inside of the key string is ignored completely.

NOTH 2 Low ercase letters are treated identical to upper case letters, i.e. Lower/upper case transmigsion
problgms (like spelling the key string by voice over a telephone line) will lead to/a valid decoding of the key.

NOTH 3 Each part of the shared secret has a checksum appended.

Example of encryption key (256-bit with CRC) as part of the'shared secret:
363H-2B16-8DBB-5A95-7D5F-2BF4-25A4-5D7C-363E-2B16-8DBB-5A95-7D5F-2BF4-25A4-
5D7C¢-0689

Example of connection handle (with CRC) as-part of the shared secret:

7D3(0-FA26-8238

C.2| Checksumfor sharedsecretformatting

CRC}16-CCITT checksums'are used to detect possible errors in shared secrets before fhey
are Used. This clause provides examples of the checksum procedure.

The CRC-16-CCITT\calculation is defined by the following parameters:

— Holynomial: 0x1021

mitial erc.value:  Oxffff

Cc3

. le of I i 't i

Example encoding and formatting

Step

1: Create random key

secretkey k= 0x36 3e 2b 16 8d bb 5a 95 7d 5f 2b f4 25 a4 5d 7¢

Step

CRC

24 e3 c1 b9 2f4b a0 13 ee 6a d9 b2 3f 91 5 63
(in hex, to see byte order representation)

2: Calculate CRC

16(k) = 0x4A97 (hexadecimal)
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Step 3: Present key in ascii hexadecimal format, (optionally) use separators to improve
readability:

363E-2B16-8DBB-5A95-7D5F-2BF4-25A4-5D7C-24E3-C1B9-2F4B-A013-EE6A-D9B2-3F91-
F563

Step 4: Append encoding of CRC16(k) to k, optionally using separators:

363E-2B16-8DBB-5A95-7D5F-2BF4-25A4-5D7C-24E3-C1B9-2F4B-A013-EE6A-D9B2-3F91-
F563-4A97
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