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INTERNATIONAL ELECTROTECHNICAL COMMISSION

CONCEPTUAL FRAMEWORK OF POWER SYSTEM RESILIENCE

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
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Hition to other activities, IEC publishes International Standards, Technical Specifications, Technigal
cly Available Specifications (PAS) and Guides (hereafter referred to as "IEC Publication(s)
hration is entrusted to technical committees; any IEC National Committee interested in the subjec¢t d
barticipate in this preparatory work. International, governmental and non-governmental organization
he IEC also participate in this preparation. IEC collaborates closely with the Internatiohal Organiz
Hardization (ISO) in accordance with conditions determined by agreement between the two organiz

ormal decisions or agreements of IEC on technical matters express, as nearly as possible, an inte
bnsus of opinion on the relevant subjects since each technical committee..has’ representation
bsted IEC National Committees.

Publications have the form of recommendations for international use and are accepted by IEC
mittees in that sense. While all reasonable efforts are made to ensuyre-that the technical conten
cations is accurate, IEC cannot be held responsible for the way\in” which they are used or
terpretation by any end user.
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parently to the maximum extent possible in their national and régional publications. Any divergence
EC Publication and the corresponding national or regional\publication shall be clearly indicated in t

tself does not provide any attestation of conformity. {hdependent certification bodies provide cd
ssment services and, in some areas, access to IEC\marks of conformity. IEC is not responsiblg
Ces carried out by independent certification bodies

ers should ensure that they have the latest editien of this publication.

bbility shall attach to IEC or its directors, @mployees, servants or agents including individual exp
bers of its technical committees and IEC\National Committees for any personal injury, property d3
damage of any nature whatsoever~whether direct or indirect, or for costs (including legal f4
hses arising out of the publication).Use of, or reliance upon, this IEC Publication or any o
cations.

tion is drawn to the Normativesreferences cited in this publication. Use of the referenced public]
bensable for the correct application of this publication.

Hraws attention to thewpossibility that the implementation of this document may involve the ug
t(s). IEC takes no pOsition concerning the evidence, validity or applicability of any claimed patent
ct thereof. As of the date of publication of this document, IEC had not received notice of (a) patent(
be required to implément this document. However, implementers are cautioned that this may not r
htest informationy which may be obtained from the patent database available at https://patents.ieg
not be held responsible for identifying any or all such patent rights.
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The text of this Technical Report is based on the following documents:

Draft Report on voting

8C/117/DTR 8C/126A/RVDTR

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this Technical Report is English.
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This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/publications.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under webstore.iec.ch in the data related to the
specific document. At this date, the document will be

e reconfirmed,

e withdrawn, or

e rev|sed.
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CONCEPTUAL FRAMEWORK OF POWER SYSTEM RESILIENCE

1 Scope

This document provides a conceptual framework for power system resilience. It covers the
definition, evaluation metrics and methods, improvement strategies and uses cases of power
system resilience. This document is applicable to developing resilient power system and
implementing resilience improvement strategies.

This dgcument is not exhaustive, and it is possible to consider other aspects, such.asd
applicgtion scenarios, evaluation methods, and improvement measures.

2 Nagrmative references

There are no normative references in this document.

3 Te

rms, definitions, and abbreviated terms

For thg purposes of this document, the following terms angd definitions apply.

ISO anpd IEC maintain terminology databases foryuse in standardization at the fo

addres

5eS:

e |E( Electropedia: available at https://www.glectropedia.org/

e |SQ Online browsing platform: available’ at https://www.iso.org/obp

3.1
3.1.1

Terms and definitions

high-impact low-probability event

HILP e
event
impact

Note 1t

3.1.2

vent
hat occur with relatively low probability (or low frequency) but can have sig
5 when it does loccur

entry: Thelterm "high-impact low-frequency" (HILF) events is also used for this concept.

extremeevent

rare ar

d severe event that can have significant impacts in contrast with the more ¢

fferent

lowing

hificant

mmon

conventional disturbances, including HILP events and unforeseen events

3.1.3
power

system resilience

ability of a power system to perceive the operating state and potential threats, coordinate
internal and external resources, identify, prepare for, actively defend and rapidly recover from

disturb

3.1.4

ances caused by extreme events, and learn from events

resilient power system
power system with the characteristics or ability of resilience

3.1.5

resilient power grid
power grid with the characteristic or ability of resilience
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3.1.6

short-term resilience

resilience performance of power systems in the short term, which mainly reflects their ability to
respond to an individual extreme event

3.1.7

long-term resilience

resilience performance of power systems in response to multiple types or numbers of extreme
events on a long-term scale

3.2 Abbreviated terms

The following abbreviated terms are always in capital and without dots.

AC alternating current
AHP analytic hierarchy process

ARER/ Autorita di Regolazione per Energia Reti e Ambiente (in Italy)

DC direct current

DER distributed energy resource

EENS expected energy not supplied

El energy internet

FACTS flexible AC transmission systems

FPSC Florida Public Service Commission

GIS geographic information system

HILF high-impact low-frequency

HILP high-impact low-probability

ICT information and communication’technology
IEA International Energy Agericy

IPS integrated power supply

LNG liquefied natural gas

MPQS$ multi-power quality supply systems

MTTF mean operating time to failure

NEDO New Energy and Industrial Technology Development Organization
NTT Nippon Telegraph & Telephone

PAFC phosphoric acid fuel cell

PV photovoltaics

SMEPC State Grid Shanghai Municipal Electric Power Company
UNDRR United Nations Office for Disaster Risk Reduction
V2G vehicle to grid

4 General

Along with climate change, the impact of extreme events on public utilities has attracted
unprecedented attention. Enhancing the capabilities of infrastructure to cope with extreme
events has become a consensus among countries, as has the power system.
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Nowadays, the power system confronts rising threats from natural disasters, cyber-attacks,
physical attacks or cascading failures. Due to global warming and climate change,
weather-related events are likely to occur more frequently and severely. Extreme natural
catastrophes, such as floods, storms, hurricanes, tornadoes, tsunamis, landslides, avalanches,
extreme temperatures and earthquakes, have increasingly affected the power system.
Furthermore, with the increasing demand for decarbonization, interconnected electric power
systems are undergoing a series of changes, including the integration of more renewable
energy sources, the integration of additional power electronic devices, and closer
interdependence with other infrastructures. And the power system's ability to withstand extreme
events has got greater attention.

Therefore, concepts and applications related to power system resilience have prevailed in
acadeTia and industry. Both power utilities and grid system operators have emphasized more
on resilience during the planning, designing, and operating phases so that the powger'pystem
can adapt to or recover from extreme events effectively and quickly, ensuring continuouq power
supply| and maintaining system core functions. However, even if many global rgsearch
institutjons have already conducted research on power system resilience; many amiiguous
aspects still require further investigation.

Hence this document attempts to provide a comprehensive and accurate interpretation of the
power |system resilience conceptual framework. Clause 5 analyses the driving factors of
resilienice development, including various threats and the needs ,of power systems. Clause 6
providgs an applicable definition of resilience, relevant interpretations, and comparisohs with
related| concepts, such as reliability. Clause 7 presents short-term and long-term congeptual
frameworks for power system resilience and outlines sevéral key features. Clause 8 pfovides
the metrics and methods for the evaluation of power system resilience. Clause 9 presents a list
of common measures to improve the power system.resilience. Clause 10 analyses $everal
typicaljuse cases of building resilient power system.Clause 11 discusses the unresolved|issues
and the standardization needs related to power.system resilience.

5 Drjving factors

5.1 Diversified threats to power system
5.1.1 General

A repoft recently released-by the United Nations Office for Disaster Risk Reduction (UNDRR)
has shown that the number of global disasters is rapidly increasing due to factors such as
climatg change and_human behaviour. According to current development trends, the [annual
numberl of global disasters will increase to 560 in 2030 from 400 in 2015, just 90 to 100 in 1970
to 2000. Due to-global warming and climate change, natural disasters like storms, floodls, and
tornadgpes have-occurred more frequently than before. Moreover, the snowstorm and frost
damagpg caused by the extreme cold are more devastating and uncertain equally. Worge still,
the tretrd of intensifying natural disasters will continue for a long time in the foreseeable|future.

5.1.2 High wind

High wind refers to the wind whose velocity exceeds the conventional protection level, causing
catastrophic damages, including super typhoons (hurricanes), high-intensity winds on a small
scale (squall lines, downbursts, tornadoes, etc.), strong winter storms, severe wind vibrations
and so on.

For the power grid, the high wind could induce flashovers, conductor galloping and lightning
strike-induced tripping of transmission lines. In severe cases, transmission towers even
collapse. Debris drifting in the air from high wind can also cause physical shocks to exposed
power infrastructure.
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In July 2014, Super Typhoon Rammasun landed in Southern China, causing a great deal of
tower collapses and disconnections in transmission lines, extensive damage to power facilities,
and severe destruction to the power grid structure. On August 10, 2019, Typhoon Lekima landed
in Wenling City, China, destroying power facilities in many places. In particular, 72 substations,
3 753 lines, and 5 535 500 households suffered power failure. On October 28, 2013, the Danish
power grid was hit by Hurricane Allan, and several interconnecting lines tripped, leaving the
system in an unstable state.

5.1.3 Extreme heat

Extreme heat refers to exceptionally high temperatures that surpass the maximum threshold for
the protection of the power system and its components. In such scenarios, climate disturbances
contribpite To the occurrence of heatwaves, which are characterized by prolonged perlod'Lof hot

weathdr, reduced rainfall, and elevated average temperatures, typically experienceddulling the
summgr season. These climatic events result in abnormal operating conditions, patticularly for
underground cables and their joints, posing significant challenges to their functionaljty and
performance.

For thg power grid, extreme heat could cause the overload of lines, transformers, ang other
equipment because of increased electricity use. It also could cause sagging power lineq, cable
failureg, shorted underground circuits and transformer overload, resulting in power outalges.

In August 2020, a record heat wave in California causedia surge in power use |for air
conditipning that overtaxed the grid. That caused two caonsecutive nights of rolling blgckouts
due to the imbalance between supply and demand underextreme heat, affecting thous@nds of
residential and business customers. In July 2022, nearly 50 000 New York City residepts lost
power pn Sunday evening as the third day of an intense heat wave gripped the city, and foughly
33 000|customers in Brooklyn had their service cut.in order to repair the damaged equipment.

5.1.4 Extreme cold

Extreme cold refers to extremely low 4emperature, icing, and snow that break throdgh the
minimym protection level of the powersystem, such as glazed frost, mixed frost, rime| snow,
and hoprfrost, etc.

For thg power grid, extreme cotd, especially ice and snow disasters, could lead to the ffeezing
and bldcking of switchgear, \the flashover of transmission equipment covered with ice anq snow,
and th¢ breakage and damage of lines and towers. These disasters usually cause large-scale
power putages due to\their wide coverage, long duration, and difficulty in repairing equipment.

The icq and snow<disasters in 2008 severely damaged power facilities in 13 provinces an( cities
in southern China, cut off 36 740 transmission lines and led to the collapse of 2 018 subdtations
and 56B 236 towers due to the imbalance between supply and demand caused by extrene cold.
In mid{Rebruary 2021, extreme ice, snow, and cold weather hit Texas in the United States,
causin i i i i it eholds
suffered power failure.

51.5 Earthquake

An earthquake refers to the vibrations caused by the rapid release of energy from the earth's
crust, leading to direct damages, including building damage, landslides, mudslides, tsunamis,
and earthquake light burns, as well as secondary damage like fires, floods, poisonous gas leaks,
and plagues.

More than 5 million earthquakes occur on the earth every year, namely, tens of thousands of
earthquakes every day. However, most are so weak that they cannot be felt. About 10 to 20
earthquakes cause serious harm to human beings every year worldwide. Earthquakes cannot
be predicted easily, as they occur infrequently and randomly.
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Strong earthquakes could lead to widespread power grid failures and devastating damage to
grid equipment. For example, on May 12, 2008, when an earthquake of magnitude 7,8 occurred
in Wenchuan County, China, the power system lost about 4 million kilowatts of load, and one
500 kV substation and twelve 220 kV substations were out of service. An earthquake of
magnitude 9,0 occurred in the Northeast Pacific region of Japan on March 11, 2011, followed
by a tsunami, which seriously affected Fukushima Daiichi nuclear power plant. This event
profoundly changed the energy strategy of Japan and even the world.

5.1.6 Hydrological disasters

Hydrological disasters refer to heavy rainfall, floods, storms, and tsunamis that break through
the conventional protection level of the power system. Over the past 20 years, the number of
global floods has more than doubled, from 1T 389 t0 3 254, averaging 163 per year.

Hydrolpgical disasters exert a direct impact on the power infrastructure, causing-damage to
transmjssion lines and power equipment. Moreover, tsunamis will also inflict-direct physical
damagg on coastal or offshore wind power infrastructure and other equipment:

In late|July 2015, a series of heavy rains fell in Quang Ninh Province.in Northeast Vietnam,
triggering the largest flood disaster in this region in 40 years. Due to‘the damage to many coal
mines pnd the increased difficulty of power transportation caused )by the flood, all copl-fired
power plants in Quang Ninh province faced coal shortages, affécting the overall power|supply
across|Vietnam.

5.1.7 Other natural disasters

Other natural disasters also pose threats to the powersystem, such as thunderstorms, wildfires,
geomagnetic changes, and geological disasters., Take thunderstorms as an example.|During
thundefstorms, power lines are commonly struck by lightning, causing a power surge that
overlogds local transformers and causes major’ power issues.

On September 28, 2016, South Australia*suffered a lightning strike once in 50 years, rgsulting
in a large-scale power outage, with a\loss of 1 826 MW of load, affecting 1,7 million pegple.

On March 13, 1989, a geomagfetic storm caused a blackout of the 735 kV power grid in Quebec,
Canadd@. The power outage lasted for 9 h, and 6 million residents were directly affected

In this gontext, powersystems are facing increasing external and internal threats, including the
aforemgentioned natural disasters and other threats. These events, characterized py low
occurrgnce probability or extremely low predictability, can have significant impacts on thg power
system once they occur. We refer to them extreme events, including "high-impag¢t low-
probabijlity" (HILP) events and unforeseen events. These extreme events have become the
focus df research on power system resilience.

5.2 Complex characteristics of power system
5.21 General

In order to cope with climate change and alleviate the dependence on fossil energy, many
countries have successively put forward sustainable development strategies in recent years,
intending to create a new green and low-carbon power system.

A sustainable energy supply system is expected to not only ensure the security of energy supply,
but also promote low-carbon energy development. However, in the process of low-carbon
energy development, especially the development of a zero-carbon power system, energy
security is adversely affected, especially in extreme situations.
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The low-carbon power system is featured by the high proportion of renewable energy, the high
proportion of power electronic devices, diversified terminal loads, and the deep integration of
information and physical systems. The continuous integration of new elements promotes low-
carbon energy transformation and further complicates power systems, posing severe
challenges to the safe operations of power systems. On one hand, the renewable energy
generation and diversified loads increase the operational uncertainty of power system.
Environment changes and uncontrollable human behaviours can cause significant variation in
power injections at renewable energy generation nodes and power consumption nodes. On the
other hand, the vulnerability of the system is affected by power electronic devices and
interconnection grid structures. The cascading failure of devices could increase the operational
risk and lead to large-scale risk propagation across different systems. Therefore, it is important
to clarify the complex characteristics and demands of the power system.

5.2.2 High proportion of renewable energies

The low-carbon power system emphasizes the replacement by clean energy.-on the| power
supply|side. In the current technical environment, it is manifested by the rapid.development of
renewdble sources, such as wind power and photovoltaics (PVs).

The rehewable energy power generation, such as wind and PVs is fandom and flucfuating,
posing|a huge challenge to the power system steady state. That is, a high propoftion of
renewdble energy will lead to significantly increased fluctuations in power generation.|Under
the opgrating condition that the power supply is adjusted with {oad changes, other convgntional
power [sources are expected to follow new energy fluctiations and make corresponding
adjustments. Introducing renewable energy into power balance in the dispatching operation is
cruciallyet strenuous.

A high Jproportion of renewable energy access willtinduce higher risk in the safety and gtability
of power systems. As many conventional powe¥ sources are replaced by renewable [energy
sourceg, the power system's moment of inertia and ability to regulate frequency and yoltage
continye to decrease, as well as the dynamic adjustment capabilities of power generatign.

5.2.3 High proportion of power ‘electronic devices

The coptinuous integration of renewable energy sources has led to the introduction of p large
numbef of power electronics at/the source end, such as the converters for direct-drie wind
turbine| and photovoltaic. ‘On the grid side, DC transmission, FACTS and DC distgibution
networks are developingrapidly. Load-side power electronics are also emerging. Conseduently,
the components of enérgy generation, grid and loads in low-carbon power systems tenfd to be
highly g¢lectronic, presenting numerous challenges for their operation, analysis and confrol.

Power | electrenic devices are featured by low inertia, weak disturbance resistance, and
multi-time scale response. Unlike traditional synchronous units with rotational kinetic ¢nergy,
power ctronic
devices nvideband asdillation.
The diversity of control methods for |ntermed|ate power conversion mterface devices poses
significant challenges in conducting stability analysis and control of power systems.

5.2.4 Diversified load characteristics

The continuous increase in the proportion of power consumption and the development of multi-
energy-supplemented supply systems symbolizes that the power load continues to grow through
diversification. When various loads, which are featured by different power consumption needs,
transient characteristics, multi-time scale response, and spatial-temporal uncertainty, are
connected to the power grid. Power consumption on the load side becomes more
"individualized", which increases the adjustable resources of power systems to a certain extent
but poses new challenges to its safe operations.
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5.2.5 Infrastructure interdependencies

Along with the development of the energy internet (El), energy coupling has become
increasingly intensified, and the electrification of various infrastructures has deepened. The
interdependency between infrastructures greatly increases the overall complexity of the energy
system. The power system, the water supply system, the transportation system, the natural gas
system, the oil system, and the cyber system are tightly interdependent. The complex
relationships among them are characterized by multiple connections, feedback, and
feedforward between infrastructures, as well as complex branch topology. In that case, a holistic
view takes into account the multiple coupled infrastructure systems and their interdependencies.
However, the interdependence between different infrastructure systems raises the risk of
cascading failures and increases the vulnerability of the infrastructure with power systems to
unconveft cisaster—events—resttng—n—irereasirgly——signifieant—econromie—aneh social
5 stemming from power outages. Thus, risk management is required to imprgve the
resilierjce of interdependent systems. Furthermore, asset management could be integrafed into
gration and planning of interdependent systems. For the infrastructures, factors quch as
asset yalue and alignment affect the strategic decisions made by operatons,-and mgnaging
multiple assets within interdependent systems increases the regulatory complexity.

Based |on the above characteristics, in order to ensure the safe operations of the lowdcarbon
power gystem, it is important to acknowledge the significant impact-of extreme events or] power
systems and to develop metrics, methods, and strategies for defining, evaluating, and improving
the power system resilience.

6 D¢finition of power system resilience

6.1 Definition

The copcept of resilience was initially introduced\to measure an ecosystem's ability to wifhstand
and abpgorb disturbances and maintain system stability. Over time, the concept has increpsingly
become integrated into other fields, such.as environmental science, sociology, and industry, to
evaluate the ability of individuals, groups, or systems to withstand and recover from external
disruptjons.

The cgncept of resilience has  also got significant attention from academic and ingustrial
commynities in the field of electricity. Discussions and considerations regarding the planning,
design| and operation of power grids by power companies and system operators have rgceived
widespread attention, enabling the power system to adapt to or recover from extreme|events
effectiyely and promptly, ensuring continuous power supply for critical loads, and restorning the
system to normal asisoon as possible.

Goverriments;~businesses, and research institutions in different countries have puplished
variouqd resedrch reports providing their understandings and definitions of resilience.

In the United States, "Presidential Policy Directive 21: Critical Infrastructure Security and
Resilience" (PPD21) in 2013 focused on the security and resilience of critical infrastructure,
and provided a definition of resilience. The primary aim of PPD21 is to coordinate and integrate
government efforts in protecting and enhancing the resilience of these vital assets. Although
the directive does not explicitly address power systems, it encompasses critical infrastructure
sectors, including energy, making it applicable to discussions on power system resilience.
However, this definition does not mention the learning and continuous improvement of system
capabilities.

The Canadian government released the "Federal Policy for Emergency Management" in 2009,
and updated and revised it in 2017. Although the policy does not specifically address power or
energy system resilience, it does mention the definition of "resilience". The objective of this
policy framework is to enhance overall Canadian resilience in response to various emergencies.
And the definition does not mention the aspects of prior prevention and preparation, nor does
it address post-event recovery.
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The UK Energy Research Centre released a research report "Building a Resilient UK Energy
System" in 2011, in which the definition of "energy system resilience" was introduced. This
definition primarily adopts a user-oriented perspective, offering a functional description of the
resilience concept in energy systems. However, it places greater emphasis on defensive
capabilities and lacks a detailed characterization of the requirements and features of energy
systems themselves during the prevention and recovery phases.

The International Energy Agency (IEA) released a report "Making the energy sector more
resilient to climate change" in 2020. The report highlights the significant risks climate change
poses to energy infrastructure and supply chains, emphasizing the importance of strengthening
the resilience of energy systems. Additionally, the report presents a definition of the resilience
of the energy sector. In IEA's definition, resilience addresses not only hazardous events but
also hgzardous trends, and it incorporates learning and transformation aspects. Howpgver, it
does npt mention preventive measures prior to such events or trends.

Due to|varying development stages of power systems, types of disruptions, and focus| areas,
the understanding and definition of resilience differ across different countries(and organigations.
However, the fundamental starting point remains consistent. Resilience addresses aspe¢ts that
traditional concepts, such as reliability and safety, cannot cover, thus filling a gap in onelaspect
of power system security.

Based pn the research conducted by a group of SC C4, CIGRE provides a concise and a¢curate
definitipn of resilience, and described the characteristics in€luding anticipation, preparation,
absorption, sustainment, recovery, adaptation and lessaofis Tearnt. The definition alsq offers
severa| key actionable measures that are relatively comprehensive and easy to understpgnd.

The regilience attribute and organizational resilience are defined in ISO/TS 31050:20p3, 3.1
and 3.4:

Regilience attribute: feature or characteristic of an organization's ability to absorb angl adapt
to g changing context.

Organizational resilience: ability of an organization to absorb, recover and adapt in a
changing context.

Those |definitions depict the/importance of organizational resilience for an orgarjization
operatipn in changing environment.

As var|ous countries and’research institutions delve deeper into the study of power pystem
resilience, the definition's connotations continue to expand, and the scenarios it addresses
become clearer. While there are some variations in the definitions provided by different|parties
across|various sceenarios, the general consensus is that resilience refers to the ability of 4 power
system| to prevent, resist, and recover from extreme events, including HILP eve
unforegeen events, which mainly refer to the events mentioned in Clause 5. More specffically,
"low-probability” indicates that the likelihood of extreme events occurring is much lowgr than
that of ; kely to
lead to large-scale impacts on the power system under conventional circumstances; "high-
impact" denotes that power system which is greatly affected by the extreme events will impose
a negative impact on the power supply of large areas and users, provoking huge indirect
economic losses and social disorders.
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Based on the definition given by CIGRE, which has provided a relatively comprehensive
definition, this document integrates the key characteristics and measures of power system
resilience into the definition, taking into account the functional requirements of pre-event,
during-event, post-event, and long-term resilience. Additionally, it considers the coordination of
internal and external resources, as well as the perception of internal and external system
statuses, to form a more detailed explanation of the concept of power system resilience (see
3.1.3):

Power system resilience is the ability of a power system to perceive the operating state and
potential threats, coordinate internal and external resources, identify, prepare for, actively
defend and rapidly recover from disturbances caused by extreme events, and learn from events.

Resilience outlines new requirements for the power system. That is, it is important n6t|only to
enhande the defensive capability of the power system, but also to improve the effectivepess of
using various resources to adapt to changing conditions, under unavoidablefaccidgnts, to
mainta|n operational functionality and restore system performance efficiently.

6.2 ]rnterpretation

The definition of power system resilience is further clarified from fiveaspects.

a) Thg concept of resilience is founded in preparation for extrefme events. These evehts are
characterized by HILP or unpredictable, indicating that they could yield significant impacts
but|have a low occurrence probability or a low predictability, such as a "black swan[' event
or g "perfect storm" event. The concepts of "high" and™lew" here are relative to convgntional
evgnts and are typically not conducive to quantitative“description.

b) Thg extreme events could be either instantaneous'shocks or continuous pressures, guch as
cor’Fnuous wars, ongoing pandemics, incessant random disturbances, etc.

c) In relation to ongoing events affected by éxtreme events, the power system resilierjce can
als¢ be characterized from both shorfsterm and long-term perspectives based [on the
durption of extreme events.

d) Regovering from extreme events;‘the power system has the possibility of returning to the
initr1al state shown before the disturbance or not. The post-recovery state could be glightly
worlse or better than the initialstate as long as core functions remain operational.

e) Theg power system resilience is not only related to its planning and operating stratedies but
als¢ affected by external factors, such as the government's emergency management
capabilities, traffic conditions, and so on.

6.3 Comparison between resilience and other related concepts

6.3.1 Reliahility

Based |on the definition in IEC 60050-192:2015, 192-01-24, reliability refers to the "ability to
perform as’required, without failure, for a given time interval, under given conditions". I power
system, it represents the ability to meet the load demands. Some average indicators, including
the expected energy not supplied (EENS), mean operating time to failure (MTTF), are often
used to describe the satisfaction level of load demands over a time interval.

Reliability and resilience have a similar scope but different focuses. In particular, while reliability
theoretically reflects the impact of all failure events, and is measured based on a long-term
average value, it fails to capture the impacts of the low-probability events. Therefore, evaluating
the impacts of low-probability extreme events on the power system via reliability proves
challenging.

In contrast, resilience directs attention solely to extreme events rather than all failures. It
emphasizes that when unavoidable failures occur, the system can leverage diverse resources
promptly and efficiently to mitigate operational risks, adapt to changing environments, maintain
operational functions, and restore system performance in a relatively short period.
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6.3.2 Vulnerability

Vulnerability refers to the quality or state of being exposed to the possibility of being attacked
or harmed. For power system, it represents the operation state changes under a given event,
such as the reduction of loads, the decrease of node voltage. Both vulnerability and resilience
reflect the impacts of events on the power system operation. However, resilience also reflects
the system's ability for sustained operation and restoration from the resulting impacts, aspect
not typically addressed by vulnerability.

6.3.3 Flexibility

Power system flexibility refers to the ability of a power system to adapt to random changes in
power generation, power grid and foad ata certaim cost by optimizing the aftocationm of yarious
availablle resources under a certain time scale.

Both rgsilience and flexibility are intrinsic properties of the power system. While, both describe
the abiflity of the system to cope with changes from different perspectives; they compglement
each ofher. Flexibility focuses on the real-time supply and demand balance capability of the
power $ystem in the face of random disturbances of source and load. It gnsures sufficienf power
supply [by coordinating flexible resources, including sources, networks; loads, and storpge. In
contragt, resilience focuses on the impacts of extreme events on the power system and feflects
the ability of the power system to perceive the state, coordinatesesources, actively defind and
rapidly|recover and learn from extreme events, including butotlimited to the coordination of
flexiblg resources. A highly flexible power grid can coordjnate resources more flexibly in the
face of|disturbances. Therefore, increasing flexibility also-facilitates the enhancement of power
system resilience.

6.3.4 Security

Securify refers to the ability of an electric power system to operate in such a way that dredible
events|do not give rise to loss of load, strésses of system components beyond their fatings,
bus voltages or system frequency outsidetolerances, instability, voltage collapse, or cas¢ading.
The major difference between resilience and security is whether to conduct decurity
assessments for the system associated with the credited contingencies. Resilience assegsment
focuses on the impacts of extreme*events, while the security assessment mainly studjes the
safe operation with system cofnstraints, such as the voltage magnitude constraint undgr a set
of spegific contingency events. In other words, when a system operates securely, it dpes not
necessarily exhibit resiliehee because resilience is specifically linked to extreme events|.

6.3.5 Strength

Strength is an important part of resilience, especially within the backbone of the power dystem.
Strength refersito the ability of a system to withstand shocks and even maintain its origingl state
as staljly as_possible. Conversely, resilience emphasizes more on the overall ability to maintain
core funetions, regardless of the consistency of initial and restored states. While it is ppssible
for a resilient system to lack strengih during a shock, It poSSESSes the capabllity for self-
recovery, potentially leading to a new state that either closely resembles or differs from the
original state.

The comparison between resilience and other related concepts are given in Table 1.
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Table 1 — Comparison between resilience and other related concepts

Concepts Characteristics and application scenarios
- Resilience focuses on the extreme events and reflects the ability of the power system to
Resilience ) ; ) h
perceive the state, coordinate resources, actively defend and rapidly recover from events.
Vulnerability refers to the quality or state of being exposed to the possibility of being attacked
Vulnerability or harmed. It reflects the impacts of events on the system operation whilst it ignores the
sustained state or the restoration process.
Reliabilit Reliability reflects the impacts of failure events with predictable probabilistic characteristics in
Y power system operation.
Flexibilit Flexibility refers to the ability maintaining the power balance by optimizing the allocation of
y various available resources under a certain time scale.
Sedurit Security reflects the operational state of the power system within a range of secure-congtraints
y and is usually used in the normal operation scenarios.
Strdngth Strength refers to the ability of a system to withstand shocks and even maintain its original

state as stably as possible.

7 Models and features

71 Short-term resilience model

Short-term resilience refers to the power system's ability to. réspond to a single extremg event.
The regilience curve is widely used for describing the short-term resilience process, as|shown
in Figure 1. It shows the level of the system operating state as a function of time durjng the
disturbpnce of a single event. Before the extremg_event occurs at 7., the system's opjerating

state

aintains at the normal level Q. After the,extreme event occurs, the operating

state is

reducefd from Q4 to Qpe. Due to flexibility and<adaptability, the power system will be stgbilized
at a ceftain derated state Qpe for a certain périod of time. At the time ¢, the power system starts
to self-restore. Once the restoration is completed, the operating state Opr have potential to be
as high as the pre-event operating state O, or not, i.e., Qpr < Q4 because relevant

infrastructures possibly be damaged and require a long time to be repaired. Subsequently, as
the infrastructure is repaired, the'system gradually returns to a normal operating state Q. It is

possible that this state O, differs from the pre-event state Q0,.
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Figure 1 — Function curve of short-term resilience
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7.2 Long-term resilience model

Long-term resilience refers to the resilience performance of power systems in multiple types or
numbers of extreme events on a long-term scale. Long-term resilience mainly involves the
ability of the system to learn and improve on a long-term scale, combined with economic
efficiency.

Based on the conceptual framework of long-term resilience, the power system continuously
learns from the impact of extreme historical events and integrates new technologies for self-
improvement. It is important to combine historical information and actual engineering
experience to evaluate a power system, and regularly update strategies and decisions related
to the power system resilience.

On the|other hand, economic efficiency emphasizes the cost-benefit analysis in the' progess of
improv|ng the power system resilience. It is helpful to deeply understand the costs)and Henefits
of eacl resilience improvement measure to guide the long-term planning andyinvestment of
power pystem infrastructure. In this process, it is important to take into aceount the pripciples
of assgt management (see ISO 55000, ISO 55001) for power grid, which jnvelves the balancing
of cosfls, opportunities and risks in various extreme events to achieve high-resilience|l power
system. As shown in Figure 2, the power system operators learn thé tesilience enhangement
measufes from the historical events. Then, the costs and benefits, of different measufes are
evaluated, in which the value of each asset for improving the system resilience is detegrmined
by the pperators. By asset alignment, the resilience enhancement objective would translate into
technidal and financial decisions, plans and activities in long<term resilience model. Findlly, the
model and evaluation results guide the priority application\of resilience enhancement mgasures
considgring the requirements of asset management.

. Before an Duringan . () After an

event event \\g\ event

- e 0000
Learn from shortstefm resilience on single event

Application of )

Id_ﬁntlfy andhprlorltlze ; Cost/benefit resilience
resilienee_ enhancemen analysis enhancement
J)=SSUIES measures

IEC
Figure 2 — Framework of long-term power system resilience

7.3 Features of power system resilience

7.3.1 General

Based on the definition and models showed in 7.1 and 7.2, the power system resilience could
be characterized by abilities of preparation, resistance, adaption, restoration, perception,
coordination, and learning (see Figure 3). In particular, preparation, resistance, adaption, and
restoration are core features of short-term resilience, which describe the coping capabilities of
the power grid before, during, and after a disturbance event. Perception and coordination are
important in both normal operating state and throughout the disturbance event, supporting the
enhancement of preparation, resistance, adaption, and restoration capabilities. Learning ability
refers to the ability of a power system to learn from accidents and make improvements afterward,
strengthening the abilities of the other six key features.


https://iecnorm.com/api/?name=e939558878a244071b801579d4365ed5

- 18 — IEC TR 63515:2025 © IEC 2025

A
Before an event During an event During an event After an event
Preparation Resistance Adaption Restoration
Perception Coordination
Learning

Figure 3 — Features of power system resilience

7.3.2 Preparation

Preparption refers to the ability of a power system to proactively predictithe possibility of an
event and its anticipated impact before the occurrence, formulate«plans, and take targeted
preparatory measures to minimize or avoid the adverse impact-caused by disturbances. A
resilient power system is capable of implementing targeted preventive measures to enhgnce its
prepare@dness for disturbances, despite the challenges in predicting extreme events.

7.3.3 Resistance

Resistance (or defensive) refers to the ability of a pewer system to resist extreme scegnarios,
protect| its core functions from being damaged ar minimize possible damages as much as
possible, and reduce the adverse impact of thes€jevents after a disturbance event occurs.

7.3.4 Adaption

Adaption emphasizes the ability of_aypower system to make prompt moves to redyce the
negatiye impact of extreme events ‘on the power system and even maintain the derating
operatipn of core functions for a.certain period during the disturbance. For example, the pystem
is supposed to have enough flexibility to change its operation mode or topology and take|certain
proactive measures (such as'load shedding) to reduce the impact of the event.

7.3.5 Restoration

Restoration (or recovery) emphasizes the ability of a power system to activate the emgrgency
recovefy mechahism in time, to ensure the continuous power supply of important loads,[and to
quickly|return-to"a normal state (which can be different from the initial state). A resilien{ power
system| could prioritize and coordinate resources, activate emergency mechanisms, ang apply
measufesto restore power supply for important loads as soon as possible.

7.3.6 Perception

Perception emphasizes the ability of a power system to perceive the current operating state
and predict future operating state comprehensively, quickly, and accurately. Predicting the
future operating state includes assessing the risks in the current operating state and perceiving
external risks. By collecting, interpreting, and forecasting various factors involved in the
operation changes of the power system over an extended period of time and space, the security
situation of the power system can be accurately and effectively grasped, leading to the active
security management of the power system.
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7.3.7 Coordination

Coordination (or synergy) emphasizes the ability of a power system to coordinate internal and
external resources to deal with disturbances, including mutual coordination among power plants,
power grids, and users, among public infrastructures like power systems, gas systems,
transportation networks, telecommunication network and so on, and among utilities,
governments, and societies. Internal and external resources of the power system could be
coordinated flexibly and intelligently to prevent power outages for key users and guarantee
public infrastructure stability.

7.3.8 Learning

Learnifgemptiasizes the abitity of @ power SystenT to gaitm experience {ronT fistoricatjevents
encourftered by itself or other power systems, and to integrate emerging technologies_fpr self-
improvement continuously. That is, a resilient power system can learn from its-accumulated
experignce or other power systems with similar structures and characteristicsy identify its
potentipl risks and take corresponding measures for self-improvement. Through ingessant
learning, feedback, and improvement, it is possible for the power system to continuously
enhange its coping ability under disturbances and improve its resilience.

8 Evaluation metrics and guidelines

8.1 Seneral

In the gxisting literature, numerous evaluation metrics afid)methods for power system regilience
are available, as various organizations need to consider their own situations when evdluating
power |system resilience. In light of this phenomenon, this document offers two types of
recommended metrics for reference: quantitative® metrics based on resilience curves and
qualitafive metrics based on resilience features: \In practical application, those quantitatjve and
qualitafive metrics are coordinated to evaluate the power system resilience from djffferent
perspeftives.

8.2 Evaluation metrics
8.2.1 Quantitative metrics

Quantifative resilience mettics are mainly based on short-term resilience curves and thg extent
of dampge to the systenmrbefore the recovery. The concepts of resilience triangle and regilience
trapezgid are commonly used for evaluation. Figure 4 presents the resilience triangle| curve.
The ar¢a above the resilience curve and below the normal operating state represents thg power
system| resilience/as shown in the shaded area. Hence, to improve power system regilience
means|reducing the area of the shadow part. It is worth noting that the resilience curve in the
resilierjce triahgle could be either a linear function or a nonlinear function.
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Figure 5 — Resilience curve of the power system under extreme events
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Based on the above curves, the power system resilience can be evaluated through a set of
quantitative metrics, including the following.

1) Degree of degradation

The degree of system performance degradation can be expressed by the ratio of the worst
performance after being affected by extreme events to the initial performance. The following
expression can be obtained:

Obviously, the higher the degree of degradation is, the stronger the system's adaptive and
defens|ve capabilities will be, and the more resilient the system will be.

2) Rate of degradation

The rafe of system performance degradation can be obtained by the following expressign:

r  20)-0%) _ 0-0
2 =T =T

The rafe at which system performance degrades reflects\the level of responsive and defensive
capabilities of system resilience. After extreme events occur, redundant design and prejentive
controlloperations can protect the power system ftem huge performance decline within fa short
period after exposure to external disturbances.

3) Duration of degradation

The dyration of degradation is used toreveal the length of time during which the system's
performance undergoes degradationyfrom the moment it is subjected to extreme eventd until it
reachep a derated state:

Ry =T -1

Before|T,, the system\adapts to the impact of extreme events through passive adjustmgnt and
responge. However;vafter T,, the system starts to halt further performance degradation by

implementing a'series of proactive measures. This indicator reflects the rate at which the pystem
responfds to«extreme events. The lower the indicator value, the quicker the system's| active
measufes will be.

4) Duratiomrofderatedstate

The duration of the derated state is used to reveal the time during which the system's
performance remains derated after experiencing system degradation:

Ry=Ty-Tp

After T,, the system halts further performance degradation, but the system restoration has not
yet been initiated. Following T3, the system begins the restoration process and recovery

commences. The lower the indicator value, the more rapidly the system's recovery measures
are implemented.


https://iecnorm.com/api/?name=e939558878a244071b801579d4365ed5

- 22 — IEC TR 63515:2025 © IEC 2025

5) Duration of restoration

The duration of restoration refers to the time elapsed between the moment the system begins
to restore and when it returns to its normal operating state:

Rg =T5-T3

After T, the system initiates the restoration process, and recovery begins; by Tg, the system

returns to its original normal state or reaches a new stable state. Consequently, this indicator
reflects the speed of the system's recovery. A smaller indicator value implies a faster recovery
rate for_the system.

6) Ratle of restoration
The rate of system performance returns to normal operation can be obtained hy.the following

expresgion:

0(%5)-0(T3) _ 05 -0
Is -T3 I5s - T3

Rg =

This inldicator reflects the restoration or recovery ability of-a power system. The larger the
indicatpr value is, the stronger the restoration ability of the(power system and the more rgsilient
the poyer system will be. In addition, since the restored performance level Q5 is possibly not

the same as the initial performance level Q4, a correction factor » is constructed to correct the
indicator:

[
O

When < 1, the system has not recovered to the initial performance; when r> 1, the redovered
system| performance exceeds theinitial performance.

7) Ovegrall performance

The ovprall performance-of the power system in a single extreme event can be represented by
the arda of the resilience trapezoid, which can not only reflect the performance of the] power
grid affer encountering extreme events, but also measure the resilience level of the| power
system| from thétime scale. Considering the normalization of the indicator, the indicator|can be
calculated by-the following expression:

The area of the resilience trapezoid represents the cumulative performance loss of the power
system caused by extreme events. Obviously, the smaller the area is, the less the power system
performance loss and the more resilient the power system will be.

In order to compare the resilience levels of different power systems, the measurements of the
above basic indicators could be combined, such as obtaining new resilience indicators through
simple multiplication and division to achieve quantitative evaluation and comparison of the
resilience levels of power systems.
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The metrics mentioned in 8.2.1 serve as illustrations of frequently used quantitative indicators
and is not universally suitable for all power systems. Considering the characteristics of different
regions and power grids, as well as the specific concerns of various stakeholders, alternative
quantitative indicators could be formulated.

8.2.2 Qualitative metrics

It is difficult for many metrics to be quantified when evaluating power system resilience. In this
case, qualitative or semi-quantitative metrics can be used. There are many feasible methods to
construct qualitative metrics. 8.2.2 provides a method based on seven resilience features
described in 7.3, describes the categories of resilience metrics and gives some exemplary
indicators.

1) Prgparation

The evpluation metrics for preparation mainly examine whether the system is able to proactively
predict/the occurrence probability of an extreme event and its impact, formulate-feasiblg plans,
and talke preparatory measures to deal with it.

Here afe five exemplary indicators.

e Risk assessment capability: the ability to predict the occurrence probability of an gxtreme
evgnt, forecast the degree of potential damage to the ‘power system, and judge the
tolgrability of the expected risks.

e Evgnt prediction capability: the ability to perceive extreme events as early as possiblel, which
is gonducive to arranging preventive measures ifi/advance and coordinating emdrgency
respurces.

e Emprgency resource allocation capability: the ability to mobilize resources promptly|before
extreme events to minimize expected risks

o Nefwork optimization capability: the abijlity to reconfigure and optimize the network|before
extreme events to minimize the expected risks.

o Operational scenario optimization eapability: the ability to supply consumers' electriq power
and energy requirements in Adifferent scenarios when extreme events occur, spich as
adjpisting transmission power.or optimizing output regulation of generation units.

2) Registance

The evpluation metrics. for resistance mainly examine whether the system is able to regist the
negative impact of an‘extreme event during the development of the event.

Here afe sevenexemplary indicators.

o Component anti-strike capability: the ability of the power system's components to withstand
extreme events without failure.

e Grid structure toughness: the ability of the overall network structure of the power system to
remain intact during extreme events.

e Power system redundancy: Redundancy refers to an excess quantity kept from the security
perspective to ensure that the power system can operate normally during abnormal
conditions.

e Frequency emergency response capability: the ability to regulate the frequency of a power
system. Good frequency regulation is an important feature of a resilient power system.

¢ Dynamic voltage regulation capability: the ability to regulate the voltage of a power system.
Good voltage regulation ability is another important feature of a resilient power system.

e Failure spreading limiting capability: the ability to prevent failure spreading and to implement
system decoupling, including rapid action of relay protection.

e System security defensive capability: the ability to improve the security and stability of
system operation through device relay protection or system stability control.
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3) Adaption

The evaluation metrics for adaption mainly examine whether the system is able to take
measures in time to reduce or adapt to the adverse impact of extreme events during their

dynami

¢ development.

Here are four exemplary indicators.

e Extreme disaster emergency response capability: the ability to direct, communicate, and

allo

cate emergency response resources after an extreme event.

o Key load power supply capability: the ability to maintain power supply to key users and
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5) Perception

The evaluation metrics for perception mainly examine the system's perception of its own

operati

ng status and external risks and threats.

Here are five exemplary indicators.

¢ Information monitoring capability: the ability to monitor and manage the status of equipment
and collect information on user electricity consumption.

e Anomaly event locating capability: the ability to accurately locate vulnerable and abnormal
sections of power systems to ensure that vulnerable lines are protected before events and
avoid cascading failures after an event occurs.
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6) Codgrdination

Threats screening capability: the ability to early screening potential threats. In the face of
increasingly complex and vast power systems, it is often difficult to detect threats, thus
leading to tremendous damage. Therefore, pre-screening is also an important indicator of
perception.

Weakness warning capability: the ability to provide dynamic warnings regarding the
vulnerable parts of source-grid-load. Based on the dynamic warning indicators of weakness,
it is possible to form a dynamic early warning and prevention network for weakness covering
the entire network and various operating entities through regular inspection, prevention, and
timely processing.

Information transmission and warning accessibility: the ability to inform government, users,
and related power system equipment promptly and automatically about perceived
disturbancesandhetp to formutateand mptement am emergency pram i order tojensure
the|linkage between the power grid and the external environment.

The evpluation metrics for coordination mainly examine whether the system is ‘able to cogperate

with infernal and external resources to respond to the extreme event afterfitjoccurs.

Here afe six exemplary indicators.

Trapsmission and distribution coordination capability: theg/ability to evaluate real-time
opdgrational risks and handle failures. In particular, real-time operation risk evaluatiop relies
on fopology analysis, state estimation, power flow calculation, and safety verificatiop of the
intggrated transmission and distribution network to .obtain the real-time operating gtate of
the|entire grid. Failure handling relies on the topdlogy analysis, reconfiguration and load
transfer, power flow calculation, and safety verification of the integrated transmission and
disfribution network to obtain the failure scope*in’time and develop a safe, reasonable, and
highly optimized power supply recovery strategy as soon as possible in the failure rgcovery
stage for implementation.

Intgr-distribution network coordination@apability: the ability to collaborate operationg within
different distribution networks and altecate power supply among distribution networkq based
on predetermined goals, thus ensuring normal power supply to different users.

Source-grid-load-storage cooftdination capability: the ability to coordinate and interact
ampng source, grid, load, and storage sides. By strengthening the coordinated sourge-grid-
loagl-storage control, the coordination and interaction of new energy-consuming eqdipment
on the demand side, such as distributed power sources, electric vehicles, energy sforage,
midro-grids, thermal\storage and electric heating, can be realized, which is conduciv¢ to the
codgrdination of adjustable and controllable resources across the entire network. [A new
multi-level scheduling collaborative control mode of unified decision-making and
dedentralizedcontrol is adopted; coupled with flexible, accurate, intelligent, and aufomatic
soyrce, gridy”load, and storage control methods, coordinated prevention and control of
global, fisks, rapid coordinated handling of complex failures, and normal-state a@laptive
cru|sédare achieved, thus ensuring the safe and stable operations of the power grid in an
all-rourd way-

Multi-energy supplementation capability: the ability to coordinate and monitor multiple
systems and control them holistically. In a multi-energy flow system, different systems are
coupled and influenced by each other. The failure and disturbance of a certain part will
affect other parts within the multi-energy flow system, possibly leading to a chain reaction.
So, it is important to analyse the possibility of cascading failures caused by the interaction
between the systems after the disturbance of the coupled system, as well as the different
characteristics and influence subjects of the disturbance or action at different time scales
of the integrated energy system, and fully exploit the flexibility of slow dynamic systems
such as heat and gas systems. Thus, a control strategy is provided for eliminating the
potential safety hazards of fast dynamic systems (power systems) and achieving
coordinated safety control.

Infrastructure coordination capability: the ability to collaborate with different infrastructures
to promptly respond to disturbance, including deriving feasible solutions, and eventually
implementing an optimal plan, to minimize the adverse impact of disturbance.
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Inter-organizations coordination capability: the ability to notify various organizations, such
as government and relevant enterprises, of the occurrence of the disturbance, the current
state of the power system and possible outcomes and assist in developing and implementing
an emergency plan to guarantee its operation and cut the losses of these organizations.

Learning

The evaluation metrics for learning ability mainly examine whether the system is able to gain
experience from extreme events and realize self-improvement through continuous integration
of emerging technologies after the event occurs.

Here are three exemplary indicators.

b)

c)

d)

1 Evaluation criteria

Acdident analysis capability: the ability to absorb experience from extreme events;jand fix
vulperabilities to minimize the adverse impact when the same extreme eyent pccurs.
Specifically, it includes power facility repair, communication system repair, rletwork
enVlironment repair, employee training, etc.

Emerging technology application capability: the ability to carry out systematic analysis of
acdident data by using emerging technologies and power system models to guarantge safe,
relibble, economical, and efficient power system operations.

Ecgnomic rationality: by analysing the importance and ecghomy of various regilience
impgrovement measures, and confirming the priority of each’measure, the power pystem
res|lience can be maximized at a certain cost.

Fvaluation guidelines

ring the characteristics of extreme events, relevant criteria for the evaluation of power
resilience are proposed as follows.

impact of extreme events on -both short-term and long-term scales needs to be
considered simultaneously. On the ohe hand, it is important to evaluate the power pystem
res|lience within a period when an‘extreme event occurs, to make judgments on the [degree

measures to maximize the power supply capacity promptly. On the other hand, the mdasures
usegd in a single extreme event do not apply to all situations. In order to comprehelnsively
improve the power system‘resilience, it is important to evaluate the power system regilience
by ¢onsidering the operations of the power system within multiple extreme events on|a long-

To levaluate the-power system resilience, it is important to pay attention to both fts own
conditions (such as power loss of loads, duration of power outages, etc.) and the impact of
sugh outages on other infrastructure and even economic and social impacts (spch as

rent types of resilient power system have different priorities. The main task of g large-
scale interconnected power grid is to ensure that the power grid is strong enough in the face
of disturbances to prevent large-scale power outages or to achieve rapid recovery. For
distribution networks, it is essential to ensure a continuous and stable power supply to
important users.

Different power systems are found with different types of extreme events. For example,
power systems located in earthquake zones need to cope with earthquakes; power systems
in coastal areas need to consider the impact of typhoons; power systems in high latitudes
need to be capable of dealing with ice and snow disasters; power systems in densely
forested areas need to be ready to prevent wildfires.
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e) Bot

h quantitative and qualitative metrics need to be considered simultaneously for a

comprehensive evaluation of power system resilience. Due to the complexity of the power

sys

tem structure, many power equipment, transmission circuits, and user data are involved,

and the impact of extreme events on power systems cannot all be quantitatively calculated
to obtain quantitative metrics. Meanwhile, the development, duration, and impact scope of
extreme events remain unknown, which leads to a large deviation in the process of
calculating quantitative metrics. Therefore, a more comprehensive evaluation plan needs to

be
sys
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9.1

In pra

aluation method based on quantitative evaluation metrics

developed by integrating quantitative and qualitative metrics, to evaluate the power
tem resilience.

Evaluation methods
ion methods of power system resilience can also be categorized into two typés,
des two example evaluation methods, respectively.

ce, the
Annex

ion metrics are defined based on the resilience curve to quantitatively charactellize the
system performance changes during specific extreme events. By the evaluation fesults,
sible to quantify the degree of the power system resilience during these extreme gvents,
determine which extreme event exerts the most significant impact on the power qystem,
King measures to upgrade and optimize the grid to better Cope with the possible extreme
Clause A.1 further presents the details of evaluation method for power system regilience
bn Monte Carlo simulation.

luation method based on qualitative evaluation/smetrics

aluation method examines the power system on a long-term scale, with its |results
to assess resilience-related capabilities within the power system. The evaluationjresults
ide the power system to strengthenxone or several distinctive capabilities, fhereby
ng the power system resilience.

ral, in the actual evaluation process, two evaluation methods are combined for regilience
ion and analysis of the power-system, thus obtaining information that fully reflects the
ce level of the power system, verifying the effectiveness and rationality of the regilience
ement measures, and proving a theoretical basis for the safe and reliable operafions of
wer system. See Clause A.2 for an exemplary evaluation method of power pystem
ce based on the analytic hierarchy process (AHP).

provement.strategies

Seneral

ttical application, the resilience improvement strategies are necessary for feliable

electri
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are likely to result in higher infrastructure investments and operation costs. Striking a balance

among
devisin

various factors is crucial, and the following aspects could be taken into account when
g resilience enhancement strategies:

— requirements of the operators and stakeholders for resilience improvement;

— nature of the improvement strategies;

— application stage of the improvement strategies;

— investments of assets in the improvement strategies;

— power system operation costs of the improvement strategies;

— effects for enhancing resilience.
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Preventive strategies

Preventive strategies include power system planning and optimized decision-making to prevent
adverse outcomes. The nature of power system planning for resilience improvement is to add
more infrastructures or devices in the gird to guarantee the power supply for users in extreme
events. These planning initiatives usually serve as preventive measures against such events.
Resilience-oriented power system planning mainly entails infrastructure reinforcement, power
source planning, energy storage device planning, and so on.

Infrastructure reinforcement refers to creating reliable and secure components, investing in
system hardening, and pursuing damage prevention activities. The strategies could improve
the power system resilience and play a role in preventing the extent of large-area and long-

i t
duration-ou ages-

Power source planning is an essential measurement for enhancing power systemes|lience.
Theg planning of power sources with different locations and capacities can provide more
reserve power for grid operation. It also helps promote the coordinated . utilization of
heterogeneous energy sources in different regions to guarantee power supply of irrit)ortant
loadls under extreme scenarios.

Engrgy storage planning is an important tool to improve the system, resilience. The [energy
stofage devices can prevent the propagation of system outagés“and provide adfitional
fleibility for power supply in extreme events.

The power system planning strategies for resilience improvement introduce amodints of
infrastquctures and devices. Thus, the costs on those asséts and the benefits on regilience

improvement need to be balanced in practical application.

Preventive decision-making optimization helps to» optimize the allocation of pre-event
emergency resources and to enhance the restoration ability of the disaster-affected prid by
formuldting coordinated preventive strategies.Resilience-oriented preventive decision-making
optimization techniques include coordinated- preventive strategies, optimal allocation of
emergency repair personnel and materials;;and optimal deployment of emergency power|supply

equipment under extreme events.

Regarding coordinated preventive strategies, relevant personnel take daily maintgnance
measures, such as risk monitéring and assessment for potential extreme events thgt could
ocdur. Also, operational scenario optimization to minimize potential losses to the sygtem is
deVieloped. For example, the personnel adjust the transmission power and unit comfination
in gdvance to reduce-the impacts of extreme events on practical power grid operatidns.

Empgrgency repair(personnel and material allocation are the core of emergency regponse
actjvities. The nature is emergency material allocation based on maximum material utility.
Alsp, it is important to consider the interdependencies among different systems, as well as
roafd netwotk)constraints.

In t e aptimal deployment of emergency power supply equrpment many methods already

=tf ekt - v : > diesel-fired
generators that are reIat|ver easy to operate And itis |mportant to conS|der the feaS|b|I|ty
of emergency power supply participation, the system load recovery, and the path constraints
of power supply recovery. In addition, decision-makers need to prioritize restoring
distribution for important users and areas with a large number of users.
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9.3

Sustained operation strategies

During the events, the operators need to take sustained operation strategies to guarantee the
power supply and meet the power demands of users. The nature of sustained operation
strategies is to maintain the performance of the power system as much as possible and prevent
further cascading outages. Typical sustained operation strategies include emergency frequency
control technology, self-healing technology for distribution network, micro-grid group control
technology for resilience improvement, and resilience defense technology against information
intrusion.

The emergency frequency control technology coordinates multiple control resources to
enhance the defense capablllty of Iarge power grlds For example moblle energy storage

system

nealing
supply

generators, energy storage, and multiple microgrids in the distribution network. It is ppssible
to gchieve self-configuring operations through the smoothing.and off-grid control of multiple
migrogrids. During this process, the stable voltage control technology is very trucial.
Furthermore, the emergency power supply technology of“microgrids would rapidly |puild a
power supply lifeline for important loads and maintain sustained operation of the| power
sysfem.

While pustained operation strategies have the potential to increase operational costg, they
enhandge power system resilience and ensuré; the provision of power to critical|loads.
Additionally, it is essential to assess the effectiveness of sustained operation strategies|during

their implementation period.

9.4

Recovery strategies

The gdgal of post-event recovery.strategies is to minimize unserved loads in extreme gvents,
highlighting the characteristics of power system with high resilience. In this process, the degree
of load|recovery will be determined based on the response rate of accessible generators| taking
into acgount the performahee and value of those assets. Post-event recovery strategies |nclude
techno|ogies, such as-black-start technology, micro-grid emergency power supply techpology,

and enjergency repairtechnology for accelerated recovery.

Blafk start refers to that after the entire power grid collapses in extreme events, thg power
system is_in~a completely "black" state. At this moment, through the start-up of the unjits with
self-start ;capability and external power supply, the units without self-start capability are
resfaftéd to gradually expand the recovery scope of the system, and finally realjze the

=l 1 £ 4l 4 4
recoveryanapower-suppry-ortheentire—system:

The microgrid emergency power supply technology enables rapid recovery of power supply
for critical loads by comprehensively utilizing microgrids or distributed energy resources
(DER). With appropriate system upgrades and asset management, they could provide local
generation for utilities to restore from the impacts of extreme events.

The emergency repair technology for accelerated recovery of power systems considers the
coupling of the power-communication system, speeds up the repair progress, and reduces
power outage losses by optimizing the dispatching of repair resources. Considering the
coupling and supporting relationship of infrastructure networks, a wider range of resilience
could be achieved. For example, vehicle-to-grid (V2G) technology could help the system
carry out emergency control for large-scale power failure accidents.
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Also, utilities and operators need to have comprehensive programs and be well-practiced at
recovering from localized damage to the grid and helping to restore the system outside their
service areas. In the recovery stage, the operation costs is huge while the power restoration is
more important. And it is essential to help prioritize and expedite the dispatch of line crews and
resources with a comprehensive understanding of damages and restoration efforts.

9.5 Long-term resilience strategies

Considering the long-term adaptability, the resilient power system needs to continuously
optimize its construction and structure to adapt to the impact of multiple extreme events in a
long-term scale. To improve the long-term adaptability of resilient power systems, measures
such as optimizing the grid structure, increasing emergency allocation resources, and adjusting
the opdration mode could be adopted. The risk management and asset management algo need
to be cpnsidered in the long-term resilience strategies.

— By tontinuously optimizing the structure of the transmission grid and connegting emgrgency
power sources, the stable power supply of the grid is enhanced to minimize-the propability
of Ipad loss, shorten the emergency recovery time of the system, and ratiohally optinjize the
opgration mode. Thus, the grid becomes more adaptable to theclong-term opjerating
environment and could effectively respond to extreme events.

— Emergency power supply configuration is an effective way" to improve the long-term
res|lience of the grid. In the event of extreme events, access {o the emergency power|supply
could stabilize the power supply capacity of the grid, reduce*the probability of load Joss as
mug¢h as possible, and effectively shorten the emergency recovery time of the grid. In
parficular, when users could not fully access the main power grid, a mobile emdrgency
power supply is a key resource for the distribution system to restore power services quickly.
WhEn continuous damage causes long-term power failure of the distribution system, if would
bedome one of the most effective response résources. In addition, compared with fixed
engrgy storage equipment, mobile energyCstorage equipment has flexible schgduling
capability. However, the cost of emergency: power supply configuration is often veny high,
but| the occurrence probability of extreme natural disasters is low. Therefore, it [is also
nedessary to balance the economy of‘emergency power supply configuration undgr long-
term scale operation.

Moreoyer, considering the long-terim learning needs, it is crucial for the resilient power pystem
to confinuously learn, strengthen, and adapt itself. Three emerging technologies, influding
wirelesls sensor network technology, artificial intelligence technology, and digital twin
technology, hold great application significance to the improvement of long-term power pystem
resilierce.

— Wirgless sensaor hetwork technology is used in power equipment status monitoring,| power
sysftem operating status monitoring, and power system operating environment monjitoring.
Datfa is acquired by the sensor and then processed to obtain effective informatiop, thus
achlieving\the monitoring purpose, and improving the perception of the power system.

— Artificiat intelligence is used in power outage prediction, stability assessment, gtability

co : ; nin the
data is revealed and effective information is obtained to make faster and more informed
decisions.

— The power system digital twin technology is still under development. Based on the digital
twin technology, the results can be sent back to the grid through simulation to guide and
optimize decisions for the planning and operation of the system.
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10 Use cases

10.1 General

Nowadays, engineering practices of the resilient power system have been implemented in
various countries and regions. In Clause 10, the construction of resilient power systems is
introduced, and the current developments of actual projects in terms of power system resilience
assessment and features are described. Particularly, various resilience improvement strategies
applied to different countries and regions are elaborated in Clause 10.

10.2 Resilience assessment and improvement against ice sleeves in Italy

In recgnt years, extreme events have been significantly increasing in Italy and often. |ead to
power supply interruptions. These extreme events include those that occurred in Februaty 2015
in Emilla Romagna and Lombardy, which left nearly 360 000 users without powerfor mofe than
8 h. In|Abruzzo and Marche, power outages lasted over 72 h, affecting 39 00@-customgrs due
to extr¢me weather. The Energy Authority in Italy (ARERA, Autorita di Regolazione per Energia
Reti e Ambiente) has observed that the frequent failures in the power grfidare related to the
phenomenon known as the "ice sleeve," which occurs on exposed conductors of overhead
power fines in wet snow and windy conditions. Furthermore, other ghenomena involvel power
lines tHat get weighed down by wet snow.

To enhpnce the resilience of the power system, the Energy Authority in ltaly proposed a nethod
for evdluating resilience, which quantifies the impacts of, extreme events. This methpd can
assess| the infrastructural capacity of the grid under extreme stresses. Additionally, yarious
resilierjce improvement measures have been impleménted, such as line refurbishmenf aimed
at mitigating outage risks stemming from ice and snow accumulation. With these improyement
measufes, the system's capability can be restored.to acceptable working conditions, gven by
means|of temporary arrangements. This unders¢ores the importance of preventive strategies
in enhgncing power grid resilience.

To enhfance the resilience of the power-system and assess its economic viability, ARERA has
introduced an assessment method for resilience against ice-related disasters. This method
quantiffes the impacts of extremel-events, considering factors such as conductor types at
installgtion sites, expected growth-of ice sleeves, wind intensity, and altitude. It evaluates the
maximyim mechanical load caused by ice sleeves and wind, comparing it with the tengion on
condudtors corresponding ‘to ‘the maximum load induced by ice sleeves and wind. Thus, it
calculates the outage risk\for each substation and implements targeted measures accondingly.

For instance, strategies include enhancing the design limits to withstand extreme stress|on the
power |grid infrastructure, refurbishing lines, strengthening grid meshing, substituting bare
condudtors ofoverhead lines with insulated conductors, replacing or upgrading network
compopents, improving protection, control, and automation systems, redesigning the rletwork
to enablesintentional islanded operation, and more Through these |mprovement measures,
even the d-to &
working state ThIS underscores the S|gn|f|cance of preventlve strategles in enhancmg the
resilience of the power grid.

10.3 Sustained operation strategies during earthquakes applied in Japan

Due to frequent natural disasters in Japan, disaster prevention and mitigation have always been
a focal point of their national policies. Traditional Japanese policies have emphasized disaster
prevention, but in recent years, the focus has shifted towards enhancing the resilience, disaster
response, and recovery capabilities of the power grid. The Fukushima earthquake in 2011
caused severe damage to power plants, substations, and transmission lines of Tokyo and
Tohoku Electric Power Companies, leading to widespread power outages. Japan set the overall
goal of building a "strong and resilient nation and economy," with ensuring the continuity of
critical national and societal functions and operations being one of its key objectives.
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A typical approach adopted by Japan's power system is the use of microgrids to sustain
sustainable power supply. The effects of projects in Japan indicate that the island operation
mode of the power grid is a crucial sustained operation strategy during extreme events and can
significantly improve the resilience of the power system.

The Sendai micro-grid named Experimental Research on Multi-Power Quality Supply Systems
(MPQSS), was originally designed in 2004 as an experimental project for the New Energy and
Industrial Technology Development Organization (NEDO), and later managed by Nippon
Telegraph & Telephone (NTT). The Sendai micro-grid had several sources of power generation:
two gas engines, one phosphoric acid fuel cell (PAFC), and one photovoltaic array. It could
provide various levels of power quality within the micro-grid, with DC power as well as Class A
and Class B1 loads powered by an integrated power supply (IPS). The primary energy source
for the|Sendai micro-grid was gas engine fuel. The Sendai City Natural Gas Bureau p:Ecured

LNG imported from overseas and natural gas imported from Niigata Prefecture ~through
wide-afea pipelines. Fuel for the gas engine was supplied via medium-pressure_piping. On
March |11, 2011, the devastating East Japan Earthquake struck the Tohokudégion, qausing
severa| days of catastrophic damage to the region's energy supply system. The [Sendai
micro-grid continued to supply power and heat to users, proving the_@ffectiveness|of the
micro-grid demonstration project in dealing with extreme event impacts and significantly
improv|ng the resilience of the power supply.

After the Fukushima nuclear accident in 2011, Higashi Matsushifma built Japan's first migro-grid
community. All energy supply came from distributed clean energy, including a solar system with
a total installed capacity of 470 kW, a biodiesel power generation system with a total irfstalled
capacily of 500 kW, and a large-scale energy storage~system with an installed capacity of
500 kWh. This ensures that the community energy supply’system can operate independgntly in
case qf an accident with the centralized powerxsystem. When the traditional gr|d was
disconpected, the smart eco-town could still provide residents and buildings with pqwer to
satisfy[their daily energy needs for up to 3 days! In the event of a prolonged power gutage,
hospitgls and auditorium cities could still receive minimal energy demand, effectively incfeasing
the shqrt-term resilience of the grid.

10.4 Resilience improvement strategies against hurricanes applied in Florida

Florida| has been facing significant and persistent climate change risks, including hurficanes
and trgpical storms, which are)among the most economically destructive natural digasters
nationwide, and the power_sector is no exception. The Florida Public Service Commission
(FPSC) and the power companies under its regulation are experienced in developing policies
for stofm preparationSince 1992, the FPSC has initiated the first plan to mitigate stofm cost
risks fgr utilities, previding recommendations to power companies and enabling them tp apply
the latg¢st forecastsvand data in infrastructure fortification efforts, thereby enhancing the long-
term rgsilience/of'the power grid.

In 2004, affected by the 2004 and 2005 hurricanes, the FPSC asked power companies toassess
the effectiveness of investments in infrastructure fortification and other storm preyention
measures by collecting and monitoring outage data during storms, which effectively improved
the long-term adaptability of resilient grids and considered the economic efficiency of long-term
operations of resilient grids. Some of the measures included the following:

1) developing a 6-year transmission network inspection plan;

2) reinforcing existing transmission networks;

3) developing transmission and distribution geographic information systems (GIS);
4) collecting post-storm data and conducting corresponding analyses;

5) gathering detailed outage data and comparing reliability performance between overhead
and underground systems;

6) collaborating with relevant agencies to study the impact of hurricanes and storms;
7) establishing natural disaster preparedness and recovery plans.
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Through these initiatives, the Commission has enabled utilities to understand better the impact
of infrastructure hardening on storm preparedness, which encouraged the utilities to increase
investment further. For example, since the 2004 and 2005 hurricanes, Florida Power & Light
has invested $4 billion in grid resilience improvements, including strengthening transmission
lines, replacing utility poles, and clearing vegetation on more than 150 000 miles of transmission
lines. In addition, by comparing post-disaster conditions after storms before and after fortifying
infrastructure, power companies also found that outages and recovery time were significantly
reduced. For example, during Hurricane Irma in 2017, the company took one day to restore
power to 50 % of users who suffered power outages, while during Hurricane Wilma in 2005, the
company took up to five days to restore power to 50 % of affected users. Other power
companies also drew similar conclusions. Those measures indicate that these long-term
resilience strategies are critical for resilience improvement.

10.5 Construction of the resilient city power grid in Shanghai

As the|most economically active area in China, Shanghai is committed to building a resilient
city, with a resilient power grid being a pivotal component. To improve the'resilience of the
power grid, State Grid Shanghai Municipal Electric Power Company (SMERC)has implemented
varioug improvement strategies.

Shanghai is situated at the eastern end of the Asian continent, along the western coasf of the
PacificlOcean. The natural disaster impacts it faces primarily includetyphoons, lightning strikes,
urban flooding, and extreme cold wave disasters. On August.7; 2012, Typhoon Haikui struck
Shanghai, causing 79 instances of power line tripping in a,short period, including a 500 [kV line
tripping, and leading to the collapse of a significant-Anumber of transmission towdrs. On
September 23, 2014, Typhoon Chaba hit Shanghai, r€sulting in 28 instances of 10 kV| power
line tripping and the need for repairs in 578 cases of\various low-voltage faults. The repeated
occurrgnces of typhoons and their associated effects, such as heavy rain, have significantly
impacted Shanghai's power grid.

In terms of preventive measures, SMEPC-primarily enhances the resilience of the city| power
grid through grid planning and perception ability improving. The diamond-shaped rgsilient
distribytion network has been implemented in Shanghai as an important grid planning sfrategy.
Diamond-shaped distribution network refers to the dual-ring network structure with self-healing
functioh. The traditional distribution automation systems with the self-healing syst¢m are
replacgd by the diamond-shaped resilient distribution network, which could colleqt local
information and automatically implementing the self-healing strategy remotely. The ppecial
structufe significantly modifies the preparation and coordination features of the power qystem.
Also, ppwer supply reliability and load transfer capability are improved through the operx;[ion of
the diamond-shaped. distribution network. Due to the use of a two-sided power supply method
in diffgrent substations, its load transfer capacity reached 100 %. With this flexinle and
controllable load,transfer performance, the diamond-shaped resilient distribution netyork is
able to|satisfy~the N-1 security check. The preventive strategy effectively reduces the impacts
of extr¢me'events on the power grid. To enhance perception ability of city power grid, $MEPC
has deployed a typhoon monitoring and early warning system, as well as a lightning Ipcation
and monitoring system. The typhoon monitoring and early warning sysiem provides precise
monitoring and predictive data on wind speed and rainfall for each transmission tower. By
comparing this information with the tower's design specifications, it accurately identifies towers
susceptible to typhoon-related disasters among all 110 kV and higher voltage level lines.
Meanwhile, the lightning location and monitoring system achieves spatial accuracy in lightning
positioning within a range of tens of meters. It promptly delivers information on lightning
activities, including distribution and lightning current amplitude, to operators on a daily basis.
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