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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

WIA-PA COMMUNICATION NETWORK AND COMMUNICATION PROFILE

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising

all national electrotechnical committees (IEC National Committees). The object of |IEC

is to promote

intefnational co-operation on all questions concerning standardization in the electrical
this| end and in addition to other activities, IEC publishes International Standards,
Technical Reports, Publicly Available Specmcatlons (PAS) and Guides (her
Publication(s)”). Their preparation is entrusted to technical committees; any IEC
in the subject dealt with may participate in this preparatory work. Interna

d~electronic-figlds. To
3 Specifi tations,

s “IEC
mlrested

arld non-

governmental organizations liaising with the IEC also participate in this prepa g|closely
with the International Organization for Standardization (ISO) in accord ned by
agr¢ement between the two organizations.

2) Thelformal decisions or agreements of IEC on technical matters exp N ational
congensus of opinion on the relevant subjects since each techni S esentation from all
intefested IEC National Committees.

3) IEC| Publications have the form of recommendations for infernati ge“and_are accepted by IEC National
Commi i . i e technical content| of IEC
Publications is accurate, IEC cannot be held respon§i for any
mis|nterpretation by any end user.

4) In grder to promote international uniformi a R cations
transparently to the maximum extent possible in\hei i egional publications. Any divergence

between any IEC Publication and the corresponding nati
the Jatter.

5) IEC| provides no marking ppo edure
equjpment declared to be ir

6) Al

sers should ensure

gional publication shall be clearly indi¢ated in

0 in'cat and cannot be rendered responsible for any
ith IECR iop.

7) No liability shall attach |to i ire ployees, servants or agents including individual expdrts and

expgnses arising ot
Publlications.

| Committees for any personal injury, property darpage or

members of its techgicakcommitts i i inj
othgr damage 6 p direct or indirect, or for costs (including legal fe¢s) and

use\of, or reliance upon, this IEC Publication or any other IEC

8) Attdntion i e Normative_references cited in this publication. Use of the referenced publications is

indig
9) Attg
patd

A PA§
availa

IEC-PAS,62601 has been processed by subcommittee 65C: Industrial networks,

technical committee 65: Industrial-process measurement, control and automation

bject of

made

af IEC

The text of this PAS is based on the This PAS was approved for
following document: publication by the P-members of the
committee concerned as indicated in
the following document

Draft PAS Report on voting
65C/511/NP 65C/518/RVN

Following publication of this PAS, which is a pre-standard publication, the technical committee

or subcommittee concerned may transform it into an International Standard.

This PAS shall remain valid for an initial maximum period of 3 years starting from the
publication date. The validity may be extended for a single 3-year period, following which it
shall be revised to become another type of normative document, or shall be withdrawn.
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INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

WIA-PA COMMUNICATION NETWORK AND COMMUNICATION PROFILE

1 Scope

This PAS specifies WIA-PA system architecture and communication protocol for process

autom

ation based on IEEE 802.15.4.

WIA-H

2 N

The fdq
For dsd
of the

IEC 6
IEC 6

IEEE

inform
requir
Speci

3 Tq

3.1

For th

3.1.1

A network is used for industrial monitoring, measurement and contrg

prmative references

499 (all parts), Function blocks

804 (all parts), Function blocks

ements — Part 15.4:
ications for Low Ra

brms, defiiitio
Terms an efini

activg leawi

proces

routin
applyi

3.1.2

ng to the-gateway

plicatiohs

adapt

ve frequency diversity

ment.

s and

becific

(PHY)

to its
rough

irregular change of transmit/receive frequency according to actual condition of channels for
combating interference and fading

3.1.3

Aggregation
merging several packets into one

3.1.4

Application Sub-layer
a protocol sub layer which provides communication and management services for application

layer


https://iecnorm.com/api/?name=a929c9a001e5f8ed8130c66eea5eabea

PAS 62601 © IEC:2009(E) -13 -

3.1.5

Beacon

a special frame broadcast by the routing device and gateway in the WIA-PA network. New
routing device or end device join the WIA-PA network by listening to beacons first

3.1.6
Cluster
a logical group of devices which comprises a manager and many data sources

3.1.7
Cluster Head
a man@aget mactuster

3.1.8
Cluster Member
a datq source in a cluster

3.1.9
communication resource

channiels and timeslots used to transport frame
3.1.10

Configuration software

softwgre tools for configuring the network

3.1.11
hanqle the aspects of network topologjy, link

data ljnk sub-layer

upper|layer of IEEE 802.15.4

3.1.12

Disag regatior@
split-up the merged’pa

the device i i | field

frequency hopping
changle of\transmit/réceive frequency to combat interference and fading

3.1.15
Gateway Device
device connecting a WIA-PA network and other plant networks

3.1.16
Handheld device
a portable device with host application

3.1.17

Host Computer

users, maintenance/management person interact with a WIA-PA network through a host
computer
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3.1.18
lifecycle
maximum surviving time of each packet that specifies how long a packet can exist in a WIA-

PA ne

twork before being discarded

3.1.19

link

communication parameters necessary to transport a frame between adjacent devices in the
network. It includes source/destination address pairing, timeslot, channel, direction, and link

type

3.1.2
mesh
a top
conne

3.1.21
Netwg

plogy formed by routing devices in WIA-PA. One routing devicé e\tha
cted routing device

ork Manager

responsible for configuration of the network, schedulin
devicgs, management of the routing tables and monitaring~and
network. There must be one and only one network m

3.1.22

packet lifecycle

maximal packet surviving time from ge

n one

puting
of the

3.1.23

passiye leaving

proces$s by which an onli ko leave network by its routing device or
an online routing device is by the gateway

3.1.24

Routing device{}

Routing device fo 1 » network device to another in a WIA-PA network
3.1.25

Secunity M

configure th \ARS s of the whole network, manage keys, and authenticate
devicgs

3.1.2

superframe

Colledtian ‘'of time slots repeating at a constant rate. It specifies the transmitting or redeiving

time

periodic communication

3.1.27

timeslot
basic time unit of data exchange. Its duration is configurable in WIA-PA

3.1.28

timeslot hopping
regular change of transmit/receive frequency per timeslot to combat interference and fading

3.1.29

traffic control
ensure that the data rate of transmitter is lower than that of receiver. Therefore, ensure the
data integrity
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3.1.30
user application process
the program that realizes some function specified by users

3.1.31

VCR

virtual communication relation identifying the communication resource between two user
application objects

3.1.32
WIA-PA device

Aeal : . 1 ! + ! : il ! : (I LI B : -
WIA' A UCVICT ITICTUUTS ydlCwdy UCVILE, TOULITIY UCVILE, diTU TITTU UTVvILT 111

tA=-PATetwork

3.2 |Abbreviated terms and acronyms

ACK Acknowledge

AFD Adaptive Frequency Diversity

AGO Aggregation object

Al Analog Input

AlO Analog Input Object

AL Application Laye

AMIB on Base
AO

AOO

ASL

ASLDE

ASLME Applicati ayer Management Entity
ASLPDU icati ayer Protocol Data Unit

CAP

CCA

CFP ntention-Free Period

C\S Client-Server

CSMA Carrier Sense Multiple Access

DAG Disaggregation Object

DLDE Data Link Layer Data Entity

DLDE-SAP Data Link Layer Data Entity Service Access Point
DLL Data Link Layer

DLL-MIB Data Link Layer Management Information Base
DLME Data Link Layer Management Entity

DLME-SAP Data Link Layer Management Entity Service Access Point
DLPDU Data Link Layer Protocol Data Unit

DMAP Device Management Application Process
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DSMO
EPR
EUI-64
FCS
FDMA
GwW
IAT

—16 -

Device Security Management Object
Effective Radiated Power

Extended Unique Identifier (64 bits long)
Frame Check Sequence

Frequency Division Multiple Access
Gateway

International Atomic Time

PAS 62601 © IEC:2009(E)

ID
IDS
KED
KEK
KJ
KP
KS
LIFS
LME-$AP
LSB
MAC
MHR
MIB
MIC
MSB
NACK
NL
NLDE
NLME]
NM
NMA

I[dentifier

Intrusion Detection Systems
Data Encryption Key

Key Encryption Key

Join Key

Provision Key

Session Key

Long InterFrameSpaci

fwork Layer Data Entity
Network Layer Management Entity

Network Manager

NL-MIB
NPDU
NSDU
Oul
P\S
SAP
SIFS
SM
SMA

Network Management Information Base
Network Protocol Data Unit

Network Service Data Unit
Organizationally Unique Identifier
Publisher-Subscriber

Service Access Point

Short InterFrame Spacing

Security Manager

Security Management Agent
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S-MIB Security Management Information Base
SMK Symmetric Master Key

TDMA Time Division Multiple Access

TH Timeslot Hopping

UAO User Application Object

UAO_ID User Application Object Identifier

UAP User Application Process

utcC Coordinated Universal Time

VCR Virtual Communication Relationship
VCR_|D Virtual Communication Relationship Identifie
WIA-RA Wireless Network for Industrial Automatit atio

4 Definition of data types

4.1 Representation of Boolean ty

Boolean ::= BOOLEAN means TRUE

ans FALSE

4.2 |Representation of In

Int8 ::F INTEGER _( -1 -- integer range: -2'<= i <= 2-1

Int16 |:= INTEGE

Int32 |:= -- interger range: -2%'<=j <= 2%

-- integer range: -2M<=j<=2"1

1

Int64 {:= ; -- integer range: -2%%<=j <= 2%

4.3 |Repre 2 of insigned integer type

Unsighed8-% FR(0..255) -- integer range: 0 <= i <= 2%-1
Unsighedt+6—=INFEGER(0-65535) integerrange0<=i<=21°1
Unsigned32 ::= INTEGER -- integer range: 0 <= i <= 2%.1
Unsigned64 ::= INTEGER -- integer range: 0 <= i <= 2%4.1
4.4 Representation of floating point number type

Real ::= BIT STRING SIZE (4) -- single precision

4.5 Representation of visible string type

VisibleString ::= VISIBLE STRING -- generally using
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4.6 Representation of 8-bit byte type

Octetstring ::= OCTET STRING -- generally using
4.7 Representation of bit string type

BitString ::= BIT STRING -- generally using
4.8 Representation of time-of-day type

TimeOfDay ::= Octet6

4.9

Binary

4.10

Timel

5 W

5.1
There

e Hd
Users

compIter.

e G

Gatew
betwe

e R(
Routin
e Fi
Field
senso
e H{
HandHh

Representation of binary date type

Date ::= Octet8

Representation of time difference type

ifference ::= Octet6

IA-PA overview

Device Type
are five device types defined in

st Computer

maintenance/manax 4 host

teway Device

ay device oQnne and a WIA-PA network. It provides interface
en the Wln

Device s, connected to or controls the process and installed in the industrial field with

ndheld:Device
eld device is used in configuration and maintenance of a WIA-PA device. It can gdccess

the W

A=PA network temporarily.

5.2

Network Topology

A hierarchical network topology, hybrid star and mesh, is supported by WIA-PA. It is
illustrated in Figure 1.

The first level network is mesh topology in which routing devices and gateway devices are deployed.

The second level network is star topology in which routing devices and field/handheld devices
are deployed.
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)

Network Security
M (@)
anager manager A

Cluster
Head

Redundant
cluster head

Cluster
Member

Redundant
- GW

e Network manager

Netwgrk manager is s and

monitoring the perfor

e Sgcurity ma

Securfty manager-is ion of

routing devices a

e CI

Clustd { 5 f network manager, in charge of constructing the star n¢twork

of field iCE itoriig the performance of the star network. Act as the agent of
s and

securift 2 . charge of merging and forward packets of local cluster membel

forwar

¢ Redundanicluster’head
Redundant-tluster head is hot backup of the cluster head.

e Cluster member

Cluster member is responsible for collecting field data and sending the data to its cluster head.

A gateway device should act as the logical roles of network manager and security manager. A
routing device should act as cluster head and redundant cluster head, but should not be both

at the same time. A field device should act as cluster member only.

5.3 Stack

WIA-PA protocol stack is based on ISO/OSI 7-layer reference model. WIA-PA defines data

link layer, network layer and application layer only. See Figure 2.
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OSI Layer Function WIA-PA
L Provides the User with Network Capable Provides the User with Network
Application L C
Application Capable Application
P tati Converts Application Data Between
resentation Network and Local Machine Formats
) Connection Management Services for
Session -
Applications
Provides Network Independent,
Transport
Transparent Message 1 ransfer
/\
End to End Routing of Packets. Power-Optimized Re ant Path)\3tar
Network )
Resolving Network Addresses and Mesh Networ (\
AN
Data Link Establishes Data Packet Structure, Secure & Reliable, Tirge Synce TM/
I Framing, Error Detection, Bus Arbitration CSMA,FrM ile With ARQ
N\ AN X
Physical Mechanical / Electrical Connection.
y Transmits RawBit Stream

The protocol stack architecture of a<WI . The purple
block [is the protocol layer entity. The“yell . The|green
block |s the data and management inter;
""""""" N}é\ DMAP
Device Network Security
>AOX Manag. Manag. Manag. NMA S
Application
qyer < /\c
ﬁ \ LDﬁ%p ASLDE-SAP };L
AN A\ E %
\ ta entit ASL Management entity ZRA
a enlity < m MiB
A\
o (
"""" - d \ | NLME-SAP JJ
‘\‘_ ) LDB-SAP ) | E*
> 2 <
Netwok | 2
ctwpriayer \) Data entity NL Management entity | (&
\ |
------- BEDE-SAP DLME SAP
L J [
) ) 8 e
Data link Data entity DLL Management entity | |2 <
layer A Y
) (
............... MLDE-SAP MLME-SAP
Physical
layer

Figure 3 — WIA-PA protocol stack
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5.4 Interconnection

WIA-PA realizes the network interconnection through a WIA-PA gateway. Besides the
communication to the WIA-PA Network Manager and Security Manager, the WIA-PA gateway
can communicate with other WIA-PA devices in order to exchange information between the
devices. Meanwhile, a WIA-PA gateway can connect other networks, such as a wired fieldbus.
The framework of a WIA-PA gateway is shown as Figure 4.

WIA-PA gateway includes the following components:

e WIA-PA access point

The WIA-PA access point physically connects the WIA-PA networks and transmits thg state

information and data of the WIA-PA routers and devices.

e Virtual devices

Virtual device defines a communication interfaces for other netwoOrk sed to

map a data source from other networks into a WIA-PA device.

e Da3ta disaggregation

This function of the WIA-PA gateway is used to disaggregats gated
in roufing device.
e Dg3ata images
Data |mages store the data of devic ice for

accesp from other networks.

<
Op iy
L

Security

data images Manager
data < Network
disaggregation Manager

WIA-PA access
point

~— -

— . a—
\

"

N

WIA-PA network

Figure 4 — The framework of a WIA-PA gateway
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6 System Management

6.1

Overview

System management in WIA-PA includes network management and security management.
The functions of system management are implemented by DMAP in each device.

Network management specifies the management of physical attributes of devices and
attributes related to communicating and networking.

Network management functions include:

Al

Rq

Jo|

Cq

Cq

ocating network address
Each device in a WIA-PA network has a EUI 64-bits address s and
a 16-bits network address called short address. Long a¥ ice is
assigned by vendor according to IEEE EUI—64 standard of the
routing device is assigned by network manager. The ng bvices
is assigned by the routing device.
uting configuration
Routing is implemented by the routing _de able in each rputing
device is configured by network
ining and leaving the network
A routing device should join ¢gr leave online
routing device. A field device online
routing device. S N1l S e should be authenticated by the security
manager.
mmunication regsou
locks.
block
e has
e are
nfi
etwork shall set one time source, which is usually acted by galeway.
Deyice & network are usually relatively time synchronized with the gatewaly time
in” order to“differentiate the orders of the events happening. As regards jo the
synchronization between the gateway time and the IAT, it is an optional function.

Performance monitoring

Performance monitoring is responsible for monitoring the performance of WIA-PA

network.

Firmware updating

La

Firmware updating is responsible for updating protocol stack and user application.

yer management

Layer management is responsible for maintaining the MIB in every layer.

The function of network management is achieved by DMAPs in network manager, cluster
head and cluster members.
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Security management specifies the management of attributes associated with network
security. The function of security management is achieved by DMAPs in security
manager, cluster head and cluster members.

For security management functions, see Clause 11.

DMAP is the entity that realizes the functions of system management in each device, its
components include: network management, security management, network management
agent, security management agent, device management and management information base.
See Figure 5.

UAP DMAP /\\ N \Y}
Device Network Security A
Manag. Manag. Manag. (

( 1
I —| ASLDE- 5517\\

Application sub-layer /\

7\ ﬁys\sm\
Network laye \_)/

.
N >DLME-SAP
\N

UAPME-
SAP

MIB

-

NLDE-SAP

-

:{ DLDE-SAP

[\/\ Data i yer
\ & (
[ / ‘ MLME-SAP
J
802 15. 4 MAC
I\

\&Q2./15.4 PHY
%

igure 5 — DMAP in system management

gy
AN

W\

X

6.2 |Frame k of 'system management

WIA-RAuses centralized management as well as distributed management schemeg. See
Figurg 6.
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Cluster Cluster

head

Cluster
member

Cluster
member

Cluster
member

Field | [ Fild |
device ! | device

Field
device

device

Figure 6 — System management with_centrali and/distributed approach
The centralized management is impl efwork management component and
security management comp K manager and security managef. The
distributed management iIs_i arlfagement agent component of DMAP in

cluste

I head. See Figure 7.

O

Cluster Memng/\ Clustey'lead Network manager Security manager

DMAP DMAP DMAP DMAP

\ [\ - L
N Device seeurity infg
X Managemen\info Management ot
Devied 2 2 Network Security
Managemdnt iffo Management Management
Management Management « € -

Agent

6.3
6.3.1

Figure 7 — System management flow

Virtual Communication Relationship

General

Virtual Communication Relationship (VCR) identifies the communication resource between
two UAOs. The UAOs connected by VCR are called VCR endpoints. Each VCR is identified by

VCR-I

D.

To differentiate the communication resource of mesh network and star network, VCRs are
classified into intra-cluster VCR and inter-cluster VCR.

To differentiate the usage, VCRs are also classified into management VCR and data VCR.
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The Intra-cluster management services are accomplished by DMAPs in cluster head and
cluster member through intra-cluster management VCR.

The Intra-cluster data services are accomplished by AGO in cluster head and UAO in cluster
member through intra-cluster data VCR.

The Inter-cluster management services are accomplished by DMAPs in network manager and
cluster head through inter-cluster management VCR.

The Inter-cluster data services are accomplished by DAGO in gateway and AGO in cluster
head through inter-cluster data VCR.

The VICR_ID of management VCR is the default 0.

6.3.2 VCR structure
Table 1 — VCR structure

Name Data type Valid range & \ kes{rlpt%
AN

vcR| ID Unsigned16 0~O0xFFFF Mer
vcR| TYPE Unsigneds 0~1 & d nhanr VCR and inter-
AUSRSE

vcr| SRC_oBJ_ID Unsigned16 ~0x|<\¥ < &R@r}g}%de application object
identifier

VCR| DES_OBJ_ID Unsigned16 ()x 0x>r\<\ VCR Destination Node application objef

\({entifier

—_

VCR| STATUS }‘\signeds X o\xFF _sfatus

VCR| ACTIVATION_TIME néde4 ~OXRREFFEFE” | The activation time of VCR
A \ERRFFFFF

SERVICE_TIME K \UWG\ \’q{ FEFFEFFF | The valid service times of VCR
FFFBFFF

SOURCE_CH_AB‘D\B,E)§8\ Unsbn\ed?s\ \Q~B§FFFF VCR address at the cluster head

DESTINATION_AD}}@'\SS Un\Qne\a%\ 0~OxFFFF Destination address

Z(

vCR| PRIORITY \ \ Unsigneds /| 0x00~0xFF The priority of VCR
SECURlTY_{oDBy\ \ nsigheds 0X00~OxXFF Safe strategy

MAX_WE\E \\ Unsigneds 0X00~O0xFF The maximum size of PDU

AG_FLA \ /\UnsignedB 0~1 Indicates if the packet aggregation fungtion
is used or not

NOTE The timeW%d in this table is the time slot used by superframe.

6.3.3 VCR Establishment

Management VCR identifies the communication resource for the management services, and is
established in the join process. If network manager has enough communication resource to
accept a routing device to join, an inter-cluster management VCR is established between the
joining routing device and network manager. If a routing device has enough communication
resource to accept a field device, an intra-cluster management VCR is established between
the joining field device and the routing device.

Data VCR identifies the communication resource for the data services, and is established
after the applications of the network is configured. If the data update rate of a UAO in a field
device is configured, the field device will send out an intra-cluster data VCR request to cluster
head to ask for communication resource for this UAO. If cluster head does not have enough
communication resource for this request, it sends out a negative response, else it will
suspend this request, and ask for communication resource for relaying. The cluster head
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starts up an inter-cluster data VCR request to network manager. If network manager has
enough communication resource for this request, it will send out a positive response, and the
inter-cluster data VCR is established. After the corresponding inter-cluster VCR is
successfully established, the suspending intra-cluster VCR request is processed, and a
positive response is sent to the requesting field device, and the intra-cluster data VCR is
established.

6.3.4 VCR release

VCR is released when routing device or field device leaves the network. This process is the
inverse process of the establishment.

6.4 ([Network management

6.4.1 General

Sibility
lished
ices.

Netwdrk management component only exists in DMAP of netwo
is to establish and manage the mesh network. The manage
through the inter-cluster management VCRs between network

6.4.2 | Address assignment for the cluster head

In WIA-PA network, cluster head is acted by routing, deyicex Each fouting device jn the
netwofrk has a global unique 64bits “lgng addressX ‘e 3 bi e long
addresgs is set by manufacturers according to

MSB

Organization ID (" \Devise Typg’| Device ID

2 bytes 3 bytes

struacture of routing device

is cluster address which identifies the different
” of cluster head is assigned by network manajger.

The s
cluste

LSB

M
Clhgteﬁ‘.ead address 0
1 bytes 1 bytes

Figure 9 — Short address structure of routing device

6.4.3 Routing configuration

6.4.4 General

In WIA-PA network, routing is implemented by the routing device. The field device does not
have routing function. The routing table in each routing device is configured by network
manager.

6.4.5 Join process of routing device

When a routing device starts to join the network, it shall be provided with a cryptographic key.

The general progression that shall be followed for the routing device includes:

a) The routing device keeps scanning the available channels until it successfully receives a
beacon from an online routing device or gateway.
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f)

g)

Thesd above steps are described Figure 10.

The routing device chooses the online routing device or gateway as the temporal parent,
and synchronizes with the network according to the received beacon.

The routing device sends a join request to its temporal parent which will forward the
request to Network Manager.

When receiving a join request, network manager should communicate with security
managers to complete authentication process. Network Manager returns a confirmed
message.

The routing device receives the confirmed message relayed by its temporal parent. If it is
a negative confirmation, the routing device will restart this join process, else, the routing
device will request to establish an inter-cluster management VCR.

Afferan tnter-cluster management VCR 15 estabtished, Network man
superframe and the routing table of the routing device, and the join prdcess

conifgures the
finishgd.

Thle routing device begins to send out beacon.

New Routing Online Routing Mesh twotk (P ecurity

Device Device network \9{ ge nager

Network \>
Join request Fo%rdrequest/(\ >

igcovery and
time
\/&\\\ <;’> authenticgtion
Forwars| resportse i .
Join response Not specified
request inter-cluster
management QR orward\requ \ d
orward request

synichronization
©!
o \(
ter-cluster management
orwardxespsqse VCR response

Configure route
table request

Beacon

=

request

<«
Edrward response Configure route
- table response
Configure
Forward request superframe request
<« 000
Forward response Configure superframe
_— response
I | I I |

Figure 10 — Join process of routing device

6.4.6 Leaving process of the routing device

WIA-PA defines two leaving process for routing device, i.e., active leaving and passive
leaving. In active leaving process, routing device notifies the gateway of its intent to leave the
network. In passive leaving process, routing device is notified to leave the network.

The active leaving process of the routing device is as follow:

The routing device sends leaving request to network manager through the inter-cluster
management VCR.

Network manager gives a response to the routing device.
After receiving the response, the routing device leaves the network.
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d) Network manager releases network address and communication resources of the leaved
routing device, and updates the network topology.

e) Network manager notifies routing devices which have allocated communication resource
for leaved routing device to release the related communication resource.

Leaving routing
device

Routing device

network

Mesh

Network
manager

The p

N4
m

ne

N¢g
for

Thie routing dew

| eave request
+

Routing device
leaves

twork manage

nagemen{\}R.

Thle routing

Leave response

Eorward request
+

Forward response

Leave request
%
Leave response

Forward request

follow:

to leave

f routing device

through

netwgrk topology

the inter-g

luster

A the routing device, Network manager releases ne¢twork
resources of the leaved routing device, and update

s the

ource
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Network Mesh Routing device Leaving routing
manager network 9 device
Leave request Forward request
Leave request
releases network - s
address and Leave response

communication
resources,
updates the Leave response Routing device
network topology leaves
Release
resource request

Forward response

Forward request

6.4.7 Allocation of communication resource

WIA-HA applies a hybrid of centralizéd s - S . puting
deviceg is assigned a block of communisation i joi ocess.
This Klock of communication resource is & i m-0f superframe. After joinihg the
netwofk, each routing device broadcas{s its sup architecture through a beacon.

6.4.8 Time source and

work. Usually gateway device may act as

time gource. Devices Y synchronize with the gateway. Whether gdteway
devicq synchro i 3 is gptional in WIA-PA.

To gugrantee the fine naximal synchronization interval should be set.

6.4.9

The ¢lyster _heat report the network’s health information to network mgnager
periodica

Netwgrk managershould optimize the performance of the network and react to the changing
of the network. In addition, network manager should set the alarm limit, such as gnergy
insufficiency, link broken and so on.

6.4.10 Firmware update
The firmware is updated by network manager through the following steps.

e Reading the attributes in device MIB to determine if a previous updating process is in
progress. If yes, the present updating process should be cancelled. Otherwise, the next.

e Initializing the firmware downloading process.

e Monitoring the status of the device, until the device status changes into updating enable
state.

e Downloading firmware.

e Activating the new firmware by writing an update request command to the device. Wait for
the device to activate the new firmware by monitoring the state attribute until it transitions
into an idle state for as long as the download activation time of the device.
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e [f switch time is written in device DMAP, then device will activate the new firmware at
switch time.

6.5
6.5.1

General

Network Management Agent

Network management agent only exists in DMAP of cluster head. Its responsibility is to
establish and manage the star network.

6.5.2

Cluster member address assignment

In WI

set by

6.5.3

When

-PA network, cluster member is acted by field device. Each field de
has alglobal unique 64 bits “long address” and a 16 bits “short address”.
manufacturers according to IEEE EUI-64 standard.

MSB

The jqini

a) Th
be

b) The field dew

ec
network acco

Organization ID Device Type |\ Device IB »

3 bytes 2 bytes \ byt

Figure 13 — Long addre

The short address is two bytes long. B te s@and >SB is the cluster m
address. Cluster member address is dssigned\by cliysterfiead-
MSB LSB

is
| Cluster address \ “Clustenyember address |
N 1 bytes

dress structure

keeps scanning the available channels until successfully recé
i outing device.

ooses the online routing device as cluster head, and synchronize
ding to the received beacon.

in the nétwork
addrgss” is

ember

bive a

s with

th
c) Tr:re field device sends a join request to cluster head.

d) When receiving a join request, cluster head returns a confirmed message according its
available communication resource.

e) The field device receives the confirmed message from cluster head. If it is a negative
confirmation, the field device will restart this join process, else, the field device will
request to establish an intra-cluster management VCR.

f) After an intra-cluster management VCR is established, the field device reports its UAO list
to cluster head.

g) Cluster head updates its cluster member list and UAO list. The new cluster member list
and UAQO list is reported to network manager by cluster head.
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Figure 16 — Active leaving pro

The passive leaving process of field d

a) Network manager sends leaving requa ough inter-cluster management
VCR. This request is forward by clJuster head td ield device through the intra-¢luster
management VCR.

b) Figld device gives a réspons gh cluster head.

c) The field device le

d) Cluster head releases ne d communication resources of the leavefl field
depice, and @»‘ clust [

Net . . Leaving field
mafage Routing device device
xgve eque Forward request
Leave request
_
\> Leave response
¢ = . .
Forward response field device
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eave response
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resources, updates
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Figure 17 — Passive leaving process of field device
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6.5.5 Cluster message aggregation

WIA-PA provides a packet aggregation option. If this option is chosen, cluster head will
aggregate the packets from its cluster members to one packet before relaying. The combined
packet will be de-aggregated in gateway.

The aggregation function is implemented by the aggregation object (AGO) in cluster head,
and the de-aggregation function is implemented by the de-aggregation object (DAGO) in
gateway. The operation parameters of AGO is configured by the aggregation management
object in network manager. The attributes of aggregation object is shown in Table 2.

T

Name Data type Valid range Default value Descrl

MAX_PDU_SIZE Unsigned16 0~OxFFFF 40 r{/\%{\q:t \em\ab\}%regation
ess

AGG_PERIOD Usigneds 0~OXFF 1 \%@\eg}\ \p\eno

U

n
object gonfiguration uses GET and SET primitive.

NOTE |The unit of message length is byte, the unit of aggregation perimd t\eéﬁge\ag/gregatl

The a

o Af s the
(oo ement
objj

o Af intra-
cly

e In 5 the
co

e After all dat ist aggregation management object in the network
manager ¢ ; hte of
adgregating U

o AG

6.5.6

The e based

on a wn in

Figurg ed b1

and b2 réesjide in device B.

A configurator that resides in the host device is responsible to configure the data update rate
of each UAO. In this example, the data update rate of a1 and a2 are configured to 1 second,
and the data update rate of b1 and b2 are configured to 4 seconds. To illustrate the process
of packet aggregation, the packets from a1, b1 are configured to be aggregated and the
packets from a2, b2 are configured to be aggregated.

There are two aggregation objects, AGO1 and AGO2, reside in the routing device, which are
responsible to aggregate packets from a1, b1 and a2, b2. There are two de-aggregation
objects, DAGO1 and DAGO?2, reside in gateway, which are responsible to de-aggregate data
from AGO1 and AGOZ2 in routing device. Network manager is responsible to configure the
aggregation period according to the update rate of a1, a2, b1, b2 through an aggregation
management object.
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Figure 18 — An example of packet aggregation

The packet aggregation process is listed below.

e After the network is established, the configurator in host device first sends the
configuration information to a1, a2, b1, b2, and the aggregation management object in the
network manager. The data update rate of a1, a2 are set to 1 second, and the data update
rate of b1, b2 are set to 4 seconds.

e After receiving the configuration information, a1, a2, b1, b2 start up to establish intra-
cluster data VCR. In this process, four intra-cluster data VCRs, A _vcr1, B_vcr1, A _vcr2,
B_vcr2 are established. The endpoints of A_vcr1 are a1 and AGO1. The endpoints of
B_vcr1 are b1 and AGO1. The endpoints of A_vcr2 are a2 and AGO2. The endpoints of
B_vcr2 are b2 and AGO2.
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e In the process of intra-cluster data VCR establishment, two inter-cluster data VCRs, VCR1
and VCRZ2, are established between AGO1, DAGO1 and AGO2, DAGO2. The endpoints of
VCR1 are AGO1 and DAGO1. The endpoints of VCR2 are AGO2 and DAGO2.

e After all data VCRs are established, the aggregation management object in the network
manager starts up to configure the aggregation frequency. For the minimal update rate of
a1l and b1 is 1 second, the aggregation frequency of AGO1 is configured to 1 second. For
the minimal update rate of a2 and b2 is 1 second, the aggregation frequency of AGO2 is
configured to 1 second.

6.5.7 Allocation of communication resource for field device

Routi

6.5.8 Cluster performance monitoring

The figld device should report its health information to routing dewi

6.6 |Device management
6.6.1 General

and is
ent in

Devicé
respo
netwo

6.6.2

Devic

Name ata ty ali\1\>(:lassification Access Description
range ibility

Long adldress unsj 64 W Constant R 64 bits global unique address
As for the Device_type field as
defined in 6.4.2 and 6.5.p:

\ 0: gateway
1: routing device

27

2: field device

Short apdress Unsigned16 0~0xfffe static R/W Shore address of WIA-PA
device, high 8bits as clugter

address. low 8bits intra-¢luster

address

Manufacturer_ID VisibleString N/A Static R Identifier of manufacturer ,set
by manufacturer

Device_Serial_Number | Unsigned64 N/A Constant R Device serial number, set by
manufacturer

Power_Supply_Status Unsigned8 0-10 Dynamic R/W 0:on-line supply

1-10: indicates the power level

Device_state Unsigned8 0-2 Static R/W Device state:
O=Inactive
1=Active
2=Failed
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Name Data type Valid Classification | Access Description
range ibility
Join_Status Unsigned8 0-2 Dynamic R 0=not joined/connected
1=attempting to join/connect
2=unsecure connection
3=full connection
Restart_Count Unsigned16 0-0xffff Dynamic R The number of device restart,
restart cause maybe battery
instead, software
restart, update, connect
error, hardware failure
Uptime Unsigned32 0- Dynamic R Time from the Jast restarlt,
OxFFfFFfffff count.by secon
ffffff N
Device|Memory_total Unsigned32 N/A Constant R ﬁ}gwemég(m\id%e
Device|Used_Memory Unsigned32 N/A Dynamic R (\\Eﬁq&}ﬁmﬁm n
s
UTC_tifhe Unsigned32 | N/A Dynamic /i\\ @%t t\lkqe
Clock_IMaster_role Boolean 0-1 Dynamic Th ice/is clock master or
M\not:w
O\ AP pteves
Clock_uipdate Unsigned32 0- ne‘zmi R\J The last adjustment of clock in
OxfFTREff second
Firm_wpre_version Unsigned32 0- (A Dm R/W The version of firmware |oaded
Oxffffffff (\ in the device
VCR_Thble Array of VCR N \Q@a ic R/W All the VCR used
srr\uct e
(BN
6.6.3 | Layer mana \O
Every|layer manage ited\throygh nLME-SAP. See management services in each
layer.
6.6.4
See the seecurity managewentin Clause 11.
6.6.5
A UAO in(applicationt layer are binded with a data VCR. This mapping relation is stored in a
VCR inapping table. The VCR mapping table is maintained by VCR mapping object. A UAO
shouldfi i i — TSSTOT:
6.7 Management Information Base (MIB)
6.7.1 Attribute and Method
Items stored in MIB are called attributes. These attributes can be accessed by DMAP and
network manager.

Attributes are classified to provide guidance regarding their change frequency and their
behaviour when a reset command is issued. Attributes are classified as

St

Constant,

atic,
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e Dynamic.

A constant attribute is unchangeable throughout time. An example of a constant attribute is
the serial number of a wireless device. Constant attributes are set when the device leaves the
factory. The values of these attributes shall be preserved when the device undergoes a warm
restart / power-fail.

A static attribute changes its value infrequently. An example of a static attribute is an alarm
limit. The values of these attributes shall be preserved when the device undergoes a warm
restart / power-fail.

A dy Cllll;b attl;butc IIIGy bU bhallycd OPUIItGIIUUuO:y by thU Ubjc\/t GII(A‘I vv;thuut < ternal
stimulgtion from the wireless network. A dynamic attribute is not required/to survive-when the
devicg goes through a warm restart / power-fail or when the device rese ults.
6.7.2 MIB services

The operations of reading and writing the attributes use nLME-G ce.
6.8 [Interaction with plant operations or maintena

Netwdrk manager should provide an interface that @lloy 3 e hance
personnel to observe and control the functioning~o ¢ K r, the
definition of this interface is out of the stQpe o

7 Physical Layer

WIA-RA PHY is based on

8 Dapta link layer

8.1 General Q

The WIA-PA Data cation
between network\ devi 3 5 fully
compljant to the 4 Bllows
devicgs according ,« . IA-PA
DLL slupports ce TDMA
and C i be the
reliability and 0 use
Message Integrity Code (MIC) mechanism and encryption technology to guarantge the
integrity and confideftiality in the communication.

8.2 Stack structure

The WIA-PA Data Link Layer function is designed to leverage the IEEE 802.15.4 to meet the
requirements of process automation. The WIA-PA DLL is based on IEEE 802.15.4 MAC layer
and extends it. DLL stack structure is shown in Figure 19.
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Network layer

—
X Layer
Data link sub-layer g [manages
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MLDE-SAP SAP
L IEEE 802.15.4 MAC layer

Figure 19 — WIA-PA data link layer stack structure

IA-PA DLL includes the following parts.

Data Link Sub-layer. This handles the aspects of
munication resource.

hk Sub-layer in this PAS.

agement entity called the DLME, Thi itw provides the service interfaces th
layer management functions may i . DLME is also responsil
i base is referred to as the DLL

20 depicts the component$ an

0

=

vidual

ink and

Ans the

Cludes
rough
le for
FMIB.

The D

\&{BEQ\AQP\/ DLME-SAP
\/ Data link layer
management
x entity %
DLME
\> ata link layer ( ) 3
data entity <t p=
] DLDEI DLL-MIB )/ =
MLDE-SAP MLME-SAP J

Figure 20 — WIA-PA DLL reference model

LL provides two services, accessed through two SAPs:

—the DLL data service, accessed through the DLL data entity SAP (DLDE-SAP), and
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—the DLL management service, accessed through the DLL management entity SAP
(DLME-SAP).

8.3  Functional description
8.3.1 General

In WIA-PA, the main function of DLL is allocating communication resource between
competitive users in order to avoid collision, improve throughput and bandwidth utilization.
The main concepts of DLL are timeslot, superframe and link.

o Timeslot-is-the basic time unit-in pqnl(nf nyrhqngn WAA-PA _timeslot duration-is r\nnfigl rable.

ber of
se the

e Superframe is a collection of timeslots repeating on a cyclic sche
timegslots in a given superframe determines communication cycle
timeglots.

e Link|includes time and frequency. A link assignment specifies\how thg ics set of
supgrframe timeslots. The link types include transmitting, i hared.
The|sharing link allows more than one device to contend_thi at the

samg time. The transmitting link and the receiving ice to
exchange packets.

8.3.2

WIA-RA network must consider the follo

e WIAtPA network is fully compliant to the . nds it.
WIAFPA network allows jces i WIA-

PA network.

® The (WIA-PA DLA tog
of frequency @,
AN

simyltaneously t&’ 9P

k,manager realizes coexistence with other|{users
ihcorporates several strategies that are| used

— timeslot comm
- lovi
- mylti-ch

- self-adaptive frequency hopping;

- collision avoidance.

8.3.3 Time synchronization

In order to guarantee the reliability of the TDMA communication mode, devices in a network
must synchronize with the time source. Devices in WIA-PA network only synchronize with the
Gateway in order to distinguish the event occurrence sequence.

Time synchronization is divided into two parts:
e In the mesh network, Gateway is the time source. All routing devices synchronize with
Gateway.

e In the star network, every routing device is the time source. All field devices synchronize
with their routing devices.
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NOTE 1 For details of time synchronization, see IEEE 802.15.4.

NOTE 2 In this PAS, the maximum synchronization error should be less than 10 % of the basic timeslot length in
the maximum superframe duration.

8.3.4 Timeslot communication

The key requirement of timeslot communication is to guarantee that all transactions occur in a
timeslot according to specific timing requirements. That is to say, all packets should be
exchanged in a prescriptive timeslot and not delayed. The timeslot length of WIA-PA DLL is
fully compliant to the timeslot length of IEEE 802.15.4.

Th t [ | ' : £ allo tlo 4 1 £4 | H HP 4 1
e upresrotrauraton—Ts CUTITITyuITTUuU Uy UIT TITUWUTR TTTAdTTaytTT arttcl UTVILT S JUT a TICTIWUTRA |

8.3.5 WIA-PA superframe

In order to guarantee real-time and reliable communication, this punt of

the bgacon-enabled IEEE 802.15.4 superframe structure.

NOTE |See IEEE 802.15.4 for more information of the IEEE 802.15.4 suf

The WIA-PA superframe structure based on IEEE 802715.
Figurg 21.

dcture is shown in

Cl l ITNEI-ciusien Sleepin
lio municatio

n

A

|

(-
_ ™

e The
clus

IEEE 802.15.4 superframe is used for device joining,| intra-
in the WIA-PA superframe.

® The i e d in the IEEE 802.15.4 superframe is used for mobile devicgs and
intrg-clusterscommupication in the WIA-PA superframe.

e The | inaCtive period defined in the |IEEE 802.15.4 superframe is used for intra-¢luster
communication, inter-cluster communication and sleeping in the WIA-PA superframe.

The network manager is responsible for generating a WIA-PA superframe.

Because the inactive period defined in the IEEE 802.15.4 superframe is used for intra-cluster
communication, inter-cluster communication and sleeping in the WIA-PA superframe, the
WIA-PA basic superframe duration is defined as 32 timeslots. The duration of WIA-PA
superframe is as 2N (N is a natural integer) times as the WIA-PA basic superframe duration.

Supposing that there have three routing devices, R1, R2 and R3 are in WIA-PA network. The
superframe lengths of R1, R2 and R3 are respectively one, two and four WIA-PA basic
superframe duration(s), shown in Figure 22.


https://iecnorm.com/api/?name=a929c9a001e5f8ed8130c66eea5eabea

PAS 62601 © IEC:2009(E) -41 -
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| Beacon R&xd ter-cluste
communication
Intra-cluster communication Bl cApP

[] CFP

8.3.6 Frequency hopping

Frequgncy hopping in WIA-PA includes two mechanisms: AFD and

Adapt|ve Frequency Diversity (AFD): irregularly change copnmuri
actuall channel condition. That is to say, bad channel con8iti
packef drop rate or resend time, triggers the operation o

Times]ot Hopping (TH): regularly change of transm
interfgrence and fading.

In the|WIA-PA superframe, Beacon, CAF
cycle,|and use AFD mechanism in diff
during inter- and intra-cluster communicati & i period.

Figure 22 — R1, R2 and R3 superframe structures

ccording to
measured with

pmbat

channel in same supeifframe
8 _cycle; timeslot hopping is perfprmed

WIA-BA network supportsti ing: opping sequence is configured by the
netwofrk manager. The < , channel 1> <timeslot 2, channell 2>---

<timeslot i, chann:l i>
The specific hopp RS, PA are shown in Table 4.

A\

4 — Hopping mechanisms

IEEE 802.45.4 N Wia-pA Basic MAC mechanism

Hopping mechanism

B&acom \ \\ \Beacon TDMA

CAPSN - AP CSMA + FDMA
CFP ) CFP TDMA + FDMA AFD
Intra-cluster period TDMA + FDMA
A Inter-cluster period TDMA TH
Sleeping | e | e

8.3.7 Communication resource allocation

The communication resources include timeslots and channels. The communication resource

allocation should consider both.

The process of communication resource allocation includes:

¢ In the mesh network, the network manager allocates a block of communication resources to

the routing devices. These resources include:
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—resources used for communication between routing devices in the mesh network;
—resources used for field devices.

¢ |n the star network, the routing device distributes part of communication resources allocated
by network manager to its field devices.

An example of the resource allocation is shown in Figure 23.

W
R7 N

device

*41 R1
*41 R2
*41 R3 R6=1 R7
*q R4 | *=f RO\ R&I"R6 | / R6=1 R7 Sleeping
W R5 ) ~=I\R6\ R2=] R6
M R6 N\ =PRI N R8=01 R9
MR N=RRT |\ R8=] R9

RN SN v -

btaining .

Infra- iW From Forwarding messages through mesh
cluster network network

scheguling . .

m
TarmaycerT

Figure 23 — An example of resource allocation

8.3.8 DLPDU priority and scheduling rules

There are four priority levels of DLPDUs defined:
e Command (highest priority)

Any packet containing a payload with network-related diagnostics, configuration, or control
information shall be classified with a priority of “Command”.

® Process data
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Any packet containing process data shall be classified as secondary priority level “Process
Data”.

e Normal

DLPDUs not meeting the criteria for “Command”, “Process Data”, or “Alarm” shall be
classified as “Normal” priority.

e Alarm (lowest priority)

Packets containing only alarm and event pavload shall assume a priority of “Alarm”. Devices
shall buffer no more than one DLPDU having “Alarm” priority.

Whgre there are multiple packets that can be transmitted in one
rules shall be used to select the packet. These scheduling rules a

duling

¢ allogating channels to the beacon and inactive period in priori
¢ allogating timeslots to the devices with fastest update ra

¢ allogating resources to the packet with earliest g ati i n/Mmulti-hop situafion in
priofity;

® allodating resources to the highest priority pa

8.3.9 Retry strategy

The network manager in CE: W should
allocate some timeslot

This HAS suppo e

o If [first transmissg same
chlannel

e If first retr i ) are enough, retry is executed over another channel.

e If secon z ources allocated to redundant path exist, retry is exgcuted
ovier/thi

e If third ai trjgs are executed in the CAP period of next superframe cycle until the

e retry threshold. Then the frame is discarded.

Retry supports the AFD mechanism.

NOTE Whewrumberoftetry—timestots—is—bounrdedbyv—th opstari—aMarxFrameRetries—iathetEEE-STD-802.15.4:
—He—tHRBe et y—HReSTets—15—eedh teHt—a e eetHe s— e —=E= L . A

ded-by-thecons
2006 MAC PIB.
8.3.10 Subnet discovery

DLL provides specific services for subnet discovery. For details see 8.6.

8.3.11 Management service

WIA-PA DLL provides management services to the upper layer and DMAP with DLME-SA.
The services include network joining and leaving, resource allocation and operations of
management database attributes.
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8.3.12 Radio link control and quality measurement

Link quality information may be accumulated at the DLL and reported through the DMAP.

Control of the emission power level of field devices is also supported.

Generally, the DLL may be configured to accumulate the following types of performance data

per neighbour.
e Received signal strength indication (RSSI)

e Link quality indication (LQI)

e Count of ACKs

e For fransmission, counts of attempted messages, backoffs and pa
® For feception, counts of CRC failures

8.3.13 Security

WIA-HA DLL is designed to use Message Integrit
technology to guarantee the integrity and confiderti
11 for|details.

8.3.14 DLL state machine

The WIA-PA DLL state machine is sho

(Link == Transmit)
&&Timeslot timeout

&
R
Transmit success &&

DLME-DATA.confirm
(SUCCESS)

received

Receive success
“DLME-DATA.indication

Receive Synchronization

Finished

anism and encr
wmunication. See the (

yption
Clause

Beacon frame
receives

Synchro-
nization

Figure 24 — DLL state machine

a) Join
This state handles the joining procedure of a device.
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After a device joining the network, DLL enters “Idle” state.
b) Idle state

The following transitions can occur while in “Idle” state.

e When the timeslot arrives, DLL enters “Transmit” state or “Receive” state according to
the link options (transmitting or receiving).

e When receiving management command frames and primitives, DLL enters
“Management” state.

c) Transmit state

When|the timeslot arrives and the link option is transmit link, DLL ente state.
The fqllowing results can occur while in the “Transmit” state.
e Successful propagation of a frame with broadcast/multicast de bCCurs
as soon as the frame is transmitted. After that the frapne’s
e Successful propagation of a frame with unicast d hen a
validated, successful confirm is received fro s that
message propagation has completed succ d.therame$ buffer is releasgd.
¢ |f a response with an error or no d,Qe e frame will be retrigd

d) Refeive state

The functions of the “Recejxe” state are re%g,

The fqllowing transitions

L]
=y
—
>
()
=
(¢}
&
Q

D

e Upon 3 8 jevice

e) Sypcheonizatio

In this h DLL

enterq “Idle” state.

8.4 PBittframeformrats
8.4.1 General frame format

Table 5 — General frame format

PPDU
MPDU
DPDU
PPDU header IEEE 802.15.4
MAC
header(MHR) DLL frame control DLL payload

The DLL general frame format is illustrated in Table 5. The DLL frame format is composed of:
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e |EEE 802.15.4-2006 MAC Header (MHR). See IEEE 802.15.4.
e DLL frame control.

e DLL payload.
NOTE The content of security can see the “DLL security” clause for more information.

The WIA-PA DLL frame control is shown in Table 6.

Table 6 — DLL frame control

Bits: 0 1 2 5~7
Frame type Clock recipient Security enable

0=Data 0=No 0= Disable reserved
1=Command 1=Yes 1= Enable

J_AX

8.4.2 Date frame format

Table 7 — Date framm
N

Octets: 1 f\\ ) /(/aNble 0/4/8

DLL frame control <\ MIC

The frame type of data frame is 0.

y
<7§

8.4.3 MAC beacon format

WIA-RA network use
information. For the M

The beacon pay@is
e 8 — Beacon payload

T AN ;

etsx1
Q&JS Absolute timeslot number Channel used to transmit

next beacon

frame

e Channel map array: This is an array of 64 bits starting from the least significant bit| Each
bit corresponds to a channel. If the bit is set the corresponding channel is in use. lts
specific structure is decided by the physical layer. The first 27 bits in channel map array,
numbered from bit 0 to bit 26, are assigned to IEEE 802.15.4. Among them:

— bit 0 to bit 15 are assigned to the 16 channels of 2,4 G frequency band;

— other bits are assigned according to the frequency band in practical environment. If the
amount of channels is less than 64, unused bits are filled with 0.
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8.4.4 Command frame format
8.4.4.1 General command frame format
Table 9 — General command frame format
Octets: 1 2 variable
DLL frame control Command frame Command payload
identifier
8.4.4.2 DLL command frame
The DLL command frames are used for resource allocation and state main ce.

Table 10 — DLL command frame

R

Cgmmand Command name User SCTI tiW
frame
identifier
1 Link adding request Network manager \ uest tg add a link
network mapa{ehge@
2 Link update request Network anager \&e}yaest to update a link
netw rk ger a e t
3 Link release request work anage&r/ \J Request to release a lipk
N manager
4 Superframe adding request Netw nager/ Request to add a
superframe
etwiork n r agent
5 Superframe updateNequest N‘Etwg)rk ager/ Request to update a
superframe
[\ (\ network/manager agent
6 Su frarme releas que Nejwork manager/ Request to delete a
superframe
etwork manager agent
7 Network manager/ Indicating an existing
device
network manager agent

8.4.4.

Link g
gatew|
devicq
routin

j device or fie

o
edves?

to addia rew [ink to a field device. After receiving this command frame, the gat
device adds a record to its link table.

ink to
puting
eway,

Link adding request command frame format is shown in Table 11.

Table 11 - Link adding request command frame format

Octets: 1

1

12

DLL frame control

Command frame identifier

Link table item

e Command frame identifier is 1.

e Link table item is shown in 8.7.3.2.
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Link update request command frame
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Link update request command frame is used by the network manager to update an existed
link to gateway or a routing device, and also used by the network management agent on a
routing device to update an existed link to a field device. After receiving this command frame,
the gateway, routing device or field device updates a record to its link table.

Link u

pdate request command frame format is shown in Table 12.

Table 12 - Link update request command frame format

O etak 4 4 49
T T T

Cq

8.4.4.

Link rg

link td
routin
the g4

Link r¢

Cq

DLL frame control Command frame identifier

' /N
LmKMb?ﬂém
o~

mmand frame identifier is 2.

Lipk table item is shown in 8.7.3.2.

b Link release request command frame

anager'to release an €
management agen
) device to release an existed li i i
teway, routing device or field dewi

Table - Dy releas

Octet \I\/\
D@n Qtrol

12

Link table item

Li
8.4.4.

Superframe<adding

equest command frame is used by the network manager to add

Xisted
I on a
rame,

A new

superframe to gateway or a routing device, and also used by the network management

on a routing device to add a new superframe to a field device. After receiving this com

agent
mand

frame,The gateway, routing device or 1ield device adds a record 10 ItS superirame table.

Superframe adding request command frame format is shown in Table 14.

Table 14 — Superframe adding request command frame format

Octets: 1 1 11

DLL frame control

Command frame identifier

Superframe table item

e Command frame identifier is 4.

e Superframe table item is shown in 8.7.3.1.
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8.4.4.7 Superframe update request command frame

Superframe update request command frame is used by the network manager to update an
existed superframe to gateway or a routing device, and also used by the network
management agent on a routing device to update an existed superframe to a field device.
After receiving this command frame, the gateway, routing device or field device updates a

record to its superframe table.
Superframe update request command frame format is shown in Table 15.

Table 15 — Superframe update request command frame format

Octets: 1 1

N
DLL frame control Command frame identifier Supegxie\tabw

e Cgmmand frame identifier is 5. \v

e Syperframe table item is shown in 8.7.3.1.

8.44.8 Superframe release request command frame

Superframe release request command frame is u network Tanager to reles
existed superframe to gateway or g i used by the n
management agent on a routing devi 3 I8 exi superframe to a field

After freceiving this command frame, the gatews ing.device or field device reles

record to its superframe table.

Superframe release requ j 3 s shown in Table 16.

Table 1 3 est command frame format

< yts
DLL fra<é&}\ﬁé$\ \9\ apd frame identifier Superframe table item

e Caomman i fier s 6.

11

e Syperframe tableN is wn in 8.7.3.1.

8.4.4.9 evotification command frame

Keep-plive_=noti
neighTour devices.

se an
twork
evice.
ses a

command frame is used for connection maintenance beftween

Keep-alive notification command frame format is illustrated in Table 17.

Table 17 — Keep-alive notification command frame format

Octets: 1 1

DLL frame control Command frame identifier

e Command frame identifier is 7.
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8.5 Data link layer data services

8.5.1 General

Data link layer data service access point (DLDE-SAP) supports the point-to-point transmission
of DLPDUs between devices. The primitives supported by Data link layer data services
include DLDE-DATA.request primitive, DLDE-DATA.confirm primitive and DLDE-
DATA.indication primitive.

8.5.2 DLDE-DATA.request

DLDE receives the payload from network layer through DLDE-DATA.request primitive and

adds it to the message queue of the DLL.

The s¢mantics of the DLDE-DATA.request primitive is as follows:

DLDEDATA.request (

SrcAddrMode,
SrcAddr,
DstAddrMode,
DstAddr,
Priority,

Type,
VCR_ID

Table |18 specifies the|par

9,

PayloadLength, %
Payload,
PayloadHandle

DATA.request.

E-DATA.request parameters

Name

Valid range

Description

SrcAddrMode

0~3

Mode of source address:
0=no address;
1=reserved;

2=16-bit short address;
3=64-bit long address.

SrcAddr Unsigned16/64

0~65535 or (2°*-1)

Source address, 64-bit long addrgss is

used only in device joining process,
and 16-bit short address is used
generally.

DstAddrMode Unsigned8

Decided by address
mode

Mode of destination address:
0=no address;

1=reversed;

2=16-bit short address;
3=64-bit long address.

DstAddr Unsigned16/64

0~65535 or (264-1)

Destination address, 16- or 64-bit.

Priority Unsigned8

0~15

Priority of the payload.

Data type Unsigned8

0~1

0= intra-cluster transmission;

1= inter-cluster transmission.
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Name Data type Valid range Description
VCR_ID Unsigned16 0 ~ 65535 VCR ID of the payload.
PayloadLength Unsigned8 <MaxMACFrameSize | Length of payload
Payload Octets |  —meee- Payload
PayloadHandle Unsigned8 0~ 255 Handle allocated when call DLDE-
DATA.request primitive.

8.5.3 DLDE-DATA.confirm

DLDEFDATAConfirm (

PayloadHandle,
Status

Table |19 specifies the parameters for the DLDE-DATA.conf

Table 19 — DLDE-DATA.coiffi

T}»ara ete
N\

Name Data type

/\@lid r

A
( ) ~ > Description

PgyloadHandle Unsigned8

DN

e
X

andle allocated when call DLDE-
Aonfirm primitive

Status

> signed

N

NS

0 ~\15

Result of the data transmission of DLL:
SUCCESS,
TRANSACTION_OVERFLOW,
TRANSACTION_EXPIRED,
NO_ACK,
CHANNEL_ACCESS_FAILURE,
UNAVAILABLE_KEY,
FAILED_SUCURITY_CHECK,
INVALID_PARAMETER

X
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Table 20 — Status table

ID Value Description

0 SUCCESS The requested operation was completed
successfully. For a transmission request, this value
indicates a successful transmission.

1 TRANSACTION_OVERFLOW No enough space for storing transactions.

2 TRANSACTION_EXPIRED Transaction has expired and its information is
discarded.

3 NO_ACK No acknowledgement message was received after
aMaxFrameRetries.

4 CHANNEL_ACCESS_FAILURE Can not transmit due to channe'l/agkge\failure

5 UNAVAILABLE_KEY No valid key in access con

6 FAILED_SECURITY_CHECK Received packet makes/a secC r|ty ing erxor in
security mode.

7 INVALID_PARAMETER A parameter in th<pr|rhmé\ Nt o) alu range.

8 READ-ONLY The parametef e Bq-o“%n n\t be Write

9 UNSOPPORTED-ATTRIBUTE Unsum tewT request
primitixe

10 NO-BEACON A SCthn fai edWany network
e AN

[
11-15 reserved ( A 6 ( U ‘\/
N/

8.5.4 DLDE-DATA.indication

DLDE}DATA.indication (

Table |21 specifie e.parameters for the DLDE-DATA.indication primitive.

Table 21 — DLDE-DATA.indication parameters

Name Data type Valid range Description

SrcAddrMode Unsigned8 0~3 The source address
mode. This value can take
one of the following
values:

0=no address;
1=reserved;

2=16-bit short address;
3=64-bit long address.

SrcAddr Unsigned16/64 0~65535 or (264-1) Source address, using 64-
bit long address only in
device join process, and
using 16-bit short address
generally.
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Name Data type Valid range Description
Type Unsigned8 0~1. O=intra-cluster
transmission;
1=inter-cluster
transmission
Priority Unsigned8 0~15 Priority of payload.
PayloadLength Unsigned8 <MaxMACFrameSize Length of payload
Payload Octets |  —meees Payload
LQ value measured during
) ) ) reception of the DPDU.
PayloadlinkQualijty Unsigned8 0~255 Fowervattes—represent
Ior@m\
SecurityUse Unsigned8 0~1 ceived
mode.
le field
alue

8.5.5

Source device
NL

DLDE-DATA.request C

Time sequence of the DLL data service

Source device
e %

S

device
layer

»

%— request
Y
~_/

ure 2

S
S

j\/ICPS-DATA.conﬁrm

Data packet

ACK (if needed)
4—

ime sequence of the data service (source device side)
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Destination Destination Destination
device device device
MAC layer DLL NL

Data packet
MCPS-DATA.indication

| DLDE-DATA.indication

ACTK (i needed)
| | Q

Figurg 25 and Figure 26 show the basi S . y. The
DLDE}DATA.request primitive is genera [ to be
transferred to a peer NLDE. On receipt/of the DhDE ns the
transmission of the supplied DLPDU.

The DILDE-DATA.confirm\arimitive is gene nse to
DLDE{DATA.request grimiti cating
the repult of the trans SiON

The 0 LDE-DA@'
issued to the NLD

message filtering ope

efierated by the DLDE of destination device and
frame at the local DLDE that passed the apprqpriate

8.6 |Data 3 : ent services
8.6.1
Upper NLLYmanagement entity service access point (DLME-SAP) to| send

management:Com ds to the DLL. The DLL management services mainly include gubnet
discoVery\device joihing and leaving, resource allocation and DLL-MIB maintenance.

8.6.2 Sub-network discovery services

The DLL subnet discovery services are used to scan channels over a given list of
communication channels. One device can use the subnet discovery services to measure
channel energy, search cluster heads (or gateway) sending beacon frames within its
communication scope. The DLL subnet discovery services provide DLME-
DISCOVERY.request primitive and DLME- DISCOVERY .confirm primitive.
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8.6.2.1 DLME-DISCOVERY.request primitive

DLME-DISCOVERY.request primitive is used to request a device to scan channels.

DLME-DISCOVERY.request (

ScanChannels,
ScanDuration

)
Table 22 specifies the parameters for DLME-DISCOVERY.request primitive.
Table 22 — DLME-DISCOVERY.request parameters
Name Data type Valid range
ScanChannels Unsigned64 64-bit Bits-Map 4
re
el
ScanDuration Unsigned8 0~14 i
is
( symbols, where n is the value of
can igh parameter.
NQTE The definition and value set of aBaseSuperframeRuration refer to parameters of PIB in the IEEE
ST|D 802.15.4: 2006 specification. I~
8.6.2.2
DLME-DISCOVE mitive.
DLME}DISCOVER
Table|23,specifies the parameters for DLME- DISCOVERY.confirm primitive.
Table 23 — DLME- DISCOVERY.confirm parameters
Name Data type Valid range Description
Status Unsigned8 0~15 Scan results:
SUCCESS;
NO_BEACON;
INVALID_PARAMETER.
NetworkCount Unsigned8 0~255 The count of active network founded
during scan.
NetworkDescriptor list 0~ NetworkCount Network Descriptor list of every
founded network, refer to Table 24.
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Table 24 — Network Descriptor list

Name Data type Valid range Description
LogicalChannel Unsigned8 0~63 Logic channel used for joining,
chosen from valid channels supported
by PHY.
BeaconOrder Unsigned8 0-15 The frequency sending beacon frame.
S periramevurdaer unsignedo U-1T90 AClIVe pPeriod 1e ot tne sup rframe

fPermitdoining Unsigned8 field

ifted to
If the pcan is successful, DLME-DISCOVERY .confi A\/rs ity ver, if
no bepcons are found, DLME-DISCOYERY.con{ i there
are sgdme errors or invalid parameters\ ERY). DLME-

DISCOVERY.confirm primitive returns |

The time sequence for subnet discove

DMAP
WE-M retue >

N \> MLME-SCAN.request
B DI

MLME-SCAN.confirm
< (SUCCESS)
OVERY .confirm -
SUCCESS)

-l
-

I I *

Figure 27 — Time sequence of subnet discovery

8.6.3 Device joining services
8.6.3.1 General

There are two cases for device joining services: (1) New field device joins the star network. (2)
New routing device joins the mesh network. Device joining services provide DLME-
JOIN.request primitive, DLME-JOIN.indication primitive, DLME-JOIN.response primitive, and
DLME-JOIN.confirm primitive.
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8.6.3.2 DLME-JOIN.request primitive

DLME-JOIN.request primitive is used for device joining a network (star or mesh).

DLME-JOIN.request (

LogicalChannel,
JoinAddr,
PhyAddr,
DeviceType

)

Table

25 specifies the parameters for DLME-JOIN.

Table 25 — DLME-JOIN.request para

request primitive.

T

Name Data type

\

Q)
R

b\esc iption

LogicalChannel Unsigned8

ic channel used fo
joiningy’chosen from

vaNd channels
ported by PHY.

JoinAddr

Unsigne&

The address of routing
device that accepts
joining request.

PhyAddr Unsgned6

~

Physical address of th
new device waiting fo
joining.

)

DeviceType

NN

UrsTg d\\)_)\> 0~1

Type of the new devig
waiting for joining;

O=field device;

1=routing device

8.6.3. itive

DLME
one df

DLME]

PhyAddr,
DeviceType

usged to inform the NLME of routing device or gatewd
other device has been successfully received.

y that

)

Table 26 specifies the parameters for DLME-JOIN.indication primitive.

Table 26 — DLME-JOIN.indication parameters

Name Data type

Valid range

Decription

PhyAddr Unsigned64

0~ (2%-1)

Address of new device
waiting for joining

DeviceType Unsigned8

Type of device waiting
for joining:

0=field device;

1=routing device
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8.6.3.4 DLME-JOIN.response primitive

DLME-JOIN.response is the response of DLME-JOIN.indication primitive.

DLME-JOIN.response (

PhyAddr,
ShortAddr,
TimeSource,
Status

PAS 62601 © IEC:2009(E)

)

Table |27 specifies the parameters for DLME-JOIN.response primitive.

Table 27 — DLME-JOIN.response parag;e&

Shart address allocat
the network manader

Name Data type Valid r}ng{\ \ \ b\esc iption
PhyAddr Unsigned64 0~(2 \ ress of device
iti or joining

ShortAddr Unsigned16 bd

N

to device waiting for
joining

TimeSource Unsigned 0~

Whether this device if
set as time source:

0= not time source;

1=time source

Status

Lo
DRSS

Result of joining
request

0=FAILURE;
1=SUCCESS.

\d
N~

8.6.3.5 .cwwe

DLME}JOIN . eondi iy

DLME-J

ShortAddr,
Status

)

orts the joining result to the DLL upper layer.

Table 28 specifies the parameters for DLME-JOIN.confirm primitive.

Table 28 — DLME-JOIN.confirm parameters

Name Data type Valid range

Description

ShortAddr Unsigned16 0 ~ 65535

Short address allocated
by network manager for
device waiting for
joining.

Status Unsigned8

Result of joining
request:

0=FAILURE;
1=SUCCESS.
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8.6.3.6 Time sequence for device joining in the network

The joining process includes the processes of joining the mesh network for a routing device
and joining the star network for a field device.

Time sequence for a routing device joining the mesh network is shown in Figure 28 and
Figure 29.

POTaY

Routing device Routing device RoutHy
device
NL DLL MMAC
WIS

DLME-JOIN.request

o
|

MLME-ASSOQCIATE request

C\sgz(et

tranemit
ck

‘\Qec ive

MLME-ASSOCI;{fE\.ecn\' m

DLME-JOIN.confirm >N

device\jo routing device side)

Figure 28 — Time sequence ofxouti

Gateway

Gateway oway
MAC D NL
N
MLME-ASSONIATE!indication \)

D w DLME-JOIN.indication
% DLME-JOIN.response
< MWS CIATE.response

N

A

MLME-COMM-STATUS.indication
X7 N Y

Figure 29 — Time sequence of routing device leaving (gateway side)

Time sequence for a field device joining the star network is shown in Figure 30 and Figure 31.
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Field device
NL

DLME-JOIN.request
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Field device
DLL

Field device
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DLME-JOIN.confirm

MLME-ASSOCIATE.request

MLME-ASSOCIATE.confirm

Packet
transmit
Packet
receive

A
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Figure 30 — Time sequence of field device joinjng \(field davice s
Routing Routing Routing
device device device
MAC DLL NL
MLME-ASSOCIATE.indi%ion @
< LMEZ] .indication

DLME-JOIN.response

=

—

ence of field device joining (routing device side)

8.6.4 grvices

8.6.4.1 Geners

There|aré/two cases for device leaving services: (1) Field device leaves the star netwgrk (2)
Routing— device feaves the mesh network. Device leaving services provide DLME-
LEAVE.request primitive, DLME-LEAVE.indication primitive, DLME-LEAVE.response primitive
and DLME-LEAVE.confirm primitive.

8.6.4.2 DLME-LEAVE.request primitive

The DLME-LEAVE.request primitive is used for an existed field device to notify its routing
device or for an existed routing device to notify the gateway of its intent to leave the network,
which is called active leaving.

The DLME-LEAVE.request primitive is also used for gateway to instruct an existed routing
device or for routing device to instruct an existed field device to leave the network, which is
called passive leaving.
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DLME-LEAVE.request (
ShortAddr
)
Table 29 specifies the parameters for the DLME-LEAVE.request primitive.

Table 29 - DLME-LEAVE.request parameters

Name Data type Valid range Description
ShortAddr Unsigned16 0 ~ 65535 The Short address.of
t evice asking\for
A avmg(\
8.6.4.3 DLME-LEAVE.indication primitive \>

DLMEFLEAVE.indication primitive is used to indicate the upper layex\thal a“deyice lg¢aving
request has been received.

DLME}FLEAVE.indication (

ShortAddr

Table |30 specifies the parameters for th .indreation primitive.

Name \data type i Description

N
ShortAddr Unsigned46 0 ~ 65535 The short address of
the device asking for
leaving.

nfirm primitive

8.6.4.4

DLMEFLEAVE.Co imitiveNs used to report the result of DLME-LEAVE.request prinjitive.
DLMEFI4

Status

)

Table 31 specifies the parameters for the DLME-LEAVE.confirm primitive.

Table 31 — DLME-LEAVE.confirm parameters

Name Data type Valid range Description

Result of leaving request:
Status Unsigned8 0~1 0=FAILURE;
1=SUCCESS.
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8.6.4.5 Time sequence for device leaving
8.6.4.5.1 Time sequence for routing devices leaving the mesh network

Routing devices connect to both the mesh network and the star network. Therefore, the
routing device will inform its leaving to both gateway and field devices.

e Active leaving: routing device preparing to leave will transmit a request to gateway. After
acknowledged by gateway, it will leave. Meanwhile, routing device will inform its leave to
field devices.

Routing Routing Routing

devide device device
NL DLL MAC N

DLME-LEAVE request MLI\:‘ng‘SASSOISIATE'rZG)qu“
» 1sassoclateReason= /\

\

A

MLME-DISASSOIATE. N: >
DLME-LEAVE.confirm < )SK \)

O

Figure 32 — Time sequence of ro tinic
N\ N
Gate \G@[vy Gateway

M DL NL

Disass@ \/

n report
ME-
DISASSQCIATE.indication
N
§ DLME-LEAVE.indication

e leaving (routing device sidg)

P

Figure 33 — Time sequence of routing device active leaving (gateway side)
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Field device Field device Field device
MAC DLL NL
Disassociatio
n report
’ MLME-
DISASSOCIATE.indication
- DLME-LEAVE indicatiory |

P4
to

the routing device. After returning ACK {o
network. Meanwhile, the routing d@e\w' [

Gateway
NL

atewa
DLL

oz \ S

LME-RISASSOCIATE.request

field\device side

Gateway
MAC

1sassociateReason=1)

MLME-DISASSOCIATE.confirm

Disassociation
report

ACK
N

<
W

Figure 35 — Time sequence of routing device passive leaving (gateway side)

pquest
e the
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Disassociatio
n report
MLME-
DISASSOCIATE.indication
ACK
-«

— 64 —

device device
MAC DLI
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device
|

DLME-LEAVE..indication

Figure 36 — Time sequence of routing device passiv i ting)device side)

8.6.4.

Disassociatio

n report
T e

igure 3

6.2

7

Field device
MAC

/F ield device
NL

DISASSOCIATE.indicatian "

DLME-LEAVE.indication

-

Time sequence for field devices leaving the star network

sequence of routing device passive leaving (field device sideq)

Field devices Teaving the star network include:

e Active leaving: field device preparing to leave will transmit a leaving request to its routing
device. After acknowledged by routing device, field device will leave the star network.
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Field device
NL

DLME-LEAVE.request

— 65 —

Field device
DLL

DLME-LEAVE.confirm

MLME-DISASSOCIATE.request
(DisassociateReason=2)

Field device
MAC

MLME-DISASSOCIATE.confirm

Disassociation
report

ACK
- —

A

Figure 38 — Time sequence of field device active leavi

Rou

device
DLL

ting

Routing
device
MAC
[Disassociation
report
MLME-
DISASSOCIATE.i

ACK

leave the\ne

DLME-LEAVE.indication

NL

Routing
device

Reuting Routing Routing
device device device
NL DLL MAC

DLME-LEAVE.request

A

DLME-LEAVE.confirm

-

MLME-
DISASSOCIATE.request

[ DisassociateReason=11

fo

MLME-DISASSOCIATE.confirm

Disassociatio
n report

ACK
-

e will
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8.6.5.1 General

Communication resource allocation i
services provide following primitives:
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Figure 40 — Time sequence of field device passive leaving (routing device side)

MAC DLL NL

Field device Field device Field device

Disassociatio
n report

MLME-
DISASSOCIATE .indication

ACK DLME—LEAVE.inQ}fégr}\\

-

Figure 41 — Time sequence of field device j

Link adding services:
DLME-ADD-LINK.req
DLME-ADD-L@
Limk update ser,

DLN
DLN

Syperframe addihg services:
DLME-ADD-SFR.request primitive:

d device side)

fion of link and superframe.

These

DLME-ADD-SFR.confirm primitive;
Superframe update services:
DLME-UPDATE-SFR.request primitive;
DLME-UPDATE-SFR.confirm primitive;
Superframe release services:
DLME-RELEASE-SFR.request primitive;
DLME-RELEASE-SFR.confirm primitive.
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8.6.5.2 Link adding services
8.6.5.2.1 DLME-ADD-LINK.request primitive

DLME-ADD-LINK.request primitive is used to add a record of a new link, which is originated
from gateway to routing device or from routing device to field device.

DLME-ADD-LINK.request (

DstAddr,
LinkCount,

LinkStructure

)

Table |32 specifies the parameters for the DLME-ADD-LINK.request

Name Data type W\\ \\ge)scription
DstAddr Unsigned16 ( 0;67535 \l?)it.dstination
/\ - 2 dress.
LinkCount Unsigne ,& ~ 55@ Count of added links 1
support adding multip
links each time

LinkStructure[] Link_Strugt™  N_ N\ O\ The information of thg
link attribute

@ O

~.
NQTE The data type of LipksStruct s strugt, sée\s.\\s.z}hkhséns.
Nw.

8.6.5.2.2 DLME-A

DLME-ADD-LIN@\ iy

DLMEFADD-LIN

Table |33 specifie parameters for the DLME-ADD-LINK.confirm primitive.

Table 33 — DL ME-ADD-LINK confirm parameters

Name Data type Valid range Description

Results of link adding request:
SUCCESS,
TRANSACTION_OVERFLOW,
Status Unsigned8 0~15 TRANSACTION_EXPIRED,
NO_ACK,
CHANNEL_ACCESS_FAILURE,
UNAVAILABLE_KEY,
FAILED_SUCURITY_CHECK,
INVALID_PARAMETER
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The detail of the results is shown in the Table 20.

8.6.5.2.3 Time sequence for link adding

Time sequence for adding a link originated from gateway to routing device is shown in
Figure 42.

Gateway Gateway Gateway Rou’qng Rou’gng
NM DLL MAC device device
MAC DLL

DLME-ADD-LINK reguest

MCPS-DATA.request

> Transmit

ARK
MCPS-DATA.confirm

DLME-ADD-LINK.confirm

A

/&

Figure 42 — Addin

Time sequence for addi

r routing device to field device is shqwn in
Figurg 43.

Routing Q

Rohtkng) Routing Field Field
device j device device device
DMAP D MAC MAC DLL
DLMEARDALINK. est
< \\\\) .
MCPS-DATA.request
» Transmit
> MCPS-
ACK DATA
MCPS-DATA.COnﬁrm indication
DLME-ADD-LINK .confirm
I I I I

Figure 43 — Adding a link originated from routing device to field device
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8.6.5.3 Link update services
8.6.5.3.1 DLME-UPDATE-LINK.request primitive

DLME-UPDATE-LINK.request primitive is used to update a record of an existed link, which is
originated from gateway to routing device or from routing device to field device.

DLME-UPDATE-LINK.request (

DstAddr,
LinkCount,

LinkStructure

)

Table |34 specifies the parameters for the DLME-UPDATE-LINK.req Q.

Name Data type W\\ \\ge)scription
DstAddr Unsigned16 ( 0;67535 \l?)it.dstination
/\ - 2 dress.
LinkCount Unsigne * ~ 55@ Count of added links fo
support updating
multiple links each time

LinkStructure[] Link_Struegt™  N_ N\ O\eeee- The information of thg
link attribute

~.
NQTE The data type of LipksStruct s strugt, 5&8\3.2%& ils.
Nw.

8.6.5.8.2 DLME-U

—

pL.

%

DLMEFUPDATE-

DLME-UPDATA-

Table |35 specifie parameters for the DLME-UPDATE-LINK.confirm primitive.

Table 35 — DI ME-UPDATE-L INK confirm parameters

Name Data type Valid range Description

Results of the link update request:
SUCCESS,
TRANSACTION_OVERFLOW,
Status Unsigned8 0~15 TRANSACTION_EXPIRED,
NO_ACK,
CHANNEL_ACCESS_FAILURE,
UNAVAILABLE_KEY,
FAILED_SUCURITY_CHECK,
INVALID_PARAMETER
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The details of the results are shown in Table 20.

8.6.5.3.3 Time sequence for link update

Time sequence for updating a link originated from gateway to routing device is shown in
Figure 44.

Gateway Gateway Gateway Rou’qng Rou’gng
NM DLL MAC device device
MAC DLL

DLME-UPDATE-LINK request

|

MCPS-

DATA.request
Transmit

A
MCPS-DATA.confirm | «

. X
O

4

DLME-UPDATE-LINK.confirm

-t
-

| |
Figure 44 — Updati i igi d\by’gateway to a routing device
Time pequence for updatin i igi rh routing device to field device is shown in
Figurg 45.

Routing 3 ouﬁ@ Routing Field Field
levice vise device device devics
DMAP DL MAC MAC DLL
DL AT
L.QK quest

P
MCPS-DATA.request
Transmit
B MCPS-
ACH DATA -
MCPS-DATA.COnﬁrm - ind]cation
DLME-UPDATE-LINK.confirm
] ] .| ]

Figure 45 — Updating a link originated from routing device to field device


https://iecnorm.com/api/?name=a929c9a001e5f8ed8130c66eea5eabea

PAS 62601 © IEC:2009(E) -71-

8.6.5.4 Link release services
8.6.5.4.1 DLME-RELEASE-LINK.request primitive

DLME-RELEASE-LINK.request primitive is used to delete an existed link, which is originated
from gateway to routing device or from routing device to field device.

DLME-RELEASE -LINK.request (

DstAddr,
LinkCount,
LinkStructure

)

Table |36 specifies the parameters for DLME-RELEASE-LINK.reques

Table 36 — DLME-RELEASE-LINK.request pga

Name Data type Valid range \ \\ D&\cription

DstAddr Unsigned16 m ~{ 18-bitdstination

addyess.

LinkCount Unsigned16 \%}5 35 Nsotnt of added links td
support releasing
multiple links each
time.

LinkStructure[] Link_Struct\ = \| N\ . NS _/ The information of the

link attribute.
NOTE The data type of Link_Struct is S\Quct(sé\gj.}.\{wmls.

8.6.5.4.2 DLME-R imitive

DLME-RELEAS@IK. itive_repofts the result of DLME-RELEASE-LINK.requliest.
DLMEFRELEASE-
Status

Table |37 spgeitie parameters for the DLME-RELEASE-LINK.confirm primitive.

Table 37 — DLME-RELEASE-LINK.confirm parameters

Name Data type Valid range Description

Results of the link release request:
SUCCESS,
TRANSACTION_OVERFLOW,
Status Unsigned8 0~15 TRANSACTION_EXPIRED,
NO_ACK,
CHANNEL_ACCESS_FAILURE,
UNAVAILABLE_KEY,
FAILED_SUCURITY_CHECK,
INVALID_PARAMETER

The details of the results are shown in Table 20.
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Time sequence for releasing a link originated from gateway to routing device is shown in

Figure 46.
Gateway Gateway
NM DLL

DLME-RELEASE-
LINK.request

Gateway Rou’qng Rou’gng
MAC device device
MAC DLL

MCPS-DATA.request

» Transmit

MCPS-DATA.confirm

ACK <§

-
%

DLME-RELEASE-LINK.confirm

-
%

Figure 46 — Releasing a linK ori

Time sequence for releagin

inate
i a%om routing device to field device is shgwn in

N

O

gateway to routing device

Figurg 47.
Routing Ro n@\ Routing Field Field
levice Q Vic device device devics
DMAP D MAC MAC DLL
N,
DLEMES EASE- >
LMNK.request
4 \ \) MCPS-DATA request
> Transmit
. MCPS-
] ACK DATA.
MCPS-DATA.confirm indication
DLME-RELEASE-
LINK.confirm
I I [ ]

Figure 47 — Releasing a link originated from routing device to field device
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8.6.5.5 Superframe adding services

8.6.5.5.1 DLME-ADD-SFR.request primitive

DLME-ADD-SFR.request primitive is used to add a record of a new superframe, which is

originated from gateway to routing device or from routing device to field device.

DLME-ADD-SFR.request (

DstAddr,
SuperframeStructure

)
7

Table |38 specifies the parameters for the DLME-ADD-SFR.request pri

Table 38 — DLME-ADD-SFR.request parameter

Name Data type Valid range\ \Rtri\\ute\%;griptio

=]

DstAddr Unsigned16 0~65535 \ N.dsti ation addres

o

SuperframeStructure Superframe_Struct |  / -----2 NTh inMation of
~ Supeyframe attribute.

NO[FTE The data type of Superframe_Struct is struct, s?e’e\.y\yf%r d/e{ails.

8.6.5.9.2 DLME-ADD-SFR.confirm ptimitiv

DLMEFADD-SFR.confirm reports the r E D-SFR.request.

DLMEFADD-SFR.confirm

Table the DLME-ADD-SFR.confirm primitive.

O’— DLME-ADD-SFR.confirm parameters

Name \Da\e\w Valid range Description

SUCCESS,
TRANSACTION QOVERFI QW

\) Results of superframe release requeist:

Status Unsigned8 0 ~15, TRANSACTION_EXPIRED,
NO_ACK,

UNAVAILABLE_KEY,
FAILED_SUCURITY_CHECK,
INVALID_PARAMETER

CHANNEL_ACCESS_FAILURE,

The details of the results are shown in Table 20.

8.6.5.5.3 Time sequence for superframe adding

Time sequence for adding a superframe originated from gateway to routing device is shown

Figure 48.

in
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Routin Routin
Gateway Gateway Gateway deviceg deviceg
NM DLL MA
c MAC DLL
DLME-ADD-SFR.request
MCPS-DATA request
> Transmit
™| MCPS-DATA.
MCPS-DATA.contirm ALK indteation

) N

DLME-ADD-SFR.confirm <

\

A

Figure 48 — Adding a superframe originated ay to routing device

Time |sequence for adding a superframe routing device to field deyice is

showr] in Figure 49.

Routing Routin N{d(}bting Field Field
Hevice ice evice device device
DMAP DLL MAC MAC DLL

= N
DLME DD%
RN
CPS-DATA. request
» Transmit

» MCPS-
ACK DATA.
4 MCPS-DATA confirm | indication

DL DD>SFR.confirm

| ] . | ]

Figure 49 — Adding a superframe originated from routing device to field device

8.6.5.6 Superframe update services
8.6.5.6.1 DLME-UPDATA-SFR.request primitive

DLME-UPDATA-SFR.request primitive is used to modify a record of an existed superframe,
which is originated from gateway to routing device or from routing device to field device.
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-UPDATA-SFR.request (
DstAddr,

SuperframeStructure
)
40 specifies the parameters for DLME-UPDATA-SFR.request primitive.

Table 40 - DLME-UPDATA-SFR.request parameters

Name Data type Valid range Att,lﬁﬁhe\description
SuperframelD Unsigned16 0 ~ 65535 Uni identifieof the
erframe, supplited by the
fﬁ&\ rk manager.
SuperframeStructure Superframe_Struct | = -------- he informati O}\/
(\\{ erirams attribute.
NOTE The data type of Superframe_Struct is struct, see 8.7.3.1 for ?e/t}rli\ \\ \
8.6.5.6.2 DLME-UPDATE-SFR.confirm primitivie
DLMEFUPDATE-SFR.confirm reports t esultof DAME P@TA- R.request.
DLMEFUPDATE-SFR.confirm (
Status
Table JPDATE-SFR.confirm primitive:
DATE-SFR.confirm parameters
Name \Qa}a\typ\ Valid range Description
Results of superframe update refquest:
\ SUCCESS,
Status Unsignéds 0~15 TRANSACTION_OVERFLOW,
TRANSACTION_EXPIRED,
NO_ACK,

CHANNEL ACCESS FAILURE,

UNAVAILABLE_KEY,
FAILED_SUCURITY_CHECK,
INVALID_PARAMETER

The details of the results are shown in Table 20.

8.6.5.6.3 Time sequence for superframe update

Time sequence for updating a superframe originated from gateway to routing device is shown
in Figure 50.
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Gateway Gateway Gateway Roupng Roupng
NM DLL MAG device device
MAC DLL
DLME-UPDATE-SFR.request
MCPS-DATA.request
> Transmit
> MCPS-DATA.
ACK g
MCPS-DATA.comrm | _ HEEaton

4

-

-
Bl

DLME-UPDATE-SFR.confirm >

Figure 50 — Updating a superframe origifiated f vay to routing device

Time sequence for updating a superframe\ originated{from routing device to field deyice is
showr] in Figure 51.

Routing Routi Routing Field Field
device ice vice device device
DMAP DLL MAC MAC DLL

N \)\
DLMEUPDATE-SFR.reqiest (
\/\ CPS-DATA request
Transmit
»> MCPS-
ACK DATA.
< MCPS-DATA.confirm | indication
DL UPDATE-SFR.confirm
| ] I ]

Figure 51 — Updating a superframe originated from routing device to field device

8.6.5.7 Superframe release services
8.6.5.7.1 DLME-RELEASE-SFR.request primitive

DLME-RELEASE-SFR.request is used to delete a record of an existed superframe, which is
originated from gateway to routing device or from routing device to field device.
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DLME-RELEASE-SFR.request (

DstAddr,
SuperframeStructure

)
Table 42 specifies the parameters for the DLME-RELEASE-SFR.request primitive:

Table 42 - DLME-RELEASE-SFR.request primitive parameters

Name Data type Valid range DeScrition

DstAddr Unsigned16 0~65535 16-bit. ds |on ddre S

S$uperframeStructure Superframe_Struct | = ---e--- The iafo tion of Stperframe
attribyte

NQTE The data type of Superframe_Struct is struct, see 8.7.3.1 for det< \\

8.6.5.7.2 DLME-RELEASE-SFR. confirm primiti

DLMEFRELEASE-SFR.confirm primitive reports t

DLME-RELEASE-SFR. confirm (

Table RELEASE-SFR. confirm primitive :

Name (Z{a\\a pe yalid range Description

Results of superframe release request:
<\ > SUCCESS,
TRANSACTION_OVERFLOW,
Status Nn& ne 0 ~15, TRANSACTION_EXPIRED,
NO_ACK,
CHANNEL_ACCESS_FAILURE,
UNAVAILABLE_KEY

FAILED_SUCURITY_CHECK,
INVALID_PARAMETER

The details of the results are shown in Table 20.

8.6.5.7.3 Time sequence for superframe release

Time sequence for releasing a superframe originated from gateway to routing device is shown
in Figure 52.
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DLME-RELEASE-SFR.confirm

MCPS-DATA . confirm |

-
%

A

Figure 52 — Releasing a superframe origin

rr@ate

in?xzmen
>

N

ay to routing device

Time pequence for releasing a superftame, oOxjginated. fRom routing device to field de
showr] in Figure 53.
Routing Routing outing Field Field
device ice vice device device
DMAP DLL MAC MAC DLL
N
DLME-RED > (
NR. quest
\/\ CPS-DATA.request
Transmit
> MCPS-
Acknowledg DATA.
DLME-RELEASE-
.confirm
— E—— I S —
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Gateway Gateway Gateway lzzl\llti?eg lfj(;L\l/?:eg
NM DLL MAC MAC DLL
DLME-RELEASE-SFR request
MCPS-DATA request
» Transmit

> MCPS-

ACK DATA.

ice is

Figure 53 — Releasing a superframe originated from routing device to field device

8.6.6

8.6.6.1

Management information attribute getting services

DLME-GET.request primitive

DLME-GET.request primitive is used to request information about a given DLL-MIB attribute.
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DLME-GET.request (
DIIMIBAttribute_ID

)

Table 44 specifies the parameters for the DLME-GET.request primitive :

Table 44 — DLME-GET.request primitive parameters

pame Data type Valid range ipti
DIIMIBAttribute_ID Unsigned8 0 ~ 255 Attrib(ﬁe Idextifier
N
The DLME-GET.request primitive is generated by upper layer and.dssue itscDLME to
obtain information from the DLL-MIB.
8.6.6.2 DLME-GET.confirm primitive
DLME-GET.confirm primitive reports the result of requesting Ne from thg DLL-

MIB.

DLME-GET.confirm (

Status,
DIIMIBAttributelD,
DIIMIBAttributelLe
DIIMIBAttributeVa

Table 45 specifiei’\the aramete ME-GET.confirm primitive.

Qe

E-GET.confirm parameters

Name\ \ \)at\a},ﬁ;e Valid range Description

\ Results of requesting a attribute:
status Unsigned8 0~15 SUCCESS;
\ UNSUPPORTED_ATTRIBUTE.,

DIIMIBAttibutelD Unsigned8 0 ~ 255 Attribute identifier

DIINIBAttributeValue Octets |  —oome- The attribute value. The value

0 when status is
UNSUPPORTEDATTRI

RIBUTE

The DLME-GET.confirm primitive is generated by the DLME and issued to upper layer in
response to a DLME-GET.request primitive. This primitive returns a status of either
SUCCESS, indicating that the request to read a DLL-MIB attribute was successful, or an error
code of UNSUPPORTED_ATTRIBUTE. When an error code of UNSUPPORTED_ATTRIBUTE

is returned, the DIIMIBAttibuteLength will be set to zero.

8.6.7 Management information attribute setting services

8.6.7.1 DLME-SET.request primitive

DLME-SET.request primitive attempts to write the given value to the indicated DLL-MIB

attribute.
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DLME-SET.request (

DIIMIBAttribute_ID,
DIIMIBAttributeValue

)

Table 46 specifies the parameters for the DLME-SET.request primitive:

Table 46 — DLME-SET.request parameters

Name Data type Valid range Deslc/rw

DIIMIBAttribute_ID Unsigned8 0~ 255 Attribute Idéntifier_in theNDLL-
we T

The DLME-SET.request primitive is generated by upper layer isgued to\its DLME tq

the in

8.6.7.

DLMESET.confirm primitive reports es at en‘@t ite a value to a DU
attribyte.
DLME}SET.confirm (

DIIMIBALtributeValue Octets | e Attribuite valudthat '||}\s§>
T alue is\) whéen statusN
NSUPRORTED/ATTRIBUTE.
A\

licated DLL-MIB attribute.

p DLME-SET.confirm primitive

write

L-MIB

Table [47 specifies he' DLME-SET.confirm primitive:
(\ able 47 = DLME-SET.confirm parameters
N&Qe & I}J{a type Valid range Description
\ Results of attribute value set
. request:
Sta Unsigned8 0~15
SUCCESS;
READ_ONLY;
HNSUPPORTED—ATTRIBUTE;
INVALID_PARAMETER.
DIIMIBAttribute_ID Unsigned8 0 ~ 255 Attribute Identifier that is
modified

The DLME-SET.confirm primitive is generated by the DLME and issued to upper layer in
response to a DLME-SET.request primitive. The DLME-SET.confirm primitive returns a status
of either SUCCESS, indicating that the requested value has been written to the indicated
DLL-MIB attribute, or the appropriate error code. The details of the results are shown in Table

20.
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8.7

8.71

General

- 81 -

Data link layer management information base (DLL-MIB)

The DLL-MIB comprises the attributes required to manage the DLL of a device.

These attributes include unstructured attributes and structured attributes.

8.7.2

Unstructured attribute

Table 48 lists the unstructured attribute maintained by DLL.

Table 48 — Unstructured attribute

AL\

Identifier Name Data type Range Access Defay)n‘\ &D crip\ign
i g\m%f)(le of
on.
1V StatisticsDuration Unsigned16 0 ~ 65535 R/ NS U
statist{ics in the
\Qgh our tables.
8.7.3 | Structured attributes \>

DLL ¢
struct
inform

The id

nk and neighbour.
ree tables of communi
nding data structure.

uctured attributes

Each
cation

AN

Identifier K \ ttri te\hkam% Data type
18 \ er}?*%ne Superframe_Struct
19 L Link_Struct

20

Ngg{hbour

Neighbour_Struct

Table

50 preSents.fhe en\-}@ormation of these tables.

ble $0 — Three tables of the structured attributes

>

Name

Description

Superframe table

Describes the superframe attributes

Link table

Describes the link attributes

Neighbour table

Describes the neighbour attributes

Figure 54 shows the relationship among superframe, link and neighbour attributes.
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Neighbor
Link
Superframe _ NeighbourlD
LinkiD NeighbourAddr
Superframe ID 1 1 NeighbourlD 1 1.* Priority
SuperframeMultiple o~ " | LinkType TimeSourceFlag
NumberSlots LinkOptions Status
ActiveFlag SlotType LastTimeCommunicated
ActiveSlot IRellzaglveSlotN unglbef BackoffCounter
LIII“UUPUI ITATTICTYUTrTT
SuperframelD

Figure 54 — Relationship of the DLL structured attribut

8.7.3.1 Superframe attribute

Superframe attribute maintains the information of sup

Table

(@R
Name /\ /BﬂQ}er\ \\QM:I range Attribute description

SuperframelD \k Unsign 0 ~ 65535 Unique identifier of the
[\/\ x superframe, supplied byl the

network manager.

Superfram&Multiple nsi eW 0 ~ 255 The multiples of the basi
WIA-PA superframe. It i
used for restricting the \VIA-

PA superframe length. If is

used for processing the
long period data

(\ transmission.
mberS ots\ Unsigned16 0 ~65535 Superframe size (countg of
timeslots)

A 've}\ag Unsigned8 0~1 Superframe active flag

0 = Inactive;

1 = Active;

@

Abﬁvc Uubigucu"‘ra 0 ~(246_1) A'Ubuiutv ﬁlllvbiut ||uu|'u.,l’
when a superframe begins

active.

8.7.3.2 Link attribute

Link attribute maintains the information of links. Link attribute refers to Superframe attribute
and Neighbour attribute.

Table 52 shows the structure of Link attribute.
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Table 52 — Link attribute structure

Name Data type Valid range Description
LinkID Unsigned16 0 ~ 65535 Unique identifier of the
Link
NeighborlD Unsigned16 0 ~ 65535 Reference to a
Neighbour table entry.
LinkType Unsigned8 0~3 0= Unicast;
1= Broadcast;
2= Multicast.
0~3
LinkOptions Unsigned8
0 m tyre o\a/meslot
SlotType Unsigned8 O=data tipneslot;

1
ti ;
(\ /\ 2~3=reserved.

anagement
slot

RelativeSlotNumber

Unsign@

Relative timeslot
number.

LinkSuperframeNum

Unsigned

Q

The multiples of the
basic WIA-PA

PA superframe when

long period data
transmission.

superframe in the WIA

this link happens. It ig
used for processing th

e

Superfra@

e

0 ~ 65535

Reference to a

Superframe table enty

y.

Long
length

Trans

Tra
The p
If Tra

otherv

IICQ

the frame is not

transmitted

tits Yupdate rate is larger than the maximum supe

psmitFlag is 0, the frame is transmitted in the timeslot of the current superframe
The definit

frame

iple

cycle;

on of

Ih r\nrranf cllpnrfrnma f‘\lf"IQ

AbsoluteSlotNumber refers to 8.4.3, and NumberSlots, ActiveSlot and SuperframeMultiple
refer to 8.7.3.1. Figure 55 shows an example of dealing with long period frame.

AbsoluteSlotNumber

T{T{T{T{L{T{I|L|1|1|2]|2]|2]|2]2]2]2]2]2]2|3|3(3(3({3({3({3(3|3|3
0I2345678901 4 910(1(2(3|4(5|6|7(8|9]|0(1]|2|3[4(5]|6[7|8|9
ActiveSlot=3 [0 112 (3 [4|5|6]7[0[1|2]|3]4|5(6|7|0]|1{2|3[4]5|6(7(0|1]|2]|3[4(5(6|7|0|1{2|3]|4
i «——Period | —»e——FPeriod 2 —»¢——Period 3 —»e——Period 4 —»ie—Period 5

Figure 55 — An example of long period data transmission
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In Figure 55, NumberSlots = 8, SuperframeMultiple = 3, and the slot numbered 4 of the third
superframe is assigned for a long period data transmission.

If the current absolute slot of Beacon is 19, TransmitFlag is calculated as follows:

Then, the packet is sent at current period.

8.7.3.3

Neighbour at

TransmitFlag = [(19-3+1)/ 8( %3 =0,

tribute

Neighbour attribute maintains the information of neighbours of the device.

REF _Ref204511271 \r \h [ 9 Table 531 shows the structure of neigh r attribute.
Table 53 — Neighbour attribute structur
Name Data type Valid range< \ \ D\és{:riaion
NeighborlD Unsigned16 0 ~6® \\Qe\ighb\n node ID
NeighborAddr Unsigned16 0 35 (| Rhe'short address of
neighbour node.
Priority Unsigned8 ~N15 Wépriority of join in ¢f
(\ /\ neighbour node.
N & 1U Indicating that whether the
) ) neighbour node is a time
TimeSourceFlag Unsigned source:

-

0=no;

1=yes.

Status

i)\/o~127

The status of neighbo
node, such as link inv
etc.

ur
alid

BackoffCou?(e}\

> i

0

0~31

Count of backoff.

BackoffExpoM

nsi@&gdS\

0~15

Backoff exponent.

Las

TimeCommu<ﬂ\‘sd\

A

0 ~(256.1)

Time when last
communicated with th
neighbour node.

w

A
AN

Av

Unsigned8

0~ 255

The average level of
signals received from
neighbour node in

StatisticsDuration (see §

the

7.2).

)

acketsTrm

Unsigned16

0 ~ 65535

The number of un-bro
cast frames sends to
neighbour node in

Rd-
he

StatisticsDuration (see 8

7.2).

AckPackets

Unsigned16

0 ~ 65535

The number of expect
ACK/NACK packets
received in
StatisticsDuration (see 8

ed

7.2).

PacketsReceived

Unsigned16

0 ~ 65535

The number of good
packets received from
neighbour node
StatisticsDuration (see 8

the

7.2).

BroadcastPackets

Unsigned16

0 ~ 65535

The number of good
broadcast packets
received from the
neighbour node in
StatisticsDuration (see 8

7.2).
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9 Network Layer

9.1 General

The WIA-PA network layer transports packets over networks, provides interfaces to
application sub-layer, and carries out network layer management.

9.2 Stack structure

The structure of WIA-PA network layer is shown in Figure 56.

Application Sub-layer

Date Link Layer

Netwdrk layer defines Network Layer D 4 Network Layer Management
Entity[(NLME).

NLDE| provides the servigéN ‘ hich\the application sub-layer transmifs and
receivies data.

+Q
NLME| provides the s i \hroh which layer management functions mfay be
invokegd. The RONSI maintaining a database of pertaining [o the
network layer. Thisd as the NL-MIB.

Network Layer

Management
> | NLMiB Entity

0 NLMEID

Figure 57 — WIA-PA Network Layer reference model

The network layer provides two services, accessed through two SAPs:
— the network layer data service, accessed through the network layer data entity SAP
(NLDE-SAP), and

— the network layer management service, accessed through the network layer management
entity SAP (NLME-SAP).
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9.3 Function description
9.3.1 General

The network layer in WIA-PA is designed to perform the following functions.

W)

Addressing

T

Routing

o O

)

)

) Packet lifecycle management

) Management of Device joining and leaving network
)

)

End-=to-end network nerformance monitoring
Ll ~J

—h

) Fragmentation and reassembly
9.3.2 Addressing

Each gevice has a unique 64-bit physical address (EUI-64) and a i " gsk. The
16-bit| network address can be denoted as x.x, where x i§ an “8:kit(A most-
significant 8-bit in the 16-bit network address is the clustepa . z 35t-signjificant
8-bit is the intra-cluster address. The range of the cluster‘address\i and the rahge of
the infra-cluster address is 0~254. The number 255 j ) address. Rputing
device@’s intra-cluster address is 0.

The classifications of the network addre

a) Unicast addresses — Each device's’s i ddress, including the following
types:

e | Gateway address is 0.x, where X is
¢ | Routing device address_ig'x. nere

b) Brpadcast ad|res ording\ fo\theNdifferent broadcast domains, there is 4|types

brpadcast ad

9.3.3
9.3.3.1

WIA-HA “network supports static routing algorithms, which are configured by the neFtwork
manager.

After getting the neighbour information from each routing device, network manager generates
the connection relationship of all the routing devices. On the basis of the connection
relationship, network manager generates and writes the routing information to each routing
device in the form of routing table. Each route in the table is assigned a Route ID. To improve
reliability, there may be more than one route corresponding to one data VCR.

9.3.3.2 Routing table

Each routing device maintains a routing table, which is generated by the network manager.
The routing table is used for the path selection in the mesh network. The table have five items.
Route_ID is the identifier of a route. Destination Address is the address of the endpoint of a
route. Next hop is the address of the next hop relayer in a route. VCR_ID identifies which
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VCR a route is serving for. RetryCounter records the times of end-to-end retry in a route

which reflects the status of the route.
A routing table example is shown in Table 54.

Table 54 — Routing table

Route_ID Destination Address Next hop

VCR_ID

RetryCounter

5 N1 N3 4

0

8 GW N2 6

0

NOTE GW in the table denotes a gateway address. N1, N2 and N3 denote routing devices’ addresses.

9.34 Packet lifecycle management

Each packet has a lifecycle in the WIA-PA networks. The lifecy

survivjng time. The network layer records packets’ generatiRg tim

Surviding time is computed according to generating time.
exceefs its lifecycle, then the packet is discarded.

9.3.5 Joining and leaving network of device

WIA-H

9.3.6
WIA-H

DMAR.

9.3.7

res in
to the

Fragm DU is
larger|than the maxj hie NPDU will be fragmented at the network Igyer of
sender. When the reach the receiver, they are reassembled at the

network layer.

9.3.8

The netwo

Table 55 — Network layer states

State

Description

Idle

Do nothing, wait for events occurring

Transmitting

Pack the packets, and pass them to the DLL

Receiving

Unpack the packets, and pass them to the ASL

a) Idle state

The following transitions can occur while in “Idle” state:
e When DLL invokes DLDE-DATA.indication primitives, NL enters “receiving” state.

e When ASL invokes ASLDE-DATA.request primitives, NL enters “Transmitting” state.
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b) Transmitting state

In the “Transmitting” state, if receiving NLDE-DATA.confirm primitives, NL enters “Idle” state.

c¢) Receiving state

In the “Receiving” state, NL enters “ldle” state after NL issues NLDE-DATA.indication
primitive to the upper layer.

States transitions are shown in Figure 58:

NL/invokes NLDE-
DATA.indication

DLL invokes

DLDE-DATA.indicagion

Receiving

9.4 |Network layer

9.4.1 Comm%;a
Netwqrk layer pac

N\
Octet:|1 3\ \ 2 / 4 2 Variable

Destinatio [big Ute
Contrpl | Raddeess | a Payload

)
field \ Timestamp length Network layer payload
ing file

Q

VAN

)
Net\%\rk layer packet header Network layer payload

Figure 59 — Network layer packet format

Control field format is shown in Figure 60.

Bits: 0-1 2-3 4-7

Type Routing type | Reserved

Figure 60 — Control field

Control field includes:

e Type, 2 bits. 00 denotes data packet, 11 denotes command packet, 01 and 10 is reserved,;
e Routing type, 2 bits;
e Reserved, 4 bits.
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Routing field includes:

e Destination address: final destination address of packet(16 bits);
e Source address: the address from where packet originates (16 bits);

e Route_ID: unique identifier of the path (16 bits).
9.4.2 Data packet

Data packet format is shown in Figure 61.

Octets: 1 4 2 4 2 variable
Conchl | st | sty | oD rayions
ontrpl . ayloa
field outia old Timestamp length NetworkNayer paylo:
outing fie /\
Network layer header

Figure 61 — Network layer data packet\form

9.4.3 Command packet
9.4.3.1 Common command packet format
Netwdrk layer command packets encapsulate

management functions.

Comnjand packet format is shown in Figure 62.

N
SN
N\

Iye@om ands to accomplish

some

(N
Octetg: 1 4 2/\ \ 4\\ \% 1 variablée
Destinatio | Source R(h(k—:‘_l Network. Iaye.r. Network layer
Contfol | haddress | address o8 Payload command identifier command payload
fiel o Jnesm length
/\Q?u g field Network layer payload
/N%\@;Qa)%\heaééx B Network layer payload
A
uren62>< Netwprk layer command packet format
Netwqrk layér co nd packets are listed in Table 56.

le 56 — Network layer command packet

command

Comma}d\%\c t identifier

0 Adding route request

N

ddina-raout L
<

e grothte+es PoehS

Updating route request

Updating route response

Deleting route request

Deleting route response

2
3
4
5
6-255 reserved

Executing results of Command are shown in Table 57.
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Table 57 — Executing results of Commands

Command implementing result identifier description
SUCCESS 0 Command execution successes
NO_DST_ADDRESS 1 No destination address
PACKET_TOO_LONG 2 Packet length is longer than NPDU
INVALID_PARAMETER 3 Parameters are invalid

9.4.3.2 Adding route request and response

Command packet of adding route request is generated by network m

destinfation routing device for adding

The fqrmat of this request command

a new routing record into its routin

packet is illustrated as Figure &3.

Octets: 1

Command identifier: 1 MM

Network layer pa&lo@

Figure 63 — Command pa of ad m@ute equest

Commjand packet of adding route respon

route request command.

The fqrmat of this responge cemman

1

ww@\\

twork layer payload

NOTE

ek@mmand packet of adding route response

9.4.3.8 ating\route request and response

ent to

adding

Command. packet of updating route request is generated by network manager and sent to
destinlation routing device for modifying a routing table record in its routing table. |e

The format of the request command packet is illustrated as Figure 65.

Octets: 1

9

Command identifier: 3 A routing table record

Network layer payload

Figure 65 — Command packet of updating route request

Command packet of updating route response is used to return the executing result of the

updating route request command.
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The format of the response command packet is illustrated as Figure 66.

Octets: 1 1

Command identifier: 4 Result

Network layer payload

Figure 66 — Command packet of updating route response

NOTE Executing results are shown in Table 57.

9.4.3.4 Deleting route request and response

Commjand packet of deleting route request is generated by the netw ent to

destinfation routing device for deleting a routing record from its routiqg

The fgrmat of the request command packet is illustrated as Figwe 67>

AN
Octets: 1 \g\ \\)
Command identifier: 5 /\< Row

gt i O

letin ute request

Comn return the executing result pf the

The fd strated as Figure 68:

QK
SURTTERAN ;
@N\w Result

Network layer payload

— Command packet of deleting route response

NOTE |Executing e shown in Table 57.

9.5 [Network layer data services

9.5.1 General
Network layer data service access point (NLDE-SAP) is used to transport NPDUs. Network

layer data services provide NLDE-DATA.request primitive, NLDE-DATA.confirm primitive and
NLDE-DATA.indication primitive.

9.5.2 NLDE-DATA.request primitive

NLDE receives the payload from application sub-layer through NLDE-DATA.request primitive
and adds it to the message queue of the NL.

The semantics of NLDE-DATA.request primitive are described as follows:
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NLDE-DATA.request (

VCR_ID,
DstAddr,
SrcAddr,
Priority,
PayloadLength,
Payload,
PayloadHandle

PAS 62601 © IEC:2009(E)

oQ I 4l + £ 1
Table YO SPYCUIITS UIT pdaialficiers T UiT

A & i
ATTYUUTSU PHTTIve.

Table 58 — NLDE-DATA.request primitive paramete

AN
\ Deschiption, \ )

Name Data type Valid range
VCR_II Unsigned16 | 0~65535 Egatal r?s"hips = i
DstAddf Unsigned16 | 0~65535 m%\atfddr s of the
SrcAddf Unsigned16 | 0~65535(Unicast address) f\ L2D1‘?'bsoﬁh°” ddress of the
7\ N .
Priority Unsigneds A Bridyity obthis NSDU.

Payloa Octets

0~15 \“ /
Payloadlength | Unsigned16 O~65535\ \ \ \mgghdm NSDU to be

NSDU

The handle associated with the
NSDU to be transmitted.

PayloadHand| Unsigned8(\ 0~ \ Q \
\f%\ R

On th¢ occasion of ha
the NLDE-DATA.reque

the NLDE-DATA/feques
transmission.
9.5.3

The N
inform

The s

NLDE}

vokes
pipt of
LL for

e and

Status

)

Table 59 specifies the parameters for the NLDE-DATA.confirm primitive.

Table 59 — NLDE-DATA.confirm primitive parameters

Name Data type Valid range

Description

PayloadHandle Unsigned8 0~255

The handle of the NSDU.

0=SUCCESS, 1=FAIL,

Status Unsigned8
2~255=reserved

The result of NLDE-DATA.request primitive.
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The network layer generates the NLDE-DATA.confirm primitive in response to NLDE-

DATA.request primitive. The NLDE-DATA.confirm primitive
SUCCESS or FAIL as soon as the request is executed.

9.54 NLDE-DATA.indication primitive

returns a status of either

The NLDE-DATA.indication primitive informs the application sub-layer when the network layer

receives a packet.

The semantics of NLDE-DATA.indication primitive are described as follows:

NLDEFDATAINdIcation (

SrcAddr,
Priority,
NSDULength,
NSDU

Table

Name Data type < \V\QliQa\r\lge( \ \J )\/ Description
SrcAddf Unsigned16 0~65535 'caN ess) /rflgeobt?ébslgﬁ?g: address of the
Priority Unsigned4 0~15 \ (\ Priority of this NSDU.
NSDULEngth Unsigned1< <65 \ O . > The length of the NSDU.
NSDU octet N\ NS ~ ) The data of the NSDU.

The network laye i
appropriately a
layer invokes the N

€ NLDE-DATA.indication primitive when receivipg an
local data link layer successfully. The network
rimitive to inform the application sub-layer.

9.5.5 Time sequ ta service
N Destination Destination
Sou Source NL
NL NL
E-bATA.request
packets
NLDE-DATA.indication
NLDE-DATA.confirm
| | | |

Figure 69 — Time sequence of network layer data services

Figure 69 shows the basic procedures of the packet sending and receiving. The NLDE-
DATA.request primitive is generated by a local ASLDE when a data ASLPDU is to be
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transferred to a peer NLDE. On receipt of the NLDE-DATA.request primitive, NLDE begins the

transmission of the NPDU.

The NLDE-DATA.confirm primitive is generated by the NLDE of source device in response to
NLDE-DATA.request primitive. The NLDE-DATA.confirm primitive returns a status indicating

the result of the transmission.

The NLDE-DATA.indication primitive is generated by the NLDE of destination device and
issued to the ASLDE on receipt of a data packet at the local NLDE that passed the

appropriate message filtering operations.

9.6 [Network layer management services
9.6.1 General

The DMAP uses the interface supplied by the NLME-SAP to config
layer’s operation.

9.6.2 NL-MIB attribute getting services

The upper layer or DMAP invokes the MIB attribute
attribdtes in MIB.

9.6.2.1 NLME-GET.request primiti

The s¢mantics of NLME-GET.request prin

NLME-GET.request (

NIMIBAttribute_ID

Table|61 specifi@e

E-GET.request primitive.

ET.request primitive parameters

to“get the val

les of

Narme Valid range Description

NIMIBAttri/bme%hS\ \\\ Unsigneds 0~255 MIB attribute 1D

Y

9.6.2.2 NLME-GETY.confirm primitive

The sémantics of NLME-GET.confirm primitive are described as follows:

NLME-GET.confirm (

NIMIBAttribute_ ID,
Status,
NIMIBAttributeValue

)

Table 62 specifies the parameters for the NLME-GET.confirm primitive.
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Table 62 — NLME-GET.Confirm primitive parameters

Name Data type Valid range Description
NIMIBAttribute_ID Unsigned8 0~255 MIB attribute
ID
Status Unsigned8 0=SUCCESS, 1=UNSUPPORTED_ATTRIBUTE, The result of

2~255=reserved

the request

NIMIBAttributeValue Octet —

The value of
the attribute

The network layer generates the NLME-GET.confirm primitive in response to a NLME-

GET.rpgques : o~
reques$t to the upper layer.

e SUCCESS: the attribute value has been successfully read.
e UNSUPPORTED_ATTRIBUTE: the requested attribute value doe

9.6.3 NL-MIB attribute setting services
9.6.3.1 NLME-SET.request primitive

The upper layer invokes the NLME-SET.request pri
The s¢mantics of NLME-SET.request pri

NLME}SET.request (

NIMIBAttribute ID,
NIMIBAttributeValue

ult of

e, of a MIB attribpte.

)
Table|63 specifieithe ardm E-SET.request primitive.
able .request primitive parameters
AN
Name\ \ W type Valid range Description
N|M|BAttribute<(D \ Dw}signeds 0~255 MIB attribute 1D
NIMIBAKtripteValye \ N\ [‘Octet — The value of the attribute

NN

9.6.3.2 NLME-SER.confirm primitive

The s¢mantics of NLME-SET.confirm primitive are described as follows:

NLME-SET.confirm (

NIMIBAttribute 1D,
Status

)

Table 64 specifies the parameters for the NLME-SET.confirm primitive.
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Table 64 — NLME-SET.confirm primitive parameters

Name Data type Valid range Description
NIMIBAttribute_ID Unsigned8 0~255 MIB attribute ID
Status Unsigned8 0=SUCCESS, The result of the

1=UNSUPPORTED_ATTRIBUTE request
2=INVALID_PARAMETER,
3=READ_ONLY, 4~255=reserved

The network layer generates the NLME-SET.confirm primitive in response to a NLME-
SET.request primitive. The NLME-GET.confirm primitive returns a status of SUCCESS or the
appropriate error code to the upper layer.

a) If the attribute is read-only, the NLME-SET.confirm primitive will re READ -ONLY”
status.
b) If [the attribute value is out of range, the NLME-SET.confirx tyrn an
“INVALID_PARAMETER?” status.
c) If|there is no such attribute, the NLME-SET.confi n an
“UNSUPPORTED_ATTRIBUTE” status.
9.6.4 Routing services
9.6.4.1 Route adding services
9.6.4.1.1 NLME-ADD_ROUTE.req
The NLME-ADD_ROUTE.request primitive at the
network layer of routing devices.
The s¢mantics of NLME-
NLMEFADD_ROUTE.re
DstAddr%%
Routing_table
)
Table eys for the NLME-ADD_ROUTE.request primitive.
LME-ADD_ROUTE.request primitive parameters
Name > Data type Valid range Description
DstAddfess Unsigned16 0~65535 The 16-bit short address of the routing deyice.
Routing_table_record Structure ATouting table 1tem, see lable 8Z.

NLRoute_Tbl

The network manager invokes the NLME-ADD_ROUTE.request primitive to add a record to
the routing table at the network layer of routing devices.

9.6.4.1.2 NLME-ADD_ROUTE.confirm primitive

The NLME-ADD_ROUTE.confirm primitive reports the result of a NLME-ADD_ROUTE.request
primitive.

The semantics of NLME_ADD-ROUTE.confirm primitive are described as follows:

NLME-ADD_ROUTE.confirm (

Status
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Table 66 specifies the parameters for the NLME-ADD_ROUTE.confirm primitive.

Table 66 — NLME-ADD_ROUTE.confirm primitive parameters

Name Data type Valid range Description

Status | Unsigned16 | 0=SUCCESS, The result of a NLME-ADD_ROUTE.request primitive.
1=INVALID_PARAMETER,
2~255=reserved

On receipt of the NLME-ADD_ROUTE.request primitive, the network layer will transmit an
adding-route-request command packet to the routing device and will return a NLME-
ADD_ROUTE.confirm primitive to report the result.

9.6.4.1.3 Time sequence for route adding

Time sequence diagram for adding a record to the routing table of rguting deyces is shown in
Figurg 70.

N\
ZRotrj ice Routing dgvice
NM Gateway NL Gateway DLL /ﬁ\wm P NL

NLME-
ADD_ROUTE. | _ N
request qUGSt >
» DLDE-DATA.
NLME indication
ADD_ROUTE. DLDE-DATA conflrm >
confirm )
Command packet DLDE-
of adding route DATA request
Q response -
DLDE-
DATA.confirm |
I I I

Figure 70 — Time sequence for route adding

9.6.4.2 Route updating services

9.6.4.2.1 NLME-UPDATE_ROUTE.request primitive

The NLME-UPDATE_ROUTE.request primitive updates a record in the routing table at the
network layer of routes devices.

The semantics of the NLME-UPDATE_ROUTE.request primitive are described as follows:

NLME-UPDATE_ROUTE.request (

DstAddress,
Routing_table_record

)

Table 67 specifies the parameters for the NLME-UPDATE_ROUTE.request primitive.
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Table 67 — NLME-UPDATE_ROUTE.request primitive parameters

Name Data type Valid range Description
DstAddress Unsigned16 0~65535 The 16-bit short address of routing device.
. Structure . .
Routing_table_record NLRoute_Tbl A routing table item, see 9.3.3.2.

The network manager invokes the NLME-UPDATE_ROUTE.request primitive to update a
record in the routing table at the network layer of routing devices.

9.6.4.2.2 NLME-UPDATE_ROUTE.confirm primitive

The NLME_UPDATE-ROUTE.confirm primitive reports the executing

UPDATE_ROUTE.request primitive.

The s¢mantics of NLME_UPDATE-ROUTE.confirm primitive are des

NLMEFUPDATE_ROUTE.confirm (

Status

Table |68 specifies the parameters for t

Table 68 - NLME-UPDATE\R

NLMEQU

NLME-

Name | Data type

Valid ra&uge

Description

Statug | Unsigned8

0=SUCZE
2~ 255— ser

The result of a NLME-
UPDATE_ROUTE.request primitive.

On receipt of the NLME-\UPDATE _

comm@and packe
UPDATE_ROU

9.6.4.2.3

Time seque
in Figlire 71.

primitive, the network layer will tran

smit a

to the routing device and return a NLME-

shown
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NM Gateway NL Gateway DLL Rout|r[1)gLEeV|ce RoutmNngewce
NLME-
UPDATE_ROUT
E.request ,» DLDE-DATA.request | Command packet
of updating route
request DLDE-DATA.
NLME- indication |
UPDATE ROUT | DLDE-DATA confirm o
E.confirm <
LDE=
Command packet 9&;%\
of updating route | —
DLDE-DATA. «_esponse
indication DLDE:
- ATDAlcongirm
— — ——

Figure 71 — Ti

9.6.4.8 Route deleting services

9.6.4.8.

The n ete a

recorg

The sg

NLME

)

Table e pafameters for the NLME-DELETE-ROUTE.request primitive.

Table 69 — NLME-UPDATE_ROUTE.request primitive parameters
Name Data type Valid range Description

DstAddress | Unsigned16 0~65535 The 16-bit short address of the destination routing device of
packets.

Route_ID Unsigned16 0~65535 Route ID

9.6.4.3.2 NLME-DELETE_ROUTE.confirm primitive

The NLME_DELETE-ROUTE.confirm primitive reports the executing result of the NLME-

DELETE_ROUTE.request primitive.

The semantics of NLME_DELETE-ROUTE.confirm primitive are described as follows:
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Table 70 specifies the parameters for the NLME-DELETE-ROUTE.confirm primitive.

Table 70 — NLME-DELETE_ROUTE.confirm primitive parameters

Name | Data type Valid range Description
Status IIneignndR Q=SIICCESS The result of a NIME-DEILETE ROUTE request
1=INVALID_PARAMETER, primitive.
2~255=reserved (\
On regeipt of the NLME-DELETE_ROUTE.request primitive, the netwoxk Ia erwi smit a
commpand packet of deleting route request to the routing de NLME-
DELETTE_ROUTE.confirm primitive to report the result.
9.6.4.3.3 Time sequence for route deleting
Time sequence diagram for deleting a record to the Mting“devices is shown
in Figlire 72.
(\ IQL
tihg device Routing device
NM Gateway NL WQ \ﬁ NL
NLME-
DELETE_ROUT Q Co packet
E.request qu“e )o deleting route
> request DLME-DATA.
> indication
\> DLME-
% C?rgrrllatljd pacl:et DATA request
DIME-DATA. of deleting route |4
S response
dication DLME-
B DATA.confirm
) -
Figure 72 — Time sequence for route deleting
9.6.5 Joining Network services
9.6.5.1 NLME-JOIN.request primitive

The semantics of NLME-JOIN.request primitive is described as follows:
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NLME-JOIN.request(

JoinAddr,
PhyAddr,
DeviceType

)

Table 71 specifies the parameters for the NLME-JOIN.request primitive.

Table 71 — NLME-JOIN.request primitive parameters

Name Data type Valid range Descripti

JoinAddr Unsigned16 0~65535(Unicast The address of the routj deV|ce selected by
address) the new device.

PhyAddr Unsigned64 0~2%4-1 64-bit physical ad(esé\\?\\he %\}\IC%

DevideType Unsigned8 0=routing device, Device type: gronting.devce af a fi Ide Ce.
1=field device,
2~255=reserved N

When| a new device wants to join the network, inqvokes the NLME-

JOIN.request primitive and requests its network layer/to star jQini rocess.

9.6.5.2 NLME-JOIN.confirm primitjve

The seémantics of NLME-JOIN.confirm p

NLMEJOIN.confirm (

ShortAddr,
Status

Table|72 specifi@

NEME-JOIN.confirm primitive.

OIN.confirm primitive parameters

Name < \ \ata pe> Valid range Description
ShortAa?ﬁ\\ wsn nehi\16 0~65535(Unicast address) The device’s network addregs
Status sigrned 0=SUCCESS, 1=FAILURE, Executing result of the requgst

2~255=reserved

The NLME-JOIN.confirm primitive is generated by the network layer in response to an NLME-
JOIN. equest primitive. The NLME- JOIN confirm primitive returns a status of either SUCICESS

1 d' that tha rantinctnd tranmeoricoinn ha hao afil ~r TALLLIDE inAi~ot: th t
INndicakt |||3 ot e T ot oSt U trar STt STOTT Ras—poeeh ouuuuoolul O T o~ mrarcatt a

the transmission has been failed.

9.6.5.3 NLME-JOIN.indication primitive

The semantics of NLME-JOIN.indication primitive are described as follows:

NLME-JOIN.indication (

PhyAddr,
DeviceType

)

Table 73 specifies the parameters for the NLME-JOIN.indication primitive.
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Table 73 — NLME-JOIN.indication primitive parameters

1=field device,
2~255=reserved

device.

Name Data type Valid range Description
PhyAddr Unsigned64 0~2%4-1 Device’s physical address.
DeviceType Unsigned8 O=routing device, Device type: a routing device or a field

On receipt of the NLME-JOIN.request primitive, the network layer of routing device or gateway
will invoke a NLME-JOIN.indication primitive and inform the upper layer.

9.6.5.4— NLME-JOIN.response primitive
The s¢mantics of NLME-JOIN.response primitive is described as follows:
NLMEJOIN.response (
PhyAddr,
ShortAddr,
Status
)
Table |74 specifies the parameters for the NLME-JOI e
Table 74 — NLME- .re S meters
Name Data type l V}i'\d ra\er \_/ Description
PhyAddr Unsigned64 0-(264-1 \ Device physical address
ShortAddr Unsignyﬂg 0~>§\553§KUn ast\v Network address
Statug Unsigned8 \( CES§J1 URE, Executing result of the
’\ «{25 =reserved request

the n

The upper layer jwvo
qw device.<>

.response primitive to assign a network addr

Bss to

9.6.5.5
When gtructs
the ndg ement
agent e field
devics.
Figurg
Field'device Field-deviee Fetd-device: Rettirg-device Retittrg-deviee Reutirg-gevice
ASL NL DLL DLL NL ASL
NLME-JOIN request | pLME-JOIN request
> ».| DLME-JOIN.indication NLME-
JOIN.indication
NLME-
DLME- JOIN.response
< JOIN.response
NLME-JOIN.confirm DLME-JOIN.confirm
| ] | | | |

Figure 73 — Time sequence for field device joining
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When a routing device wants to join the mesh network, the ASL of the new routing device
instructs the network layer to transmit a joining request to the gateway. The network manager
receives the request and assigns a network address to the routing device. The network layer

of routing device

invokes the DLL joining process.

Figure 74 illustrates an example of the join process of a routing device.

Routing device Routing device Routing device
ASL NL DLL Gateway DLL Gateway NL NM
NLME-JOIN.request DLME-JOIN.request
> DI ME-IQIN indication NLME-
> /Je-l-N@dication
NLME- J
DLME- "\ JOIN.respdise
JOIN.response -
NLME-JOIN.confirm DLME-JOIN.confirm
| | | |
Figure 74 — Time sequence for ro
9.6.6 Leave Network services
9.6.6.1 NLME-LEAVE.request pri
The NLME-LEAVE.request primitive is eld device to notify its rputing

device
which

The N
devics
called

or for an existing routing devic
is called active leaving.

LME-LEAVE.request
or for routing dew

passive leaxuing!
The s¢mantics of :

NLMEFLEAVE reque

ay of its intent to leave the network,

for gateway to instruct an existed rputing

)
Table |75 speecifies thepparameters for the NLME-LEAVE.request primitive.
Table 75 — NLME-LEAVE.request primitive parameters
Name Data type Valid range Description
ShortAddr Unsigned16 0~65535(Unicast address) The network address.

When a new device wants to leave the network, the upper layer invokes the NLME-
LEAVE.request primitive and requests its network layer to start the leaving process.

9.6.6.2

The semantics of

NLME-LEAVE.confirm primitive

NLME-LEAVE.confirm primitive are described as follows:

NLME-LEAVE.confirm (
ShortAddr,

Status
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Table 76 specifies the parameters for the NLME-LEAVE.confirm primitive.

Table 76 — NLME-LEAVE.confirm primitive parameters

Name Data type Valid range Description
ShortAddr Unsigned16 0~65535(Unicast address) The network address
Status Unsigned8 0=SUCCESS, 1=FAILURE, Executing result of the request
2~255=reserved

The NLME-LEAVE.confirm primitive is generated by the network layer in response to an
NLME-LEAVE.request primitive. The NLME-LEAVE.confirm primitive returns a status of either

SUCG

the re

9.6.6.

The s

nuest to transmit was failed.

B NLME-LEAVE.indication primitive

bmantics of NLME-LEAVE.indication primitive are describ

[l o ¥ o S ' bloadb blo Py 4 b - EALL LI o 1 s h
oo TTiadieatiity triat T TTUUToLU LU ThdlTolTImt Wwdos oUULULTOoOTUT, Ul T"ATLUINL TTTUT e atil g t at

NLME}LEAVE.indication (
ShortAddr
)
Table|77 specifies the parameters for¢he NLME-LEAVE. di@i
Table 77 — NLME-LE

Name Dat}/WQe Description
ShortAddr Unsigr}\ed1\8\ \( 0\6\}3‘535 (Unica ddress The network address
On recei \LME-
LEAV
9.6.6.
The s{
NLME
)

Table 78 specifies the parameters for the NLME-LEAVE.response primitive.

Table 78 — NLME-LEAVE.response primitive parameters

Name Data type Valid range Description
PhyAddr Unsigned64 0~2%*-1 Physical address of the device
Status Unsigned8 0=SUCCESS, 1=FAILURE, Executing result of the request

2~255=reserved

NLME-LEAVE.response primitive is

request has been accepted.

used to indicate the leaving device whether the leaving



https://iecnorm.com/api/?name=a929c9a001e5f8ed8130c66eea5eabea

PAS 62601 © IEC:2009(E) - 105 -

9.6.6.5 Time sequence for device leaving

9.6.6.5.1 Time sequence for field devices leaving the star network
Field device leaving includes the following two cases:

e Active leaving: For field device, ASL invokes NLME-LEAVE.request to send a leaving
request to the routing device which is its cluster head. After receiving the DLME-
LEAVE.confirm from DLL, NL of the field device transmits NLME-LEAVE.confirm to ASL.
For routing device, after receiving the DLME-LEAVE.indication from DLL, NL of the routing
device transmits NLME-LEAVE.indication to ASL. ASL invokes NLME-LEAVE.response to

send a leaving response to the field device.

Field pevice Field device Field device Routing device Routj dc-?vic Rawting flevice
APL NL DLL DLL D St

\X»QVE.in i

LME-
LEAVE response

Figurg75ttustratestimesequence of fietddevice active teaving:

NLME-LEAVE.request DLME-LEAVE. request
P

> DLME-
™ LEAVE.indication

/N

NLME-LEAVE .confirm DLME-LEAVE.confirm <

-

e Pgssive leaving: For routing device, ME-LEAVE.request to send a Ig¢aving
request to the field de . i of the
rofiting device transmit ) i g ASL. For field device, after receiving the
DUME-LEAVE.indi¢cation 8 \ ¢ NLME-

NLME-LEAVE.response to send a lg¢aving

LBAVE.indication
response to

Figurg 76 iIIustrat{e\tim sequence iefd device passive leaving.
Routing device y"“N_Rbuting.device Routing device
g \\\Ns\\f\> 19 d Gateway DLL Gateway NL NN
N\
LME- E.request | p| ME-LEAVE request
- DLME- NLME-
LEAVE indication LEAVE indication
NLME-
DLME- o LEAVE response

« LEAVE response

NLNE-LEAVE confirm | DLME-LEAVE confirm ™

Figure 76 — Time sequence of field device passive leaving

9.6.6.5.2 Time sequence for routing devices leaving the mesh network

Routing devices connect to both the mesh network and the star network. Therefore, the
routing device will inform its leaving to both gateway and field devices.

Routing devices leaving gateway include:

e Active leaving: For routing device, ASL invokes NLME-LEAVE.request to send a leaving
request to the gateway. After receiving the DLME-LEAVE.confirm from DLL, NL of the
gateway transmits NLME-LEAVE.confirm to network manager. For gateway, after
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receiving the DLME-LEAVE.indication from DLL, NL of the gateway transmits NLME-
LEAVE.indication to network manager. Network manager invokes NLME-LEAVE.response
to send a leaving response to the routing device.

Figure 77 illustrates time sequence of routing device active leaving.

Routing device Routing device Routing device
ASL NL DLL Gateway DLL Gateway NL NM
NLME-LEAVE.request | p| ME.LEAVE.request
> > DLME- NLME-
> LEAVE.indication LEAVE.indication
—_—— "
ANLME _
DLME- JEAVEesponse

« LEAVE.response ;\&

NLME-LEAVE.confirm | DLME-LEAVE.confirm <

e Pgssive leave: For gateway, network manager in S . réquest to send a
leaving request to the routing device. After receiy¥ing E.confirm from DLL,
NL of the gateway transmits NLME-LEAVE.canfi ¢ ; anager. For rputing

dglvice, after receiving the DLME-LEAVE. |n ati NL of the routing device
trgnsmits NLME-LEAVE.indicatio < EAVE.response to gend a
leaving response to the gateway.

Figurg 78 illustrates time sequence of youting d

<\ outing device Routing device Routing
M Gateway N \(W )V DLL NL devicd ASL
f\ N
NLME-LEAVE request W re&
DLME- NLME-
<> *  LEAVE.indication _| LEAVE.indication
NLME

DLME- _ LEAVE.response
LEAVE.response -
NLME-LEAVE 3gnfir LM B

Time sequence of routing device passive leaving

The lgavingJof routing device will trigger the passive leaving of all its field devices.

9.6.7 NLME-PATH_FAILURE.indication primitive

The semantics of NLME-PATH_FAILURE.indication primitive is described as follows:

NLME-PATH_FAILURE.indication (

Route_ID,
SrcAddr,
DstAddr

)

Table 79 specifies the parameters for the NLME-LEAVE.response primitive.
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Table 79 — NLME-PATH_FAILURE.indication primitive parameters

Name Data type Valid range Description
Route_ID Unsigned16 0~65535 Route ID of failing path
SrcAddr Unsigned16 0~65535(Unicast address) | The 16-bit source address of packets.
DstAddr Unsigned16 0~65535 The 16-bit destination address of packets.

In WIA-PA networks, path status is evaluated to indicate the path health condition using the
RetryCounter attribute of the NL-MIB. When a path fails, the network layer invokes the NLME-
PATH_FAILURE.indication primitive to report it to the application sub-layer.

9.7 |Network layer management information Base (NL-MIB)
9.7.1 General
The NL-MIB is used to store network layer attributes.
9.7.2 Unstructured attributes
Table |80 specifies the unstructured attributes in the ma base.
Table 80 — Unstructur
Iden [|[Name Data type Description
tifier
0 Router_Capable Unsigned8 R %rding A flag to indicate ifthe
to the type device is a routing flevice
of the or not.
device
1 Network_Address | Undi nN 0~65536(Unica’ | R/ N/A The 16-bit network [address
addpes of the device, assigned by
the network managgr or by
the network management
(\ agent.
2 Max_NSDU_S¥Ze ed\re\ 553 R N/A Maximum service data unit
size supported by network
/\ layer.
3 AckTime@ut Unsigneu3?2 ~0~2%2-1 R/W N/A Defined by the network
manager, if time out,
| retransmission the packet.
4 Ad S Unsigned8 0=no, 1=yes, R/W 0 A flag indicating whether
sign 2~255=reserve the network addresp has
d been assigned.
5 PacketsFromDbL/] Unsigned32 | 0~2%%-1 R/W 0 Count of the packefs from
DLL.
6 PacketsFrombi—Unsigred32—0—2324 RAA- 5 Cotnt-ofthe-paekets from
Rejected DLL rejected by NL.
7 PacketsFromDLL | Unsigned32 | 0~23%%-1 R/W 0 Count of the packets from
Accepted DLL accepted by NL.
8 PacketsFromAL Unsigned32 | 0~2%-1 R/W 0 Count of the packets from
ASL.
9 PacketsFromALD | Unsigned32 | 0~2%%-1 R/W 0 Count of the packets from
ropped ASL dropped by NL.
10 PacketsOutToDLL | Unsigned32 0~2321 R/W 0 Count of the packets from
ASL forwarded by NL.
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9.7.3 Structured attributes
Table 81 specifies the unstructured attributes in the management information base.

Table 81 — Unstructured attributes

Iden | Name Data type Range Access Default Description

tifier

11 Route_Table NLRoute_T R/W N/A Routing table used by routing
bl structure device, consisted of Route

ID, destination address, next
hop address and VCR ID,
see in Table 82

Every|device in the network maintains a routing table and a path status o contfol the
procedlure of communication.

The description of the routing table refers to 9.3.3.2.

Table |82 specifies the NLRoute_Tbl structure of routing tab

Table 82 — NLRoute_T/uétr\usz{
/N

Name Data type Wa/lhd/al}g\e \Kttribute description

“Rollte_ID Unsigne%\<\ 0~%535( Q )\/ A Unique ID identified a
routing.

Desfiination_Address Unsigned1 65 Destination address of 4
packet.

Nexti Hop /\ Uns/iggd&\ Q (%%\;52 ’p\)l:():(liehtop address of a
VCR ID [\ ng 9\6{535 CéJRnique ID identified a

RetriyCounter (x E }\&W 0~255 A counter to record endito-
end retries.
NOTE *indicates a @\OQEV\ \/\\)

10.1

10.1.1

WIA-RAApplication Layer (AL) is composed of the User Application Process (UAP) and the
Application Sub-Tayer (ASL). The AL defines software objects that interact with the industrial
processes. It also defines communication services to support the communications between
multiple objects for the distributed applications in the industry field environment.

WIA-PA defines the structure of distributed applications; it does not include the specific
implementation. In addition, the local operations between the user application objects are not
defined in WIA-PA.

10.1.2 AL structure

The structure of AL is shown in Figure 79.
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uap | VA0 | UAo DMAP
Data
Transfer
ASL

Figure 70 —Structure-of apphcationtayer

The djstributed applications of industrial field can be implementated by . \ nsists
of ong or more user application objects (UAOs). In one device, theog S teract
with gach other. The UAOs in different devices can interact with esch f h the

commjnication services provided by the AL.
ASL provides transparent data transmission services for UA

10.1.3 Functions of UAP
The UAP has the following functions.

e UAP collects physical data info grocess data information of

temperature, pressure and flow from\the In iakfiled: gr processing these data| such
as i g, UAP will compute and geperate
output based on the data or thg IX_Other> devices. It completes the gontrol

operations through the

e UAP produces and
begyond the limits o

e THe interope@ﬂit hex fieldbus.deyices could be achieved through UAP.

publishes| alarm: shoult'send out alarm when the physical data is
e state swifs

10.1.4 Function$ ¢

barent
erver,

B can

10.2 UAP

10.2.1 General

According to the definition of 1SO/OSI reference model, UAP is the element processing
information for a specific application; it is a part of the distributed applications that resides in
the WIA-PA device.

The UAP can be constructed by the “Industrial process measurement and control systems
function modules” defined in IEC 61499 or can be constructed by the “Function blocks for
process controlling” defined in IEC 61804. It can also be the application processes defined by
the users. That is to say, the construction of UAP can be achieved through function blocks or
other approaches.

A UAP can be implemented by two methods, as shown in Figure 80.
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WIA-PA network
I I 1 I | |
R T
dFie.ld N 1 ; 1 : 1 ; 1, 1, 1,
evice L] T T
o ] [
' 1 1 ' 1 '
| UAP1 |
4 | ] 1 I I}
! V1 V1 : \ & I
[ UAP2 | UAP3 |
1 |
I f P! T
| I |
L L (1
1 1 : | 1 .
1 | : | A’\\Il g\
1 1 v ¥ <| 1 Q
d

The U ire 80.

It can UAP1
and UAP2 in Figure 80.

10.2.4 UAO

10.2.2.1 General

UAP c¢onsists of the user’apg 3 . ing to
differgnt functions. They ' S other

approgaches.

To support the < grent devices, each UAO in every device has its
infor

own description iption information is used to describe the profile that
the ohject follows Ahe ect 5 8 ahd object parameters.

The a {ble.i nation ofk each application object is the Object ID. If some parameters
can b y, they’can also have the addressable attributes, such as using the
index

10.2.2.

UAO colleets and processes the data from industrial process (such as temperature, pressure,
flow) throdgh different sensors.

The functions of UAO are described as follows.
e Range conversion

Range conversion is a linear transformation, which converts a signal data from one unit scale
to the other unit scale in order to perform the following measurement and computation. For
example, 4 mA to 20 mA signals will be converted into 0 kPa to 10 kPa. Range conversion
can also convert the data with unit into data with no unit, such as percentage, and vice versa.

e Linearization

Because the characteristics of many sensors are not linear or even irregular, it is necessary
to do linearization when dealing with sensor data. Linearization is to make the calculation
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value being close to the real value as much as possible by using the formula or more data
points.

e Compensation

The measurement value of a sensor may appear as a linear migration owing to the impact of
the environment. So, it is necessary to make a compensation for this excursion. For example,
the voltage of thermocouple is compensated by the value of the reference end.
COMPENS_PAMAR defines the compensation type. Cold-end compensation can be internal
(the device measures the temperature of the reference end through the internal installed
sensor) or external.

e Filtermg
In the|industrial field, sensors may be interfered with, which results in a i ig jump in
the measurement values. In order to avoid this case, filtering is adopfed in the ement

process to eliminate the bad influence of the jump signals.

e Stprage

Storage is to copy the data to a temporary storage area fo ost.

e Unit conversion

Unit cpnversion is to convert the unit of input sig 0 at can be identified py 1/0

subsyptems.

e Measuring timestamp

The cuirrent system time is added to the m%re e as a timestamp.

10.2.3 Instance of UAC

10.2.3.1  General

This HAS speci@ approach to define the AL UAO. UAO has ifs own
attribytes and methgds) ents include object name, attribute name, atfribute
identifiier, data typé bute ang the supported methods.

10.2.3.

Analog > is used to sample the industrial process and convert the measured
physigal e tata value with physical dimension. Table 83 shows the AlO object
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Table 83 — AIO object

Object Name AlO
. Attribute Supporting C
Attribute Name Identifier Data Type Method Description
The unique identifier of an
Object Identifier Key ldentifier Unsigned8 Read Object that is used for object
addressing.
Process Value 0 Float Read Industrial process variable.
Read Output value based on PV.
Out Value 1 Float
TPTUDBITSh
Read Absolute|slot number!,
ASN 2 Unsigned48

/Write

AN (\
Read e measuref nt@
Scale 3 Scale ) the\con¥kersion of\act
IWrite (\mS{ red physical walue.
Re S t-ﬁ/st m}a/sureme
Actipn 4 Unsigned8 ro .
/)/-\Lri\te
ead sed for setting sampling
Sanjple Period 5 Unsigned32 cydle.
W, ite,\

A

ea@ ﬁarm high limit.
High Limit 6 loat
Write

Read Alarm low limit.

[Write

=

—

Low| Limit 7 Float

10.2.3.3 Analogy Optput.Object

Analogy Output Okjec S sform output values to the values that hardware
channgels requirsh \
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Table 84 — AOO object

rite

output cycle.

Object Name AOO
Attribute Name Attribute Data Type Supported Description
Identifier Method
Object Identifier Key Identifier The unique identifier
Unsigned8 Read of an object, used for
object addressing.
Read
The output data to the
Out Value 0 Float /Write actuator based on the
) input data.
/Publish
Read Back Value 1 Float Read Fgedbackdatg-got
m actuater:
Read )
ta,somin
Inplut Value 2 Float /Write other UAQs a7
Ily inQut.
/Subscribe y
\fhe eas\u(ement
Re x ange\or the
Scale 3 Scale N conyefsion of actug|
/Writ easured physical
('7 lue.
\/) a
Acflion 4 Ned Start-up/stop outpu.
rit
Re i
oubout Period ] %HQ’K oad__/ Used for setting

ead

g

High Limit 6 Alarm high limits.
(-\ /Write
N
Read
Loy Limit 7 Q oat\J Alarm low limits.
/Write
10.2.3.
The d as fixed formats and can be identified through different
metho
For th
Table 85 — Read request data format
Byte Length 1 1 1
Fi Method identifier | Object Object parameter index
ield name . e
identifier
For the read response data format, see Table 86.
Table 86 — Read response data format
Byte Length 1 1 1 1 Variable

Field name

Method
identifier

Object
identifier

Object
parameter index

data length

data
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For the write request data format, see Table 87.

Table 87 — Write request data format

Byte Length 1 1 1 1 Variable

Method Object Object parameter Data length Data

Field name | yentifier identifier index

For the write response data format, see Table 88.

Il
auvl -

Byte Length 1 1 1

/\\ 1(\
. Method Object Object parameter atus
Field name . e . e .
identifier identifier index

For the publish data format, see Table 89. \
Table 89 — Publish data format

/A
Byte Length 1 1 f\\/\/ A \1/ Variable
! Method Objeft Nobject ) |\datatength | data
Field name . e . o .
identifier identifier pargmetenindex

For the report data format, see Tab
b

0.
M&rt a format
N

le
le
N\
Byte Length L \l\/\ \\l\ 1 1 Variablg
thgd bje Object Parameter Data length Data
Field name 2“\ ldaptifie .
A index

d r
For the reporj-Ack at\m@%"gble 91.
Q \ able 91 — Report ack data format
N

wh 1 1 1 1

Methods Object Object Status
identifier iaentitier parameter index

Eigld Name

10.3 Application Sub-layer
10.3.1 General

ASL provides data communication service between two or more application objects in the
WIA-PA network.

e Application Sub-layer Data Entity (ASLDE) is defined in ASL, it supports data
communication service. It provides transparent interfaces for data sending and receiving
for the upper layer.

e Application Sub-layer Management Entity (ASLME) is defined in ASL. It provides
management services of AL management information maintenance and configuration.
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10.3.2 Application sub-layer data entity

10.3.2.1 General

ASLDE provides data communication services for devices in the WIA-PA network, including
sending data to the network layer and receiving data from the network layer. It supports the

transport of the application data unit between two application entities.

ASL supports three communication modes: Client-Server mode. Publisher-Subscriber mode
and Report-Sink mode.

e Client-Server mode supports unicast transmission of dynamic, aperiodic information.

e Py
e R4

Applig
primiti

10.3.2.

primiti
AL da

ASLD

ve to the ASL. The upper layer must provid
a frame header according to th mat ofN\a

E-DATA.request (

bquest
de the
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92 lists the parameters for ASLDE-DATA.request primitive.

Table 92 — ASLDE-DATA.request parameters

09(E)

Name Type Byte Length | Description

VCR_ID Unsigned16

2 The VCR used for the
transmission.

1 The communication mode for
transmitting the data:

0b0001:Client—Server

TransMode Bitmap

mode, request;

mode, resporse;

1
AsduLength Unsigneds e}wiiSM octets comprising
\N{e o'be erred.

Trans
In this
DATA
indica

Trans
mode.
devics
netwo
primiti
invalid

Trans
this m
ASLD
indica

When

- Jhe et\ofw\hpt\e} comprising the
Asdu Set of octets /\( /( AS,\;U\the nsferred.

transferred using Client-Server

rk. When the 4

ASDU

according to the standard frame format of the ASL sub-layer. and transports it

mode.

. otherwise ASL will issue ASLDE-
meter set to INVALID_ADDRESS to

te an invalid addre
Mode parameter|v es data is transferred using Publisher—Subgcriber
In this mede, destinaty dress is\ Oxffff indicates that the destination is all the
s in the “@‘ ' ata should be broadcasted to every device |in the
is not Oxffff, ASL will issue ASLDE-DATA.cpnfirm

icate an

de. In
issue
SS to

AS8L-sub-layer receives the data request primitive from the upper layer, it encodgs the

to the

network layer. After transporting the data frame, the ASL should issue ASLDE-DATA.confirm

primiti

ve to the upper layer with the Status parameter set to SUCCESS.

10.3.2.3 ASLDE-DATA.confirm

The ASLDE-DATA.confirm primitive is issued to upper layer to indicate the transmission result.
When the data is transferred successfully, this Status parameter in this primitive should be set
to SUCCESS. Otherwise, the Status parameter should be set to corresponging error code to

indica

te failure reason.
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