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INTRODUCTION

Considering the increasingly use of information technology (IT) with established standards,
such as TCP/IP and XML, in modern industrial automation, this PAS provides a EPA®
(Ethernet for Plant Automation) system architecture and communication services and
protocols specification to meet the demand of deterministic communication based on the
commonly known as Ethernet. EPA network uses provision from ISO/IEC 8802-3:2000 for the
lower communication stack layers and additionally provide more predictable and reliable real-
time data transfer and means for support of precise synchronization of automation equipment.

It contains the following items:

1) EPA system architecture
Date Link Layer protocol specification
3) Application Layer Service definition
Application Layer protocol specification
5) XML based EPA Device Description specification

In EPA systems, regular Ethernet traffic is supported in p . hak pu e of higher
transmission priority, a registered number 0X88BC for LE \ ant is used.

¥
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

Real-time Ethernet for Plant Automation (EPA®)
FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To

thlS ondand in _addition to _aothaor nnh\uhae LEC r\llhllohob lntornaticonal annrlqrrlo Taochnical Qpani{i:ations
Technical Reports, Publicly Available SpeC|f|cat|ons (PAS) and Guides (hereaft eferred ta~gs “IEC
Publlication(s)”). Their preparation is entrusted to technical committees; any IEC National Co i inferested
in the subject dealt with may participate in this preparatory work. Internatiopal d non-
governmental organizations liaising with the IEC also participate in this prepara 3 closely
witl the International Organization for Standardization (ISO) in accordance ned by
agr¢ement between the two organizations.

2) The|formal decisions or agreements of IEC on technical matters express,@As near i an i hational
conpensus of opinion on the relevant subjects since each technical co i S i rom all
intefested IEC National Committees.

3) IEC| Publications have the form of recommendations for internationsa dre~accepted by IEC National
Committees in that sense. While all reasonable efforts are eghnical contenf of IEC
Publications is accurate, IEC cannot be held responsible /for the wa wh|ch hey are used or [for any
misinterpretation by any end user.

4) In qrder to promote international uniformity, IEC Natln mmjittges undertake to apply IEC Publjcations
transparently to the maximum extent poss i \ ati egional publications. Any divérgence
between any IEC Publication and the corré | ; biication shall be clearly indi¢ated in
the Jatter.

5) IEC| provides no marking procedure to indicate it for any
equlpment declared to be in conformity with/an IEC Publication.

6) All disers should ensure that they have the latest edition of\this\pubtication.

7) No |iability shall attach to IE i c e ges, servants or agents including individual expgrts and
members of its technical committeed and IE€ ation oramyttees for any personal injury, property damage or
othgr damage of any npture , etfrer direct) or indirect, or for costs (including legal fegs) and
expgnses arising out @ icatiqn, ance upon, this IEC Publication or any other IEC
Publlications.

8) Attdntion is draw i ¢ ited i i ication. icdtions is
indippensable fo S

The International Elegctro issi i iti i npliance

with this|document m

The EPA has the
Chipa P
Chipa Pubi

IEC takes no positionconcgrning the evidence, validity and scope of this patent right.

The ho|derofthis patent right has assured the IEC that he is willing to negotiate licences under reasonaple and

non-disgriminatory terms and conditions with applicants throughout the world. In this respect, the statemert of the
holder of this patent right is registered with IEC. Information may be obtained from:

ZHEJIANG SUPCON CO. LTD.
Liuhe Road,

Binjiang District,

Hangzhou, China.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent rights
other than those identified above. IEC shall not be held responsible for identifying any or all such patent rights.

EPA® is the trade name of ZHEJIANG SUPCON CO. LTD., control of trade name use is given to IEC and the
non profit organisation EPA Club. This information is given for the convenience of users of this PAS and does
not constitute an endorsement by IEC of the trademark holder or any of its products. Use of the trade name
EPA should require permission of the EPA Club.
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A PAS is a technical specification not fulfilling the requirements for a standard but made
available to the public .

IEC-PAS 62409 has been processed by subcommittee 65C: Digital communications, of IEC
technical committee 65: Industrial-process measurement and control.

The text of this PAS is based on the This PAS was approved for
following document: publication by the P-members of the
committee concerned as indicated in
the following document

Draft PAS Report on voting
65C/357/NP 65C/373/RVN

Followi icati i , i i erngd will
transf

It is in itipns of
the vdri e strucfure of
these

This g from
2005- it shall

be revnsed to become another type of normative ¢

S
o
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Real-time Ethernet for Plant Automation (EPA®)

1 Scope

This PAS defines the EPA (Ethernet for Plant Automation) system structure, data link layer
protocol, application layer service definition and protocol based on ISO/IEC 8802-3:2000, RFC
791, RFC 768 and so on. XML-based device description is also defined.

This PAS can be used for manufacturing and process automation.

2 Nprmative references

The following referenced documents are indispensable for the applicatio [ sciiment.
For dated references, only the edition cited applies. For undated.referen e lat dition
of the|referenced document (including any amendments) applies§.

IEC 61588:2004, Precision clock synchronization protocol fey ne 9 S nd
contrdl system

IEC 61158 (all parts), Digital data communicatio us for
use in|industrial control systems

IEC 6
use in

emient and control — FieldQus for
xer service definition

IEC 6
use in

pldbus

IEC 6

IEC 6
Part 1

!ms -_—

IEC 6
IEC 6

IEC 6

Z bt and
ElectrpniclDevice Description Language (EDDL)

ISO/IEC 7498-1:1994, Information technology — Open Systems Interconnection — Basic
Reference Model: the Basic Model

ISO/IEC 8802-3:2000, Information technology - Telecommunications and information
exchange between systems — Local and metropolitan area networks — Specific requirements —
Part 3: Carrier sense multiple access with collision detection (CSMA/CD) access method and
Physical Layer specifications

ISO/IEC 8824-1:2002 Information technology -- Abstract Syntax Notation One (ASN.1):
Specification of basic notation

ISO/IEC 10731:1994, Information technology — Open Systems Interconnection — Basic
Reference Model — Conventions for the definition of OS/ services
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ISO/IEC 9545:1994, Information technology — Open Systems Interconnection — Application
Layer structure

ISO 646:1991, Information technology — ISO 7-bit coded character set for information
interchange

ISO 2375:2003, Information technology — Procedure for registration of escape sequences and
coded character sets

IEEE Std 754:1985, Binary floating-point arithmetic

RFC 168, User Datagram Protocol
RFC 7191, Internet protocol
RFC 192, Internet Control Message Protocol

RFC 7193, Transmission Control Protocol

RFC 826, An Ethernet Address Resolution Protocol
RFC 919, Broadcasting Internet Datagra
RFC ¢
RFC ¢
RFC 1
RFC 1
RFC 1
RFC 1

RFC 2

3 Co

3.1 ISO/IEC 7498-1 Terms

For the purposes of this document, the following terms as defined in ISO/IEC 7498-1 apply:

3.1.1 application entity

3.1.2 application protocol data unit
3.1.3 application service element
3.1.4 communication stack

3.1.5 function block

3.1.6 function block instance

3.1.7 functional unit


https://iecnorm.com/api/?name=cd59639dfe9e7dd09beaec26c075d13b

PAS 62409 © IEC:2005 (E) -15 -

3.1.8 interoperability
3.1.9 publisher/subscriber
3.1.10 client/server
3.1.11 report distribution
3.1.12 socket

3.1.13 state machine

3.1.14_transfer syntax

3.2 IPO/IEC 8824-1 Terms

For the purposes of this document, the following terms as defined i Sply.

3.2.1 |object Identifier
3.2.2 (Type

3.2.3 |DL-Scheduling-policy
3.2.4 |DLCEP

3.2.5 |DLPDU

3.2.6 |DLSDU

3.2.7 |DLSAP

3.2.8 (link

3.2.9 |network es
3.2.10 node ad§
3.2.11 tag

3.2.12 schey

3.2.13

s

3.2.14 frame

3.3 ISOMIEC 10731 Terms

For the purposes of this document, the following terms as defined in ISO/IEC 10731 apply.

3.3.1 request primitive
3.3.2 indication primitive
3.3.3 response primitive

3.3.4 confirm primitive
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3.4 IEC 61158-5 Terms

For the purposes of this document, the following terms as defined in IEC 61158-5 apply.

3.4.1 application
3.4.2 application layer interoperability
3.4.3 application objects

3.4.4 application process

3.4.5 |application process identifier

3.4.6 |application process object

3.4.7 |application process object class

3.4.8 |application relationship

3.4.9 |application relationship application service elem
3.4.10 application relationship endpoint

3.4.11 attribute

3.4.12 behaviour

3.4.13 channel

3.4.14 class

3.4.19 class code

class spej'fic
client

3.41
3.41

3.41
3.41

data'consistency

3.4.24 device profile
3.4.25 end node
3.4.26 endpoint
3.4.27 error

3.4.28 error class
3.4.29 error code
3.4.30 event

3.4.31 frame
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3.4.32 index

3.4.33 instance

3.4.34 instance attributes

3.4.35 instantiated

3.4.36 network

3.4.37 object

For th

3.5.1
3.5.2
3.5.3
3.5.4

3.6 IS

For th

peer

physical device
publisher

push publisher

push subscriber
server

service
subscriber

FC 61804-2 Terms

e purposes of this

EIectroni@vi :
Electronic De S

Electroni ice De i Interpreter (EDDI)

s as defined in IEC 61804-2 apply.

e purposes of this document, the following terms as defined in ISO/IEC 8802-3 ap

3.6.1
3.6.2
3.6.3
3.6.4
3.6.5
3.6.6

—

frame check sequence
length/type

MAC Frame

pad

source address

y.
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3.7 Additional terms and definitions

For the purposes of this document, the following terms and definitions apply.

3.71
acces

s control

control on the reading and writing of an object.

3.7.2
acces

s Path

the association of a symbolic name with a variable for the purpose of open communication.

3.7.3

comn
set of
segme

3.74
comnj
the al

3.7.5

configuration (of a system or device

step i
interc

3.7.6
cyclig
repeti

3.7.7
destin
FB ing

3.7.8
doma
a part

3.7.9
doma
a ope

unication macrocycle
basic cycles needed for a configured communication aci
nt.

unication scheduling

h system design: selecting functio
bnnections.

ive in a regular nf

ation FB '

n download

ation 10 write data in a domain.

ptwork

jorithms and the operation for data transfers occurring in 3 ic and repeatable
manner.

) their

3.7.10

domain upload
a operation to read data from a domain.

3.7.11
entity

particular thing, such as a person, place, process, object, concept, association, or event.

3.7.12

EPA bridge
DL-relay entity which performs synchronization between links (buses) and may perform
selective store-and-forward and routing functions to connect two micro network segments.
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3.7.13
identifier
16-bit word associated with a system variable.

3.7.14
index
address of an object within an application process.

3.7.15

instance
the actual physical occurrence of an object within a class that identifies one of many objects
withinrthre—samre u'ujcut ctass:

3.7.16
instantiation
creatipn of an instance of a specified type.

3.7.17
management information
network-visible information for the purpose of managing

3.7.18
management information Base
organized list of the management info

3.7.19
mappjng
set of [values having defined\corresponden ntities or values of another set
3.7.20
member

piece pf an attrit@

3.7.21
message filteri
decisipn on a mes

3.7.22
micro| seg
part of a netwQ

3.7.23
offset
numberof octetsfrom a speciatty designatedpositiomn.

3.7.24
phase
elapsed fraction of a cycle, measured from some fixed origin

3.7.25
process interface
the data exchange and information mapping between physical process and application unit.

3.7.26
real-time
the ability of a system to provide a required result in a bounded time.
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3.7.27
real-time communication
transfer of data in real-time.

3.7.28
Real-Time Ethernet (RTE)
ISO/IEC 8802-3 based network that includes real-time communication.

NOTE 1 Other communication can be supported, providing the real-time communication is not compromised.

NOTE 2 This definition is dedicated but not limited to ISO/IEC 8802-3. It could be applicable to other IEEE 802
specifications, for example IEEE 802.11.

3.7.2
schedule
tempdral arrangement of a number of related operations.

3.7.3
scheduling macrocycle
time ipterval to implement a specific schedule.

3.7.31

sourcle FB Instance

the FB instance that sends a specific parameter.
3.7.32

time offset

time difference from a specially designa

4 Ab

AAE

AE

AL

ALME (e anagement Entity
ALP

APO

AP pplication Process

APDU Application Protocol Data Unit

API Application Process Identifier

AR Application Relationship

ARP Address Resolution Protocol
AREP Application Relationship End Point
ASE Application Service Element

Cnf Confirmation

CR Communication Relationship

CREP Communication Relationship End Point
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CSMA/CD Carrier Sense Multiple Access Protocol with Collision Detection
DD Device Description

DHCP Dynamic Host Configuration Protocol
DL- (as a prefix) Data Link-

DLCEP Data Link Connection End Point
DLL Data Link Layer

DLE DatatimkEntity

DLM Data Link-management

DLS Data Link Service

DLSAP Data Link Service Access Point
DLSDY DL-service-data-unit

ECSME

EPA

EM_

ESME

FB

FBAP

Ind

IP

LLC

LMP

MAC

MAU

MIB ahagement Information Base
PAD Pad (bits)

PDU Protocol Data Unit

P/S Publisher/Subscriber

Req Request

Rsp Response

RTE Real-Time Ethernet
RT-Ethernet Real-Time Ethernet

SAP Service Access Point

SDU Service Data Unit
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SME System Management Entity
SNTP Simple Network Time Protocol
TCP Transmission Control Protocol
UDP User Datagram Protocol
XDDL Extensible Device Description
XDDL Extensible Device Description Language
XML Extersibte Markup tanmguage
.cnf Confirm Primitive

.ind Indication Primitive

.req Request Primitive

.rsp Response Primitive

5 Canventions

5.1 Qonvention for Object definitio

Each pbject defined in this standard is
of a flass indicate the characteristics
follow|ng template is used for class definiti

sponding class. The attiibutes
its corresponding objectd. The

EPA ASE:
CLASS:
CLASS ID:

PARENT CLASS:

ATTRIBUTES: @
1. (

2. (m)
(0)

attribute name 1
attribute name 2
l attribute name 3
SERVICES:
service name 1
service name 2

(2) Thie "CGLASS:" entry is the name of the class being specified. All objects defined usifg this
t%?nplate will be an instance of this class. The class may be specified by this stand¥rd, or
bya-userof this standard-

(3) The "CLASS ID:" entry is a number that identifies the class being specified. This number is
unique within the EPA ASE that will provide the services for this class. When qualified by
the identity of its EPA ASE, it unambiguously identifies the class within the scope of the
EPA AL. The value "NULL" indicates that the class cannot be instantiated.

(4) The "PARENT CLASS:" entry is the name of the parent class for the class being specified.
All attributes defined for the parent class and inherited by it are inherited by the class
being defined, and therefore do not have to be redefined in the template for the class.

NOTE The parent-class "TOP" indicates that the class being defined is an initial class definition. The parent class
TOP is used as a starting point from which all other classes are defined. The use of TOP is reserved for classes
defined by this standard.
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(5) The "ATTRIBUTES" label indicates that the following entries are attributes defined for the
class.

a) Each of the attribute entries contains a line number in column 1, a mandatory (m)
/optional (o) / conditional (c) / selector (s) indicator in column 2, an attribute type label
in column 3, a name or a conditional expression in column 4.

b) Objects are normally identified by a numeric identifier or by an object name, or by both.
In the class templates, these key attributes are defined under the key attribute.

(6) The "SERVICES" label indicates that the following entries are services to be used for the
class An (m) |n column 2 |nd|cates that the serwce |s mandatory for the class while an (0)
nditional.

hen all services defined for a class are defined as optional, at | one has|to be
lected when an instance of the class is defined.

5.2 (Qonventions for services definitions

5.2.1 |General

The sg¢rvice model, service primitives, and time-sequence g entirely abstract

descriptions; they do not represent a specification for imp

5.2.2 [Service parameters

Servig imiti /icd Ug provider interactions (ISO/IEC
10731)). ch indi available in the user/provider
intera¢ rs—ieed be explicitly stated. The
servic format to describe the component

param

.rsp .cnf

SEZ2nzon
=z0zo
0000

The parameters which apply to each group of service primitives are set out in tables. Each
table consists of up to five columns for the

1) parameter name,

2) request primitive (.req ),

3) indication primitive(.ind)

4) response primitive(.rsp), and

5) confirm primitive(.cnf).

One parameter (or component of it) is listed in each row of each table. Under the appropriate

service primitive columns, a code is used to specify the type of usage of the parameter on the
primitive specified in the column:
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M parameter is mandatory for the primitive

U parameter is a User option, and may or may not be provided depending on dynamic
usage of the service user. When not provided, a default value for the parameter is
assumed.

C parameter is conditional upon other parameters or upon the environment of the service
user.

— (blank) parameter is never present.

S darameter is a selected item.

A

Somejlentries are further qualified by items in parentheses. These m
a) & parameter-specific constraint:

(=)” indicates that the parameter is semantically &q parameter |in the

service primitive to its immediate left in the

(n)” indicates that the following to the
parameter and its use.
5.3 (Jonventions for stat

A statp machine describes\the's state

In a state tran did ¢ transition between two states represenfed by
circleg is illustrated e which the transition events or conditiorls are
presented.
R1
Figure 1 = state transition-diagram
Table 2 - State machine description elements
Events or conditions that trigger this state
# Current t:ansactlon Next state
state =>
action
Name of The current | Events or conditions that trigger this state The next state after the
this state to transaction. actions in this transition is
transition which this => taken.
state The actions that are taken when the above events
transition or
applies conditions are met. The actions are always indented
below events or conditions.
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The conventions used in the state transition table (Table 2) are as follows:

:= Value of an item on the left is replaced by value of an item on the right. If an item on

the right is a parameter, it comes from the primitive shown as an input event.

xxx A parameter name.

Example:

Identifier := reason

means value of a 'reason' parameter is assigned to a parameter called 'ldentifier.’

"xxx" Indicates fixed value.
Example:

Identifier := "abc"
means value "abc" is assigned to a parameter named 'ldentifier.

right.
<> A logical condition to indicate an item
right.
&& Logical "AND"
|| Logical "OR"
Service.req represents a Reque
pfimitive is sent;

Service.ind representg™an Indi
Primitive is received;

Service.rsp repres
Primitive is

P

6 EP

6.1 C

The B
ISO/IH
in thelindustrial fielc
processes and operations.

pnfirm

The EPA system architecture provides a framework for describing these systems as the
collection of physical devices interconnected by an EPA network. The objective of this clause
is to identify the components of the system, describe their relationships and interactions, and

define how they are configured.

EPA networks may be composed of one or more of micro-segments which use standard

Ethernet/IP/UDP.
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6.2 EPA architecture

6.2.1 Relationship to the ISO OSI Reference Model

Based on the concepts developed in ISO/IEC 7498-1, EPA uses Ethernet/IP/UDP protocols as
the lower four communication stack layers, and also defines the interface using time-sharing-
controlled transmission method between data link layer defined in IEC/ISO 8802-3 and
network layer defined in RFC 791 - internet protocol — for the purpose of deterministic
communication. Besides, EPA application layer services and protocols are defined so that

interoperation between devices can be implemented.

The relationship between ISO OSI reference model and EPA communication hierarchy is

illustrated in Table 3.

Table 3 - Relationship to the ISO/OSI reference o eI&

ISO layers EPA layers\ \
EPA User Layer N N
Application layer EPA Application layer \ N X
Presentation layer & \\
Session layer
Transport layer TCP/UDP T\
Network layer IP (N )
Data link layer EPA co ﬁ@i}ét' nischeduling’management
entit(y(\cw} 6
(\ OAEC 88§02-3
Physical layer ISS/IEC 8882-3 /
6.2.1.1
The EPA physical and data link 12 L 8802-3 protocols.
In ad$ cheduling Management Entity (ECSN\
manag e clause 7).
6.2.1.2
The fdllowing 3 +EPA network layer and transport layer:
a) RF
b) RH
c) RHA nternet\Control Message Protocol (ICMP).

d) RHAC 1412, Interngt Group Manage Protocol (IGMP).
e) RAC\768, User Datagram Protocol(UDP).

E) to

f) RFC 793, Transport Control Protocol (TCP).
6.2.1.3 Application layer
The following protocols are used in EPA application layer:

a) RFC 1157, simple network management protocol(SNMP);

b) RFC 959, file transfer protocol(FTP);

c¢) RFC 1541, dynamic host configure protocol (DHCP);

d) RFC 1533, DHCP options and BOOTP manufacturer extended protocols.
e) RFC 2030, simple network time protocol(SNTP);

f) IEC 61588, Precision Clock-Synchronization Protocol for Networked Measurement and

Control Systems (IEEE Standard).
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6.2.1.4 User layer
EPA user layer uses FUNCTION BLOCKS FOR INDUSTRIAL-PROCESS MEASUREMENT

AND CONTROL SYSTEMS defined by IEC 61499 and FUNCTION BLOCKS FOR PROCESS
CONTROL defined by IEC61804.

EPA user layer also supports the application based on HTTP, FTP, DHCP, SNTP, SNMP etc.
which is not included in this specification.

6.2.2 EPA system architecture
6.2.2.4 Overview

The generic components of EPA architecture are illustrated in Figure 2. In EPA\systens, the
existent protocols, such as ISO/IEC 8802-3, TCP(UDP)/IP, SNMP, SNJ P, DRGP{ NTTP|, FTP,
are supported. Additionally, the following entities are defined:

r—-——=—=—==—======n | i 20 S
EPA FBAP ii Non-real-time<AP
b e ! I__________/\_ "
EPA | \e
SNM || SNT [|DHC || ERA | |Appiicatio || rr |17 | \p ot
Entity || " Access P R ;r%t\ pplication
! Entity col Layer
EPAX Sosket Q G >
EPA \
MIB Mapw

UDP (A TCP
N
(K WIMIGM\PS Network Layer/
{ Transport Layer
A Cbﬁqnu‘nlcmWagement Entity

/IEC8802-
<> ata Link Layer/
Physical Layer

a) Applic
b) EHA
c) EHA application ascess entity,

d) EHA cemmunication scheduling management entity,

e) ERAmanagement information base, and
f) EPA Socket Mapping Entity.

6.2.2.2 Application process
6.2.2.2.1 Concept

Referring to the ISO OSI| Reference Model, the application process is used to describe the
portion of a distributed application that is resident in a single device. The term has been
adapted to the EPA systems to describe entities within devices that perform a related set of
functions that process input/output parameters and events between specific applications in
the network.

In EPA systems, there are two kinds of application processes, EPA function block application
processes and non-real-time application processes, which may run in parallel in one EPA
system.
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Non-real-time application process
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Non-real-time application processes are those based on regular Ethernet, such as WEB
server, mail application etc..

6.2.2.2.3

EPA function block application process (FBAP)

EPA function block application processes (FBAP) are those based on FUNCTION BLOCKS
FOR INDUSTRIAL-PROCESS MEASUREMENT AND CONTROL SYSTEMS defined in IEC
61499 and FUNCTION BLOCKS FOR PROCESS CONTROL defined in IEC 61804.

The i

Inrnlr_\nra’rinn hetween two function blocks is modeled as r-nnnnnfing the inlr_\nfl

param
An ER

a)

b)

WhetHh

eters between two function blocks using EPA application services.

System

Physical
System

\F\ﬁ &twork

74

I“* I I * | * | *
| |
1 1 1
I I, I,
I i LI M
I I Deélce I : Devicel|l
1 I A 4 I 1 C A 4 I
Function Block AP1 |
T
\\%\'\ I : ! !
I L Vi 1
unctlon Block AP2 I Function Block AP3
I
| f ! * : I
I ! I I
| |
1 1 | 1 .
I I | !
| | I | I I
1 | ‘ | v 1

A 4
Process Control Object

NOTE The process control object is not a part of the EPA system

Figure 3 — EPA control system model

6.2.2.3 EPA application access entity (AAE)

utput

Block

EPA application access entity (AAE) describes the relationship between communication
objects, as well as services provided for application layer users and the context transaction
interfaces.
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AAE provides communication services for FB instances. These services include
upload/download, viariable access, events management services, which are used to transfer
the measurement and control values, events notification and upload/download programs, etc.

6.2.2.4 EPA system manage entity (SME)

EPA system management entity (SME) manages the communication of EPA devices and
integrates these devices into a cooperating communication system.

SME supports the functions of device annunciation, device identification, device location,
address assignment, time synchronization, EPA link object management etc. For

|m Ier antinathoca fiunectinne QRAME AAfinae cnonn Alace ~Ahiaate A o rin~e
plerpenting-these-funetions—SME-defires-some—elass-ebjectsand-services-

6.2.2.5 EPA socket mapping entity (ESME)

EPA gocket mapping entity (ESME) conveys SME and AAE servi¢
functigns of message transmitting priority management, response
monitgring etc.

ypvides
status

6.2.2.6 UDP/IP

UDP/IP protocols are used to transfer the primitives

6.2.2.

EPA ME) provides a time-sharing confrolling

EPA management infg : B) ~defi ed by
SME, on of
device 5.

6.3 N

6.3.1

The H ~ s fustrated in Figure 4, including two subnets, process njonitor

layer

The fqllowing 'describes the characteristics of EPA topology:

— | &9 subnet is used to connect field devices (such as transmitters, actuators and

| Y H | I 4 + ES \ ol £io1 H E
allalyklbal MmrotruimncIi., Ul\.l.} MToUuTrmtcu 1T TIC1u CrivirurIrmeTTL,

— L1 subnet can be separated into more than one micro-segments, where the time-
sharing controlling mechanism defined in clause 7.3 is used to meet the demands of
deterministic communication;

— L2 subnet is used to connect the devices of control center and HMI devices and one or
more micro-segments. In L2 subnet, regular communication schedule based on
CSMA/CD defined in ISO/IEC 8802-3 is applied when deterministic communication is
not necessary;

— These devices on both L1 and L2 subnets may be interconnected with standard
switches or hubs;
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— An EPA device may function as a bridge, which interconnect L1 micro-segment to L2
subnet. This EPA bridge perform message filtering and forwarding between L1 and L2

subnet.
| Remote Operation Station
Operation Engineering
Station station EPA Agent
Process Monitor layer
L2
EPA Bridge EPA Bridge | EPA Bridge
EPA EPA
_ [ T _ _ m EPA
Field Device 2 Field Device R Field Device o
< < >
EPA 5 = =
Field Device —{ S EPA }— S PANL [INE
@ Field Device @ ield Devjce
EPA E Ei RN
Field Device|— 2 ju
> (2]
— — 3
Figure 4 — twokk topology

6.3.1.] Micro-segment

A migro-segment is a

implement specific mea
commpnicate with eaclt

Exam

Thosé
transn
interc

6.3.1.

An EHFA micro=Segn

tapelogy:star or linear topology;

has the following features.

her to
ed to

ch as
st be

transmission medium:STP, coaxial line, thick coaxial line, thin coaxial line FDDI,

data transmission speed:10Mbps, 100 Mbps, 1000 Mbps or more high;

transmission distance:
<=500m for thick coaxial wire;
<=185m for thin coaxial wirer
<=100m for STP and UTP;
<=2000m for single model fiber;

<=412m formultimode fiber.

node number: not specified. It is determined by practical applications according to the

real-time communication requirement.
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6.3.2 EPA devices

6.3.2.1 EPA master device

An EPA master device is that connected to L2 subnet directly. EPA master device has EPA
communication interface but may have no control function block or function block application.

An EPA master device may commonly be configuration device, monitoring device or HMI
station.

An EPA master device has unique IP address in a system.

6.3.2.2 EPA field device

An ERA field Device is that installed in the industrial field environmenf. i Bvices

An EBRA field Device has unique IP address in a system.

6.3.2.3 EPA bridge

An EHA bridge is an optional devices that interconneg | segment to L2 subnet.
An EHA bridge at least has two communication inteffaces > one L1 micro-segment
and L2 subnet respectively.

An EHA bridge can be configured to p
a) Cpmmunication isolation

When - ected in one micro-segment, the EPA
bridge i : lticast
and p

b) M

An EHA bridge trz
and another seg

nd filter the messages between one L1 micro-sejgment
at is, when forwarding a message, the EPA bridg¢ shall

examipe wh it's he foxwarded according to a configured criterion.
As an|ofdi c PA bridge is not necessary if the number of nodes in a sysftem is
not to

6.3.2.4 EPA-agent

EPA agent is also an npfinnnl device used to interconnect EPA network and other different

network. It shall provide the function of security control for the remote access.

6.4 Communication process between EPA devices
6.4.1 Overview

Figure 5 illustrates the communication relationship between two EPA field devices. For the
purpose of interoperation, each EPA field device shall include at least one function block
instance, EPA application access entity, EPA system management entity, EPA socket
mapping entity, EPA link object, communication scheduling management entity and UDP/IP
protocol.
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EPA EPA

Link object —»f ' : <—{ Link object
EPA EPA application
application [ access entity
access entity
v :
EPA system EPA socket EPA socket p| EPA system
management mapping entity mapping entity management
entity - i
T : 2 entity
v :
UDP < >| UDP
i
EPA device i

: EPA dewvice
! v
Communication scheduling Communlcatlon \,%
management entity manage t|
ks EEEEEEEEEEEEEEEEsEsEEEEEEEEEEEEEE .{.-
IEEE802.3/[EEE802.11/IEEEB02.15MACTPHY
ECS« vices

EPA I|nk object describes the Iinking elationsh' O sess path between one FB instgnce’s

output put amgter and their communication rples in
¢t is tniquely identified in devices by object ID.

Figure 5 — communicatio

6.4.2 [EPA link object

comm

FB instance 1:ApplD1
) parameter 1:
ObjectID ObjectID1 data/
______ parameter 2 : event
-; ObjectID2 transaction
\ | . algorithm
l :
I L]
arameter n: I_ - d > para_meter n:
ObjectiDn ObjectIDn
Device A (source) Device B(destination)

Figure 6 — EPA link relationship

In EPA system, the communication link relationship between the FB instances’ input and
output parameters is identified by EPA link object with three-level parameters, IP address,
application FB instance identifier (ApplD) and object index (ObjectID) in the FB instance. That
is, an EPA link object describes the source object index with SourceObjectlD, source FB
instance with SourceApplD, source device with SourcelPAddress as well as destination object
index with DestinationObjectID, destination FB instance with DestinationApplD, desination
device with DestinationIPAddress in an communication relationship.

EPA link object identifies uniquely the input/output access path between two FB instances
(see Figure 6).
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6.4.3 An example

The following example illustrates the communication process between the two EPA devices.

Before initiating a communication, each EPA device shall be initialized and establish the
connectionless communication relationship according to the downloaded link object
configurations.

EPA communication initiator shall handle the communication process as follows:

a) EPA link relationship information inquiring:

EPA ipitiate side first find the corresponding EPA link object regarding ObjectiD|of the

sending parameter, and then inquire the needed information in commuy ™ h in¢lude:
1) SourcelPAddress;
2) SourceApplD;
3) SourceObjectID;
4) DestinationIPAddress;
5) DestinationApplID;
6) DestinationObjectID;
7) ServicelD identifying an e be 4
8) Role( local communication role
b) Epcoding:
Accordling to ServicelD, EPA apyplicatio okes the corresponding EPA application

layer pervice encode

counter Message?ﬁ Wi

c) Primitive encaps

EPA gocket
and ptit it intg

d) Tra

EPA ¢ommuhieatiqQn
according(to/the sch

e request primitive. Meanwhile, the |nvoke

dlates the service primitive by invoking UDP/IP piotocol

heduling management entity sends the EPA message to the network
duling criterion defined in clause 7.3.

e) Response mainienance:

For the EPA confirm service request primitive, a response maintenance timer should be
started up since the message is sent to the EPA network. For the purpose of several
responses maintenance, a response primitive maintenance list should be established and
maintained as follows according to the MessagelD:

1)

2)

If the positive (+) response primitive responding to MessagelD is received before
the timer runs over, it should be returned to EPA application process with the
confirm primitive;

If the negative (-) response primitive responding to MessagelD is received before
the timer runs over, it should be returned to EPA application process with
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responding error code. The user should determine whether and when to retransfer
the request primitive responding to MessagelD;

If the timer runs over, a negative response with overtime error code should be
returned to application process.

f)  Response processing:

EPA application process should process the received response as follows:

1)

If receiving a negative response, the user should determine whether and when to

EPA ¢
a) w

After

commt:

mappi

b) mlessage filtrating:

EPA s

2)

1)

retransfer;

If positive response is received, it shall be processed accqfd guration.

EPA

socket

ted in

e from
EPA

b from
EPA

doing

pplication process will handle the received primitive as follows:

1)

2)

If receiving an unconfirmed request primitive, the EPA application process shall
update local parameters using the data from the request primitive.

If receiving a confirmed request primitive, the EPA application process shall copy
the source link information into destination information. That is:
DestinationIPAddress is copied into SourcelPAddress, DestinationAppID into
SourceApplID, DestinationObjectID into SourceObjectiID. And then, the local
source information and the corresponding responding data should be encoded as
response primitive and sent to the EPA communication initiator.
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6.5 EPA system configuration and startup
6.5.1 Configuration
After an EPA device starts up and enters the operational mode, it can be configured using

configuration application. It contains manufacturer configuration, basic information
configuration, distributed application configuration and the device configuration.

6.5.1.1 Manufacturer configuration

Manufacturer configuration includes device configuration, EPA protocol version configuration,
in-contained FB initialization configuration which shall be solidified in an EPA device when it
is manufactured.

6.5.1.2 Basic information configuration

Basic finformation configuration can be done online or offline accord ility. It
includgs the following configurations:

a) IR address and PD_tag configuration

IP address can be dynamically assigned or statica pbgram
accordling to the device capability. While IP ad iS 9 i it shall be guaranteed
that the IP collision should be avoided.

Genernally, once IP address is assigned Dry as
permgnent information until reconfigura

b) Cpntrol policy configyration

Contr¢l policy means tha ¢ 1 e the connection relationship between FBs

provided in different de in thenuser’s application requirement.
c¢) Rpdundancy CZ

If two are’used, it shall be configured which is active and which is

backu dundancy communication port.

d) D

As op > address of an EPA device shall be dynamically assigned, the DHCP
servell shauld be appointed.

e) Time server appointment
For the purpose of time synchronization, a time server shall be appointed.
In general, a redundant timer server shall be assigned reliability.

6.5.1.3 Distributed application configuration

EPA distributed application configuration shall be done as follows:
a) Communication relationship and scheduling configuration for FBs

According to practical application, the communication relationship between input/output
parameters of different FBs shall be configured to form controlling loops. Meanwhile, the
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communication scheduling policy shall be configured to determine when updating data will be
sent as well.

b) EPA link object configuration

According to the above communication relationship configuration, the EPA link objects shall
be written and downloaded into devices.

6.5.2 Device Startup

When an EPA device is powered on, it starts up as follows:

a) A|dynamic IP address should be assigned by the DHCP server if the dew
agldress;
b) The EPA device repeatedly will broadcast an unco
declaration request message in system through EM_D
default case, the EPA device repeats it every 15 seconds
primitive.
c) After User configuration application receives thg anmruncia
the device as follows:
1)
2) e user configuration applicatio
o clear the device attributes
d) EPA device using the receiving configuration data.
e) Sigatus of the FRA i
7 EPA dats
7.1 Qverv
This gpecification opts data link protocol defined in ISO/IEC 8802-3. In addition
Communijc¢ation Sch&duling Management Entity (ECSME) is defined on ISO/IEC 8802-
link protecol to manage the deterministic communication.

no IP

ciation

ice. In

bnding

figure

should
ciation

h shall
before

EPA
B data

ECSME provides the following functions:

a)

b)

c)

d)

Transparent data transferring between DLE and DLS_User specified in ISO/IEC 8802-3

without modifying the data;

Receiving DLS_User DATA from DLS_User and buffering them;

Transferring DLS_User DATA to DLE in configured order and priority. The DLE will send it

to Ethernet network using the protocols defined in ISO/IEC8802-3;

Transferring decoded DLPDU from DLE to DLS_User.

ECSME supports two ways of communication scheduling:
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a) Free competitive communication scheduling based on the CSMA/CD;
b) Deterministic communication based on the time-sharing scheduling policy defined later.

When the former scheduling is used, ECSME shall directly transfer the data between DLE and
DLS_User without any buffering or handling.

When the latter b) is used, the ECSME in each EPA device shall transfer DLS_User DATA to
DLE according to the pre-configured timing order and priority, the DLE shall process the data
and send it to PhL, so that the collision is avoided.

7.2 OLL model

The DLL model is shown in Figure 7.

7.21
The M

7.2.2
The L

7.23

ECSM
DLS_

tween

ECSME doesn:t'alter the services provided by DLL to DLS_User defined in ISO/IEC 880p-3 as
well as theTinterface~between PhL and MAC. It only provides the transmission managenjent of
the DL S<AUser data.

7.2.4 DLL services

The services which DLL provides to DLS_User defined in ISO/IEC 8802-3 are applied without
any changing.

7.2.5 Transaction between DLL and PhL

The transactions between DLL and PhL defined in ISO/IEC 8802-3 are applied without any
changing.
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7.3 EPA communication scheduling procedure
7.3.1 General

Within an EPA micro-segment, the communication procedure is repeated. The time to
complete a communication procedure is called communication macrocycle and marked as T.
Each communication macrocycle (T) is divided into two phases, periodic packet transferring
phase (Tp) and non-periodic packet transferring phase (Tn) (see Figure 8).

< Communication Macrocycle T

< Periodic packet transfer phase T, 'i < Nonperiodic packet transferphase T,

D1

D2

D3

D4

D5

D6

v

N

opPeriddDataAnnunciation packet

Y . .
% Periodic packet

B

I Aperiodic packet End NoriPeriodDataSending annunciation packgt

In perjodic pack@
DLS_ User data to

the ndtwork after it e

riodic
ta on

Periogic DL3" tain the data relevant to process parameters, sugh as
measyremeniand t¢ ) vhich need to be transmitted periodically in the control Iqop, or
the inp . < h need to be updated cyclically between function blocks. Périodic
DLS_Userdata~has\the highest priority to be sent.

In non-periodic pas transferring phase (Tn), the ECSME of each EPA device deliverg non-
periodic DLS_User data to local DLE according to their priority and even local IP address.
Local DLE will packet and send the data on the network after it receives them.

Non-periodic DLS_User data contain the data which don’t need to send out in every
macrocycle. That is, non-periodic DLS_User data are not produced cyclically. In EPA systems,
non-periodic DLS_User data are the primitives of program upload/download, variable
read/write, event notification, trend report and RARP, HTTP, FTP, TFTP, ICMP, IGMP
application data etc. In other cases, the primitives of SNTP and DHCP services are regarded
as non-periodic DLS_User data.

Non-periodic data are sent out according to their priority, local IP address in time-available
way. That is,

a) if time is available, the non-periodic packet with high priority is sent first;
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b) if two or more non-periodic packets in local device have identical priority, the first-
produced one is sent first;

c) if two or more non-periodic packets distributed in different devices, those located in
the devices with smaller IP address is sent out first.

7.3.2 Scheduling procedure

The mechanism of ECSME can be described in four states: Standby, Ready,
PeriodicDataSending and NonPeriodicDataSending. The transitions between these four states
are shown in Figure 9 and Table 4.

Standby

R1

7.3.2.1 State descripfi

7.3.2.11 Stand@
After powered up, EP

se 0).
If these paramete til the
devicg is configu
In Stgndby state, E ers data between DLS and DLS_User directly witholit any

proces$sifig and\buffering.

After fhe configuration, of EPA Communication Scheduling Management Class of local flevice
is finighed ~-ECSMBE-will enter the Ready state automatically, and calculate the time offsgt from
local ¢urrent time to the starting time of a communication macrocycle (T) according [to the
follow|ng formula:

Time offset = MOD (Local current time, T)
Then, the starting time of its first communication macrocycle (T) is:
Starting time = Current Time + Time offset

7.3.2.1.2 Ready

In Ready state,

a) When receiving DLS_User data from DLS_User, ECSME shall put it into responding
unsent message queue according to its transmission priority;
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ECSME shall establish different queues for DLS_User data to be sent with different priorities.

NOTE 2 The queue with priority 0 shall be managed according to the value of SendingTimeOffset corresponding
to each DLS_User data.

b) When receiving DLPDU from DLE,

1)

2)

if the DLPDU is a NonPeriodicDataAnnunciation message, ECSME shall maintain
local non-periodic packet transferring management list using the remote IP addresses
and transmission priorities from the DLPDUs;

otherwise, ECSME shall deliver the DLPDU to DLS_User directly.

7.3.2.
When

1.3 PeriodicDataSending

the following event of

MQOD (Current time, T) = SendingTimeOffset of peri

is detected (see clause 8.3.2.3.11), the state of into
PeriodicDataSending.

In PefiodicDataSending state, ECSME deliver the [ ) d DLE
transfer them on the it shall transmit
NonPg¢riodicDataAnnunciation messag non-periodic packet to be
sent in local device. After doing above, S i is changed into Ready.

7.3.2.1.4 NonPeriodicDataSending

When|the following event®

is de
mess3

In this|

to be

r than
Bvices,

those in local non-periodic packet transferﬁng management list for remote d
ECSME takes step g), otherwise takes step c);

If the priority of the first non-periodic DLS_User data in local device is higher than
those in remote devices, ECSME takes step e), otherwise takes next step;

When the priority of the first non-periodic DLS_User data in local device is equal
to at least one of those in remote devices, and this priority is the highest, and if
the IP address of local device is larger than that of all other remote devices with
the same priority, ECSME takes step g), otherwise takes next step;

If the remaining time of current communication macrocycle is enough to transmit it,
ECSME delivers the non-periodic DLS_User data to DLE for sending to the
network, then ECSME goes to next setp, otherwise ECSME reserves the data for
next transmission, goes to step g);
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f) If there is more non-periodic packet to be transmitted, ECSME goes to step b);

g) If local device has transmitted at least one non-periodic DLS_User data, ECSME
transmits EndofNonPeriodicDataSending annunciation message on the network to
notify remote devices;

h) The state of ECSMA is changed into Ready state.

7.3.2.2 State table

The state transitions of ECSME are illustrated in Table 4.

Table 4 — ECSME state transitions /\(\
N\

Event or condition
# Cydrrent state => ext.sta
actions
S1 | PdriodicDataSending Epnon-periodicDataSendingSuc()=1 eab‘y\)
=>
EpaNonPeriodicDataAnnunciatm
S2 PeriodicDataSending Epnon-periodicDataSendin = X “ReyiodicDataSending
=>
Epnon-periodicDataS ndu((g?])
S3 NgnPeriodicDataSending EpaNonPeriodicDat Ready
(EpaFirst
&&
(EpaNonP
EpaNonP
=>
(no ac ons tak
S4 NcnPeriodicDataSendin< dl(}%? endingSuc()=1 Ready
EpaEndefNo iodicRataSending()
S5 NcnPerlodchataSendl jodicDataSendingSuc()=2 && Ready
paNonReriedicPataPriority()=FALSE ||
iodicDataPriority()=TRUE &&
aNonReriodicDataTimeEnough()=FALSE))
EpaNonPeriodicDataAnnunciation()
S6 NgnPerio |cD \E?NonPeriodicDataPriority()=TRUE && NonPeriodicDataSending
aNonPeriodicDataTimeEnough()=TRUE
=>
\ EpaNonPeriodicDataSending()
R1 | Standby \> EpalsDeviceConfigured()=TRUE Ready
=>
EpaCountOffsetTime()
R2 Rdady EpaDataSendingTiming()=1 PeriodicDataSending
Epnon-periodicDataSending()
R3 Ready EpaDataSendingTiming()=2 NonPeriodicDataSending
=>
(no actions taken)
R4 Ready EpaRecEndofNonPeriodicDataSending() NonPeriodicDataSending

=TRUE
=>
(no actions taken)
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7.3.2.3 Function descriptions

Table 5 through Table 17 describe the functions referenced by the preceding state transitions
table.

7.3.2.3.1 Epnon-periodicDataSendingSuc( )

The description of function Epnon-periodicDataSendingSuc() is illustrated in Table 5.

Table 5 — Epnon-periodicDataSendingSuc() description

Name Epnon-periodicDataSendingSuc({) _|[Used in ECSME

Input Output 9/\(

(none) data of Unsigned8 data typ ~

Functibn |

Checks whether all periodic packets have been transmitted in current Communicatio crocycteNf yes; returns
the value of 1; if no, returns the value of 2; otherwise, returns the value of zegox_

7.3.2.3.2 EpaNonPeriodicDataAnnunciation() \ \)

The description of function EpaNonPeriodicDataAnnuncij Table 6.

Name EpaNonPeriodicDataAnnup€iation( )| Used'in {, ['ECSME~
Input X Output \\J
(none) (hone)

Functipn | Q

Transmnits NonPeriodicDataAnnunciation packet. (\

7.3.2.
The d

Name Epnofi-periodicDataSending(’) Used in ECSME
Input Output
(none) (none)

Functipn
Transrhits/periqd pagﬁ \ \/
7.3.2.3.4 h%n riodi¢DataSendingSuc( )

The description o tion EpaNonPeriodicDataSendingSuc() is illustrated in Table 8.

Tabl = iodi i cription
Name EpaNonPeriodicDataSendingSuc() | Used in ECSME
Input Output
(none) data of Unsigned8 data type

Function

Checks whether all non-periodic packets have been transmitted in current Communication Macrocycle, if yes,
returns the value of 1; if no, renturns the value of 2; if none of non-periodic packet needs to be transmitted,
returns the value of 3; otherwise, returns the value of zero.
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7.3.2.3.5 EpaFirstNonPeriodicDataSending( )

The description of function EpaFirstNonPeriodicDataSending() is illustrated in Table 9.

Table 9 — EpaFirstNonPeriodicDataSending() description

Name EpaFirstNonPeriodicDataSending( ) || Used in ECSME
Input Output

(none) TRUE or FALSE
Function

Checks whether it's the first time to transmit non-periodic packet in current Communication Macrocycle. if yes,

TRLIC £l £ EALCL
return‘. T VO OtNCTwWIiSC— TCTOT TS T 7 \CoL.

7.3.2.3.6 EpaNonPeriodicDataPriority( )

The description of function EpaNonPeriodicDataPriority() is illustrate

Table 10 — EpaNonPeriodicDataPriority() deseri

Name EpaNonPeriodicDataPriority( ) Used in ECSME N\~ \
Input Output N\
(none) TRUEGr FALSE., \

Functipn
Checkg whether the priority of non-periodic packet that lo eyice’igre y to nsmlt is the highest in logal
non-pdriodic packet transfer management Ilst/ﬁ‘xes re E,/otherwjse r rns FALSE.

NOTE | If the priority of non-periodic packet that cal |s ready to-t nsr?n{/ls al to that of one remote deyice or
severallremote devices, moreover the priority is the non erlodl acket/transfer management list, howeyer the
he mot

IP addrgss of local device is larger than that of all o e ces ith the S priority, then still returns FALSE.

7.3.2.3.7 EpaNonPeriodicDataTime nou‘r
The description of functiod EpaNOnPerio |c i

Table|1

eBnough() is illustrated in Table 11.

DataTimeEnough() description

Name Ep‘augﬁp,gﬁgdicDE(aTiﬁ»gEangh() Used in ECSME

Input Output

(none) TRUE or FALSE

Functipn

Checkg Whethwl ingtime inccurrent Communication Macrocycle is enough to transmit non-perioflic
packeflas well as its anunclationessage or not. if yes, returns TRUE, otherwise returns FALSE.

7.3.2.

The de

Table 12 — EpaNonPeriodicDataSending() description

Name EpaNonPeriodicDataSending( ) Used in ECSME
Input Output

(none) (none)

Function

Transmits non-periodic packet.
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7.3.2.3.9 EpaEndofNonPeriodicDataSending( )
The description of function EpaEndofNonPeriodicDataSending() is illustrated in Table 13.

Table 13 — EpaEndofNonPeriodicDataSending() description

Name EpaEndofNonPeriodicDataSending() [ Used in ECSME
Input Output
(none) (none)

Function

Transmits EndofNonPeriodicDataSending annunciation packet.
7.3.2.3710—EpatsDeviceConfigured()

The description of function EpalsDeviceConfigured() is illustrated in Ta 14.

Table 14 — EpalsDeviceConfigured() descri<i\o\ x

Name EpalsDeviceConfigured( ) Used in ECSME O N
Input Output N\
(none) TRUE or FAKSE \

Functibn | N
After Igcal device is powered-up, this function is called to check/Avhether ijce has\been configurated|or
not. If yes, returns TRUE, otherwise returns FALSE. m

7.3.2.8.11 EpaCountOffsetTime() \% G

The description of function EpaCountO ted ip Table 15.
Table 15 - Ep description

Name EpaCountOf@s/etTi[ne(/)"\ \ Used ip ECSME

Input Output

(none) | Data of Unsigned32 type

Functipn
Calculates MOD( Iqél\oyrre t time turns.thexcepainder of Unsigned32 data type, its unit is millisecohd.

7.3.2.3.12 EpaD

The description of fuRchio taSeéndingTiming() is illustrated in Table 16.

T EpaDataSendingTiming() description
Name| S\ [EpaDataSendingTiming() Used in ECSME
Input 'S \ Output
(none) Data of Unsigned8 type

Functipn

This fungtiencalls EpaCountOffsetTime() to get the remainder. If the remainder is equal to the value of
SendirlgTimeOffset, returns the value of 1:; if the remainder is equal to the value of
NonPeriodicDataTransferOffset, returns the value of 2; otherwise, returns the value of zero.

7.3.2.3.13 EpaRecEndofNonPeriodicDataSending( )

The description of function EpaRecEndofNonPeriodicDataSending() is illustrated in Table 17.

Table 17 — EpaRecEndofNonPeriodicDataSending() description

Name rEg(a;-'\’ecEndofNonPerlodchataSendl Used in ECSME
Input Output
(none) TRUE or FALSE

Function

Check whether an EndofNonPeriodicDataSending annunciation packet from remote device is reveived or not. If
yes, returns TRUE, otherwise returns FALSE.



https://iecnorm.com/api/?name=cd59639dfe9e7dd09beaec26c075d13b

PAS 62409 © IEC:2005 (E)

7.3.3 Priority

— 45 —

Six-level priorities for packet transmission are defined in this specification, namely 0, 1, 2, 3, 4,
5, and the value of 0 represents the highest priority (see 8.4).

This specification adopts a registered value of 0x88BC assigned by IEEE for LENGTH/TYPE
field in Ethernet frame to identify EPA packet (see Figure 10).

) 802.3 MAG pie—802.2 LLG__piB02.2 SNAP,,,

DSAP|SSAP|cntl| Org
Destination Address | Source Address [Length| AA AA | 03 | code | Type DATA CRC
6 6 2 11 1 1 3 2 Ase 3% "4
| IaN |
| T
i ssygii P/Wx
: 2 S\ 088 ~\1492 !
! !
Ethernet Encapsulation '< 46 ~ 1500 %S\ >
1 / 1
Degtination Address | Source Address| Type (}7 W CRC
(\ 2\
6 6 <\<\ & @6 > 4
Type N\
sss(? UDP/IP + EPA DATA CRC
46 ~ 1500 4
cket identifier
7.3.4
The t be synchronized for the purpose of communication
sched

74 E
7.41

The fd

F'TrFE

1 = n | T n | I ] ] ]
[P Header TODP Header T NRPMA_TAG T PRITPADTCRCT

L DATA_UNIT >

Figure 11 — Format of NonPeriodicDataAnnunciation PDU

TYPE

Protocol type, the length of this field is two bytes. Its value is 0x88BC.

IP Header

IP header, the length of this field is 20 bytes referring to RFC 791, Internet Protocol (IP).
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UDP Header

UDP header, the length of this field is 8 bytes referring to RFC 768, User Datagram Protocol

(UDP).

NPMA_TAG

NonPeriodicDataAnnunciation PDU identifier, the length of this field is one byte. Its value is

0x20.

PRI

Priority, the length of this field is one byte, the value of this field indicate
non-periodic packet, if the value of this field is equal to OxFF, it’
periodic packet needs to be transmitted.

PAD
Pad oftets, the length of this field is 44 bytes, all value
CRC

CyclicRedundancy Check value, the ke

DATA| UNIT
Data |
7.4.2
The fg yPDU is described in Figure 12.
[ N\TYREN| TRHeader [UDP Header [ENPMTA _TAG] PRI [ PAD [ CRC |
||= > DATA_UNIT —ﬂ
~ Format of EndofNonPeriodicDataSending PDU
TYPE

Protocol type, the Tength of this field is two bytes. Tis value is O0x88BC.

IP Header

IP header, the length of this field is 20 bytes referring to RFC 791, Internet Protocol (IP).

UDP Header

UDP header, the length of this field is 8 bytes referring to RFC 768, User Datagram Protocol

(UDP).
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ENPMTA_TAG

EndofNonPeriodicDataSending PDU identifier, the length of this field is one byte. Its value is
0x21.

PRI

Priority, the length of this field is one byte, indicating the priority of the unsent non-periodic
packet. The value of OxFF indicates that no non-periodic packet needs to be transmitted.

PAD

Pad oftets, the length of this field is 44 bytes, all values of this field arg
CRC
CycliclRedundancy Check value, the length is 4 bytes.
DATA| UNIT

Data unit, the length of this field is 46 bytes.

7.4.3 [EPA PDU
The fqrmat of EPA PDU is described iryFigure 1

[ TYPEN_ [ NHHeader\]NDP HeéadeN~ EPA AppDATA [ CRC |
N

T =i

~ Format of EPA PDU

TYPE

Protogo of this field is two bytes. Its value is 0x88BC.
IP Header

IP hegder, the length of this field is 20 bytes referring to RFC 791, Internet Protocol (IP)

UDP Header

UDP header, the length of this field is 8 bytes referring to RFC 768, User Datagram Protocol
(UDP).

EPA AppDATA
EPA application layer primitives.
CRC

Cyclic Redundancy Check, the length of this field is 4 bytes.
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Data unit, the minimum length of this field is 46 bytes.

7.5 Encoding of ECSME Packet
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7.5.1 Encoding of NonPeriodicDataAnnunciation message
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The encoding of NonPeriodicDataAnnunciation message is described in Table 18.

Table 18 — NonPeriodicDataAnnunciation message Encoding

Ng.

Parameter

Byte

name Data type Octet offset length Descriptio
. Protoco] €ype, the walue
1 Type Unsigned16 2 OXSSB& IQK\
2 IP Header OctetString 20 IP he rri 1,
e e O
3 UbP OctetString | 22 8 DP fer RFC
Header er at
c |
. nPerio |cD*atéAnnunC|at|on
2 NPMA_TAG | Unsigned8 30 ! ~ PDbBNidentifier, the value is 0x20
\) jority, indicates the priority of
next\won-periodic data to be
3 PRI Unsigned8 3 1 tri itted, the value of Oxff
indicates no non-periodic data
eeds to be transmitted.
4 PAD OctetString @ 4>t\ Pad octets, all values are 0x2(
CRC Unsigned3? \76 \\ Cyclic Redundancy Check vallie
N
7.5.2 nding message

The e

ing Message is described in Table 19.

icDataSending message Encoding

Octet

offset

Byte
length

Description

2

Protocol type,the value is
0x88BC

OctetString

20

IP header, referring to RFC
791, Internet Protocol (IP)

P.Header

OctetString

22

8

UDP header, referring to RFC
768, User Datagram
Protocol(UDP)

ENPMTA_TAG

| InQignnrlR

30

EndofNonPeriodicDataSending
PDI idmnﬁfimr, the value is

0x21

PRI

Unsigned8

31

Priority, indicates the priority of
next non-periodic data to be
transmitted, the value of Oxff
indicates no non-periodic data
needs to be transmitted.

PAD

OctetString

32

44

Pad octets, all values are 0x20

CRC

Unsigned32

76

Cyclic Redundancy Check
value



https://iecnorm.com/api/?name=cd59639dfe9e7dd09beaec26c075d13b

PAS 62409 © IEC:2005 (E)

7.5.3 Encoding of EPA message
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The encoding of EPA message is described in Table 20.

Table 20 — EPA message Encoding

No. Parameter Data type Octet offset Byte Description
name length
1 TYPE Unsigned16 | O 2 Protocol type, the value is
0x88BC
2 IP Header OctetString | 2 20 IP header, referring to RFC 791,
Internet Protocol (IP)
3 UDP Header | OctetString | 22 8 UDP header, ring to RFC
768, User Datagram Pratoco
(UDP)
4 EPA OctetString | 30 N Thed f EPA apglication
AppDATA layeg, the minimtia-length is #16
bytes
5 CRC Unsigned32 | 30+N 4 chl%%ﬁ\iaﬁs%)&ck vallie
8 EPA application layer service definition
8.1 Joncepts
This subclause describes fundaments of the
8.1.1 |Overview
This sjubclause introduces n@r architecture and services. Application|Layer
servicges provide the suppo y
8.1.2 Architectu<>el i
8.1.2.1 Relationship te
The functions of fjrence
model| principle nt, as
showr] in Figure
a) The ERA Applicati ayer includes OSI functions together with extensions to covef time-
chlitical reguiremantsy” The OSI Application Layer Structure standard (ISO/IEC 954%) was
used as.a'basis for specifying the EPA Application Layer.
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(UDP). When using

8.1.2.

Withi

In addition,

OSI AP

OSI Application Layer

OSI Preserntation Layer

OSI Session Layer

QS| Transport | ayer
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EPA User Layer

EPA Application Layer

Non- existent

UDP

OSI Network Layer

OSI DatalLink Layer

OSI Physical Layer

Physical Medium

ne EPA Application
derlying layer may.

er.
Relations;'

this envifon t, the EPA Application Layer provides communication services tg
critica] and non-time=critical applications located in EPA devices.

the EPA Application Layer uses Ethernet/UDP/IP protocols to trans
application layer protocol data units.

. The

been
in the

time-

er its
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System Mgt EPA User

EPA Application

ALME

Layer

ubP

1
|
IP

EPA communication
scheduling control sublayer

R
LAY
f the 8“on Layer

Figure 15 — Architectural positionin

8.1.2.2.2 Use of UDP/IP

APs. It interfaces directly o the
UDP/IP for transfer of its ARDUSs.

The BPA Application Layer provides netQk [o3

8.1.2.
IEC 6

8.1.2.
IEC 6

8.1.2.2. E plication layer management entity

IEC 6

8.1.3 |[EPA-applicatien layer structure

8.1.3.1 "Overview

The structure of the EPA application layer is a refinement of the OSI Application Layer
Structure (ISO/IEC9545). As a result, the organization of this subclause is similar to that of
ISO/IEC 9545.Certain concepts presented here have been refined from ISO/IEC 9545 for the
EPA environment.

The EPA application layer differs from the other layers of OSI in two principal aspects:

a) OSIl defines a single type of application layer communications channel, the association, to
connect APs to each other. The EPA application layer defines the Application
Relationship (AR), of which there are several types, to permit application processes (APs)
to communicate with each other.
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b) The EPA application layer uses Ethernet/UDP/IP to transfer its PDUs and not the
presentation layer. Therefore, there is no explicit presentation context available to the
EPA application layer.

8.1.3.2 Fundamental concepts

IEC 61158-5, 4.3.2 are applies.

8.1.3.3 EPA application processes
IEC 61158-5, 4.3.3 are applies.

8.1.3.4 Application process objects

IEC 61158-5, 4.3.4 are applies.

8.1.3.p Application entities
See IEC 61158-5, 4.3.5 applies.

8.1.3.6 EPA application service elements
IEC 61158-5, 4.3.6 are applies.
8.1.3.Y Application relationships

IEC 61158-5, 4.3.7 are applies.
dg%ng

8.1.4

IEC 6

8.1.5
IEC 6

8.1.6 ices procedures

IEC 6

8.2 O

IEC 61158-5; clausevs applies.

8.3 C tion
8.3.1 EPA AE

EPA AE is composed of EPA System Management Entity, EPA Application Access Entity and
EPA Socket Mapping Entity, as shown in Figure 16.

EPA System Management Entity and Services can support various management operations,
including system management ASE, AR ASE, etc.

EPA Application Access Entity provides an interface for data communication between user
application process, which is composed of domain ASE, variable ASE and event ASE.

EPA Socket Mapping Entity provides an interface for EPA Application Access Entity, System
Management Entity and UDP/IP, which is composed of EPA Socket Mapping ASE.
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EPA User
4 4 4
System y EPA
I\E/Iatntagement System : Application
ntity monuments | |[[ Pomai | {variab | [ Even Access
ASE n ASE e ASE t Entity
4 ey 7y
EPA [ T 1 T
Application Layer [ AR ASE ]
Entity

Mapping Socket Mapping ASE
Entity

EPA A
Socket [ v v b/\
AN

NS

A\ 4

UDP/IP &

8.3.2 [EPA System Management ASE
8.3.2.1 Overview

al devices in EPA network |nto a
gement supports the function of flevice
, clock synchronization and EPA link

EPA Bystem Managemen
harmgnized communicatiq
identification, address, ass
manalement.

8.3.2.1.1 Devic

An ERA device cg ifi physical device tag, device ID, device redurjdancy

8.3.2.1.1.

Devic i ifies\a~unique device. A unique Device ID is assigned to each individual flevice
by thel manufaeturer.\t isvisible in EPA system management entity, but cannot be modifjed.

8.3.2.1.1.2_) PD_Tag

For the purposes of device coniiguration, each iield device has a physical device tag
(PD_Tag). In an EPA system, PD_Tag is unique to identifier a physical device. Mutually
redundancy device has the same PD_Tag.

8.3.2.1.1.3 Redundancy Number

Mutually redundancy devices distinguish each through the different redundancy number.

8.3.2.1.2 Address assignment

The IP address of each EPA device can be statically appointed or dynamically assigned
through Dynamic Host Configuration Protocol (DHCP). Once the IP address is assigned, it
shall be written into non-volatile memory as permanent information until device is reconfigured.
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When the IP address confliction with other device is detected, the state of local device shall
be changed into No Address, waiting to reset its IP address.

8.3.2.1.3 Object Location

An EPA physical device can be located by IP address or PD_Tag. An FB instance in an EPA
device can be located by FB_Tag or FB identifier AppID, which are unique in each EPA device,
but not unique in the whole EPA network. Each parameter object of an FB instance can be
located by parameter index, ObjectID, which is unique in each FB instance, but not unique in
the whole device.

Maonaoaamaent-ontifv nraoa idac EM _LCindAT a0 VAR-VNIVIP-V-NR V- TR V-N- V]

EPA AN )’StCIII IVIUIIUE’\JIIIUIIL UIILIL] '.II\JVI\.AU\J I_le T |||u|u3\xuul] GOl vVvivoe WU \.1\.4\.r
of an |EPA device using PD_Tag. It also prowdes EM_GetDeivceAttibutg
PD_Tag or other relevant information of an EPA physical device.

T
A
>
P
©
)]
o
o
=
D
(]
(2]

EM_F igast or
multic local
PD Taag If Iocal PD Tag matches that in EM FdeagQuery SErvice pitive,| it will
report|i )

EM_G using
unicas

8.3.2.1.

After the power-on and initialization, if amEPAde P address, it enters No A¢ldress
state 5s assignment, the device changes its
state | into annunciation message |[using

EM_DeviceAnnunciation

Once |the user applic

devicg attributes usi
operafe in Conﬁ@
permgnent informatior

annunciation message, it can configure the
te service. After configuration, the devige can
information is written in non-volatile memjory as

When e_device €an recover all configuration information and opefate in
Config

8.3.2.1.5

The t KPA” device shall be synchronized. Either SNTP protocol defiged in

RFC2D30 or. IEC 64588 can be used according to practical application.

At eagh\lime of synchronization, local device sends a clock synchronization request pr|mitive
to time server at a configured time interval and keep synchronization with system time
according to the response from time server.

The details of time synchronization is not specified in this specification (see RFC 2030 and
IEC 61588).

8.3.2.1.6 EPA Link Management

The access path between FBs is defined as EPA link object. The EPA link object specifies the
communication relationship between the input/output of FBs. EPA link objects shall be
configured using configuration program.

Through a configured EPA link object, an FB in an EPA device can determine where to
release its output data or where to receive updating input data.
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8.3.2.2 EPA Management Information Base

All the management objects using in EPA system management entity are organized in EPA
Management Information Base (EPA MIB). EPA MIB is a two-dimension table as shown in
Figure 21. Each object has a unique identifier ObjectID.

As a special function block, EPA management information base has its default value of 0 for
application identifier AppID for the purpose of reading/writing the objects. That is, other
function block instance shall have the value of more than 0 for application identifier ApplID.

Table 21 - EPA MIB

EPA Object Object ID lllustration~_
EPA MIB Header 1 EPA device Man ment fermagion
Base header object N\
EPA Device Descriptor 2 EPA device descfiptor objéct
Tinle Synchronization 3 Time Synchronizatioh, Okject\ )
Mak Response Time 4 Confirmed Service\Max R&sponse Tim4
Cofmnmunication Schedule 5 Communicatjon edyle agement
Mapagement Objec;/\\\ i{% &K \M/a'ﬁ
DevVice Application information 6 Device Application\infarmapion Object
FB|Application information Header 7 /zt(nctiw Ab%IiEafion informalion
eader
Link Object Header 8 __|\Link Object.Meader”
Dothain Application Object Header 9 ([ Y\ DémAin/Application Object Header
e N W/
FB |Application information 1 N\2000., PunctiomBfock Application information [1
FB |Application information 2 [ 2001 Funstion Block Application information 2
Incteased
&
f\ turn N
Dofnain Application Opject ™ h 4800 ]| Domain Application Object 1
Dofhain Application Objest & \ 4901 Domain Application Object 2
] h\%rf;?\sed
Q \/\ < \% erin
turn
Link Object 1 AN\_ ~/ 5000 Link Object 1
Link Object 2 { \ 5001 Link Object 2
) N\Q Increased
number in
R turn
8.3.2.3 Sys ent model specification
8.3.2.3.1 EPA MI eader Class
EPA ment

information base.

8.3.2.3.1.1 Formal model

EPA MIB header class is presented as follows:

Object ID

SMIB Revision Number

EPA ASE: SYSTEM MANAGEMENT ASE
CLASS: EPA MIB HEADER
CLASS ID: Not Used
PARENT CLASS: TOP
ATTRIBUTES:
1. (m) Key Attribute:
2. (m) Attribute:
SERVICES:
1. (o) OpsService: Read
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8.3.2.3.1.2 Attributes

Object ID

PAS 62409 © IEC:2005 (E)

This attribute identifies EPA MIB Header object in EPA MIB. The value for EPA device MIB

Header object is 1.

SMIB Revision Number

This attribute indicates the revision number of EPA MIB, which is assigned by user.

8.3.2.8.1.3 Services
Read

The sérvice allows user to read EPA device MIB Header Class attrib

Read gervice is defined in 8.3.5.3.1.

8.3.2.3.2 Device Descriptor Class

This class specifies the basic attributes of an EP/

Tag, IP address etc. Through EPA dew
can get or set the basic attributes of tRis de

8.3.2.3.2.1 Formal model

, Device

pgram

EPA ASE:
CLASE:
CLASES ID:
PARENT CLASS:
ATTR|BUTES:
1 (m\(;> Object ID
2 (m Reserved
3 (m) Device ID
4 (M) PD_Tag
5 m) Active IP Address
6 Device Type
7 Atribute: Status
8 \ Attribute: Device Version
9 0 Attribute: Annunciation Interval
10. 3 Attribute: Annunciation Version Number
11. (m) Attribute: Device Redundancy State
12. (m) Attribute: Device Redundancy Number
13 (m) Attribute: LAN Redundancy Port
14. (m) Attribute: Max Redundancy Number
15. (m) Attribute: Duplicate Tag Detected
SERVICES:
1. (0) OpsService: EM_FindTagQuery
2. (0) OpsService: EM_FindTagReply
3. (0) OpsService: EM_SetDeviceAttribute
4, (o) OpsService: EM_GetDeviceAttribute
5. (o) OpsService: EM_ClearDeviceAttribute
6. (o) OpsService: EM_DeviceAnnunciation
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8.3.2.3.2.2 Attributes
Object ID

This attribute identifies Device Descriptor object in EPA MIB. Its value is 2 for Device
Descriptor object.

Reserved

This field is reserved.

Devicp ID

This attribute specifies the vendor specific EPA physical Device. It i

PD_Tag

Active IP Address
This attribute indicates current operable
Device Type

This alttribute specifies the

Status

This attribute in cal s e. There are three optional status:

0——No addré&ss;

Devic

This 3
produ

Annunciation Interval

This attribute specifies the milliseconds between annunciation messages. Its default value is
15000 (15 seconds).

Annunciation Version Number

This attribute is the version number that represents the composite state of the static
information in the applications in the device. Each time there is change to the static data of
any application in the device, this version number is incremented by 1. Its value initializes to
zero if the device is initialized.
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Device Redundancy State

This attribute specifies the actual device redundancy state of the device. 0 indicates the
device is active while 1 represents that the device is backup. If the device is not participating
in redundancy, its value is OxFF.

Device Redundancy Number

This attribute specifies the device redundancy number. Once the active device fails, the
minimum number of backup device firstly become active device.

Max Redundancy Number

This afttribute specifies the max redundancy number.

LAN Redundancy Port

This dttribute specifies the port which is used to exchange ices.
Dupli¢ate Tag Detected
The dttribute specifies whether the d ag in

netwolk or not. That value is TRUE me

8.3.2.3.2.3 Services

EM_FjndTagQuery

This optional service allows user to get the EPA device attributes.

EM_ClearDeviceAttribute

This optional service allows user to clear the EPA device attributes..
EM_DeviceAnnunciation

This service is used for an EPA device to announce its presence on the network.

8.3.2.3.3 Time Synchronization Class

In order implemented the clock synchronization of device in EPA network, each EPA device
maintains a local Current Time. Through time synchronization, the local current can be
synchronized with time server in requested synchronization precision.
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8.3.2.3.3.1 Formal model

This class is presented as follows:

EPA ASE: SYSTEM MANAGEMENT ASE
CLASS: TIME SYNCHRONIZATION
CLASS ID: Not Used
PARENT CLASS: TOP
ATTRIBUTES:
1. (m) Key Attribute: Object ID
2. (m) Attribute: Reserved
3. (m) Attribute: Primary Time Server
7 (m) Attribute: Secondary TIme_Server
5. (m) Attribute:
6. (m) Attribute:
7. (m) Attribute:
8. (m) Attribute:
9. (m) Attribute:
10. (m) Attribute:
SERVI|CES:
1. (o) OpsService: Read
2. (o) OpsService:
3. (o) OpsService:

RFQ 2030 or IEC 61588:2004.
8.3.2.3.3.2 Attributes

Objegt ID

This gttribute identifies Time Synchroniz
Synchlronization Object.

&

Resernved

This field is rese@

Primary Time Server

This afttribute ifie ddress of Primary Time Server.

This attribute-speti

Time Request Timeout

ies the IP address of Secondary Time Server.

EPA MIB. Its value is 3 for

hed in

Time

This attribute specifies the time (in microseconds) of time client to wait for the request from

time server.

Time Request Interval

This attribute specifies the time interval (in seconds) of time client to transmit synchronization

request.
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Capable Time Sync Class

This attribute specifies time synchronization precision supported by time client:

0——No precision requirement;
1——Time Synchronization precision <1s;

2——Time Synchronization precision <100ms;

3——Time Synchronization precision <10ms;
4——Time Synchronization precision <1ms;
5——Time Synchronization precision <100us;
6——Time Synchronization precision <10us;
7——Time Synchronization precision <1us.

Targeft Time Sync Class

This dttribute indicates the desired time
may ble set by user application:

ff <100ms;
<10ms;
<1ms;
<100us;

<10us;

74—Time Synchronization precision <1us.

On supported by time cl

Current Time

ent. It

This attribute indicates current clock time in local device calculated since January 1, 1984. Its

data type is TimeOfDay.

Standard Time Difference

This attribute indicates time difference between standard system time and current time. Its

data type is 6 bytes TimeDifference.
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8.3.2.3.3.3 Services

Read

The service allows user to read Clock Synchronization Object Class attributes.
Read service is defined in 8.3.5.3.1.

Write

The se¢

Write pervice is defined in 8.3.5.3.2.
Clock| Synchronization Service

The necessary services are defined in RFC 2030 or IEC 61588.

8.3.2.83.4 Confirmed Service Max Response Time

8.3.2.3.4.1 Formal model

EPA ASE:
CLAS:
CLASEP ID:
PARENT CLASS:
ATTR|BUTES:
1 (m) bject 1D
2 (m) Reserved
3 (m) Max Response Time
SERVI|CES:
1 (0 Read
2 (0) Write
8.3.2.8.4.2 Attrib
Objegt ID
This gttribute ed Service Max Response Time Class Object in EPA M
value js 4
Resernved

This field is reserved:
Max LD_Q_Dﬁe Time

IB. Its

This attribute specifies max response time to wait for response since the request primitive is

sent for a confirmed service. Its data type is 4 bytes of TimeDifference.

8.3.2.3.4.3 Services
Read

The service allows user to read the attributes of confirmed service max response time object.

Read service is defined in 8.3.5.3.1.

Write

The service allows user to write the attributes of confirmed service max response time object.

Write service is defined in clause 8.3.5.3.2.
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8.3.2.3.5 EPA Communication Scheduling Management Class

This class specifies the information used in EPA Communication Scheduling Management
entity.

8.3.2.3.5.1 Formal model

EPA ASE: SYSTEM MANAGEMENT ASE
CLASS: COMMUNICATION SCHEDULE MANAGEMENT
CLASS ID: Not Used
PARENT CLASS: TOP
ATTRIBUTES:
1 ) KeyAttribute: Objectib
2 (m) Attribute: Communication Macrg
3 (m) Attribute: NonPeriodic Data Jrs
4 (m) Attribute: Communication Ma Number
SERV|CES:
1 (o) OpsService: Read
2 (o) OpsService: Write
8.3.2.3.5.2 Attributes
Objegt ID

This dttribute identifies EPA Communication Sched
value |s 5.

ject in EPA MIB. Its

Communication Macrocycle

The data type of Communication Macrocygle s eDifference may be set by user.
The dﬁfault value of OXFFFFFFFF in f unication Macrocycle has no{ been
configured.

NonPeriodic Data Transfe

This attribute specifies

starting time of a com
default value of@
Communication C)
This

Mana
incre

y riodicDataTransfer starting time from the
Its data type is 4 bytes of TimeDifferencge. The

duling
ite  is

8.3.2.8.5.
Read
The sérvice allows user to read Communication Cycle Management Object Class attribuges.

Read service is defined in 8.3.5.3.1.

Write
The service allows user to set Communication Cycle Management Object Class attributes.

Write service is defined in 8.3.5.3.2.

8.3.2.3.6 Device Application Information Class

8.3.2.3.6.1 Formal model

EPA ASE: SYSTEM MANAGEMENT ASE
CLASS: DEVICE APPLICATION INFORMATION
CLASS ID: Not Used

PARENT CLASS: TOP
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ATTRIBUTES:
1. (m) Key Attribute: Object ID
2. (m) Attribute: XDDL Version
SERVICES:
1. (o) OpsService: Read
8.3.2.3.6.2 Attributes
Object ID

This attribute identifies Device Application Information object in EPA MIB. Its value is 6.

XDDL Version
This attribute

> C VC U U AW, U U - UudilT VDT v,

es primary version number while the lower byte indi¢

8.3.2.8
Read

Object ID
Number of FB Application Information
First Number of FB Application Infor
Object

Read

re the
ndary

Dbject
mation

value

This afttriblte indicates the number of FB Application Information Object in local device.

First Number of FB Application Information Object

This attribute indicates the first number of FB Application Information Object in EPA M
value shall be greater than ObjectlD of domain application object header.

8.3.2.3.7.3 Services
Read

IB. Its

The optional service allows user to read the attributes of FB Application Information Object

Header class.

Read service is defined in 8.3.5.3.1.
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8.3.2.3.8 Link Object Header Class
8.3.2.3.8.1 Formal model

EPA ASE: SYSTEM MANAGEMENT ASE
CLASS: LINK OBJECT HEADER
CLASS ID: Not Used
PARENT CLASS: TOP
ATTRIBUTES:
1. (m) Key Attribute: Object ID
2 (m) Attribute: Number of Link Object
3. (m) Attribute: First Number of Link Object
4 (m) Attribute: Number of (‘nnfigurpd Link Ohjprt
5 (m) Attribute: Number of UnConfigu ink Objegt
SERV|CES:
1 (o) OpsService: Read
8.3.2.3.8.2 Attributes
Objegt ID

This afttribute identifies Link Object Header object in EPA

Numbler of Link Object
This afttribute indicates the number of link objects in

First Number of Link Object
This afttribute indicates the first numbexof

Number of Configured Link Object
This afttribute indicates the number of |

Numbler of Unconfigured
This attribute indicates

8.3.2.
Read
The o

Read

8.3.2.8.

8.3.2.

EPA A
CLASS:

CLASS ID: Not Used

PARENT CLASS: TOP

ATTRIBUTES:

1.  (m) Key Attribute: Object ID

. (m) Attribute: Number of Domain Application Object

. (m) Attribute: First Number of Domain Application Object
. (m) Attribute: Number of Configured Domain Object

. (m) Attribute: Number of UnConfigured Domain Object
SERVICES:

1. (o) Ops Service: Read

2
3
4
5


https://iecnorm.com/api/?name=cd59639dfe9e7dd09beaec26c075d13b

PAS 62409 © IEC:2005 (E) - 65—

8.3.2.3.9.2 Attributes
Object ID

This attribute identifies domain Application Information Object Header Class in EPA MIB. Its

value is 9.

Number of Domain Application Information Object

This attribute indicates the number of Domain Application Information Object in local device.

First Number of Domain Application Object

This attribute indicates the first number of Domain Application Information Object in local

devics.

Numbler of Configured Domain Object
This afttribute indicates the number of configured Domain objects in 603

Number of Unonfigured Domain Object

This attribute indicates the number of unconfigured Domain ohjex

8.3.2.83.9.3 Services
Read

This ¢ptional service provides reading\the a
Class

Read pgervice is defined in 8.3.5.3.1.

8.3.2.3.10 FB application
8.3.2.3.10.1 Formal

EPA ASE:
CLASES: <:>>
CLASES ID:

PARENT CLASS:
ATTR|BUTES:
1. (m

2. (m)  Attri N Reserved

3. (m i FB Name

4. (r FB Type

5. (m) Max Number of Instantiation
6. (m) : FB Execution Time

7. (m)~Attribufes First Number of Instantiation
SERV|CES:

1. 0} QOps Service: Read

8.3.2.3.10.2 Attributes

Object ID

eader

This attribute identifies FB Application Information Object in EPA MIB. The number of

ObjectID of FB Application Information Objects shall be appointed in series.

Reserved

This attribute is a reserved field.

FB Name
This attribute is used to identify an FB in local device.

FB Type
This attribute indicates the type of an FB.
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Max Number of Instantiation
This attribute indicates the max instantiation number of an FB.

FB Execution Time
This attribute specifies the execution time (in millisecond) of an FB.

First Number of Instantiation

This attribute defines the first number which can be assigned for FB instantiation.

8.3.2.3.10.3 Services

Read
This optional service provides reading the attributes of FB Application Infg

Read pgervice is defined in 8.3.5.3.1.

8.3.2.83.11 EPA link object class

8.3.2.3.11.1 Formal model

EPA ASE: APPLICATION R 0 E
CLASE: LINK OBJECT

CLASEP ID: Not Used
PARENT CLASS: TOP
ATTR|BUTES:

1. (m) Key Attribute:

(m) Attribute:
(m) Attribute:
(m) Attribute:
Attribute:
Attribute:
Attribute:

Attri :
(m) Attri :

8.3.2.3.11.2 {Attrib
Objecit

—
~— S S S ~—

vERoeNoarwN
—_~
3

This gttrib ideatifi -PA Link Object in EPA MIB. The number of ObjectID of EP

Objeci shall be~appointed in series.

LocalAppiD
This alttribute-identifieslocal EB-instance-

R Objec

Ll

A\ Link

Local Object ID
This attribute identifies local variant object.

Remote App ID
This attribute identifies remote FB instantiation.

RemoteObjectID
This attribute identifies remote variant object.
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ServiceOperation

This attribute specifies the EPA application service to be used in the relevant communication

relationship:

0——Ilocal link, no EPA application service is used;
1 through 17—— the ServicelD of EPA application services is used;
Others—— invalid service.

ServiceRole

This aftribute defines the role of focal device In communication proce

0+——SENDER, indicating that the AREP role of the local
PUBLISHER;

+——RECEIVER , indicating that the AREP role of the
UBSCRIBER:

1

S

Others——Link Object is invalid, and OxFF indicates tha
ot the Link Object has been deleted.

RemqelPAddress

This dttribute identifies IP address of re

SendTimeOffset

This dttribute defines the time offset
time pf a communicatior
(DISTRIBUTE) and Service

8.3.2.8.11.3 Service
Read
This optional service

Read gervice s
Write
This option

Write Bervieceris defined in 8.3.5.3.2.

8.3.2.8.12° Domain application information class

pessage shall be sent from th
is valid when Service

ID

NT or

FR or

gured

cal FB

b start
is O

8.3.2.3.12.1 Formal model

EPA ASE: SYSTEM MANAGEMENT ASE
CLASS: DOMAIN APPLICATION INFORMATION
CLASS ID: Not Used

PARENT CLASS: TOP

ATTRIBUTES:

1. (m) Key Attribute: Object ID

2. (m) Attribute: Domain Object ID

3. (m) Attribute: ConfigurationStatus

4. (m) Attribute: Reserved

5. (m) Attribute: Domain Name
SERVICES:

1. (o) Ops Service: Read
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8.3.2.3.12.2 Attributes

Object ID

This attribute identifies Domain Application Information Object in EPA MIB. The number of
ObjectID of Domain Application Information Objects shall be appointed in series.

Domain Object ID

This attribute indicates the index of a Domain Object.

ConfigurationStatus

This attribute indicates the configuration status of a Domain Object. It is TRUE if Domain
Objecthasbeen~configares-

Resernved
This attribute is a reserved field.

Domajin Name
This afttribute identifies a local domain.

8.3.2.3.12.3 Services
Read

This qptional service permits users to read the
Object.

Read gervice is defined in 8.3.5.3.1.

8.3.2.
EPA S

anagement Entity Services

No. ( \seqicé\@}{e\) description
Fin Ta@%yj This service is used to find the information of EPA

device. It is transferred by unicast or broadcast.

p QA Fin@ply This service is used as the reply to the

/\ FindTagQuery service.
AN

k \ WeviceAttribute This service is used to set the attribute of EPA
device.

4 NEM_GetDeviceAttribute This service is used to read the attribute of EPA
device.

q EM _CloaarDaeviecaAtteibh it Thic candeaic e tn olanr o fiouratioan A~

8 EM—GlearDeviceAttribute Fhis-service-is-use-te-cleariisconfiguration-data-

6 EM_DeviceAnnunciation This service is used to periodically announce the
presence of the EPA device on the network.

8.3.2.4.1 FindTagQuery service
8.3.2.4.1.1 Overview

EM_FindTagQuery is an unconfirmed service. It is used to query the IP address of an EPA
device by PD_Tag to locate it on the network. This service is often sent using broadcast. A
device may not receive any reply or receive several replies at the same time. The device
receiving this query request primitive shall reply using EM_FindTagReply service.
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An offline-configured device shall query its PD_Tag using EM_FindTagQuery service to detect
the PD_Tag conflict when it is connected on the network.

8.3.2.4.1.2 Service primitives

The service parameters for EM_FindTagQuery service are shown in Table 23:

Table 23 - EM_FindTagQuery service parameters

Parameter name .req .ind

Argument M M(=)
MessagelD M M(=)
QueryType M M(=)
PD_Tag M M(=)
FB Tag M M(=
Element ID M

Argument
The afgument contains the parameters of the service requést.

MessIgeID

This parameter contains the invocated number_of th ice. time this ser\ice is
invocgted, the value of this parameter i

QueryType
This parameter selects the following type

2——Elen@0 «

PD_Tag
This parameter coqtai Device Tag.

FB Tdg

This e tag of a function block. It is required for FB tag queries.
Elemént ID

This garameter contdins a reference to the object of a FB parameter. The FB Tag must also
be prgsentbecause ElementID is not unique outside of one FB.

8.3.2.4.1.3 Service procedure

The Unconfirmed Service Procedure specified in clause 8.1.6 applies to this service.

8.3.2.4.2 FindTagReply service
8.3.2.4.2.1 Service overview

This service is used to send a reply to the initiator of a FindTagQuery. It returns Device ID
and PD_Tag of the device queried.

8.3.2.4.2.2 Service primitives

The service parameters for EM_FindTagReply service are shown in Table 23:
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Table 24 - EM_FindTagReply service parameters

Parameter name .req .ind
Argument M | M(=)
MessagelD M | M(=)
Query Type M M(=)
Duplicate Tag Detected M M(=)
Queried Object IP Address M M(=)
Queried Object Device ID M M(=)
Queried Object PD_Tag M M(=)

Argument

The afgument contains the parameters of the service request.

MessagelD
I thi pice is

This parameter contains the invocated number of the service. ¥
invocgted, the value of this parameter is incremented by adding

QueryType
This parameter selects the type of query:

0+——the following parameter contains the info

-_—
f

2

Duplig¢
This p

This p

Queri
This

The Unconfirmed Service Procedure specified in clause 8.1.6 applies to this service.

8.3.2.4.3 GetDeviceAttribute service
8.3.2.4.3.1 Service overview

EM_GetDeviceAttribute is a confirmed service. The host sends a request to get attributes of
the device. After receiving EM_GetDeviceAttribute service, the device sends a Result(+) to
the configuration application if performing normally, or else EPA system management entity
sends a Result(-) to the configuration application.

8.3.2.4.3.2 Service primitives

The service parameters for EM_GetDeviceAttribute service are shown in Table 25:
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Table 25 - EM_GetDeviceAttribute service parameters

Parameter name .req .ind .rsp .cnf

Argument M M(=)

MessagelD M M(=)
Destination IP Address M M(=)

Result (+) S S(=)
MessagelD M M(=)
Device ID M M(=)
PD_Tag M M(=)
Status M M(=)
Device Type M M(=)
Annunciation Interval M (=)
Annunciation Version Number M=)
Duplicate Tag Detected
Device Redundancy Number M

LAN Redundancy Port
Device Redundancy State
Max Redundancy Number
Active IP Address

Result(-) %
MessagelD 7
Destination IP Address /\C (\

)
)
)
)

Argument

The afgument contains the parameters(of t request.

Error Type
@ |

MessagelD

This Iarameter contajrs the ber the service. Each time this sery
invocgted, the value of] thi ed by adding 1.

Destination IP

This plarameter conté < ti P address to which the service request is to be

Resulft(+)
This sgelectio S S dicates that the service request succeeded.

Devick ID
This pgrameter contains the identifier of the device.

PD_Tag
This parameter contains the Physical Device Tag.

Status
This parameter contains the following status of EPA device:

0——no address
1——unconfigured

2——configured

ice is

sent.
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Device Type
This parameter contains the type of the device.

Annunciation Interval

This parameter contains the interval of sending DeviceAnnunciation message.

Annunciation Version Number

This parameter contains the version number of the message annunciated.

Duplicate Tag Detected

This WMDJ@%@_@w— i — i
Device Redundancy Number

This parameter contains the redundancy number of the device. Its vg S owing
parameters are invalid when the device is active.

LAN Redundancy Port

This donditional parameter contains the value of the Por
messgges. It is present in the response primitive if the v

dancy
ot 0.

Devicp Redundancy State
This parameter contains the following redundan

0+—active status;

1+——redundancy status, it is pres¢
Number is not 0.

primitive if the value of Redundancy

be

This parameter contajns in the
response primiti

Max Redundancy Nu

Activ

This p
if the

IP Address

mitive
Resul

This s

Error

This parameter contains the reason that caused failure.

8.3.2.4.3.3 Service procedure

The Confirmed Service Procedure specified in clause 8.1.6 applies to this service.

8.3.2.4.4 DeviceAnnunciation service
8.3.2.4.4.1 Service overview

DeviceAnnunciation is an unconfirmed service. EPA device periodically sends this service
request at the rate specified by Annunciation Interval to inform the configuration application.
This service is often sent by broadcast.
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8.3.2.4.4.2 Service primitives

The service parameters for EM_DeviceAnnunciation service are shown in Table 26:

Table 26 - EM_DeviceAnnunciation service parameters

Parameter name

.req

.ind

Argument
MessagelD
Device ID
PD_Tag

=

M(=)
M(=)

Argument

The afgument contains the parameters of the servi

MessIgeID

This

Devicge ID

This parameter contai

PD_Tag
This p
Status

This p

arameter contains the invocated
invocgted, the value of this parameter

1—&0nconfigdred

Status

Device Type

Annunciation Version Number
Device Redundancy Number
Device Redundancy State
LAN Redundancy Port
Duplicate Tag Detected

Max Redundancy Number
Active IP Address

=

=

Z——contigured

Device Type

ice is

This parameter contains the type of the device. It is used to describe the functions of the
device and defined by the manufacturer.

Annunciation Version Number

This parameter contains the version number of the message annunciated.

Device Redundancy Number

This parameter contains the redundancy number of the device.
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LAN Redundancy Port

This conditional parameter contains the value of the Port used to receive LAN Redundancy
messages.

Duplicate Tag Detected
This parameter describes the duplicated status of PD_Tag among devices.

Max Redundancy Number
This parameter contains the max redundancy number of the device.

Active IP Address
This plarameter contains the IP address of active device.

8.3.2.4.4.3 Service procedure

The Unconfirmed Service Procedure specified in 8.1.6 applies to

8.3.2.4.5 SetDeviceAttribute service

8.3.2.4.5.1 Service overview

EM_S cation
sends

In ord » to the
DevicelD of the device. When executing;7i ¢ f [ clear

its PD

8.3.2.

.req .ind .rsp .cnf

M M(=)

M M(=)

M M(=)

M M(=)

M M(=)

M M(=)

Duplicate Tag Detected M M(=)
vice Redundancy Number M M(=)
LAN Redundancy Port M M(=)
Device Redundancy State M M(=)
Max Redundancy Number M M(=)
Active IP Address M M(=)

Result (+)
MessagelD
Destination IP Address
Max Redundancy Number

e s e R
nu nn
N N e

Result (-)
MessagelD
Destination IP Address
Error Type

=EZ==Z=nw =20
=EZZ=E2w 220

I~ —~~ —~
nm oo n
N S S =

Argument

The argument contains the parameters of the service request.
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MessagelD

This parameter contains the invocated number of the service. Each time this service is
invocated, the value of this parameter is incremented by adding 1.

Destination IP Address
This parameter is the IP address to which the service request is to be sent.
Device ID

This parameter contains the id of the device. Its length is 32bytes.

PD_Thg

This parameter contains the Physical Device Tag. Its length is 32byte
Annunciation Interval
This plarameter contains the interval of sending annunciation.me

Dupli¢cate Tag Detected
This parameter describes the duplicated status of PD

Devicp Redundancy Number
This parameter contains the redundancy nym! ice. I owing
paramleters are invalid when the device} i
LAN Redundancy Port

This qonditional parameter
messdges.

dancy
Device Redundancy
This plarameter '
1+——reddndans i dancy

Max Redunda

ins the max redundancy number of the device. It is present jin the
e value of Redundancy Number is not 0.

This parameter conta
response primitive™

Active 1P/Address

This parameter contains the IP address of active device. It is present in the response primitive
if the value of Redundancy Number is not 0.

Result(+)
This selection type parameter indicates that the service request succeeded.

MessagelD
This parameter contains the value of the MessagelD in the request.

Max Redundancy Number

This parameter contains the max redundancy number of the device. It is present in the
response primitive if the value of Redundancy Number is not 0.
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Result(-)

This selection type parameter indicates that the service request failed.
Error Type

This parameter contains the reason that caused failure.

8.3.2.4.5.3 Service procedure

The Confirmed Service Procedure specified in 8.1.6 applies to this service.

8.3.2.

8.3.2.4.6.1 Service overview

EM_ClearDeviceAttribute is a confirmed service which is sent by Ani . pplication
sends| this service request to clear the PD_Tag and set attributes 3 BVICE efault
value.| In order to avoid error, the parameter (DevicelD and PD/ T4 i [ must
be equal to the DevicelD and PD_Tag of the device.

8.3.2.4.6.2 Service primitives

The s¢rvice parameters for EM_SetDeviceAttribute service aresho able 28:

Table 28 — EM_CledrDevicéAttribute se@ rameter

Parameter name \ e [ a0 .rsp .cnf
Argument M(=)
MessagelD >1(=)
i M M(=)
i M(=)
M M(=)

—~
noun
= N

=== Z=Z2o
=== 22w
o

e ~— ~— ~—

ice is

Destination IP Address

This parameter is the IP address to which the service request is to be sent.

Device ID

This parameter contains the id of the device. Its length is 32 bytes.
PD_Tag

This parameter contains the Physical Device Tag. Its length is 32 bytes.

Result(+)
This selection type parameter indicates that the service request succeeded.


https://iecnorm.com/api/?name=cd59639dfe9e7dd09beaec26c075d13b

PAS 62409 © IEC:2005 (E) —-77 -

MessagelD
This parameter contains the value of the MessagelD in the request.

Result(-)
This selection type parameter indicates that the service request failed.

Error Type
This parameter contains the reason that caused failure.

8.3.2.4.6.3 Service procedure

The Confirmed Service Procedure specified in clause 8.1.6 applies to this

8.3.3 Domain ASE
8.3.3.1 Overview

A domain represents a memory area whose contents may b > d the
memofry area is represented as an ordered sequence of odtets: - ' led or
downlpaded, to maintain integrity, only one download S grati ain is
permifted at the same time.

The dpmain ASE provides following serxices shown\i
Table 29 %& for

Service name Serjvice~_ Type Object

C

omainDownload (\ Do%um% \€>o\«ﬁ'rmed
for ! = Domain Object

DomainUpload Upload serlice Confirmed
[\/\ fo%@@a?m\‘)

8.3.3.2 Domair@ie pecification \)

8.3.3.2.1 Formal

EPA ASE: OMAIN ASE
CLASE: DOMAIN

CLASS ID: Used

PARENT S 'OP

ATTR|BU

1 (m) Object ID

2. (m) Domain Name

3. (m) Attributes Max Octets

4. (M), Attribute: Password

5. {(m)—Attribute: Access-Groups
6. (m) Attribute: Access Rights
7. (m) Attribute: Local Address
8. (m) Attribute: Domain State
9. (m) Attribute: Last State

10. (m) Attribute: Used Application Counter
SERVICES:

1. (o) Ops Service: DomainDownload

2. (o) Ops Service: DomainUpload

8.3.3.2.2 Attributes
Object ID
This attribute is the object identifier.
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Domain Name

—-78 —

This attribute contains the name of domain object.

Max Octets

This attribute specifies the maximum size of domain in octets.

Password

This attribute contains the password for the access right.

Access Groups
This i

defined by the attribute.

This

ttribute specifies if the object belongs to a group of users, as s
of the|bits is set to 1, it indicates a group number to which the object beloxn

Table 30 — Access Groups for Do

Signification._

Access,/Group\d

Accesb Gyoyp 2

Access Grolp/3

Y4

AN
Ascess Groufd)

d

“ccess Graup 5 )

\Atces$\Group.6

Ascess Group 7

o—\mw-hmc)\lg

Acce}s Rights

This ' y
ponding aCfss ghtis pexmitte

corre

(AccessGroup 8
X

ess Rights for Domain

Signification

\\ R > Right to Read for the registered
</\ Password
<\% > W Right to Write for the registered
\ Password

NN U Right to Use the registered Password

3 ) Rg Right to Read for the Access Groups

2 Wg Right to Write for the Access Groups

1 Ug Right to Use the Access Groups

Local Address

PAS 62409 © IEC:2005 (E)

groups

|If one

. The

This attribute is a locally significant address of domain. The value OXFFFFFFFF indicates that

no local address is available.

Domain State

This attribute specifies the following states of domain:

0——EXISTENT
1——DOWNLOADING
2——UPLOADING
3——READY
4——IN-USE
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Last State
This attribute specifies the state of domain before uploading or downloading.

Used Application Counter

This attribute contains the number of the program using this domain. If the value of this
attribute is more than 0, it is indicated that the domain is being used. The domain can not be

re-downloaded while it is being used.

8.3.3.2.3 Services

DomainDownload

This optional service permits the client to download a domain.
DomajinUpload

This optional service permits the client to upload a domain.
8.3.3.3 Domain ASE service specification

8.3.3.3.1 Domain Download service

8.3.3.3.1.1 Service overview

Data 4nd program can be downloaded by Domaiy
The fqgllowing is the service procedure fqor D

Step 1:

ceeds

the max lengt kages
numbered orde

Step 3:
User trans calling
Domair

Step 3:
After cod d packing, EPA Domain ASE transfers service package to EPA $ocket
Mapping A and sends it on the network by invocating UDP service.

Step
After receiving package from UDP port, EPA device (the sever) decodes it and store
the downloading data into local memory. Then, it returns a Result(+) response.

Step 5:

When receiving response, user application will operate as follows:

a) if receiving a Result(+) which indicates that the last downloading operation
is successful. User application will repeat downloading operation using
step 2 through step 5 till all Second if there remains other data to be

downloaded. Otherwise, it ends the downloading operation.

b) if receiving a Result(-), It will report the error to users.
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8.3.3.3.1.2 Service primitives

The service parameters for Domain Download service are shown in Table 32:

Table 32 — Parameters for Domain Download Service

Parameter name .req .ind .rsp .cnf
Argument M(=
MessagelD

SourceApplD
DestinationAppID
DestinationObject ID

Dadal lo
audiNuiimtutTT

=L
£

~— o — — — — —

&+
=S
L
L

=
—_~ e~ e~ A~~~

MoreFollows M M(=

DataLength M M(=

LoadData M M(=
Result(+)

MessagelD

DestinationAppID

Result(-) <
MessagelD
DestinationAppID (7

ErrorType

Argument
The afgument contains the parameters

gelD

ice is

ofthe destination FB instantiation.

MoreKollows

This patameter indicates whether there remains other data or not When there remaind other

data to be downloaded, it is set to TRUE.

DataLength
This parameter contains the length of the downloading data.

LoadData
This parameter contains the downloading data.

Result (+)
This selection type parameter indicates that the service request succeeded.

MessagelD
This parameter contains the value of the MessagelD in the request.


https://iecnorm.com/api/?name=cd59639dfe9e7dd09beaec26c075d13b

PAS 62409 © IEC:2005 (E) - 81—

DestinationAppID
This parameter contains the identifier of the destination FB instantiation.

Result (-)
This selection type parameter indicates that the service request failed.

DestinationApplD
This parameter contains the identifier of the destination FB instantiation.

Error Type

This p rameter contains the reason that caused failure

8.3.3.83.1.3 Service procedure

The Clponfirmed Service Procedure specified in 8.1.6 applies to this g

8.3.3.83.2 Domain Upload service
8.3.3.8.2.1 Service overview

Data 4nd program can be uploaded by Domain Upload service

The fd
Step 1:

object

Step 3:

When rece if the
domain can b ceeds
bytes) of uploading data in a time. It will divide the upl¢ading
ceeds

Step3|:
ers as

response pardmeters.

Step
When receiving response, user shall operate as follows:

a) if receiving a Result(+) response, it shall send Domain Upload request if
the MoreFollows parameter in the response is TRUE. Otherwise, it ends
Domain Uploading operation.

b) if receiving a Result(-) response, if report the error to users.

8.3.3.3.2.2 Service primitives

The service parameters for Domain Upload service are shown in Table 33:
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Table 33 — Parameters for Domain Upload Service

Parameter name
Argument
MessagelD
SourceApplID
DestinationAppID
DestinationObject

o
5
o

.rsp .cnf

zzzz=z=Z|o
=
USRI

ID
DataNumber

Result(+)

MessagelD
DestinationAppID
MoreFollows
DataLength
LoadData

=== »m

Result(-)
MessagelD <
DestinationAppID

ErrorType

Argument
The afgument contains the parameters

MessagelD

This parameter contains the invocated

SourgeAppID
This plarameter containfs

Desti ationApp@
This parameter contaj
Destipation Obje
This paramete

DataNu

This paramete
from (.

ResuIL(+)

This seleetion type parameter indicates that the service request succeeded.

MoreFollows

This parameter indicates whether there remains other data or not. When there remains
data to be uploaded, it is set to TRUE.

DataLength
This parameter contains the length of the uploading data.

LoadData

This parameter contains the uploading data..

Result(-)
This selection type parameter indicates that the service request failed.

ice is

bered

other
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Error Type
This parameter contains the reason that caused failure.

8.3.3.3.2.3 Service procedure

The Confirmed Service Procedure specified in 8.1.6 applies to this service.

8.3.4 Event ASE
8.3.4.1 Overview

The e
broadgast mode, to all other devices). It is the user who defines the cordition
the event. The application process invokes the EventNotification servitg
when the conditions are met. It’s also the user who confirms the evemt

Through the Event Notification service, the user transmits the E

e.g. measurement value, states and unit. The management of the Event
by thg user. The Event Notificaiton may represent a co 3
contain information about which channel has trigged the co

The feceiver of the Event Notification may a ) ; P by usin
e transmitted with the

AcknogwledgeEventNotification service.

(orin
iggers
event

Data,
pleted
A may

g the

AcknowledgeEventNotification servicex N orrelate the EventNotification
and the AcknowledgeEventNotification
The receiver of the EventNotificatio ‘ Qck the EventNotification using the
AlterEjventConditionMonitorjng service.
The EPA event ASE prgvid : management, as shown in Table 34.
Service nam \\;érvice Confirmed/ Dbject
'\ Unconfirmed

Hvent Notification “_Event Notification Unconfirmed Event

AckndwledgeEventNoti ica\\& Event Acknowledge Confirmed Object
Altereve ifion Alter Event Condition Confirmed
ni Monitor

8.3.4.2 Event lass specification

8.3.4.2.1,Formal model

EPA ASE: EVENT ASE
CLASS: EVENT
CLASS ID: Not Used
PARENT CLASS: TOP
ATTRIBUTES:

1. (m) key attribute: Object ID

2. (m) attribute: Length

3. (m) attribute: Password

4. (m) attribute: Access Groups

5. (m) attribute: Access Rights

6. (m) attribute: Local Address

7. (m) attribute: Enabled
SERVICES:

1. (0) Ops Service: EventNotification
2. (0) Ops Service: AcknowledgeEventNotification
3. (0) Ops Service: AlterEventConditionMonitor
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8.3.4.2.2 Attributes
Object ID
This attribute indicates the identifier of the event object.

Length
This attribute indicates the max data length of event.

Password
This attribute contains the password for the access rights. Its value is null if it is not used.

Access-Groups

This gttribute allows restricting the access only to clients who belong tf roups
defined by the attribute.

This attribute specifies if the object belongs to a group of users, as\shown ] e 352.|If one
of the|bits is set to 1, it indicates a group number to which the obj

Table 35 - Access group attribute detai

Bit name Number/of access
ou&
Agcess.grop/h
C (Access gréup2)
Accesg-group 3
N “Acotess'groupd—
~ Adeess group 5
“Agcess group 6
NAgcess>group 7

Access$ group 8
~—"

Y4

LT

é}mwhmm\l

Accegs Rights
This gttributes c@

36. Each bit positio

sSociated with the Event object, as shown in|Table
acceptance conditions of corresponding accesp right.

rights attribute details for event object

BitN\, \| “Wame Signification
< R Right to Read for the registered
Password
W W Right to Write for the registered
Password
5 U Right to Use the registered Password
3 Rg Right to Read for the Access Groups
2 Wg Right to Write for the Access Groups
1 Ug Right to Use the Access Groups

Local Address

The pointer of the specific object, it may be used internally for addressing the object. If it's not
need, the value should be set as OxFFFFFFFF.

Enabled
This attribute indicates the state of event object that is defined by State-Machine.

Enabled = TRUE < UNLOCKED

Indicates event object is unlocked and can be sent.
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Enabled = TRUE < LOCKED
Indicates event object is locked and can’t be sent.

8.3.4.2.3 Services
EventNotification
This optional service allows the server to notify one or more event.

AcknowledgeEventNotification

This optional service enables a Client to acknowledge several event occurrences.

AlterBventConditionMonitor
This optional service enables user to lock or unlock a event object.
8.3.4.3 Event ASE Service specification
8.3.4.3.1 EventNotification service
8.3.4.3.1.1 Service overview

This s$ervice is used to transmit event notificati
EventNotification Service. It is an unconfirmed setyi

8.3.4.8.1.2 Service Primitive

The sérvice parameters for this service/are sho

rvice Parameters

.req .ind
M M(=)
M M(=)
M M (=)
M M (=)
M M (=)
M M (=)
ventData U U (=)
Argume
The afgum i parameters of the service request.

Mess
This }arameter contains the invocated number of the service. Each time this sery

invocgtedy the value of this parameter is incremented by 1.

calling
e.

ice is

DestinationApplD
This parameter is used to indicate the identifier of the destination application

SourceAppID
This parameter contains the identifier of the source FB instantiation.

SourceObjectID
This parameter indicates the identifier of the object associated with this event.

EventNumber
The parameter indicates number of the event.
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EventData

This parameter includes the specific data. The data of object should be mapped to the data of

parameter according to the description of the data type.

8.3.4.3.1.3 Service procedure

The Unconfirmed Service Procedure specified in clause 8.1.6 applies to this service.

8.3.4.3.2 AcknowledgeEventNotification service

8.3.4.3.2.1 Service Overview

The service allows the user to acknowledge the Event Notification. It is
After the Event Notification is received, the user invokes this service
event,|

owled

8.3.4.8.2.2 Service Primitive

The service parameters for this service are shown in Table

Table 38 — AcknowledgeEventNotificdtion Service Parameters
B
[\ ind >|/ .rsp .cnf’

AR
R

Parameter name

Argument
MessagelD
DestinationAppID

DestinationObjectID
EventNumber

<
\LA

Result(+)

V
Iz,
Ke]
=EZ==Z=nw 22w
£ 220
non

e ~— ~— ~—

Argument

The afgume i eters of the service request.

Mess

This I he invocated number of the service. Each time this sery

invocgted, the value of this parameter is incremented by 1.

irmed strvice.

DestinationAppID
This parameteris

DestinationObjectID

This parameter indicates the identifier of the object associated with this event.

EventNumber
The parameter indicates number of the event

Result(+)
This selection type parameter indicates that the service request succeeded.

Result(-)

This selection type parameter indicates that the service request failed.

e the

ice is
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Error Type
This parameter contains the reason that caused failure.

8.3.4.3.2.3 Service procedure

The Unconfirmed Service Procedure specified in clause 8.1.6 applies to this service.

8.3.4.3.3 AlterEventConditionMonitor Service
8.3.4.3.3.1 Service Overview

AlterE
is the [confirmed service.

8.3.4.3.3.2 Service Primitive

The s¢rvice parameters for this service are shown in Table 39.

Table 39 — AlterEventConditionMonitor @c\P metexs

Parameter name q .cnf\
Argument
MessagelD

DestinationAppID
DestinationObjectl<

.,
(1]

4

Enabled

Result(+)
MessagelD

—~
nou n
N N =

T e

nononn
N S S =

Argument
The argument coptai arametery of the service request.

MessagelD
This Iaretr ontains, thenihvocated number of the service. Each time this sery
invocgted, the R is\parameter is incremented by 1.

DestinationApplD

This parameter is us€d to indicate the identifier of the destination application

ObjectiD

This parameter indicates the identifier of the object associated with this event.

Enabled

ervice

ice is

The boolean Parameter, is used to set the value of the corresponding attribute of the event

object.

Result(+)
This selection type parameter indicates that the service request succeeded.

Result(-)

This selection type parameter indicates that the service request failed.


https://iecnorm.com/api/?name=cd59639dfe9e7dd09beaec26c075d13b

-88- PAS 62409 © IEC:2005 (E)

ErrorType
This parameter contains the reason that caused failure.
8.3.4.3.3.3 Service procedure

The Unconfirmed Service Procedure specified in 8.1.6 applies to this service.

8.3.5 Variable ASE
8.3.5.1 Overview

The V
of services to read, write and distribute their values.

3 a set

Variahle ASE supports the following three types of variable object:

a) S|mple Variable Object

The Simple Variable Object represents a single, simple ‘v
defingd Data Type.

haracterizeq by a

b) Afray Variable Object

The Afray Object is used to define a co pche i gh all elements have thg same
Data 1 o

c) Structure Variable Object

The Structure Object defi iable s5ists of a collection of Simple Variable with
differgnt Data Type. The"S ¢ 3 accessed completely or element-wise.

Each
Objec

The s¢

Table 40 — Variable Access Services

Service*Name Service Confirmed/Unconfirmed Object
Read Read Confirmed Single Variable
Write Write Confirmed ATTay Variabte

Distribute Distribute Unconfirmed Structure Variable

8.3.5.2 Variable model class Specification
8.3.5.2.1 Simple variable class Specification

8.3.5.2.1.1 Formal model

EPA ASE: VARIABLE ASE
CLASS: SIMPLE VARIABLE
CLASS ID: Not Used

PARENT CLASS: TOP


https://iecnorm.com/api/?name=cd59639dfe9e7dd09beaec26c075d13b

PAS 62409 © IEC:2005 (E) -89 -

ATTRIBUTES:
1. (m) key attribute: Object ID
2. (m) attribute: Data Type
3. (m) attribute: Length
4. (m) attribute: Local Address
5. (m) attribute: Password
6. (m) attribute: Access Groups
7. (m) attribute: Access Rights
SERVICES:
1. (0) Ops Service: Read
2. (0) Ops Service: Write
3. (0) Ops Service: Distribute
8.3.5.2.1.2 Attributes
Objegt ID

This attribute indicates the identifier of variable object.

Data Type
This afttribute indicates the type of variable data.

Leng

This attribute indicates the length of variable data.

Local|Address
This attribute is a locally significant ‘a yriable . The value of OxFFF

Password
This attribute contains the

Accesgs Groups
This gttribute allows re ) ACCE only to clients who belong to one of the ¢
defineld by the '@ e.

This gttribute specifie 3 ¢ slongs to a group of users, as shown in Table 41.
of the|bits is set t i 2

¢ss group attribute detail for Simple Variable

bit Number of access
group

Access group 1

Access group 2

FFFFF

roups

If one

Access group 3

Access group 4
Access group 5
Access group 6
Access group 7
Access group 8

O IN|W(A~[OO®|N

Access Rights

This attribute defines the type of access defined for domain in Table 42. The corresponding

access right is permitted while related bit has been set.
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Table 42 — Access rights attribute details for Simple Variable

Bit Name Signification

7 R Right to Read for the registered
Password

6 w Right to Write for the registered
Password

5 U Right to Use the registered Password

3 Rg Right to Read for the Access Groups

2 Wg Right to Write for the Access Groups

1 Ug Right to Use the Access Groups

8.3.5.2.1.3 Services

ed as

8.3.5.2.2.3 Services
Read
This optional service may be used to read values of variable object.

Write
This optional service may be used to update values of variable object.

Distribute
This optional service may be used to distribute value of variable.
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8.3.5.2.3 Structure Variable Class specification

8.3.5.2.3.1 Formal model

EPA ASE: VARIABLE ASE
CLASS: STRUCTURE VARIABLE
CLASS ID: Not Used
PARENT CLASS: TOP
ATTRIBUTES:

1. (m) key attribute: Object ID

2. (m) attribute: Data Type

3. (m) attribute: Length

4 (m) attribute: Local Address

5 (m) attribute: Password

6 (m) attribute: Access Groups

7 (m) attribute: Access Rights
SERV|CES:

1 (0) Ops Service: Read

2 (0) Ops Service: Write

3 (0) Ops Service: Distribute
8.3.5.2.3.2 Attributes
Objegt ID
This afttribute indicates the identifier of variable objet
Data Type
This afttribute specifies the data type of ye
Leng
This afttribute is the lengt

Local|Address

This gttribute is a. loca

indicales that n "

Password

This afttribute coritaing

Accesgs Grotips

This 3gtteibu resthcting the access only to clients who belong to one of the ¢
defined b S

This attribute-specifi

of the

e$ if the object belongs to a group of users, as shown in Table 43.
bits'is set to 1, it indicates a group number to which the object belongs.

FFFFF

roups

If one

Table 43 — Access group attribute for Structure Variable Object

bit Number of access group
Access group 1
Access group 2
Access group 3
Access group 4
Access group 5
Access group 6
Access group 7
Access group 8

O=|INW|_OO|N
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Access Rights

This attribute defines the type of access defined for variable, as shown in Table 44. The
corresponding access right is permitted while related bit has been set.

Table 44 — Access rights attribute for Structure Variable Object

Bit Name Signification

7 R Right to Read for the registered Password
6 w Right to Write for the registered Password
5 U Right to Use the registered Password

3 Rg Right to Read for the Access Groups

2 \Ng Right to Write for the Access Groups

1 Ug Right to Use the Access Groups /.

8.3.5.2.3.3 Services
Read
This gptional service may be used to read value of variable objegt

Write

This optional service may be used to update value of variable
Distripute

This optional service may be used to distribute v
8.3.5.83 Variable ASE service specifica
8.3.5.83.1 Read service

8.3.5.83.1.1 Service over

This gonfirmed servicé\mawy be lue is
transfprm between device 3

8.3.5.8.1.2 Ser\@P i

The s¢rvice parapfe

A
\ «\Paramater name req | .ind | .rsp | .cnf
Argument” M M(=)
ssagelD M M(=)
estinationApplID M M(=)
DestinationObjectID M M(=)
Subhlndex M !\'/!(—)

Result(+) S S(=)
MessagelD M M(=)
DestinationApplID M M(=)
Data M M(=)

Result(-) S S(=)
MessagelD M M(=)
DestinationApptID M M(=)
Error Type M M(=)

Argument

This parameter carries the parameters of the service invocation.
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MessagelD

This parameter contains the invocated number of the service. Each time this service is
invocated, the value of this parameter is incremented by 1.

DestinationApplD
This parameter contains the identifier of the destination FB instantiation.
DestinationObjectID

This parameter indicates the identifier of the object associated with read object. The
DestinationObjectlID is 0 indicate that read all parameters of this FB instantiation.

Sublindex

This garameter indicates the sub-index of variable object. The value of
element of the object shall be read.

Resulf(+)
This selection type parameter indicates that the service request sucgeede

indicates _that all

object.

6 applies to this service.

“Parameter name

.req .ind .rsp .cnf

Argument M M(=)

Messagelb M M=)
DestinationAppID M M(=)
DestinationObjectID M M(=)
Sublndex M M(=)
Data M M(=)

Result(+) S S(=)
MessagelD M M(=)
DestinationApplID M M(=)

Result(-) S S(=)
MessagelD M M(=)
DestinationAppID M M(=)
ErrorType M M(=)



https://iecnorm.com/api/?name=cd59639dfe9e7dd09beaec26c075d13b

- 94 - PAS 62409 © IEC:2005 (E)

Argument
The argument contains the parameters of the service request.

MessagelD

This parameter contains the invocated number of the service. Each time this service is

invocated, the value of this parameter is incremented by 1.

DestinationApplD
This parameter contains the identifier of the destination FB instantiation.

DestinationObjectID

This pgarameter indicates the identifier of the variable object. The value of
all par]ameters of this FB instantiation shall be written.

Subl

This garameter indicates the sub-index of read object. If the
element of the object be read.

dex

Resulf(+)
This sglection type parameter indicates that the servigé

Data
This plarameter contains the value to wfite,

Resuli(-)

This sglection type parameter indicates that the
ErrorType

This parameter contains

equest failed.

8.3.5.3.2.3 Servi

The confirmed Servig ed in clause 8.1.6 applies to this service.

Q indicatds that

g that all

8.3.5.3.3 Dis

8.3.5.8.3.

This gervise iSHYSE ansmit the specific value of Simple Variable, Array Variable and

Record Variab & main function of this service is to transmit input/output parameters
function” blqocks in the field devices, and it is an unconfirmed service. This gervice

amon
could%e mapped into multicast for transmitting data to many devices.

8.3.5.3.3.2 Service Primitive

The service parameters for this service are shown in Table 47.

Table 47 - Distribute Service parameters

5
o

Parameter Name
Argument
MessagelD
Source ApplD
Source Object ID
Data

q

—

zZZzTZ===Zo
=S| =
OO000
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Argument
This parameter contains the parameters of the service request.

MessagelD

This parameter contains the invocated number of the service. Each time this service is

invocated, the value of this parameter is incremented by 1.

Source ApplD
This parameter contains the identifier of the source FB instantiation.

Source Object ID

This parameter indicates the identifier of the object associated with distriby

Data
This parameter contains the values to be distributed.

8.3.5.8.3.3 Service procedure

The Unconfirmed Service Procedure specified in 8.1.6 a

8.3.6 |Application relationship ASE
8.3.6.1 Overview

8.3.6.1.1 General

In a nicate with each other so
exchahge application layepamessages\acr d application layer communio
channgls. abstracted in the AL as appl

relatignships (ARs).

ARs TJre respongible yeW es between applications according to s
commpnication ©

these
ARs a

An im
implic
comm

8.3.6.1.2.1~Overview

as to
ations
cation

becific
bns of
ics of

. This
please

Each AP involved in an AR contains an endpoint of the AR. Each AR endpoint is d

efined

within the AE of the AP. Each endpoint definition contains a set of compatibility-related

characteristics. These characteristics need to be configured appropriately for each en

dpoint

for the AR to operate properly. The endpoint context is used by the AR ASE to manage the

operation of the endpoint and the delivery of APDUs.

The messages that are conveyed by ARs are EPA application layer service requests and
responses. Each of these messages is submitted to the AR ASE for transfer by an AL ASE.

Figure 17 illustrates this concept.
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AL AP

APO requests and response

v AL AE

AR unconfirmed
send services
primitives

send services

AR Confirmed
primitives T

8.3.6.

role 1
subsc

8.3.6.
From

remot
viewp

From
capab

From
multip

8.3.6.

A A<A
)

EPA /

releas

es connection. It is impossible to supervise connectionless AR.

8.3.6.1.2.5 Transfer Type

EPA AREP support periodic or Non-periodic data transferring modes.

a) Periodic data transferring

AREP

hay be that of a client, serve push
Fiber.
1.2.3 AR cardinalit
the point of many
b applicati m the
pint of a ser
the viewpdi never
e of issdi

B with
A\REP uses connectionless mode based on UDP/IP. This mode neither establishgs nor

In this mode, application relationship is established after application process initiates a
request. After that, it performs data transferring periodically.

b) Non-Periodic data transferring
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In this mode, only one data transferring is performed each time application process request is

sent.
c) Both
This mode supports both periodic and non-periodic mode.

8.3.6.1.2.6 Transfer Feature

EPA AREP transfer data using either buffer or queue service.

8.3.6.1.2.7 Service Type

EPA AREP support either confirmed or unconfirmed service.

8.3.6.1.2.8 Service Relationship
EPA AREP supports both Client/Service and Publisher/Subsgcribe

8.3.6.1.3 AR establishment

EPA AREP uses locally established UDP channel to trafisfer AF
withodt any other services.

8.3.6.2 Application relationship endpoint
8.3.6.2.1 Formal model

This model defines the ¢ on
is not permitted to be writt

EPA ASE:
CLASS: R ENDPOINT
CLASE ID: Not Used
PARENT CLASS: TOP
MANA

1 bject ID

2 Local AP

3 Role

4 Initiator

5 TransferType

6 Service Type

7 Transfer Feature

8.3.6.2.2, Attributes

plicitly

cit AR

ObjectD
This attribute indicates the identifier of the communication point.

Local AP

This attribute identifies the AP attached or configured to use the APEP using a local reference.

Role

This attribute specifies the role of AREP. Its value is shown as follows:

PEER -- It indicates the role of AREP is Client, Service, or Client and Service at the
same time. If the role of local AREP is both Client and Server, it is specified that if local

AREP is the initiator.

CLIENT - It indicates the role of AREP is client,
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SERVER - It indicates the role of AREP is server.
PUBLISHER - It indicates the role of AREP is publisher.

SUBSCRIBER - It indicates the role of AREP is subscriber.

Initiator
This attribute indicates if the AREP is an communication initiator.

If Role is PEER, it is disabled.

If Role is Client or Publisher, it is set to TRUE.

If Role is Server or Subscriber, it is set to FALSE.

Tran:{erType
This attribute indicates the transfer mode that the AREP supporte

PERIODIC - indicates the AREP support periodic data~ira
NON PERIODIC —indicates the AREP suppo

BPTH -- indicates the AREP suppart b

Servi¢eType
This dttribute indicates the service typ

Tran:[
This i

BUEEER - indicates the AREP support buffer service transfer data.

rvice

ce.

ansfer

8.3.6.2.3 Services

No service is defined.

8.3.7 EPA Socket Mapping ASE

8.3.7.1 Overview

EPA socket mapping ASE (ESM ASE) is application service element of EPA Socket Mapping
Entity. It provides the mapping between the application services and lower layer. Its main

functions are as shown follows:

a) Mapping the application layer PDU to UDP protocol;
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b) Delivering the Application Layer PDUs into corresponding unsent buffer or queue
according to the ServicelD identifier encapsulated in the PDUs.

c) Providing overtime diagnosis and control for the confirmed services and returning positive
or negative response to the corresponding entities;

d) Providing priority management of application layer services;

e) Providing monitoring of the status of EPA Link and reporting it to users.

8.3.7.1.1 EPA Message transmitting management procedure

When|receiving PDUs from EPA application access entity and EPA syste entity,
EPA $ocket mapping entity firstly pushes it into corresponding qué o the
transmitting priority.

For the confirmed service PDUs, EPA socket mapping entity w ject it
accordling to its ServicelD and MessagelD. It will start th is gent to
netwofk by the ECSME and maintain it as follows:

a) |If the positive response is received befg firmed
message, EPA socket mapping enti levant
data to corresponding EPA~applica timer
object.

b) irmed

code
to correspondipg\EPA ct.

c) If no respo . entity
delivers a A 3 ith Error class of excess time to correspgnding

8.3.7.1.2 EPA Me

After powered-gon and\initializatio n port.
When| an Ef 9 i vith it
according

a) socket

ID is
invalid, te message will be discarded. Otherwise:
) If the message IS a request from remote devices, it will be detivered to EPA

system management entity. If it is a confirmed service request, local EPA
system management entity will reply a response.

2) If the message is the response for the local request, EPA socket mapping
entity will deliver it to local EPA system management entity and delete the
corresponding timer object.

if the message received from the EPA Application Access port, the EPA socket
mapping entity will deal with it according to the Service ID. If the Service ID is
invalid, the message will be discarded. Otherwise:

1) If the message is a request from remote devices, it will be delivered to EPA
application access entity. If it is a confirmed service request, local EPA
application access entity will reply a response.
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2) If the message is the response for the local request, EPA socket mapping
entity will deliver it to local EPA application access entity and delete the
corresponding timer object.

EPA messages

g Jother ports
A 4 A 4

EPA manage EPA discard

function . Application

Block ports Eayer-serrees

EPA
management
messaages

discard

8.3.7.
8.3.7.

8.3.7.2.1.

EPA A
CLASS:
CLAS
PARE
ATTR
Local IP Address
Remote IP Address
Active Udp Port
Active Service ID

o~
3
~

attribute: Active Message Length
{r—attribute: Aective-Messagetb
(m) attribute: Active Message Time
(m) attribute: Active Data Pointer
. (m) attribute: Max Message Length
10. (m) attribute: Max Retransmit Number

8.3.7.2.1.2 Attributes
Local IP Address
This attribute indicates the IP address of the local EPA device.

Remote IP Address
This attribute indicates the IP address of the remote EPA device.

Active Udp Port
This attribute indicates the UDP port to send messages.
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Active Service ID
This attribute indicates which service is used to send the message.

Active Message Length
This attribute indicates the length of active message.

Active Message ID
This attribute indicates the identifier of active message.

Active Message Time
This gttribute indicate

TimerlD
Active Service ID
Active Message ID

This attribute indicates the identifier of the Timer.

efuse” to sel

Active Service ID
This attribute indicates which service is used to send the message.

Active Message ID
This attribute indicates the identifier of current message.

8.3.7.2.2.3 Services

There are no operational services defined for the type object.

8.4 Summary of Services in EPA application layer

Summary of services supported in application layer is listed in Table 48.

if it is

d the
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Table 48 - Summary of Services in application layer

Index Service Name ServicelD Conflrrnedl Priority | Description of Service
Unconfirmed
1 EM_FindTagQuery 1 Unconfirmed 2 EPA Device Query
2 EM_FindTagReply 2 Confirmed 2 EPA Device Query Reply
3 EM_ GetDeviceAttribute 3 Confirmed 2 Get EPA Device Attribute
4 EM_DeviceAnnunciation 4 Unconfirmed 2 EPA Device Annunciation
5 EM_SetDeviceAttribute 5 Confirmed 2 Set EPA Device Attribute
6 EM_ClearDeviceAttribute 6 Confirmed 2 Clear EPA Device
Attribute
7 DomainDownload 10 Confirmed 2 Domain Download
8 omainllpload 11 Confirmed 2 Domain Upload
9 Read 12 Confirmed 2 Vartahle read
10 | Write 13 Confirmed 2 Variablewrite
11 | Distribute 14 Unconfirmed 0 (| VarizbleMistriblte
12 | HventNotification 15 Confirmed 1"\ Evext®etificatioh
13 | AcknowledgeEventNotification 16 Confirmed \ onfimaﬁx?}knowledge
Eve Notificafion
14 | AlterEventConditionMonitor 17 Confirmed 1 Agt:{ar\E)knt Condition
.~ Monjtor
15 | 9NTP Service Unconfirmed~_ \& X N
16 | ARP Service AN
17 RARP, ICMP, IGMP, DHCP 4
Sefvice PR
18 | HTP, TFTP, HTTP Services \(\ \\V"/ AN \5

N

9 EPA application layer protocol

9.1 §yntax description
9.1.1 [Fixed format PDU de

EPA PDU consists o
contains service

ormer

ER
[0] IMPLICIT Confirmed-RequestPDU,
[1] IMPLICIT Confirmed-ResponsePDU,
[2] IMPLICIT Confirmed-ErrorPDU,
[3] IMPLICIT Unconfirmed-RequestPDU

Confirmed-RequestPDU : : = SEQUENCE {
pduHeader PDUHeader
confirmed-request Confirmed-Request

}

Confirmed-ResponsePDU : : = SEQUENCE {
pduHeader PDUHeader,
confirmed-response Confirmed-Response

}

Confirmed-ErrorPDU : : = SEQUENCE {
pduHeader PDUHeader,
confirmed-error Confirmed-Error


https://iecnorm.com/api/?name=cd59639dfe9e7dd09beaec26c075d13b

PAS 62409 © IEC:2005 (E) - 103 -

Unconfirmed-RequestPDU : : = SEQUENCE {

pduHeader PDUHeader,

unconfirmed-request
}

9.1.2 Confirmed request service

Confirmed- Request : : = CHOICE {

Unconfirmed-Request

HRPU,

EM_GetDeviceAttribute [0] IMPLICIT EM_GetDeviceAttribute-RequestPDU,
EM_SetDeviceAttribute [1] IMPLICIT EM_SetDeviceAttribute-RequestPDU,
EM—GlearbBeviceAttribute 2 MRHGH—E } }
DomainDownload [3] IMPLICIT

DomainUpload [4] IMPLICIT

IMPLICIT
IMPLICIT

AcknowledgeEventNotification [5]
AlterEventConditionMonitor  [6]

Read [7] IMPLICIT
Write [8] IMPLICIT
}
9.1.3 [Confirmed response service

Confirmed- Response : : = CHOICE {

EM_GetDeviceAttribute
EM_SetDeviceAttribute
EM_ClearDeviceAttribute
DomainDownload
DomainUpload

eviceAttribute-ResponsePDU
inDownload-ResponsePDU,

AcknowledgeEvent AcknowledgeEventNotifi-ResponsePDU,
AlterEventConditioniion AlterEventConditionMon-ResponsePDU,
Read ead-ResponsePDU,
Write \ Write-ResponsePDU

}

9.1.4 |Confirmed ert
Confirmed {
[0] IMPLICIT Error-Type,

Set C [1] IMPLICIT Error-Type,
EM~CleatDeyice [2] IMPLICIT Error-Type,
DomambDownlsad [3] IMPLICIT Error-Type,
DomainUplegd [4] IMPLICIT Error-Type,
AcknowledgeEventNotification [5] IMPLICIT Error-Type,
AlterEventConditionMonitor  [6] IMPLICIT Error-Type,
Read [7] IMPLICIT Error-Type,
Write [8] IMPLICIT Error-Type

}

9.1.5 Error type

ErrorType : : = SEQUENCE {
ErrorClass [0] IMPLICIT Integer8,
ErrorCode [1] IMPLICIT Integer8,
AdditionalCode [2] IMPLICIT Integer8,
Reserved [3] IMPLICIT OctetString,
AdditionalDescription [4] IMPLICIT VisibleString


https://iecnorm.com/api/?name=cd59639dfe9e7dd09beaec26c075d13b

- 104 - PAS 62409 © IEC:2005 (E)

9.1.6 Error class

ErrorClass ::= CHOICE { ErrorCode

Resource [0] IMPLICIT Integer8 {
memory-unavailable (0),
Other (1)

2

Service [1] IMPLICIT Integer8 {
object-state-conflict (0),
object-constraint-conflict (1),
parameter-inconsistent (2),
illegal-parameter (3),
Size Error (4),
Other )

} 4

Access [2] IMPLICIT Integer8 { I\

object-access-unsupporta®h (N (0}
object-non-existent ¢\ XN, O\
object-access-denied \ NON
hardware-fault  { O (3),
type-conflict \ NN\,
object-attribufe-inbansistent”  \ (5),
Access-to-element-undupported /  (6),

Other / \ (7)
} ([ () X /
Timer [3] IMPLIGIT\ Integef8 &
TipersExpife ) > (0),
N JimekErrors. ~ 7 (1),
Other X, / (2)
}, /A
Other [4] IMBLICI Ttegexs {
\ Qthen (0)
} < N\ )
} N

9.1.7 Unconfirmed rec
Unhconfirmed<Reqyes}

PLICIT EM_FindTagQuery-RequestPDU,
IMPLICIT EM_FindTagReply-RequestPDU,

[2] IMPLICIT EM_DeviceAnnunciation-RequestPDU,
[3] IMPLICIT EventNotification-RequestPDU,

[4] IMPLICIT Distribute-RequestPDU

9.1.8

ApplicationkayerPDU ::= SEQUENCE {

PBUHeader,

PDUBody CHOICE {
Confirmed-Request,
Confirmed-Response,
Confirmed-Error,
Uniconfirmed-Request

}

}
9.1.9 APDU header format

PDUHeader : : = SEQUENCE {

ServicelD [0] IMPLICIT Unsigneds,
Reserved [1] IMPLICIT OctetString,
Length [2] IMPLICIT Unsigned16,
MessagelD [3] IMPLICIT Unsigned16
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9.1.10 EPA System Manage Entity services
9.1.10.1 EM_FindTagQuery service

EM_FindTagQuery-RequestPDU : : = SEQUENCE {

QueryType [0] IMPLICIT Unsigned8,
Reserved [1] IMPLICIT OctetString,
PDTag [2] IMPLICIT VisibleString,
FBTag [3] IMPLICIT VisibleString,
ElementID [4] IMPLICIT Unsigned16

9.1.10.2 EM_FindTagReply service

EM_FindTagReply -RequestPDU : : = SEQUENCE {

QueryType [0] IMPLICIT
DuplicateTagDetacted [1] IMPLICIT
Reserved [2] IMPLICIT
QueriedObjectlpAddress [3] IMPLICIT

QueriedObjectDevicelD [4] IMPLICIT
QueriedObjectPDTag [5] IMPLICI

9.1.10.3 EM_GetDeviceAttribute setvice

EM_GetDeviceAttribute-RequestPDU ;-

DestinationIPAddress [0] igned32,

EM_Ge
EM_GetDgyiceA

EM_ &Vic iveResponsePDU : : = SEQUENCE {

IMPLICIT VisibleString,
[1]  IMPLICIT VisibleString,
[2]  IMPLICIT Unsigneds,
[3]  IMPLICIT Unsigneds,
[4]  IMPLICIT Unsigned16,

Annunciation Version Number [5] IMPLICIT Unsigned16,
DuplicateTagDetected [6] IMPLICIT Boolean,
DeviceRedundancyNumber  [7] IMPLICIT Unsigneds,
LANRedundancyPort [8] IMPLICIT Unsigned16
DeviceRedundancy State [9] IMPLICIT Unsigneds,
MaxRedundancyNumber [10] IMPLICIT Unsigned8,
ActivelPAddress [11 IMPLICIT Unsigned32

}

EM_GetDeviceAttribute-NegativeResponsePDU : : = SEQUENCE {
DestinationIPAddress [0] IMPLICIT Unsigned32,
Error-Type [1] IMPLICIT Error-Type
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9.1.10.4 EM_DeviceAnnunciation service

EM_DeviceAnnunciation-RequestPDU : : = SEQUENCE {

DevicelD [0] IMPLICIT VisibleString,
PdTag 1] IMPLICIT VisibleString,
Status [2] IMPLICIT Unsigned8,

DeviceType [3] IMPLICIT Unsigneds,

AnnunciationVersionNumber [4] IMPLICIT Unsigned16,
Device Redundancy Number [5] IMPLICIT Unsigned8,

DeviceRedundancyState [6] IMPLICIT Unsigned8,

LANRedundancyPort [7] IMPLICIT Unsigned16
DuplicateTagbetected A HARHIGH

MaxRedundancyNumber [9] IMPLICIT
Reserved [10] IMPLICIT
ActivelPAddress [11] IMPLICIT

9.1.10.5 EM_SetDeviceAttribute service

EM_SetDeviceAttribute-RequestPDU : : = SEQUENCE

Destination|PAddress [0]
DevicelD IS St
PdTag MF isibleString,
Annunciationinterval 3 ighed16,
DuplicateTagDetected
DeviceRedundancyNumber
LANRedunancyPort
DeviceRedundancyState

dnsigned8,
CIT Unsigned16,
IT Unsigned8,
JPLICIT Unsigned8,
PLICIT Unsigned32

ositiveResponsePDU : : = SEQUENCE {

: [0] IMPLICIT Unsigned32,
MaxRetundangyNumber [1] IMPLICIT Unsigned8
}
EM_SetDeviceAtiribute-NegativeResponsePDU : . = SEQUENCE{
DestinationIPAddress [0] IMPLICIT Unsigned32,
ErrorType [1] IMPLICIT ErrorType
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9.1.10.6 EM_ClearDeviceAttribute service

EM_ClearDeviceAttribute-RequestPDU : : = SEQUENCE {

DestinationIPAddress [0] IMPLICIT Unsigned32,
DevicelD [1] IMPLICIT VisibleString,
PdTag 2] IMPLICIT VisibleString

}

EM_ClearDeviceAttribute-ResponsePDU : : = CHOICE {
EM_ClearDeviceAttribute-PositiveResponsePDU |

EM_ClearDeviceAttribute-NegativeResponsePDU
}

EM_ClearDeviceAttribute-PositiveResponsePDU : : = SEQUENCE {

DestinationIPAddress [0] IMPLICIT

}

EM_ClearDeviceAttribute-NegativeResponsePDU : ;
[0]

DestinationIPAddress
ErrorType

9.1.11| EPA Application Access Entity (
9.1.11.1 DomainDownlog

DpmainDownload-

SourceA PLICIT Unsigned16,
Destinat IMPLICIT Unsigned16,
DestinationQf MPLICIT Unsigned16,
IMPLICIT Unsigned16,
4] IMPLICIT Boolean,

[51 IMPLICIT OctetString,
[6] IMPLICIT Unsigned16,
[71 IMPLICIT OctetString

DomainDownload-ResponsePDU : : = CHOICE {

DomainDownload-PositiveResponsePDU,

DomainDownioad-NegativeResponsePDU

}

DomainDownload-PositiveResponsePDU : : = SEQUENCE {
DestinationAppID [0] IMPLICIT Unsigned16

}

DomainDownload-NegativeResponsePDU : : = SEQUENCE {
DestinationAppID [0] IMPLICIT Unsigned16,
Reserved [1] IMPLICIT OctetString,
ErrorType [2] IMPLICIT ErrorType
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9.1.11.2 DomainUpload service

DomainUpload-RequestPDU : : = SEQUENCE {

SourceApplD [0] IMPLICIT Unsigned16,
DestinationAppID [11 IMPLICIT Unsigned16,
DestinationObjectID [2] IMPLICIT Unsigned16,
DataNumber [3] IMPLICIT Unsigned16

}
DomainUpload-ResponsePDU : : = CHOICE {

ImY mal-lal <l D HH I} DLl
Dultainmopiuau=r UoIVCTNCopPUTToTTI U,

DomainUpload-NegativeResponsePDU

DomainUpload-PositiveResponsePDU : : = SEQUENCE {
DestinationAppID [0] IMPLICIT Unsigned16,

DataLength [11 IMPLICIT Unsigned16,
MoreFollows [2] IMPLICIT Boolean,
Reserved [3] IMPLICIT OctetString

LoadData [4] IMPLICIT OctetStrj

DepmainUpload-NegativeResponsePD

DestinationAppID
Reserved
ErrorType

9.1.11.3 EventNotific

E

IMPLICIT Unsigned16,
IMPLICIT Unsigned16,
IMPLICIT Unsigned16,
IMPLICIT Unsigned16,
IMPLICIT OctetString

9.1.11,.

Ac¢knowledgeEventNotification-RequestPDU : : = SEQUENCE {

DestinationAppID [0] IMPLICIT Unsigned16,
DestinationObjectID [11 IMPLICIT Unsigned16,
EventNumber [2] IMPLICIT Unsigned16

}

AcknowledgeEventNotification -ResponsePDU : : = CHOICE {

AcknowledgeEventNotification -PositiveResponsePDU,
AcknowledgeEventNotification -NegativeResponsePDU
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AcknowledgeEventNotification -PositiveResponsePDU: : = SEQUENCE{

DestinationAppID [0] IMPLICIT Unsigned16

}

AcknowledgeEventNotification -NegativeResponsePDU: : = SEQUENCE({
DestinationAppID [0] IMPLICIT Unsigned16
Reserved [11 IMPLICIT OctetString,
ErrorType [2] IMPLICIT ErrorType

}

9.1.11.5 AlterEventConditionMonitor service

AlterEventConditionMonitor-RequestPDU : : = SEQUENCE {

DestinationAppID [0] IMPLICIT Unsigned1
DestinationObjectID [11 IMPLICIT Unsignedi6,
Enabled [2] IMPLICIT Boole

AlterEventConditionMonitor -ResponsePDU : : =

AlterEventConditionMonitar -Positive

DestinationApp

| ;
AlterEventConditi

Destinatig

sponsePDU: : = SEQUENCE({

] IMPLICIT Unsigned16
[11 IMPLICIT OctetString,
[2] IMPLICIT ErrorType

9.1.11.6 Reagd

Re¢ad-RequestPDU : : = SEQUENCE {
DestinationAppID [0] IMPLICIT Unsigned16,
DestinationObjectID [11 IMPLICIT Unsigned16,
Sublndex [2] IMPLICIT Unsigned16

}

Read -ResponsePDU : : = CHOICE {

Read -PositiveResponsePDU,
Read -NegativeResponsePDU
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Read-PositiveResponsePDU : : = SEQUENCE {

DestinationAppID [0] IMPLICIT Unsigned16,
Reserved [11 IMPLICIT OctetString,
Data [2] IMPLICIT OctetString

}

Read-NegativeResponsePDU : : = SEQUENCE {
DestinationAppID [0] IMPLICIT Unsigned16,
Reserved [11 IMPLICIT OctetString,
ErrorType [2] IMPLICIT ErrorType

9.1.11.7 Write service

Write-RequestPDU : : = SEQUENCE {

DestinationAppID [0] IMPLICIT
DestinationObjectID [11 IMPLICIT
Sublndex [2] IMPLICIT
Reserved [3] IMPLICIT

Data [4] IMPLICIT

Write -ResponsePDU : : = CHOICE {

Write -PositiveResponsePDU,
Write -NegativeResponsePDU

Unsigned16,

- = SEQUENCE {

[0] IMPLICIT Unsigned16,
[11 IMPLICIT OctetString,
[2] IMPLICIT ErrorType

}

9.1.11.8'Distribute service

Distribute-RequestPDU : : = SEQUENCE {

SourceApplD [0] IMPLICIT Unsigned16,
SourceObjectID [11 IMPLICIT Unsigned16,
Data [2] IMPLICIT OctetString

}
9.1.12 Abstract syntax of data type
9.1.12.1 Notation of Boolean type

Boolean ::= BOOLEAN --value is non-zero means TRUE.

--value is zero means FALSE.
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9.1.12.2 Notation of integer type
Int8 ::= INTEGER (-128..+127)
Int16 ::= INTEGER (-32768..+32767)
Int32 ::= INTEGER

Int64 ::= INTEGER

- 111 -

-- integer range -2'<= i <= 271
- integer range -2'%<= i <= 2'°-1
- integer range -2¥'<= i <= 2%'-1

- integer range -2%<= i <= 2%.1

9.1.12.3 Notation of unsigned integer type

Unsigned8 ::= INTEGER (0..255)
Unsigned16 ::= INTEGER (0..65535)
Unsigned32 ::= INTEGER
Unsigned64 ::= INTEGER

9.1.12.4 Notation of float data type

Real ::= BIT STRING SIZE (4)

9.1.12.5 Notation of visible string type

VigibleString ::= VISIBLE STRING
9.1.12.6 Notation of octet string type
OgtetString ::= OCTET
9.1.12.7 Notation of b
Bi
9.1.12
Ti
9.1.12.
Bi

9.1.12.10 ~Notatio

TimeDifference ::= OctetStringb

--integer range 0 <= | <= 2°-1

-- integer range 0 <

--general use

-- general use

of TimeDifference type

9.2 Transfer Syntax
9.2.1 Encodingof basic data types

9.2.1.1 Boolean

A Boolean value is encoded in one byte, all bits are set to 0 for FALSE and 1 for TRUE.

If the value is TRUE, the value of each bit is shown in the table below (Bit 7 is MSB, Bit 0 is

LSB).
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Table 49 — Encoding of Boolean value TRUE

B7 |B6 |B5 | B4 | B3 | B2 | B1 | BO

Byte1 1 1 1 1 1 1 1 1

If the value is FALSE, the value of each bit is shown in the table below.

Table 50 — Encoding of Boolean value FALSE

B7 | B6 | BS | B4 | B3 | B2 | B1 | BO

Byte1 0 0 0 0 0 0 0 0

9.2.1.2 Unsigned8

The Unsigned8 type is encoded in one byte, the range is 0~ ight of h bit is

showr] in the table below.

Table 51 — Encoding of Unsigne

B4 Bg\ B2 XX B1 \Bp>

Byte1 %N 25/&24> 23/ @5 £> 2°
9.2.1.3 Unsigned16 \_/

The Unsigned16 type is encoded in tw bytes, t ngeNs 0~216-1, the weight of each bit is
showr] in the table below.

AN

ol
\13(\&6\!}} B4 | B3 | B2 [B1 |BO

\%1/5\\{9 213 212 211 210 29 28
N2

26 | 2% 2% |28 |22 |2t |2°
9.2.1. \>

The Unsi is engoded in four bytes, the range is 0~232-1, the weight of each bit is
showrn i .

B7 | B6 | BS

of Unsigned16 data type

B7 |[B6 |B5 | B4 | B3 | B2 |B1 | BO
Byte1 231 230 229 228 227 226 225 224
Byte2 223 222 221 220 219 218 217 216
Byte3 215 214 213 212 211 210 29 28
Byte4 27 |28 | 2% | 2% [2° |22 |2" |2°

9.2.1.5 Unsigned64

The Unsigned64 type is encoded in eight bytes, the range is 0~264-1, the weight of each bit is
shown in the table below.
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Table 54 — Encoding of Unsigned64 data type

9.2.1.6 Int8

The Int8 type is encoded in one byte, the range is -128<

B7 |B6 |B5 | B4 | B3 | B2 | B1 | BO
Byte1 263 262 261 260 259 258 257 256
Byte2 255 254 253 252 251 250 249 248
Byte3 247 | 946 | 945 | 944 | 543 | 542 | 541 | 540
Byte4 239 238 237 236 235 234 233 232
Byte5 531 | 530 | 529 | 528 | 527 | 526 | 525 | 524
Byte6 223 222 221 220 219 218 217 216
Byte7 215 214 213 212 211 210 29 /R\K
Byte8 27 | 2% | 2% | 2% | 2% |27 /21\\{0

is neglative, otherwise, the data is positive or zero
showr] in the table below.

9.2.1.7 Int16

The Ipt16 type i
negative; otherw
showr] in the tabl

9.2.1.? Int32

Table 55 Wts da

B7

B2

Byte)/\

24

22

Encoding of Int16 data type

\ \ B7 | B6 | B5 | B4 | B3 | B2 | B1 | BO

\W SN |21 [ 213 [ 212 [ 211 [ 270 | 20 28
e

yte2 27 2% [2° |2t |28 |22 |2" |2°

e data
bit is

ata is
bit is

The Int32 type is encoded in four bytes, the range is 2%

If the SN is 1, the data is
negative; otherwise, the data is positive or zero when bit SN is O. The weight of each bit is
shown in the table below.

Table 57 — Encoding of Int32 data type

B7 | B6 | B5 | B4 | B3 | B2 | B1 | BO

Bvte1 SN | 230 | 929 [ 928 | 527 [ 26 | 525 | 24
yte

Byte? 923 | 922 | 921 [ 920 [ 519 [ 518 [ 517 | 516
yte

Bvte3 215 [ 914 [ 913 [ 512 [ 511 [ 510 [ 59 [ 58
yte
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The Int64 type is encoded in eight bytes, the range is -2%°~2°%-1. If the value of bit SN is 1, the
data is negative; otherwise, the data is positive or zero when bit SN is 0. The weight of each

bit is shown in the table below.

Table 58 — Encoding of Int64 data type

9.2.1.
The R
Short
the ds

weigh

9.2.1.

The V|

B7 |B6 | BS | B4 | B3 | B2 | B1 | BO
Byte1 SN 262 261 260 259 258 257 256

55 84 53 52 51 50 49 48
DylcZ Z Z Z Z Z Z Z Z
ByteS 247 246 245 244 243 242 241 240
Byte4 239 | 938 | 537 | 536 | 535 | 534 | 533 />§\y\
Byte5 231 | 930 | 529 | 528 | 527 | 526 /Z\XK\Y\M
Byte6 223 222 221 220 219 Aw \\QA
Byte7 2" | 2™ | 2" | 2" /ZM_\QE\\{\ 5\
Byte8 27 | 2% | 2° ;:‘\ 2° 212\ \< N0

isibleString type is encoded in visible string, the length is variable. The definitio

td 754
rwise,

. The

n is in

conformance with that of ISO 646 and ISO 2375. The encoding is shown in the table below.

Table 60 — Encoding of VisibleString data type

B7 |B6 |B5 B4 | B3 | B2 |B1 | BO
Byte1 the first character
Byte2 the second character
...... and so on......
...... so on......
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9.2.1.12 OctetString

- 115 -

The OctetString type is encoded in one or several octets which are aligned from 1 to n

according to the sequence number. The encoding is shown in the table below.

Table 61 — Encoding of OctetString data type

B7 |B6 |B5 |B4 | B3 | B2 | B1 | BO
Byte1 Binary data
Byte2 Binary data
............ ‘
............ /\&
Byten
9.2.1.13 BitString RN
The BJftString type is encoded in a group of Octets, th is Vari fr 1ton,n

arbitrg

9.2.1.

The T
field i
first o
time i
Zero.
is sho

{

is an

b date
to the
D. The
value
coding

Unsigned16 Date;

Unsigned32 Millisecond;

/ldays

/Imilliseconds
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Table 63 — Encoding of TimeOfDay data type

B7 |B6 |B5 |B4 | B3 | B2 | B1 | BO

Byte1 215 214 213 212 211 210 29 28
Byte2 27 |28 | 2% 2% [ 2° |22 |2" |2°
Byte3 231 230 229 228 227 226 225 224
Byte4 223 222 221 220 219 218 217 216
Byte5 VAN I AR I AN I A I AR I A

Byte6 27 2% | 2° | 2% | 2° |22

9.2.1.15 BinaryDate

The type BinaryDate consists of a calendar date and a time, it { bwn in

the table below.

The ypar field is encoded as an Unsigned16 data ( D04, it

repredents the year of 2004.

The month field is encoded as an Uris| its| value
repreg

The d its| value
repreg

The H its | value
repredents one hour of]

The minute fiel its| value
repregents one

The millisecond fi i € : rapge is

{
U /lyear
Unsigned8” W /Imonth
Unsigned8 Date; /Iday
Unsigned8 Hour; /Ihour
Unsigned8 Minute; fiminute
Unsigned16 Millisecond; /Imilisecond
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Table 64 — Encoding of BinaryDate data type

B7 |B6 |B5 | B4 | B3 | B2 |B1 | BO

Byte1 215 214 213 212 211 210 29 28
Byte2 27 |28 2% 2% |28 |22 | 2" |2°
Byte3 27 2% [ 2° 2% | 2% |22 |2 |2°
Byte4 27 |25 | 2° | 2*
Byteb 2 120 12 |2
Byte6 27 |28 | 2° | 2¢
Byte7 215 214 213 212
Byte8 27 2% |2° | 2¢

9.2.1.16 TimeDifference

The type TimeDifference consists of a date and a timg value
states| the time difference.

The sglective date field is encoded @& value
repregents the days difference.

The time field is stated in milliseconds and-encogded an Unsigned32 data (from byte 3 to
byte 9), its value represenis the millisgco table
below

{

nsigned1 ;
nsigned32 WMilli

cC C

}
\Qyte‘l
Byte2 27 |25 | 2° 2% | 2% |22 | 2" | 2°
Byvited 31 ~30 ~29 ~28 27 ~26 ~25 n24
yied 231 1 030 | 929 | 528 | 927 1 20 1 o® 19
Byte4 223 222 221 220 219 218 217 216
Byte5 215 214 213 212 211 210 29 28
Byte6 27 |28 | 2% 2% [2° |22 |2" |2°

9.2.1.17 Encoding of SEQUENCE

The SEQUENCE structure is comparable with a record. It represents a collection of user data

of the same or of different Data Types.

A structure may contain a simple variable or further structures as components.
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9.2.1.18 Encoding of CHOICE

A CHOICE represents a selection from a set of predefined possibilities.

9.2.2 Object definitions in EPA System Management ASE
9.2.2.1 EPA MIB Header

The object of EPA MIB Header is defined as shown in the table below.

Table 66 — Definition of EPA MIB Header object

No. Parameter name Read/write | Data type Octet | Octet Description
Property offset | length

1 Object ID Read Only | Unsigned16 | O 2 e in x MIB

(\< ader.objechinthe EPA

2 MIB Revision | Read Only | Unsigned16 | 2 < 2 \ The version of EPA MIB
Number \

9.2.2.2 EPA Device Descriptor Object

The object of EPA Device Descriptor

fset | length

No. Rarameter name ad/erte \T% B‘Q;e% Octet | Description

fan)

bject ID OnI Un W 0 2 The index of EPA Dgvice
Descriptor Object in|the MIB

Reserved \/ nIy BﬂetString 2 2 Reserved

AN

Device ID nly/ VisibleString | 4 32 Device ID

a
AD Tag<\\\ a@nly VisibleString | 36 32 Device Tag

Ac ead Only Unsigned32 | 68 4 Current operational [P
address

Device TypN Read Only | Unsigned8 72 1 Device type
Status Read Only | Unsigned8 73 1 Device status
Device Version Read Only | Unsigned16 | 74 2 Device version number
Annunciation Read Only | Unsigned16 | 76 2 The interval of devices
Interval broadcast its annunciation
10 Annunciation Read Only | Unsigned16 | 78 2 Annunciation version number
Version Number of devices broadcast
11 Device Redundancy | Read Only | Unsigned8 80 1 Device redundancy status
State
12 Device Redundancy | Read Only | Unsigned8 81 1 Device redundancy number

Number
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No. Parameter name Read/Write | Data type Octet | Octet Description
Property offset | length
13 LANRedundancyPort | Read Only | Unsigned16 | 82 2 Redundant messages
processing port of the device
14 Max Redundancy Read Only | Unsigned8 84 1 Maximum redundancy
Number number of the device
15 Duplicate Tag Read Only | Boolean 85 1 This property describes
Detected whether the device’s PD_Tag
is in collision with another
dew?\
9.2.2.3 Time Synchronization Object
The object of Time Synchronization Object class is defined as skown low:
Table 68 — Definition of Time Sym
No. Parameter Read/write | Data type Oc Oc}e%\\begcription
name property set (k{lgt X
)

1 Object ID Read Only | Unsigned{ \\2_) The index of Time
Synchronization Objgct in
the MIB

[N
2 Reserved Read\Onl ckt\StX@ \§ 2 Reserved
\(/\Q\ N

3 Primary Time eadWrite sigw 4 4 IP address of master|time
Server server

4 Secondw ead/Wyitel NUnsigned32 8 4 IP address of slave time
Time Serve( server

AN \

5 Time ea h‘y\%signed?ﬁ 12 4 The maximum time that
Regde time client waits for the
Timeout response of time seryer

4 \ in seconds

6 \R'éad/Write Unsigned32 16 4 The time interval thaf

time client requests the
Interval time server

7 Capable Read Only | Unsigned32 20 4 The synchronization
Time  Sync precision supported by
Class time client

8 Target Time | Read/Write | Unsigned32 24 4 The required
Sync Class synchronization precision

as to the time client

9 Current Time | Read Only | BinaryDate 28 8 Current time of the device

10 Standard Read Only | TimeDifference | 36 6 Standard time difference

Time
Difference
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The object of Maximum Response Time Object class is defined as shown in the table below.

Table 69 — Definition of Maximum Response Time Object

No. Parameter Read/write Data type Octet Octet Description
name property offset | length
1 Object ID Read Only Unsigned16 0 2 The index of object in the
MIB
2 Reserved Read Only OctetString 2 2 Res@/ai\
3 Max Read/Write TimeDifference | 4 i Esponse
Response brvice in
Time
9.2.2.5 EPA Communication Scheduling Management Obj
The opject of EPA Communication Scheduling Manag in the
table below.
Table 70 — Definition of EPA Wun?:@i}}n ing'Management Object
No. Parameter Read/write | Data\type tet\ tet | Description
name property offset length
1 Object ID Regd\Only _ Uné{gne\s@ \@\\/ 2 mg index of object|in the
\
2 Reserved ea 0\31 &M/ 2 2 Reserved
. . The communication| macro
3 E:Aomm(l;mc ead/ \r\ Wnce 4 4 period of subnet wHich the
acroCycl device belongs to
L . . The offset of non-p¢riodic
4 goPP_?rlodlc r|te i>\n\e’6fference 8 4 message begin to tansmit
O?fa ¢ ransi|r relative to the start pf
se communication magro
period
~ -
¥ . The version numbef of
5 @d Only | Unsigned16 12 2 communication magro
period
9.2.2.6 Device Application Information Object
The objectofBeviceAppticatiomtnformationctass s defimredasshownmimthetabte beto
Table 71 — Definition of Device Application Information Object
No. Parameter Read/write | Data type Octet Octet | Description
name offset length
Property
. . The i f obj in th
1 Object ID Read Only | Unsigned16 | 0 2 Mo index of object in the
. . The device description
2 XDDL Version Read Only | Unsigned16 | 2 2 version number
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9.2.2.7 FB Application Information Header

The object of Encoding of FB Application Information Header class is defined as shown in the

table below.
Table 72 — Definition of FB Application Information Header
No. Parameter Read/write | Data type Octet Octet | Description
name offset length
Property
1 At 1O Ot AL i e | A " The index of object in the
Objeettb———Read OF Yasigredte—b 2 VB
2 Number of FB Read Only | Unsigned16 | 2 2
Application
Information
Object
3 First Number of | Read Only | Unsigned16 | 4 2
FB Application <
Information
Object

9.2.2.8 Domain Application Information Header

Q ined as shown in the

The opject of Domain Application InfQrm der clds table
below
Table 73 — Definition of\Donrai on Information Header
N
No. Parameter name eﬁwr' e w Octet | Octet | Description
offset | length
/\ /P\r?p rty
. . The index of Domaip
1 Object ID e Or§\\>|3|gned16 0 2 Application Information
N\ Header object in the|MIB
. Number of Domain
2 Number, main R dw Unsigned16 | 2 2 Application Information
ﬁ#pllcatl'gr; Obisat Objects in the devicg
RN N
. First Number of Dorpain
3 Read Only | Unsigned16 | 4 2 Application Object ip the
MIB
4 Nuarber of Read Only | Unsigned16 | 6 2 ggmgﬁ: ‘ggggtff”“d
Configured Domain
Object
5 Number of Read Only | Unsigned16 | 8 2 ggmg?nr cgg;gggnflgured
UnConfigured
Domain Object
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The object of EPA Link Object Header class is defined as shown in the table below.

Table 74 — Definition of EPA Link Object Header

No. Parameter name | Read/write | Data type Octet Octet Description
offset length
Property
1 P D A bt ae | ” The index of Link Object
SIEERTE Y TTEETET = Hegder tin the MIB
2 Number of Link | Read Only | Unsigned16 | 2 2 N mdberice Lig®)Obiect in
Object
3 First Number of Read Only | Unsigned16 | 4 2 Cit ka Object
. ) i the/Ml
Link Object (\
4 Number of Read Only | Unsigned16 | 6 < \\Ng er of Configred Link
) . jects
Configured Link
Object /\
5 Number of Read Only | Unsigned \Q) 2 /1<I.umber_ of UnConfigured
i Link Objects
UnConfigured N
Link Object
: \.
9.2.2.10 FB Application Information
The object of FB Applicatio s shown in the table below.
Table[75\— efi itiw Application Information Object
No. Parame Read/wxite \ata\}>pe Octet Octet Description
name offset length
P e
/\<\v\’\p
. . The index of FB Application
1 Object ID Read Only”| Unsigned1s | 0 2 Information Object in the
MIB
2 Md\\ Read Only | Unsigned16 | 2 2 Reserved
N\ N . FB Name, its length is 32
3 FB e Read Only | VisibleString | 4 32 bytes, if the string|length is
less than 32 byteq, then the
remained part are|padded
with BLANK(0x20
4 FB Type Read Only | Unsigned16 | 36 2 re 1YPe
5 Max Number of | Read Only | Unsigned16 | 38 2 IS%S;&:XCLTEQ instances
Instantiation
6 FB  Execution | Read Only | Unsigned32 | 40 4 ;ri‘lfiseexfocn”c}f” time of FB in
Time
. . First Instance Number
7 rlr?t It\!utmber of | Read Only | Unsigned16 | 44 2 allocated to FB instance
nstantiation when it is instantiated
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The object of EPA Link Object class is defined as shown in the table below.

Table 76 — Definition of EPA Link Object

No. Parameter name Read/write | Data type Octet Octet | Description
offset length
Property
1 Object ID Read Only | Unsigned1@ 0 2 The index of EPA Link
i Otectmthe IB
. . ID~0f |
2 LocalAppID Read/Write | Unsigned16 2 2 \(5232?& gHpea
3 Local Object ID Read/Write | Unsigned16 4 2(\ Im;?é; pal
4 RemoteApplID Read/Write | Unsigned16 6 \Z\\ Ingtante ID.GF femote FB
N s
5 RemoteObjectlD | Read/Write | Unsigned16 8 <\\<\ L%;L?ﬁmte elgment
) . ) . X “EPA service ID|used by
6 ServiceOperation Read/Write | Unsigned8 }/12 1 Link Object
. . . Role of local oljject in
7 ServiceRole Read/Write | Unsigne \/ 1 > the communication
process
8 RemotelPAddress | Read/Write &si ed32 1 4 le\z/aigcei-rt??lsogfalre;?gte
destination FB |nstance
objects are in the same
EPA device, thén this
property can bqg ignored;
if the EPA service use
the broadcast gr
multicast methqd, then
Q this property sHould be
broadcast or milticast
(\ group address
. . . . Time offset whéen
9 SendTimeOffs ea\Writ TimeDifference | 16 4 sending periodic packet
from the start time of a
communication
macrocycle. Its|data type

is 4 bytes of

TimeDifference

AN
O



https://iecnorm.com/api/?name=cd59639dfe9e7dd09beaec26c075d13b

— 124 -

9.2.2.12 Domain Application Information Object

PAS 62409 © IEC:2005 (E)

The object of Domain Application Information class is defined as shown in the table below.

Table 77 — Definition of Domain Application Information Object

No. Parameter name Read/write | Data type Octet Octet Description
offset length
Property
1 Qbject ID Read Only | Unsigned16 | 0 2 Zseii'fjl?jnoif”t&e d;’trigi'”
ngie\ct\'m the M1
. . . he index ©f,/domain
2 Domain Object ID Read Only | Unsigned16 | 2 2 ,\-c‘);bj St.comresponding to
he domain application
informatiomobje¢t
] ] helconfiguritioh status
3 ConfigurationStatus | Read Only | Boolen 4 1 6 iject Boolean
typg, if its value |s true,
then)it shows thgt the
dovhain object is|not
configured.
4 Reserved Read Only | OctetStyin \)55/ /\ Reserved
. a U The name of the|domain
5 Domain Name Read Onlg\ si ed1< 8 \/)?z/ object, its length|is 32
L bytes, the unused part is
padded with BLANK
(0x20).
9.2.3 |Definition of objects
This clause defines the Bsncodings EPA application access entity.
9.2.3.1 Domaic
The object of Domajh.cla shown in the table below.
{\ able 78 — Definition of Domain Object
N\
No. Pdaram name ead/write | Data type Octet Octet length
offset
Property
1 ObjectID Read Only | Unsigned16 | 2 The index of Domain Objec
2 Domain Name Read/Write | VisibleString | 32 The name of Domain Object
3 Max Octets Read Only | Unsigned16 | 2 The maximum bytes in the domain
4 Password Read/Write | Unsigned16 | 2 The password used to access the
Domain Object
5 AccessGroups Read/Write | Unsigned8 1 The access group of Domain Object
6 AccessRights Read/Write | Unsigned8 1 The access right of Domain Object
7 Local Address Read Only | Unsigned32 | 4 The pointer pointed to the specific
Domain Object. If not used , its
value should be set to OXFFFFFFFF
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No. Parameter name Read/write | Data type Octet Octet length
offset
Property
8 Domain State Read Only | Unsigned8 1 The status of domain object, it can
be the following value:
0 —EXISTENT
1 ——DOWNLOADING
2 —UPLOADING
3 —READY
4 —IN-USE
9 Last State Read Only | Unsigned8 1 The status of_ domain objec} before
ning of its
10 Used Application | Read Only | Unsigned16 | 2 \ Th of programs uging the
Counter w, 1f the counter palue is
igg 0, it shows that|this
being used, so it|can’t be
C overyritten by the download service,
its-data type is unsigned16
9.2.3.2 Simple Variable Object ~—
Definifion of Simple Variable Object is hov%th takle below.
"'a\bl 79 Dgfl\ni ion of Simple Variable Object
No. Paramete me\ | Read/write &t@e Octet Octet length
> offset
\Pkae
A\
1 ObjectID R d\bnw Unsigned16 | 2 The index of the Variable Object in
N\ the MIB
2 taJype R Read Only | Unsigned8 1 The data type of the Variable
Object.
3 Length\> Read Only | Unsigned16 | 2 The length of Variable Objgct in
byte
4 Local Address Read ﬁnl\ll IlneighndQO 4 The pninfnr rr_\nihh:ri to the specific
Variable Object which can be use to
internally address the Domain
Object. If not used , its value should
be set to OXFFFFFFFF
5 Password Read/Write | Unsigned16 | 2 The password used to access the
Variable Object.
6 AccessGroups Read/Write | Unsigned8 1 The access group of Variable
Object
7 AccessRights Read/Write | Unsigned8 1 The access right to Variable Object
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Definition of Event Object is shown in the table below.

PAS 62409 © IEC:20

Table 80 — Definition of Event Object

05 (E)

No. Parameter Read/write | Data type Octet Octet length
name offset
Property
1 ObjectID Read Only | Unsigned16 | 2 The ID of the Event Object
2 Length Read Only | Unsigned16 | 2 The byte length of the Event-Qbject
3 Password Read/Write | Unsigned16 | 2 The pas d uskedtg access|the
Domair\ Ob}
4 AccessGroups | Read/Write | Unsigned8 1 Th%iww Domain
bject
AR NN
5 AccessRights | Read/Write | Unsigned8 | 1 /\N‘Q&g of the Domaip
je
|0
6 Local Address | Read Only | Unsigned3 4 \/ e pointer pointed to the spefcific
ept Object, it is used to intgrnally
address the Variable Object. If not
d, its value should be set fo
OxFFFFFFFF
N
7 Enabled Read Onl Bo Ie;Q 1 Enabled = TRUE & UNLOCKIED
Signifies the event object isn’t
< locked, and the event can be $ent
Q out.
< Enabled = FALSE ¢ LOCKEL
> Signifies the event object is lojcked,
/\ and the event can not be sent|out.
9.2.3. ing’Object
Definifion o apping Object is shown in the table below.
ble 81 — Definition of EPA Socket Mapping Object
No. Parameter name Read/write Data type Octet | Octetlength
offset
Property
1 LocallPAddress Read Only Unsigned32 4 IP address of local device
2 RemotelPAddress Read Only Unsigned32 4 IP address of remote device
3 ActiveUdpPort Read Only Unsigned16 2 The UDP port used when
sending message
4 ActiveServicelD Read Only Unsigned16 2 Service ID
5 ActiveMesssaglLength Read Only Unsigned16 2 The length of the message
waiting to be sent
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No. Parameter name Read/write Data type Octet | Octet length
offset
Property
6 ActiveMessagelD Read Only Unsigned16 2 Active packet ID, i.e. the
MessagelD
7 ActiveMesssageTime Read Only Time 6 The response time of the
Difference active message, this
parameter shows the
maximum response time of
the active message, if it don’t
hould
s
8 ActiveDataPointer Read Only Unsigned32 | 4 eader of
/\ th activemessag
9 MaxMessagelLength Read Only Unsigned16 essage
h allo ed. If the uger
ge exceedeld the
, it will be denied|to
7 nd will return an error
(\ /\ flag.
b ),
10 MaxRetransmitNumber | Read Only signed16 2 The maximum retransmission
times allowed.
9.2.3.5 EPA Socket Timer Object \>
Definition of EPA Socket n the>table below
Tab Socket Timer Object
No. ParaM e eaddwri ata type Octet Octet length
e offset
<\ P rty
1 Ti erlN /%ead Unsigned16 | 2 The ID of the timer
AN O
N . . L
2 ActiveServigelD Read Unsigned16 | 2 Service ID which indicatgs
Only the service used to send|the
message
3 Aut;vu:‘v’:uaoaue:D RGGU UIIO;UIICd1G 2 Thc aut;vc IIICOQGHC :D, e
Only Message ID in the message
4 ActiveMessageTime | Read Unsigned32 | 4 The response time of the
Only active message, this

parameter shows the
maximum response time of
the active message, if don’t
need response, it should be
set to zero. The unit is
millisecond.
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Table 83 — Definition of ErrorType Object

No. Parameter Read/write | Data type Octet Octet length
name offset
Property
1 Error Class Read Only | Int8 1 Error class
2 Error Code Read Only | Int8 1 Error code, this par etergiyes a
more cong e&d cription.
3 Additional Read Only | Int8 1 Addltl al goude, thi }a@br is
Code aI and the/isex canfdefine its
u age rdg te its own nged.
4 Reserved Read Only | Octetstring 1 < %&R\ >
5 Additional Read Only | VisibleString | 3 nald scription, this
Description optional, and it ysed to
text description in the grror
i tion. Its data type is
isjbleString
9.2.4 |[Encoding of EPA APDU Heade
The epcoding of EPA Appli er SeMe agé packet header is shown in thg table
below
Table 84 — Enc f %p ication layer Service Message Header
No Parametéer ta € \?et Octet Description
Name /\ fset length
1 Seryicel Uns n&ﬁ/ 0 1 This parameter describes [the
service type and message type.
Bit 7 to 6 indicates |the
< message type:
00 — request message
01 — response message
10 — error message
11 — reserved
The—lowest—six—bits—used! to
signify the service ID, see
Table 48.
2 Reserved OctetString | 1 3 reserved
3 Length Unsigned16 | 4 2 This parameter describes the
length of the whole message
4 MessagelD Unsigned16 | 6 2 This parameter describes the
ID of the message.
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9.2.5 Encoding of EPA System Management Entity service parameters

9.2.5.1 EM_FindTagQuery service

EM_FindTagQuery request parameters are coded as shown in Table 85.

Table 85 — Encoding of EM_FindTagQuery request parameters

No. Parameter Data type Octet offset Octet | Description
name length
1 Query Type | Uunsignedsg 0 T Signifies the query request type
The
he
. The
hd
2 Reserved Octetstring 1 R;p§
h N
3 PD_Tag VisibleString | 4 3 The physical device tag, its length is
bytes, and the unused part is|
padded with BLANK (0x20).

4 FB Tag VisiblgString 6 Q 3 Functions block instance tag whjch is
used to query the information of|[EPA
device which include the FB instgnce.

AN N

5 Element | sighe x 2 Element ID in FB which must be|used
with FB Tag together, because
ElementID is unique only in one [FB
instance.

9.2.5.
EM_F st’/parameters are coded as shown in the table below.
6 — Encoding of EM_FindTagReply request parameters
No. Parameter | Datatype— T Octet—Octet Description
name offset length
1 Query Type | Unsigned8 0 1 Signifies the Query Type:
0: Query according to PD_Tag;
1: Query according to FB Tag;
2: Query according to ElementID;
2 Duplicate Boolean 1 1 This property describes if the
Tag device’s PD_Tag collides with the
Detected other devices’ PD_Tag (i.e.
repeated PD_Tag). TRUE=
PD_Tags Collide
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No. Parameter | Data type Octet Octet Description
name offset length
3 Reserved Octetstring 2 2 Reserved
4 Queried Unsigned32 | 4 4 IP address of the queried EPA
Object IP physical device( i.e. the IP address
Address of the local device)
5 Queried VisibleString | 8 32 The queried EPA physical device
Object ID (e.g. local device ID), its length
Device ID is 32 bytes, and the unused part is
padded with BLA (0x20).
6 Queried VisibleString | 40 32 The querle
Object tag (e. g.
PD_Tag
9.2.5.3 EM_GetDeviceAttribute service
9.2.5.83.1 Request primitive
EM_QGetDeviceAttribute request parameét
Table 87 — Encoding of E
No. Parameter na a type Octet Description
length
1 Destination \P\ ] ec%X\ 4 IP address of [the
Addre target device
9.2.5.3.
EM_G esponse parameters are coded as shown in Table 88
response parameters;
No. Paer Data type Octet Octet Description
name offset length
1 Device ID VisibleString | 0 32 Local device ID
2 PD_Tag VisibleString 32 32 The physical device tag,
its length is 32 bytes, and
the unused part is padded
with BLANK (0x20).
3 Status Unsigned8 64 1 The status of the EPA

device:
0: no address
1: unconfigured

2: configured, operational
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No. Parameter Data type Octet Octet Description
name offset length
4 Device Type Unsigned8 65 1 Local device type
5 Annunciation Unsigned16 66 2 The interval of the
Interval annunciation message
sent out by the device
6 Annunciation Unsigned16 68 2 The version number of
Version the annunciation message
Number
7 Duplicate Tag Boolean 70 1 This property indicates
Detected
8 Redundancy Unsigned8 71 %e Wncy numbe
Number of loca| device, if the
devjce/is active, then this
value is zero, and has njo
/\ C> >|Iowing parameters.
N
9 Device Unsigned8 2 1\_j The redundancy status
Redundancy the local device is in:
State
<§ 0——active status
<\(\ 1——backup status
If the redundancy number
Q is 0, then the response
<\ primitive doesn’t contain
this parameter.
A P
10 ax unsi ds8 73 1 The maximum
edundan redundancy number of the
umbeée device, if the redundandy
number is 0, then the
response primitive
doesn’t contain this
parameter.
11 Reserved Octetstring 74 2 Reserved
12 Active IP Unsigned32 76 4 IP address of the active
Address device ( if no redundancy,
then its local IP address);
if the redundancy number
is 0, then the response
primitive doesn’t contain
this parameter.
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9.2.5.3.3 Negative response primitive

EM_GetDeviceAttribute negative response parameters are coded as shown in Table 89.

Table 89 — Encoding of EM_GetDeviceAttribute negative response parameters

No. Parameter name Data type Octet Octet Description
offset length
1 Destination|PAddress | Unsigned32 | 0 4 IP address of the
target device
2 Error Type ErrorType | 4 N Se((ENpe
N
9.2.5.4 EM_DeviceAnnunciation service
EM_DeviceAnnunciation request parameters are coded as shownn Yab
Table 90 — Encoding of EM_DeviceAnnuncia@\e\ue&r etérs
N
No. Parameter Data type Octet Octet escription
name offset Iéngth
N\ \ X
1 Device ID VisibleStyifh o(\& > 3{ Q ﬁ of local device
)

2 PD_Tag VisibleStrin \ 32 The local physical device
tag, its length is 32 bytes,
and the unused part is

<\ Q padded with BLANK
(\ ( 0x20).
{ ]
3 Status nsigke kn\/ 1 The status of the EPA
C > device:
0——no address;
1——unconfigured;
> g
configured,operational
A\
4 ﬁ'\ce\hx\) Unsigned8 65 1 Local device type
5 Arwon Unsigned16 66 2 The version number of the
Version annunciation message
Number
6 Device Unsigned8 68 1 The redundancy number
Redundancy of local device, If it is
Number active device, then this
value is 0, otherwiase the
following parameters is
invalid

7 Device Unsigned8 69 1 The redundancy status of

Redundancy the local device:
State

0——active state
1——backup state

If the redundancy number
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No. Parameter Data type Octet Octet Description
name offset length
is 0, then the response
primitive does not contain
this parameter.
8 LAN Unsigned16 70 2 The LAN redundancy
Redundancy message processing port
Port of the device which
request the service
9 nllplir‘nfn Tag Boolean 72 1 This property describes if
Detected
10 Reserved Octetstring 73 2 <
11 Max Unsigned8 75 1 h xim
Redundancy redunda number of the
Number vice
O XU
12 Active IP Unsigned3 76 \/4 C> } address of the active
Address evice ( if no redundanqy
then its local IP address);
if the redundancy number
is 0,then the response
primitive doesn’t contair
this parameter.

9.2.5.
9.2.5.9
EM_S parameters are coded as shown in Table 91.
ding of EM_SetDeviceAttribute request parameters

No. Pawr name Data type Octet Octet | Description

offset length

1 Destination|PAddress | Unsigned32 | O 4 Destination IP
Address

2 Device ID VisibleString | 4 32 ID of local device

3 PD_Tag VisibleString | 36 32 The local physical
device tag, its length
is 32 bytes, and the
unused part is
padded with BLANK
(0x20).

4 Annunciation Interval | Unsigned16 | 68 2 The interval of the
annunciation
message sent out by
the device
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No.

Parameter name

Data type

Octet
offset

Octet
length

Description

Duplicate Tag
Detected

Boolean

70

This property
describes if the
device’s PD_Tag
collides with the other
devices’ PD_Tag (i.e.
duplicated PD_Tag).
TRUE= PD_Tags
Collide

pevice Reounuancy
Number

uhnsigrniedo

r1

e reaunddricy

LAN Redundancy
Port

Unsigned16

redundang

processing

part of 'the device

whjch request the
rvice

Device Redundancy
State

N

The redundancy
status of the local
device:

0——active stat
1——backup stg

D

—
(]

If the redundancy
number is 0, then thle
response primitive
does not contain thi
parameter.

UT

&
AN

ﬁ\ﬁds

The maximum
redundancy numberi
of the device

10

ctiv, md res‘s\/

Unsigned32

IP address of the
active device ( if no
redundancy, then itg
local IP address); if
the redundancy
number is 0,then thd
response primitive

D

| 4 otk
COCSTTOT CoOTTItaTT i

parameter.
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9.2.5.5.2 Positive response primitive

EM_SetDeviceAttribute positive response parameters are coded as shown in Table 92.

Table 92 - Encoding of EM_SetDeviceAttribute positive response parameters

No. Parameter Data type Octet Octet Description
name offset length
1 Destination Unsigned32 0 4 Destination IP Address
IP Address
2 Max Unsigned8 4 1
Redundancy
Number

9.2.5.5.3 Negative response primitive

EM_SgtDeviceAttribute negative response parametelrs

[able 93 - Encoding of EM S@Q@te eg®

n in Table 93.

esponse parameters

No. Parameter Data typ offset\| Octet Description
name (\ ngth

1 Destination IP ngigne >\ 0\) 4 IP address of the target
Addres [\ device

2 Erromeg %N ‘B N See Error Type

9.2.5.
9.2.5.6.
EM_C parameters are coded as shown in Table 94.
ing of EM_ClearDeviceAttribute request parameters
No. Pw name Data type Octet Octet Description
offset length
1 DestinationIPAJdress | unsigned3Z | O 4 Destination IP
address
2 Device ID VisibleString | 4 32 ID of the local device
3 PD_Tag VisibleString | 36 32 The local physical
device tag, its length
is 32 bytes, and the
unused part is
padded with BLANK
(0x20).
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9.2.5.6.2 Positive response primitive

EM_ClearDeviceAttribute positive response parameters are coded as shown in Table 95.

Table 95 — Encoding of EM_ClearDeviceAttribute positive response parameters

No. Parameter name Data type Octet Octet Description
offset length
1 Destination IP | Unsigned32 | 0 4 Destination IP address
Addres
9.2.5.6.3 Negative response primitive

©

EM_ClearDeviceAttribute negative response parameters are coded ashownpin Takle 94

Table 96 — Encoding of clear Clear Device Attribute Service Refuse Rac

No. Parameter name Data type Octet et \ Desc 'ptM
offset \le@

1 Destination IP | Unsigned32 | 0 ( 4 \I%stination IP address
Addres /(\
(\ A\
2 Error Type Error@ <\\ & ( &\) J\) See Error Type

N__
9.2.6 |[Encoding of AAE Services Q
9.2.6.1 DomainDownload

9.2.6.1.1 Request primitive
Domal|nDownloa s codded as shown in Table 97.

DomainDownload request parameters

T
No. ar}% Octet Octet Description
(\ offset length
. Application ID of the
1 \So\ﬁtehxp\m/ Unsigned16 0 2 source device
2 Destin\aﬁémpplD Unsigned16 | 2 2 Qgﬁt'i'rf:tti'gg ('jzv‘?(f;e
- e | — . Domain object ID of the
3 DestmationObjectiD—Umnsigned t6 4 2 destination device
4 DataNumber Unsigned16 6 2 Download times
Flag used to signify if
5 MoreFollows Boolean 8 1 there are more
downloads following
6 Reserved OctetSring 9 1 Reserved
7 Datalength Unsigned16 10 2 ga?~§1n§th’ The range
8 Load Data OctetString | 12 N Domain download data
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9.2.6.1.2 Positive response primitive

137 —

DomainDownload positive response parameters are coded as shown in Table 98.

Table 98 — Encoding of Domain Download Service Response Packet

No. Parameter name Data type Octet Octet Description
offset length
1 DestinationAppID Unsigned16 | O 2 Destination IP
address
9.2.6.1.3 Negative response primitive
DomalnDownload negative response parameters are coded as showniir Table 99.
Table 99 — Encoding of DomainDownload negative <é§p<s.e aramete
N
No. Parameter name Data type Octet {_Octet \ escription
offset \I“ebg\th
1 DestinationAppID Unsigned16 | O 2 \péstination IP
(\ /\ address
N
2 Reserved Octeg{i%\% < >‘) )\/ Reserved
3 ErrorType ErrorTﬁ% >\ N See Error Type
9.2.6.2 Domain Upload \/
9.2.6.2.1 Request pri

Doma|nUpload re?es

Table'1

DomainUpload request parameters

A\
No. Parameter name a type Octet Octet Description
(\ offset length
INY

1 rc pID Unsigned16 0 2 Application ID of the
source device

2 DWAppID Unsigned16 2 2 Application ID of
destination device

3 DestinationObjectiD | Unsigned 16 Z 2 Domain object 1D of
the destination device

4 DataNumber Unsigned16 6 2 Download times
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9.2.6.2.2 Positive response primitive

DomainUpload positive response parameters are coded as shown in Table 101.

Table 101 — Encoding of DomainUpload positive response parameters

No. Parameter name Data type Octet Octet Description
offset length
1 DestinationAppID Unsigned16 | O 2 Application ID of
destination device
2 DatalLength Unsigned16 | 2 2 Da alen the
et is O

—
)

3 MoreFollows Boolean 4 1 used-t |nd| e
e ert
<\ oxe ds d

4 Reserved Octetstring | 5 43 \\\R\ser ed

N
5 Load Data Octetstring | 8 //\ B}main upload dat

D

9.2.6.2.3 Negative response primitiv

DomalnUpload negative response parameters qre caded sg-?o nin Table 102.

Table 102 — Encoding of DodmainUpl

No. Parameter nafe Data e \&tt Octet Description
offs length
AN aN
1 DestinationApplID Unsi M/ 0 2 Application ID of
destination device

2 Resey@& C Mg 2 2 Reserved

3 E/re,\}ygcx MType 4 N See Error Type
' i Mce

egative response parameters

9.2.6.
Event arameters are coded as shown in Table 103
Table™03 - Encoding of EventNotification request parameters
No. Parameter name Data type Octet Octet Description
offset length
1 DestinationAppID | Unsigned16 0 2 Application ID of
destination device
2 SourceApplD Unsigned16 2 2 Application ID of source
device
3 SourceObjectID Unsigned16 4 2 Domain object ID of
source device
4 EventNumber Unsigned16 6 2 Number of the event
5 EventData OctetString 8 N Specific event data
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9.2.6.4 EventNotificationAcknowledge Service

9.2.6.4.1 Request primitive

EventNotificationAcknowledge request parameters are coded as shown in Table 104.

Table 104 — Encoding of EventNotificationAcknowledge request parameters

No. Parameter name Data type Octet Octet Description
offset length
1 DestinationApplD Unsigned16 | 0 2 Application 1D of
dew device

2 DestinationObjectID Unsigned16 | 2 2 Obje of

/ stination, device
3 EventNumber Unsigned16 | 4 2 (\ EXN%?

9.2.6.4.2 Positive response primitive

Event

Tabl

NotificationAcknowledge positive response par

e 105 — Encoding of EventNotification}&l?h>

S

own in Tab|

e 105.

g?f‘%os ive response parameters

No. Parameter name Data e ctet \\?e(;t}l Description
\o{ et gth
1 DestinationAppID Unsig d1€ \) 2 Application ID of
destination device
\\
9.2.6.4.3 Negative resp

Event
106.

ﬂotificatior@no

Table 106 — Encoding of Eve

Table

bters

No. ra}eRn mN Data type Octet Octet Description
(\ N offset length
1 stivrati M Unsigned16 | 0 2 Application ID of
destination device
2 Reserved Octetstring | 2 2 Reserved
3 Error Type ErrorType 4 N See Error Type
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9.2.6.5 AlterEventConditionMonitor service
9.2.6.5.1 Request primitive

AlterEventConditionMonitor request parameters are coded as shown in Table 107.

Table 107 — Encoding of AlterEventConditionMonitor request parameters

No. Parameter name Data type Octet Octet Description
offset length
1 DestinationAppiD Unsigned1o | O Z /-\pp|| ation 1D o1

inati dewce

4 Reserved Octetstring | 5 43 \\%e&ed

N

2 DestinationObjectID Unsigned16 | 2 2

9.2.6.5.2 Positive response primitive

AlterEjventConditionMonitor positive response patra

r a@co d as shown in Table {108.

Table 108 — Encoding of AlterEventCo nitox posjtive response parameters

No. Parameter name Data type Oc N> Octet Description
/\ (\x{fse length

/N

1 DestinationAppl &U ign \fﬁ\i)\/ 2 Application ID of
destination device
9.2.6.9.3 Nega@es ons imiti

AlterElventConditioaAMonitar n

onse parameters are coded as shown in Table|109.

Tahle 109 ding-of AlterEventConditionMonitor negative response paramefers
No. < rna e Data type Octet Octet Description

offset length
1 DPestin ppID Unsigned16 | 0 2 Application ID of

destination device

2 RKeserved Octetstring Z Z RKeserved

3 Error Type ErrorType 4 N See Error Type
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9.2.6.6 Read service

9.2.6.6.1 Request primitive

141 —

Read request parameters are coded as shown in Table 110.

Table 110 — Encoding of Read request parameters

No. Parameter name Data type Octet Octet Description
offset length
1 DestinationAppID Unsigned1o | O Z Application 1D of
defmdevice
N
2 DestinationObjectID Unsigned16 | 2 2 bject ID\of
<\{ tination™devi
3 Sublindex Unsigned16 | 4 2 Q&Wm
cesse ject
4 \y
9.2.6.6.2 Positive response primitive \ \)

Read positive response parameters are coded as shpw
Table 111 - Encodmwve es@n parameters
No. Parameter name Data Octet Description
(\ of length
1 DestinationApglD Unsi \O> 2 Application ID of
destination device
AN N
2 O(W 2 2 Reserved
3 O%t%@ 4 N Returned data
A 9
9.2.6.6. imitive
Read s&\paramefers are coded as shown in Table 112
12 -\Encoding of Read negative response parameters
No. Pawname Data type Octet Octet Description
offset length
1 DestinationAppiD UnsignedT® [ O 2 Application 1D of
destination device
2 Reserved Octetstring | 2 2 Reserved
3 Error Type ErrorType 4 N See Error Type
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Write request parameters are coded as shown in Table 113.

Table 113 — Encoding of Write request parameters

No. Parameter name Data type Octet Octet Description
offset length
1 DestinationAppID Unsigned1o | O Z /-\pp|| ation 1D oOf
inati dewce
2 DestinationObjectID Unsigned16 | 2 2 bje of
<\{ tlna onNdevi
3 Sublindex Unsigned16 | 4 2 u in
|tt no t
V4 e
4 Reserved Octetstring | 6 5\\ Wed
5 Data Octetstring | 8 < /(7 N \P&a written
N\ - A
9.2.6.1.2 Positive response primiti Q

Write positive response parameters are asshown in e 114.
Table 114 ncoding of esponse parameters
AN
No. Parameter pame &D a type \S&’ﬁ}/ Octet Description
[\/\ et length
) . Application ID of
1 Des@nﬁs\plD Sb\";\d\[ﬁ/ 0 2 dgsF,)tination device

rimi \b/

9.2.6.7.3 Negatiy sp
Write hegativ rameters are coded as shown in Table 115.
Nbﬁ{s Encoding of Write negative response parameters
e
No. Pa etenname Data type Octet Octet Description
offset length
1 DestinationAppID Unsigned16 | 0 2 Application ID of
destination device
2 Reserved Octetstring | 2 2 Reserved
3 Error Type ErrorType 4 N See Error Type
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9.2.6.8 Distribute Service

Distribute request parameters are coded as shown in Table 116.

Table 116 — Encoding of Distribute request parameters

No. Parameter name Data type Octet Octet Description
offset length
1 SourceApplD Unsigned16 | O 2 Application ID of the
source device
2 SourceObjectID Unsigned16 | 2 2 Object IDof the
rce devise

9.3 Hrotocol State Machine

&N
3 Data Octetstring | 4 N <\R| ribﬁ&{j at%

Figurg 19 illustrates the relationships of primitives. The d betweenn SME
and application layer user is illustrated in 9.4.1.1. The px d between SME
and E[SME is illustrated in 9.4.1.3. The primitives &xch ds betweem\ AAE and application
layer user is illustrated in 9.5.1.1. The primitives\ex¢hz
illustrated in 9.5.1.3. The primitives gxchangéd \be

illustrated in 9.6.1.5.
( AppliW&ﬁser
Confirmedservice.req conf: se vice\'«%i) rﬁi/rmedservice_req 4 conﬁrmedserv ce.ind
confirmedservice.rsp nfirmedservice.cr onfirmedservice.rsp confirmedserv|ce.cnf
unconfirmedservice,rt unconfirmedsexwive.ind unconfirmedservice.req unconfirmedseryice.ind

N w
\ 4
System\M/a% MEW( E) N EPA Application Layer | Application Access Entity (AAE
AN .
DTC req [ 4D i

i DTC_req | #DTC ind
DTC_rsp DTC_cnf
DTU_req DTU_ind

port Layer and ESME is

—

\ T
\\) Socket Mapping Entity

) EPA-PDU_req Y EPA-PDU_ind

Figure 19 — Exchanged Primitives of Protocol State Machine

9.4 EPA SME State Machines
9.4.1 Primitives
9.4.1.1 Primitives exchanged between SME and application layer user

Table 117 and Table 118 show the primitives exchanged between SME and application layer
user.
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Table 117 — Primitives delivered by application layer user to SME

Primitive name Source Associated parameters Functions
ConfirmedServi User of Data, This primitive is used to send a confirmed
onfirmed>ervice.req 1 Application Remote IP Address |Service request primitive to SME by the
Layer - user of application layer.
ConfirmedServi User of Data, This primitive is used to send a confirmed
ONfirMedservICe.ISb- 1 Application Remote IP Address |Service response primitive to SME by the
Layer - user of application layer.
U firmedServi User of Data, This primitive is used to send an
NCONTirmedService.req | Application Remote |IP Address |unconfirmed service request primitive to
Layer - SME by the user of/a.pwcatlon layer.

Table 118 — Primitives delivered by SME to application er use

A (\
Primitive name Source Associated parameters Q\Wiw
N L Data, This p itiv\e\%s dtosend a copfirmed
ConfirmpdService.ind SME Remote IP Address seryvice IdicatiomprimitiveAo the yser of
- - aﬁz}ﬂo\ lafes by SME.
i ) Data, This_primitive is\used4o send a coffirmed
ConfirmpdService.cnf SME Remote IP Addres rvicerconfirmation primitive to thg user
- T . f;;appli tionYayer by SME.
. o Data, N himlmitl is used to send an
UnconfifmedService.ind | SME Renfote ddres hcenfir service indication prli\;ritive to
~ X the user/of application layer by SME.

9.4.1.2
Table

Tab

Primitive parameters of SME/and use éfa\%%:ation layer
119 shows the primiti rs%/ﬁ e user of application layer.

e 119 — Primiti ar

ed between SME and application layer pser

Parameter rén} K \/ Description
v
remotd_ip_address JhiS\parame \r\Tr/ansfers the IP address of remote device, namely the desfination
Ne sended by sender and the source address received by receiver.
Data \ is paramenter trasfers the data sended by sender and the data received by
/\ \ receiver.
9.4.1.5 Primitivd Mged between SME and ESME
Table[120,and tab 1 show the primitives exchanged between SME and ESME.
T
Primitive Source Associated parameters Functions
name

DTC_req System remote_ip_address, This primitive is used to send a confirmed
Management |pgatg service request primitive to ESME by SME.
Entity

DTC_rsp System remote_ip_address, This primitive is used to send a confirmed
Management |pgatg service response primitive to ESME by SME.
Entity

DTU_req System remote_ip_address, This primitive is used to send a unconfirmed
Management |pgatg service request primitive to ESME by SME.
Entity
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Table 121 — Primitives delivered by ESME to SME

Primitive Source Associated Functions
name parameters
. remote_ip_address, This primitive is used to send a confirmed service
DTC_ind e et |data indication primitive to SME by ESME.
Mapping
Eentity
remote_ip_address, This primitive is used to send a confirmed service
DTC_enf eret |aata acknowlage primitive to SME by ESME.
Mapping
Eentity
. remote_ip_address, This primitive is used to sefd a u nfirmed se¢rvice
DTU_ind gstfl\(et data indication primitive to S ESME.

Mapping
Eentity <\

9.4.1.4 Primitive parameters exchanged between SME and

Table|122 shows the primitives parameters exchanged between E and ESME.

Table 122 - Primitives parwrs@ e b@yvee SME and ESME

Parameter name iption

remotq _ip_address This parameter trans P\Qc?ss of remote device,namely the desjination
,a'd{ess/send\e nd evsource address received by receiver.

Data is para rs the/ data sended by sender and the data received by
\,ecﬁ er.

9.4.2

The states of EPA ' , I [ . The

protog i in Fi

9.4.2.

In thi 3 an be

appointed statigally by user or assigned by DHCP server. After the device gets its IP address

through DHCR; “it\will change its next state into Unconfigured or configured depending|on its

state yhef it'was powered off before. That is, if the state when the device powered off pefore
is Configared, then the next state is Configured, vice versa.

9.4.2.2 Unconfigured

In this state, EPA System Management Entity (SME) uses the specific multicast destination IP
address to send EM_DeviceAnnunciation request message to inform other devices its
presence. When received this request message, user configuration application can query,
clear or set the attributes of this device using EM_FindTagQuery, EM_SetDeviceAttribute and
EM_ClearDeviceAttribute services. After configuration, EPA SME will change its state into
Configured and start normal operation.

9.4.2.3 Configured

In this state, the EPA device can participate in normal operations. Users can configure its
application information using the services provided by EPA application layer to implement
specific predefined control function.
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State Transit

ions

Current
State

Next Stdte

S1

No Address

@

Unconfigured

S2

No Address

74
g

EpaRcwlNewjpAddress (address) = TRUE &&
*pa ttribute_Set()=TRUE

=>
pa€lear_DuplicatePdTagFlag()
aNewAddress (address)
EM_DeviceAnnunciation.req {}
Restart_ EPARepeatTimer ()

Configured

EM_FindTagQuery.req {}

S3

Unconfigured

EpaRepeatTimerExpires ()

=>
EM_DeviceAnnunciation.req {}
Restart_ EPARepeatTimer ()

Unconfigured

S4

Configured

EM_UnconfirmedService.req {}
|| EM_ConfirmedService.req {}
|| EM_ConfirmedService.rsp {}
=>

EpaSend_EM_RegRspMessage (em_svc)

Configured

S5

Configured

EM_ConfirmedService.err {}
=>

EpaSend_EM_CommonErrorRsp ()

Configured
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Current
State

Event & Action
=>
Action

Next State

S6

Unconfigured

EpaSntpSyncLost ()

=>
EM_DeviceAnnunciation.req {}
Restart_EPARepeatTimer ()

Unconfigured

S7

Unconfigured

EpalPAddressCollision () = TRUE
=>

(no actions taken)

No Address

S8

EpalPAddressCollision () = TRUE

o £ "
CUITIMYurcu

=>

(no actions taken)

A

A Araderal
NU AUUTTSS

R1

Unconfigured

EpaRecvMsg ()
="Any Confirmed EPA_SME Rsp Message” ||

EpaRecvMsg ()="Any Confirmed EPA_SME Er
Message”

=>
EM_ConfirmedService.cnf{}

>

Wc

R2

Configured

EpaRecvMsg()=" EM_FindTagQueyy”
&& EpaQueryMatch (em_svc) = TRU

=>

EM_FindTagRepI;<e}(\l\

AN
N

Configured

R3

Configured

<

&&
Epa_MessageldMatch(

EpaRecvMsg()=" E
Y

Configured

R4

Configured

\

()=" EM_FindTagReply”

%p MessagelDMatch(em_svc) = TRUE
&&
Deviceld_Match (em_svc) = TRUE

>
>Do nothing-the response is from this device

Configured

R5

Configured

EpaRecvMsg() =” EM_FindTagReply”

Configured

EM_FindTagReply.ind {}

R6

Unconfigured

EpaRecvMsg() = " EM_GetDeviceAttributeReq”
=>

EM_ConfrimedService.err {}

Unconfigured

R7

Configured

EpaRecvMsg()=" EM_GetDeviceAttributeReq”
=>

EM_GetDeviceAttribute.rsp {}

Configured

R8

Unconfigured

EpaRecvMsg()=" EM_SetDeviceAttributeReq” ||
EpaRecvMsg()=" EM_ClearDeviceAttributeReq”
&& EpaDeviceld_Match(em_svc)= FALSE

=>

EM_ConfirmedService.err { }

Unconfigured
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Event & Action

# Current => Next State
State Action
RO Configured EpaRecvMsg()= EM_SetDewcelAttrlbulteReq [| Configured
EpaRecvMsg()=" EM_ClearDeviceAttributeReq”
&& EpaPdTag_Match(em_svc)= TRUE
=>
EM_ConfirmedService.rsp {}
R10 | Unconfigured EpaRecvMsg()=" EM_SetDeviceAttributeReq Configured

=>

EpaSet_Attribute _Data(em_svc)
EpaClear_DuplicatePdTagFlag ()
EM_SetDeviceAttribute.rsp {}
EM_DeviceAnnunciation.req {}
Restart_EPARepeatTimer ()
EM_FindTagQuery.req {}

EpaRecvMsg=" EM_GetDeviceAttributeReq”
=>
EM_GetDeviceAttribute.rsp {}

R11 | Configured

>CM red

R12 | Configured Unconfigured

=>

EpaResoreDefault

9.4.4 |Function descriptio

The fynctions used in

Note: The em_svc re
9.4.4.1 EpaRcv

EpaR¢vNewlpAdgdress

Name \ WewlpAddress Using SME

Input \) Output

Addregs TRUE or FALSE

Function

This function is invoked when an IP address is received.The input parameters identify the
interface of device and IP address received.If this function is invoked correctly, then it return
TRUE, else rerurn FALSE.
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