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FOREWORD

This amendment has been prepared by subcommittee 65C: Industrial networks, of IE
technical committee 65: Industrial-process measurement, control and automation.

The text of this amendment is based on the following documents:

FDIS Report on voting

9
9

C

65C/965/FDIS 65C/970/RVD

Full information on the voting for the approval of this amendment can be found in,the repd
o voting indicated in the above table.

The committee has decided that the contents of this amendment and the base publication wji

rgmain unchanged until the stability date indicated on the |EC™ website und
"Http://webstore.iec.ch" in the data related to the specific publication: At this date, tH

puliblication will be

e | reconfirmed,

e | withdrawn,

e | amended.

o | replaced by a revised edition, or

GEENERAL REPLACEMENTS

Throughout the document, replace references to IEEE 802.15.4:2011 as follows.

Location Replace With
4.6.10.2.8 “IEEE 802.15.4:2011” “IEEE 802.15.4”
4.3.5.2, 6th dash “IEEE 802.15.4¢” “IEEE 802.15.4”

.3.1.2, 15t paragraph

“IEEE 802.15.4:2011, 7.4.1”

“IEEE 802.15.4-2015, 9.4.1”

.3.1.2, 4hparagraph

“IEEE 802.15.4:2011, Table 58”

“IEEE 802.15.4-2015, Table 9-6”

1.3.2,8.2, 1t paragraph

“IEEE 802.15.4:2011, 7.4.3”

“IEEE 802.15.4-2015, 9.4.3”

“IEEE 802 15 4:2011 7 32"

‘“lIEEE 802 154-2015 932 1"

1324 10 1St pullat
A3=2430——buHet

7.3.2.5, step i), (4 times) “IEEE 802.15.4:2011, 7.3.4” “IEEE 802.15.4-2015, 9.3.4"
7.3.2.5, step i)1) “IEEE 802.15.4:2011, Table 58” “IEEE 802.15.4-2015, Table 9-6”
7.3.2.6, step f), (4 times) “IEEE 802.15.4:2011, 7.3.5” “IEEE 802.15.4-2015, 9.3.5”

7.3.2.6, step )1

“IEEE 802.15.4:2011, Table 58”

“IEEE 802.15.4-2015, Table 9-6”

(
)
7.3.2.6, step f)1)

“IEEE 802.15.4:2011, 5.2.2.2.2”

“IEEE 802.15.4-2015, 7.3.2.2

7.3.2.6, step f)2)

“IEEE 802.15.4:2011, Table 57~

“IEEE 802.15.4-2015, Table 9-5”

“IEEE 802.15.4:2011, 7.3.4”

“IEEE 802.15.4-2015, 9.3.4”

)
)
)
)
)
)
)
)

7.3.3.8, step i), (4 times)
7.3.3.8, step i)1)

“IEEE 802.15.4:2011, Table 58”

“IEEE 802.15.4-2015, Table 9-6”

7.3.3.9, step g), (4 times)

“IEEE 802.15.4:2011, 7.3.5”

“IEEE 802.15.4-2015, 9.3.5”
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Location Replace With
7.3.3.9, step g)1) “IEEE 802.15.4:2011, Table 58” “IEEE 802.15.4-2015, Table 9-6”
7.3.3.9, step g)1) “IEEE 802.15.4:2011, 5.2.2.2.2” “IEEE 802.15.4-2015, 7.3.2.2
7.3.3.9, step g)2) “IEEE 802.15.4:2011, Table 57" “IEEE 802.15.4-2015, Table 9-5”
8.2.2.5, 3" paragraph “IEEE 802.15.4:2011, 8.1.5” “|IEEE 802.15.4-2015, 10.1.5”
8.2.3.2, 18t paragraph “IEEE 802.15.4:2011, Table 66” “IEEE 802.15.4-2015, Table 10-4"
9.3.2.1, NOTE “IEEE 802.15.4:2011” “IEEE 802.15.4-2015”
9.3.2.1, 5™ paragraph [EEE 802.75.4:2071 [EEE 802.15.4
9.3.3.1, 18t paragraph “IEEE 802.15.4:2011, 5.2.2.2” “IEEE 802.15.4-2015, 7.3.2”
9.3.3.1, 18t paragraph “IEEE 802.15.4:2011, 5.2.1 and “IEEE 802.15.4-2015, 7.2 and|7.3.2”

5.2.2.2”
9.3.3.1, 2"9 paragraph “IEEE 802.15.4:2011, 5.2.1.2” “IEEE 802.15.4-2015:7.2.2"
9.3.3.1, 3 paragraph “IEEE 802.15.4:2011, 5.2.3” “IEEE 802.15.4-2015, 7.3.3”
9.3.3.1, 3 paragraph “|IEEE 802.15.4:2011, 5.2.1.1.8” “IEEE 802.156.4-2015, 7.2.1.10”
9.3.3.2, 18t paragraph “IEEE 802.15.4:2011, 5.2.1” “IEEE 802.15.4-2015, 7.2”
9.3.3.2, 18t paragraph “IEEE 802.15.4:2011, Figure 35” “IEEE, 802.15.4-2015, Figure 7-1"
9.3.3.2, field a) “IEEE 802.15.4:2011, 5.2.1.1” “IEEE 802.15.4-2015, 7.2.1”
11.3.2, 3™ paragraph “IEEE 802.15.4:2011, Annex B” “IEEE 802.15.4-2015, Annex B”
3.11.2.6, d) “IEEE 802.15.4:2011” “IEEE 802.15.4”
Table B.5, 3" column header “IEEE 802.15.4:2011” “IEEE 802.15.4-2015”
H.1.4, 15t paragraph “IEEE 802.15.4:2011, B{3.2” “IEEE 802.15.4-2015, B.3.2”
OTHER REPLACEMENTS

13  Potentially relevant patents

cell d) of the table providing coordinates for the Yokogawa Electric Corporation pate

b/der, replace “Musashina-shi” with “Musashino-shi”.

Normative references

bplace reference to IEEE 802.15.4™:2011 with “IEEE Std 802.15.4™-20152, |IEEE Standa

r Low-Rate, Wireless Networks”.

16.11. 5 "Overview

R

pplace the existing NOTE 3 with the following note:

rd

NOTE 3

many of the DL mechanisms specified in this document.

Table 7 — ARMO attributes

For attribute 2, 4th column, add “Valid range: —4 to 32 767"

Table 10 — DMO attributes

For attribute 8, 4th column, add “Default value: null string (length zero)”.

For attribute 27, 4th column, replace “Default value: 30 s” with “Default value: 248 s”.

IEEE 802.15.4 specifies channel hopping and TSCH mechanisms that are similar to, but not identical to,
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For attribute 29, 4th column, replace “Default value: 30 s” with “Default value: 62 s”.

Table 19 — Proxy_System_Manager_Join method

Add Input Argument 11 as follows:

11 Consortium_Info

Type: Unsigned8

Provides Consortium-specific information
from the joining device that is not specified
by this document

Replace existing Output Arguments 7 and 8 with the following text:

1 Assigned_Max_TSDU_Size

Type:
Unsigned16

Indicates the maximum TSDU _supported in
octets which can be converted by the
source into max APDU size:by taking into
account the TL, security,\Ak'headers and
TMIC sizes

g MIC

Type:
OctetString4

This value is used\for protecting argument
1 through 7 with Join key. This MIC value
is generated-by<the Security Manager. The
Advertisement router shall not overwrite
this value) See 7.4.4.3.3.2

Add Input Argument 11 as follows:

Table 23 — System_Manager_Join method

11 Consortium_Info

Type:
Unsigned8

Provides Consortium-specific information
from the joining device that is not specified
by this document

Replace existing Output Arguments~Zand 8 with the following text:

1 Assigned_Max_TSDU_Size | Type: Indicates the maximum TSDU supported in
Unsigned16 octets which can be converted by the
source into max APDU size by taking into
account the TL, security, AL headers and
TMIC sizes
g MIC Type: This value is used for protecting argument

OctetString4

1 through 7 with Join key. This MIC value
is generated by the Security Manager. The
Advertisement router shall not overwrite
this value. See 7.4.4.3.3.2

bele 27 — SCO method for contract establishment, modification, or renewal

For Input Argument 16, 5t column, add “Valid range: —32 768 to 16”.
For Input Argument 17, 5th column, add “Valid range: —32 768 to 16”.
For Output Argument 13, 5th column, add “Valid range: —32 768 to 16”.
For Output Argument 14, 5th column, add “Valid range: —32 768 to 16”.
For Output Argument 24, 5th column, add “Valid range: —32 768 to 16”.

For Output Argument 25, 5th column, add “Valid range: —32 768 to 16”.
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Table 30 — Contract_Data data structure

For element 15, 3 column, add “Valid range: —32 768 to 16”.
For element 16, 3 column, add “Valid range: —32 768 to 16”.

Table 31 — New_Device_Contract_Response data structure

For element 3, 3" column, add “Valid range: —32 768 to 16”.

Fopr element 4, 3 column, add “Valid range: —32 768 to 16”.

73.2.6 Processing of received DPDUs

In step e), delete “Additionally, the procedure shall verify that the 8-bit MHR sequenc
néimber is not OxFF. If the 8-bit MHR sequence number is OxFF, the procedure shall retuf
w|th a status of INVALID_SEQUENCE_NUMBER.”

713.3.9 Processing for received TPDUs

I step h), replace “may decrement” with “shall decrement”.

714.4.3.3.2 MIC generation for System_Manager_Join«esponse
Replace the existing formula with the following:

MACTag = HMAC-MMOy j4i,[Output Argumentnumber 1 .. number 7 in Table 23
I EUI'64join_device I Cha”engejoin_device]

Table 62 — Security_Sym_Join_Request data structure

Replace the elements in Table 62 with\the following:

New_Device_EUI64 1 Type: EUI64Address
Classification: Constant
Accessibility: Read only

PL_Subnet_ID 2 Type: Unsigned16
Classification: Static
Accessibility: Read/write

omm_SW_Major_Version 3 Type: Unsigned8
Classification: Static
Accessibility: Read only

omm_SW._Minor_Version 4 Type: Unsigned8
Classification: Static

Accessibility: Read only

128_Bit_Challenge_From_New_Device 5 Type: Unsigned128
Classification: Static
Accessibility: Read/write

Algorithm_ldentifier 6 Type: Unsigned8
Classification: Static
Accessibility: Read only
Default value: 1

MIC 7 Type: Unsigned32
Classification: Static

Accessibility: Read only
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4.5.2.2 Symmetric-key join request

the text following Table 62, after the first bullet (New_Device EUI64), insert the following
ree additional bullets:

DL_Subnet_ID is the DL subnet that the new device is trying to join; it is also the DL
subnet of the advertising router.

Comm_SW_Major_Version is a copy of the DMO Comm_SW_Major_Version attribute; see
Table 10, Attribute 20.

In

In

Table 95 — Delete key method

F

A

F

through 4” with “The MIC-32 is computed over the elements 1 through 6”.

15.4 Proxy security management object methods related to\”the sessign

16.3 Device security management object methods rélated to T-key update

111.3.2 Additional device_security management object methods to support key

Table 96 — Key Policy_Update method

L QOLVAL AA AL - - N DAL O QOVAL A L - Fuaay ) e
CUIMTHTT_o VvV _IVITTTOT _ VETSIOUNT 15 a4 CUOPY Ul S UNVIVU CUTTHTT_oVV _IVITITOT _ VETSIUINT alllToulc, Sge

Table 10, Attribute 21.

the last bullet following Table 62, replace “The MIC-32 is computed over the elements|1

establishment

the 7th bullet following Table 81, delete “assigned in the joining process”.

the 2nd pullet following Table 82, delete “assigned during the.jaining process”.

the 4th bullet following Table 84, delete “assigned in the joining process”.

the 2nd pullet following Table 85, delete “assigned during the joining process”.

br Input Argument number 8, last column, delete “assigned in joining process”.

management
the end of the paragraph.before Table 96, add the following:

Use of the Key Policy Update method shall be limited to changes to SoftLifespan_Ratip.
More general changes of key policy are accomplished by key replacement, as described jn
7.6.

br InputArgument number 10, last column, delete “assigned in joining process”.

9.

1.974.3 Unicast transaction

Delete the 5t paragraph, beginning with "|EEE 802.15.4 permits CCA Mode 3".

9.

1.15.6 Country code

Delete NOTE 1, change "NOTE 2" to "NOTE" (i.e., delete the number), and replace the
paragraph after the deleted NOTE 1 with the following:

When Bit11, Bit13 and Bit14 (ETSI, LBT and FHSS) are all true, operation may need to
switch momentarily to the non-adaptive rules of ETSI EN 300 328 v2.1.1 while sending a
near-maximal-size ACK/NAK DPDU (as short control signaling) within a transaction and
for the immediately following Tx-gap-time of EN-mandated non-transmission, thus
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supporting mode V.4 category 6), where the exact requirements for such momentary
mode-switching are specified.

Table 117 — ACK/NAK DPDU DHR

In the last row, first column, replace "0..3" with "0 or 3".

9.3.5.2.4.2 Advertisement join links

In the text after Table 128, replace the text of item a) as follows:

DauxJoinBackoff. During the join process, DauxJoinBackoff shall be used instead)pf
MaxBackoffExp, following the exponential backoff procedure described in 9.1.8.2.

Table 129 — Defaults for links created from advertisements

In the intersection of DauxJoinRx and Type_SelectiveAllowed, replace 1 with @.a8 shown:

Field name DauxJoinTx DauxJoinRx DauxAdvRx (when
DagxJoinFldXmit.Bit3 =1)

Type-SelectiveAllowed 1 0 1

9[3.5.3.1 General

-~
>

the penultimate paragraph, after “a solicitation’s DMIC shall be built using a security key pf
K| global and a nominal TAIl time of zero”, add “and a source address of zero”.

Table 141 — DLMO attributes

For attribute 5, 4th column, replace “Default value: Null” with “Default value: 0x80”.

For attribute 12, 4th column, replace “Default value: 120 (30 s)” with “Default valu
248 (62 s)”.

()]

Table 148 — dimo.DeviceCapability OctetString structure

Replace the row for Energy Design with the following:

5-8 EnergyDesign (see Table 146)

914.2.23 DLEMO device capabilities

In| the text following Table 148, in the description of « dimo.DeviceCapability. ClockStability
(4ndbullet), replace “absence” with “presence”.

9.4.2.27.1 General

In the 5" paragraph, replace “Such skipped links should be treated as equivalent to NAK for
the applicable channel” with “Such skipped links should be counted as a NoACK for the
applicable channel, that is, they should be counted as unacknowledged DL transmissions in
the ChannelDiag diagnostic”.

9.4.3.5.3 Superframe current timeslot state

Replace the formula for ChOffset (after " The timeslot offset into that channel-hopping cycle
is") with the following:

ChOffset = ((SlotNumAbs — ChBirth) mod ChCycle) / ChRate
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Table 184 — Values for dimo.Link[].Schedule

For Element encoding, 2"9 column, replace "BooleanArray32" with "32-bit BitString".

Table 188 — Diagnostic summary OctetString fields

For ClockSigma, 2"9 column, replace “Type: Integer16” with “Type: Unsigned16”.

Table 229 — TLMO attributes

IEC 62734:2014/AMD1:2019

© IEC 2019

niimber of ports available”.

Atld attribute 11 as follows:

For attribute 2, 3 column, replace in the description “Number of active ports” with “Maxiffiym

TPDUoutOfSecurityPolicies | 11 Used to change the priority
AlertDescriptor of the
TPDUoutOfSecurityPolicies
alert; this alert can also be
turned on or turned off

Type: Alert report
descriptor

Classification: Static

Accessibility:
Read/write

Initial default value:
Alert.report disabled
= True

Alert report priority =
2 (journal)

Valid value set: See
type definition

Table 368 — Device provisioning object

Il the latter part of Table 368, replace,iin the 2" column, attribute identifiers as follows:

Attribute name Attribute identifier
RKI_Certificate_Type 22
FPKI_Root_Certificate 18
Number of PKI_Certificates 19
PKI_Certificate 20
urrent_UTC_Adjustment 21

For attribute 11, in the 4t column, replace “Default value: 0” with “Default value: 1”.

Forattribute 13 in the 4th column_replace ‘Default value: 1” with the ntIm/l/ing'

Default value:
0: if asymmetric key join not supported
1: if asymmetric key join supported

For attribute 16, in the 4t column, replace “Type: BitArray16” with “Type: Unsigned16”.

Table 371 — Device provisioning service object

For attribute 8, in the 4t column, replace “Type: BitArray16” with “Type: Unsigned16”.
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Table B.18 — Routing table size

For Item number RTS3, 3™ column, replace “15” with “5”.

Table B.19 — Address table size

For Item number ATS3, 3" column, replace “15” with “5”.

A

nnex V — Compliance with ETSI EN 300 328 v1.8.1

In

In
fg

R

N
Sp

to
ddg
re
In
\
U

U
tr

4,
ne
tin

R
E
W
m

reg

the annex heading, replace “v1.8.1” with “v2.1.1”.

the 39 paragraph, replace “at least 15 channels” with “at least NC channels, where NC =
r non-adaptive FHSSM and NC = 15 for adaptive FHSSM”.

eplace existing NOTE 3 with the following:

DTE 3 ETSI 300 328:2016 v2.1.1 4.3.1.4 permits “blacklisting” (i.e. blocking) operation on some of the channg
ecified in a FHSSM frequency-hopping schedule, but does not permit the number’of different hopping channg
be reduced to fewer than NC channels. Therefore inclusion of fewer than NC channels in a channel map th
termines the frequency-hopping cycle of selected channels means that thelonly possible remaining operati
himes are those under WBM.

NOTE 4, replace the first sentence with: “These requiréments are ETSI EN 300 328:201
.1.1 4.3.1.7.2 (FHSSM) and 4.3.2.6.3.2.2 (WBM) andcrelated text.”

hder the 5t paragraph, first bullet, replace “< 1ms” with “< 1,056 ms”.

nder the 5th paragraph, third bullet, replace *a given channel” with “a given channel, wheth
hnsmitting or not,”.

eplace existing NOTE 5 with the following:

DTE 5 Tx-sequence-time and Tx-gap-time are defined in ETSI EN 300 328:2016 v2.1.1, 4.3.1.3 (FHSSM) a
B.2.4 (WBM). Dwell time, which-applies to FHSSM, is defined in ETSI EN 300 328 v2.1.1, 3.1. Dwell time
cessarily at least as large as\[x-sequence-time. Dwell time need never be larger than the duration of o
heslot.

eplace existing 67t and 8th paragraphs with the following:

S EN 300 828:2016 v2.1.1, 4.3.2.3.3 (WBM) imposes a power spectral density limit f
BM of 100/dBm/MHz EIRP. Due to the spectrum of the IEEE 802.15.4:2015 2,4 GHz DSS§
odulation,) this constraint limits equipment operating under ETSI EN 300 328 v2.1.1's WB
gulations to a maximum transmit power (total for all active transmit chains after any antenr

alrd beam-forming gain) of 20 mW (+13 dBm) EIRP.

5

Is
Is
at

ng

6

D
-

hd
is
he

ETSI EN 300 328:2016 v2.1.1, 4.3.1.2 (FHSSM) and 4.3.2.2 (WBM) limit maximum transmit
power, after any antenna and beamforming gain, to 100 mW (+20 dBm) EIRP.

ETSI EN 300 328:2016 v2.1.1, 4.3.1.6 (FHSSM) and 4.3.2.5 (WBM) limit the Medium
Utilization of non-adaptive equipment, and of adaptive equipment operating in a non-adaptive
mode, so that the total energy transmitted over any observation interval as specified by EN
300 328 averages < 10 mW (+10 dBm) EIRP. Use of adaptivity removes this restriction on
average transmit power.

In the 9tN paragraph, replace “2012 v1.8.1, 4.3.2.3” with “2016 v2.1.1, 4.3.2.4”.

In the 10" paragraph, replace “2012 v1.8.1, 4.3.1.2” with “2016 v2.1.1, 4.3.1.3”.
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Replace existing 11th, 12th and 13th paragraphs as follows:

The ACK/NAK DPDUs that are sent by D-transaction respondents as immediate responses
(within the same slot) to the Data DPDU sent by the D-transaction initiator can be considered

s “short control signaling” (SCS, ETSI EN 300 328:2016 v2.1.1 4.3.1.7.4 (FHSSM) and
4.3.2.6.4 (WBM)). While LBT is not required before transmitting SCS, ETSI EN 300 328:2016
v2.1.1,4.3.1.7.4.2 (FHSSM) and 4.3.2.6.4.2 (WBM) constrain each instance of SCS to occupy
no more than 10 % of the claimed dwell time. That restriction has an inverse impact on the
minimum timeslot durat|on for the system requmng the tlmeslot duratlon to be mcreased (and
d,
B r

y

o]
a
Lo
Of

non-transmission meets the minimum Tx-gap-time requirement

ETSI EN 300 328:2016 v2.1.1, 4.3.1.4.3 (FHSSM) requirés that each cyclic channel-hopping
sg¢quence contain a minimum of NC channels, whetherlidle or active, where NC = 5 for nop-
agdlaptive FHSSM and NC =15 for adaptive FHSSM. In terms of this document, th|is
rgquirement means that only dimo.Ch entries (Table 160) whose size field has a value of NC
ol greater are suitable for use in FHSSM modé<under ETSI EN 300 328 v2.1.1. Therefor
when channel-hopping sequences with cycle lengths less than NC are used, operation und
Er'SI EN 300 328 v2.1.1 necessarily conformsto the EN’s WBM regulations.

WD

- -

In the 14th paragraph, replace “v1.8.1%with “v2.1.1".
I the 15th paragraph, replace “wt,8.1” with “v2.1.1”,

Uhder the 15t paragraph,replace existing item 6) and its existing NOTE 7 with the following

6) adaptive FHSSM equipment that may momentarily mode-switch to non-adaptiye
operation,when operating as a D-transaction responder (i.e. to send an ACK/NAK
DPDU that is too lengthy to qualify as SCS) with
dlmo.CountryCode.mode=0b"x1101x".

NOTE 7 Sueh. momentarily mode-switching is only required when the ACK/NAK PPDU to be transmitted will
odcupy more-than 10 % of a timeslot, which can only occur when the timeslot is < 10,56 ms and the ACK/NAK
DIPDU's"MKR conveys an EUI-64 source address, or when the timeslot is < 9,28 ms.

Fronritem d) to the end of Annex V, replace all existing text with the following:

d) for operation in mode 2), limiting the total number of transmissions, both of Data
DPDUs and of ACK/NAK DPDUs, such that the mean output power, P, Avg, is

<10 mW (+10 dBm) EIRP over each possible 1,0 s measurement interval;

e) for operation in mode 5), limiting the total number of transmissions, both of Data
DPDUs and of ACK/NAK DPDUs, such that the mean output power, P, Avg, is

<10 mW (+10 dBm) EIRP over each possible of 100-timeslot measurement interval;

f) for operation in modes 2) and 5), meeting the required Tx-gap-time of non-
transmission after transmission of a Data DPDU;

NOTE 9 This constraint is met automatically whenever the timeslot duration is = 8,508 ms in mode 2), or
2 9,256 ms in mode 5).
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g) for operation in modes 2) and 5), and in mode 6) when momentarily operating under
non-adaptive rules, meeting the required Tx-gap-time interval of non-transmission after
transmission of an ACK/NAK DPDU.

NOTE 10 For operation in mode 6), EN 300 328 v2.1.1:2015 4.3.1.6.3 limits the medium utilization for
transmissions of ACK/NAK DPDUs sent while the device is momentarily operating under non-adaptive FHSSM
rules to = 10 %, as measured over any possible 100-timeslot interval. That constraint is met automatically due to
the small percentage of timeslots in which the device could be sending ACK/NAK DPDUs that require momentary
non-adaptive operation, and the relatively short length of those ACK/NAK DPDUs.

For d), e), f), and g), the equipment dynamically monitors its recent activity to avoid

¥ la <l Lol HP S £ 4l 4 HY
tr MoTTuTTy wWiiTcTicvel UUITTTY oU WUUTU VIUTAlLT dlly Ul UITUST LUITTS LN AITItS.

NOTE 11 While a system manager can schedule device activity pessimistically to ensure that d), e), f), and)g) are
alyays met, it is the device's own responsibility to monitor its recent activity and inhibit transmission when/doing o
would violate regulatory constraints. Thus the ultimate responsibility for operation of a collection of.devices regts
with the individual devices themselves, not some remote manager that could be subverted {y_a successful
cyperattack on a single device.

EN 300 328 v2.1.1:2016 specifies Receiver Categories (4.2.3) based on maximum and mean
transmitter output power, P, Max and P ,Avg. Equipment designed. to, operate under thjs
document typically will fall under Receiver Category 1 (4.2.3.2.1)0r"Receiver Category |2
(4.2.3.2.2). The claimed receiver category impacts the Receiver,Blocking requirements, EN
300 328 v2.1.1:2016 4.3.1.12 (FHSSM) and 4.3.2.11 (WBM), that apply to mandated rejectign
ofl out-of-band signals.

For FHSSM, EN 300 328 v2.1.1:2016 specifies requirements on Accumulated Transmit Time
amd Frequency Occupation of each frequency in the hopping schedule (4.3.1.4). Thils
document specifies schedules in terms of virtual ch@annels and provides a knowable, fixed
time-based cyclic mapping of those virtual channgls to real channels. Schedule constructid
fdr networks claiming conformance to this document and operating under categories 4, 5 or
off Annex V of this document take that known'cyclic mapping into account when allocatin
timeslots to transaction initiators, so that the requirements of EN 300 328 v2.1.1:2016 4.3.1
afe met.

H@Q O S

Bibliography

Replace existing reference- “IEEE Std 802.15.4e-2012” with the following:
IHEE Std 802.15.4™-2015, IEEE Standard for Low-Rate Wireless Networks
Replace existing reference "ETSI EN 300 328" with the following:

ETSI EN,300°328 v2.1.1 (2016-11), Wideband transmission systems; Data transmission
equipment-operating in the 2,4 GHz ISM band and using wide band modulation techniques;
Hermonjsed Standard covering the essential requirements of article 3.2 of Directiye
2014/53/EU
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Le présent amendement a été établi par le sous-comité 65C: Réseaux industriels, du comité
d'études 65 de I'lEC: Mesure, commande et automation dans les processus industriels.

Le texte de cet amendement est issu des documents suivants:

FDIS

Rapport de vote

a

e

s modifié avant

e | reconduite,

e | supprimée,

e | amendée.

65C/965/FDIS

65C/970/RVD

LI rapport de vote indiqué dans le tableau ci-dessus donne toute information sur le yote ayant
outi a I'approbation de cet amendement.

Le comité a décidé que le contenu de cet amendement et de la publication\de base ne sefa

la date de stabilité indiquée sur le

site web” de I'IEC sods

ttp://webstore.iec.ch" dans les données relatives a la publication recherchée. A cette dat,
lal publication sera:

e | remplacée par une édition révisée, ou

REMPLACEMENTS GENERAUX

Dgns I'ensemble du document, remplacer les références a 'lEEE 802.15.4:2011 comme suit

Emplacement Remplacer Par
4.6.10.2.8 “IEEE 802.15.4:2011” “IEEE 802.15.4"
§.3.5.2, 6° tiret “IEEE 802.15.4¢” “IEEE 802.15.4"
1.3.1.2, 1°" afinéa “IEEE 802.15.4:2011, 7.4.1” “IEEE 802.15.4-2015, 9.4.1”
1.3.1.2, 4% alinéa “IEEE 802.15.4:2011, Tableau 58” “IEEE 802.15.4-2015, Tableau 9-6[

1.3,2,8.2, 1°" alinéa

“IEEE 802.15.4:2011, 7.4.3”

“IEEE 802.15.4-2015, 9.4.3”

1-3:2.4-404%¢ huce “|IEEE 802 154:2011_7 3 2” “|EEE 802 154-2015 932 1"
7.3.2.5, étape i), (4 fois) “IEEE 802.15.4:2011, 7.3.4” “IEEE 802.15.4-2015, 9.3.4”
7.3.2.5, étape i)1) “IEEE 802.15.4:2011, Tableau 58” “IEEE 802.15.4-2015, Tableau 9-6”
7.3.2.6, étape f), (4 fois) “IEEE 802.15.4:2011, 7.3.5” “IEEE 802.15.4-2015, 9.3.5”
7.3.2.6, étape f)1) “IEEE 802.15.4:2011, Tableau 58” “IEEE 802.15.4-2015, Tableau 9-6”
7.3.2.6, étape f)1) “IEEE 802.15.4:2011, 5.2.2.2.2” “IEEE 802.15.4-2015, 7.3.2.2
7.3.2.6, étape f)2) “IEEE 802.15.4:2011, Tableau 57" “IEEE 802.15.4-2015, Tableau 9-5”
7.3.3.8, étape i), (4 fois) “IEEE 802.15.4:2011, 7.3.4” “IEEE 802.15.4-2015, 9.3.4”
7.3.3.8, étape i)1) “IEEE 802.15.4:2011, Tableau 58" “IEEE 802.15.4-2015, Tableau 9-6”
7.3.3.9, étape g), (4 fois) “IEEE 802.15.4:2011, 7.3.5” “IEEE 802.15.4-2015, 9.3.5”
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Emplacement Remplacer Par
7.3.3.9, étape g)1) “IEEE 802.15.4:2011, Tableau 58” “IEEE 802.15.4-2015, Tableau 9-6”
7.3.3.9, étape g)1) “IEEE 802.15.4:2011, 5.2.2.2.2” “IEEE 802.15.4-2015, 7.3.2.2
7.3.3.9, étape g)2) “IEEE 802.15.4:2011, Tableau 57~ “IEEE 802.15.4-2015, Tableau 9-5”
8.2.2.5, 3% alinéa “IEEE 802.15.4:2011, 8.1.5” “IEEE 802.15.4-2015, 10.1.5”
8.2.3.2, 1°" alinéa “IEEE 802.15.4:2011, Tableau 66” “IEEE 802.15.4-2015, Tableau 10-4”
9.3.2.1, NOTE “IEEE 802.15.4:2011” “IEEE 802.15.4-2015"
9.3.2.1, 5% alinéa IEEE 802.15.4:2011 IEEE 802.715.4
9.3.3.1, 1°" alinéa “IEEE 802.15.4:2011, 5.2.2.2” “IEEE 802.15.4-2015, 7.3.2;
9.3.3.1, 1°" alinéa “IEEE 802.15.4:2011, 5.2.1 et “IEEE 802.15.4-2015, 7,2 et’7.3.2’

5.2.2.2”
9.3.3.1, 2¢ alinéa “IEEE 802.15.4:2011, 5.2.1.2” “IEEE 802.15.4-2045,7.2.2"
9.3.3.1, 3¢ alinéa “IEEE 802.15.4:2011, 5.2.3” “IEEE 802.1514-2015, 7.3.3”
9.3.3.1, 3¢ alinéa “IEEE 802.15.4:2011, 5.2.1.1.8” “IEEE 802.15.4-2015, 7.2.1.10”
9.3.3.2, 1°" alinéa “IEEE 802.15.4:2011, 5.2.1” “IEEE802.15.4-2015, 7.2”
9.3.3.2, 1°" alinéa “IEEE 802.15.4:2011, Figure 35” “|EEE 802.15.4-2015, Figure 7-1"
9.3.3.2, champ a) “IEEE 802.15.4:2011, 5.2.1.1” ‘|IEEE 802.15.4-2015, 7.2.1”
11.3.2, 3° alinéa “IEEE 802.15.4:2011, Annexe B’ “IEEE 802.15.4-2015, Annexe B”
3.11.2.6, d) “IEEE 802.15.4:2011” “IEEE 802.15.4"

Tableau B.5, 3¢ en-téte de colonne “IEEE 802.15.4:2011”, “IEEE 802.15.4-2015"
H.1.4, 1°" alinéa “IEEE 802.15.4:20°M, B.3.2” “IEEE 802.15.4-2015, B.3.2”

AUTRES REMPLACEMENTS

03 Droits de propriété potentiellement applicables

Dgns la cellule d) du tableau“qui renseigne les coordonnées du détenteur des droits de
propriété de Yokogawa Electric Corporation, remplacer “Musashina-shi” par “Musashino-shi”

2| Reéférences normatives

Remplacer la wéférence a I'lEEE 802.15.4™:2011 par “IEEE Std 802.15.4™-20152, |EHE
Standard forsL.ow-Rate Wireless Networks”.

416.111 Vue d’ensemble

Remplacer la NOTE 3 existante par la note suivante:

NOTE 3 L'IEEE 802.15.4 spécifie des mécanismes de saut de voies et de saut de voies en fonction du temps
(TSCH, time-slotted channel hopping) qui sont similaires, mais pas identiques, a plusieurs des mécanismes DL
spécifiés dans le présent document.

Tableau 7 — Attributs ARMO

Pour Iattribut 2, 4¢ colonne, ajouter “Plage valide: —4 a 32 767",

Tableau 10 — Attributs du DMO

Pour I’attribut 8, 4¢ colonne, ajouter “Valeur par défaut: chaine nulle (longueur zéro)”.
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Pour I'attribut 27, 4¢ colonne, ajouter “Valeur par défaut: 248 s”.

Pour lattribut 29, 4¢ colonne, remplacer “Valeur par défaut: 30 s” par “Valeur par défaut:

62 s”.

Tableau 19 — Méthode Proxy_System_Manager_Join

Ajouter I'argument d’entrée 11 comme suit:

—+
—+

Comsortium_imnfo

Type—Ursigrnedd

Fourmitdesmformationrsspecifiquesau
Consortium provenant de l'appareil de
rattachement, qui ne sont pas spécifiées
dans le présent document

Remplacer les arguments de sortie 7 et 8 existants par les suivants:

7 Assigned_Max_TSDU_Size | Type: Indique la TSDU maximale prise en charge
Unsigned16 en octets qui peat étre convertie par la
source en taille d’/APDU maximale en
prenant en, compte les tailles de la TL, de
la sécurité,\des en-tétes d'AL et du TMIC
8 MIC Type: Cette valeur est utilisée pour protéger les

OctetString4

arguments 1 & 7 avec la clé de
rattachement. Cette valeur de MIC est
générée par le gestionnaire de sécurité. Lg
routeur d'annonce ne doit pas écraser en
écriture cette valeur. Voir 7.4.4.3.3.2

Tableau 23 — Méthode System_Manager_Join

AJouter 'argument d’entrée 11 comme Ssuit:

11

Consortium_Info

Type:
Unsigned8

Fournit des informations spécifiques au
Consortium provenant de l'appareil de
rattachement, qui ne sont pas spécifiées
dans le présent document

Remplacer les arguments de sortie 7 et 8 existants par les suivants:

Assigned_Max_TSDU_Size

Type:
Unsigned16

Indique la TSDU maximale prise en charge
en octets qui peut étre convertie par la
source en taille d'APDU maximale en
prenant en compte les tailles de la TL, de
la sécurité, des en-tétes d'AL et du TMIC

MIC

Type:
OctetString4

Cette valeur est utilisée pour protéger les
arguments 1 a 7 avec la clé de

|attauhc|||cllt. Cvttv Va:UUI dU PV‘I:C vot
générée par le gestionnaire de sécurité. Le
routeur d'annonce ne doit pas écraser en
écriture cette valeur. Voir 7.4.4.3.3.2

Tableau 27

renouvellement de contrat

Méthode du SCO pour

I'établissement, la modification ou le

Pour I'argument d’entrée 16, 5° colonne, ajouter “Plage valide: —32 768 a 16”.

Pour I'argument d’entrée 17, 5° colonne, ajouter “Plage valide: —-32 768 a 16”.
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Pour I'argument de sortie 13, 5¢ colonne, ajouter “Plage valide: —32 768 a 16”.
Pour I'argument de sortie 14, 5¢ colonne, ajouter “Plage valide: —-32 768 a 16"
Pour I'argument de sortie 24, 5¢ colonne, ajouter “Plage valide: —32 768 a 16”.

Pour I'argument de sortie 25, 5¢ colonne, ajouter “Plage valide: —32 768 a 16”.

Tableau-30—Structure-de-donnéesGContract_Data

Pbur I’élément 15, 3% colonne, ajouter “Plage valide: —32 768 a 16”.
Pbur I’élément 16, 3¢ colonne, ajouter “Plage valide: —32 768 a 16”.
Tableau 31 — Structure de données New_Device_Contract_Response
Pbur I’élément 3, 3° colonne, ajouter “Plage valide: —32 768 a 16”.

Pbur I’élément 4, 3° colonne, ajouter “Plage valide: —32 768 a 167

7]3.2.6 Traitement des DPDU recgues
Al lI'étape e), supprimer “En plus, la procédure doit vérifier que le numéro de séquence ¢

MHR de 8 bits n’est pas OxFF. Si le numéro de séquence du MHR de 8 bits est OxFF,
plocédure doit retourner avec un statut INVALID SEQUENCE_NUMBER.”

7]3.3.9 Traitement pour les TPDU regues

All’étape h), remplacer “peut décrémenteripar “doit décrémenter”.

~

14.4.3.3.2 Génération de MIC pour la réponse de System_Manager_Join
Remplacer la formule existantexpar la suivante:

MACTag = HMAC-MM@g-jin[Argument de sortie numéro 1 .. numéro 7 dans le Tableau 2
I EUI'64join_device I ChalI('mgejoin_device]

Tableau 62 — Structure de données Security_Sym_Join_Request

Remplacer les‘éléments du Tableau 62 par les suivants:

3

New_Device)EUI64 1 Type: EUI64Address
Classification: Constant
Accessibilité: Lecture seule

P
N

I Ll H WAl

T y'JU. UIIOIHIIUU Y
Classification: Static
Accessibilité: Lecture/écriture

Comm_SW_Major_Version 3 Type: Unsigned8
Classification: Static
Accessibilité: Lecture seule

Comm_SW_Minor_Version 4 Type: Unsigned8
Classification: Static
Accessibilité: Lecture seule

128_Bit_Challenge_From_New_Device 5 Type: Unsigned128
Classification: Static

Accessibilité: Lecture/écriture
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Algorithm_ldentifier 6 Type: Unsigned8

Classification: Static
Accessibilité: Lecture seule
Valeur par défaut: 1

MIC 7 Type: Unsigned32

Classification: Static
Accessibilité: Lecture seule

P

14.5.2.2 Demande de rattachement a clés symétriques

|5.4 Méthodes d'objet proxy de gestion de sécurité relatives a I'établissement de

16.3 Méthodes de I'objet de gestion de sécurité d'appareil relatives a la mise a jour de

Tableau 95 — Méthode Delete_key

ans le texte qui suit le Tableau 62, apres la premiere puce (New_Device EUI64), insérer lgs
Dis puces supplémentaires suivantes:

t

DL_Subnet_ID est le sous-réseau DL que le nouvel appareil tente de rattacher; il s'ag
également du sous-réseau DL du routeur d'annonce.

Comm_SW_Major_Version est une copie de l'attribut de DMO Comm.SW_Major_Versiop;
voir Tableau 10, attribut 20.

Comm_SW_Minor_Version est une copie de l'attribut de DMO,Cemm_SW_Minor_Versiop;
voir Tableau 10, attribut 21.

ans la derniere puce apres le Tableau 62, remplacer “Le MICG-32 se calcule sur les élémenfs
a 4” par “Le MIC-32 se calcule sur les éléments 1 a 6”.

by

session

ans la 7% puce aprés le Tableau 81, ~\supprimer “assigné dans le processus de
ttachement”.

ans la 2¢ puce apres le Tableaut82, supprimer “assigné au cours du processus de
ttachement”.

cléT

ans la 4 puce apres le Tableau 84, supprimer “assigné dans le processus de
ttachement”.

ans la 2¢ puce apres le Tableau 85, supprimer “assigné au cours du processus de
ttachement?.

DUk l’::rgumpnf d’entrée numéro 8 derniere calonne Qu'n,nrimpr “:a':e.igné dans le pracessis

de rattachement”.

7.

A

11.3.2 Méthodes complémentaires d'objet de gestion de sécurité d'appareil pour
prendre en charge la gestion de clé

la fin de l'alinéa avant le Tableau 96, ajouter ce qui suit:
L'utilisation de la méthode Key_ Policy_Update doit se limiter aux modifications apportées

a SoftLifespan_Ratio. Les modifications d'ordre général de la politique de clé sont
effectuées par remplacement de clé, comme décrit en 7.6.
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Tableau 96 — Méthode Key_Policy_Update

Pour I'argument d’entrée numéro 10, derniére colonne, supprimer “assigné dans le processus
de rattachement”.

9.1.9.4.3 Transaction en monodiffusion
Supprimer le 5¢ alinéa, commencant par "LU'|EEE 802.15.4 permet au Mode 3 CCA".

91156 Code de pays

Supprimer la NOTE 1, remplacer la "NOTE 2" par "NOTE" (supprimer le numéro),” pt
rdmplacer I'alinéa aprés la NOTE 1 supprimée par le suivant:

Lorsque le bit 11, le bit 13 et le bit 14 (ETSI, LBT et FHSS) se vérifient tous,{'exploitatign
peut nécessiter de basculer momentanément vers les régles non adaptatives de I'ETHI
EN 300 328 v2.1.1 pendant I'envoi d'une DPUD ACK/NAK de taille presque maximale (gn
tant que short control signaling) au sein d'une transaction et pour le Tx-gap-time d'une
non-émission mandatée-EN suivant immédiatement, prenant ainsinen charge le mode
décrit en V.4 catégorie 6), ou sont spécifiées les exigences pouryné telle modification de
mode momentanée.

Tableau 117 — DHR de DPDU ACK/NAK

Alla derniére ligne, premiére colonne, remplacer "0..3" paf~0 ou 3"

913.5.2.4.2 Liaisons de rattachement d'annonce
Dgns le texte qui suit le Tableau 128, remplacer I€ texte du point a) comme suit:

DauxJoinBackoff. Au cours du processus."de rattachement, le DauxJoinBackoff doit étfe
utilisé a la place du MaxBackoffExp,en’suivant la procédure de repli exponentiel décrite
en 9.1.8.2.

Tableau 129 — Valeurs par défaut\pour les liaisons créées a partir d'annonces

All'intersection de DauxJoinRx et Type_SelectiveAllowed, remplacer 1 par 0 comme indiqué:

Nom de champ DauxJoinTx DauxJoinRx DauxAdvRx (lorsque
DauxJoinFldXmit.Bit3 =1)

Type-SelectiveAllowed 1 0 1

9)3.5.3.1 <Geénéralités

Dpns [‘avant-dernier alinéa, aprés “le DMIC d'une sollicitation doit étre construit en utilisapt
umeclé/de sécurité de K_global et un temps TAI nominal de zéro”, ajouter “et une adresse de
source de zéro”.

Tableau 141 — Attributs du DLMO

Pour I'attribut 5, 4 colonne, remplacer “Valeur par défaut: Null” par “Valeur par défaut: 0x80".

Pour lattribut 12, 4¢ colonne, remplacer “Valeur par défaut: 120 (30 s)” par “Valeur par
défaut: 248 (62 s)”.
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Tableau 148 — Structure de I'OctetString dimo.DeviceCapability

Remplacer la ligne EnergyDesign par la suivante:

5-8 EnergyDesign (voir Tableau 146)

9.4.2.23 Capacités de I'appareil de DLMO

Dans le texte qui  suit e Tableau 148, dans la description de

» imo.DeviceCapability. ClockStability (2¢ puce), remplacer “absence” par “présence”.

914.2.27.1 Généralités
Al 5¢ alinéa, remplacer “ll convient que de telles liaisons sautées soient traitées comni
sgoient comptées comme NoACK pour la voie applicable, c'est-a-dire qu'ik convient qu'ell

sgient comptées comme des transmissions DL non acquittées ~dans le diagnos
ChannelDiag”.

9)4.3.5.3 Etat courant des intervalles de temps de supertrame

Remplacer la formule pour ChOffset (aprés " Le décalage d’intervalle de temps dans ce sa
d¢ voie est") par la suivante:

ChOffset = ((SlotNumAbs — ChBirth) mod ChCycle) {_’ChRate
Tableau 184 — Valeurs pour dimo.Link[ ].Schedule

Ppur Codage d’élément, 2¢ colonne, remplacen"BooleanArray32" par "BitString de 32 bits".

Tableau 188 — Champs de I'OctetString."Summary” de diagnostic

Ppur ClockSigma, 2¢ colonne, remplacer “Type: Integer16” par “Type: Unsigned16”.

Tableau 229 — Attributs de TLMO

Ppur lattribut 2, 3¢ colonne, remplacer dans la description “Nombre de ports actifs” p
“Nombre maximal de ports disponibles”.

AJouter I'attribut (11 Comme suit:

I'¢quivalent du NAK pour la voie applicable” par ‘1l convient que de telles diaisons sauté;s
i

e

ic

ut

TPDUoutOfSecurityPolicies | 11 Utilisé pour modifier la Type: Alert report -
AlertDescriptor priorité de l'alerte descriptor
TPDUoutOfSecurityPolicies; — -
cette alerte peut également | Classification: Static
étre activée ou désactivée

Accessibilité:

HuH

Valeur par défaut
initiale: Alert report
disabled = True

Alert report priority =
2 (journal)

Ensemble de valeurs
valides: Voir
définition de type
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