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Part 41: Standard transfer specification (STS) —
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FOREWORD

he International Electrotechnical Commission (IEC) is a worldwide organization for standardizatiop/eomp
| national electrotechnical committees (IEC National Committees). The object\ of IEC s, to prg

is end and in addition to other activities, IEC publishes International Standards,\Techricak Specifica
echnical Reports, Publicly Available Specifications (PAS) and Guides (hereafter, referred\ toas
ublication(s)”). Their preparation is entrusted to technical committees; any [EC Natior\lal ommitteé inter
the subject dealt with may participate in this preparatory work. International, 'Qovernmental and
bvernmental organizations liaising with the IEC also participate in this prepatation) IEC coltaborates cl
th the International Organization for Standardization (ISO) in accordance (With conditions determing
preement between the two organizations. Q-

X

he formal decisions or agreements of IEC on technical mattérs express, as nearly as possible, an interna
nsensus of opinion on the relevant subjects since each tedhnjcal/committee_has representation fro
terested IEC National Committees. /

C Publications have the form of recompiendations for international yse.and are accepted by IEC Na
ommittees in that sense. While all reasonable efforts are_made, to ensure that the technical content o
ublications is accurate, IEC cannot be held responsiblefor ‘the.way/in which they are used or fo
isinterpretation by any end user. )

order to promote international uniformity, IEC Natio\al Committees undertake to apply IEC Publicg
hnsparently to the maximum_extent possible \in their national’ and regional publications. Any diverd
ptween any IEC Publication and. the“correspondingational or regional publication shall be clearly indica
e latter.
N

\
C itself does not provide any“attestation, oficenformity! Independent certification bodies provide confg
Esessment services and, in“some. areas,.atcess™Mo IEC marks of conformity. IEC is not responsible fo
brvices carried out by independent certifieationbodies.

| users should ensare'that they haveithe latest edition of this publication.

o liability shall attach to [EC or(ts \directors, employees, servants or agents including individual expert
embers of its teChnicahcommittees and |IEC National Committees for any personal injury, property dama
her damage_of ‘any ‘nature ‘whatsoevefr, whether direct or indirect, or for costs (including legal fees
penses arising._out of tthes publication, use of, or reliance upon, this IEC Publication or any othe
Liblications PR\

tention issdrawnto_thie Normative references cited in this publication. Use of the referenced publicatig
dispensable forgth&Correct application of this publication.

~

Thi

redline-version of the official IEC Standard allows the user to identify the chan

ising
mote

ternational co-operation on all questions concerning standardization in the eleetrical and etectronic fields. To

ions,
“IEC
psted
non-
psely
d by

ional
m all

ional
f IEC
any

tions
ence
ed in

rmity

I any

and
ge or
and
IEC

ns is

ges

made to the previous edition. A vertical bar appears in the margin wherever a chgnge
has|beén made. Additions are in green text, deletions are in strikethrough red text.
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International Standard IEC 62055-41 has been prepared by IEC technical committee 13:

Elec

trical energy measurement and control.

This second edition cancels and replaces the first edition issued in 2007. It constitutes a
technical revision. The main technical changes with regard to the previous edition are as
follows:

e Class 2 token is extended to include credit transfer for gas and water with associated
extensions in the display/test tokens.

o MfrCode is extended from 2 to 4 digits.

o
\

Full

votir

- P3

This

The
the
relat

L I

vith TID roll-over procedures.

he revised set of base dates.

text of this standard is based on the following documents:

\ code of practice for the management of TID roll-over key changés

bome clarifications and additional examples have been added.

Cbv

13/1530/CDV

publication has b

committee
stability dateNnidi

ed to the specifis

'hree token identifier base dates are defined to provide for more frequent key champges

eciation with

—

on

ring

until
Hata
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INTRODUCTION
Particular requirements — Static payment meters for active energy (classes 1 and 2)

systems, point of sale systems, token carriers, payment meters and the respective interfaces
Framework for standardization

that exist between these entities. At the time of preparation of this standard, IEC 62055
comprised the following parts, under the general title, Electricity metering — Payment systems:

The IEC 62055 series covers payment systems, encompassing the customer information

Part 21:
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The token carrier, which is not specified in this part of IEC 62055, is the physical device or
medium used to transport the information from the POS equipment to the payment meter.
Three types of token carriers are currently specified in IEC 62055-51 and IEC 62055-52; the
magnetic card, the numeric token carrier and a virtual token carrier, which have been
approved by the STS Association. New token carriers can be proposed as new work items

through the National Committees or through the STS Association.
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Although the main implementation of the STS is in the electricity supply industry, it inherently
provides for the management of other utility services such as water and gas. It should be
noted that certain functionalities may not apply across all utility services, for example,
MaximumPowerLimit in the case of a water meter. Similarly, certain terminology may not be
appropriate in non-electrical applications, for example, Load Switch in the case of a gas
meter. Future revisions of the STS may allow for other token carrier technologies like smart
cards and memory keys with two-way functionality and to cater for a real-time clock and
complex tariffs in the payment meter.

Not all the requirements specified in this standard are compulsory for implementation in a
particular _system configuration and as a guideline, a selection of optional configuration
pargmeters are listed in Clause C.11.

ThelSTS Association has established D-tvne ligisonwith workina - aroun\15 of IKCEXIC 1R for

e o+o-ASSecatHonnRasestabHsheao-typeHatSoR—WHR-WoRdRg—groppio ot n_\.;‘1 o—p—+OH

the Hevelonment of standards within the scone-of the STS and-is tkus r&\nel le_fod the

the—fpeveto et—o+—SsStanaaras HHA—the—Sscope—otrtheotoahRaiS S HEe—+oH—the
i o N = N . - = e o X 1 A

ma

Publication of IEC 62055-41 Ed 1 in May 2007 resujted in it id adoption as the prefgrred
globfal standard for prepayment meters in many IE & } jori IEC
affilirte member countries. nent
Sysfems are now produced, operated eter

manfufacturers, meter operators,
instifutions and adjacent industries. gsts are served by the STS
Assgciation comprising of more tha oxgaisations located in over 24 countfies.
Intefoperability and conformance to the S ansfer System (STS) are guaranteefl by
Conformance test specificAti =y \nistered by the STS Association. A full
list ¢f the STS Associatio ' Ppitp://www.sts.org.za.

, vending agents, banking

Developed originglly 8 icy meters in Africa — via an IEC TC13 WG1p D-
type] liaison with ; iat FC standard now serves more users in Asia fhan
Afriga, with a tota ARPXOXiM 5 milion meters operated by 400 utilities in 30 countfies.

Manjagement of theg A administered by the STS Association in fulfilmept of

its r 3 § Registragion Authority.

Gloh S f pout an urgent need to extend the range of the numefical
ele sataineg-i 62055-41 tables. In particular, the range of manufacturer numpers
need to gpdeth beypnd the 99 numbers originally provided. Also, application of| the
standard ha n \extefided to cater for multi-energy systems including gas and water

meters. Acgordingly, phere is a need to ensure that the content of IEC 62055-41 is maintajned
to cater forthis markét growth and multi-energy extensions.

SeveralMcorrections and clarifications are also required to bring Ed 1 up to date with cufrent
practice. This was considered by TC13 WG15 at its meeting on the 20 September 2012 in
London, where it was agreed that IEC 62055-41 should be revised.

Only the most urgently required revisions have been incorporated in Edition 2 due to timing
constraints, but it is anticipated that Edition 3 will consider further revisions to incorporate the
following functionalities:

e Currency transfer

e Enhanced security on par with contemporary industry practice

e Complex functions fully harmonized with DLMS/COSEM suite

e Decentralized key management system with distributed architecture

e Conformance certification test suite in conjunction with IECEE CB scheme
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The International Electrotechnical Commission (IEC) draws attention to the fact that it is
claimed that compliance with this document may involve the use of a patent concerning
special reserved token identifier given in 6.3.5.2.

IEC takes no position concerning the evidence, validity and scope of this patent right.

The holder of this patent right has assured the IEC that he/she is willing to negotiate licences
either free of charge or under reasonable and non-discriminatory terms and conditions with
applicants throughout the world. In this respect, the statement of the holder of this patent right
is registered with IEC. Information may be obtained from:

Addrgss:  Itron Measurement and Systems, P.O. Box 4059, TygerValley 7536, Republic of South Africa A

Tel: +27 21 928 1700 Q}’

Fax: +27 21 928 1701

Webgite:  http://www.itron.com

Addrgss:  Conlog (Pty) Ltd, P.O. Box 2332, Durban 4000, Republic of Squth %

Tel: +27 31 2681141

Fax: +27 31 2087790

Webgite:  http://www.conlog.co.za

Atteption is drawn to the possibility tha Q ¢ . the
subject of patent rights other than tho§e ident : e for

idenftifying any or all such patent rights.

ISO|(www.iso.org/patents) and |IEC (http . )
patdgnts relevant to their staqdards L the
mosf up to date informati

Thel International Elegtro } PRMiSS (IEC) draws attention to the fact that
claimed that c ia i i

of

U7

it is
Standard may involve the use ¢f a

maintenance ser ing ryption key management and the stack of protocol$ on
whidh the present i Stargdqrd IEC 62055-41 is based [see Clause C.1]. The|lEC

takefs no position ¢ g 1 ce, validity and scope of this maintenance service|
The|provide N service has assured the IEC that he is willing to provide
servjces S 2nd non-discriminatory terms and conditions with applicpnts
thropghos ) respect, the statement of the provider of the maintenance service
is rejgistered Information may be obtained from:

Addfess:
Tel: Q/C)+27 11 061 5000

Association, P.O. Box 868, Ferndale 2160, Republic of South Africa

Fax:

Email:

TZ7 00 7Y 40UU

sts@vdw.co.za

Website: http://www.sts.org.za
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ELECTRICITY METERING - PAYMENT SYSTEMS -

Part 41: Standard transfer specification (STS) —
Application layer protocol for one-way token carrier systems

1 Scope

This| part of IEC 62055 specifies the application layer protocol of the STS for transferring\Uinits

of cfedit and other management information from a point of sale (POS) syst b T S-

compliant payment meter in a one-way token carrier system. It is Pymarily \ for

application with electricity payment meters without a tariff employi ens,

but may also have application with currency-based token systems § than

electricity.

It specifies:

e B POS to token carrier interface structured wijt d a
physical layer protocol using the OSI model as réferg

. kens for the application layer protqcol to transfe i S to
he payment meter;

. ecurity functions and processes in\the app dard
ransfer Algorithm and the Data Encryptio and

. eter

[ )

o Cess

[ )

[ ]

[ ]

. the

e ¢ode of practice apd maintenance support services from the STS Association.

It is|inteénded for use by manufacturers of payment meters that have to accept tokens |that

complywith the STS and also by manufacturers of POS systems that have to produce 3$TS-

com'g' I ) I — X ) R 626555 .

STS-compliant products are required to comply with selective parts of this International
Standard only, which is the subject of the purchase contract (see also Clause C.11).

NOTE-4+ Although developed for payment systems for electricity, the standard also makes provision for tokens
used in other utility services, such as water and gas.
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2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the Ilatest edition of the referenced document (including any
amendments) applies.

IEC 60050 (all parts), International Electrotechnical Vocabulary (available at
<http://www.electropedia.org>)

IEC nic
me to
me 313
Typ4 yge-of
instt

IEC62051:1999, Electricity metering — Glossary of terms

IEC62055-21:2005, Electricity metering — Payment sys for
stanldardization

IEC iire-
men|

IEC sfer
spe( bken
carrlers

IEC [62055-52:2008, Electrici & sfer
spegification (STS) — I ocal
confection

ISOfIEC 7812-1:2;; ring
system

ISO tion
and

ANSI X3.9 g 1 onal
Stan

FIP$ PUB," 46-3:1999, Federal Information Processing Standards Publication — Data
Encrtyption Standard

3 Terms, definitions and abbreviations

3.1 Terms and definitions
3114 —General

For the purposes of this document, the terms and definitions given in—+EC60050-300
IEC 60050, IEC 62051, IEC 62055-31 as well as the following apply.

NOTE Where there is a difference between the definitions in this standard and those contained in other
referenced |IEC standards, then those defined in this standard-shall take precedence.

The term “meter” is used interchangeably with “payment meter”’, “prepayment meter’ and “decoder”, where the
decoder is a sub-part of an electricity payment meter or a multi-part payment meter.
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The term “POS” is used synonymously with “CIS”, “MIS” and “HHU” in the sense that tokens may also be generated
by, and transferred between these entities and the payment meter.

The term “utility” is used to signify the supplier of the service in a general sense.ln the liberalized markets the
actual contracting party acting as the “supplier” of the service to the consumer may not be the traditional utility as
such, but may be a third service provider party.

3.1.1

companion specification

specification managed by the STS Association, which defines a specific instance of a
MeterFunctionObject (see 5.5 and Clause C.8)

3.1.2
decoder

part|of the TokenCarrierToMeterinterface of a payment meter that pe
the |application layer protocol and, which allows token-based traf
between a POS and the payment meter

s of
lace

3.1.3
meter serial number
num

Note il ina

multi

3.1.4
tok¢
subsg
of th
the
toke

PDU
d to
of a

or quality of service to be delivered to the consumer under control of the payment meter (in
terms of current practice this means tokens of Class 0 and Class 2)

3.1.8
supported
the ability to perform a defined function

Note 1 to entry: If a supported function is disabled, it remains supported.

3.2 Abbreviations
ANSI American National Standards Institute
APDU ApplicationProtocolDataUnit
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CA CertificationAuthority

CcC CountryCode

CIS Customer Information System

CM CryptographicModule

CMAC CryptographicModuleAuthenticationCode

CMID CryptographicModuleldentifier

COP Code of practice

CRC CyclicRedundancyCode

DAd DeviceAuthenticationCode

DCTK DecoderCommonTransferKey

DD Discretionary Data

DDTK DecoderDefaultTransferKey

DEA Data Encryption Algorithm

DES Data Encryption Standard

DITK DecoderlnitializationTransferKey

DK DecoderKey

DKGA DecoderKeyGenerationAlgorithm

DKR DecoderKeyRegister

DOEH Date OfExpiry

DRN DecoderReferenceNumbef [known gs ter number” in systems in use pripr
to the development of this

DSN DecoderSerig

DUTK Decoder
EA Encryptio
ECB EIe@'
ETX '

FAG

FIP$

FOIN

FS

GPRS

GSM ystem For Mobile Communications
HHU HandHeldUnit

1Al IndividualAccountlidentiiicationNumbper
ID Identification; Identifier

IIN IssuerldentificationNumber

ISDN Integrated Services Digital Network
ISO International Standards Organisation
ISO BIN Replaced by IIN

KCT KeyChangeToken

KEK KeyExchangeKey

KEN KeyExpiryNumber

KLF KeyLoadFile


https://iecnorm.com/api/?name=13f8db7d86dc109d8506a8e288227f8e

IEC 62055-41:2014 RLV © IEC 2014 -17 -

KMC
KMI
KMS
KRN
KT
LAN
LRC
MFO

KeyManagementCentre
KeyManagementinfrastructure
KeyManagementSystem
KeyRevisionNumber

KeyType

Local Area Network
LongitudinalRedundancyCheck
MeterFunctionObject

Mfr

Mil

MIS
MPL
MPRUL
NIST
NKHO
NKLO
NWIP
osil
PAN
PLC
POS
PRN
PSTN
RN
RO
SG
SG(C
STA
STS
STSA
STX
TCQU
TCT

Manufacturer

MajorIindustryldentifier

Management Information System
MaximumPowerLimit
MaximumPhasePowerUnbalanceLimit
National Institute of Standards and Technolo
NewKeyHighOrder bits

NewKeyLowOrder bits

New Work Item Proposal
Open Systems Interconnéctic
PrimaryAccountNumber

Power Line Carrier
PointOfSale
Printer

TokenCarrierDataUnit

TokenCarrierType

TDEA
Tl

TID
uc
VCDK
VDDK
VK
VUDK
WAN
XOR

Triple Data Encryption Algorithm
Tariffindex

Tokenldentifier

UtilityCode
VendingCommonDESKey
VendingDefaultDESKey
VendingKey
VendingUniqueDESKey

Wide Area Network

Exclusive Or (logical)
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Notation and terminology

Throughout this standard the following rules are observed regarding the naming of terms:

entity names, data element names, function names and process names are treated as

generic object classes and are given names in terms of phrases in which the words

are

capitalized and joined without spaces. Examples are: SupplyGroupCode as a data

element name, EncryptionAlgorithm07 as a function name and TransferCredit a
process name (see note);

S a

direct (specific) reference to a named class of object uses the capitalized form, while

eneral (non-specific) reference uses the conventional text i.e. lower case form

bf meters”, while an example of a general reference is: “A supply group
ending key”;

other terms use the generally accepted abbreviated forms like Public\Swit(
Telephone Network.

with

Epaces. An example of a direct reference is: “The SupplyGroupCode is linked to a‘gfoup
ode links [to a

hed

NOTE The notation used for naming of objects has been aligned with the §o calted\camel-nqtation” used ip the

common information model (CIM) standards prepared by IEC TC 57, in g k ili yrmonization and
integfation of payment system standards with the CIM standards.

4 Numbering conventions

In this standard, the representation of y the
least significant bit is to the right, and<the mo

Numbering of bit positions start with bit"position cant
bit of a binary number.

Numbers are generall t an

indigator signifies deci
Bing
Dec

Hex

ry digit valu@ﬂ
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5 Reference model for the standard transfer specification

5.1 Generic payment meter functional reference diagram

Supply
network

connected supply

IEC 62055-4x series and IEC 62055-5x series

Supply Interface r A

Token Carrier to
Meter Interface
function

Metering
function

77777 m\

Accounting
function
§

Meter
ser
terfac

Application
Process

Load Interface

delivered supply

Load
circuit

IEC 0989/14

and the DRN could thus optionally be synonymous with the meter serial number.

5-5x

d as
the

In a multi-part payment meter it is possible for the TokenCarrierToMeterinterface to be
located in a separate enclosure from that of the metering function for example, which may
well be a standalone meter in its own right and having its own meter serial number. In this
case, the DRN would not be the same as the meter serial number, but would be distinctly

different and would thus be marked on the enclosure containing the decoder.

In all cases, there shall only be one Application Layer implementation and thus there shall be
only one DRN associated with a payment meter, whether it is single or multi-part, even though
there may also be more than one Physical Layer implementation in the same payment meter.
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It is also possible that the Application Layer functions and the Physical Layer functions are
located in separate enclosures, in which case, the marking (see 8.3) of the DRN and the EA
code is applied to that part that contains the physical TokenCarrier connection point. This may
be a cable or modem connector for a virtual token carrier, a keypad for a numeric token
carrier or a magnetic card reader for magnetic card token carrier for example (see also 5.2 for
more examples of token carriers).

For a more complete description of payment meter function classes see IEC 62055-21.

5.2 STS protocol reference model

POS
Application
Process

METER
Application
Process

9

< 6.1 6.2 6.3

IEC 62055-41

Application Layer
Protocol

Physical Layer

/’\
Tfken\CN

entarrierint W‘arﬂerToMeteﬂnterface
IEC 0999/14

The|STS is a secure data transfer protocol between a POS and a payment meter using a
toke and
encryption processes and functions, Whl|e the physical layer protocol deals with the actual
encoding of token data onto a token carrier (see Figure 2).

IEC 62055-5x series
N

Key
AP
TCI
Rel

Examples of physically transportable token carrier devices are: numeric, magnetic cards,
memory cards and memory keys. Examples of virtual token carriers are: PSTN modem, ISDN
modem, GSM modem, GPRS modem, Radio modem, PLC modem, Infra-red, LAN and WAN
connections and direct local connection. These are defined in the IEC 62055-5x series.

It-must shall be noted that although the model primarily depicts a POS to token carrier to
payment meter protocol, the same protocol is equally applicable to any other device that
requires communicating with the payment meter, for example CIS, MIS or portable HHU.
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Although a collapsed 2-layered OSI architecture is followed in this standard, it does not
preclude future expansion to include more layers should the need arise or for the implementer
to interpose additional layers between the two shown in this model.

The APDU is the data interface to the application layer protocol, specified in IEC 62055-41
and the TCDU is the data interface to the physical layer protocol, specified in the IEC 62055-
5x series.

The STS in this standard defines a one-way data transfer protocol (i.e. from POS to payment
meter), although the reference model allows equally for a two-way transfer protocol, which

mavbe-areguirementin-a-futurerevision-of-this-standard
Y q

5.3 | Dataflow from the POSApplicationProcess to the TokenCarrier

POS APDU
Application ’
Process |
o i Application Layer
(IEC 62055-41)
Token TCDUGeneration

EncodeToken

EncodelD

> Toke
KeyAttributes
IDRecord

TCT PrintText
z% e
PRNRecord
\_ /
N
specific to each TokenCarrierType

IEC 099114

V

Thelflow of s thevPOSApplicationProcess to the TokenCarrier is shown in Figure 3.

The|POSApplicationProcess presents the token to the APDU together with the KeyAttributes
of the DecoderKey that is to be used for encrypting the token. The application layer protocol
gengrates the DecoderKey, encrypts the token and presents the resultant TokenData irq the
TCDU. The physical layer protocol encodes the TokenData onto the TokenCarrier. Optionally,
payment meter identification data may also be encoded onto the TokenCarrier (see 5.2.4 in
IEC 62055-51:2007 for example) as well as printed text onto the outside surface (see 5.1.5 in
IEC 62055-51:2007 for example). This part of the process essentially ends with the encoding
of data onto the TokenCarrier, after which the TokenCarrier is transported to the payment
meter (usually by the customer), where it is entered into the payment meter via the
TokenCarrierinterface.
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5.4 Dataflow from the TokenCarrier to the MeterApplicationProcess

Token Carrier Connector ICDU APDU Meter
. . . ] Application
| | ; i Process

Physical Layer § Application Layer § .
(IEC 62055-5x) | (IEC 62055-41)
APDUEXxtraction
TokenRead
EnterToken — TokenData Token ——
U . ru L V\\‘j >
C : N
orrection TokenLockout
AuthenticationResult e
. - L
ValidationResult

V4
P P TokenResult (\ N
RS

_/
TokenEras
TokenWrite
i Result C
N _J
g

specific to each TokenCarrierType

IEC 099214

e’ MeterApplicationProcess is shown in Figure|4.

enCarrier varies according to the TCT. The nature of the
g to the TCT, an example of which may be a keypad |or a
pporting one-way token carriers as specified in IEC 62055151.

pes df\gonnestors would be required to support other types of token carriers, such |as a
gadendenceor g/plug-in connector from a hand-held unit acting as a virtual token carrier. Such

physical”layer™~protocol reads the token data being entered and provides immediate
ctive yfeedback to the user (see 6.3 in IEC 62055-51:2007 for example). The entgred
tokejnndata is presented in the TCDU, from where the application layer protocol extracty the
toke i TOTT; ety fcation,; i are
presented to the MeterApplicationProcess in the APDU. After processing and executing the
instruction from the token, the MeterApplicationProcess indicates the result in the APDU for
the application layer protocol to take further action. This normally causes the cancellation of
the TID and the giving of the instruction, via the TCDU, to the physical layer protocol to
complete the token entry process by erasure of the token data (if appropriate) or by writing of
other relevant data back onto the TokenCarrier as may be appropriate.

For certain TokenCarrier types (for example a high speed virtual token carrier) the physical
layer protocol may employ a token entry lockout function to protect the payment meter from
fraud attempts. Typically, such a lockout function would slow down the effective rate, at which
tokens may be entered via the particular token carrier interface (see 6.6.67 of IEC 62055-
52:2008 for example).


https://iecnorm.com/api/?name=13f8db7d86dc109d8506a8e288227f8e

IEC 62055-41:2014 RLV © IEC 2014 - 23 -

5.5

MeterFunctionObjects / companion specifications

With reference to Figure 1 it can be seen that the TokenCarrierToMeterinterface, which also
includes the TokenCarrier, is dealt with in the IEC 62055-4x and IEC 62055-5x series. The
remaining MeterFunctionObjects shown in the diagram are defined in companion
specifications and are not normative to this standard.

Companion specifications (see Figure 2) are under the administrative control (see Clause C.8)
of the STS Association and serve the purpose of defining functionality of a payment meter in a
standardized way, using an object-oriented approach.

5.6

The
shoy

A to
with

The
reco
part

ISO transaction reference numbers

Payment Meter

associated gwh\
ISOt ction
MeterPAN (\ erence number

/\ \ cotprises
v A ' A

Wc%n
N U
comprisges
A A y
( MfrCode j( DS DRN\&@«%@

transaction reference number

IEC 0993/14

ISO transa
vn in Figure 5

A payment meter is thus uniquely associated with a MeterPAN, being a composite number
comTyrising of 1IN and IAIN / DRN, which in turn comprises MfrCode and DSN (see 6.1.2).

6

6.1

POSToTokenCarrierinterface application layer protocol

APDU: ApplicationProtocolDataUnit

6.1.1 Data elements in the APDU

ealt

tion
ting

The APDU is the data interface between the POSApplicationProcess and the application layer
protocol and comprises the data elements given in Table 1.


https://iecnorm.com/api/?name=13f8db7d86dc109d8506a8e288227f8e

- 24 - IEC 62055-41:2014 RLV © IEC 2014

Table 1 — Data elements in the APDU

Element Context Format Reference

MeterPAN ISO compliant identification MeterPrimaryAccountNumber for 18 digits 6.1.2
the payment meter

TCT Directs which TokenCarrierType should be used in the physical 2 digits 6.1.3
layer protocol to carry the token to the payment meter

DKGA Directs whlf:h DecoderKeyGenerationAlgorithm is to be used 2 digits 6.1.4
for generating the DecoderKey

EA Pire‘ctls whilch encryption algorithm is to be used for encrypting 2 digits 6.15
aIc TURTITT Udla

sat Directs which SupplyGroupCode the payment meter is digh 6.4
allocated to

N
TI Directs which Tarifflndex the payment meter is linked to 2 digi 6.1.71
A\
KRN Directs which KeyRevisionNumber the DecoderKey is on < 1 db{\ \9.1.5

KT Directs which KeyType the DecoderKey is on /\ \1\cNQit 6.1.9

A number associated with the VendingKey and a odarKe R
KeyExpiryNumber that determines the time period, during which th&key Wil 8 hjts 6.1.1p
remain valid

Tokkn The actu‘al token data.that is to be trapsf red tqQ the'pay t 66 bits 6.2 1
meter prior to encryption and processing
Optional identification d intendes\to % de@to a

IDRecord payment meter ID card<or onto adoken qarrier {og r with the 35 digits Table|2

token

e same time as

the coding of the token gnto the TokeCagrierCertain token

carriers such as paper-based i ices allow Undefined
PRNRecord printing t face Wself and this text X

operatioR_ ma i tic card encoding

devige. i cified and is left to
eachC[S{tem o) defir(é*a&cor i its particular requirements

The [optional IDRei« >o %at elements given in Table 2.
Table ata elements in the IDRecord

AN

Element \ E‘&{tekt\ \/ Format Referepce
MetarPAN\ mant identification MeterPrimaryAccountNumber for the 18 digits 6.1
paym eter
Optipnal expiry date for the identification data as encoded onto a
DOE payment meter ID card or token carrier (as an example, see 4 digits 6.1.11
IEC 62055-51)
TCT Lr}dlcaﬁxe’\smvvhlch TokenCarrierType is associated with this 2 digits 6.1.B
EA :\;I]SEZ?E&SNWNCh encryption algorithm is associated with this 2 digits 6.15
sGc ug{:?;eAsthlch SupplyGroupCode is associated with this 6 digits 6.1.6
TI Indicates which Tariffindex is associated with this MeterPAN 2 digits 6.1.7
KRN :\;I]SEZ?E&SNWNCh KeyRevisionNumber is associated with this 1 digit 6.1.8
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6.1.2 MeterPAN: MeterPrimaryAccountNumber
6.1.2.1 Data elements in the MeterPAN

The MeterPAN is a unique identification number for each STS-compliant payment meter. It
comprises the 3 parts given in Table 3 and is in accordance with the definition for the PAN
(PrimaryAccountNumber) of ISO/IEC 7812-1.

Table 3 — Data elements in the MeterPAN

Element Context Format Reference
1IN IssuerldentificationNumber 4/6 digits 6.1\2{2
IndividualAccountldentificationNumber / 111

IAIN / DRN DecoderReferenceNumber /‘( c}i_gits 6.1.23
PANCheckDigit Formula to check the integrity of the IIN and the IAIN 1\Q\ 6.1.2]14
NOTE The first digit of the IIN is the most significant digit of the 18-digit rP e'P MDlglt is
the Jeast significant digit.

See

6.1.2.

The (i.e.

DRN

The rder

to upiquely identify them & nts.

It was thus intended tht 9 30 under the registration scheme givan in
ISOLEC 7812-1 and I/IE ; this has proven to be impractical and| the
valug 600727 for I N ha ed -facto standard,—which-is-being-used-world-yide

ems for legacy systems utilising ar] 11-

fer_- 4 om u KPpaYRER -s- ng y
digit DRN mmm\ ancouraged

\
It h3g J enty becoe necessary to also make provision for 13-digit DRNs (as defined
in 641.2.3™4_ in" wyi ase the IIN shall be 0000 (four zeroes).

See|also C.8.2 on"mganaging this data element.

6.1.2.3 IAIN: IndividualAccountldentificationNumber/
——DBRN-DecoderReferenceNumber

6.1.2.3.1 Data elements in the IAIN / DRN

A unique DRN shall be allocated to the device that performs the application layer protocol in
an STS-compliant payment meter.

NOTE In many systems, the decoder part is integral with the metering part and hence the DRN might be
synonymous with the meter serial number.

This is an 11/13-digit number comprising of the data elements given in Table 4.
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Table 4 — Data elements in the IAIN / DRN

Element Context Format | Reference
MfrCode A-2-digit number to uniquely identify a payment meter manufacturer dizg/i‘ts 6.1.2.3.2
DSN An eight digit serial number allocated by the manufacturer 8 digits 6.1.2.3.3

Check Digit; formula to check the integrity of the MfrCode and the

DRNCheckDigit DSN

1 digit 6.1.2.3.4

NOTE The MfrCode is the 2/4 most significant digits of the 11/13-digit DRN and the DRNCheckDigit is the least
significant digit.

MfrGode values—less—than—10 shall always be right justified and left
el 0L 00

The|DSN shall be right justified and left padded with 0 to a full 8-

6.1.2.3.2 MfrCode: ManufacturerCode

The|MfrCode is a 2/4-digit number that shall be used
the payment meter.

manufacturer of

The
idenfti

iquely

See

6.1.2.3.3 DSN: Deco

The|DSN is a unique
Each manufacturer is
Seelalso C.3.4 on;

6.1.2.3.

irer.
de.

The 3 DSN
valu ern_being~entered by hand or being read by machine. This is a modulus 10 check
digit ) 0.1t
is cg ign of
the

6.1.2.4 PANCheckDigit

The PANCheckDigit is a single digit used to validate the integrity of the TIN and the lAIN
values when being entered by hand or being read by machine. The method used to calculate
the PANCheckDigit value is given in 4.4 of ISO/IEC 7812-1:2000 and is calculated on the
preceding 17 digits of the MeterPAN generated through the concatenation of the IIN and the
IAIN values.

6.1.3 TCT: TokenCarrierType

This is a 2-digit number used to uniquely identify the type of token carrier onto which the
token should be encoded for transferring to the payment meter. The values for token carrier
types are given in Table 5.
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Table 5 — Token carrier types
Code TokenCarrier Comments
00 Reserved For future assignment
01 Magnetic card As defined in IEC 62055-51
02 Numeric As defined in IEC 62055-51
03-06 Reserved Legacy systems using proprietary token carrier technologies
07 Virtual Token Carrier (VTCO07) As defined in IEC 62055-52
08-99 Reserved For future assignment
Valyes less than 10 shall be right justified and left padded with 0 (for exaxple 01)\02-09).
6.1.4 DKGA: DecoderKeyGenerationAlgorithm
This| is a 2-digit number used to uniquely identify which algorithm is ting
the DecoderKey. The DKGA code values are given in Tabl
Table 6 — DKGAm
)
Clode DKG algorithm f\gkg!pn}%ts/\ Reference
DO Reserved For future{sm m%ﬂ\\ 8 ( U ‘\/ X
b1 DKGAO1 Limited number of early lega STWant payment meters. 6.5.33
Superseded KGAQ2
b2 DKGAO02 System usihg 64¢bit DES\endinglsey diversification 6.5.3]4
D3 DKGAO03 /\stt}eﬁﬁ}s@ duahNg4-hit DE\S>VendingKey diversification 6.5.3{5
04-99 Reserved N FNutu/[s aWnt y/ X
NOTE1+—-DKGAO02 is the i r curkent systems, subject to the criteria for DKGAO1.
NOFE-2-DKGAO ture systems requiring a higher level of security regarding
protection of the Vendin L attaegk.
NOFE-3—Introductign erably coincide with the change from STA to DEA (EA code 0Of to
EA pode 09). See alsp 6.4.
Vald
6.1.5
Thislis,a 2-digit number used to uniquely identify which algorithm is to be used for encrypting
the {oken data. The EA code values are given in Table 7.
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Table 7 — EA codes

IEC 62055-41:2014 RLV © IEC 2014

Code EncryptionAlgorithm Comments Reference
00 Reserved For future assignment X
01-06 Reserved Legacy proprietary systems X
07 STA Sygtems_ usipg the Standard Transfer Algorithm as 6.5.4 1
defined in this standard
08 Reserved Legacy proprietary systems X
Systems using the Data Encryption Algorithm as defined
09 DEA in ANS| X3,92 6.5.5
10 Reserved Legacy proprietary systems X
11-99 Reserved For future assignment ( X
NOFE—It is recommended that the choice of EA code 09 be co-ordinated with the ice oANDKGAO3Np ordgr to
min|mize the effect on existing systems in the installed base (see 6.1.4).
Valdes less than 10 shall be right justified and left padded 7 02-09.
6.1.6 SGC: SupplyGroupCode
Thisl is a unique 6-digit number allocated to a utilit At is
used to uniquely identify a sub-group of pay tion
domfain of the utility. Each SupplyGroq jach
payment meter in the SupplyGroup ha ales
auth i C to
auth
SG( KMS
and |i

Vall

The
is ay

Tdble 8 — SGC types and key types

ich it

T VendingKey type DecoderKey type
(see 6.5.2.2.1) (see 6.5.2.3.1)

0 Initialization Not specified DITK

1 Default VDDK DDTK

2 Ymigque VHDK BUTK

3 Common VCDK DCTK

See also C.2.2 for Code of practice on managing this data element.

6.1.7

TI: Tariffindex

A 2-digit number associated with a particular tariff that is allocated to a particular customer.
The maintenance of and the content of the tariff tables are the responsibility of the utility.

Values less than 10 shall be right justified and left padded with 0 (for example 01, 02.. 09).
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The Tl is also encoded into the DecoderKey, which means that when a customer is moved
from one Tl to another, then his DecoderKey will also have to change (see 6.5.2.1).

NOTE The encoding of this value when used in the ControlBlock for Decoder Key Generation (see 6.5.3.2) is as
two hexadecimal digits, whereas the encoding as used in the Set2ndSectionDecoderKey token (see 6.2.8) is as an
8 bit binary number. In these cases a tariff index of 99 decimal is encoded as binary string 10011001 and 0110

0011 respectively.

See also Clause C.9 for Code of practice on managing this data element.

6.1.8 KRN: KeyRevisionNumber

This| is a 1-digit number in the range 1 to 9, which is associated with_a version-of| the
VenglingKey and with the corresponding DecoderKey.

See|6.5.2.5 for a detailed definition of this data element.

6.1.9 KT: KeyType

This|is a 1-digit number in the range 0 to 3 associated wit! and
thus| also with the corresponding DecoderKey, which is dexj

See6.5.2 for a detailed definition of this data eleme

6.1.10 KEN: KeyExpiryNumber

A KEN is associated with each VendirgKe _ and defines the time whgn a

ice, after which it becomes invalidl for
further use, subject to certgin concessigns.

VengingKey and any corresponding Dcod@

The|KEN correspondspnio the ignificant 8 bits of the 24-bit TID. Any token identifier
whope most significant & bi a given key's KEN cannot be encrypted or
decrypted with t ey

See

optional and is associated with a validity period for identity related fdata
an identity-carrying device. For example: a payment meter ID cand or
pme
er to
for

This date may also be used, for example, in cases where a consumer has been granted a
concessionary tariff for a limited period. The date encoded is the last month for which the card
is valid.

DOE is in the format YYMM and shall always contain 4 digits.

Where YY or MM is less than 10, it shall be right justified and left padded with 0 (for example
01, 02, 09, etc).

When the DOE in the IDRecord is not used, then YYMM = 0000.
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DOE code values for the year and month are given in Table 9 and Table 10.

Table 9 — DOE codes for the year

YY Represents

00 2000 or DOE is not used (see also Table 10)
01-99 2001 — 2099

Table 10 — DOE codes for the month

MM Represents /\

00 DOE is not used (see also Table 9) /\\ ~
01-12 Jan — Dec AN
13 - 99 Invalid N\

6.2 | Tokens

6.2.1 Token definition format

The|TokenData element in the APDU i n‘@r comprising of several fields of
smaller data elements, in accorda vafkious_/prisgesses are initiated in| the
MeterApplicationProcess and various bits ofNinformatien. ate trapsferred to the payment njeter
registers.

The|definition format for th iven in Table 11

Name of data elerﬁrﬁx >

Exar@bl& a%s,\Qjﬁlass, RND, TID, Amount, CRC, etc.

Nur

hber of bits

Ran

\E(mere\- “Rbits)4 bits, 24 bits, 16 bits, etc.
ge of values

6.2.2

o N2 515, otc

ass RND TID Amount CRC

bits 4 bits 24 bits 16 bits 16 bits

\Ms
Agits

Q= elecM

Reserved:

1 = water

2 = gas
Reserved:
3 =time

4 = currency

5-15 = future assignment

gas

and water, and values 5-15 are reserved for future assignment.

NOTE The SubClass values 43-4 are reserved by the STS Association for applications other than electricity,

Action: Transfer credit to the payment meter to the value as defined in the Amount field and

for t

he service type as defined in the SubClass field.
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6.2.3 Class 1: InitiateMeterTest/Display
Class SubClass Control MfrCode CRC
2 bits 4 bits 36/28 bits 8/16 bits 16 bits
1 0 = STS defined Bit position control of 0 (8 bits)
test/display number for 2 digit
manufacturer codes. Use 36 bits.
1 1 = STS defined Bit position control of 0 (16 bits)

test/display number for 4 digit
manufacturer codes. Use 28 bits

4-140 2-5 = reserved for

Reserved for future assignment.

Reserved for

future assignment.

future

assignmen/t,\

6-10 = proprietary use.

For 4 digit manufacturer codes.
If not used, set to zero (28 bits)

11-15 = proprietary use

For 2 digit manufacturer codes.
If not used, set to zero (36 bits)

01 oo?{é (16
bitS)A (\
)

<G

D

Actipn: Initiate the test or display function in the payme
pattérn defined in the Control field.

t

ri\accor Mwith the bit

6.2.4 Class 2: SetMaximumPowerLimit . Q
class SubClass _~RND /\& X\/T/(D (A\ \> MPL CRC
2 pits 4 bits Nabits\ |\ z4akits 16 bits 16 bits
2 0 PN

Actipn: Load the maximu

N

'% the payment meter with the value as given in

the MPL field.

6.2.5 Class 2</(’>§a
class \s@b’(}t%s/\ }ND TID Register CRC
2 pits i ™ "4 bits 24 bits 16 bits 16 bits

Acti
payrn

the

6.2.6 Class 2: SetTariffRate
Class SubClass RND TID Rate CRC
2 bits 4 bits 4 bits 24 bits 16 bits 16 bits
2 2

Action: Load the tariff rate register in the payment meter with the value given in the Rate field.

This token is reserved by the STS Association for future definition.
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6.2.7 Class 2: Set1stSectionDecoderKey
Class SubClass KENHO KRN RO Res KT NKHO CRC
2 bits 4 bits 4 bits 4 bits | 1 bit 1 bit | 2 bits 32 bits 16 bits
2 3 1-9 0-1 X 0-3

Action: Load the DecoderKeyRegister with the 1

authentic loading of a Set2ndSectionDecoderKey token.

6.2.§— Class 2r SetZndSectionDecoderkey

half of the new DecoderKey, subject to an

class SubClass KENLO TI NKL?/\ CRC
2 pits 4 bits 4 bits 8 bits 32bi 16 bits
2 4 0-99 (\ \ \

Actipn: Load the DecoderKeyRegister with the 2" half of n
authlentic loading of a Set1stSectionDecoderKey token.

o

e&y,subject tp an

6.2.9 Class 2: ClearTamperCondition
class SubClass RND ( \\/T/D /\ \ Pad CRC
2 pits 4 bits Cabies< [ C 246t~ | 16 bits 16 bits
2 5 N \_/ 0

Actipn: Clear the tamper gtatls r
prodesses that may be\n progr

6.2.10

gis th%

\Y;

yment meter and cancel any resultant coptrol

s.
Class Z/S{tm a%@r nbalanceLimit

class ):c\}s\s,\ \ D TID MPPUL CRC
2 pits /\\At\g.ts \ 4 bits 24 bits 16 bits 16 bits
2 e

Acti
give
payr

alue
the

6.2.11 , \Class 2: SetWaterMeterFactor
c ace su,b(‘laee RND TID WMEactor CRC
2 bits 4 bits 4 bits 24 bits 16 bits 16 bits
2 7

Action: Load the water meter factor register in the payment meter with the value given in the
WNMFactor field.

This token is reserved by the STS Association for water applications.
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6.2.12 Class 2: Reserved for STS use
Class SubClass RND TID ResData CRC
2 bits 4 bits 4 bits 24 bits 16 bits 16 bits
2 8-10
Action: Reserved for future definition by the STS Association.
This token range is reserved by the STS Association for future assignment.
6.2.13 Class 2: Reserved for Proprietary use /\
Class SubClass RND TID Prgﬁb&ta(\ CRC
2 pits 4 bits 4 bits 24 bits Tedbits \( 16.bits
2 11-15

Actipn: Defined by manufacturer.
This| token range is reserved for proprietary definition ar(d use,

This| standard does not provide prote

NS

this

token space. Generation and control the
dire¢t management of the relevant m ding
syst
6.2.14
Class Res
2 ppits 60 bits
3
Acti
This
6.3
6.3.1 Data elements used in tokens
The|data elements given in Table 12 are used in tokens in various combinations.
Table 12 — Data elements used in tokens
Element Name Format Reference
Amount TransferAmount (see also 6.2.2) 16 bits 6.3.6
Class TokenClass (see also 6.2.2 to 6.2.14) 2 bits 6.3.2
. . . 36/28

Control InitiateMeterTest/DisplayControlField (see also 6.2.3) bits 6.3.8

CRC CyclicRedundancyCode (see 6.2.2 to 6.2.13) 16 bits 6.3.7

KENHO KeyExpiryNumberHighOrder (see also 6.2.7) 4 bits 6.3.16

KENLO KeyExpiryNumberLowOrder (see also 6.2.8) 4 bits 6.3.17

KRN KeyRevisionNumber (see also 6.2.7) 4 bits 6.1.8
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KT KeyType (see also 6.2.7) 2 bits 6.1.9
MfrCode ManufacturerCode (see also 6.2.3) 8/16 bits 6.1.2.3.2
MPL MaximumPowerLimit (see also 6.2.4 ) 16 bits 6.3.9
MPPUL MaximumPhasePowerUnbalanceLimit (see also 6.2.10) 16 bits 6.3.10
NKHO NewKeyHighOrder (see also 6.2.7) 32 bits 6.3.14
NKLO NewKeyLowOrder (see also 6.2.8) 32 bits 6.3.15
Pad Pad value with O (see also 6.2.9) 16 bits X
PropData Proprietary data field (see also 6.2.13) 16 bits X
Ratg [TariffRate] For future definition (see also 6.2.6) 16 bits 6.3.11
Redister RegisterToClear (see also 6.2.5) /@hb\ 6:3.13
Resl Reserved for future assignment (see also 6.2.7and 6.2.14) /{1 b(i-L; X
ResIData Reserved data field for future assignment (see also 6.2.32) 16 bits >\
RND RandomNumber (see also 6.2.2 to 6.2.13) N\ e\ Peda
RO RolloverKeyChange (see also 6.2.7) \ \ \l\bits 6.3.18
SublClass TokenSubClass (see also 6.2.2 to 6.2.14) < \ \ 4 Bi{s 6.3.3
TI Tariffindex (see also 6.2.8) N \ Neits 6.1.7
TID Tokenldentifier (see also 6.2.2 to 6.2.63) m 24 bits 6.3.5.1
WhFactor IeteretorFactor Rsgerves Dy(POSUhpspRontss | 1o b5 | 6212
N/
6.3.2 Class: TokenClass

Tokéns are classified into,

iven in Table 13.

classes

{Tc)ene\lass < Function

( 0 Wansfer

\\1\ N9z-meter-specific management
<

Meter-specific management

\3\ Reserved for future assignment

Clags 0 and €la
encilypted_and can

s be used on any STS-compliant payment meter.

6.3.3 SubClass: TokenSubClass

ens are encrypted using the DecoderKey, while Class 1 tokens arg not

Further sub-classification of the TokenClass is given in Table 14.
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Table 14 — Token sub-classes

Token TokenClass

SubClass 0 1 2 3

TransferCredit InitiateMeterTest/Di

0 o splay for 2-digit SetMaximumPowerLimit
(electricity) MirCode

TransferCredit
(water) InitiateMeterTest/Di

1 Reserved by STS splay for 4-digit ClearCredit
A MfrCode

" .
o oocTratror ot

TransferCredit

(gas)

2 Reserved by STS SetTariffRate Q
M

ASS0C a_te orgas

TransferCredit
(time)

3 Reserved by STS
Association for
connection time
applications

Reserved by STS
Association for
future assignment

TransferCredit Reserved bly

(currency) STS
4 Reserved by STS t2ndSectighDecoderKey ﬁﬁﬁ?:'atlon for
Association for .
assignment

QearTamperCondition

v

SetMaximumPhasePower
UnbalanceLimit

currency
applications %

5
Reserved by ST \)

Assgrsjation for
fusi ment
7 Reserve Reserved by STS Association
A rsgary use for for water applications
4-digit MfrCode

SetWaterMeterFactor

8
9 Reserved by STS Association
for future assignment
10
1 erve S)PS
S§ociafon Tor
12 flkre assignment

Reserved for
13 proprietary use for Reserved for proprietary use
2-digit MfrCode

-
(3]

6.3.4 RND: RandomNumber

The generation of this 4-bit number will be a snapshot of the four least significant bits of at
least a millisecond counter. The inclusion of a random number in the data to be transferred
enhances the security of the token transfer by providing a probability of 16:1 that no two
tokens containing identical data to be transferred will have the same binary pattern.
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6.3.5 TID: Tokenldentifier

6.3.5.1 TID calculation

IEC 62055-41:2014 RLV © IEC 2014

The TID field is derived from the date and time of issue and indicates the number of minutes
elapsed from an STS base date and time. This field is a 24-bit binary representation of the

elapsed minutes.

Fhe-STS basedate—and-time—is In order to accomodate the fact that the TID will roll over

every 31 years, three STS base dates are defined. These are:

e (T January 1993, 00:00:00;
e (1 January 2014, 00:00:00;
e (1 January 2035, 00:00:00.

WitH a date and time format of YYYY:MM:DD:hh:mm:ss the S
19938:01:01:00:00:00 corresponds to a TID of 0.

The|calculation of elapsed minutes shall take leap years i

Thelrule used to determine a leap year is:

. e month of February shall have ap extra
xcept for century years (those ending_in 00

Thislfi
of th

Whe

ID calculation examples

e of

y 4,
are
500,

tion

Date of isiu/e\ Thqe}f\iss}%: Elapsed minutes: Resultant 24-bit token ID:
1| Janu 1983 N R\ 0}&\00:50/ 0 0000 0000 0000 0000 0000 0000
1 Janmg 0091:45 1 0000 0000 0000 0000 0000 0001
45 March 1%\ \ 13:55:22 120 355 0000 0001 1101 0110 0010 0011
45 March 4996 13:55:22 1698 595 0001 1001 1110 1011 0010 0011
1 Noyember 2005 00:01:55 6 749 281 0110 0110 1111 1100 0110 0001
1 Dotormbor2045 00:04-05 12 051 361 1014 0411 1410 0044 10400004
24 November 2024 20:15:00 16 777 215 1111 1111 1111 1111 1111 1111
1 January 2014 00:00:00 0 0000 0000 0000 0000 0000 0000
24 November 2045 20:15:00 16 777 215 1111 1111 1111 1111 1111 1111
1 January 2035 00:00:00 0 0000 0000 0000 0000 0000 0000
24 November 2066 20:15:00 16 777 215 1111 1111 1111 1111 1111 1111

In order to prevent token re-use when a basedate change is performed, certain operational
procedures need to be performed. Refer to Clause C.12 for additional information.



https://iecnorm.com/api/?name=13f8db7d86dc109d8506a8e288227f8e

IEC

62055-41:2014 RLV © IEC 2014 - 37 -

6.3.5.2 SpecialReservedTokenldentifier

The Tokenldenifier corresponding to 00 h 01 min of each day is reserved for special

appl!

ication tokens and may not be used for any other token.

Using the date and time format of YYYY:MM:DD:hh:mm:ss the reserved TID va
correspond to xxxx:xx:xx:00:01:xx.

lues

If a token, other than a special application token is to be generated on a time corresponding
to this reserved TID, then 1 min shall be added to the TID.

See|also Clause C.4 Code of practice for the management of this special reserved TID:
NOTE The use of special application tokens are optional (see Clause C.11), but aw to usg the
special reserved TID is mandatory.
6.3.5.3 Multiple tokens generated within the same minute
The|POS shall ensure that no legitimately purchased token,san ) D as that of
any |other legitimately purchased token for the same payh ' if more than|one
token is purchased within the same minute on the sameP
If myltiple tokens need to be generated within the samé& ni Rhe/Ssame payment meter,
then 1 min shall be added to the TID Q_the set. At the end of the
tokejn generating process the POS sh gdi
This| shall apply to any token that implem
This| shall not apply to special applica at implement the SpecialResefved
Tokégnldentifier (see 6.3.5
For example: if 3 credi gengrated within the same minute at 13h23|and
in sequential order A,|B 2 all carry the TID time stamp 13h23, B shall garry
time| stamp 13h
6.3.6 Amount
Thelassociated unit f
Q\ \\/T%'ansfer type Units of measure

Elec\MC\al <e>ergy Watt-hours x 100 (0,1 kWh)

Electrical power Watts
ThelSTS Association also reserves the transfer types given in Table 17 for other applications.

Table 17 — Units of measure for other applications

Transfer type Units of measure
Water Litres x 100
Gas Fo-be-definred Cubic metres
Time Minutes
Currency Fo-be-defined Under review
NOT_E The STS Association defines other future transfer types for other utility
services.
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The 16 bits of the transfer amount field are subdivided into two sections, a base-10 exponent
of 2 bits and a mantissa of 14 bits. The bits are numbered from right to left, starting at 0. Bit
15 is the most significant bit of the exponent and Bit 13 is the most significant bit of the
mantissa. The bit allocations within this field are illustrated in Table 18.

Table 18 — Bit allocations for the TransferAmount

Position 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1

Value e e m m m m m m m m m m m m m m

The|mathematical formula for transfer amount conversion is as follows:

t=10€ x m, for e = 0; or

t=(10€ x m) + 2(2‘4 X 10(“’”) ,fore>0

n=l

whefe:

t ip the transfer amount;

e ip the base 10 exponent;
m ip the mantissa; and

All transfer amount convefsi ' d upNin favour of the customer. The possible
trangfer amount ranges a m errors that can arise owing to rounding
up gre shown in Table nount values are given in Table 20.

Exponent v. |l€ \Wer amount range Maximum error

0 < \ /6000000 to 00016383 0,000
N \ 0016384 to 00180214 0,061 %
\g \\\ \ 0180224 to 01818524 0,055 %

\\gk \ 1818624 to 18201624 0,055 %

Table 20 — Examples of TransferAmount values for credit transfer

tom Units-purchased Resultant 16-bit transfer amount Units converted and received| by
R s PR field the meter

1 0,1 kWh 0000 0000 0000 0001 0,1 kWh

2 25,6 kWh 0000 0001 0000 0000 25,6 kWh

3 1638,3 kWh 0011 1111 1111 1111 1638,3 kWh
4 1638,4 kWh 0100 0000 0000 0000 1638,4 kWh
5 18022,3 kWh 0111 1111 1111 1111 18022,4 kWh
6 18022,4 kWh 1000 0000 0000 0000 18022,4 kWh
7 181862,3 kWh 1011 1111 1111 1111 181862,4 kWh
8 181862,4 kWh 1100 0000 0000 0000 181862,4 kWh
9 1820162,4 kWh 1111 1111 1111 1111 1820162,4 kWh
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6.3.7 CRC: CyclicRedundancyCode

The CRC is a checksum field used to verify the integrity of the data transferred. The

checksum is derived using the following CRC generator polynomial:

The total length of the data transferred via the token is 66 bits. The last 16 bits comprise the
CRC checksum that is derived from the preceding 50 bits. These 50 bits are left padded with
6 binary zeros to make 56 bits. Before calculation, the CRC checksum is initialised to FFFF

hex (see-example-n—table24)-
Table 21 — Example of a CRC calculation
.
Original 50 bits 0 00 4A 2D 90 OF F2 hex /\ \
Left padded to make 7 bytes 00 00 4A 2D 90 OF F2/he< \
Checksum calculated OF FA hex \ \\
6.3.8 Control: InitiateMeterTest/DisplayControlFjeid
Thelinitiate payment meter test data field is 36/28 blts 10ng and\s u o indicate the type of
test sttei)@the elevant bit to a-logicallene
logid .
LS BitNo.=1 | TestNo L\ agtion N\ Condition
AJl bits =1 0 & \Q{testm\&to\\’;\pﬂuswyﬁonally any other Mandatory
1 1 [\ }‘e\ e load switch Mandatery Optiofal
2 /\% \ '%g\iQe p\ﬂ(k«\t m\}er information display devices Mandatory
3 \)) &Qspkx Neh/e kWh energy register totals Mandatory
4 /& \/\ Display the KRN Mandatory
5 & 5\ N/ Display the Tl Mandatory
6 \ \ \ Test the token reader device Optional
7 \\7\ Display maximum power limit Optional
8 \ \8\ > Display tamper status Optional
9 9 \ Display power consumption Optional
10 Display software version Optional
1 11 Display phase power unbalance limit Optional
12 12 Rosaryad by STS Accaciation for: Display water meter Mandatory for waker
factor payment meter
13 13 Display tariff rate Mandatory for
currency-based
payment meter
14-28/36 Reserved Reserved by STS Association for future assignment Reserved
NOTE The cumulative kWh energy register is defined in 5.11.4 of IEC 62055-31:2005.

All payment meters shall support test number O;

supported the payment meter shall perform the subset of tests that are supported.

if any of the incorporated tests are not

This option is subject to the supply agreement between the supplier and the utility and shall

not form a normative part of this standard.


https://iecnorm.com/api/?name=13f8db7d86dc109d8506a8e288227f8e

—40 -

IEC 62055-41:2014 RLV © IEC 2014

In the case where more than one test is specified on a single token, the behaviour of the
payment meter shall be agreed between the utility and the supplier and shall not form a
normative part of this standard.

6.3.9 MPL: MaximumPowerLimit

The maximum power limit field is a 16-bit field that indicates the maximum power that the load
may draw, in watts. Calculation of this field is identical to that of the TransferAmount field
(see 6.3.6). See also note in 8.6 for functional requirements of the MeterApplication Process.

6.3.1
The

alloy
to th

6.3.1

Res

6.3.1

Res

6.3.1

A ur

0 MPPUL: MaximumPhasePowerlUnbalancel.i

mit

at of the TransferAmount field (see 6.3.6).

1 Rate: TariffRate

erved by the STS Association for future definition.

2 WMFactor: WaterMeterFactor

erved by the STS Association for water applicatio

3 Register: RegisterToClear

ique 16-bit binary value in the ra

maximum phase power unbalance limit field is a 16-bit field that indi
vable power difference between phase loads, in watts. Calculation o eld iside

the max

ister to clear

ValtEe Action

/\ register

< >O z < E?e\aréictr' ity Credit register

Clear Water Credit

Clear Gas Credit register

%
NN

Clear Time Credit

NONWOREE

Clear Currency Credit

NFF}E hex Reserved for future assignment

FFFF hex Clear all Credit registers in the payment meter

i:]r:um
ical

3X; to select the particular register|that
dyvalues are given in Table 23.

6.3.1

r

The high order 32 bits of the new DecoderKey that has been generated (see 6.4.4) and which
is to be transferred to the payment meter by means of the token.

6.3.1

5 NKLO: NewKeyLowOrder

The low order 32 bits of the new DecoderKey that has been generated (see 6.4.5) and which
is to be transferred to the payment meter by means of the token.

6.3.1

This

6 KENHO: KeyExpiryNumberHighOrder

is the high order 4 bits of the KEN (see 6.1.10).
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6.3.17 KENLO: KeyExpiryNumberLowOrder

This is the low order 4 bits of the KEN (see 6.1.10).

6.3.18 RO: RolloverKeyChange

If the RolloverKeyChange bit is set = 1, the payment meter shall perform a rollover key
change. This operation is identical to a normal key change, except that the TID memory store

in the payment meter is filled with token identifiers of value 0 (zero).

6.4 TCDUGeneration functions

6.4.1 Definition of the TCDU

The|TCDU may be different for each TokenCarrierType and is thereforg de

6.4.2 Transposition of the Class bits

y for

This| function is used by other TCDUGeneration functiong (s€e 8,430 6. the
2 Clpss bits into the 64-bit data stream to make a 66-bi > thod
outlined below.

The|64-bit number has its least signific in bit
position 63. The 64-bit binary num ) e - ken
Clags The 2-bit token Class value is i bit positions 28 and 27. The original
valugs of bit positions 28 and 27 are rel i iti ificant

bit of the token Class now occupies bit posi'& o)

i i insert 2 Class bits
\1 0 )\ into positions
28 and 27
M x y e
X 4
B

/B\ Bit it | Bit Bit Bit | Bit
<2 28 27 26-2 1 0

\

original blts 28 and 27
to ositions 65 and 64

IEC 0994/14

Figure 6 — Transposition of the 2 Class bits

Mnla- lncartion of tha token Clase = 01 (hingrv)
Xa
RPHe— RS8R0tk —orass o e

The 64-bit binary number grouped in nibbles (Bits 27 and 28 highlighted in bold):

| 0110 0101 0100 0011 0010 0001 0000 1001 1000 0111 0110 0101 0100 0011 0010 0001

Copy bits 28 and 27 into bit positions 65 and 64, creating a 66-bit number:

| 00 0110 0101 0100 0011 0010 0001 0000 1001 10000111 0110 0101 0100 0011 0010 0001

Replace bits 28 and 27 with the 2 Class bits:

| 00 0110 0101 0100 0011 0010 0001 0000 1001 1000 1111 0110 0101 0100 0011 0010 0001
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6.4.3 TCDUGeneration function for Class 0,1 and 2 tokens

Thislis the transfey f

APDU
current values
\ \ \ \ \
SGC 1IN DKGA EA 66-bit Token
KRN DRN
KT
TI
y
generate A
current DecoderKey using
DKGAO01, 02 or 03 2 Class 4
64 bit 64 bi
v Y DataB
KeyBlock
enerypt usi
Enw ithmOAor09
TCT
IDRecord
PRNRecord

66-bit TokenData

DN %
N aN
v IEC 0995/14
Figu; lw function for Class 0, 1 and 2 tokens
om

e APDU to the TCDU (see Figure 7) and is applicable o all

Clags 0, Clas Y 2 tokens, except for the Set1stSectionDecoderKey |and

SetdndSectio C skers (see 6.4.4 and 6.4.5).

NOTE 1 e ll in the APDU are defined in 6.1.1.

NOTE 2 The data elements in the TCDU are defined in part of the IEC 62055-5x series physical layer prqgtocol

standard relevant to the sgecific TCT of interest.

Theltransfer function for Class 0 and Class 2 tokens is outlined as follows:

The 2 Class bits are removed from the 66-bit token to yield a 64-bit result, which is then
presented to the encryption algorithm as its DataBlock input. The specific algorithm to use
is in accordance with the EA code in the APDU;

The KeyBlock input for the encryption algorithm is obtained from the decoder key
generation algorithm, which generates the current DecoderKey using the current values of
SGC, KRN, KT, TI, IIN and DRN from the APDU as indicated. The specific decoder key
generation algorithm to use is in accordance with the value of DKGA in the APDU;

After encryption the 2 Class bits are again re-inserted into the 64-bit number in
accordance with the method defined in 6.4.2 to yield a 66-bit result, which is populated
into the TokenData field of the TCDU in accordance with the particular definition in the
relevant physical layer protocol standard;
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e Similarly the TCT, IDRecord and PRNRecord data elements from the APDU are
transferred to the TCDU as indicated, into the appropriate fields of the TCDU in
accordance with the particular definition in the relevant physical layer protocol standard;

The transfer function for Class 1 tokens is identical to the TCDUGeneration function for Class
0 and Class 2 tokens, except that the token does not get encrypted. The function is outlined
as follows:

e The 2 Class bits are removed from the 66-bit token and transposed in accordance with the
method defined in 6.4.2 to yield a 66-bit result, which is populated into the TokenData
field of the TCDU in accordance with the particular definition in the relevant physical layer
protocotstanmdard;

o imilarly the TCT, IDRecord and PRNRecord data elements fr e APDU | are
ransferred to the TCDU as indicated, into the appropriate fi e“TCDU in
ccordance with the particular definition in the relevant physical | andarf.

6.4.4 TCDUGeneration function for Set1stSectionDecoderKe toke

APDU
current values naw values

SGC 1IN DKGA N DKGA
KRN DRN N DRN
KT KT
I I
generate generate

current DecoderKey using
DKGAO01, 02r 03

9,

new DecoderKey using
DKGAO01, 02 or 03

D
Y&

64-bit
DataBlock

A

encrypt using
EncryptionAlgorithm07 or 09

TCT
DRecord
PRNRecord

transpose

2 Class bits

66-bit TokenData

TCDU

IEC 0996/14

Figure 8 — TCDUGeneration function for Set1stSectionDecoderKey token

This is the transfer function from the APDU to the TCDU (see Figure 8) and is applicable only
to the Set1stSectionDecoderKey token.
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The Set1stSectionDecoderKey TCDUGeneration function is shown here as being separate
from the Set2ndSectionDecoderKey TCDUGeneration function, but in practice the two may be
merged into one in order to save on processing resource and for the sake of convenience. In
such a case, the new DecoderKey generation only needs to happen once for example,
although the final result is still the same. Thus two separate TCDU instances are always
produced: one for the Seti1stSectionDecoderKey token and a second for the
Set2ndSectionDecoderKey token.

Note that the APDU-—shall has to present two sets of data for the PANBlock and
CONTROLBIock: one set with the new data for the new DecoderKey and a second set with
the current data for the current DecoderKey. The DKGA value is the same for both sets.

NOTE 1 The data elements in the APDU are defined in 6.1.1.

NOTE 2 The data elements in the TCDU are defined in each part of the IEC 629 3 physical [layer
protofcol standard relevant to the specific TCT of interest.

Theltransfer function is outlined as follows:

e the new DecoderKey is generated using the new valyés 3 ) Y, Tl, IIN[and
DRN. The specific algorithm to use is in accordance with the~nglugs A in the APDU;

. e resultant new DecoderKey value high order 32 bits are th to replace the NKHO
ield of the Set1stSectionDecoderKey token (see 6.2 9 by the APDU;

o e 2 Class bits are removed from 3 §4-bit result, which is then
resented to the encryption alggrithn it i t. The specific encryption
Igorithm to use is in accordance w j ;

) e KeyBlock input for the encryption ablgorithm\is obtained from the decoder |key
eneration algorithm, WhICh gener fhe.current\DegoderKey using the current valugs of
GC, KRN, KT, TI, Il A indicated. The specific decoder|key
eneration aIgorlthm O USENS i dance withthe value of DKGA in the APDU;

e after encryption, re-inserted into the 64-bit numbgr in
ccordance with th t i in ¥ 4 2 to yield a 66-bit result, which is populated

into the Tokta i € c i accordance with the particular definition inf the

elevant physical faye G )

e gimilarly the TC Record data elements from the APDU are transfdrred

fo the TCDU a e appropriate fields of the TCDU in accordance witH the
particula i evant physical layer protocol standard.
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6.4.5 TCDUGeneration function for Set2ndSectionDecoderKey token

APDU
current values new values
\ \ \ | \ \ \ |
SGC 1IN DKGA EA 66-bit Token SGC 1IN DKGA
KRN DRN KRN DRN
KT KT
TI TI

generate
new| DecoderKeyiusing
6601\02 03

generate

current DecoderKey using
DKGAO01, 02 or 03

replace 32-bit NKLO

remove
2 Class bits
KeyBlock 4
encrypt usi
EncryptionAlgogi

64-bit

TCT
DRecord
PRNRecord

IEC 099%/14

This]| i 3 funetion fron» the APDU to the TCDU (see Figure 9) and is applicable [only
to th q i )

The S scoderKey TCDUGeneration function is shown here as being sepdrate
from ectionDecoderKey TCDUGeneration function, but in practice the two maly be

merged into*one in order to save on processing resource and for the sake of convenience. In
such a, 'case, the new DecoderKey generation only needs to happen once for example,
althgugh' the final result is still the same. Thus two separate TCDU instances are always
produced: one for the Seti1stSectionDecoderKey token and a second for the
Set2ndSectionDecoderKey token.

Note that the APDU-—shall has to present two sets of data for the PANBlock and
CONTROLBIock: one set with the new data for the new DecoderKey and a second set with
the current data for the current DecoderKey. The DKGA value is the same for both sets.

NOTE 1 The data elements in the APDU are defined in 6.1.1

NOTE 2 The data elements in the TCDU are defined in each part of the IEC 62055-5x series physical layer
protocol standard relevant to the specific TCT of interest.
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The transfer function is outlined as follows:

the new DecoderKey is generated using the new values of SGC, KRN, KT, TI, IIN and
DRN. The specific decoder key generation algorithm to use is in accordance with the
value of DKGA in the APDU;

the resultant new DecoderKey value low order 32 bits are then used to replace the NKLO
field of the Set2ndSectionDecoderKey token (see 6.2.8) as presented by the APDU;

the 2 Class bits are removed from the 66-bit token to yield a 64-bit result, which is then
presented to the encryption algorithm as its DataBlock input. The specific encryption
algorithm to use is in accordance with the EA code in the APDU;

the KeyBlock input for the encryption algorithm is obtained from the decoder |key
eneration algorithm, which generates the current DecoderKey using Wrrent.valugs of

GC, KRN, KT, TI, IIN and DRN from the APDU as indicated. The g key
eneration algorithm to use is in accordance with the value of DK(XA in the

e after encryption, the 2 Class bits are again re-inserted i S i aber in

ccordance with the method defined in 6.4.2 to yield a 664D ich\is ated
into the TokenData field of the TCDU in accordance with\the pa iFition in[ the
elevant physical layer protocol standard;

e gimilarly the TCT, IDRecord and PRNRecord data elemse L rred
fo the TCDU as indicated, into the appropriate fj i it the
particular definition in the relevant physical layen prdtotol/sta da

6.5 | Security functions

6.5.1 General requirements

With the exception of DITK values,|\ Veydi o DecoderKey values shall only be

gengrated by a device regpqnsible tion, such as a POS that is certified as

STStcompliant and whic

ied KeyManagementSystem (see Clause

9). [This subclause des methods used by such devices and is
applicable to manufact

6.5.2

6.5.2.

With in a
payn fied
as 9 ibes
the P d is
applicable tom nufatur rs of these devices and payment meters.

An BTS-key change provides the mechanism for changing the DecoderKey present jn a

decgder from its current value to a new value. This process may be initiated by several events

or ciccumstances,  including the following:

a new or repaired payment meter that contains a manufacturer's DITK value shall be
changed before leaving the manufacturing or repair premises to contain the appropriate
value of manufacturer’'s default (DDTK) or utility’'s DecoderKey (DUTK or DCTK)
depending on the SupplyGroup to which the payment meter has been allocated;

a SupplyGroup's VendingKey has either expired or been compromised, and is replaced by
a new VendingKey revision and, as a result, each DecoderKey within the SupplyGroup
must shall be changed from its current DecoderKey value to the DecoderKey value that
corresponds to the new VendingKey value;

a payment meter is re-allocated from one SupplyGroup to another SupplyGroup and, as a
result, its DecoderKey shall be changed from its current value generated from the
previous SupplyGroup VendingKey to the new value generated from its new SupplyGroup
VendingKey; or
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e the Tl for a payment meter is changed and, as a result, its DecoderKey shall be changed
from its current value (that corresponds to the previous Tl) to the new value (that

corresponds to the new TI).

The Set1stSectionDecoderKey and Set2ndSectionDecoderKey token pair effects an STS key
change. This meter-specific management token pair transfers the following information from

the POS to the payment meter, encrypted under the current DecoderKey:

e the value of the new DecoderKey;

e the KEN;
) e KRN;
° e KT;
o e Tl

An $TS key change for a payment meter shall be initiated automat
the following attributes of the VendingKey change in value:

. e value of the VendingKey;
. e value of the SGC;
. e value of the TI;

. e value of the KEN;
. e value of the KRN;

. e value of the KT.

The VendingKe;@
the KeyManagem :

DecpderKeys are ge

The|Vending according to its associated KT value, which is an attribute
defipes the ‘purposg_fo the key can be used. Three KT values are defined
Venging espond™Mo three of the SupplyGroup types (see 6.1.6), namely Def|

Unique and Caqnx 8 VendingKey for a given SupplyGroup is the seed key use

gengrate the wvalues for all payment meters within the SupplyGroup.

STS| VendingKeys are classified according to the KT values given in Table 24.

Table 24 — Classification of vending keys

secretly generated, stored and distributed w
. DES VendingKeys are the seed keys from w

e of

ithin
hich

that

for
ault,
d to

KT SGC type VendingKey type Context
0 Initialization Not specified Not applicable

1 Default VDDK VendingDefaultDESKey

2 Unique VUDK VendingUniqueDESKey

3 Common VCDK VendingCommonDESKey

At any given moment, a unique VDDK value exists for each Default SupplyGroup defined.
Similarly, a unique VUDK value for each Unique SupplyGroup and a unique VCDK value for

each Common SupplyGroup are defined.
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6.5.2.2.2 VDDK: VendingDefaultDESKey

This type of key is used as the seed key for generation of DDTK values — it shall not be used
to generate DITK, DUTK or DCTK values.

6.5.2.2.3 VUDK: VendingUniqueDESKey

This type of key is used as the seed key for generation of DUTK values — it shall not be used
to generate DITK, DDTK or DCTK values.

6.5.2.2.4 VCDK: VendingCommonDESKey

This| type of key is used as the seed key for generation of DCTK values — all not\be \Ilsed
to génerate DITK, DDTK or DUTK values.

6.5.2.3 DecoderKey classification

6.5.2.3.1 Classification of decoder keys

STS| DecoderKeys are classified according to the KT vaIu 5 and inherit their

typel from that of the VendingKey, from which they are

Table 25 — Classificati

JA
KT SGC type Déo&b{Ke{ty e€ k U ‘\/ Context

0 Initialization DITK DecWalisationTransferKey
1 Default DDTF DecoderDefaultTransferKey

2 Unique DUTK \ \ oderUniqueTransferKey

3 Common \ DecoderCommonTransferKey

For [further informatio r changing of a key from one type to andther
typel], see Figur

ayment mete its

hent

the
uch,

No payment meter purchased by the utility shall leave a manufacturer's premises with a DITK
value in the DecoderKeyRegister. The DecoderKeyRegister shall contain either a DDTK,
DUTK or DCTK value supplied by the KMC. A DITK is the only key type that can be
introduced into a payment meter as a plaintext value. DDTK, DUTK or DCTK values can only
be introduced into a payment meter as cipher text (encrypted) values.

A DITK shall only be used for the following key management functions:

e as the parent key for another DITK; in other words, to encrypt another DITK for the
purpose of introducing it into the DecoderKeyRegister;

e as the parent key for a DDTK;

e as the parent key for a DUTK, and
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e as the parent key for a DCTK, but only in a payment meter using an erasable magnetic
card as a token carrier (for TCT value = 01).

The above functions may be performed via the Seti1stSectionDecoderKey and
Set2ndSectionDecoderKey tokens or via a manufacturer proprietary loading mechanism that
utilizes the Set1stSectionDecoderKey and Set2ndSectionDecoderKey tokens. The payment
meter should only accept the DDTK, DUTK or DCTK encrypted under the DITK supplied by
the manufacturer in the Set1stSectionDecoderKey and Set2ndSectionDecoderKey token
format.

It is the responsibility of the manufacturer to ensure that appropriate security measures are

appILed to any DITK so that DDTK, DUTK or DCTK values encrypted with a DITK canndt be
compromised.

A D|TK can also be used to decrypt other meter-specific managemgat fuRctions. N be
used to decrypt an STS credit transfer function; in other words, a i redit
tokejn can be decrypted and applied by a payment meter thg key
register in order to facilitate testing of the payment meter durin

6.5.2.3.3 DDTK: DecoderDefaultTransferKey

DDTIK values are used to support payment met C pup.
A pgyment meter that has not been allocated—+o 3 que
SupplyGroup at the time of manufact Yai e ded with its corresponding
DCTK or DUTK value. Instead it is a unique to each manufaciurer
and|loaded with its corresponding DD1 S i que
VDOK, from which he generates all DD ring
manjufacture.

Subgequently, at the time\of i i ) &tin a payment meter that has now been re-

allogated to another
DCTK value, encrypt

resplective Mete@

A DDTK is a secre S 8 e accepted by a payment meter as a plaintext vglue.
A payment mete S PDTK if it is encrypted under the parent DecodefKey
present in the DecoderKe i :

¢ loaded with the corresponding DUTK or
JTK. DDTK values are the property of| the
2d within the KeyManagementSystem.

A DDTK sghall % sed forthe following key management functions:
e 3s the parentke another DDTK; in other words, to encrypt another DDTK for the
burpose ofdntroduging it into the DecoderKeyRegister;

o 3s thewparent key for a DUTK, and

e as<the parent key for a DCTK, but only in a payment meter using an erasable magTetic

The above functions may be performed via the Set1stSectionDecoderKey and Set
2ndSectionDecoderKey tokens, or via a manufacturer’s proprietary loading mechanism that
utilizes the Set1stSectionDecoderKey and Set2ndSectionDecoderKey tokens. A DDTK shall
not be used to decrypt a DITK for the purpose of introducing it into the DecoderKeyRegister.

A DDTK can also be used to decrypt other meter-specific management functions. It shall not
be used to decrypt and accept an STS credit transfer function; in other words, a valid
TransferCredit token shall not be accepted by a payment meter that contains a DDTK in its
DKR, even if the TransferCredit token has been encrypted with the same DDTK value.

NOTE The emphasis is on the acceptance and not on the decryption of the TransferCredit token.
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Similarly a POS device used for encrypting tokens shall not encrypt TransferCredit tokens
using DDTK values (see also 6.5.2.4).

6.5.2.3.4 DUTK: DecoderUniqueTransferKey

DUTK values are used to support payment meters allocated to a unique SupplyGroup. A
payment meter that has been allocated to a unique SupplyGroup at the time of manufacture or
repair can be loaded with its DUTK value that corresponds to the unique group and that has
been encrypted under a parent DITK. Subsequently, at the time of installation or operation, a
payment meter, which has to be re-allocated to another unique group can be loaded with the
corresponding DUTK value, encrypted under a parent DUTK.

A DUTK is a secret value, and shall not be accepted by a payment meter & i alue.
A ppyment meter shall only load a DUTK if it has been encrypts rent
DecpderKey present in the DecoderKeyRegister. DUTK values the
respective utility and are managed within the KeyManagementSyste

A pyrchased or repaired payment meter that leaves the manufa 3 tain
a DUTK value supplied by the KMC in the DecoderKeyRegjs

A DUTK shall only be used for the following key management fu

e 3s the parent key for another DUTK; 2 the

e 3s the parent key for a DDTK.

The above functions may be e SetistSectionDecoderKey |and

dSectionDecoderKey tokens. A DUTK
a for the purpose of loading it into| the
DecpderKeyRegister. i N shalMot be used to encrypt a DITK or a DCTK for the

purgose of transfesring ) \ er in the form of a token.
A DUTK can also ; ecrypt other meter-specific management functiors. It

can |be used to er a\8TS credit transfer function; in other words, a valid

d or decrypted and applied by a payment meter |that

DCTK value 0 support payment meters that use erasable magnetic card tgken

) = 01) and that are allocated to common SupplyGroups. A payment
meter that-has been-allocated to a common SupplyGroup at the time of manufacture or rgpair
can |[be loaded with the DCTK value that corresponds to the common SupplyGroup and |that
has | bgen encrypted under a parent DITK. Subsequently, at the time of installation or
operation, a payment meter that has 1o be re-allocated o anoiher common SupplyGroup can
be loaded with the corresponding DCTK value that has been encrypted under a parent DCTK.

A DCTK shall only be used with payment meters that use erasable magnetic card token
carriers (TCT value = 01) and shall only be accepted by such payment meters. Payment
meters with any other token carrier types (TCT value > 01) shall reject tokens encrypted
under DCTK values.

POS encryption devices shall not encrypt tokens using DCTK values other than for erasable
magnetic card token carriers (TCT value = 01).

A DCTK is a secret value, and shall not be accepted by a payment meter as a plaintext value.
A payment meter shall only load a DCTK if it has been encrypted under the parent
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DecoderKey present in the DecoderKeyRegister. DCTK values are the property of the

respective utility and are managed within the KeyManagementSystem.

A purchased or repaired payment meter with an erasable magnetic card token carrier (TCT
value = 01) that leaves the manufacturer's premises may contain a DCTK value supplied by

the KMC in the DecoderKeyRegister.

A DCTK shall only be used for the following key management functions:

e as the parent key for another DCTK; in other words, to encrypt another DCTK for the

urpose of infrndm‘ing it inta the I')m‘nr*lprl(pprgi:fnr

e as the parent key for a DDTK, and
e 3s the parent key for a DUTK.

The| above functions may be performed via the
SetdndSectionDecoderKey tokens, or via a manufacturer’s praprie
that|utilizes the Set1stSectionDecoderKey and Set2ndSectiofiDeted
shall not ¢ i
DecpderKeyRegister. Similarly a DCTK shall not be used to_en
trangferring it to the payment meter in the form of a toker:

A DCTK can also be used to encrypt or decrypt ather e cifi anagement functi
It can be used to encrypt or decrypt 2 e ; on; in other words, a

TransferCredit token can be encryp < lied by a payment meter
contains a DCTK in its DKR and that us tokep carrier (TCT value = 01)

6.5.2.4

Credit transfer

ons.
alid
that

runctions

v 4 \ 4 y

Management functions

IEC 0998/14

Figure 10 — DecoderKey changes — state diagram

Figure 10 illustrates the KT states that a DecoderKey may assume from time to time.
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Where one key is used to encrypt another key (as in the Set1stSectionDecoderKey and
Set2ndSectionDecoderKey token pair), the former is referred to as the parent key and the
latter as the child key.

The solid line arrows indicate the direction in which a key may change from one type to
another type. The type that it changes from is the parent key and the type that it changes to is
the child key. To effect a change of the DecoderKey the new key (or child key) is encrypted
with the parent key and then loaded into the payment meter by means of a
Set1stSectionDecoderKey and Set2ndSectionDecoderKey token pair. The payment meter
then replaces the parent key with the child key, which now becomes the new parent key.

The|dotted line arrows indicate the function, for which a KT may be used, i.e. the values_that it
may| encrypt or decrypt. For example, only a DITK, DUTK or DCTK can bé useqd to_encrypt or
deciypt a credit transfer function, but all four types can be used to engfyp bter-
spegific management functions.

The|child key rows refer to the permitted usage of d n of

DecpderKeys in the Set1stSectionDecoderKey _ ken
manjagement functions. Similarly, the management and credit age
of decoder key types for the encryption of the remaining ic mManagement functions

and [credit transfer functions respectively.

\Re\xqitte usage
N\ Parert key
N K, N\ DD\TKS\/ DUTK, DCTK,
DITK, L\y,é\ No No No

DDTK, > <Yes< Yes Yes Yes?
DUTK, /\< \’(&\\/\\/ Yes Yes Yes?

DCTK, \ Ye Yes? No Yes?

RSN D

NY
N
e A\ S Y

redit functia \ Yes No Yes Yes®

Child key

(@)

a8  For payment meteMth TCT = 01 only.

6.5.2.5-_ KeyRevisionNumber (KRN)

A KRN is associated with each VendingKey and a corresponding SGC by the KMS, and
defines the revision or sequence of the VendingKey within the SupplyGroup to which it
corresponds. It is a single decimal digit with a range of 1, 2..9. The KRN assigned to the first
VendingKey for a SupplyGroup is 1. Successive VendingKeys are allocated successive
revision numbers until revision number 9, at which stage the sequence begins at 1 again; in
other words, at any given moment, there may be no more than 9 successive VendingKey
revisions present for a given SupplyGroup. A KRN is also associated with each DecoderKey,
and corresponds to that of the VendingKey from which it is generated.

The KRN is associated with each SupplyGroup by the KMS, and defines the current
VendingKey revision and also the current DecoderKey revision, at which all payment meters
within the SupplyGroup should be set. For any given payment meter, the SGC and KRN
uniquely identify the revision of DecoderKey that it contains. This information is managed by
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the management system and if for any reason the KRN in the payment meter is not the same
as the vending KRN for the same SGC as recorded in the management system, this condition
shall be corrected by means of an appropriate change of the DecoderKey.

A payment meter is required to store the KRN that corresponds to its current DecoderKey, as
passed in the Set1stSectionDecoderKey and Set2ndSectionDecoderKey token pair (see also
7.3.2).

The concept of key revision only applies to vending key types and decoder key types. A DITK
shall not be associated with a KRN;—and-the KRN-of a-payment-meterloaded-with-a- DI K-in

the nr\nr’lnrl{a\lponlci'ar shall ahwave hg cgt t6 Zzgra
~ J

For fa given SupplyGroup there shall be a maximum of two active VendingKeys inthe POS

namiely the CurrentKey and the OldKey. The OldKey will only be used ey chgnge
toke’Fs to CurrentKey. The CurrentKey will be used to encrypt ah'\{o S rom|key
change tokens to OldKey.

6.5.2.6 KeyExpiryNumber (KEN)

A KEN is associated with each VendingKey by the KMS -a ing:

o Te time-period, after which the VendingKey expifes, a d ma ger be used by a POS
o generate DecoderKeys for the purpose o ferCredit tokens, or meter-
specific management tokens that in€erporate\the

) tll;e time-period, after which any Despde Y the VendingKey expires,|and

ay no longer be used by a paymeh ansferCredit tokens, or me¢ter-
bpecific management tokens that ncorporatent D field. Implementation of this by a
bayment meter is optional

The|required value of the S . tAto the payment meter in the KENHO|and

KENLO fields of the and Set2ndSectionDecoderKey tokens

y

resplectively (see i 2

The|KEN is an 8-~&ithym ange\Q —>255) that expresses this period as a displacement
relafive to the STS\base s identifier time stamp (see 6.3.5.1). Each unit in the KEN
corrgsponds to a i i -1 (65535) min, and there are 28 (256) of these perjiods
numfpered O, urrent STS base date time stamp is replaced by the next STS

bas¢ time stamp. Thus he“KEN corresponds to the most significant 8 bits of the 24-bit [T1D.
Any|toker -Whose most significant 8 bits are greater than a given key's KEN shal| not
be gncrypted © ~ ith that key.

A HOS may)notisstue a TransferCredit token encrypted under a DecoderKey wmqose
corrgesponding VendingKey has expired. This is simple to verify by comparing the most

signjficant/8 bits of the TID with the KEN corresponding to the VendingKey; if it is greater| the
Ven!jingKey has expired and may no longer be used to generate a DecoderKey to encryp{ the
TransferCredit token. It also cannot be used to generate a DecoderKey to encrypt any meter-
specific management tokens that utilize the TID field. This does not apply to the
Set1stSectionDecoderKey and Set2ndSectionDecoderKey token pair that does not utilize the
TID field. Hence, an expired DecoderKey can still be used to encrypt its replacement
DecoderKey for the purpose of a DecoderKey change.

A payment meter can optionally implement key expiry and store the KEN that corresponds to
its current DecoderKey, as passed in the Set1stSectionDecoderKey and
Set2ndSectionDecoderKey token pair. All tokens that are entered into the payment meter, and
that incorporate a token identifier field, are validated against this KEN. If the most significant
8 bits of the TID are greater than this KEN, the token shall be rejected.
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Where implemented, the concept of key expiry only applies to VendingKey values of type
VDDK, VUDK and VCDK, and DecoderKey values of type DDTK, DUTK and DCTK that can be
generated from the correspondmg vending key types A DITK shall not be assomated W|th a

The management of the KEN by the KMS shall comply with the relevant Code of practice.

See also C.2.4 for Code of practice on managing this data element.

6.5.3—DecoderKey generation
6.5.3.1 PANBIlock construction

The|64-bit PANBIlock is constructed from data elements extracted f the

APDOU as defined in Table 27 and Table 28.
The|most significant digit is in position 15 and the least signific

Table 27 — Definition of t}ezll\

Pgsition | 15 | 14 [ 13 | 12 [ 11 [ 10| o | 8 7(\ 6 5 N4/| 3 | 2 | 1

—\

VYalue I I I I/D | I/D D D D D D D D D
Table 28 - D}ele\nw\ e PANBlock
Format Referenge
\\R/nge 0 to 9 hex per digit 6.1.2.2
Range 0 to 9 hex per digit 6.1.2.3]

Block is made up of the 5 least significant digits of the
. The 11 digits of the DRN take up positions 10 to 0 in the
pificant digits of the IIN take up positions 15 to 11 in| the

iqits Tong, the PANBIock is made up of the 3 least significant digits of the
IIN and the (13 digits 8f the DRN. The 13 digits of the DRN take up positions 12 to 0 in the
PANBlocksand the least significant digits of the IIN take up positions 15 to 13 in| the
PANBlock/

If the 1IN is of insufficient length to make up the 16 digits, the digits extracted are right
justified within the block and padded on the left with zeroes (for example, for an IIN of 600727
and a DRN of 12345678903, the PANBIlock is 0072712345678903).

For a DDTK or DUTK the actual designated DRN is used, but for a DCTK the DRN digits are
set to zeros in the PANBlock (for example, for a IIN of 600727, the PANBlock is
0072700000000000).

6.5.3.2 CONTROLBIlock construction

The 64-bit CONTROLBIock is constructed from the data elements in the APDU as defined in
Table 29 and Table 30.
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The most significant digit is in position 15 and the least significant digit in position 0.

Table 29 — Definition of the CONTROLBIlock

Position 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
Value C S S S S S S T T R F F F F F F

Table 30 — Data elements in the CONTROLBIlock

Pigrit Name Format Referenge
C KT digit Range 0 to 3 hex per digit, 6.1°9
4 to F hex = reserved
o o N
S SGC digit Range 0 to 9 hex per digit /\< (\ 6.1.6
T Tariffindex digit Range 0 to 9 hex per digi< \ @.7
R KRN digit Range 61 to 9 hex p(e'(ﬁ‘igi{ \ 6.1.8
F Pad value digit Always F hex pNg\l\\ \\\ \ X

RN

c . ‘ _

6.5.3.3

This| DecoderKeyGenerationAlgorith 5 all/limited set of defined DRN
valuges only. It is included in this standard intai s ard compatibility with a limited
numpber of legacy STS-compliant payment » > generation also using the [STA
(EA|code 07). The POSApplicationProces x.the appropriate directive by means of| the

DKQJA code in the APDU.

The|DecoderKey is div ! it single DES VendingKey value.

This| DecoderKeyGen i is applicable to all payment meters that meet gll of
the following cri @

e |using IIN = 60Q7

Decoder reference numbers
6409666666% to 6409600499%
0100000000X to 0100499999X
0300000000X to 0311400000X
0400000000X to 0405999999X
0601000000X to 0603999999X
0640000000X to 0641999999X
0666000000X to 0669999999X
0699000001X to 0699000999X
0700000000X to 0702099999X
NOTE X is a check digit, the value of which varies in accordance with the value of
the preceding 10 digits (see 6.1.2.3)
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This DecoderKeyGenerationAlgorithm01 is also applicable to all payment meters that meet all
of the following criteria:

e using IIN = 600727;

e and the KRN = 1;

e and the KT = 3 (common);

e and the EA code 07 (STA);

e and coded with one of the SGC values listed in Table 32.

Table32—bist-of-annical) I |

Supply group code
100702
990400

<
990401 /\

990402

NI
990403 N \
/

A\

990404
990405

The|process flow for the DKGAO1 is s@@rQ U
|t\Pre\
%ﬁe\ock

16-digit (hex) 64-bit DES
CONTROLBIlock VendingKey
with odd parity

N

DataBlock v
DEA
Y
KeyBlock encrypt
\ 4

64-bit DecoderKey

IEC 0999/14

Figure 11 — DecoderKeyGenerationAlgorithmo01

Construct the 64-bit PANBlock and the 64-bit CONTROLBIlock as defined in 6.5.3.1 and
6.5.3.2.

The encryption algorithm is DEA in accordance with FIPS PUB 46-3, single DES in ECB
mode, using a a single 64-bit DES VendingKey with odd parity.
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In this instance the 64-bit DES VendingKey is used as the conventional DataBlock input to the
DEA, while the resultant XOR of the CONTROLBIlock with the PANBlock is used as the
conventional KeyBlock input to the DEA. In other words, the data and key input blocks are
swapped with respect to the conventional configuration.

6.5.3.4 DKGAO02: DecoderKeyGenerationAlgorithm02

The DecoderKeyGenerationAlgorithm02 may be used for all payment meters that do not meet
the criteria for selecting DecoderKeyGenerationAlgorithm01. The POS ApplicationProcess
gives the appropriate directive by means of the DKGA code in the APDU.

The|DecoderKey is diversified from a 64-bit single DES VendingKey value.

The|process flow for the DKGAO2 is shown in Figure 12.

16-digit (hex) 16-digit (hex) Ger;bi.t Eesy
CONTROLBIock PANBIlock WSy

v \

—’GOR

ensgypt lock

\ 4
OR
A 4
XOR k—
KeyBlock

N\

64-bit DecoderKey

IEC 1000/14

Figure 12 — DecoderKeyGenerationAlgorithm02

Construct the 64-bit PANBlock and the 64-bit CONTROLBIlock as defined in 6.5.3.1 and
6.5.3.2.

Encryption is DEA in accordance with FIPS PUB 46-3, single DES in ECB mode, using a
single 64-bit DES VendingKey with odd parity.

6.5.3.5 DKGAO03: DecoderKeyGenerationAlgorithm03
The DecoderKeyGenerationAlgorithm03 may be used for all payment meters that do not meet

the criteria for selecting DecoderKeyGenerationAlgorithm01. The POSApplicationProcess
gives the appropriate directive by means of the DKGA code in the APDU.

The DecoderKey is diversified from two 64-bit DES VendingKey values.
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The process flow for the DKGAO3 is shown in Figure 13.

. - 4-bit DE 4-bit DE
16-digit (hex) 16:digit (hex) VondingKey1 VondingKey2
CONTROLBIock PANBIlock with odd parity with odd parity
v VK1 VK2

———(=
v DataBlock
TDEA | Y B

encrypt KeyBlock

64-bit DecoderKey

IEC 1001/14

Conptruct the 64-bit PAN S| : ROLBlock as defined in 6.5.3.1 |and
6.5.8.2.

Enc two

64-b

The
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6.5.4 STA: EncryptionAlgorithm07

6.5.4.1 Encryption process

64-bit 64-bit
DecoderKey DataBlock
N
1's complement of
DecoderKey
N A
rotate 12 bits to substitution
the right process
v
permutation do proc
process 16Ximes
v
key rotatio
process

The|Standard T erp p process is shown in Figure 14, which compiises
a kgy alignment 5 Qns of a substitution, permutation and key rotation
prog

The
APD

e appropriate directive by means of the EA code in the

6.5.4. ocess

The ption process is illustrated in Figure 15.
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set nibble
counter (i)=0

repeat for each
data nibble v
(16 nibbles)
»{ increment (i)
bit 3 of (i)th nibble bit 3 of (i)th nibble
of the key of the key
is equal to 0 is equal to 1

— >

A 4
perform 4-bit
substitution process
using
SubstitutionTablel

perform 4-bit
substitution process

using
SubstitutionTable

Thefe is a 4-bit substitution process
subgtitution table used is one of two
most significant bit setting of the corr
is given in Table 33.

The
the
able

SulfstitutionTables\ \ ﬁ\q 8\3, 15,} 2,14,1,5,13,6,9, 7, 11

SulfstitutionTable2\_” 619, 7% 3, 19, 12, 14,2, 13,1, 15,0, 11,8, 5

NOTE This table CM o}ﬂ(sa ple\éhess see Clause C.5 for access to table with actual values).

N

The|first entfy in sybstifution table corresponds to entry position 0 and the last to ¢
posiftion 1

Use|the val hibble as an index to an entry position in the substitution table;
replace the pib valge with the value from the substitution table found at that entry posi

For pxample:-if the
entry at position 8 is the value 14, thus replace the data nibble value with the value 14.

ntry

hen
tion.

lue of the data nibble is 8 and we are using SubstitutionTable1, ther] the

6.5.4.3 Permutation process

The encryption permutation process is illustrated in Figure 16.
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Bit Bit
63 XXXXXXXKXXXXXXXXKXXKXXKXXXXXXXXXXXX 0
Bit Bit
63 XXXXXXXKXXXXXXXXKKXKXXKXXKXXXXXXXXX 0
IEC 1004/14

Figure 16 — STA encryption permutation process
A sgmple permutation table is given in Table 34.

Table 34 — Sample permutation table

29, 27, 34, 9, 16, 62, 55, 2, 40, 49, 38, 2 3 61 , 41 57 42, 1[5,
PermutationTable3 5, 58 19 53 22,17, 48, 28 24, 39 3 0 12 31 51 10,26,
04537434465947355650 31 466 , 20,8
NOTE This table contains only sample values (see Clause C. §/f6r acc\s\\tkle wit actual values).

Thelffi the
Dats

Use use
the ign in
the nds
to tH bk is

plac

6.5.4.

The

Bit Bit
Xxs XXXXXXXXXKXXKXKXXXXKXXKXKXXKXXXXKXX 0o

IEC 1005/14

Figure 17 — STA encryption DecoderKey rotation process

6.5.4.5 Worked example to generate TokenData for a TransferCredit token using the
STA

A worked example using the sample substitution and permutation tables is illustrated in Figure
18.
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. . . . . POS
Electricity Date of issue Time of issue Units purchased Applicati
TransferCredit token 25 Mar 1996 13:55:22 25,6 kWh pplication
Process
A 4 A A V A
Class SubClass RND TID (6.2.2) Amount (6.2.2) CRC (6.2.2)
(6.2.2) (6.2.2) (6.2.2) | 0001 1001 1110 1011 0010 0011 | 0000 0001 0000 0000 | 1100 0010 0000 0111
00 0000 1011 (19 EB 23 hex) (01 00 hex) (C2 07 hex)
A 4 A
Class 64-bit DataBlock (6.5.4)
(6].2.2) 0000 1011 0001 1001 1110 1011 0010 0011 0000 0001 0000 0000 1100 O 000 0111
00 (0B 19 EB 23 01 00 C2 07 hex)

A

AQ &
QAN \

mplem nted DecoderKey (6.5.4
21 0C BA 98 76 hex)

8o

rotated 12 bits right (6.5.4)
(87 6F 54 3E D2 10 CB A9 hex)

-

Y

»)
-bit encrypted DataBlock (6.5.4)
(C4 5E D1 61 94 06 DF 95 hex)

ngtransposition of the Class bits (6.4.2)
10110 0001 1001 0100 0000 0110 1101 1111 1001 0101
(0 C45E D1 61 94 06 DF 95 hex)

N\V ,

66 bit Ko
101

kenData after transposition of the Class bits (6.4.2)
110 1101 0001 0110 0001 1000 0100 0000 0110 11
(2 C4 5E D1 61 84 06 DF 95 hex)

(6.4.3)
01 1111 1001 0101

Flgure 18 — STA encryption worked example for TransferCredit token

IEC 100p/14
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6.5.5 DEA: EncryptionAlgorithm09

The encryption process using the DEA is shown in Figure 19.

64-bit 64-bit
DecoderKey DataBlock

A

64-bit DES key
with odd parity

v DataBlock
DEA
KeyBlock encrypt
64-bit

encrypted

The
The
APOU.

The
DecpderKeyGenerationAlgqrithm03 (se®e 8

The| DecoderKey
FIP$ PUB 46-3 @
bit. Thus, bit 0, b
bits,

pde.
the

with

with
cant
arity

Encryption is/DE accqrdance with FIPS PUB 46-3, single DES in ECB mode, using a

sing|e 64-bit &)

7 [TokenCarriertoMetéerinterface application layer protocol

71 APDU: ApplicationProtocolDataUnit

711 Data elements in the APDU

The APDU is the data interface between the MeterApplicationProcess and the application

layer protocol and comprises the data elements given in Table 35.


https://iecnorm.com/api/?name=13f8db7d86dc109d8506a8e288227f8e

- 64 - IEC 62055-41:2014 RLV © IEC 2014

Table 35 — Data elements in the APDU

Element Context Format Reference

The TokenData from the TCDU after decryption and

Token processing; now presented to the MeterApplicationProcess 66 bits 7.1.2
in the APDU
AuthenticationResult Status indicator to the MeterApplicationProcess to convey 713

the result from the initial authentication checks

Status indicator to the MeterApplicationProcess to convey 714

ValidationResult the result from the initial validation checks

Si.ai.ua illdibdi.ul I’IUIII “Ib‘ fv‘i\:i.clAppii\.ai.iU||P|uu::ba ;.U
TokenResult convey the result after processing the token so that the 1.
application layer protocol can take the appropriate action K\

7.1.2 Token

The| TokenData from the TCDU after decryption and proce resented to| the

MeterApplicationProcess in the APDU.

Thelactual 66-bit token as originally entered into the e ApplicationProgess.
The| MeterApplicationProcess is now able to proce 6.2.1 for the detailed
defipition of this data element.

7.1.3 AuthenticationResult

A sfatus indicator to tell the MeterApp i e initial authentication checks
(seg¢ 7.3.5) passed or failed, in ofder that\the aterApplicationProcess can respond
appnopriately. Possible valuges are give

Table 36 > Possible v e AuthenticationResult

Value Format Reference

Authentic boolean 7.3.9

CcREError The . CRC ¥alue\n th tokfen is different to the CRC value as boolean 73k
calcu d from t ta in the token

e Code walue in the Class 1 token does not match the MfrCode

Mfr€odeEror boolean 7.3.9
value for coder

7.1.4 ValidMsult

A sfatus’indicator to tell the MeterApplicationProcess that the initial validation checks [see

7.3. T i cati rately.
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Table 37 — Possible values for the ValidationResult

Value Context Format Reference
Valid The Validation test passed or failed
False if any one of the below error codes is indicated boolean 7.3.6

True if none of the below error codes is indicated

OldError The TID value as recorded in the token is older than the oldest
value of recorded values recorded in the memory store of the boolean 7.3.6
payment meter
UsedError The TID value as recorded in the token is already recorded in the
memory store of the payment meter poRIEan K¢
KeyExpiredError | The TID value as recorded in the token is larger than the KEN s
- boole 7.3.¢
stored in the payment meter memory
token may not be processed by the MeterApplicationProcess{n boglgan 3.6

DDTKError The Decoder has a DDTK value in the DKR; a TransferCredit<\

accordance with the rules given in 6.5.2.3.3

7.1.5 TokenResult

After the MeterApplicationProcess has executed th in the token, the
TokenResult value reflects the outcome. The application ocol may then take| the
appfopriate action to complete the token readi may include accepting the
token (and storing of the TID), rejection o of token data from| the
Toké¢nCarrier, etc. Possible values are\gi

Value Format Referepce
Accgpt
boolean 8.2
1stKCT
boolean 8.2
2ndKCT e MetexApplicationProcess indicates that this is the
ndSectionDesoderKey token of the pair of key change boolean 8.2
tokexs being d; the token is provisionally accepted

A\
OvdrflowExgor Wegister in the payment meter would overflow if the boolean 8.2
N token € to be accepted; the token is not accepted ’

Key[TypeError \@ey may not be changed to this type in accordance with the

key'change rules given in 6.5.2.4. boolean 8.2
FormatErcor One or more data elements in the token does not comply with the
. boolean 8.2
required format for that element
RangeError One or more data elements in the token have a value that is
outside of the defined range of values defined in the application boolean 6.3

for that element

FunctionError The particular function to execute the token is not implemented boolean 8.2
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7.2 APDUExtraction functions
7.21 Extraction process

The process of extracting the APDU from the TCDU is shown in Figure 20.

APDU

4 \

TokenResult

66-bit Token  ValidationResult
|

AuthenticationResult
TokenValidation ]

A

Y
TokenAuthentication

A

|

DecoderKey 2 Class bits

64-bit current [ restore

N

A

64-bit
KeyBlock

decrypt usifg
DecryptionAlgorit]
07 or 09

<
S
Y

%

-7

Al ticationResult

: ‘ gtionResult TokenResult

KD =
\ \> IEC 1008/14

Figure 20 — APDUEXxtraction function

TokenErase

The| APDUEXtraction function extracts the 66-bit TokenData from the TCDU, decrypts|and
progesses—it before”presenting the result in the APDU to the MeterApplicationProcesp. It
finally cancels and optionally causes the token data to be erased from the TokenCarrigr in
response to the result from the MeterApplicationProcess. T

7.2.2 Extraction of the 2 Class bits

This function is used by other APDUEXxtraction functions (see 7.2.3 to 7.2.5). It removes the 2
Class bits from the 66-bit data stream to make a 64-bit number according to the method
outlined in Figure 21 and is the inverse of 6.4.2.

The 66-bit number has its least significant bit in bit position 0 and its most significant bit in bit
position 65. The 2-bit token Class value is extracted from bit positions 28 and 27. The values
of bit positions 65 and 64 are relocated to bit positions 28 and 27. The most significant bit of
the token Class comes from original bit position 28.
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Example: Extraction of the token Class = 01 (binary)

Ext

Bit | Bit extract 2 Class bits

1 0 from positions
A 4 28 and 27
MSB LSB
Bit Bit Bit Bit Bit Bit Bit Bit
65 64 63-29 28 27 26-2 1 0
‘ A A

mouve bth CG alld C""
to positions 28 and 27
009/14

Figure 21 — Extraction of the 2 Class bits

rbct the 2 Class bits from bit positions 28 and 27 (in bold):

|oo

110 0101 0100 0011 0010 0001 0000 1001 1000 1111 011 1010\0@7%\0016905(

Movg bits 65 and 64 into bit positions 28 and 27 (i @; N

| 00

110 0101 0100 0011 0010 0001 0000 10{1 15@ a<1 1‘01@ 016\1 ored ogw(oom 0001

Thelresultant 64-bit binary number groyh&d W\(ﬁ{sﬁa{d 28 highlighted in bold):

| 011D 0101 0100 0011 0010 0001 0000 1001 1800 §111QL10QTVY 9700 0011 0010 0001

7.2.

r
v

0 and Class 2 tokens

This S toothe APDU and is applicable to all Class 0 anpd 2
toke . Secti rKey and Set2ndSectionDecoderKey tokens [see
7.2.

NOTE : \ ¢/defined in 7.1.1.

NOTE a e i DU are defined in each part of the IEC 62055-5x series physical |layer
proto| v

The i ass 0 and Class 2 tokens is outlined as follows:

ré extracted from the 66-bit TokenData using the method in 7.2.2 to yield
64-bit result, which is then presented to the decryption algorithm as its DataBlock irput.
Nate “that it is the responsibility of the POS to keep record of which specific decryption
i is | ' i ption
algorithm and encryption algorithm are complementary and thus share the same EA code;

the KeyBlock input for the decryption algorithm contains the current value of the
DecoderKey, which is obtained from the DecoderKeyRegister in the payment meter secure
memory;

after decryption the 2 Class bits are again re-inserted into the 64-bit number to make a 66-
bit number. The most significant bit of the 2 Class bits goes into bit position 65 and the
least significant Class bit goes into bit position 64;

the 66-bit token is authenticated in accordance with 7.3.5 and the result is indicated in the
AuthenticationResult field of the APDU;

the 66-bit token is validated in accordance with 7.3.6 and the result is indicated in the
ValidationResult field of the APDU and the 66-bit token is placed in the Token field of the
APDU;
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e the MeterApplicationProcess processes the Token from the APDU and indicates the result
in the TokenResult field of the APDU (see also 8.2). It is the responsibility of the
MeterApplicationProcess to deal with display messages and indicators (see also 8.3) to
the user and not the application layer protocol;

o if the TokenResult indicates Accept (see 7.1.5 and 8.2), then the Token is cancelled in
accordance with 7.3.7 and the instruction is given in the TokenErase field of the TCDU to
erase the data from the TokenCarrier.

NOTE 3 It is the responsibility of the physical layer protocol to decide whether the erase instruction is applicable
or not in accordance with its specific implementation and TCT (see for example Clause 6 of IEC 62055-51:2007).

7.2.4—APDUExtractiom functiomfor Ctass—ttokens

The|APDUExtraction function for Class 1 tokens is identical to that of the 0 and‘Class 2
tokelns, except that the decryption step is not performed.

7.2.5 APDUEXxtraction function for Set1stSectionDecoderKey\a
Set2ndSectionDecoderKey tokens

This| is the transfer function from the TCDU to the
Set1stSectionDecoderKey and Set2ndSectionDecoderK

applicable to| the

NOTE 1 The data elements in the APDU are defined in 7.1.1.

NOTE 2 The data elements in the TCDU areg
protofol standard relevant to the specific TCT

defined jin\ eagh”part o@e IEC>62055-5x series physical |layer
eresd

Theltransfer function for Set1stSectionDe 1 s is
outlined as follows:

. e 2 Class bits are e ¢ f » ield

64-bit result, which I put.
Note that it is the ibili ; tion
Igorithm is in usge tion
Egorithm an@ 5 de;
) e KeyBlock Mnp the
DecoderKey, whis cure
emory;
o fter decyypt 8 Ke a
6-bit qumper. Tk sighificant bit of the 2 Class bits goes into bit position 65 and the
leas{sigm bit goes into bit position 64;
o e 66-bi is enticated in accordance with 7.3.5 and the result is indicated in the

e 66-bit token is not validated in the application layer protocol, but only in| the
eterApplicationProcess. The 66-bit token is placed in the Token field of the APDU;

sult
in the TokenResult field of the APDU (see also 8.2). It is the responsibility of the
MeterApplicationProcess to deal with display messages and indicators (see also 8.3) to
the user and not the application layer protocol;

e If the TokenResult indicates 1stKCT or 2ndKCT (see 7.1.5 and 8.2) then the instruction to
erase the data from the TokenCarrier is not given in the TokenErase field of the TCDU;

o if the TokenResult indicates Accept (see 7.1.5 and 8.2) then the instruction to erase the
data from the TokenCarrier is given in the TokenErase field of the TCDU.

The Set1stSectionDecoderKey and Set2ndSectionDecoderKey tokens may be entered in any
order (see 8.9), but only the last one shall be erased.

NOTE 3 It is the responsibility of the physical layer protocol to decide whether the erase instruction is applicable
or not, in accordance with its specific implementation and TCT (see for example Clause 6 of IEC 62055-51:2007).
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7.3  Security functions
7.31 Key attributes and key changes
7.311 Key change requirements

The payment meter shall comply with the relevant requirements of 6.5.2, 7.3.1.2 and 7.3.1.3.

7.3.1.2 Key change processing without key expiry

The following defines the key change processing required if key expiry is not implemented in

the Jaylllcl It IIICtUI .

— gompare the KT value on the token against the KT value in the paymepit méter:

o and
RN,
n,
7.3.1.3
Thelfollowing defines the key change pro i irechi the
payment meter:
-
4 if KT values are EN,
decoder KRN and 4
(EN,
ken

a) if key
deco
values;

7.3.2

The

Table 39 — Values stored in the DKR

Value Reference
DeqgoderKey 6-5-2.36.5.2.3.3, 6.5.3
TI B.1.7
KRN 6.1.8
KT 6.1.9
KEN (optional) 6.1.10
NOTE—The Tl may be associated with a Tariff table that is managed outside of the domain of the payment
meter. This implies that should a utility make use of the association, then the payment meter would require a
key change each time that the customer is associated with a different tariff structure.

In all cases where the payment meter provides configuration information, the KT shall be
considered part of the KeyRevisionNumber information. The payment meter shall therefore
always provide the KT information together with, or else directly after, the KRN information.
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7.3.3 STA: DecryptionAlgorithm07

7.3.31 Decryption process

64-bit 64-bit
KeyBlock DataBlock

\ 4

permutation
process

progess.

The|Standard Transfer Algorithm decryptigmproesss\is shown in Figure 22, which compiises
a key alignment process a@rnd 16-tera io ¢ tation, substitution and key rotation

v
substitution do process
process 16 times

A

key rotation
process

64-bit
decryptgd
DataBlock

Figure 22 - ptiganAlgorithm07

>

The m are complementary and thus share| the
samge EA code.
7.3.3.
The illustrated in Figure 23.
Bit
XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXKXXXX 0
Bit Bit
20O X XXX
5] U
IEC 1011/14

Figure 23 — STA decryption permutation process

A sample permutation table is given in Table 40.

Table 40 — Sample permutation table

PermutationTable4

44,16, 7, 32, 51, 22, 49, 52, 63, 3, 42, 36, 39, 56, 35, 21, 4, 27, 57, 24, 62, 18, 26, 15,
30, 11, 43, 1, 29, 0, 14, 40, 58, 12, 2, 53, 34, 46, 10, 31, 8, 17, 20, 47, 48, 45, 60, 59,
28, 9, 55, 41, 37, 25, 38, 6, 54, 19, 23, 50, 33, 13, 5, 61

NOTE This table contains only sample values (see Clause C.5 for access to table with actual values).
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The first entry in the permutation table corresponds to the least significant bit position 0 in the
DataBlock and the last entry to the most significant bit position 63 in the DataBlock.

Use the bit position of the source DataBlock as an index into the permutation table; then use
the value found in the permutation table at that entry position as a pointer to the bit position in
the destination DataBlock. For example: for the source DataBlock bit position 7 corresponds
to the value 52 in the permutation table, thus the value of bit 7 from the source DataBlock is
placed in bit position 52 in the destination DataBlock.

It can be seen that this gives the inverse result of the process in 6.5.4.3.

7.3.3.3 Substitution process
The|decryption substitution process is illustrated in Figure 24.
set nibble
counter (i)=0
repeat for each
\ 4

data nibble

(16 nibbles) e
increment (i) /

P

bit 0 of (i)th4

perform 4-bit

substitution process
using

SubstitutionTable2

IEC 1012/14

re — STA decryption substitution process

Thefe is a #4sb
subsgtitution table
least significant bit
is given(inyTable 41.

bstitufion process for each of the 16 nibbles in the data stream. |The
is one of two 16-value substitution tables and is dependent on| the
étting of the corresponding nibble in the key. A sample substitution table

Table 41 — Sample substitution tables

SubstitutionTable1 12,10, 8,4,3,15,0,2,14,1,5,13,6,9, 7, 11
SubstitutionTable2 6,9,7,4,3 10,12, 14,2,13,1,15,0,11,8,5

NOTE This table contains only sample values (see Clause C.5 for access to table with actual values).

The first entry in the substitution table corresponds to entry position 0 and the last to entry
position 15.

Use the value of the data nibble as an index to an entry position in the substitution table; then
replace the nibble value with the value from the substitution table found at that entry position.



https://iecnorm.com/api/?name=13f8db7d86dc109d8506a8e288227f8e

-72 - IEC 62055-41:2014 RLV © IEC 2014

For example: if the value of the data nibble is 8 and we are using SubstitutionTable1, then the
entry at position 8 is the value 14, thus replace the data nibble value with the value 14.

It can be seen that this gives the inverse result of the process in 6.5.4.2.

7.3.34 Key rotation process

The entire key is rotated one bit position to the right as illustrated in Figure 25.

Blt KXXXXXXXXAXXXXXXXAXXXXXKXXAXXXXXKXXXXXXX Blt
63 0
Figure 25 — STA decryption DecoderKey ro
7.3.3.5 Worked example to decrypt a TransferCredift NsiRgthe STA
A worked example using the sample substitution and/permutatientables\s illustrated in Figure
> /\(\ /\
66-bit\JokenData from TCDU .2)\/
10 1100 0100 0101 1110 1101 0001°Q110 BQO’N1000 9100 0800 0110 1101 1111 1001 0101
(2 C4 5EMD1 61°84 96 DF5 hex
AN
encrypt 6%{Data5lo ter\&r#act of 2 Class bits (7.2) (7.3.3)
1100 0100 001 10 1191 0001 01 01 1001)0100 0000 0110 1101 1111 1001 0101
CISEDN6 06/DF 95 hex)
64-bit DecoderKey (7.3.3
x (0A BC 12 DE F3 45°67 89 Hex)
A (\ A v
N )
Tpken 64-bit decrypted DataBlock (7.3.3)
dlass 10119001 1001 1110 1011 0010 0011 0000 0001 00000000 1100 0010 0000 0111
00 (0B 19 EB 23 01 00 C2 07 hex)
A 4 y y 4 v
dlass SubClass RND TID (6.2.2) Amount (6.2.2) CRC (6.2.2)
4.2°2) (6.2.2) (6.2.2) | 0001 1001 1110 1011 0010 0011 | 0000 0001 0000 0000 | 1100 0010 0000 0111
00 0000 1011 (19 EB 23 hex) (01 00 hex) (C2 07 hex)
A 4 A A 4
. . . . . Meter
Electricity Date of issue Time of issue Units purchased 25,6 Applicati
TransferCredit token 25 Mar 1996 13:55:xx kWh pplication
Process
IEC 1014/14

Figure 26 — STA decryption worked example for TransferCredit token

7.34 DEA: DecryptionAlgorithm09

The decryption process using the DEA is shown in Figure 27.
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64-bit 64-bit
DecoderKey DataBlock

64-bit DES key
with odd parity

y DataBlock

ACYDIOCUK

The

The
FIP
bit.

bits,

The|decryption algorithm
samge EA code.

Dectyption is DEA in
sing|e 64-bit DESiey A
7.3.5 TokenAu i

Vali

Vali

. e CRC checksum in the token has the same value as that calculated from the
lements in the token.

Ve

A

64-bit
decrypted
DataBlock

e.

with
cant
arity

the

cate

data

If the above condition is not met, then the AuthenticationResult status shall

CRCError.

indicate

In the case of a Class 1 token the AuthenticationResult status shall indicate Authentic when

both of the following conditions are met:

e the CRC checksum in the token has the same value as that calculated from the data

elements in the token;

e The MfrCode value in the token is the same as the MfrCode as defined in 6.2.3-ferthe

Decoder.

If any of the above conditions are not met, then the AuthenticationResult status shall indicate

CRCError, or MfrCodeError, or both.
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If the token cannot be authenticated, it shall be rejected in accordance with the requirements
given in 8.2 and 8.3.

7.3.6 TokenValidation

Class 0 and Class 2 tokens shall primarily be validated against the TID encoded in the token,
except for Set1stSectionDecoderKey and Set2ndSectionDecoderKey tokens.

Set1stSectionDecoderKey and Set2ndSectionDecoderKey tokens are validated by the
MeterApphcannProcess once the payment meter has read both tokens and comblned them

the
eter
for
the
TID
and
shall
ater
as a
ken
see

See| also 8.2 3 2 $ rejection and indication requirements in| the

MetgrApplicationPro

A payment meter load K value shall accept all the relevant "non-meter-sp¢gcific

manjagemen 08 < 1 tokens) as well as SetistSectionDecoderKey |and

Set3ndSetti ¢ éns encrypted under a DDTK.

7.3.

Cangellation.,of a token shall be by means of storing the TID associated with that token|in a

secyre, hon-volatile memory store in addition to erasure of the token data record from

magnetic card token carriers (see 6.1.3 and 6.2.5 of IEC 62055-51:2007).

A time-based TID is used to uniquely identify each Class 0 and Class 2 token (except for the
Set1stSectionDecoderKey and Set2ndSectionDecoderKey tokens). The payment meter shall
store, in a secure non-volatile memory store, at least the last 50 TID values received.

If a valid token is received with a TID that has a value greater than the smallest value of TID
value in the memory store and there is no available space in the memory store to store the
received TID value, the payment meter shall accept this token, remove the smallest TID value
(in other words, the oldest TID) from the memory store, and replace it with the new TID value.

If the payment meter accepts a Setl1stSectionDecoderKey and Set2ndSectionDecoderKey
token pair, the TID memory store shall remain unchanged, unless the RolloverKeyChange
(see 6.3.18) field specifies that the memory store shall be cleared.
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The payment meter shall not accept tokens that were created prior to the date of manufacture
or repair of the payment meter.

NOTE A suggested method is for the manufacturer to fill the TID memory store with values that indicate the date
and time of manufacture or repair.

The payment meter shall read and process a token (as well as erase it when required) on a
single insertion of the TokenCarrier without further action from the user.

All payment meters operating with a DCTK (see 6.5.2.3.1) shall erase token data (Class 0 and
Class 2 tokens) from the TokenCarrier after successful transfer of the token data from the
TokgnCarrier to the payment meter, with tThe excepiion of the SetTsiSeciionDecoderKey Idken

datg and Set2ndSectionDecoderKey token data.

Thelfollowing tokens shall not be erased:

e 3ny token carrying a TID which is judged by the payment met

¢ 'Inon-meter-specific management tokens" of Class 1;

o tre Set1stSectionDecoderKey or a Set2ndSectionDecoq rted
irst.

The|Set1stSectionDecoderKey or a Set2ndSectionDecfd ; i is i rted

last,| shall be erased upon successful completion i

8 MeterApplicationProcess requireme

8.1 General requirements

In agldition to the requirements\gi * icati cute

tokens in accordance With th intti gl i ther

subject to the requirements™given il the

load| switch in res i itch

from a remote loca

8.2 | Token accg

An $TS-compliant pa i i [ ing all

of the catgegories of t C

The|payme

Set1stSectionDecodérKey and Set2ndSectionDecoderKey tokens are validated by | the

MeterApplicationProcess once the payment meter has read both tokens and combined them
into thé.new DecoderKey.

A token shall be accepted when all of the following conditions are true:

e AuthenticationResult indicates a status value of Authentic in the APDU (see 7.1.3);
e ValidationResult indicates a status value of Valid in the APDU (see 7.1.4);

e the token can be correctly interpreted and the instruction executed by the
MeterApplicationProcess.

If all the above conditions are met, TokenResult (see 7.1.5) shall indicate Accept with the
following exceptions:
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successful processing of the first entered token of a key change token pair shall not
indicate Accept, but it shall indicate 1stKCT if it is a Set1stSectionDecoderKey or 2ndKCT
if it is a Set2ndSectionDecoderKey token; this indicates provisional acceptance until the
second token of the key change token pair is also accepted;

successful processing of the second entered token of a key change token pair shall
indicate Accept.

The token shall be rejected and TokenResult shall not indicate Accept if any of the following
conditions are true:

8.3

AuthenticationResult does not indicate a status value of Authentic in the APDU (see
7.1.3);

AuthenticationResult indicates a status value of CRCError in the APD

ould
cate

DverflowError in the APDU (see and

bhall not be further processed;

In the case where execution of a k 5 as

Fiven in 6.5.2.4, the Te 1.5)

instead of Accept, th also

7.3.1 for further key ch

In the case where the G nin

.2, 6.3 0ri DI in

he APDU (s t be

urther processeq

In the case e of

he defin ent,
the

| the
the

oken shall berejetted and shall not be further processed.

Display indicators and markings

The payment meter shall uniquely indicate the following conditions:

the acceptance of a token (see 8.2);

the rejection of a token (see 8.2);

when a token is old (see 7.1.4);

when a token has already been used i.e. duplicate token (see 7.1.4);

when the DecoderKey has expired (see 7.1.4);

when a TransferCredit token is presented with a DDTK in the DKR (See 7.1.4);
when the MeterApplicationProcess cannot execute the token (see 8.2);

after a successful completion of a key change operation (see 8.2 and 8.9);
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e whether accepting the credit on a token would cause the credit register to overflow (see
8.2).

The DRN and the EA code shall be marked on the part of the payment meter that contains the
decoder part (see Clause 3) and shall be legible from the outside of the decoder.

In the case where the decoder part is separate from the TokenCarrier interface where the
user presents the TokenCarrier to the payment meter, then it shall be possible for the user to
determine the DRN and the EA code from the user interface on demand.

Indicatars rplnfing to the result of token pntry shall nnly he dielnlaypd aon the same pser
intefface where the token was entered. In the case of a virtual token carrier for example,|it is
the fask of the application layer protocol and the relevant physical layer p Ql to féed back
the YalidationResult, AuthenticationResult and TokenResult values.

8.4 | TransferCredit tokens

See|6.2.2 for more detail on the structure of this token.

The able credit in the
Accounting function in accordance with the specific i ccounting fungtion
and A1d i

8.5

See

All ' i of the incorporated tests are| not
supx gtehmust Sh bset of tests that are supported.

The levant information shall be displayed in
accd field of the token.

Whe d,Afor example for test number 0, the outputs shall be
initi hey areydefined in 6.3.8. An optional test may be omitted iffit is
not example test number 3, may provide more than one fie|d of
infoimation.

Any pported by the payment meter shall result in the rejection of| the
optipnal test > the_gayment meter.

In the case\where thé SubClass value is in the range-44 6 to 15, the relevant test or display
function(shall be executed according to the manufacturer’s specification, but the payment
mettfr shall verify the MfrCode field value before such a token is accepted.

In the case where a payment meter has zero available credit which causes the load switch to
be open, and the InitiateMeterTest/Display token may cause the load switch to operate into
the closed state for the duration of the test. Some uitilities may not want this condition to be
allowed, while other utilities may want it. The action of the payment meter in response to this
token shall be as agreed between the utility and the supplier and shall not form a normative

part

8.6

See

of this standard.

SetMaximumPowerLimit tokens

6.2.4 for more detail on the structure of this token.

The present value of the maximum power limit register shall be replaced with the new limit.
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The action of this function shall be agreed between the utility and the payment meter supplier.

NOTE 1 In a poly-phase payment meter this value is per phase.

NOTE 2 This function is not intended to be used as an overcurrent protection mechanism, which requires

adhe
8.7

See

The

rence to other relevant standards.
ClearCredit tokens

6.2.5 for more detail on the structure of this token.

available—credit-inthe-Accounting-functioh-shall-be-cleared-to-zero-in-accordance—with the

indigated value in the Register field of the token.

8.8

See

The

8.9

See

SetTariffRate tokens

6.2.6 for more detail on the structure of this token.
present value in the Tariff Rate Register shall be replaced 2R ra

Set1stSectionDecoderKey tokens

6.2.7 for more detail on the structure of this tokeén.

The e new DecoderKey. [The
Dec and Tl as defined in 7.3 2.
This the Set1stSectionDecoderKey |and
SetZ

The ive DegoderKey at any stage of its operation. Pual
Dec

It shall be possi ectionDecoderKey and Set2ndSection DecodefKey
tokejns in any orde key change.

It sh sible t least two other invalid tokens of any type and in any order,
alon ) SectionDecoderKey and Set2ndSectionDecoderKey token|and
still perfo

It |shall ¢ i to enter the same  SetistSectionDecoderKey [and
Set4dndSectionDet Key token more than once, if the key has not been changed alrepdy,
and jstill perform a successful key change.

A time=out function shall he used to cancel a Inarfinlly rnmplpfpd kpy rhnngp Inrnr'pdnrp afier a

duration of between-30-s 3 min and 10 min.

8.10 Set2ndSectionDecoderKey tokens

See

6.2.8 for more detail on the structure of this token.

The requirements for the processing of the Set2ndSectionDecoderKey tokens are the same

as 8

8.11

See

.9 above.

ClearTamperCondition tokens

6.2.9 for more detail on the structure of this token.
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The control status and indicator that indicates a tamper condition shall be reset to indicate a
non-tamper condition. Any internal payment meter control process resultant from such a
tamper condition shall also be cancelled.

8.12 SetMaximumPhasePowerUnbalanceLimit tokens

See 6.2.10 for more detail on the structure of this token.

The present value of the maximum phase unbalance power limit register shall be replaced
with the new limit.

Thelaction of this function shall be agreed between the utility and the payment meter supplier.

NOTIE This function is only applicable to poly-phase payment meters.

8.13 SetWaterMeterFactor

See|6.2.11 for more detail on the structure of this token.

Thelaction of this token is reserved for future definition by the

8.14 Class 2: Reserved for STS use tokens

See|6.2.12 for more detail on the stru

The

8.159 Class 2: Reserved f

See|6.2.13 for more d

The|actions perf e rer’s
spegifications.

NOTE pace
{seeplsonotetob 2

8.16

Seel6.244 fo r detail™on the structure of this token.

The|payment-meter shall reject these token types.

9 KMS: KeyManagementSystem generic requirements

It is recognised that KMS requirements are essentially outside the scope of this standard and
the reader is therefore referred to relevant industry standards, some of which are listed in the
Bibliography.

The STS Association has established well-proven codes of practice for the management of
cryptographic keys within STS-compliant systems, utilising those industry standards, and it is
therefore recommended that new systems implementing this standard should follow the STS
Association codes of practice.

By virtue of its Registration Authority status with I[EC TC 13, the STS Association has
undertaken to provide such certification services that are deemed necessary to ensure that
key management systems comply with the relevant parts of this standard (see Clause C.1)
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For further guidelines on the functioning of a KeyManagementSystem as envisaged in this
standard, see Annex A.

10 Maintenance of STS entities and related services

10.1 General

See also Clause C.1 for more information relating to maintenance and support services.

The maintenance activity on certain STS entities requires a revision/amendment of this
standard. Where this is the case, it is explicitly indicated as such.

Anngx B and Annex C are not normative and any changes in
maintenance activities would not require revision/amendment of
require appropriate amendments to other relevant specifications or ¢

may

The|STS entities and services that require maintenance are give

©
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Table 42 — Entities/services requiring maintenance service

Entity/service Defipi!ion Responsible Reference
origin maintenance body
Product certification Clause C.10 STSA/CA 10.2.1
6.1.2.3.3
DSN Mfr 10.2.2
C.3.4
RO 6.3.18 utility 10.2.3
TI 6.1.7 utility 10.2.4
TID 0.5.9.1 utility 10.2.9
; 6.3.5.2
Spte_c_nalReservedTokenld utility 0.26
entifier Clause C.4
~
6.1.2.3.2
MfrCode STSA 10:2.7
C.3.3
6.5.4.2 N \)
Substitution tables 7.3.3.3 STSA \ 10.2.8
Clause C.5
6.5.4.3 >
Perpnutation tables 7.3.3.2 S 10.2.9
Clause @\
6.1.6 W
SG¢ TSA 10.2.10
Cc.2.2
6.5.2.2 N4
VenldingKey ause > STSA/KMC 10.2.11
6. 1
KRN <> STSA/KMC 10.2.12
6.5.2
KT STSA/KMC 10.2.13
able 30
\ \> 6.1.10
KEN 6.5.2.6 STSA/KMC 10.2.14
C.24
Annex B
KEH STSA/KMC 10.2.15
Table B.1
Annex B
CcC STSA/KMC 10.2.16
Table B.2
Annex B
uc STSA/KMC 10.2.17
Table B.2
Annex B
KMCID STSA/KMC 10.2.18
Table B.2
Annex B
CMID Mfr/IKMC 10.2.19
Table B.2
Annex B
CMAC Mfr/IKMC 10.2.20

Table B.2
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Entity/service Defil.'ui?ion Besponsible Reference
origin maintenance body
6.1.2.2
IIN ISO/IEC 10.3.1
C.3.2
6.1.3
TCT STSA/IEC 10.3.2
Table 5
6.1.4
DKGA STSA/IEC 10.3.3
Table 6
6.1.5
EA STSATTEC 10.3.4
Table 7
6.3.2 /(
TokenClass Table 13 STSA/IEC 10135
Table 14
6.3.3
TokenSubClass STSA/IEC \ 10,3.6
Table 14
InitinteMeterTest/Display 6.3.8 \ \> 10.3.7
ControlField Table 22 o
6.3.13
RedisterToClear A/ 10.3.8
Table 23
sTq base date 6.3.5.1\ 31\§A/E/C 10.3.9
Ratp 6.3.11 N\ N§Tsanec” 10.3.10
WMFactor 6312 STSA/IEC 10.3.11
MFQ N /5-5\\ \S\/SA/(IEC) 10.3.12
N\l 55
FOIN STSA/(IEC) 10.3.13
Iaus%B\
.5 \)
Companion Specifi STSA/(IEC) 10.3.14
use C.8
N
10.2 Operation
10.2|1
The|STS A Cess
to product ce
It shall als@ assure that such service providers are duly accredited and authorized to provide

this
rele

s€rvice and that they comply with the requirements of this standard and any g
ant COP or specification

ther

10.2.2

DSN maintenance

The payment meter manufacturer is in complete control of his allocated range of DSN values
(within his allocated MfrCode domain) and it thus requires no further maintenance.

The utility shall manage the operational use of this data element in conjunction with the STS

10.2.3 RO maintenance
base date.
10.2.4 Tl maintenance

The utility shall manage the operational use of this element.
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10.2.5 TID maintenance

The utility shall manage the operational use of this data element by means of appropriate
programming of the token vending or POS systems.

10.2.6 SpecialReservedTokenldentifier maintenance

The utility shall manage the operational use of this data element by means of appropriate
programming of the token vending or POS systems.

10.2.7 __MfrCode maintenance

The|STS Association, as a registered Registration Authority with the IE€;shall proyvidg the
servlice of allocating MfrCode values to payment meter manufacturers a kingithe list of
allogated MfrCode values available to users of the STS upon request.

10.2(8 Substitution tables maintenance

The|STS Association, as a registered Registration Authorj the
service of making the actual values for Table 33 and Table STS
upom request.

10.2|19 Permutation tables maintenance

The|STS Association, as a register < [ i the
service of making the actual values fonTable 3 STS
upon request.

10.2}10 SGC maintenance

The|STS Association, 3 ! ) Cess
to SIGC allocation servjce § ST S-a uch
servjces are typic;ug

10.2|11 VendingKej

The|STS Association\ a egi Cess
to VlendingK ‘ S bally
unigue and that Vengy uch
servjces Aare ica i

The| STS Assbgiatio the
reqyirements Jand~\recommendations given in this International Standard and any qgther
releyant €OP or specification.

10.2

This element is intrinsically coupled to the VendingKey and is managed by the KMC service
provider, subject to the same conditions as for VendingKey maintenance.

10.2.13 KT maintenance

This element is intrinsically coupled to the VendingKey and is managed by the KMC service
provider, subject to the same conditions as for VendingKey maintenance.

The STS Association in liaison partnership with Working Group 15 of IEC TC 13 shall
administer any further additions to the range of KeyType values as given in Table 30.
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The process shall follow the standard procedures for submission of new work item proposals,
as instituted by these organisations.

An additional KeyType definition shall require a revision/amendment of this standard.

10.2.14 KEN maintenance

This element is intrinsically coupled to the VendingKey and is managed by the KMC service
provider, subject to the same conditions as for VendingKey maintenance.

10.25—KEKmaintenance

The|KMC service provider is exclusively in control of this data element as s antintrinsic

part|of its key management operations.

The|STS Association, as a registered Registration Authority with C are |that
KMQ service providers comply with the requirements of this siand \ other relejvant
COR.

10.2{16 CC maintenance
The|STS Association, as a registered Registration A Z, shall ensure acgess

to GC allocation services to users of the STS are globally unique. $uch
servjces are typically provided by a KM

10.2|]17 UC maintenance

y with the |IEC, shall ensure acgess
C values are globally unique. A KMC

The|STS Association, as a registered Regi
to UC allocation services t0 wsers O

typigally provides such se

stration™A
S-anNd ths

10.2|18 KMCID i

The
to K

STS Associa gistration Authority with the IEC, shall ensure acg¢ess

the STS and that KMCID values are globally unigue.

The 8 such services.

10.2

The 2r_is iy complete control of allocating CMID values to his manufactyred
CM e IS0 service in place to ensure uniqueness of this data element.

Oncg a particular CM is registered in an STS system (typically with a KMC service provider),
then the\CMID is simply recorded for reference purposes and no further maintenance service
on this‘data element is required.

10.2.20 CMAC maintenance

The CM manufacturer is in complete control of allocating CMAC values to his manufactured
CM devices and there is no service in place to ensure uniqueness of this data element.

The registration transaction of a CMAC value is typically conducted between the CM
manufacturer and the KMC service provider, and then it remains in the operations domain of
the two parties.

The STS Association, as a registered Registration Authority with the IEC, shall ensure the
compliance of such manufacturers and service providers to the requirements and
recommendations given in this standard and any other relevant COP.
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10.3 Standardisation
10.3.1 IIN maintenance

This standard defines a constant value for electricity payment meters worldwide.
ISO may issue different values for other services upon application by service providers.

Any changes to the rules as defined in this standard would require a revision/amendment of
this standard.

10.3|]2 TCT maintenance

The| STS Association in liaison partnership with Working Group 15 shall
admiinister any further additions to the range of TCT values given in

The|process shall follow the standard procedures for submissi bals,
as instituted by these organisations.

An gdditional entry to Table 5 shall require a revision/g new

part|in the IEC 62055-5x series.

10.3|]3 DKGA maintenance

The shall
adm
The bals,
as if
An 8 inew
oy

10.3

The paftnership with Working Group 15 of IEC TC 13 shall

adm to the range of -DKGA EA values given in Table 7.
The all Yollow the standard procedures for submission of new work item proposals,
as if

An gdditional-entry te’Table 7 shall require a revision/amendment of this standard.

10.3]5.““TokenClass maintenance

The STS Association in liaison partnership with Working Group 15 of IEC TC 13 shall
administer any further additions to the range of TokenClass values as given in Table 13 and
Table 14.

The process shall follow the standard procedures for submission of new work item proposals,
as instituted by these organisations.

An additional TokenClass definition shall require a revision/amendment of this standard.

10.3.6 TokenSubClass maintenance

The STS Association in liaison partnership with Working Group 15 of IEC TC 13 shall
administer any further additions to the range of TokenSubClass values as given in Table 14.
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The process shall follow the standard procedures for submission of new work item proposals,
as instituted by these organisations.

An additional TokenSubClass definition shall require a revision/amendment of this standard.

10.3.7 InitiateMeterTest/DisplayControlField maintenance

The STS Association in liaison partnership with Working Group 15 of IEC TC 13 shall
administer any further additions to the range of InitiateMeterTest/DisplayControlField values
given in Table 22.

The|process shall follow the standard procedures for submission of new wark item proposals,

as instituted by these organisations.

An additional InitiateMeterTest/DisplayControlField value shall requirg e isi endment
of this standard.

10.3|8 RegisterToClear maintenance

The shall

adm

The
as in

bals,

An &

10.3

The shall

adm

The
as i

bals,

A ch

10.3

This| data element is Rreséntly reserved for future definition.

The| STS<Association in liaison partnership with Working Group 15 of IEC TC 13 shall
admfinjster any changes to the definition of the Rate data element.

The process shall follow the standard procedures for submission of new work item proposals,
as instituted by these organisations.

A change in definition of the Rate data element shall require a revision/amendment of this
standard.

10.3.11 WMFactor maintenance

This data element is presently reserved for future definition.

The STS Association in liaison partnership with Working Group 15 of IEC TC 13 shall
administer any changes to the definition of the WMFactor data element.
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The process shall follow the standard procedures for submission of new work item proposals,
as instituted by these organisations.

A change in definition of the WMFactor data element shall require a revision/amendment of
this standard.

10.3.12 MFO maintenance

Definitions of MFO instances are presently outside the normative domain of this standard and
are mentioned purely on an informative basis.

The

The
futu
whid
insti

10.3

Allo
stan

The
conj

The
futu
whidg
insti

10.3

Dev
stan

The
conj

The
futu
stan

STS Association exclusively administers the definition of MFO instances_following-its [own
inteqnal standard procedures for submission of new work item proposals.

STS Association in liaison partnership with Working Group 1 y in the

e propose these MFO instances to the IEC for development into ards,

h shall follow the standard procedures for submission o , as

futed by the IEC.

13 FOIN maintenance

cation and assignment of FOIN values are preséntl this

dard and are mentioned purely on an inform4

STS Association exclusively admi ssignment of FOIN valugs in

unction with the registration of MFQO_ iastan

STS Association in lig g Group 15 of IEC TC 13 may in the

e propose these FOf elopment into international standgrds,

h shall follow the , as

uted by the IEC.

14 Compa

lopment of this

dard and is

STS Assuciatio s in

unction W

STS Association yn liaison partnership with Working Group 15 of IEC TC 13 may in the

e propese these’companion specifications to the IEC for development into internatipnal

dards,*which shall follow the standard procedures for submission of new work jtem

osdls, as instituted by the IEC.

prop
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Annex A
(informative)

Guidelines for a KeyManagementSystem (KMS)

An entity relation and interaction diagram is shown in Figure A.1.

- CryptographicModulelnstallation

POS 25 VendingKeyLoad (\ KVIE

+ >
CM . N\ 3
VendingKeylLoadRequest N\
VendingKeyLoadAuthQﬂ/zgﬁsk\ >
DegoderKeyChange \

Cryptographic
Supply Group

. 12
Utility
e SupplyGroup
™ Demarcation
/ 7 e > 22
C—Y \:
! 120 Ve dAuthorization 3
\ Meters / N
l\,-eterlnstallatlon gterOxder
VendingKeyLoadRequest 2
MetepKlahutacture )
VendingKeyLoad 4
il
IEC 1016}14

The|entities:that play a role in the KMS processes are given in Table A.1.

Table A.1 — Entities that participate in KMS processes

Entity Role / Name
Utility Supplier of a service such as electricity
MeterManufacturer Manufacturer of payment meters/ decoder devices
CMManufacturer Manufacturer of cryptographic modules
KMC KeyManagementCentre
CM CryptographicModule
POS PointOfSale
Meter Payment meter
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The payment meter processes and DecoderKey processes are given in Table A.2.

Table A.2 — Processes surrounding the payment meter and DecoderKey

Process

Number Context
MeterOrder

1 Utility places an order for payment meters with the MeterManufacturer. The order will stipulate that
the payment meters are loaded with DDTK, DUTK or DCTK values for the specified SGC
VendingKeyLoadRequest

2 MeterManufacturer requests the VendingKey (VUDK or VCDK) for the specific SGC, if required,
from the KMC, else he uses his own allocated VDDK (see 6.5.2.2)
VendingKeyLoadAuthorization

3 The Utility authorizes the KMC to load the requested VendingKey val wn t
MeterManufacturer
VendingKeyLoad

4 The requested VendingKey values are loaded into the MeterManyfacture®™sSTS-ce ed secure|
manufacturing equipment
DecoderKeyLoad

5 The MeterManufacturer generates the DDTK, DU e VDDK, VUDK or
VCDK values in accordance with the payment into the payment meter
(see 6.5.3)
Meterinstallation M

6
The payment meters are delivered to\the install he demarcated SupplyGroup
DecoderKeyChange

7 If so required the vendlng KeyChangeTokens from the PQS

)-

equipment (see rKey and Set2ndSectionDecoderKey tokeng

VendingKey loading

See also procPﬂs 2

The Cryptograp@

W in Table A. 3.

essesysurrounding the CryptographicModule

Ta{fé\
<\\\ > Context

Prqcess
Number
< leOrder

10 e Uil manufacturer) places an order for a cryptographic module with a cryptographlfic
mo manufacturer
CryptongcModulelnitialisationRequest

11 The CryptographicModule is sent to the KMC to be initialised with secret key values, which will
subsequently be utilized for securely distributing VendingKey values from the KMC to the
CryptographicModute
CryptographicModuleAuthenticationAndlnitialization

12 The KMC checks that the CryptographicModule is authentic and then initialises it with secret key
values, which will subsequently be utilized for securely distributing VendingKey values from the
KMC to the CryptographicModule (see KEK in Annex B)
CryptographicModulelnstallation

13 The CryptographicModule is installed and is ready for loading of VendingKey values from the KMC
typically using KeyLoadFiles (see KLF in Annex B)

The SGC and VendingKey processes are given in Table A.4.
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Table A.4 — Processes surrounding the SGC and VendingKey

Nu

Process Context

mber

SupplyGroupDemarcation

POS equipment to generate tokens for the payment-meters in the SupplyGroup

the

20 The Utility supplies electricity to a defined group of its customers. It decides the size and
boundaries of the group based on security risk and revenue protection considerations, geographical
location and network logistical characteristics
SGCAndVendingKeyApplication

21 The Utility makes application to the KMC for a SGC of specified type (unique or common) and
acc iatad \Nandinalkaov of o oo fiad o FAVINInY'4 N oK. o 6-5.2)

o OV oo g T oy o o P o oToa PO vV o DT o ooy ooy
SGCAndVendingKeyAllocation

22 The KMC allocates a SGC and an associated secret VendingKey of the regujred KT to,the{applidant
and stores the elements in its records N (\
VendingKeyLoadRequest

23 POS operator requests the VendingKey value (VDDK, VUDK or K)
the KMC that will allow him to vend to payment meters loaded wjth th
value (DDTK, DUTK or DCTK) N
VendingKeyLoadAuthorization

24 The Utility authorizes the KMC to load the requested VendingKe
Alternatively the MeterManufacturer authorizes th KI\/kC‘l)o loat\the
VendingKeyLoad \/

25 The requested VendingKey valugs are\Joaded into the - Gryp aphitModule that will be used by

t

The

See
Ven

See
guid

See
syst

See

mandatory requirements for a Key ane\Syéx are specified in Clause 9.

also Clause C.2 Code o e more \information regarding the managemer
HingKeys.

also C.2.2@7d ore information regarding the SGC demarcq
lelines.

also Annex 6n regarding entities and identifiers in an STS-comp
Em.

t of

tion

liant
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Annex B
(informative)

Entities and identifiers in an STS-compliant system

Entities and relevant identifiers deployed in an STS-compliant system are shown in
Figure B.1.

associated

Country CC
operates
in uc
lor
more
Utility SGC
KMCID
supplied

DK associated
with KEN

VK

SGC

KRN

KT

TI
MeterPAN

function of

IEC 1017/14

Figure B.1 — Entities and identifiers deployed in an STS-compliant system

For the maintenance of these entities and related services see Clause 10.

The entities that are typically deployed in an STS-compliant system are given in Table B.1.
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Table B.1 — Typical entities deployed in an STS-compliant system

Entity Context Reference

Country Geographical area with politically demarcated boundaries, which may X
change over time

Utility Entity that supplies a service like electricity to its end customer by means X
of a payment meter. One or more utilities are operational in a country.
utilities change their constitutional identities over time

SupplyGroup A subgroup of payment meters within a distribution network. A Utility may 6.1.6
supply to one or more SupplyGroups. A SupplyGroup may change its
relationship to a Country and a Utility over time

Meter The payment meter used to control the delivery or supply of the service to IEC 62055131
the end customer (see also IEC 62055-31). One or more payment metefs

are grouped in a SupplyGroup. A payment meter may change to a different IEG 62055721
SupplyGroup by means of a corresponding DecoderKey change (N

PO$ PointOfSale device that is able to generate tokens for any payrien \@55 21

those SupplyGroups. VendingKeys may thus move tq_an

devices over time, depending on the commercia ti
vendor and a particular Utility

TokenCarrier The physical device, or medium onto which the tQkegn info 3.1
This may be in the form of
encoded card, which is ca
inserted into the reading dew
customer), or it may be a virtu
communication connection

Token Token as defined in this staRdard by Wean o}\qpigh the POS device is 3.1
able to trangferNostrycti and information to,the payment meter, or
retrieve informati rom th mentrhet

Tariff used to calcutate th Wer unit of service. In the case of 6.1.7
6.2.6

N

Each ari{ ]
STSA Standard TragsferSpecification Association that keeps a register of all Clause CJ1
Cs)\which ‘ar¢ glokally deployed
an

ementCentre. The infrastructure that is used to manage and 9
con the\KeyMapagementSystem

Annex A
x\ Clause CJ2

KLH eyLoadFile. The secure mechanism used by the KMC to distribute Annex A
dingKey values to cryptographic modules

CM CryptographicModule. The secure device used by the POS to generate Annex A
DecoderKey values from VendingKey values and to generate tokens from
DecoderKey values

KEK KeyExchangeKey. A secret dual 64-bit DES key value shared between the X
KMC and the CM, which is used to encrypt VendingKey values that are
distributed by means of the KLF (see KLF above)

VK VendingKey. A 64-bit DES key value, generated, stored and distributed by 6.5.2.2
the KMC to other cryptographic modules under controlled and authorised
conditions when required. It is used to generate DecoderKey values inside
the CM

DK DecoderKey. A 64-bit STA key value or 64-bit DES key value generated as 6.5.2.3
a function of several values:

DK = f (VK, SGC, KRN, KT, Tl, MeterPAN).

It is shared between the CM and the payment meter and is used to encrypt
and decrypt tokens that are sent from the POS to payment meter or from
the payment meter to the POS
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The identifiers that are associated with the above entities are given in Table B.2.

Table B.2 - Identifiers associated with the entities in an STS-compliant system
Identifier Context Reference
CcC CountryCode X
A code uniquely identifying the country in which the Utility is operative and where
the payment meters are installed. It is registered in the KMC and associated with
VK at the KMC and the CM
uc UtilityCode X
A code allocated by the KMC to uniquely identify the specific Utility to which VK
and the SGC is allocated. It is registered in the KMC and is associated wit t
the CM
N
KMCID KeyManagementCentreldentifier X
Unique identifier for each KMC in the world. Each KMCID is regist&red\yith the
STSA
CMID CryptographicModuleldentifier \ X
Unique identifier for each cryptographic module in the sé%\ \
CMAC CryptographicModuleAuthenticationCode N X
A set of secret codes that the KMC and the PO3 ma
before entrusting it with other secret values
DeviceAuthenticationCode and/{mwareﬁ\the t
TID Tokenldentifier \MMZ\/ 6.3.5/1
Unique time-based identifier for each token\|t s ‘shared en the POS, the
token and the payment meter
MeterPAN MeterPrimaryAccountNumber 6.1.2
A unique identificati
between the pa
enforces th
DRN DecogerReference 6.1.2|3
The mber in tie MeterPAN It is shared between the POS
and th ?e/y}rg eter
TCT } 6.1.
SG¢ 6.1.
located by the KMC to identify a SupplyGroup of the Utility. It is
the SupplyGroup, the KMC and the POS. It is associated with the
ngKey value and recorded in the KMC and also in the CM. Encoding it into
erKey enforces the association with the payment meter
TI Tariffindex 6.1.7
The index number to a register of tariffs associated with a particular Tariff for each
customer. It is shared between the Tariff and the POS. Encoding it into the
DecoderKey enforces the association with the payment meter. This means that the
DecoderKey-must shall change if the customer is moved onto a different tariff
structure
KRN KeyRevisionNumber 6.1.8
Revision of the VendingKey as allocated by the KMC. It is associated with the
VendingKey value at the KMC and at the CM. Encoding it into the DecoderKey
enforces the association with the payment meter
KT KeyType 6.1.9
The type of the VendingKey as allocated by the KMC. It is associated with the
VendingKey value at the KMC and at the CM. Encoding it into the DecoderKey
enforces the association with the payment meter
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Identifier Context Reference

KEN KeyExpiryNumber 6.1.10

A number that is associated with a validity period for the VendingKey. It is
associated with the VendingKey value at the KMC and at the CM. It is not encoded
in the DecoderKey, but is transferred to the DecoderKeyRegister by means of the
Set1stSectionDecoderKey and Set2ndSectionDecoderKey tokens

@%
S
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Annex C
(informative)

Code of practice for the implementation of STS-compliant systems

Maintenance and support services provided by the STS Association

The STS Association is a not-for-gain company incorporated in South Africa with members
comprising of manufacturers of payment meters and associated vending systems and of

utilit
func
like

See

The
this

c.2

C.2.
(Ses

The
STS

c.2.

C.2.p.

(Ses
The

The
assd

The
prod

€5, 1 he objectof the STSAsSociation 15 to promote the use of the STS, deveiop
tionality further and maintain the required infrastructure to provide pporting serv
key management, product certification and standardisation to users of

also Clause 10 for more details on the maintenance of STS enti 9 &rvia

General Secretary can be contacted at the-folewing addré e soductig
standard. E-mail is the preferred mechanism for corresponde [ gociation.

Key management

U Key management services

also Annex A.)

and distributes VDDK, VUDK and VCDK values with
N in accordance with this standard.

KMC ensures_tha
ucts in-accordance with this standard.

Ino

the
ices

eS.

n to

and

the

VendingKey values are available to all manufacturers of STS-certified

der'to effectively manage the generation, storage and distribution of SGC and associ

ated

VendingKey values, it is recommended that the data elements given in Table C.1 be recorded

and

be uniquely associated with an SGC.
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Table C.1 — Data elements associated with a SGC

IEC 62055-41:2014 RLV © IEC 2014

Element Context Reference
SGC Actual value of the SupplyGroupCode as registered in the KMC 6.1.6
Country CountryCode as the country where the SGC and VendingKey is to be used Annex B

. Place associated with the SupplyGroup demarcation (Country, State, X
Location : .

Province, City, Town, Suburb)
Network Network associated with the SupplyGroup demarcation (name, ID) X
To whom this SGC is allocated: X
UtilityCode (if applicable)
Name of Organization (utility)
Owner
Address (postal, physical, website)
Contact person and details (name, postal, email, tel, fax)
Authorization signatory (name, contact details)
OwnerHistory Record of changes to ownership association of the S(Z-;((i OVM X
)
LochtionHistory Record of changes to location association of theéGBo@{ tiﬁe\ \ X
NetworkHistory Record of changes to network association}f’fﬁe\sg\(,\o\xm(x X
KME KMCID and country of origin of the KMC s t e Jource fm\G}and Clausg 9
i VendingKey Annexl A
\J/ o
i 6.1.4
VenldingKey ;/endlngKey plus attributesNKRNXKTN KE Thes ues are in encrypted
ormat 6.1.9
6.1.1p
SG(Distribution Registe /s CM ptographic modules a particular X
Redister SGCr{as b en trlbuted t|

guidelines

c.2p.2 Sup;®

This| topic is deal
Bibljography). Faof tt
congideration

ively in the STS Association Code of practice [see
rovidihg some indicators here, some factors to be taken]into

e gecurity fisk innterpis of stolen POS devices;

e |pgistics for payment meter spares;

e ¢ontrol of POS vending agents in authorizing them to vend to the group;

e logistics for separating collected revenue from POS vending agents;

e particular business logic around distribution network maintenance and supply logistics,
e cross-vending rules on SGC boundaries;

e change of payment meter ownership over time (deregulated markets),

e change of supplier over time (deregulated markets).
c.2.3 CryptographicModule distribution

(See also Annex A.)
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In order to effectively manage the distribution of SGC and VendingKey values to
cryptographic modules, it is recommended that the data elements given in Table C.2 be
recorded.

Table C.2 — Data elements associated with the CryptographicModule

Element Context Reference
CM Attributes of the CryptographicModule (CMID, CMType, Annex A
HardwareVersion, Softwareversion, KEK, FAC, DAC). Annex B
CMManufacturer Name and contact details of organization Annex
CMOwner To whom this CM belongs: Annéex.A
UtilityCode (if applicable)
Name of Organization (utility) Q
Address (postal, physical, website)
Contact person and details (name, postal, email, tel, fak) >
Responsible person (name, contact details)

CMLlocation Details of intended destination of CM where itis g }\% \) X
(country, state, province, city, town, suburb

KMC KMCID and country of origin which |n|t|al sed partl Clause 9
Annex A
CMPwnerHistory Historical register of o ange to crypto \ﬂaaz) odules over X
time
CMlLocationHistory | Historical register of locgtion chan crypiographic modules over X
time N

c.24 Key expiry

(Seg also 6.1.10, 6.5.2

,gKeys is not dynamically implemented in an $TS-
mended practice to set the KEN to 255.

In the case where
compliant installati

At tle date of'} icati s standard the key expiry option for DecoderKeys in payment
meters had not beerymp ented in any STS-compliant installation.

C.3| Met

c.3f General practice

(Seg also 6.1.2).

The MeterPAN serves to uniquely identify each payment meter in the STS-compliant
installation worldwide, thus being able to tag and route transactions accordingly. All users of
the STS are thus encouraged to follow this practice, which is in line with that of the banking
and financial transaction management (see also ISO 4909).

C.3.2 IssuerldentificationNumbers

As clarified in 6.1.2.2, the IIN for-electricitypayment-meters—worldwide 2-digit Manufacturer
Codes shall be 600727. For 4-digit Manufacturer Codes the IIN shall be 0000.
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C.3.8 ManufacturerCodes

(Seg also0 6.1.2.3.2.)

MfrQode values are alloca Association to ensure uniquenegs of
the geries globally, thus peterPAN globally. Note that both 2-digit
and [4-digit Manufacturg

The|current list the
STS| Association

C.3.

(Ses

Eac as it

com

C.4| SpecialReservedTokenldentifier

(Seeatso63-52)-

Each utility is free to determine the rules for how this SpecialReservedTokenldentifier is to be
used as a special application to satisfy his special needs.

An example of using this SpecialReservedTokenldentifier in a special application is as
follows: Each household in an installation may collect a government grant in the form of a free
token to the value of 50 kWh per month. Such a token may be collected on any day of the
month and as many times as is desired, but the payment meter should only accept the first
token of such a type in each month. A solution to this problem is to rule that the
SpecialReservedTokenldentifier is to be used for this token type in this particular installation.
Such a token may then be generated at any time during the month, because it will always use
the 1% day 00h01 time stamp and the payment meter will only accept the first token so
generated and reject any subsequent copies as “Used”.
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C.5 Permutation and substitution tables for the STA

The STS Association is registered with the IEC as a Registration Authority to provide
maintenance services in support of the IEC 62055-4x and 62055-5x series of standards. As
part of this service, the STS Association provides the actual values for the permutation and
substitution tables (Table 33, Table 34, Table 40 and Table 41) required in 6.5.4.2, 6.5.4.3,
7.3.3.2 and 7.3.3.3 to users of the standard upon request. The contact details for the STS

Association are given in Clause C.1 or may be obtained from the IEC website.

C.6 EA codes

(Seg also 6.1.5).

As this standard evolves there will be more EA codes required
through the normal route via National Committees to the IEC
Proposals.

C.7| TokenCarrierType codes
(Segq also 6.1.3).

As fthis standard evolves there will

lace
tem

. This should take place

thropgh the normal route via Nationa TC 13 as New Work |tem
Proposals.

C.8| MeterFunctionObject insta anion specifications

A MgterFunctionObjec i j iented specification that encapsulates a ceftain
funcionality of a payment’m . MRQ is defined in a companion specification [and
allogated a uniq@ ificatiohNumber (FOIN).

The| STS Associgh ind g registration of MFO instances and reserves| the
exclisive rights t§ altoca valugs in the form of companion specifications.

An MFO instapce s\ d 1o the STS Association as a NWIP, after which it is assigngd a
unigue F 3 Association then publishes the MFO in the form of a compapion
spegifica

See|also-S 8Q¥ STS 200-1 (see Bibliography) for more information on function otEect
clasges and-STS-45-004 STS 201-15.1.0 (see Bibliography) for an example of a compahion

spegification.

C.9 TariffIndex
(See also 6.1.7).

The utility has the choice of 2 options:

e link the TI to his list of tariff structures and thus link each customer to a Tl. This means the
DecoderKey—must shall change if the customer is changed from one tariff structure to |

another, because the associated Tl will change;
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o fix the Tl to a constant value of say = 01 for the life time duration of the payment meter
installation and then link each customer to the list of tariff structures in the management
system, independent from the TIl. This means that the DecoderKey does not have to

change when moving a customer from one tariff structure to another.

At the date of publication of this standard, most utilities preferred to follow option 2. The main
consideration is that it is a major logistical operation to do a key change to a payment meter

that is already installed, so this tends to be avoided where possible.

C.10 STS-compliance certification

C.10.1 IEC certification services

The|lIEC does not provide certification services for products as suc
outsjide facilities to do this.

C.10.2 Products

The|STS Association provides the service to manufacturers s ot acilitate the tes

and |will provide STS-certification on the basis of the te

C.10.3 Certification authority

In dpie course the STS Association wj
STStcertification services on its behalf

C.11 Procurement options for u

t on

ting

vide

This| standard provides fora vani the
time| when products ang :
As g general g C.3
are poted.
Table C@ s Id be noted in purchase orders and tenders
It;{n\ \ \ \/ Context Reference
EA Which algorithm is be used for token encryption in the vending system 6.1.5

and for decryption in payment meter.
Options:

e STA code 07;

. DEA code 09.

The purchaser should ensure that the tender specification for the
payment meters requires that the payment meter labelling shall include
the appropriate EA code
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Item Context Reference
TCT Which TokenCarrierType the payment meter or the vending system 6.1.3
should support.
Options:
e magnetic card type 01;
. numeric type 02
DKGA Which algorithm the MeterManufacturer or the vending system should 6.1.4
use for generating the DecoderKey;
Options:
e DEA (DKGAO01); only for vending systems serving legacy payment
meters;
e DEA (DKGAO02); current systems;
e TDEA (DKGAO03);future systems /\ “
CcC Which destination CountryCode the SGC is to be associated itﬂ%\éy%x H
KMC.
Options:
e one of the standard set of ISO Country (@ \
uc Which UtilityCode the SGC is to be asgbciated 'th\aw. Annex B
Options:
e existing UC as altocated byaKMG; 6
. new UC as alloﬁkx C
KMEID ifig e VendmgKey and the SGC. Annex E
nding sysstem need the specific
currently in operation;
of choice or relevance
SG¢ Id t I\Manufacturer or the vending system use for | 6.1.6
oderKeys?
SGC; obtained from KMC;
; for new projects, apply to KMC.
KT Is, or should be, associated with this SGC?
> default; MeterManufacturer key;
e unique; utility key;
e common; utility key
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Item Context Reference

TI Which Tariffindex is to be used by the MeterManufacturer and the 6.1.7
vending system to generate DecoderKeys?

Options:

e 00-99; (new);

e  00-99; (existing);

e link Tl to the tariff table in the vending system; (NOTE 1);

e don’t link Tl to the tariff table in the vending system. (NOTE 2).

NOFE4+—When-theTH-s-trkedto-thetariftable—inthe—vending-systerm

database then the consumer may be moved to a different tariff structure
only by allocation of another associated TIl. This means that tha
DecoderKey needs to be changed accordingly.

NOTE 2 When the Tl is not linked to the tariff table in th
system database then the consumer may be moved to if
structure without being allocated to another associated
that that the DecoderKey does not need to be change

KRN Which KeyRevisionNumber is to be used by th
the vending system to generate DecoderKeyg?

This information is associated with the

KT Which KT is to be used by the Me W hurép ard the vefiding

n y and is under
the control of the KM i ollld e obtajned

KEN Which KeyExpiryNu d by\the MeterManufacturer and the | 6.1.10

This i matiop+
the &qntro of(d:%@\

VendingKey and is under
uld be obtained

DegoderKey expiry 6.1.10
AN
VenldingKey expiry 6.1.10

t expire (this is the current recommended practice);

N

Il expire (this is not currently supported)

Metper dispatc%gk(‘e\y hich DecoderKey type the MeterManufacturer should load into the 6.1.6
yment meter.

Options:

e DDTK (manufacturer Default key);
. DUTK (utility Unique key);

e DCTK (utility Common key)
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Options:

e vending; (vending of credit tokens) (signifi

or all of the options listed. If appyov ciation, then the
corresponding IetteWy be ¢ o

Item Context Reference

Tokens Which tokens the payment meter or vending system should support. 6.2.1

Options:

. TransferCredit;

. InitiateMeterTest/Display;

e  SetMaximumPowerLimit; (optional)

e ClearCredit;

e SetTariffRate; (currency-based accounting payment meters only)

e Set1stSectionDecoderKey;

¢ SelZndSeclionDecoderkey,

e ClearTamperCondition; (optional)

e SetMaximumPhasePowerUnbalanceLimit; (optional for poly| phase)

. SetWaterMeterFactor. (water payment meters only) =N (\
Venlding classification [ Which functions the vending systems should support.

support the relevant tokens.
Options:
. preset by manufacturer;

e variable and set with token from vending system;

e tariff rate per payment meter

Creflit transfer 6.2.2
Tes|/display options pes fteWisplay tokens the payment meters or vending 6.3.8
/\ atory and optional tokens are given in 6.3.8
Power limj NVh her\the/payment meters should provide power limiting and whether 6.2.4
x the vepding system should provide the relevant tokens. 6.3.9
Optiohs: -
P 8.6
power limit should be implemented or not;
e the power limit setting;
. how the payment meter should react when the power limit is
reachaod
Tariff rate What the tariff rate values are for the payment meters registered in the 6.2.6
vending system database and whether the vending system should 6.3.11
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Item Context Reference

Tamper detection Whether the payment meters should provide tamper detection and the 6.2.9
vending system should support the relevant tokens.

Options:

e tamper detection should be implemented;

e tamper detection should not be implemented;

. payment meter should support display tamper status token;
e vending system should support display tamper status token.

NOTE 3 Clear tamper token support is mandatory with option 1

PhAse power Whether the payment meters should provide phase power unbala 6.2.10
unbplance limiting and the vending system should provide the relevant tokéns. 0
Options: o
P A2

. phase power unbalance limiting should be implemeg
. phase power unbalance limiting should not be jrp
e preset by manufacturer;

. variable and set with token from vendind

unbalance limit is reached f\
e cpedi re ster ftI‘q_[)a t meters should X

Initipl credit What the initial val

Options:
. cleared to zero;
. esSet to jaiti

N the initial value

Spegial reserved TID 6.3.5.2

STY Certifitate &f *he TSanliant product supplier shall provide a copy of the C.10
Compliafce x artichlar product’s STS certificate of compliance as issued by the

vant CertificationAuthority

C.12 Management of TID Rollover

C.12t+—imtroduction

The Token ldentifier is a 24 bit field, contained in STS compliant tokens, that identifies the
date and time of the token generation. It is used to determine if a token has already been
used in a payment meter. The TID represents the minutes elapsed since the 1st January
1993. The incrementing of the 24 bit field means that at some point in time, the TID value will
roll over to a zero value.

All STS prepayment meters will be affected by TID roll over on the 24/11/2024. Any tokens
generated after this date and utilizing the 24 bit TID will be rejected by the meters as being
old tokens as the TID value embedded in the token will have reset back to 0.
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In order to overcome this problem all meters will require key change tokens with the roll over
bit set. In addition to this, the base date of 01/01/1993 will be required to be changed to a
later date. This process will force the meters to reset the TID stack to 0. To avoid previously
played tokens from being accepted by the meter due to the TID stack reset, the key change
process shall introduce into the meter, a new decoder key.

A process is therefore required to allow for the management of this change with the least

impa

ct to the Utilities and equipment suppliers.

To allow for easier management of large installed bases it is proposed that the following
solution manages the change per meter and not per supply group code (SGC) as some

Utili
C.12
C.12

Use
prod

The
valu
nee
this,

usedq.

This
ond

fesTay htave a farge mstattedbase under a simgie SGC-

.2 Overview

2.1 General

Vending syste

Meter upI{i}f
Meter manuyfa

Meters.

1)

this

1 bit
will
ugh

sed
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Meter

Manufacturing
Process

Meter
Upload

KMC

Key
Load
File

C.12

The
also

Figure

.2.2 Key management centre (}

KMC is used to generate and lo
generates a Key LoadFile (KLF)

Files

Vending System 4

IEC 1018/14

) into a security module. The |
key load data for a specific sec

KMC
urity

module to allow a vending em.
Curnfently the Key Revigion

In ofder to manage_the genexaton ‘ gtem
reqyires the KM ated
by imcrementing thé . X ate.
Two| base dates gré\ 3 QIEN d as
it is jnot envisaged the
203% Vk TID

c.13.2, \

The|security c.u\:' le \will"be required to generate key change tokens from a Vk on one base
datg to a o a new base date. The firmware of the SM will be changed to dllow

impl me&)@ron of the rollover functionality.
C.1anm

The vending system will be required to manage, with each Vk loaded into a security module,
an associated base date. This base date will be retrieved from the key load file generated at
the KMC. In addition the vending system shall associate each meter registered, with the Vk
base date from which it was coded.

Once a new Vk is made available, the vending system shall allow for the management of the
change process whereby a meter or group of meters can be scheduled for key roll over. In
doing so, the affected meters will undergo a key change with roll over thus resetting the meter
TID stack and generating a new decoder key based on the new VK. From this point forward all
tokens generated for the meter(s) will be encrypted using the new Vk with a TID value
calculated from the corresponding base date.
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With this process, meters can be scheduled for key change based on the requirements of the
Utility. At any one point in time there will be two active vending keys for each SGC as not all
meters will be key changed to the new Vk at the same time.

C.12.2.5 Meter upload files

New meters received from the manufacturers can be loaded into the vending system using a
meter upload file import process. These meters will be coded by the manufacturers using a Vk
with the latest base date and therefore each meter record in the meter upload file will be
required to include the base date for which it was coded.

C.12

All 1
unle
chos
date
2014
betw

C.12
All §

C.12
C.12

The

3

een the utility and the manufacturer.

.2,

TS compliant meters shall support key roll ov

3.

following areas which

3.

Need to include a b
bupport the

becurity Module

\%gy\(/%r flag.

.2.6 Manufacturers equipment

neters leaving the factory shall be coded using a Vk with the cur Hate
ss otherwise agreed between the utility and the manufacturer. tes
en , namely 2014 and 2035, all meters coded before 2014 wi ase
of 1993. All meters coded between 2014 and 2035 shall b e of
L and all meters coded after 2035 will utilize a base date of; reed

7 Meters

Impact analysis

1 General

2 Key manag

s/dates when generating VKk;

roll over flag.

Assogjate “eay 2 SGC with a base date as derived from the key load file

e

ANpeter with a base date for which the meter is coded. This shall incjude

@n associated with a previous base date to be scheduled individually, in
roups or by SGC for a key change to Vk on a new base date and include the key roll

C.12.3.4 Meter upload files

Manufacturers to include a base date with each meter record in the file;

Meter Upload File specifications will need to be updated to reflect the addition of the
base date.

C.12.3.5 Manufacturing equipment

Shall automatically code all meters using the Vk with the latest active base date as
agreed with the utility;

Meters;

Shall support key roll over.
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C.12.4 Base dates

See 6.3.5 above.

C.12.5 Implementation
C.12.5.1 General

Implementation details for manufacturers of meters and vending systems have been outlined
in the document body. The sections that follow give basic guidelines for Utilities to follow in
the successful implementation of the TID key-change program. Note that Utilities may elect to
followattermative methods of Tmptementation.

C.12.5.2 Assumptions

Priof to starting the implementation of the key-changes in the field,

to have been completed by manufacturers of meters, vending syste es:
a) $ecure module firmware has been changed to support the rallove
b) Yending software suppliers have modified the vendidg ase
dates as described in this standard. Once a meter ver,
this fact shall then be recorded into the vending ¢
N\
c) Al manufactured meters support the rollove jx j ied i 5-41.

Vhere this is not the case, the meters wi S [ t do
S i ill no
Ibnger be |n service by the time key olloxeNis r Qyired, and that all meters manufactlred
8 ilks f": the rollover functionality.

a) Plan the TID rollover progra a5 < i st 1
ear before @ i g oN4T ‘

b) Communicate the/planys : : ’ : . ility.

c) Upgrade all and
elevant d

d) Upgrade’utili Qfty s i , where
fhese \

e) Upgradte/purihas i i ' Hule

f) Upgr QMCS

g) Co th the manufacturer of your meters to confirm whether their meters support key-
ge with rollover. If not, these meters will have to be replaced in the field with mgters
that do.

h) Start the key-change process.

ware, where this is owned by a utility, to cater for multiple base datgs.

C.12.5.4 Key-change process
Various options exist for the physical key-change process:

a) Generate key-change tokens (two tokens) for a region and send out technicians to the
field to systematically insert these tokens into each meter visited.

b) Generate (automatically) the key-change tokens when a credit purchase is made by the
user. Explain to the user that the credit token will not function unless the key-change
tokens have been entered into the meter first. This is typically the standard practice for
key-changes already.
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c) Communicate the program to the end users and ask them to come in to fetch their key-
change tokens by certain deadlines.

All the above options have advantages and disadvantages.

Option a) ensures that the key-changes are done systematically by area, which can then be
‘ticked’ off as completed. This is controllable but expensive in manpower.

Option b) is far less expensive, but does not allow for regions or areas to be done in a
controlled fashion since one cannot be sure that tokens have been entered until a new
purchase is made This option also opens the possibility that many complaints will be received
reggqrding non-functional credit tokens if these tokens are entered without the keyQ nge
tokejns being entered first. Q},

Optipn c) is the least desirable since communication of the issue user

and |may cause unnecessary concerns.

C.12.5.5 Communication of the program

ipnal
idual

Belgw is a guideline showing the possible form that the
offickes could take. Note that this is a guideline onl
utility preferences as required.

Appfopriate addresses and headings
Subject: Field meter key-change program

As you may be aware, all prepayment ; » bp a
metgr from accepting a to S S ged. iti j , @ach
tokepn also has, embeddeq in S ] dted.
The|meter then compa NS da K g the
tokeln if it is older than

The|token date ti <

yealls of incremen¥ng
muc 3

r 31
ro —

The . At
this hich
poin

Whi king
plan have
bee ding
syst

issuing a set of key- change tokens to the user, or implementing a program whereby each
meter is visited by technical staff to enter these tokens.

In order to reduce the number of meters that will have to be visited, or key-changed, in the
field, manufacturers will be instructed that all meters made from 2014 onwards, shall be
coded the new base date of 2014. This means that the actual number of meters with a base
date of 1993 should be dramatically reduced by the time 2024 is upon us, and not many
meters will require key-changes.

With the systems currently envisaged by the STS Association, this process should never have
to be repeated since the base date of the meters will change every 21 years.
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FIPS PUB 112, Password usage

FIPS PUB 87, Guidelines for ADP contingency planning
FIPS PUB 81, DES modes of operation

FIPS PUB 74, Guidelines for implementing and using the NBS Data Encryption Standard

FIP$ PUB 73, Guidelines for security of computer applications

FIP$ PUB 39, Glossary for computer systems security
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ANSI X9.24* Part 1, Retail Financial Services Symmetric Key Management Part 1: Using
Symmetrie Techniques

ANSI X9.31, Digital signatures using reversible public key cryptography for the financial
services industry (rDSA)

ANSI X9.17, Financial institution key management (wholesale)

ANSI X9.9, Financial institution Message Authentication (wholesale)

NOTE STS documents are available from the STS Assocation world wide web www.sts.org.za
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

ELECTRICITY METERING - PAYMENT SYSTEMS -

Part 41: Standard transfer specification (STS) —
Application layer protocol for one-way token carrier systems

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardizatiofg/eompfising
all national electrotechnical committees (IEC National Committees). The objécN of s, to prgmote
international co-operation on all questions concerning standardization in the eleetri { Is. To
tHis end and in addition to other activities, IEC publishes International Stan@ard ions,
Technical Reports, Publicly Available Specifications (PAS) and Guides (herea as |“IEC
Publication(s)”). Their preparation is entrusted to technical committees; intergsted
il the subject dealt with may participate in this preparatory work. non-
gpvernmental organizations liaising with the IEC also participate in Ahi psely
wjth the International Organization for Standardization (ISO) in agcorda d by
agreement between the two organizations.

2) Tphe formal decisions or agreements of IEC on technical mat ional
cpnsensus of opinion on the relevant subjects since eac m all
interested IEC National Committees.

3) IBC Publications have the form of recompienta ional
Cpbmmittees in that sense. While all reasongble f IEC
Publications is accurate, IEC cannot be held respo any
nfisinterpretation by any end user.

4) Ir] order to promote international uniformit sittees undertake to apply IEC Publicdtions
transparently to the maximun &l and regional publications. Any diverdence
between any IEC Publicatiog regional publication shall be clearly indicafed in
tHe latter.

5) IBC itself does not proyide_a rmity
agsessment servicgs and, i r any
services carried

6) A|l users should

7) Np liability shall at and
members of its te ge or
other damage of & and
ekpenses apising. oN IEC
Publications

8) Afltentign i ns is
indispe

International~S 13:

Eledtrical energy m

This| second edition cancels and replaces the first edition issued in 2007. It constitut¢s a

technical revision. The main technical changes with regard to the previous edition are as

follows:

e Class 2 token is extended to include credit transfer for gas and water with associated

extensions in the display/test tokens.

e MfrCode is extended from 2 to 4 digits.

e Three token identifier base dates are defined to provide for more frequent key changes

with TID roll-over procedures.

e A code of practice for the management of TID roll-over key changes in association with

the revised set of base dates.

e Some clarifications and additional examples have been added.
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The text of this standard is based on the following documents:

CDV Report on voting

13/1530/CDV 13/1553/RVC

Full information on the voting for the approval of this standard can be found in the report on

voting indicated in the above table.

A list of all parts in the IEC 62055 series, published under the general title Electricity metering

— Pgymerntsysterrs, cam be foundomthe tEC-website:

This| publication has been drafted in accordance with the ISO/IEC Directjy

The|committee has decided that the contents of this publication
the [stability date indicated on the IEC web site under "http:/
relafed to the specific publication. At this date, the publication 4

e fleconfirmed,
e withdrawn,

e rneplaced by a revised edition, or

©

e amended.

s, Part 2¢

until
Hata
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INTRODUCTION

The IEC 62055 series covers payment systems, encompassing the customer information
systems, point of sale systems, token carriers, payment meters and the respective interfaces
that exist between these entities. At the time of preparation of this standard, IEC 62055
comprised the following parts, under the general title, Electricity metering — Payment systems:

Part 21: Framework for standardization

Part 31: Particular requirements — Static payment meters for active energy (classes 1 and 2)

Part 41: Standard transfer specification — Application layer protocol for one-way token
carrier systems

Part|51: Standard transfer specification — Physical layer protocol for o numeric|and

magnetic card token carriers

Part|52: Standard transfer specification — Physical layer protocol tual token

carrier for direct local connection

Part| 4x series specify application layer protocols and Part 5x seri gCi i ayer
protpcols.

protocol that allows
nd it
test
cure
sed

The| standard transfer specification (STS) is a /secure

e or
bter.
the
a virtual token carrier, which have Reen
carriers can be proposed as new work items
the STS Association.

ntly

be
ple,
t be
gas
mart
and

Not |all the requirements specified in this standard are compulsory for implementation |in a
particular _system configuration _and as a guideline, a selection of optional configuration
parameters are listed in Clause C.11.

The STS Association is registered with the IEC as a Registration Authority for providing
maintenance services in support of the STS (see Clause C.1 for more information).

Publication of IEC 62055-41 Ed 1 in May 2007 resulted in its rapid adoption as the preferred
global standard for prepayment meters in many IEC member countries and a majority of IEC
affiliate member countries. Prepayment electricity meters and their associated Payment
Systems are now produced, operated and maintained by an ecosystem of utilities, meter
manufacturers, meter operators, vending system providers, vending agents, banking
institutions and adjacent industries. Multi-stakeholder interests are served by the STS
Association comprising of more than 130 organisations located in over 24 countries.
Interoperability and conformance to the Standard Transfer System (STS) are guaranteed by
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Conformance test specifications developed and administered by the STS Association. A full
list of the STS Association services can be found at http://www.sts.org.za.

Developed originally for prepayment electricity meters in Africa — via an IEC TC13 WG15 D-
type liaison with the STS Association — this IEC standard now serves more users in Asia than
Africa, with a total of approximately 35 million meters operated by 400 utilities in 30 countries.
Management of the technology has been administered by the STS Association in fulfilment of
its role as the IEC appointed Registration Authority.

Global success has brought about an urgent need to extend the range of the numerical

Only the most urgently required revisions have beep incorps
congtraints, but it is anticipated that Edition 3 will cansid
following functionalities:

e (Currency transfer

o K
o (€
o
o (€
The

clain
spegi

IEC

on (IEC) draws attention to the fact that |it is
efit may involve the use of a patent concerping
.3.5.2.

or ulkder reasonable and non-discriminatory terms and conditions |with

appl orld. In this respect, the statement of the holder of this patent fight
is registered-with JEC \Information may be obtained from:

Address: (ltron Measurement and Systems, P.O. Box 4059,TygerValley 7536, Republic of South Africa

Tel: +27 21 928 1700

Fax: +27 21 928 1701

Website:  http://www.itron.com

Address: Conlog (Pty) Ltd, P.O. Box 2332, Durban 4000, Republic of South Africa

Tel: +27 31 2681141

Fax: +27 31 2087790

Website:  http://www.conlog.co.za

Attention is drawn to the possibility that some of the elements of this document may be the
subject of patent rights other than those identified above. IEC shall not be held responsible for
identifying any or all such patent rights.


http://www.itron.com/
http://www.conlog.co.za/
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ISO (www.iso.org/patents) and IEC (http://patents.iec.ch) maintain on-line data bases of
patents relevant to their standards. Users are encouraged to consult the data bases for the
most up to date information concerning patents.

The International Electrotechnical Commission (IEC) draws attention to the fact that it is
claimed that compliance with this International Standard may involve the use of a
maintenance service concerning encryption key management and the stack of protocols on
which the present International Standard IEC 62055-41 is based [see Clause C.1.] The IEC
takes no position concerning the evidence, validity and scope of this maintenance service.

The
sery
thro
is re
Add
Tel:
Fax
Ems

Weh

ighout the world. In this respect, the statement of the provider of the

gistered with the IEC. Information may be obtained from:

ess: The STS Association, P.O. Box 868, Ferndale 2160, Ref
+27 11 061 5000
+27 86 679 4500

il: sts@vdw.co.za

site: http://www.sts.org.za

©

vide
ants
vice
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ELECTRICITY METERING - PAYMENT SYSTEMS -

Part 41: Standard transfer specification (STS) —
Application layer protocol for one-way token carrier systems

1 Scope
This| part of IEC 62055 specifies the application layer protocol of the STS for transferring\Uinits
of cfedit and other management information from a point of sale (POS) syste TS-
compliant payment meter in a one-way token carrier system. It is Pmarily \ for
application with electricity payment meters without a tariff employi ens,
but may also have application with currency-based token systems § than
electricity.

It specifies:

e a3 POS to token carrier interface structured wi a d a
physical layer protocol using the OSI model as r

. kens for the application layer protqcol to transfe i S to

e payment meter;

e gecurity functions and processes in\the “app dard
Transfer Algorithm and the Data E i and
distribution of the associated cryptagra

e gecurity functions ang/prqce i i eter
guch as decryption algotithmg icati

e gpecific requireme

e 4 scheme f' Cess
and associated ¢or

e (deneric require

e duidelines for a

e entities an

e ¢od the
nevised

e ¢ode of practice apd maintenance support services from the STS Association.

It is|inteénded for use by manufacturers of payment meters that have to accept tokens |that

complywith the STS and also by manufacturers of POS systems that have to produce $TS-

comE' I — I — X ) 626555 .

STS-compliant products are required to comply with selective parts of this International
Standard only, which is the subject of the purchase contract (see also Clause C.11).

NOTE Although developed for payment systems for electricity, the standard also makes provision for tokens used
in other utility services, such as water and gas.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the Ilatest edition of the referenced document (including any
amendments) applies.
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IEC 60050 (all parts), International Electrotechnical Vocabulary (available at
<http://www.electropedia.org>)

IEC 62051:1999, Electricity metering — Glossary of terms

IEC 62055-21:2005, Electricity metering — Payment systems — Part 21: Framework for
standardization

IEC 62055-31:2005, Electricity metering — Payment systems — Part 31: Particular require-
ments — Static payment meters for active energy (classes 1 and 2)

IEC [62055-51:2007, Electricity metering — Payment systems — Part 51:~Standard- transfer
spegification (STS) — Physical layer protocol for one-way numeric and. magnetic card tpken
carrlers

IEC 62055-52:2008, Electricity metering — Payment systems R2N\Standard transfer
spegification (STS) — Physical layer protocol for a two-way virt( arrisy forsdirect focal
connection

ISOJIEC 7812-1:2006, Identification cards — Identifi art 1: Numbering
system

ISOJIEC 7812-2:2007, Identification cafds j jers — Part 2: Application|and
registration procedures

ANSI X3.92-1981, American National $tandard Dat sryption Algorithm, American Natipnal
Standards Institute — Data Encryption £

FIP$ PUB 46-3:1999,. Federa } — Data
Encfyption Standard

3 [Terms, defi@

3.1 Terms and

For the purpgses of Xhi ent, the terms and definitions given in IEC 60050, IEC 62D51,
IEC [62055>8 ; >

NOTE Where thece'is'a differenhce between the definitions in this standard and those contained in other refergnced
IEC dtandards thénthose defined in this standard take precedence.

The ferm (‘meter” is used interchangeably with “payment meter”’, “prepayment meter’ and “decoder”, wherg the
decogleniS,a sub-part of an electricity payment meter or a multi-part payment meter.

The term “POS” is used synonymously with “CIS”, “MIS” and “HHU” in the sense that tokens may also be generated
by, and transferred between these entities and the payment meter.

The term “utility” is used to signify the supplier of the service in a general sense. In the liberalized markets the
actual contracting party acting as the “supplier” of the service to the consumer may not be the traditional utility as
such, but may be a third service provider party.

3.11

companion specification

specification managed by the STS Association, which defines a specific instance of a
MeterFunctionObject (see 5.5 and Clause C.8)
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3.1.2
decoder

part of the TokenCarrierToMeterinterface of a payment meter that performs the functions of

the application layer protocol and, which allows token-based transactions to take p
between a POS and the payment meter

3.1.3
meter serial number
number that is associated with the metrological part of the payment meter

multitpart payment meter hey may be different.

3.1.4
token
subget of data elements, containing an instruction and information th
of te Application Layer of the POSToTokenCarrierinterface, and
the payment meter by means of a token carrier (the conversg
token being sent from the payment meter to the POS)

3.1.%
tokegn carrier
medium that is used in the Physical Layer of the POSToToke arjriterface, onto whi

token is modulated or encoded, and which servg e n_from the point where

3.1.6
onetway token carrier system
payment metering system,which emplo
dire¢tion only — from the R

3.1.7
tokgn-based tra
progessing of a

or quality of service
terms of current pra

supporteg
the abili

Note [1 to entry; a_supported function is disabled, it remains supported.

3.2 | Abbreviations

lace

ina

PDU
d to
of a

ch a
it is

one

alue
r(in

ANSI American National Standards Institute
APDU ApplicationProtocolDataUnit

CA CertificationAuthority

CcC CountryCode

CIS Customer Information System

CM CryptographicModule

CMAC CryptographicModuleAuthenticationCode
CMID CryptographicModuleldentifier

COP Code of practice

CRC CyclicRedundancyCode

DAC DeviceAuthenticationCode
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DCTK DecoderCommonTransferKey

DD Discretionary Data

DDTK DecoderDefaultTransferKey

DEA Data Encryption Algorithm

DES Data Encryption Standard

DITK DecoderlnitializationTransferKey

DK DecoderKey

DKGA DecoderKeyGenerationAlgorithm

DKR DecoderKeyRegister

DOEH Date OfExpiry

DRN DecoderReferenceNumber [known as a “meter number” j
to the development of this standard]

DSN DecoderSerialNumber

DUTIK DecoderUniqueTransferKey

EA EncryptionAlgorithm

ECB Electronic Code Book

ETX ASCII End of Text character

FAG FirmwareAuthenticationC

FIP$

FOI

FS

GPR

GSN

HHU

IAIN

ID

IIN

ISD

ISO

ISO

KCT]

KEK KeyExchangeKey

KEN KeyExpiryNumber

KLF KeyLoadFile

KMC KeyManagementCentre

KMI KeyManagementinfrastructure

KMS KeyManagementSystem

KRN KeyRevisionNumber

KT KeyType

LAN Local Area Network

LRC LongitudinalRedundancyCheck

MFO MeterFunctionObject

Mfr

Manufacturer
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MII Majorindustryldentifier

MIS Management Information System
MPL MaximumPowerLimit

MPPUL MaximumPhasePowerUnbalanceLimit
NIST National Institute of Standards and Technology
NKHO NewKeyHighOrder bits

NKLO NewKeyLowOrder bits

NWIP New Work Item Proposal

OSlI Open Systems Interconnection

PAN PrimaryAccountNumber

PLC Power Line Carrier

POS PointOfSale

PRN Printer

PSTN Public Switched Telephone Network
RN RandomNumber

RO Rollover

SG SupplyGroup

SG( SupplyGroupCode

STA Standard Transfer Algorithn

STS Standard Transfer Specifi€ation
STSA Standard Transfer Specifi t

ati%soc'

STX
TCQU
TCT]
TDHA
TI
TID
uc
VCOK
vDOK
VK
VUOK VendingUniqueDESKey
WAN Wide Area Network
XOR Exclusive Or (logical)

3.3 Notation and terminology
Throughout this standard the following rules are observed regarding the naming of terms:

e entity names, data element names, function names and process names are treated as
generic object classes and are given names in terms of phrases in which the words are
capitalized and joined without spaces. Examples are: SupplyGroupCode as a data element
name, EncryptionAlgorithm07 as a function name and TransferCredit as a process name
(see note);

e direct (specific) reference to a named class of object uses the capitalized form, while
general (non-specific) reference uses the conventional text i.e. lower case form with
spaces. An example of a direct reference is: “The SupplyGroupCode is linked to a group of
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meters”, while an example of a general reference is: “A supply group code links to a

vending key”;

e other terms use the generally accepted abbreviated forms like PSTN for Public Switched

Telephone Network.

NOTE The notation used for naming of objects has been aligned with the so called “camel-notation” used in the
common information model (CIM) standards prepared by IEC TC 57, in order to facilitate future harmonization and

integration of payment system standards with the CIM standards.

4 Numbering conventions

In this standard, the representation of numbers in binary strings uses the convention tha

least significant bit is to the right, and the most significant bit is to the left,

Numbering of bit positions start with bit position 0, which corresponds
bit of a binary number.

Numbers are generally in decimal format, unless otherwisg inh
indigator signifies decimal format.

Bingry digit values range from 0 to 1.
Dec|mal digit values range from 0 to 9.

Hexadecimal digit values range from 0 to Ao are cated by “hex”.

©

the

ificant

t an
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5 Reference model for the standard transfer specification

5.1 Generic payment meter functional reference diagram

Supply
network

connected supply

IEC 62055-4x series and IEC 62055-5x series

Supply Interface r A

Token Carrier to
Meter Interface
function

Metering
function

77777 m\

Accounting
function
§

Meter
ser
terfac

Application
Process

Load Interface

delivered supply

Load
circuit

IEC 0989/14

and the DRN could thus optionally be synonymous with the meter serial number.

5-5x

d as
the

In a multi-part payment meter it is possible for the TokenCarrierToMeterinterface to be
located in a separate enclosure from that of the metering function for example, which may
well be a standalone meter in its own right and having its own meter serial number. In this
case, the DRN would not be the same as the meter serial number, but would be distinctly

different and would thus be marked on the enclosure containing the decoder.

In all cases, there shall only be one Application Layer implementation and thus there shall be
only one DRN associated with a payment meter, whether it is single or multi-part, even though
there may also be more than one Physical Layer implementation in the same payment meter.


https://iecnorm.com/api/?name=13f8db7d86dc109d8506a8e288227f8e

- 20 - IEC 62055-41:2014 © |IEC 2014

It is also possible that the Application Layer functions and the Physical Layer functions are
located in separate enclosures, in which case, the marking (see 8.3) of the DRN and the EA
code is applied to that part that contains the physical TokenCarrier connection point. This may
be a cable or modem connector for a virtual token carrier, a keypad for a numeric token
carrier or a magnetic card reader for magnetic card token carrier for example (see also 5.2 for
more examples of token carriers).

For a more complete description of payment meter function classes see IEC 62055-21.

5.2 STS protocol reference model

POS
Application
Process

METER
Application
Process

9

< 6.1 6.2 6.3

IEC 62055-41

Application Layer
Protocol

Physical Layer

/’\
Tfken\CN

entarrierint W‘arﬂerToMeteﬂnterface
IEC 0999/14

The|STS is a secure data transfer protocol between a POS and a payment meter using a
toke and
encryption processes and functions, Whl|e the physical layer protocol deals with the actual
encoding of token data onto a token carrier (see Figure 2).

IEC 62055-5x series
N

Key
AP
TCI
Rel

Examples of physically transportable token carrier devices are: numeric, magnetic cards,
memory cards and memory keys. Examples of virtual token carriers are: PSTN modem, ISDN
modem, GSM modem, GPRS modem, Radio modem, PLC modem, Infra-red, LAN and WAN
connections and direct local connection. These are defined in the IEC 62055-5x series.

It shall be noted that although the model primarily depicts a POS to token carrier to payment
meter protocol, the same protocol is equally applicable to any other device that requires
communicating with the payment meter, for example CIS, MIS or portable HHU.
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Although a collapsed 2-layered OSI architecture is followed in this standard, it does not
preclude future expansion to include more layers should the need arise or for the implementer
to interpose additional layers between the two shown in this model.

The APDU is the data interface to the application layer protocol, specified in IEC 62055-41
and the TCDU is the data interface to the physical layer protocol, specified in the IEC 62055-
5x series.

The STS in this standard defines a one-way data transfer protocol (i.e. from POS to payment
meter), although the reference model allows equally for a two-way transfer protocol, which

mavbe-a-reguirementin-a-future-revision-of this-standard
Y q

5.3 | Dataflow from the POSApplicationProcess to the TokenCarrier

POS APDU
Application ’
Process |
o i Application Layer
(IEC 62055-41)
Token TCDUGeneration

EncodeToken

EncodelD

> Toke
KeyAttributes
IDRecord

TCT PrintText
z% e
PRNRecord
\_ /
N
specific to each TokenCarrierType

IEC 099114

V

Thelflow of ds thevPOSApplicationProcess to the TokenCarrier is shown in Figure 3.

The|POSApplicationProcess presents the token to the APDU together with the KeyAttributes
of the DecoderKey that is to be used for encrypting the token. The application layer protocol
gengrates the DecoderKey, encrypts the token and presents the resultant TokenData irq the
TCDU. The physical layer protocol encodes the TokenData onto the TokenCarrier. Optionally,
payment meter identification data may also be encoded onto the TokenCarrier (see 5.2.4 in
IEC 62055-51:2007 for example) as well as printed text onto the outside surface (see 5.1.5 in
IEC 62055-51:2007 for example). This part of the process essentially ends with the encoding
of data onto the TokenCarrier, after which the TokenCarrier is transported to the payment
meter (usually by the customer), where it is entered into the payment meter via the
TokenCarrierinterface.
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5.4 Dataflow from the TokenCarrier to the MeterApplicationProcess

Token Carrier Connector ICDU APDU Meter
. . . ] Application
| | ; i Process

Physical Layer § Application Layer § .
(IEC 62055-5x) | (IEC 62055-41)
APDUEXxtraction
TokenRead
EnterToken — TokenData Token ——
U . ru L V\\‘j >
C : N
orrection TokenLockout
AuthenticationResult e
. - L
ValidationResult

V4
P P TokenResult (\ N
RS

_/
TokenEras
TokenWrite
i Result C
N _J
g

specific to each TokenCarrierType

IEC 099214

e’ MeterApplicationProcess is shown in Figure|4.

genCarrier varies according to the TCT. The nature of the
g to the TCT, an example of which may be a keypad |or a
pporting one-way token carriers as specified in IEC 62055151.

pes df\gonnestors would be required to support other types of token carriers, such |as a
gadendenceor g/plug-in connector from a hand-held unit acting as a virtual token carrier. Such

physical”layer™~protocol reads the token data being entered and provides immediate
ctive yfeedback to the user (see 6.3 in IEC 62055-51:2007 for example). The entgred
tokejnndata is presented in the TCDU, from where the application layer protocol extracty the
toke ' TOTT; Tt fCatioT, i are
presented to the MeterApplicationProcess in the APDU. After processing and executing the
instruction from the token, the MeterApplicationProcess indicates the result in the APDU for
the application layer protocol to take further action. This normally causes the cancellation of
the TID and the giving of the instruction, via the TCDU, to the physical layer protocol to
complete the token entry process by erasure of the token data (if appropriate) or by writing of
other relevant data back onto the TokenCarrier as may be appropriate.

For certain TokenCarrier types (for example a high speed virtual token carrier) the physical
layer protocol may employ a token entry lockout function to protect the payment meter from
fraud attempts. Typically, such a lockout function would slow down the effective rate, at which
tokens may be entered via the particular token carrier interface (see 6.6.7 of IEC 62055-
52:2008 for example).
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5.5 MeterFunctionObjects / companion specifications

With reference to Figure 1 it can be seen that the TokenCarrierToMeterinterface, which also
includes the TokenCarrier, is dealt with in the IEC 62055-4x and IEC 62055-5x series. The

remaining MeterFunctionObjects shown

in

the diagram are defined

specifications and are not normative to this standard.

in

companion

Companion specifications (see Figure 2) are under the administrative control (see Clause C.8)
of the STS Association and serve the purpose of defining functionality of a payment meter in a
standardized way, using an object-oriented approach.

5.6 ISO transaction reference numbers

Payment Meter

ISOt

(\\ erence number

associated gwh\
MeterPAN
/\ \ comprises
A A 7 A
1IN I IAIN / DRN (\ WCWH
h U
comprisges
A A A

e

The[ISO transa
showyn in Figure 5

A to
with

The
reco
part

A payment meter is thus uniquely associated with a MeterPAN, being a composite nur
comTyrising of 1IN and IAIN / DRN, which in turn comprises MfrCode and DSN (see 6.1.2).

tr

saction reference number

ction

IEC 0993/14

ealt

tion
ting

hber
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6 POSToTokenCarrierinterface application layer protocol

6.1 APDU: ApplicationProtocolDataUnit

6.1.1 Data elements in the APDU

The APDU is the data interface between the POSApplicationProcess and the application layer
protocol and comprises the data elements given in Table 1.

Table 1 — Data elements in the APDU

Element Context Format Refefence
MetbrPAN ISO compliant identification MeterPrimaryAccountNumber for 8 digits 61.1
the payment meter
N
Directs which TokenCarrierType should be used in the physj¢a N 1
TCT 2 digits 1.9
layer protocol to carry the token to the payment meter
DKEA Directs which DecoderKeyGenerationAlgorithm is to b u%\ digits 6.1.4
for generating the DecoderKey
EA Directs which encryption algorithm is to be used<qr e 2 divits 6.1.19
the token data
st Directs which SupplyGroupCode the payment ter 6 digits 6.1.0
allocated to
N\ IN
TI Directs which Tariffindexthe payyo&t mét%{isﬁinl(eé\to \> 2 digits 6.1.7
KRN Directs which KeyRevis} Nl}ng\he dgcode\{ey s o) 1 digit 6.1.8
KT Directs which KeyType th cod K |s o 1 digit 6.1.9
A number associated with the/Ve d| W DecoderKey
KeyExpiryNumber | that deter ines the time Reriog mg ichuthe key will 8 bits 6.1.1p
remain I
Tokkn The tual ken tha \%etsrzfnéferred to the payment 66 bits 6.2 1
meter p iorto ncry tionand
t|o | identjfic tended to be encoded onto a
IDREcord t metex ID.c d or nt token carrier together with the 35 digits Table|2
ta |nte ed to be printed at the same time as
th keyonto the TokenCarrier. Certain token
paper-based magnetic card devices allow Undefined
PRNRecord to ke dohe onto the card surface itself and this X
text
e integrated with the magnetic card encoding
e content and format is not specified and is left to
ch.system to define according to its particular requirements
The|optienal' IDRecord comprises the data elements given in Table 2.
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Table 2 — Data elements in the IDRecord

Element Context Format Reference
MeterPAN ISO compliant identification MeterPrimaryAccountNumber for the 18 digits 6.1.2
payment meter
Optional expiry date for the identification data as encoded onto a
DOE payment meter ID card or token carrier (as an example, see 4 digits 6.1.11
IEC 62055-51)
Indicates which TokenCarrierType is associated with this -
TCT MeterPAN 2 digits 6.1.3
illdibdicb VV;Iib;I Ullblypiiull d;yuli‘lillll ib dDbUbid‘lUd VVi“I ‘l;lib . -
EA MeterPAN 2 digits 6.4.p
L Indicates which SupplyGroupCode is associated with this \( - L
SG¢ MeterPAN 6 digits 6.1.6

TI

Indicates which Tariffindex is associated with this MeterPAlg/\ 2&\9%\ 6.1.Y

Indicates which KeyRevisionNumber is associated with this Y.
KRN pndioates (*“\ \{glt 6.1.8

6.1.2 MeterPAN: MeterPrimaryAccountNumber

6.1.

The
com

(PrimaryAccountNumber) of ISO/IEC 78

RN

.1 Data elements in the MeterPAN

MeterPAN is a unique identific
prises the 3 parts given in Table

MeterPAN

Element text ) Format Reference

IIN

NN Y
Issuer|dentificalingNumbers, 4/6 digits | 6.1.2]2

IAIN / DRN {s}idu IAccoufitidentification ber / 1_1/_13 6.1.2l3
9@9{ ferenceNumber digits

PANCheckDigit y\wa %\ch}&{th}{r}sg\ﬁ(y of the 1IN and the IAIN 1 digit 6.1.2|4

See

6.1.2.2 HN: IssuérldentificationNumber

The

DRNValues) may be issued for use within this defined domain.

The

valu

NOTE The first. digit of the NN is Mignificant digit of the 18-digit MeterPAN and the PANCheckDigjit is
the Jeast significantdigit.
N\

€ of practice on managing this data element.

[INCis a unique 6-digit number that defines a domain, under which further IAIN values|(i.

original intent and purpose of the IIN was to be able to tag financial transactions in order
to uniquely identify them and to route them to the appropriate transacting financial accounts.
It was thus intended that the IIN be issued by the ISO under the registration scheme given in
ISO/IEC 7812-1 and ISO/IEC 7812-2. However, this has proven to be impractical and the
e 600727 for IIN has since become the de-facto standard for legacy systems utilising an

11-digit DRN.

It has subsequently become necessary to also make provision for 13-digit DRNs (as defined

in 6.

See

1.2.3.1) in which case the IIN shall be 0000 (four zeroes).

also C.3.2 on managing this data element.

dmpliant payment metgr. It
ith the definition for the PAN
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6.1.2.3 IAIN: IndividualAccountldentificationNumber/
DRN: DecoderReferenceNumber

6.1.2.3.1 Data elements in the IAIN / DRN

A unique DRN shall be allocated to the device that performs the application layer protocol in
an STS-compliant payment meter.

NOTE In many systems, the decoder part is integral with the metering part and hence the DRN might be
synonymous with the meter serial number.

This_is_ an 11/1’%-digit number r‘nmpriqing of the data elements gi\/pn in Table 4

Table 4 — Data elements in the IAIN / DRN

Element Context /\\ Fg\rN eference
. . . 2/
MfrCode A number to uniquely identify a payment meter manufac?fS\ \Q\\ﬁaz .2
its
DSN An eight digit serial number allocated by the manuWe}r\ \\\ \S\digl 6.1.2.3.3
DRNICheckDigit gg?\lck Digit; formula to check the integrity of the M od%&t \)>digit 6.12.3.4
NOTE The MfrCode is the 2/4 most significant digits of the 11/13-figjt DRNxand NCheckDigit is the I¢ast
sigrjificant digit. r\ /\
N\

w
eft\yeadde ith 0’s.

The|DSN shall be right justifi ] i a full 8-digit string.

MfrGode values shall always be right ju

6.1.2.3.2 MfrCode

The|MfrCode is
the payment me

br of

The| STS Associg
idenitify manufact

uely

Seelalso €

6.1.2.3.3

The|DSN.sva uniqué 8-digit serial number that is generated internally by the manufactlrer.
Each manufacturer is responsible for the uniqueness of the DSN with respect to his MfrCofe.

See also C.3.4 on managing this data element.

6.1.2.3.4 DRNCheckDigit

The DRNCheckDigit is a single digit used to validate the integrity of the MfrCode and DSN
values when being entered by hand or being read by machine. This is a modulus 10 check
digit, calculated using the Luhn formula, as illustrated in Annex B of ISO/IEC 7812-1:2000. It
is calculated on the 10/12 preceding digits of the DRN generated through the concatenation of
the MfrCode and the DSN values.

6.1.2.4 PANCheckDigit

The PANCheckDigit is a single digit used to validate the integrity of the IIN and the IAIN
values when being entered by hand or being read by machine. The method used to calculate
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the PANCheckDigit value is given in 4.4 of ISO/IEC 7812-1:2000 and is calculated on the
preceding 17 digits of the MeterPAN generated through the concatenation of the IIN and the
IAIN values.

6.1.3 TCT: TokenCarrierType

This is a 2-digit number used to uniquely identify the type of token carrier onto which the
token should be encoded for transferring to the payment meter. The values for token carrier
types are given in Table 5.

Table 5 — Tol .
Clode TokenCarrier Comments /\
DO Reserved For future assignment /\\ aN
b1 Magnetic card As defined in IEC 62055-51 /\ \

D2 Numeric As defined in IEC 62055-51

03-06 Reserved Legacy systems using prop ietary\t%n\c\arrév\te/%nologies

h7 Virtual Token Carrier (VTC07) As defined in IEC 629@5-@2\\ \ \
08-99 Reserved For future asswat\ N \

Valu i add v@ 0 (for example 01, 02-09).
6.1.4

This & ! agtgorithm is to be used for generating
the .

Clode DK aI@rit%ﬂ < \/ Comments Reference
DO Reserve}(/\ Fow&ss)énment X

Limited nupnber of early legacy STS-compliant payment meters.
1 DKGAR NSupersedéd by DKGAO2 6.5.33
D2 D«GA}JQ\\\\ ?em using 64-bit DES VendingKey diversification 6.5.3[4
b3 /\D\K\G@os\ \ {'stem using dual 64-bit DES VendingKey diversification 6.5.35

04-99 \%%d\\/ For future assignment X

DKGAO2 is the~algorithm o be used for current systems, subject to the criteria for DKGAO1.

DKGAO3/is the algorithm to be used for future systems requiring a higher level of security regarding protegtion
of the ¥endingKey by “brute-force” attack.

Introduction of DKGAU3 should preferably coincide with the change from STA to DEA (EA code 07 to EA code
09). See also 6.1.5.

Values less than 10 shall be right justified and left padded with 0 (for example 01, 02-09).

6.1.5 EA: EncryptionAlgorithm

This is a 2-digit number used to uniquely identify which algorithm is to be used for encrypting
the token data. The EA code values are given in Table 7.
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Table 7 — EA codes

Code EncryptionAlgorithm Comments Reference
00 Reserved For future assignment X
01-06 Reserved Legacy proprietary systems X
07 STA Sygtems_ usipg the Standard Transfer Algorithm as 6.5.4 1
defined in this standard
08 Reserved Legacy proprietary systems X
Systems using the Data Encryption Algorithm as defined
09 DEA in ANS| X3,92 6.5.5
10 Reserved Legacy proprietary systems X

11-99 Reserved For future assignment

6.1.6 SGC: SupplyGroupCode

( x
It i§ recommended that the choice of EA code 09 be co-ordinated with the choj of RKGA03 ordef to
min|mize the effect on existing systems in the installed base (see 6.1.4).

Valyes less than 10 shall be right justified and left padded withnQ \Foxéexample 01, 02-09.

This ig istered within the KMS.[It is
useq ithin/the supply or distribytion

domfain of the utility. Each SupplyGroup ha
payment meter in the SupplyGroup has a

Lo

authorisation is thus controlled by se isth sn of such VendingKey and SGC to

authorised token vendor agents operating iCe behalf of utilities.

SG({¢ management and 9 \ Is“completely under the control of the KMS

and [is subject to such

Valyes less tha ceci i ight justified and left padded with 0. For example

000001, 000002.. BQ

The . p attribute of the VendingKey (see 6.5.2.2.1), to which it

is ag

Table 8 — SGC types and key types

VendingKey type DecoderKey type
(see 6.5.2.2.1) (see 6.5.2.3.1)
0 Initialization Not specified DITK
1 Default VDDK DDTK
2 Unique VUDK DUTK
3 Common VCDK DCTK

See also C.2.2 for Code of practice on managing this data element.

6.1.7 TI: Tariffindex

A 2-digit number associated with a particular tariff that is allocated to a particular customer.
The maintenance of and the content of the tariff tables are the responsibility of the utility.

Values less than 10 shall be right justified and left padded with 0 (for example 01, 02.. 09).
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The Tl is also encoded into the DecoderKey, which means that when a customer is moved
from one Tl to another, then his DecoderKey will also have to change (see 6.5.2.1).

NOTE The encoding of this value when used in the ControlBlock for Decoder Key Generation (see 6.5.3.2) is as
two hexadecimal digits, whereas the encoding as used in the Set2ndSectionDecoderKey token (see 6.2.8) is as an
8 bit binary number. In these cases a tariff index of 99 decimal is encoded as binary string 10011001 and 0110

0011 respectively.

See also Clause C.9 for Code of practice on managing this data element.

6.1.8 KRN: KeyRevisionNumber

This| is a 1-digit number in the range 1 to 9, which is associated with_a version-of| the
VenglingKey and with the corresponding DecoderKey.

See|6.5.2.5 for a detailed definition of this data element.

6.1.9 KT: KeyType

This|is a 1-digit number in the range 0 to 3 associated wit! and
thus| also with the corresponding DecoderKey, which is deki

See6.5.2 for a detailed definition of this data eleme

6.1.10 KEN: KeyExpiryNumber

A KEN is associated with each VendirgKe . and defines the time whgn a

ice, after which it becomes invalidgl for
further use, subject to certgin concessigns.

VenglingKey and any corresponding Dcod@

The|KEN correspondspnio the ignificant 8 bits of the 24-bit TID. Any token identifier
whope most significant 8 bi a given key's KEN cannot be encrypted or
decrypted with t ey

See

The optional and is associated with a validity period for identity related fdata
that G an identity-carrying device. For example: a payment meter ID cand or
a s¢cond.record encoded onto the TokenCarrier together with the token data. In spme

implementations it is found to be useful to let the customer bring back a used token carrigr to
as his decoder identification to the POS when purchasing his next token. (Seq for

oaon

€62655=5

4 an=z
I

5
20077

This date may also be used, for example, in cases where a consumer has been granted a
concessionary tariff for a limited period. The date encoded is the last month for which the card
is valid.

DOE is in the format YYMM and shall always contain 4 digits.

Where YY or MM is less than 10, it shall be right justified and left padded with 0 (for example
01, 02, 09, etc).

When the DOE in the IDRecord is not used, then YYMM = 0000.
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DOE code values for the year and month are given in Table 9 and Table 10.

6.2

6.2.
The
sma

Met
regi

The

Table 9 — DOE codes for the year

YY Represents

00 2000 or DOE is not used (see also Table 10)
01-99 2001 — 2099

Table 10 — DOE codes for the month

MM Represents /\

00 DOE is not used (see also Table 9) /\\ ~
01-12 Jan — Dec AN
13 - 99 Invalid N\

Tokens

Token definition format

bters.

definition format for th

pegesses are

initiated in

sferred to the payment m

s of
the
eter

Name of data elerzén\tx >

Exar@bl& a%s,\Qjﬁlass, RND, TID, Amount, CRC, etc.

Number of bits \Ez@mbre\ \Z\bits>1 bits, 24 bits, 16 bits, etc.
Rarjge of values e: 1N\2, 5-15, etc.
6.2.2 NN&
Class N\ Subclass RND TID Amount CRC
2 pbits \!g 4 bits 24 bits 16 bits 16 bits
Q= elecM
1 = water
2 =gas
0 Reserved:
3 =time

4 = currency

5-15 = future assignment

NOTE The SubClass values 3-4 are reserved by the STS Association for applications other than electricity, gas
and water, and values 5-15 are reserved for future assignment.

Action: Transfer credit to the payment meter to the value as defined in the Amount field and
for the service type as defined in the SubClass field.
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6.2.3 Class 1: InitiateMeterTest/Display
Class SubClass Control MfrCode CRC
2 bits 4 bits 36/28 bits 8/16 bits 16 bits
1 0 = STS defined Bit position control of 0 (8 bits)
test/display number for 2 digit
manufacturer codes. Use 36 bits.
1 1 = STS defined Bit position control of 0 (16 bits)

test/display number for 4 digit
manufacturer codes. Use 28 bits

2-5 = reserved for future

Reserved for future assignment.

Reserved for

assignment.

future

assignmen/t,\

6-10 = proprietary use.

For 4 digit manufacturer codes.
If not used, set to zero (28 bits)

0100-9990 (16
bits)

11-15 = proprietary use

For 2 digit manufacturer codes.
If not used, set to zero (36 bits)

o@é\ its
N

WS
)

Actipn: Initiate the test or display function in the paymeft me inNaccordance with the bit
pattern defined in the Control field.
6.2.4 Class 2: SetMaximumPowerLimit N
class SubClass Jrp N2 An' ) [ weL CRC
2 pits 4 bits ity \ | 24 bits 16 bits 16 bits
2 0 [

%

Actipn: Load the maximum™\pow ter in the“payment meter with the value as givgn in
the MPL field.
6.2. Class a
class 8 m}? f\\/ﬁND TID Register CRC
2 pits  abits 4 bits 24 bits 16 bits 16 bits
2 AN
Actipn: Cle onding credit register (as indicated in the Register field) in| the

payment meter

6.2.6 Class 2: SetTariffRate
Class SubhClass RND TID Rate CRC
2 bits 4 bits 4 bits 24 bits 16 bits 16 bits
2 2

Action: Load the tariff rate register in the payment meter with the value given in the Rate field.

This token is reserved by the STS Association for future definition.
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6.2.7 Class 2: Set1stSectionDecoderKey
Class SubClass KENHO KRN RO Res KT NKHO CRC
2 bits 4 bits 4 bits 4 bits | 1 bit 1 bit | 2 bits 32 bits 16 bits
2 3 1-9 0-1 X 0-3

Action: Load the DecoderKeyRegister with the 1°' half of the new DecoderKey, subject to an
authentic loading of a Set2ndSectionDecoderKey token.

6.2.§— Class 27 SetZzndSectionDecoderkey

class SubClass KENLO TI NKL?/\ CRC
2 pits 4 bits 4 bits 8 bits 32bi 16 bits
2 4 0-99 (\ \ \

e&y,subject tp an

Actipn: Load the DecoderKeyRegister with the 2" half of n
authlentic loading of a Set1stSectionDecoderKey token.

9

6.2.9 Class 2: ClearTamperCondition
class SubClass RND ( \\/T/D /\ \ Pad CRC
2 pits 4 bits Cabies< [ C 246t~ | 16 bits 16 bits
2 5 N \_/ 0

Actipn: Clear the tamper & th%yme t meter and cancel any resultant coptrol

prodesses that may be\n pro

9,
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6.2.10 Class 2: SetMaximumPhasePowerUnbalanceLimit

— 33 -

Class SubClass RND TID MPPUL CRC
2 bits 4 bits 4 bits 24 bits 16 bits 16 bits
2 6

Action: Load the maximum phase unbalance limit register in the payment meter with the value
given in the MPPUL field. See also 8.12 for more detail on the action of this function in the
payment meter.

6.2.11 Class 2: SetWaterMeterFactor /\
Class SubClass RND TID WNMfFactor, CRC
2 pits 4 bits 4 bits 24 bits (1abits N\ 18ubits
2 7 \

Actipn: Load the water meter factor register in the pay the

WMFactor field.

This| token is reserved by the STS Association fog te

6.2.12 Class 2: Reserved for STS &
ass

e
/ﬁlo TID

Cc SubClass ResData CRC
2 pits 4 bits | 4 bits SN \24 pits 16 bits 16 bits
| N

Actipn: Reserve@f S Association.

This| token range is rkese ssociation for future assignment.

6.2.13 Clais\{ Proprietary use
Class |\ Suagiss \ RND TID PropData CRC
2 pits < | Nbits \ 4 bits 24 bits 16 bits 16 bits

2 TN
N

Actipnz Defined by manufacturer.

This token range is reserved for proprietary definition and use.

This standard does not provide protection against collision between manufacturer uses of this
token space. Generation and control of these tokens shall therefore always be under the
direct management of the relevant manufacturer and shall never be available on vending
systems for general use within STS-compliant payment metering systems.

6.2.14 Class 3: Reserved for STS use

Res

60 bits

Class SubClass
2 bits 4 bits
3 0-15
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Action: Reserved for future definition by the STS Association.

This token range is reserved by the STS Association for future assignment

6.3

6.3.1

Token data elements

Data elements used in tokens

The data elements given in Table 12 are used in tokens in various combinations.

IEC 62055-41:2014 © |IEC 2014

Table 12 - Dataelementsused-intokens

water application (see also 6.2.11)

Element Name ﬁm Reference
Amount TransferAmount (see also 6.2.2) A(\*16(b+§ 6.3.6
Cla$s TokenClass (see also 6.2.2 to 6.2.14) ¢ \OR2bisON | 62
Control InitiateMeterTest/DisplayControlField (see also 6.2/3) \ \{{Eé\ %.8
CR¢ CyclicRedundancyCode (see 6.2.2 to 6.2.13){\\ \ blts 6.3.7
KENHO KeyExpiryNumberHighOrder (see also 6/2/7')\ \ ifs 6.3.16
KENLO KeyExpiryNumberLowOrder (see aIso/é.Z% 4 bits 6.3.17
KRN KeyRevisionNumber (see also 6.2- \)/ X 4 bits 6.1.8
KT KeyType (see also Q/z}\ (\\ 8 ( ) ‘\/ 2 bits 6.1.9
MirCode ManufacturerCode (sée\alskq}g) \ N 8/16 bits | 6.1.2.3|2
MPLL MaximumPowerLimit (see also 16 bits 6.3.9
MPPUL MaximymPhasePowexUnbRlanseLimit (Seg dlso 6.2.10) 16 bits | 6.3.10
NKHO New@ymgqcﬂehée\e\qso\&zh) \) 32bits | 6.3.14
nkilo N}e\KKey\de‘rdme}@ 2.8) 32 bits | 6.3.15
Pad Pl@ valuN\Qo (&a\e\.\o 62.9) 16 bits | x
PropData \ gp\rletar§\ata\{@d e 40 6.2.13) 16 bits | x
Ratp [TaritfRate] Fonfature ¢éfinition (see also 6.2.6) 16 bits | 6.3.11
Redister < Registd o(\f& (7€ also 6.2.5) 16 bits | 6.3.13
Re5| /\ Q\e\se}v%d %\future assignment (see also 6.2.7and 6.2.14) 1 bits X
ResIData \ “ QRes\\rved\dfa{a field for future assignment (see also 6.2.12) 16 bits X
RN andomNumber (see also 6.2.2 t0 6.2.13) 4 bits 6.3.4
RO \ \ \RgloverKeyChange (see also 6.2.7) 1 bits 6.3.18
SubClass /(okenSubCIass (see also 6.2.2 to 6.2.14) 4 bits 6.3.3
TI Tariffindex (see also 6.2.8) 8 bits 6.1.7
TID Tokenldentifier (see also 6.2.2 to 6.2.13) 24 bits 6.3.5.1
WMFactor [WaterMeterFactor] Reserved by the STS Association for 16 bits 6.3.12
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6.3.2 Class: TokenClass

Tokens are classified into 4 main functional areas as given in Table 13.

Table 13 — Token classes

TokenClass Function
0 Credit transfer
1 Non-meter-specific management
2 Meter-specific management
3 Reserved for future assignment
Clags 0 and Class 2 tokens are encrypted using the DecoderKey, while €lass, 1 tokens arg not

encilypted and can thus be used on any STS-compliant payment mete

6.3.3 SubClass: TokenSubClass

Further sub-classification of the TokenClass is given i

o
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Table 14 — Token sub-classes

Token TokenClass
SubClass 0 1 2 3
. InitiateMeterTest/Di
0 ;I'erlaeréstlfie;rigr)edlt splay for 2-digit SetMaximumPowerLimit
MfrCode
. InitiateMeterTest/Di

1 TransferCredit splay for 4-digit ClearCredit
(water) MfrCode

2 TIdIIbI’UICIUU‘ii SetTarlffRate
(gas)

TransferCredit
(time)

3 Reserved by STS Set1stSectionDecgde Q
Association for
connection time
applications Reserved by STS

- Association for
TransferCredit future assignment
(currency)

4 Reserved by STS Reserved by
Association for STS
currency Association| for
applications /\ future

P assignment

5 Cleakl'arﬁpérCMition

6 tMaWhasePower

UnbalanceLimit
tWaterMeterFactor
7 }bserved by STS Association
or water applications
8 Reserved by ST
9 fASS 't' ) for t Reserved by STS Association
udre agsignmen for future assignment

10

y \Re‘)

12 erved for

proprietary use for Reserved for proprietary use

13 2-digit MfrCode

14 x

15

6.3.4 RND: RandomNumber

The generation of this Z-bit number wit be a snapshot of the four least significant bits of at
least a millisecond counter. The inclusion of a random number in the data to be transferred
enhances the security of the token transfer by providing a probability of 16:1 that no two
tokens containing identical data to be transferred will have the same binary pattern.

6.3.5 TID: Tokenldentifier
6.3.5.1 TID calculation

The TID field is derived from the date and time of issue and indicates the number of minutes
elapsed from an STS base date and time. This field is a 24-bit binary representation of the
elapsed minutes.
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In order to accomodate the fact that the TID will roll over every 31 years, three STS base
dates are defined. These are:

e 01 January 1993, 00:00:00;

e 01 January 2014, 00:00:00;

e 01 January 2035, 00:00:00.

With a date and time format of YYYY:MM:DD:hh:mm:ss the STS base date and time of
1993:01:01:00:00:00 corresponds to a TID of 0.

The|calculation of elapsed minutes shall take Teap years info account.

Thelrule used to determine a leap year is:

e the month of February shall have an extra day in all years thay’are™eve i y 4,
gxcept for century years (those ending in -00), which receive.the\extta day. i are
gvenly divisible by 400. Thus 1996 was a leap year wheteas~{9 500,

In the binary representation of the TID the leftmost bit re

Whgn calculating the TID the “:ss” value shall be tru

(@R

Date of issue: Ekpséskm\h\\ute}\ Resultant 24-bit token ID:

1| January 1993 20Q: o 0000 0000 0000 0000 0000 0000

1| January 1993 [ obsods, T~ 0000 0000 0000 0000 0000 0001

45 March 1993( \?3:55:23\/‘ \@ 55 0000 0001 1101 0110 0010 0011

45 March 1996 N /(355,22 1 698 595 0001 1001 1110 1011 0010 0011
1 November 2005 000483 | 7 6749 281 0110 0110 1111 1100 0110 0001
1 pecember 2045 \| '\ 00:0105_ 12 051 361 1011 0111 1110 0011 1010 0001
24Novembe&024 \\39:1&@) 16 777 215 1111 1111 1111 1111 1111 1111

[ Jandary 2a1 NS~ 0000:00 0 0000 0000 0000 0000 0000 0000
24NovemNE§ \\2045:00 16 777 215 1111 1111 1111 1111 1111 1111

1[sanuary 2035 ] ) 00:00:00 0 0000 0000 0000 0000 0000 0000
24[November 2066 20:15:00 16 777 215 1111 1111 1111 1111 1111 1111

In order to prevent token re-use when a basedate change is performed, certain operational
procedures need to be performed. Refer to Clause C.12 for additional information.

6.3.5.2 SpecialReservedTokenldentifier

The Tokenldenifier corresponding to 00 h 01 min of each day is reserved for special
application tokens and may not be used for any other token.

Using the date and time format of YYYY:MM:DD:hh:mm:ss the reserved TID values
correspond to xxxx:xx:xx:00:01:xx.

If a token, other than a special application token is to be generated on a time corresponding
to this reserved TID, then 1 min shall be added to the TID.
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See also Clause C.4 Code of practice for the management of this special reserved TID.

NOTE The use of special application tokens are optional (see Clause C.11), but the rule for how to use the

special reserved TID is mandatory.

6.3.5.3 Multiple tokens generated within the same minute

The POS shall ensure that no legitimately purchased token can carry the same TID as that of
any other legitimately purchased token for the same payment meter even if more than one

token is purchased within the same minute on the same POS.

|f myitipre ToKens need 10 be generatead witnin tne samme minute 1o0r the Same payment in
At the end-of

then 1 min shall be added to the TID of each successive token in the se
tokejn generating process the POS shall revert back to real time again.

This| shall apply to any token that implements a TID.

This| shall not apply to special application tokens that i
Tokénldentifier (see 6.3.5.2).

For example: if 3 credit tokens A, B and C are genera
in sequential order A, B and C, then A shall carry (the
time| stamp 13h24 and C shall carry 13h25.

6.3.6 Amount: TransferAmount

Thelassociated unit for the transfer amgunt is i Table 16.

or electricity

[\Trg\ife: ty@\ \J Units of measure

EIecWer’re\rgy X B Watt-hours x 100 (0,1 kWh)
EIeWN&{ \ \ Watts

The|STS Ass

17 = Units of measure for other applications

Is res\ﬁe transfer types given in Table 17 for other applicatic

pter,
the

rved

and
arry

ns.

N \ Transfer type Units of measure
Water~_/ Litres x 100
Gas Cubic metres
Time Minutes
Currency Under review
NOT_E The STS Association defines other future transfer types for other utility
services.

The 16 bits of the transfer amount field are subdivided into two sections, a base-10 exponent
of 2 bits and a mantissa of 14 bits. The bits are numbered from right to left, starting at 0. Bit
15 is the most significant bit of the exponent and Bit 13 is the most significant bit of the

mantissa. The bit allocations within this field are illustrated in Table 18.


https://iecnorm.com/api/?name=13f8db7d86dc109d8506a8e288227f8e

IEC 62055-41:2014 © |IEC 2014 -39 -

Table 18 — Bit allocations for the TransferAmount

Position

15 14 13

12

11 10

Value

e e m

m

The mathematical formula for transfer amount conversion is as follows:

t=10€ x m, fore=0; or

whefe:

n=l

t ip the transfer amount;

e ip the base 10 exponent;

m ip the mantissa; and

n ip an integer in the range 1 to e inclusive.

All t
tran

t=(10€ x m) + 2(214 X 10“"”) ,fore >0

5ible
ding

Exponent value <

/ma\Ner\éle.m&ra ge

Maximum error

0 N N (\oo&x@m\oooo 6383 0,000

1 (L 00463820 00180214 0,061 %
2 Q > < o\s{)z to 01818524 0,055 %
3 ( A 1818624 to 18201624 0,055 %

abl —-Ex

[

N

pl

of TransferAmount values for credit transfer

tem& 'th

Resultant 16-bit transfer amount

Units converted and received| by

field the meter
1 0,1 kWh 0000 0000 0000 0001 0,1 kWh
2 25,6 kWh 0000 0001 0000 0000 25,6 kWh
3 1638,3 kWh 0011 1111 1111 1111 1638,3 kWh
4 1638,4 kWh 0700 0000 0000 0000 1638,4 kKWh
5 18022,3 kWh 0111 1111 1111 1111 18022,4 kWh
6 18022,4 kWh 1000 0000 0000 0000 18022,4 kWh
7 181862,3 kWh 1011 1111 1111 1111 181862,4 kWh
8 181862,4 kWh 1100 0000 0000 0000 181862,4 kWh
9 1820162,4 kWh 1111 1111 1111 1111 1820162,4 kWh

6.3.7 CRC: CyclicRedundancyCode

The CRC is a checksum field used to verify the integrity of the data transferred. The
checksum is derived using the following CRC generator polynomial:
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The total length of the data transferred via the token is 66 bits. The last 16 bits comprise the
CRC checksum that is derived from the preceding 50 bits. These 50 bits are left padded with
6 binary zeros to make 56 bits. Before calculation, the CRC checksum is initialised to FFFF
hex (see example in Table 21).

Table 21 — Example of a CRC calculation

Original 50 bits 0 00 4A 2D 90 OF F2 hex

Left padded to make 7 bytes 00 00 4A 2D 90 OF F2 hex
Checksum calculated OF FA hex

6.3.8 Control: InitiateMeterTest/DisplayControlField

Thelinitiate payment meter test data field is 36/28 bits long and i e of
test|to be performed. The particular test is selected by setti € i NE.
The|permissible field values are defined in Table 22.

Table 22 - Permissible co trﬂ?eld dlue

LS[BitNo.=1 | TestNo N /A}g;} ( G ) Condition
AJl bits =1 0 Do test h&\z NNS o}\{ionahy\anyﬂher Mandatory
1 1 ﬁest trk\\aw{svmgh Optional
Test the pay&gent@te\r waK\ P>d|splay devices Mandatory
< ?'{\U\r}t{atwh enégy register totals Mandatory

2
3
4 M&Iay tr)a KRN Mandatory
5 L \ \DQpIay the Tl Mandatory

< NMken reader device Optional
A7( \/\M\\sy%y maximum power limit Optional

(é\ ) Display tamper status Optional

O|lo(N|[ojoa|B|]W|IDN
N

& \ Display power consumption Optional

10 ‘}B\ \/ Display software version Optional

1& \b\ \ Display phase power unbalance limit Optional
N Display water meter factor Mandatory for wafer

N
N
N

\/N

payment meter

13 13 Display tariff rate Mandatory for
currency-based
payment meter

14-28/36 Reserved Reserved by STS Association for future assignment Reserved

NOTE The cumulative kWh energy register is defined in 5.11.4 of IEC 62055-31:2005.

All payment meters shall support test number 0; if any of the incorporated tests are not
supported the payment meter shall perform the subset of tests that are supported.

This option is subject to the supply agreement between the supplier and the utility and shall
not form a normative part of this standard.

In the case where more than one test is specified on a single token, the behaviour of the
payment meter shall be agreed between the utility and the supplier and shall not form a
normative part of this standard.
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6.3.9 MPL: MaximumPowerLimit

The maximum power limit field is a 16-bit field that indicates the maximum power that the load
may draw, in watts. Calculation of this field is identical to that of the TransferAmount field
(see 6.3.6). See also note in 8.6 for functional requirements of the MeterApplication Process.

6.3.10 MPPUL: MaximumPhasePowerUnbalanceLimit

The maximum phase power unbalance limit field is a 16-bit field that indicates the maximum
allowable power difference between phase loads, in watts. Calculation of this field is identical

to that of the TransferAmount field (see 6.3.6).

6.3.11 Rate: TariffRate

Resgerved by the STS Association for future definition.

6.3.12 WMFactor: WaterMeterFactor

Resgerved by the STS Association for water application

6.3.13 Register: RegisterToClear

A unique 16-bit binary value in the range 0 to FEER he;

shoyld be cleared with the ClearCredit jQken. T e given in Table 23.

Value ( (N Ac»n
0 /| srearEivetriciy Chedit register
1 N \k)lear W}t{?\Qedit reMr
Cle\%ée\s Cr ther

2]
T3S O] Vleahnd st register

CIe/%\Cur}ncy Credit register

AN
SM}‘@ hﬁ\ Rese@ed for future assignment
\‘\EFNE)\ E]'ear/all Credit registers in the payment meter

6.3.14 : eyHjghOrder

Thelhigh order

is to| be transferred tg’the payment meter by means of the token.

6.3.15.“NKLO: NewKeyLowOrder

particular register

bitsyof the new DecoderKey that has been generated (see 6.4.4) and W

that

hich

The low order 32 bits of the new DecoderKey that has been generated (see 6.4.5) and which

is to be transferred to the payment meter by means of the token.

6.3.16 KENHO: KeyExpiryNumberHighOrder

This is the high order 4 bits of the KEN (see 6.1.10).

6.3.17 KENLO: KeyExpiryNumberLowOrder

This is the low order 4 bits of the KEN (see 6.1.10).
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6.3.18 RO: RolloverKeyChange

If the RolloverKeyChange bit is set = 1, the payment meter shall perform a rollover key
change. This operation is identical to a normal key change, except that the TID memory store

in the payment meter is filled with token identifiers of value 0 (zero).

6.4 TCDUGeneration functions

6.4.1 Definition of the TCDU

The TCDU may be different for each TokenCarrierType and is therefore defined separately for

eac

6.4.2 Transposition of the Class bits

This| function is used by other TCDUGeneration functions (see 6.4/

2 Clpss bits into the 64-bit data stream to make a 66-bit numbenacsord

outlined below.

The|64-bit number has its least significant bit in bit positioR 0 a
posifion 63. The 64-bit binary number string is modified\to~incltge \the
Cla{9 i

valu

bit of the token Class now occupies bit position 28.

encrypted tg
and 27. The original

gure 6 — Transposition of the 2 Class bits

Example: Inse the token Class = 01 (binary).

The|64-bitybinary number grouped in nibbles (Bits 27 and 28 highlighted in bold):

LSB
Bit | Bit \é(fit Bit T Bit Bit Bit | Bit
65 | g4 29 g | 27 26-2 1 0
A \/\ \
origiqal;bi \aw}é?
65 and/ 64
IEC 0994/14

the
thod

n bit
ken

cant

“od 4 ad 4 4 4 a4 A—frdddd ad AOrd 4 ad 4 4
011JUIUIUIUUUUIIUUIUUUUIUUUU TUUT TUUU UTTTUTTUUTUT UTUU UUTT UUTU UUUT

Copy bits 28 and 27 into bit positions 65 and 64, creating a 66-bit number:

| 00 0110 0101 0100 0011 0010 0001 0000 1001 10000111 0110 0101 0100 0011 0010 0001

Replace bits 28 and 27 with the 2 Class bits:

| 00 0110 0101 0100 0011 0010 0001 0000 1001 1000 1111 0110 0101 0100 0011 0010 0001
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6.4.3 TCDUGeneration function for Class 0,1 and 2 tokens

Thislis the transfer f

APDU
current values
\ \ \ \ \
SGC 1IN DKGA EA 66-bit Token
KRN DRN
KT
TI
y
generate A
current DecoderKey using
DKGAO01, 02 or 03 2 Class 4
64 bit 64 bi
v Y DataB
KeyBlock
enerypt usi
Enw ithmOAor09
TCT
IDRecord
PRNRecord

66-bit TokenData

DN %
N aN
v IEC 0995/14
Figu; lw function for Class 0, 1 and 2 tokens
om

e APDU to the TCDU (see Figure 7) and is applicable o all

Clags 0, Clas Y 2 tokens, except for the Set1stSectionDecoderKey |and

SetdndSectio C skerns (see 6.4.4 and 6.4.5).

NOTE 1 e ll in the APDU are defined in 6.1.1.

NOTE 2 The dataelements in the TCDU are defined in part of the IEC 62055-5x series physical layer prqgtocol

standard relevant to the~sgecific TCT of interest.

Theltransfer function for Class 0 and Class 2 tokens is outlined as follows:

The 2 Class bits are removed from the 66-bit token to yield a 64-bit result, which is then
presented to the encryption algorithm as its DataBlock input. The specific algorithm to use
is in accordance with the EA code in the APDU;

The KeyBlock input for the encryption algorithm is obtained from the decoder key
generation algorithm, which generates the current DecoderKey using the current values of
SGC, KRN, KT, TI, IIN and DRN from the APDU as indicated. The specific decoder key
generation algorithm to use is in accordance with the value of DKGA in the APDU;

After encryption the 2 Class bits are again re-inserted into the 64-bit number in
accordance with the method defined in 6.4.2 to yield a 66-bit result, which is populated
into the TokenData field of the TCDU in accordance with the particular definition in the
relevant physical layer protocol standard;
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IDRecord and PRNRecord data elements from the APDU are
into the appropriate fields of the TCDU in

accordance with the particular definition in the relevant physical layer protocol standard;

The transfer function for Class 1 tokens is identical to the TCDUGeneration function for Class
0 and Class 2 tokens, except that the token does not get encrypted. The function is outlined

as follows:

e The 2 Class bits are removed from the 66-bit token and transposed in accordance with the
method defined in 6.4.2 to yield a 66-bit result, which is populated into the TokenData field
of the TCDU in accordance with the particular definition in the relevant physical layer

jrotocotstandard;
o %imilarly the TCT, IDRecord and PRNRecord data elements fr e APDU | are
ansferred to the TCDU as indicated, into the appropriate fi e“TCDU in
gccordance with the particular definition in the relevant physical | ndard.
6.4.4 TCDUGeneration function for Set1stSect|onDecoderKe toke
APDU
current values & \ Nvalues
\ \ |
SGC IIN DKGA N DKGA
KRN DRN N DRN
KT KT
I I
generate generate
current DecoderKey using new DecoderKey using
DKGAO01, 02\qr 03 DKGAO01, 02 or 03
N Q
Q > 2 Class bits
64-bit
Y DataBlock
encrypt using
EncryptionAlgorithm07 or 09
TCT
transpose
IPRecord 2 Class bits
PRNRecord
66-bit TokenData
TCDU
IEC 0996/14

Figure 8 — TCDUGeneration function for Set1stSectionDecoderKey token

This is the transfer function from the APDU to the TCDU (see Figure 8) and is applicable only
to the Set1stSectionDecoderKey token.

The Set1stSectionDecoderKey TCDUGeneration function is shown here as being separate
from the Set2ndSectionDecoderKey TCDUGeneration function, but in practice the two may be
merged into one in order to save on processing resource and for the sake of convenience. In
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such a case, the new DecoderKey generation only needs to happen once for example,
although the final result is still the same. Thus two separate TCDU instances are always
produced: one for the Seti1stSectionDecoderKey token and a second for the
Set2ndSectionDecoderKey token.

Note that the APDU has to present two sets of data for the PANBlock and CONTROLBIock:
one set with the new data for the new DecoderKey and a second set with the current data for
the current DecoderKey. The DKGA value is the same for both sets.

NOTE 1 The data elements in the APDU are defined in 6.1.1.

NOTE 2 The data elements in the TCDU are defined in each part of the IEC 62055-5x series physical |layer
protofcol standard relevant to the specific TCT of interest.

Theltransfer function is outlined as follows:

) e new DecoderKey is generated using the new values of SGC [IN [and
RN. The specific algorithm to use is in accordance with thexalug of e DU;
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resented to the encryption algorithm as its
Igorithm to use is in accordance with the EA ¢

from the decoder |key
oderKey using the current valugs of
indicated. The specific decoder|key
e.value of DKGA in the APDU;

esihserted into the 64-bit number in
yield a 66-bit result, which is populpted
dance with the particular definition in the

imilarly the ) , ; d data elements from the APDU are transfgrred
the TCDU n ' opriate fields of the TCDU in accordance with the
particular definiti S ysical layer protocol standard.
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6.4.5 TCDUGeneration function for Set2ndSectionDecoderKey token

APDU
current values new values
\ \ \ | \ \ \ |
SGC 1IN DKGA EA 66-bit Token SGC 1IN DKGA
KRN DRN KRN DRN
KT KT
TI TI

generate
new| DecoderKeyiusing
6601\02 03

generate

current DecoderKey using
DKGAO01, 02 or 03

replace 32-bit NKLO

remove
2 Class bits
KeyBlock 4
encrypt usi
EncryptionAlgogi

64-bit

TCT
DRecord
PRNRecord

IEC 099%/14

This] i 3 funetion fron» the APDU to the TCDU (see Figure 9) and is applicable [only
to th q i )

The S scoderKey TCDUGeneration function is shown here as being sepdrate
from ectionDecoderKey TCDUGeneration function, but in practice the two mal be

merged into*one in order to save on processing resource and for the sake of convenience. In
such a,/'case, the new DecoderKey generation only needs to happen once for example,
althpugh' the final result is still the same. Thus two separate TCDU instances are always
produced: one for the Seti1stSectionDecoderKey token and a second for the
Set2ndSectionDecoderKey token.

Note that the APDU has to present two sets of data for the PANBlock and CONTROLBIock:
one set with the new data for the new DecoderKey and a second set with the current data for
the current DecoderKey. The DKGA value is the same for both sets.

NOTE 1 The data elements in the APDU are defined in 6.1.1

NOTE 2 The data elements in the TCDU are defined in each part of the IEC 62055-5x series physical layer
protocol standard relevant to the specific TCT of interest.

The transfer function is outlined as follows:
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the new DecoderKey is generated using the new values of SGC, KRN, KT, TI, IIN and
DRN. The specific decoder key generation algorithm to use is in accordance with the value
of DKGA in the APDU;

the resultant new DecoderKey value low order 32 bits are then used to replace the NKLO
field of the Set2ndSectionDecoderKey token (see 6.2.8) as presented by the APDU;

the 2 Class bits are removed from the 66-bit token to yield a 64-bit result, which is then
presented to the encryption algorithm as its DataBlock input. The specific encryption
algorithm to use is in accordance with the EA code in the APDU;

the KeyBIock mput for the encryptlon algorlthm is obtamed from the decoder key

s of
key
gfter encryption, the 2 Class bits are again re-inserted into/the rin
gccordance with the method defined in 6.4.2 to yield a 66-bit r ated
: in the
elevant physical layer protocol standard;
gimilarly the TCT, IDRecord and PRNRecord data eleme rred

acoordance with the

6.5 | Security functions

6.5. General requirements

With the exception of DITK values, 8 ecoderKey values shall only be
gengrated by a device responsible for'token g , such as a POS that is certifiedl as
STSfcompliant and which is subject to f KeyManagementSystem (see Clause
9). I'hls subclause descri : 9 ion Ypethods used by such devices and is

6.5
6.5

.2 Key attrihute
21 Key ¢ ye

With TS key values shall only be introduced or changed|in a
payr S esponsible for key management, such as a POS that is certjfied
as S a subject to STS key management. This subclause descrjibes
the |STS o\ 3dused between such devices and payment meters, and is
appli of these devices and payment meters.

An BTS key.‘elhange \provides the mechanism for changing the DecoderKey present jn a

decaoder from.its c
or circumstances, including the following:

ént value to a new value. This process may be initiated by several events

a_new or repaired payment meter that contains a manufacturer's DITK value shall be
changed before leaving the manufacturing or repair premises to contain the appropriate
value of manufacturer’'s default (DDTK) or utility’'s DecoderKey (DUTK or DCTK)
depending on the SupplyGroup to which the payment meter has been allocated;

a SupplyGroup's VendingKey has either expired or been compromised, and is replaced by
a new VendingKey revision and, as a result, each DecoderKey within the SupplyGroup
shall be changed from its current DecoderKey value to the DecoderKey value that
corresponds to the new VendingKey value;

a payment meter is re-allocated from one SupplyGroup to another SupplyGroup and, as a
result, its DecoderKey shall be changed from its current value generated from the previous
SupplyGroup VendingKey to the new value generated from its new SupplyGroup
VendingKey; or
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e the Tl for a payment meter is changed and, as a result, its DecoderKey shall be changed
from its current value (that corresponds to the previous TI) to the new value (that

corresponds to the new TI).

The Set1stSectionDecoderKey and Set2ndSectionDecoderKey token pair effects an STS key
change. This meter-specific management token pair transfers the following information from

the POS to the payment meter, encrypted under the current DecoderKey:

e the value of the new DecoderKey;

e the KEN;
) e KRIN;
° e KT;
o e Tl

An $TS key change for a payment meter shall be initiated automat
the following attributes of the VendingKey change in value:

o e value of the VendingKey;
o e value of the SGC;
o e value of the TI;

. e value of the KEN;
. e value of the KRN;

. e value of the KT.

The VendingKe;@
the KeyManagem :

DecpderKeys are ge

The|Vending according to its associated KT value, which is an attribute
defipes the ‘purposg_fo the key can be used. Three KT values are defined
Venging espond™o three of the SupplyGroup types (see 6.1.6), namely Def

Unique and Caqx 8 VendingKey for a given SupplyGroup is the seed key use

gengrate the v values for all payment meters within the SupplyGroup.

STS| VendingKeys are classified according to the KT values given in Table 24.

Table 24 — Classification of vending keys

secretly generated, stored and distributed w
. DES VendingKeys are the seed keys from w

e of

ithin
hich

that

for
ault,
d to

KT SGC type VendingKey type Context
0 Initialization Not specified Not applicable

1 Default VDDK VendingDefaultDESKey

2 Unique VUDK VendingUniqueDESKey

3 Common VCDK VendingCommonDESKey

At any given moment, a unique VDDK value exists for each Default SupplyGroup defined.
Similarly, a unique VUDK value for each Unique SupplyGroup and a unique VCDK value for

each Common SupplyGroup are defined.
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6.5.2.2.2 VDDK: VendingDefaultDESKey

This type of key is used as the seed key for generation of DDTK values — it shall not be used
to generate DITK, DUTK or DCTK values.

6.5.2.2.3 VUDK: VendingUniqueDESKey

This type of key is used as the seed key for generation of DUTK values — it shall not be used
to generate DITK, DDTK or DCTK values.

6.5.2.2.4 VCDK: VendingCommonDESKey

This| type of key is used as the seed key for generation of DCTK values — all not\be \Ilsed
to génerate DITK, DDTK or DUTK values.

6.5.2.3 DecoderKey classification

6.5.2.3.1 Classification of decoder keys

STS| DecoderKeys are classified according to the KT value 5 and inherit their

typel from that of the VendingKey, from which they are

Table 25 — Classificati

JA
KT SGC type Déo&b{Ke{ty e€ k U ‘\/ Context

0 Initialization DITK DecWalisationTransferKey
1 Default DDTF DecoderDefaultTransferKey

2 Unique oderUniqueTransferKey

3 Common DecoderCommonTransferKey

ther

For [further info@
typel, see Figure ane

its

hent

DITK values are used to initialise the DecoderKeyRegister during production or repair a{ the

manufacturer's premises. These keys are the property of the MeterManufacturer. As such,
they are generated and managed by the manufacturer, and are unknown to the utility.

No payment meter purchased by the utility shall leave a manufacturer's premises with a DITK
value in the DecoderKeyRegister. The DecoderKeyRegister shall contain either a DDTK,
DUTK or DCTK value supplied by the KMC. A DITK is the only key type that can be
introduced into a payment meter as a plaintext value. DDTK, DUTK or DCTK values can only
be introduced into a payment meter as cipher text (encrypted) values.

A DITK shall only be used for the following key management functions:

e as the parent key for another DITK; in other words, to encrypt another DITK for the
purpose of introducing it into the DecoderKeyRegister;

e as the parent key for a DDTK;
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e as the parent key for a DUTK, and

e as the parent key for a DCTK, but only in a payment meter using an erasable magnetic
card as a token carrier (for TCT value = 01).

The above functions may be performed via the Set1stSectionDecoderKey and
Set2ndSectionDecoderKey tokens or via a manufacturer proprietary loading mechanism that
utilizes the Set1stSectionDecoderKey and Set2ndSectionDecoderKey tokens. The payment
meter should only accept the DDTK, DUTK or DCTK encrypted under the DITK supplied by
the manufacturer in the Set1stSectionDecoderKey and Set2ndSectionDecoderKey token
format.

It is|the responsibility of the manufacturer to ensure that appropriate security measures| are

applied to any DITK so that DDTK, DUTK or DCTK values encrypted wi DITK canngt be

compromised.

A D|TK can also be used to decrypt other meter-specific manage JoNns n be

used to decrypt an STS credit transfer function; i 154 i y redit

tokejn can be decrypted and applied by a payment meter_thsg N in its|key

register in order to facilitate testing of the payment meter ddring proddction wr repair.

6.5.2.3.3 DDTK: DecoderDefaultTransferKey

DDTIK values are used to support payment oup.

A pgyment meter that has not beep y 3 que

SupplyGroup at the time of manufacts incannot be lpoaded with its corresponding

DCTK or DUTK value. Instead it is alloca to a 4P unique to each manufaciurer

and [loaded with its corresponding DD \ que

VDOK, from which he generates all DDTK u i ring

manjufacture.

Subgequently, at the i i ation, a payment meter that has now been re-

allogated to anot ifi K or

DCTK value, the

respective Meter ife

A DDTK is a sec alue.

A payment meé Key

present in the

A DDTK shall Or for the following key management functions:

e as the panen for another DDTK; in other words, to encrypt another DDTK for| the
purpose-of introducing it into the DecoderKeyRegister;

e asthe parent key for a DUTK, and

e as the parent key for a DCTK, but only in a payment meter using an erasable magnetic
card as a token carrier (for TCT value = 01).

The above functions may be performed via the Seti1stSectionDecoderKey and Set
2ndSectionDecoderKey tokens, or via a manufacturer’s proprietary loading mechanism that
utilizes the Set1stSectionDecoderKey and Set2ndSectionDecoderKey tokens. A DDTK shall
not be used to decrypt a DITK for the purpose of introducing it into the DecoderKeyRegister.

A DDTK can also be used to decrypt other meter-specific management functions. It shall not
be used to decrypt and accept an STS credit transfer function; in other words, a valid
TransferCredit token shall not be accepted by a payment meter that contains a DDTK in its
DKR, even if the TransferCredit token has been encrypted with the same DDTK value.

NOTE The emphasis is on the acceptance and not on the decryption of the TransferCredit token.
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Similarly a POS device used for encrypting tokens shall not encrypt TransferCredit tokens
using DDTK values (see also 6.5.2.4).

6.5.2.3.4 DUTK: DecoderUniqueTransferKey

DUTK values are used to support payment meters allocated to a unique SupplyGroup. A
payment meter that has been allocated to a unique SupplyGroup at the time of manufacture or
repair can be loaded with its DUTK value that corresponds to the unique group and that has
been encrypted under a parent DITK. Subsequently, at the time of installation or operation, a
payment meter, which has to be re-allocated to another unique group can be loaded with the
corresponding DUTK value, encrypted under a parent DUTK.

A DUTK is a secret value, and shall not be accepted by a payment meter & i alue.
A ppyment meter shall only load a DUTK if it has been encrypts rent
DecpderKey present in the DecoderKeyRegister. DUTK values the
respective utility and are managed within the KeyManagementSyste

A pyrchased or repaired payment meter that leaves the manufa 3 tain
a DUTK value supplied by the KMC in the DecoderKeyRegjs

A DUTK shall only be used for the following key management fu

e 3s the parent key for another DUTK; i 2 the

e as the parent key for a DDTK.

The above functions may be e SetlstSectionDecoderKey |and
dSectionDecoderKey tokens. A DUTK
a for the purpose of loading it into| the
DecpderKeyRegister. i K shalMot be used to encrypt a DITK or a DCTK for the

purgose of transfesring 5 \ er in the form of a token.
A DUTK can also ; gcrypt other meter-specific management functiors. It

can |be used to er a\8TS credit transfer function; in other words, a valid

d or decrypted and applied by a payment meter |that

6.5.2.3. : derCommonTransferKey

DCTIK valuesyare' used 10 support payment meters that use erasable magnetic card token
carrlers (i.e/TCH be = 01) and that are allocated to common SupplyGroups. A payment
meter that-has been-allocated to a common SupplyGroup at the time of manufacture or rgpair
can |be loaded with the DCTK value that corresponds to the common SupplyGroup and |that
has | bgen encrypted under a parent DITK. Subsequently, at the time of installation or
operation, a payment meter that has 1o be re-allocated 1o another common SupplyGroup can
be loaded with the corresponding DCTK value that has been encrypted under a parent DCTK.

A DCTK shall only be used with payment meters that use erasable magnetic card token
carriers (TCT value = 01) and shall only be accepted by such payment meters. Payment
meters with any other token carrier types (TCT value > 01) shall reject tokens encrypted
under DCTK values.

POS encryption devices shall not encrypt tokens using DCTK values other than for erasable
magnetic card token carriers (TCT value = 01).

A DCTK is a secret value, and shall not be accepted by a payment meter as a plaintext value.
A payment meter shall only load a DCTK if it has been encrypted under the parent
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DecoderKey present in the DecoderKeyRegister. DCTK values are the property of the
respective utility and are managed within the KeyManagementSystem.

A purchased or repaired payment meter with an erasable magnetic card token carrier (TCT
value = 01) that leaves the manufacturer's premises may contain a DCTK value supplied by
the KMC in the DecoderKeyRegister.

A DCTK shall only be used for the following key management functions:

e as the parent key for another DCTK; in other words, to encrypt another DCTK for the

purpose of infrndm‘ing it inta the I')pr‘nr*lprl(pyl?ngieh:r

e as the parent key for a DDTK, and

e 3s the parent key for a DUTK.

The| above functions may be performed via the
SetdndSectionDecoderKey tokens, or via a manufacturer’s praprie
that|utilizes the Set1stSectionDecoderKey and Set2ndSectiofiDeted
shall not C i
DecpderKeyRegister. Similarly a DCTK shall not be used to_en
trangferring it to the payment meter in the form of a toker:

A DCTK can also be used to encrypt or decrypt ather e cifi anagement functipns.
It can be used to encrypt or decrypt a & g >n; in other words, a valid
TransferCredit token can be encryp < lled by a payment meter |that
contains a DCTK in its DKR and that us tokep carrier (TCT value = 01)

6.5.2.4

Credit transfer
functions

v 4 \ 4 y

Management functions

IEC 0998/14

Figure 10 — DecoderKey changes — state diagram

Figure 10 illustrates the KT states that a DecoderKey may assume from time to time.
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Where one key is used to encrypt another key (as in the Set1stSectionDecoderKey and
Set2ndSectionDecoderKey token pair), the former is referred to as the parent key and the
latter as the child key.

The solid line arrows indicate the direction in which a key may change from one type to
another type. The type that it changes from is the parent key and the type that it changes to is
the child key. To effect a change of the DecoderKey the new key (or child key) is encrypted
with the parent key and then loaded into the payment meter by means of a
Set1stSectionDecoderKey and Set2ndSectionDecoderKey token pair. The payment meter
then replaces the parent key with the child key, which now becomes the new parent key.

The|dotted line arrows indicate the function, for which a KT may be used, i.e. the values_that it
may| encrypt or decrypt. For example, only a DITK, DUTK or DCTK can bé used to_encrypt or
decilypt a credit transfer function, but all four types can be used to engfyp bter-
spegific management functions.

The|child key rows refer to the permitted usage of d n of

DecpderKeys in the Set1stSectionDecoderKey > ken
manjagement functions. Similarly, the management and credit age
of decoder key types for the encryption of the remaining ic management functions

and [credit transfer functions respectively.

Child key

S B AN

DDTK, N Yes)
DCTK, "\l \Qsa

Management \ a
fun/oﬁbq\ J \Yes Yes Yes Yes

reditwon\ \ ))es No Yes Yes?
a2 For paymenﬁh@{ers Mh TCT = 01 only.

(@)

6.5.2:5 KeyRevisionNumber (KRN)

A KRN is associated with each VendingKey and a corresponding SGC by the KMS, and
defines the revision or sequence of the VendingKey within the SupplyGroup to which it
corresponds. It is a single decimal digit with a range of 1, 2..9. The KRN assigned to the first
VendingKey for a SupplyGroup is 1. Successive VendingKeys are allocated successive
revision numbers until revision number 9, at which stage the sequence begins at 1 again; in
other words, at any given moment, there may be no more than 9 successive VendingKey
revisions present for a given SupplyGroup. A KRN is also associated with each DecoderKey,
and corresponds to that of the VendingKey from which it is generated.

The KRN is associated with each SupplyGroup by the KMS, and defines the current
VendingKey revision and also the current DecoderKey revision, at which all payment meters
within the SupplyGroup should be set. For any given payment meter, the SGC and KRN
uniquely identify the revision of DecoderKey that it contains. This information is managed by
the management system and if for any reason the KRN in the payment meter is not the same
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as the vending KRN for the same SGC as recorded in the management system, this condition
shall be corrected by means of an appropriate change of the DecoderKey.

A payment meter is required to store the KRN that corresponds to its current DecoderKey, as
passed in the Set1stSectionDecoderKey and Set2ndSectionDecoderKey token pair (see also
7.3.2).

The concept of key revision only applies to vending key types and decoder key types. A DITK
shall not be associated with a KRN.

For POS
namlely the CurrentKey and the OldKey. The OldKey will only be used to encrypt key change
tokejns to CurrentKey. The CurrentKey will be used to encrypt all tokg apart frem| key
change tokens to OldKey.

6.5.2.6 KeyExpiryNumber (KEN)

A KEN is associated with each VendingKey by the KMS, and

o :[;e time-period, after which the VendingKey expires, a g POS
generate DecoderKeys for the purpose of en yptm it , pter-

gpecific management tokens that incorporate the( TID

e the time-period, after which any De srate ' i ires,|and
may no longer be used by a pa ( i , pter-
gpecific management tokens that incorpora \ i i is by a
payment meter is optional

The|required value of the KEN shall b 3 ¢ i and

KENLO fields of the 3 ens

respectively (see 6.2.7 and

The|KEN is an 8 that expresses this period as a displacement

relafive to the S@a e identifief time stamp (see 6.3.5.1). Each unit in the KEN

corrgsponds to a perj i 16.1Y65535) min, and there are 28 (256) of these perjiods

numpbered 0, 1..255 befo » TS base date time stamp is replaced by the next [STS

basg¢ time stamp T N\ corrésponds to the most significant 8 bits of the 24-bit [TID.

Any|token identi NOSE mo tS|gn|f|cant 8 bits are greater than a given key's KEN shal| not
be gncrypted

A HOS m 2 ’hlnose
correspondingQVendingKey has expired. This is simple to verify by comparing the most
signjficant 8/bits of the TID with the KEN corresponding to the VendingKey; if it is greater| the
VengingKey=has expired and may no longer be used to generate a DecoderKey to encryp{ the
TransferCredit token. It also cannot be used to generate a DecoderKey to encrypt any meter-
spegific” management tokens that utilize the TID field. This does not apply to| the
Set1stSectionDecoderKey and SetZndSectionDecoderKey token pair that does not utilize the
TID field. Hence, an expired DecoderKey can still be used to encrypt its replacement
DecoderKey for the purpose of a DecoderKey change.

A payment meter can optionally implement key expiry and store the KEN that corresponds to
its current DecoderKey, as passed in the Set1stSectionDecoderKey and
Set2ndSectionDecoderKey token pair. All tokens that are entered into the payment meter, and
that incorporate a token identifier field, are validated against this KEN. If the most significant
8 bits of the TID are greater than this KEN, the token shall be rejected.

Where implemented, the concept of key expiry only applies to VendingKey values of type
VDDK, VUDK and VCDK, and DecoderKey values of type DDTK, DUTK and DCTK that can be
generated from the corresponding vending key types. A DITK shall not be associated with a
KEN.
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The management of the KEN by the KMS shall comply with the relevant Code of practice.
See also C.2.4 for Code of practice on managing this data element.

6.5.3 DecoderKey generation
6.5.3.1 PANBIlock construction

The 64-bit PANBIlock is constructed from data elements extracted from the MeterPAN in the
APDU as defined in Table 27 and Table 28.

The|most significant digit is in position 15 and the least significant digit in position 0.

Table 27 — Definition of the PANBlock (\

N\
Pdsition | 15 | 14 |13 |12 |11 10| o | 8 | 7 2\ 3002 }
\'alueIIII/DI/DDDDDDD\QDB>DD
AN

Table 28 — Data elements m loek
Djgit Name f\\ ) / F&rmé\ Referenge
| 1IN 2N /\\ )&ange(o té\g)he‘{ﬁr digit 6.1.2.2

D DRN \@nge\g\to 9 h)Jx per digit 6.1.2.3

Whgre the IIN is 6 digits long, the PA w)f the 5 least significant digits of the

IIN and the 11 digits of tR DRN take up positions 10 to 0 in the
PANBlock and the 5 IIN take up positions 15 to 11 in| the
PANBIock.

Whgre the IIN is is made up of the 3 least significant digits of the
IIN and the 13 digits e 13 digits of the DRN take up positions 12 to 0 in the
PANBlock and t digits of the IIN take up positions 15 to 13 in| the

PANBIock.
If the [INA i (cient lemgth to make up the 16 digits, the digits extracted are fight
justifiedithin ‘- ck ahd padded on the left with zeroes (for example, for an IIN of 600727

andfa DR 23 Y3, the PANBlock is 0072712345678903).

For p DDTKor DU the actual designated DRN is used, but for a DCTK the DRN digitg are
set [to, zeros in the PANBlock (for example, for a IIN of 600727, the PANBlock is
00727060000000000).

6.5.3.2 CONTROLBIlock construction

The 64-bit CONTROLBIlock is constructed from the data elements in the APDU as defined in
Table 29 and Table 30.

The most significant digit is in position 15 and the least significant digit in position 0.

Table 29 — Definition of the CONTROLBIlock

Position 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
Value C S S S S S S T T R F F F F F F
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Table 30 — Data elements in the CONTROLBIlock

IEC 62055-41:2014 © |IEC 2014

Digit Name Format Reference
C KT digit Range 0 to 3 hex per digit, 6.1.9
4 to F hex = reserved

S SGC digit Range 0 to 9 hex per digit 6.1.6

T Tariffindex digit Range 0 to 9 hex per digit 6.1.7

R KRN digit Range 1 to 9 hex per digit 6.1.8

F Pad value digit Always F hex per digit X
6.5.3.3 DKGAO01: DecoderKeyGenerationAlgorithmO01
This| DecoderKeyGenerationAlgorithm01 is to be used on a small |j DRN
valugs only. It is included in this standard to maintain backward comyatibili imited
numper of legacy STS-compliant payment meters of an early STA
(EA|code 07). The POSApplicationProcess gives the appropr the
DKQA code in the APDU.
The|DecoderKey is diversified from a 64-bit single DE
This| DecoderKeyGenerationAlgorithmO Il of
the following criteria:

using IIN = 600727,
and the KRN = 1;

and the DRN ialls withi

Decoder reference numbers

N

109Q00000X to 0109000499X
\ NR}QOOW to 0100499999
< \Nwonoooox to 0311400000X
N \)Moooox to 0405999999X
\ﬁeomooooox to 0603999999X
0640000000X to 0641999999X

0666000000X to 0669999999

0699000001X to 0699000999X

0700000000 to 0702099999X

NOTE X is a check digit, the value of which varies in accordance with the value of
the preceding 10 digits (see 6.1.2.3)

This DecoderKeyGenerationAlgorithm01 is also applicable to all payment meters that meet all
of the following criteria:

using IIN = 600727,
and the KRN = 1;

and the KT = 3 (common);
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e and the EA code 07 (STA);
e and coded with one of the SGC values listed in Table 32.

Table 32 - List of applicable supply group codes

Supply group code
100702
990400
990401

990402
990403
990404

990405 /\

The|process flow for the DKGAO1 is shown in Figure 11. Q

N

N
16-digit (hex) 16-digit (hex) bit'DE
CONTROLBIock PANBIlock endigKey
Witk odd ity
AN

O >

DataBlock v
DEA
: KeyBlock encrypt
\ 4

Figure 11 — DecoderKeyGenerationAlgorithm01

64-bit DecoderKey

IEC 0999/14

Construct the 64-bit PANBlock and the 64-bit CONTROLBIlock as defined in 6.5.3.1 and
6.5.3.2.

The encryption algorithm is DEA in accordance with FIPS PUB 46-3, single DES in ECB
mode, using a a single 64-bit DES VendingKey with odd parity.

In this instance the 64-bit DES VendingKey is used as the conventional DataBlock input to the
DEA, while the resultant XOR of the CONTROLBIlock with the PANBlock is used as the
conventional KeyBlock input to the DEA. In other words, the data and key input blocks are
swapped with respect to the conventional configuration.
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6.5.3.4 DKGAO02: DecoderKeyGenerationAlgorithm02

The DecoderKeyGenerationAlgorithm02 may be used for all payment meters that do not meet
the criteria for selecting DecoderKeyGenerationAlgorithm01. The POS ApplicationProcess

give
The

The

s the appropriate directive by means of the DKGA code in the APDU.
DecoderKey is diversified from a 64-bit single DES VendingKey value.

process flow for the DKGAO2 is shown in Figure 12.

Con
6.5.

Enc

16-digit (hex) 16-digit (hex) \?é‘aﬁiitngﬁfy
CONTROLBIock PANBIock wvendin parity(
N

KeyBlock

\GZbit DecoderKey

IEC 1000/14
ure 12 — DecoderKeyGenerationAlgorithm02
struct the<t PANBlock and the 64-bit CONTROLBIlock as defined in 6.5.3.1
B.2.

yption is DEA in accordance with FIPS PUB 46-3, single DES in ECB mode, usi

sing

leB84-hit DES \/nndingl(ny with odd parihj/

and

1

6.5.3.5 DKGAO03: DecoderKeyGenerationAlgorithm03

The DecoderKeyGenerationAlgorithm03 may be used for all payment meters that do not meet
the criteria for selecting DecoderKeyGenerationAlgorithm01. The POSApplicationProcess

give
The

The

s the appropriate directive by means of the DKGA code in the APDU.
DecoderKey is diversified from two 64-bit DES VendingKey values.

process flow for the DKGAO3 is shown in Figure 13.


https://iecnorm.com/api/?name=13f8db7d86dc109d8506a8e288227f8e

IEC 62055-41:2014 © |IEC 2014 - 59 -

Conp
6.5.8.2.

Enc
64-hi

The

16-digit (hex) 16-digit (hex) V%?\-dbiggl:})(Ee§1 v?aihﬁ'rfg?(gz
CONTROLBIlock PANBIlock with odd parity with odd parity
! VK1 VK2
—@D
DaldaBblOCK
Toﬁ4 \ /Y

encrypt KeyBlock

IEC 1001/

and

two
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6.5.4 STA: EncryptionAlgorithm07

6.5.4.1 Encryption process

64-bit 64-bit
DecoderKey DataBlock
N
1's complement of
DecoderKey
N A
rotate 12 bits to substitution
the right process
v
permutation do proc
process 16Ximes
v
key rotatio
process

The|Standard T ery p process is shown in Figure 14, which compiises
a kgy alignment 5 qQns of a substitution, permutation and key rotation
prog

The
APD

e appropriate directive by means of the EA code in the

6.5.4. ocess

The ption process is illustrated in Figure 15.
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set nibble
counter (i)=0

repeat for each
data nibble v
(16 nibbles) ;-
»{ increment (i)
bit 3 of (i)th nibble bit 3 of (i)th nibble
of the key of the key
is equal to 0 is equal to 1

— >

A 4
perform 4-bit
substitution process
using
SubstitutionTablel

perform 4-bit
substitution process

using
SubstitutionTable

The

entr

at-position 8 is the value 14, thus replace the data nibble value with the value 14.

Thefe is a 4-bit substitution process
subgtitution table used is one of two the
most significant bit setting of the corr able
is given in Table 33.
[\ ble'33 < S
SulfstitutionTabley’\ '\, | 12,40, 8,4, 3\15, %1 2, 14, 1,5, 13,6, 9, 7, 11
SulfstitutionTable2\_” 619, 7% 3, 19, 12, 14,2, 13,1, 15,0, 11,8, 5
NOTE This table cyrtén\s o}ﬂ(sa ple\éhess see Clause C.5 for access to table with actual values).
N
The|first titution table corresponds to entry position 0 and the last to gntry
position
Use|the valye)of ta nibble as an index to an entry position in the substitution table; then
replace the-nibble value with the value from the substitution table found at that entry position.
ForExampIe: if the value of the data nibble is 8 and we are using SubstitutionTable1, ther] the

6.5.4.3 Permutation process

The

encryption permutation process is illustrated in Figure 16.
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Bit Bit
63 XXXXXXXKXXXXXXXXKXXKXXKXXXXXXXXXXXX 0
Bit Bit
63 XXXXXXXKXXXXXXXXKKXKXXKXXKXXXXXXXXX 0
IEC 1004/14

Figure 16 — STA encryption permutation process

A sgmple permutation table is given in Table 34.

Table 34 — Sample permutation table

29, 27, 34, 9, 16, 62, 55, 2, 40, 49, 38, 2 3 61 , 41 57 42, 1[5,
PermutationTable3 5, 58 19 53 22,17, 48, 28 24, 39 3 0 12 31 51 10,26,
04537434465947355650 31 466 , 20,8
NOTE This table contains only sample values (see Clause C. §/f6r acc\s\\tkle wit actual values).

ificant bit position 0 in the
in the DataBlock.

ck-as into the permutation table; then|use
m ition as a pointer to the bit positign in
Re) sQuree DataBIock bit position 7 corresponds

dlue of bit 7 from the source DataBlog¢k is

Theflfirst entry in the permutation table
DataBlock and the last entry to the most

Use|the bit position of the source DataBlo
the yalue found in the per e
the fdestination DataBloc
to the value 2 in the p
plac

6.5.4.

Bit

XXXXXXXXXXXXXXXX XXX XXXX XXX XXXXXXXXX

IEC 1005/14

Figure 17 — STA encryption DecoderKey rotation process

6.5.4.5 Worked example to generate TokenData for a TransferCredit token using the
STA

A worked example using the sample substitution and permutation tables is illustrated in Figure
18.
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Electricity Date of issue Time of issue Units purchased A F;OS{
TransferCredit token 25 Mar 1996 13:55:22 25,6 kWh pplication
Process
A 4 A A V A
Class SubClass RND TID (6.2.2) Amount (6.2.2) CRC (6.2.2)
(6.2.2) (6.2.2) (6.2.2) | 0001 1001 1110 1011 0010 0011 | 0000 0001 0000 0000 | 1100 0010 0000 0111
00 0000 1011 (19 EB 23 hex) (01 00 hex) (C2 07 hex)
A 4 A
Class 64-bit DataBlock (6.5.4)
(612.2) 0000 1011 0001 1001 1110 1011 0010 0011 0000 0001 0000 0000 1100 O 000 0111
00 (0B 19 EB 23 01 00 C2 07 hex)

A

O

QA

AU

S

-

mplem nted DecoderKey (6.5.4
21 0C BA 98 76 hex)

o

rotated 12 bits right (6.5.4)
(87 6F 54 3E D2 10 CB A9 hex)

Y

»)
-bit encrypted DataBlock (6.5.4)
(C4 5E D1 61 94 06 DF 95 hex)

ngtransposition of the Class bits (6.4.2)
10110 0001 1001 0100 0000 0110 1101 1111 1001 0101
(0 C45E D1 61 94 06 DF 95 hex)

N\V ,

66 bit Ko
101

kenData after transposition of the Class bits (6.4.2)
011

(
110 1101 0001 0110 0001 1000 0100 0000 01
(2 C4 5E D1 61 84 06 DF 95 hex)

(6.4.3)
1 01 1111 1001 0101

Flgure 18 — STA encryption worked example for TransferCredit token

IEC 100p/14
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6.5.5 DEA: EncryptionAlgorithm09

The encryption process using the DEA is shown in Figure 19.

64-bit 64-bit
DecoderKey DataBlock

A

64-bit DES key
with odd parity

v DataBlock
DEA
KeyBlock encrypt
64-bit

encrypted

The pde.
The the
APQOU.

The with

DecpderKeyGenerationAlgqrithm03 (sewe 8

The| DecoderKey 4
FIP$ PUB 46-3 @
bit. Thus, bit 0, b

bits,

with
cant
arity

Encryption is/DE accqrdance with FIPS PUB 46-3, single DES in ECB mode, using a
sing|e 64-bit &) i

7 [TokenCarriertoMetéerinterface application layer protocol

71 APDU: ApplicationProtocolDataUnit
71. Data elements in the APDU

The APDU is the data interface between the MeterApplicationProcess and the application
layer protocol and comprises the data elements given in Table 35.
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Table 35 — Data elements in the APDU

Element Context Format Reference

The TokenData from the TCDU after decryption and

Token processing; now presented to the MeterApplicationProcess 66 bits 7.1.2
in the APDU
AuthenticationResult Status indicator to the MeterApplicationProcess to convey 713

the result from the initial authentication checks

Status indicator to the MeterApplicationProcess to convey 714

ValidationResult the result from the initial validation checks

Siaiua illdibdi.ul I’IUIII “Ib‘ fv‘i\:i.clAppii\.ai.iU||P|uu::ba ;.U
TokenResult convey the result after processing the token so that the 1.
application layer protocol can take the appropriate action /\

7.1.2 Token

The| TokenData from the TCDU after decryption and procé& presepted to| the

MeterApplicationProcess in the APDU.

Thelactual 66-bit token as originally entered into th pplicationProgess.
The| MeterApplicationProcess is now able to process fier. .2.1 for the detailed
defipition of this data element.

7.1.3 AuthenticationResult

A sflatus indicator to tell the MeterApplicationRrog initi icati bcks
(see i ond
appf

Value ( S ? { CW Format Reference
\{ )

Authentic e belowyerror codes is indicated boolean 7.3.9

boolean 7.3.9

L The v ue | th oken is different to the CRC value as
CRCError

alo.Q\ate data in the token

Mfr Zode%r\ Wlue in the Class 1 token does not match the MfrCode boolean 73k

valle fox theDecoder

N

7.1.4 ValidationResult

A status indicator to tell the MeterApplicationProcess that the initial validation checks (see
7.3.6) passed or failed, in order that the MeterApplicationProcess can respond appropriately.
Possible values are given in Table 37.
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Table 37 — Possible values for the ValidationResult

DDTKError The Decoder has a DDTK value in the DKR; a TransferCredit<\

accordance with the rules given in 6.5.2.3.3

Value Context Format Reference
Valid The Validation test passed or failed
False if any one of the below error codes is indicated boolean 7.3.6
True if none of the below error codes is indicated
OldError The TID value as recorded in the token is older than the oldest
value of recorded values recorded in the memory store of the boolean 7.3.6
payment meter
UsedError The TID value as recorded in the token is already recorded in the
memory store of the payment meter poRIEan K¢
KeyExpiredError | The TID value as recorded in the token is larger than the KEN s
- boole 7.3.6
stored in the payment meter memory
token may not be processed by the MeterApplicationProcess{n boglgan 3.6

7.1.% TokenResult

After the MeterApplicationProcess has executed t the
Tok¢nResult value reflects the outcome. The ap the
appiopriate action to complete the to readiqg process ich™nay include accepting| the
token (and storing of the TID), ' gwe of token data from| the
TokeénCarrier, etc. Possible values are
Value Format Referepce
Accept
boolean 8.2
1stKCT
S j token of the pair of key change tokens boolean 8.2
\Qei read;\fhe to ig’provisionally accepted
2ndKCT terApplicaiionProcess indicates that this is the
SetpdSectio coderKey token of the pair of key change boolean 8.2
(\ Wns being read; the token is provisionally accepted
OvdrflowErr N Th Wegister in the payment meter would overflow if the
‘ ) boolean 8.2
token were to be accepted; the token is not accepted
Key[TypeError Mey may not be changed to this type in accordance with the
: . boolean 8.2
key change rules given in 6.5.2.4.
ForatError One or more data elements in the token does not comply with the
. PN . boolean 8.2
reqtired-formatfor-thatetement
RangeError One or more data elements in the token have a value that is
outside of the defined range of values defined in the application boolean 6.3
for that element
FunctionError The particular function to execute the token is not implemented boolean 8.2
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7.2 APDUExtraction functions
7.21 Extraction process

The process of extracting the APDU from the TCDU is shown in Figure 20.

APDU

4 \

TokenResult

66-bit Token  ValidationResult
|

AuthenticationResult
TokenValidation ]

A

Y
TokenAuthentication

A

|

64-bit current restore
DecoderKey 2 Class bits
A
64-bit

KeyBlock

decrypt usifg
DecryptionAlgorit]
07 or 09

<
S
Y

%

-7

Al ticationResult

: ‘ gtionResult TokenResult

KD =
\ \> IEC 1008/14

Figure 20 — APDUEXxtraction function

TokenErase

The| APDUEXtraction function extracts the 66-bit TokenData from the TCDU, decrypts|and
progesses—it before”presenting the result in the APDU to the MeterApplicationProcesp. It
finally cancels and optionally causes the token data to be erased from the TokenCarrigr in
response to the result from the MeterApplicationProcess. T

7.2.2 Extraction of the 2 Class bits

This function is used by other APDUEXxtraction functions (see 7.2.3 to 7.2.5). It removes the 2
Class bits from the 66-bit data stream to make a 64-bit number according to the method
outlined in Figure 21 and is the inverse of 6.4.2.

The 66-bit number has its least significant bit in bit position 0 and its most significant bit in bit
position 65. The 2-bit token Class value is extracted from bit positions 28 and 27. The values
of bit positions 65 and 64 are relocated to bit positions 28 and 27. The most significant bit of
the token Class comes from original bit position 28.
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Bit | Bit extract 2 Class bits

1 0 from positions
A 4 28 and 27
MSB LSB
Bit Bit Bit Bit Bit Bit Bit Bit
65 64 63-29 28 27 26-2 1 0
‘ A A

mouve bth CG alld C""
to positions 28 and 27
009/14

Figure 21 — Extraction of the 2 Class bits

Example: Extraction of the token Class = 01 (binary)

Extrpct the 2 Class bits from bit positions 28 and 27 (in bo

|oo

110 0101 0100 0011 0010 0001 0000 1001 1000 1111 01106101 o\o@)@q\omb\oo}(

MovE bits 65 and 64 into bit positions 28 and 27 (i @; %

| 00

110 0101 0100 0011 0010 0001 0000 10{1 15@ a<1 1‘01@ 016\1 ored ogw(oom 0001

Thelresultant 64-bit binary number gro%&d W\(‘%ﬁa{d 28 highlighted in bold):

| 011D 0101 0100 0011 0010 0001 0000 1001 1800 G111QL10QTVY 9700 0011 0010 0001

7.2.3 d Class 2 tokens
This|i ‘ the APDU and is applicable to all Class 0 a
tokelns, except f &S i ecdderKey and Set2ndSectionDecoderKey tokens

7.2.

NOTE 3 RDU are defined in 7.1.1.

NOTE
protofol st

Theltransfer fafaction Yor

CDU are defined in each part of the IEC 62055-5x series physical
specific TCT of interest.

lass 0 and Class 2 tokens is outlined as follows:

64-bit result, which is then presented to the decryption algorithm as its DataBlock in

nd 2
see

layer

ield
put.

{e 2 _Elass bits are extracted from the 66-bit TokenData using the method in 7.2.2 to

ote’that it is the responsibility of the POS to keep record of which specific decryj

tion

algorithm Is In use In each particular payment meter (see 6.1.5 EA). The decryption
algorithm and encryption algorithm are complementary and thus share the same EA code;

the KeyBlock input for the decryption algorithm contains the current value of

the

DecoderKey, which is obtained from the DecoderKeyRegister in the payment meter secure

memory;

after decryption the 2 Class bits are again re-inserted into the 64-bit number to make a 66-

bit number. The most significant bit of the 2 Class bits goes into bit position 65 and
least significant Class bit goes into bit position 64;

the

the 66-bit token is authenticated in accordance with 7.3.5 and the result is indicated in the

AuthenticationResult field of the APDU;

the 66-bit token is validated in accordance with 7.3.6 and the result is indicated in

the

ValidationResult field of the APDU and the 66-bit token is placed in the Token field of the

APDU;
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e the MeterApplicationProcess processes the Token from the APDU and indicates the result
in the TokenResult field of the APDU (see also 8.2). It is the responsibility of the
MeterApplicationProcess to deal with display messages and indicators (see also 8.3) to
the user and not the application layer protocol,

o if the TokenResult indicates Accept (see 7.1.5 and 8.2), then the Token is cancelled in
accordance with 7.3.7 and the instruction is given in the TokenErase field of the TCDU to
erase the data from the TokenCarrier.

NOTE 3 It is the responsibility of the physical layer protocol to decide whether the erase instruction is applicable
or not in accordance with its specific implementation and TCT (see for example Clause 6 of IEC 62055-51:2007).

7.2 44— APDUExtractiom functiom for Ctassttokens

The|APDUExtraction function for Class 1 tokens is identical to that of the 0 and“Class 2
tokelns, except that the decryption step is not performed.

7.2.% APDUEXxtraction function for Set1stSectionDecoderKey\a
Set2ndSectionDecoderKey tokens

This| is the transfer function from the TCDU to the
Set1stSectionDecoderKey and Set2ndSectionDecoderK

applicable to| the

NOTE 1

NOTIE 2 The data elements in the TCDU are i g - i i layer
protofol standard relevant to the specific TCTOf i

Theltransfer function for Set1stSectionDe i i s is
outlined as follows:

. e 2 Class bits are e € f » ield

a 64-bit result, which Is input.
ote that it is the ibili F ¢ tion
tion

de;

algorithm is in use
algorithm an@ s
o e KeyBlock

o after dectypt 8 bits are again re-inserted into the 64-bit number to make a
6-bit Ru . Thg sighificant bit of the 2 Class bits goes into bit position 65 and the
leas¥signifi i kit goes into bit position 64;

bion algorithm contains the current value of| the
he DecoderKeyRegister in the payment meter sepure

. e 66-bi i& enticated in accordance with 7.3.5 and the result is indicated in the

o the 66-bit token is not validated in the application layer protocol, but only in| the
eterAppllcatlonProcess The 66-bit token is placed in the Token field of the APDU;

k sult
in the TokenResuIt fleId of the APDU (see aIso 8.2). It is the respon3|b|I|ty of the
MeterApplicationProcess to deal with display messages and indicators (see also 8.3) to
the user and not the application layer protocol;

if the TokenResult indicates 1stKCT or 2ndKCT (see 7.1.5 and 8.2) then the instruction to
erase the data from the TokenCarrier is not given in the TokenErase field of the TCDU;

if the TokenResult indicates Accept (see 7.1.5 and 8.2) then the instruction to erase the
data from the TokenCarrier is given in the TokenErase field of the TCDU.

The Set1stSectionDecoderKey and Set2ndSectionDecoderKey tokens may be entered in any
order (see 8.9), but only the last one shall be erased.

NOTE 3 It is the responsibility of the physical layer protocol to decide whether the erase instruction is applicable
or not, in accordance with its specific implementation and TCT (see for example Clause 6 of IEC 62055-51:2007).
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7.3  Security functions
7.3.1 Key attributes and key changes
7.311 Key change requirements

The payment meter shall comply with the relevant requirements of 6.5.2, 7.3.1.2 and 7.3.1.3.

7.3.1.2 Key change processing without key expiry

The following defines the key change processing required if key expiry is not implemented in

the Jaylllcl It IIICtUI .

— gompare the KT value on the token against the KT value in the paymepit méter:

o and
RN,
n,
7.3.1.3
Thelfollowing defines the key change pro i iredhi the
payment meter:
-
4 if KT values are EN,
decoder KRN and 4
(EN,
ken

a) if key
deco
values;

7-3-A

The

Table 39 — Values stored in the DKR

Value Reference
DeqgoderKey 6.5.2.3.3, 6.5.3
TI B.1.7
KRN 6.1.8
KT 6.1.9
KEN (optional) 6.1.10
The Tl may be associated with a Tariff table that is managed outside of the domain of the payment meter. This
implies that should a utility make use of the association, then the payment meter would require a key change
each time that the customer is associated with a different tariff structure.

In all cases where the payment meter provides configuration information, the KT shall be
considered part of the KeyRevisionNumber information. The payment meter shall therefore
always provide the KT information together with, or else directly after, the KRN information.
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7.3.3 STA: DecryptionAlgorithm07
7.3.31 Decryption process
64-bit 64-bit
KeyBlock DataBlock

v
permutation
process
A

substitution
process

key rotation
process

64-bit
decryptgd
DataBlock

do process
16 times

T

The
a key alignment proces

progess.
lit ,

hown in Figure 22, which compiises
utation, substitution and key rotgtion

The|decryption the

samg EA code.

7.3.3.2

The|decryptign p i cess is illustrated in Figure 23.
Bit
XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 0

[

Bit Bit
63 XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 0
IEC 1011/14

Figure 23 — STA decryption permutation process
A sample permutation table is given in Table 40.

Table 40 — Sample permutation table

44,16, 7, 32, 51, 22, 49, 52, 63, 3, 42, 36, 39, 56, 35, 21, 4, 27, 57, 24, 62, 18, 26, 15,
30, 11, 43, 1, 29, 0, 14, 40, 58, 12, 2, 53, 34, 46, 10, 31, 8, 17, 20, 47, 48, 45, 60, 59,
28, 9, 55, 41, 37, 25, 38, 6, 54, 19, 23, 50, 33, 13, 5, 61

PermutationTable4
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NOTE This table contains only sample values (see Clause C.5 for access to table with actual values).

The first entry in the permutation table corresponds to the least significant bit position 0 in the
DataBlock and the last entry to the most significant bit position 63 in the DataBlock.

Use the bit position of the source DataBlock as an index into the permutation table; then use
the value found in the permutation table at that entry position as a pointer to the bit position in
the destination DataBlock. For example: for the source DataBlock bit position 7 corresponds
to the value 52 in the permutation table, thus the value of bit 7 from the source DataBlock is
plac it puaitiun S2-imthedestimationBataBtock:

It can be seen that this gives the inverse result of the process in 6.5.4.3,

7.3.3.3 Substitution process

The|decryption substitution process is illustrated in Figure 24.

set nibble
counter (i)=0
repeat for each
data nibble
(16 nibbles)

perform 4-bit

substitution process
using

SubstitutionTable2

IEC 1012/14

gure 24 — STA decryption substitution process

Thefesis-a 4-bit substitution process for each of the 16 nibbles in the data stream.|The
subgtitution table used is one of two 16-value substitution tables and is dependent onf the
least significant bit setting of the corresponding nibble in the key. A sample substitution table
is given in Table 41.

Table 41 — Sample substitution tables

SubstitutionTable1 12,10, 8, 4,3,15,0,2,14,1,5,13,6,9,7, 11
SubstitutionTable2 6,9,7,4,3,10,12,14,2,13,1,15,0, 11,8, 5

NOTE This table contains only sample values (see Clause C.5 for access to table with actual values).

The first entry in the substitution table corresponds to entry position 0 and the last to entry
position 15.
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Use the value of the data nibble as an index to an entry position in the substitution table; then
replace the nibble value with the value from the substitution table found at that entry position.
For example: if the value of the data nibble is 8 and we are using SubstitutionTable1, then the
entry at position 8 is the value 14, thus replace the data nibble value with the value 14.

It can be seen that this gives the inverse result of the process in 6.5.4.2.

7.3.3.4 Key rotation process

The entire key is rotated one bit position to the right as illustrated in Figure 25.

| Bit Bit
63 PO 00 000.0.0.9.9.9.000000.0.0.9.9.9.9¢0000099.999¢ 0
Figure 25 — STA decryption DecoderKey ro
7.3.3.5 Worked example to decrypt a TransferCre
A worked example using the sample substitution(an igure
26.
66-bit fokenData
10 1100 0100 0101 1110 1101 0001 011 00
(2 C46ED
A
ryp afte extraction of 2 Class bits (7.2) (7.3.3)
1100 011110 1 100 0009y 1001 0100 0000 0110 1101 1111 1001 0101
(C4 D 6194 06 DF 95 hex)
64-bit DecoderKey (7.3.3
(OA BC 12 DE F3 45 67 89 hex)
A Q A v
Tpken 64-bit decrypted DataBlock (7.3.3)
Jlass 0000011 0001 1001 1110 1011 0010 0011 0000 0001 0000 0000 1100 0010 0000 0111
00 (0B 19 EB 23 01 00 C2 07 hex)
A A A A A \ 4
Class SubClass RND TID (6.2.2) Amount (6.2.2) CRC (6.2.2)
(6.2.2) (6.2.2) (6.2.2) 0001 1001 1110 1011 0010 0011 0000 0001 0000 0000 1100 0010 0000 0111
00 0000 1011 (19 EB 23 hex) (01 00 hex) (C2 07 hex)
A A A A A
. . . . . Meter
Electricity Date of issue Time of issue Units purchased 25,6 Applicati
TransferCredit token 25 Mar 1996 13:55:xx kWh pplication
Process
IEC 1014/14

Figure 26 — STA decryption worked example for TransferCredit token
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7.3.4 DEA: DecryptionAlgorithm09

The decryption process using the DEA is shown in Figure 27.

64-bit 64-bit
DecoderKey DataBlock

A

64-bit DES key
with odd parity

v DataBlock
DEA
KeyBlock decrypt

v

64-bit
decrypted
DataBlock (

The e.
The 5 with
FIP$ PUB 46-3 by changing ~ cant
bit. Thus, bit 0, bit 8, bit Qit, 4 t arity
bits,|where bit 0 is the lea i it

the

The|decryption algori
samge EA code.

Decfyption is DEAN > ith” FIPS PUB 46-3, single DES in ECB mode, using a
single 64-bit DE

7.3.9

Valigating RC ¢he m after decryption shall authenticate Class 0 and Class 2 tokens.

Valigating the/CRC~ard the MfrCode shall authenticate Class 1 tokens.

In the’Case of a Class 0 or a Class 2 token the AuthenticationResult status shall indicate
AUtIHUIIlLib Wilcll i.ilc IrU“UWillg bUIIdiiiUll ib IIIU;..

e the CRC checksum in the token has the same value as that calculated from the data
elements in the token.

If the above condition is not met, then the AuthenticationResult status shall indicate
CRCE-rror.

In the case of a Class 1 token the AuthenticationResult status shall indicate Authentic when
both of the following conditions are met:

e the CRC checksum in the token has the same value as that calculated from the data
elements in the token;

e The MfrCode value in the token is the same as the MfrCode as defined in 6.2.3.
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If any of the above conditions are not met, then the AuthenticationResult status shall indicate
CRCError, or MfrCodeError, or both.

If the token cannot be authenticated, it shall be rejected in accordance with the requirements
given in 8.2 and 8.3.

7.3.6 TokenValidation

Class 0 and Class 2 tokens shall primarily be validated against the TID encoded in the token,
except for Set1stSectionDecoderKey and Set2ndSectionDecoderKey tokens.

SetistSectionDecoderKey and Set2ndSectionDecoderKey tokens are aIidated by | the

MetgrApplicationProcess once the payment meter has read both tokens and hem

into| the new DecoderKey. See 8.2 for acceptance and rejectio the

Set1stSectionDecoderKey and Set2ndSectionDecoderKey tokens.

If kgy expiry is implemented in the payment meter, then the K LOre eter

shall also be used to validate tokens of Class 0 and Class SYS .226. for

Set1stSectionDecoderKey and Set2ndSectionDecoderKey

A status of Valid shall be indicated if none of the follg

e If a TID is received that has a valu : in the
memory store (in other words, thay'was isg S i TID
gtored in the memory store), then i i j and
indicate such condition as an OldErrorstatus\se¢

e If a TID is received that is already stor in tR S .3.7), shall
be rejected and indicate i

e |f key expiry is imple ater

an the KEN in the as a

coder with a DDTK value in the DKR, the token
indicate such condition as a DDTKError status [see

eyExpiredError stg

« If a Class o i
ghall be rejected

See| also 8, . acceptance, rejection and indication requirements in| the

ith a DDTK value shall accept all the relevant "non-meter-spgcific
manjagemen S Class 1 tokens) as well as Setl1stSectionDecoderKey |and
Set4dndSectionDesoderKey tokens encrypted under a DDTK.

7.3.7 FokenCancellation

Cancellation of a token shall be by means of storing the TID associated with that token in a
secure non-volatile memory store in addition to erasure of the token data record from
magnetic card token carriers (see 6.1.3 and 6.2.5 of IEC 62055-51:2007).

A time-based TID is used to uniquely identify each Class 0 and Class 2 token (except for the
Set1stSectionDecoderKey and Set2ndSectionDecoderKey tokens). The payment meter shall
store, in a secure non-volatile memory store, at least the last 50 TID values received.

If a valid token is received with a TID that has a value greater than the smallest value of TID
value in the memory store and there is no available space in the memory store to store the
received TID value, the payment meter shall accept this token, remove the smallest TID value
(in other words, the oldest TID) from the memory store, and replace it with the new TID value.
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If the payment meter accepts a Set1stSectionDecoderKey and Set2ndSectionDecoderKey
token pair, the TID memory store shall remain unchanged, unless the RolloverKeyChange
(see 6.3.18) field specifies that the memory store shall be cleared.

The payment meter shall not accept tokens that were created prior to the date of manufacture
or repair of the payment meter.

NOTE A suggested method is for the manufacturer to fill the TID memory store with values that indicate the date
and time of manufacture or repair.

The payment meter shall read and process a token (as well as erase it when required) on a
sing[e insertion of the TokenCarrier without further action from the user.

All gayment meters operating with a DCTK (see 6.5.2.3.1) shall erase tgken data\(Class 0|and
Clags 2 tokens) from the TokenCarrier after successful transfer of M date from| the
TokenCarrier to the payment meter, with the exception of the Set1 ! token
datg and Set2ndSectionDecoderKey token data.

Thelfollowing tokens shall not be erased:

e any token carrying a TID which is judged by the pay

) :re Set1stSectionDecoderKey or a en, whichever is insgrted
r

st.

The|Set1stSectionDecoderKey or a Set2ndSectic gy token, whichever is insqrted
last,| shall be erased upon successful ' ey change operation.

8.1 | General require

In agdition to th i Slause 8, the MeterApplicationProcess shall execute
tokejns in accordanck g"given in Clause 6 and Clause 7, and shall be fufther
subject to the requirem iven in EC 62055-31 at all times, in particular the action of the
load| switch in tesp eplenishment of credit and the closing of the load switch
fronl a remote

8.2 To

An $TS-complia ent meter shall be capable of reading, interpreting and executing all
of the categories oftckens successfully.

The|payment meter shall still accept tokens when in the power limiting or tampered state.

Set1stSectionDecoderKey and Set2ndSectionDecoderKey tokens are validated by the
MeterApplicationProcess once the payment meter has read both tokens and combined them
into the new DecoderKey.

A token shall be accepted when all of the following conditions are true:

e AuthenticationResult indicates a status value of Authentic in the APDU (see 7.1.3);
e ValidationResult indicates a status value of Valid in the APDU (see 7.1.4);

e the token can be correctly interpreted and the instruction executed by the
MeterApplicationProcess.
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If all the above conditions are met, TokenResult (see 7.1.5) shall indicate Accept with the
following exceptions:

e successful processing of the first entered token of a key change token pair shall not
indicate Accept, but it shall indicate 1stKCT if it is a Set1stSectionDecoderKey or 2ndKCT
if it is a Set2ndSectionDecoderKey token; this indicates provisional acceptance until the
second token of the key change token pair is also accepted;

e successful processing of the second entered token of a key change token pair shall
indicate Accept.

The token shall be rejected and TokenResult shall not indicate Accept if any of the following

conditions are true:

e AuthenticationResult does not indicate a status value of Authentig see
1.1.3);

e AuthenticationResult indicates a status value of CRCError in the

o

[ ]

[ ]

[ ]

[ ]

[ )

o | ould
q icate
( and
ghall not be further proce

e |n the case where § 5 as
given in 6.5.2.4, the\JokenResu di i 1.5)
instead of Acct also
1.3.1 for furtk

nin
Dr in
t be

ide of
ent,
the

ken shallbe rejested and shall not be further processed;

the<case where the particular function to execute the token is not implemented, the
okenResult shall indicate FunctionError in the APDU (see 7.1.5) instead of Accept/| the
ken shall be rejected and shall not be further processed.

8.3 Display indicators and markings
The payment meter shall uniquely indicate the following conditions:

e the acceptance of a token (see 8.2);

e the rejection of a token (see 8.2);

e when a token is old (see 7.1.4);

e when a token has already been used i.e. duplicate token (see 7.1.4);

e when the DecoderKey has expired (see 7.1.4);

e when a TransferCredit token is presented with a DDTK in the DKR (See 7.1.4);

e when the MeterApplicationProcess cannot execute the token (see 8.2);
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e after a successful completion of a key change operation (see 8.2 and 8.9);

e whether accepting the credit on a token would cause the credit register to overflow (see
8.2).

The DRN and the EA code shall be marked on the part of the payment meter that contains the
decoder part (see Clause 3) and shall be legible from the outside of the decoder.

In the case where the decoder part is separate from the TokenCarrier interface where the
user presents the TokenCarrier to the payment meter, then it shall be possible for the user to
determine the DRN and the EA code from the user interface on demand.

Indi¢ators relating to the result of token entry shall only be displayed en _the same:* user
inteqface where the token was entered. In the case of a virtual token carfier forexample,|it is
the fask of the application layer protocol and the relevant physical lays feed back
the YalidationResult, AuthenticationResult and TokenResult values.

8.4 | TransferCredit tokens

See|6.2.2 for more detail on the structure of this token.

available credit in the
e Accounting fungtion

The|credit value in the Amount field in the token sha
Accounting function in accordance with the specifi
and [the service type as indicated by the.SubCl '

8.5 | InitiateMeterTest/Display token

re oﬁ <
L Rum s if any of the incorporated tests are| not

The| relevant t h e e relevant information shall be displayed in
accqrdance with i i

See|6.2.3 for more detail on the struct

q

All payment meters shal\ suppart te
sup:'[orted the payment )

Whgn more than{ong © d, for example for test number 0, the outputs shall be
initiated in the~qrde are defined in 6.3.8. An optional test may be omitted if|it is
not impleme i S for example test number 3, may provide more than one fie|d of
infomatiot

Any|optiona ngt sdpported by the payment meter shall result in the rejection of| the

optipnal test'token by the payment meter.

In the/case where the SubClass value is in the range 6 to 15, the relevant test or display
function” shall be executed according to the manufacturer’s specification, but the payment
meter shall verify the MfrCode field value before such a token is accepted.

In the case where a payment meter has zero available credit which causes the load switch to
be open, and the InitiateMeterTest/Display token may cause the load switch to operate into
the closed state for the duration of the test. Some uitilities may not want this condition to be
allowed, while other utilities may want it. The action of the payment meter in response to this
token shall be as agreed between the utility and the supplier and shall not form a normative
part of this standard.

8.6 SetMaximumPowerLimit tokens

See 6.2.4 for more detail on the structure of this token.

The present value of the maximum power limit register shall be replaced with the new limit.
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The action of this function shall be agreed between the utility and the payment meter supplier.

NOTE 1 In a poly-phase payment meter this value is per phase.

NOTE 2 This function is not intended to be used as an overcurrent protection mechanism, which requires
adherence to other relevant standards.

8.7

See

The

ClearCredit tokens

6.2.5 for more detail on the structure of this token.

availahlg cradit in thae Accountina function shall ha cleared to zero in accordance with

the

indig

8.8

See

The

8.9

See

The
Dec

This
Set?Z

The
Dec

It sh
toke

It sh
alon
still

It
Set?
and

ated value in the Register field of the token.

SetTariffRate tokens

6.2.6 for more detail on the structure of this token.
present value in the Tariff Rate Register shall be replaced 20 ra

Set1stSectionDecoderKey tokens

6.2.7 for more detail on the structure of this tokén.

e new DecoderKey.

ectionDecoderKey and Set2ndSection Decode
key change.

all be possi
ns in any orde

least two other invalid tokens of any type and in any o
SectionDecoderKey and Set2ndSectionDecoderKey token
berfo
shall ¢ i to enter the same  SetistSectionDecoderKey
ndSectionDet Key token more than once, if the key has not been changed alre

still perform a successful key change.

and Tl as defined in 7.3 2.

The

and

Dual

Key

der,
and

and
ady,

Ati

era

hexout function shall he used to cancel g Irmr’rially r‘nmplp’rpd kny r‘hangp Inrnm:-dnrp af

duration of between 3 min and 10 min.

8.10 Set2ndSectionDecoderKey tokens

See

6.2.8 for more detail on the structure of this token.

The requirements for the processing of the Set2ndSectionDecoderKey tokens are the same

as 8

8.11

See

.9 above.

ClearTamperCondition tokens

6.2.9 for more detail on the structure of this token.
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The control status and indicator that indicates a tamper condition shall be reset to indicate a
non-tamper condition. Any internal payment meter control process resultant from such a
tamper condition shall also be cancelled.

8.12 SetMaximumPhasePowerUnbalanceLimit tokens

See 6.2.10 for more detail on the structure of this token.

The present value of the maximum phase unbalance power limit register shall be replaced
with the new limit.

The|action of this function shall be agreed between the utility and the payment meter supplier.

NOTIE This function is only applicable to poly-phase payment meters.

8.13 SetWaterMeterFactor

See|6.2.11 for more detail on the structure of this token.
Thelaction of this token is reserved for future definition by the

8.14 Class 2: Reserved for STS use tokens

See(6.2.12 for more detail on the stru
The|payment meter shall reject these to

8.159 Class 2: Reserved f

See|6.2.13 for more d

Thelactions perf e
spegifications.

NOTE This standardAoes

rer’'s

ace.

8.16 Class 3;

See|6.2.

The|paymentmeter shall'reject these token types.

9 KMS: KeyManagementSystem generic requirements

It is recognised that KMS requirements are essentially outside the scope of this standard and
the reader is therefore referred to relevant industry standards, some of which are listed in the
Bibliography.

The STS Association has established well-proven codes of practice for the management of
cryptographic keys within STS-compliant systems, utilising those industry standards, and it is
therefore recommended that new systems implementing this standard should follow the STS
Association codes of practice.

By virtue of its Registration Authority status with IEC TC 13, the STS Association has
undertaken to provide such certification services that are deemed necessary to ensure that
key management systems comply with the relevant parts of this standard (see Clause C.1)
For further guidelines on the functioning of a KeyManagementSystem as envisaged in this
standard, see Annex A.
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10 Maintenance of STS entities and related services

10.1 General

See also Clause C.1 for more information relating to maintenance and support services.

The maintenance activity on certain STS entities requires a revisionf/amendment of this
standard. Where this is the case, it is explicitly indicated as such.

Annex B and Annex C are not normative and any changes in these clauses due to
mai L . - X ’ may
reqyire appropriate amendments to other relevant specifications or COP.

The|STS entities and services that require maintenance are given in Tgble
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Table 42 — Entities/services requiring maintenance service

Entity/service Def'!"!wn Responsmle Reference
origin maintenance body
Product certification Clause C.10 STSA/CA 10.2.1
6.1.2.3.3
DSN Mfr 10.2.2
C.3.4
RO 6.3.18 utility 10.2.3
TI 6.1.7 utility 10.2.4
TID 0.5.9.1 utility 10.2.9
; 6.3.5.2
Spte_c_nalReservedTokenld utility 0.26
entifier Clause C.4
~
6.1.2.3.2
MfrCode STSA 10:2.7
C.3.3
6.5.4.2 \)
Substitution tables 7.3.3.3 STSA \ 10.2.8
Clause C.5
6.5.4.3
Perpnutation tables 7.3.3.2 S 10.2.9
Clause @\
6.1.6 W
SG¢ TSA 10.2.10
Cc.2.2
6.5.2.2 N4
VenldingKey ause > STSA/KMC 10.2.11
6. 1
KRN <> STSA/KMC 10.2.12
6.5.2
KT STSA/KMC 10.2.13
able 30
\ \> 6.1.10
KEN 6.5.2.6 STSA/KMC 10.2.14
C.24
Annex B
KEH STSA/KMC 10.2.15
Table B.1
Annex B
CcC STSA/KMC 10.2.16
Table B.2
Annex B
uc STSA/KMC 10.2.17
Table B.2
Annex B
KMCID STSA/KMC 10.2.18
Table B.2
Annex B
CMID Mfr/IKMC 10.2.19
Table B.2
Annex B
CMAC Mfr/IKMC 10.2.20

Table B.2
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Entity/service Defil.'ui?ion Besponsible Reference
origin maintenance body
6.1.2.2
1IN ISO/IEC 10.3.1
C.3.2
6.1.3
TCT STSA/IEC 10.3.2
Table 5
6.1.4
DKGA STSA/IEC 10.3.3
Table 6
6.1.5
EA STSA/IEC 10.3.4
Table 7
6.3.2 /(
TokenClass Table 13 STSA/IEC 10135
Table 14 O
6.3.3
TokenSubClass STSA/IE i\ 10,3.6
Table 14
N\
InitinteMeterTest/Display 6.3.8 \
; 10.3.7
ControlField Table 22
6.3.13
RedisterToClear A/ 10.3.8
Table 23
ST base date 6.3.5.1\ 31\§A/E/C 10.3.9
Ratp 6.3.11 N\ N§Tsanec” 10.3.10
WMFactor 6312 STSA/IEC 10.3.11
MFQ N /5-5\\ \S\/SA/(IEC) 10.3.12
N\l 55
FOIN STSA/(IEC) 10.3.13
lause C
Companion Specif@ &/\ STSA/(IEC) 10.3.14

10.2
10.2.

The
top

It shall-also assure that such service providers are duly accredited and authorized to pro
sewice and that they comply with the requirements of this standard and any g

this

oduct certiffsationyservices to users of the STS.

Less

vide
ther

relevant COP or specification.

10.2.2 DSN maintenance

The payment meter manufacturer is in complete control of his allocated range of DSN values
(within his allocated MfrCode domain) and it thus requires no further maintenance.

10.2.3 RO maintenance

The utility shall manage the operational use of this data element in conjunction with the STS

base date.
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10.2.4 Tl maintenance

The utility shall manage the operational use of this element.

10.2.5 TID maintenance

The utility shall manage the operational use of this data element by means of appropriate
programming of the token vending or POS systems.

10.2.6 SpecialReservedTokenldentifier maintenance

The|utility shall manage the operational use of this data element by means of appropfiate
programming of the token vending or POS systems.

10.2.7 MfrCode maintenance

the
ist of

The|STS Association, as a registered Registration Authority wj
service of allocating MfrCode values to payment meter manufé
allogated MfrCode values available to users of the STS upop

10.2.8 Substitution tables maintenance

EC, shall provide the

The|STS Association, as a registered Registratio S
3jlable to users of the STS

service of making the actual values for.Jable
upom request.

10.2.9 Permutation tables maintens

The|STS Association, as a\registered Reon Atitiority with the IEC, shall providg the
service of making the act v 3t Yabled34 and>Table 40 available to users of the STS

upon request.

10.2.10 SGC m@e >
The|STS Association

Cess

to S uch
sery
10.2.
The Cess
to V| bally
uniq buch

servlices are*typically provided by a KMC.

ThelLSTS Association shall also ensure the compliance of such service praviders tal the
requirements and recommendations given in this International Standard and any other
relevant COP or specification.

10.2.12 KRN maintenance

This element is intrinsically coupled to the VendingKey and is managed by the KMC service
provider, subject to the same conditions as for VendingKey maintenance.

10.2.13 KT maintenance

This element is intrinsically coupled to the VendingKey and is managed by the KMC service
provider, subject to the same conditions as for VendingKey maintenance.
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The STS Association in liaison partnership with Working Group 15 of IEC TC 13 shall

administer any further additions to the range of KeyType values as given in Table 30.

The process shall follow the standard procedures for submission of new work item proposals,

as instituted by these organisations.
An additional KeyType definition shall require a revision/amendment of this standard.

10.2.14 KEN maintenance

+lo V4 W Val

Thlo UICIIIUIIL IO IIILIIIIOI\JGIIy \JUU'JICU LU I.IIC VCII\JIIIBI\CY GIIU IO IIIGIIGSCU Uy IS TNIvVIv OUI\/ICe

provider, subject to the same conditions as for VendingKey maintenance.

10.2.15 KEK maintenance

The|KMC service provider is exclusively in control of this data ele
part|of its key management operations.

The|STS Association, as a registered Registration Authot
KMQ service providers comply with the requirements o i
COR.

10.2.16 CC maintenance

The|STS Association, as a registered
to GC allocation services to users of the
servlces are typically provided by a K

10.2.17 UC maintenancé
The|STS Association,
to UIC allocation service
typigally provide@ >
10.2.18 KMCID i
The|STS Assoti

to KMCID alls cat|
The|STS A

10.2.19 CMID

The|CM manufactur

trinsic

that
vant

cess
uch

Cess
KMC

Cess
igue.

r is in complete control of allocating CMID values to his manufactpred
CM feyices and there is no service in place to ensure uniqueness of this data element.

Once a particular CM is registered in an STS system (typically with a KMC service provider),
then the CMID is simply recorded for reference purposes and no further maintenance service

on this data element is required.

10.2.20 CMAC maintenance

The CM manufacturer is in complete control of allocating CMAC values to his manufactured

CM devices and there is no service in place to ensure uniqueness of this data element.

The registration transaction of a CMAC value is typically conducted between the CM
manufacturer and the KMC service provider, and then it remains in the operations domain of

the two parties.
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The STS Association, as a registered Registration Authority with the IEC, shall ensure the
compliance of such manufacturers and service providers to the requirements and
recommendations given in this standard and any other relevant COP.

10.3 Standardisation
10.3.1 IIN maintenance

This standard defines a constant value for electricity payment meters worldwide.

ISO may issue different values for other services upon application by service providers.

amendment of

Any|changes to the rules as defined in this standard would require a re
this standard.

10.3.2 TCT maintenance

The| STS Association in liaison partnership with Working Group shall

admfinister any further additions to the range of TCT values/Qiven\in

The|process shall follow the standard procedures for/submissi bals,
as instituted by these organisations.

An gdditional entry to Table 5 shall rg
part|in the IEC 62055-5x series.

new

10.3.3 DKGA maintenance

The| STS Association indliat 5 sm/ith

shall
admiinister any further 3 ge of DKBA values given in Table 6.
The|process shalJlfqllow dard\procedlires for submission of new work item proposals,
as instituted by @ janisati

An gdditional ent all require a revision/amendment of this standard.

10.3.4 EA

The| STS S iaison partnership with Working Group 15 of IEC TC 13 shall
admfinister-a ar additions to the range of EA values given in Table 7.

The|process shall folow the standard procedures for submission of new work item proposals,
as institated by these organisations.

An additional entry to Table 7 shall require a revision/amendment of this standard.

10.3.5 TokenClass maintenance
The STS Association in liaison partnership with Working Group 15 of IEC TC 13 shall

administer any further additions to the range of TokenClass values as given in Table 13 and
Table 14.

The process shall follow the standard procedures for submission of new work item proposals,
as instituted by these organisations.

An additional TokenClass definition shall require a revision/amendment of this standard.
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10.3.6 TokenSubClass maintenance

The STS Association in liaison partnership with Working Group 15 of IEC TC 13 shall
administer any further additions to the range of TokenSubClass values as given in Table 14.

The process shall follow the standard procedures for submission of new work item proposals,
as instituted by these organisations.

An additional TokenSubClass definition shall require a revision/amendment of this standard.

10.377_%%3#9{3‘p+&yemwmintcnanvc

The| STS Association in liaison partnership with Working Group 15 06
admijinister any further additions to the range of InitiateMeterTest/Dispta
givep in Table 22.

TGy13 shall
ield vallues

The|process shall follow the standard procedures for submissio bals,

as instituted by these organisations.

An additional InitiateMeterTest/DisplayControlField value sion/amendment

of this standard.

10.3.8 RegisterToClear maintenance

The| STS Association in liaison partsershi k shall
admfinister any further additions to the ra ‘ :

The|process shall follow the bals,
as instituted by these orgqnisa

An gdditional Register

10.3.9 STS ba@ e

The| STS Assocjs EIs Ll
admfinister any _cha S

The|proce QW bals,
as instittted b
A change in/he SIS base date value shall require a revision/amendment of this standard.

10.3.10,"Rate maintenance

This data element Is presently reserved for future definition.

The STS Association in liaison partnership with Working Group 15 of IEC TC 13 shall
administer any changes to the definition of the Rate data element.

The process shall follow the standard procedures for submission of new work item proposals,
as instituted by these organisations.

A change in definition of the Rate data element shall require a revision/amendment of this
standard.

10.3.11 WMFactor maintenance

This data element is presently reserved for future definition.
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The STS Association in liaison partnership with Working Group 15 of IEC TC 13 shall

adm

inister any changes to the definition of the WMFactor data element.

The process shall follow the standard procedures for submission of new work item proposals,
as instituted by these organisations.

A change in definition of the WMFactor data element shall require a revision/amendment of

this

standard.

10.3.12 MFO maintenance

Defi
are

The

The
futu
whid
insti

10.3.

Allo¢
stan

The
conj

The
futu
whid
insti

10.3.

Dev
stan

The
conj

hitions of MFO instances are presently outside the normative domain of_this standard
mentioned purely on an informative basis.

STS Association exclusively administers the definition of MFO j

futed by the IEC.

13 FOIN maintenance

STS Association orking Group 15 of IEC TC 13 may in
e propose e S S for development into international stande
h shall folloV ‘ scedures for submission of new work item proposalg

futed by the IE

14 Compani

Blopme écifications is presently outside the normative domain of
dard_andNis\menti purely on an informative basis.

STS AssoC exclusively administers the development of companion specification
unction\with registration of MFO instances and assignment of FOIN values.

The

and

own

the
ards,

this

the
rds,
, as

this

s in

STS Association in liaison partnership with Working Group 15 of IEC TC 13 may in

the

future propose these companion specificalions to the TEC for development inio internafional
standards, which shall follow the standard procedures for submission of new work item
proposals, as instituted by the IEC.
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Annex A
(informative)

Guidelines for a KeyManagementSystem (KMS)

An entity relation and interaction diagram is shown in Figure A.1.

3 CryptographicModulelnstallation
POS 25 VendingKeyLoad (\ KVIE
+ < A}
M VendingKeyLoadRequest /\< é\
VendingKeyLoadAuthQﬂ/zgﬁsk\ >
DedoderKeyChange S
Cryptographic
Supply Group
4 12
T SupplyGroup
Demarcation
/ 7 \ > 22
ﬁ‘j R RN N
! 120 Ve dAuthorization 3
\ Meters / [N
l\,-eterlnstallatlon
VendingKeyLoadRequest 2
MetepNlanufacture
VendingKeyLoad 4
IEC 101614

The|entities:that play a role in the KMS processes are given in Table A.1.

Table A.1 — Entities that participate in KMS processes

Entity Role / Name
Utility Supplier of a service such as electricity
MeterManufacturer Manufacturer of payment meters/ decoder devices
CMManufacturer Manufacturer of cryptographic modules
KMC KeyManagementCentre
CM CryptographicModule
POS PointOfSale
Meter Payment meter
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The payment meter processes and DecoderKey processes are given in Table A.2.

Table A.2 — Processes surrounding the payment meter and DecoderKey

Process

Number Context
MeterOrder

1 Utility places an order for payment meters with the MeterManufacturer. The order will stipulate that
the payment meters are loaded with DDTK, DUTK or DCTK values for the specified SGC
VendingKeyLoadRequest

2 MeterManufacturer requests the VendingKey (VUDK or VCDK) for the specific SGC, if required,
from the KMC, else he uses his own allocated VDDK (see 6.5.2.2) /\
VendingKeyLoadAuthorization

3 The Utility authorizes the KMC to load the requested VendingKey val wn tg th
MeterManufacturer
VendingKeyLoad \>

4 The requested VendingKey values are loaded into the MeterManyfacture®™sySTS-certified secure]
manufacturing equipment \
DecoderKeyLoad N

5 The MeterManufacturer generates the DDTK, DU e VDDK, VUDK or
VCDK values in accordance with the payment into the payment meter
(see 6.5.3) ( ;
Meterlnstallation ) S

6
The payment meters are delivered to\the U{ility andNpstalled-inthe demarcated SupplyGroup
DecoderKeyChange

7 If so required the
equipment (see
See also procPﬂs 2 }94{ VendingKey loading

The

regardi
Cryptograpr@ rocse%iven in Table A. 3.
- Rro

Takle ‘A. sses surrounding the CryptographicModule

Prqcess Context
Number
N

10 POS manufacturer) places an order for a cryptographic module with a cryptographfic
CryptographicModulelnitialisationRequest

11 The CryptographicModule is sent to the KMC to be initialised with secret key values, which will
stbsequenty-be—ttized-forseeurely-distributirg-vendingkey-ratresfromtheKiMctothe
CryptographicModule
CryptographicModuleAuthenticationAndlnitialization

12 The KMC checks that the CryptographicModule is authentic and then initialises it with secret key
values, which will subsequently be utilized for securely distributing VendingKey values from the
KMC to the CryptographicModule (see KEK in Annex B)
CryptographicModulelnstallation

13 The CryptographicModule is installed and is ready for loading of VendingKey values from the KMC
typically using KeyLoadFiles (see KLF in Annex B)

The SGC and VendingKey processes are given in Table A.4.
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Table A.4 — Processes surrounding the SGC and VendingKey

Process Context

Number
SupplyGroupDemarcation

20 The Utility supplies electricity to a defined group of its customers. It decides the size and
boundaries of the group based on security risk and revenue protection considerations, geographical
location and network logistical characteristics
SGCAndVendingKeyApplication

21 The Utility makes application to the KMC for a SGC of specified type (unique or common) and
acc iatad \Nandinalkaov of o oo fiad o FAVINInY'4 N oK. o 6-5.2)
o OV OO g Yoy o S OP o oTTo oty PO\ vV O o T O ARG o7
SGCAndVendingKeyAllocation

22 The KMC allocates a SGC and an associated secret VendingKey of the regujred KT to,the{applidant
and stores the elements in its records N (\
VendingKeyLoadRequest

23 POS operator requests the VendingKey value (VDDK, VUDK or K)
the KMC that will allow him to vend to payment meters loaded wjth th
value (DDTK, DUTK or DCTK) N
VendingKeyLoadAuthorization

24 The Utility authorizes the KMC to load the requested VendingKe
Alternatively the MeterManufacturer authorizes th KI\/kC‘l)o loat\the
VendingKeyLoad \/

25 The requested VendingKey valugs are\Joaded into the - Gryp aphitModule that will be used by Jthe
POS equipment to generate tokens for the payment-meters in the SupplyGroup

The|mandatory requireme

See|also Clause C.2
VenglingKeys.

See| also C.2.2.

guidelines.

See|also An

system.

See|also Clause aintenance of the STS entities and related services.

for a Key anNn are specified in Clause 9.

Q ore Jinformation regarding the management of

ore information regarding the SGC demarcation

rmation regarding entities and identifiers in an STS-compliant
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Annex B
(informative)

Entities and identifiers in an STS-compliant system

Entities and relevant identifiers deployed in an STS-compliant system are shown in
Figure B.1.

associated

Country CC
operates
in uc
lor
more
Utility SGC
KMCID
supplied

DK associated
with KEN

VK

SGC

KRN

KT

TI
MeterPAN

function of

IEC 1017/14

Figure B.1 — Entities and identifiers deployed in an STS-compliant system

For the maintenance of these entities and related services see Clause 10.

The entities that are typically deployed in an STS-compliant system are given in Table B.1.
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Table B.1 — Typical entities deployed in an STS-compliant system

Entity

Context

Reference

Country

Geographical area with politically demarcated boundaries, which may
change over time

X

Utility

Entity that supplies a service like electricity to its end customer by means
of a payment meter. One or more utilities are operational in a country.
utilities change their constitutional identities over time

SupplyGroup

A subgroup of payment meters within a distribution network. A Utility may
supply to one or more SupplyGroups. A SupplyGroup may change its
relationship to a Country and a Utility over time

6.1.6

Meter

The payment meter used to control the delivery or supply of the service to
the end customer (see also IEC 62055-31). One or more payment metefs
are grouped in a SupplyGroup. A payment meter may change to a different

SupplyGroup by means of a corresponding DecoderKey change (N

IEC 62055131
IEG 62055121

PO$

those SupplyGroups. VendingKeys may thus move tq_an

devices over time, depending on the commercia ti
vendor and a particular Utility

\@)55 21

TokenCarrier

This may be in the form of
encoded card, which is ca
inserted into the reading dew
customer), or it may be a virtu
communication connection

3.1

Token

Token as defined in this staRdard by Wean o}\qpi{h the POS device is
able to trangferNostrycti and information to,the payment meter, or
retrieve informati rom th mentrhet

3.1

Tariff

Wer unit of service. In the case of

N

6.1.7
6.2.6

STYA

Clause C|1

Each ari{ ]
Srandard TragsferSpecification Association that keeps a register of all
Cs)\which ‘ar¢ glokally deployed
an

ementCentre. The infrastructure that is used to manage and
con the\KeyMapagementSystem

N

9
Annex A

Clause CJ2

KLH

eyLoadFile. The secure mechanism used by the KMC to distribute
dingKey values to cryptographic modules

Annex A

CM

CryptographicModule. The secure device used by the POS to generate
DecoderKey values from VendingKey values and to generate tokens from
DecoderKey values

Annex A

KEK

KeyExchangeKey. A secret dual 64-bit DES key value shared between the
KMC and the CM, which is used to encrypt VendingKey values that are
distributed by means of the KLF (see KLF above)

VK

VendingKey. A 64-bit DES key value, generated, stored and distributed by
the KMC to other cryptographic modules under controlled and authorised
conditions when required. It is used to generate DecoderKey values inside
the CM

6.5.2.2

DK

DecoderKey. A 64-bit STA key value or 64-bit DES key value generated as
a function of several values:

DK = f (VK, SGC, KRN, KT, Tl, MeterPAN).

It is shared between the CM and the payment meter and is used to encrypt
and decrypt tokens that are sent from the POS to payment meter or from

the payment meter to the POS

6.5.2.3
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The identifiers that are associated with the above entities are given in Table B.2.

Table B.2 - Identifiers associated with the entities in an STS-compliant system

Identifier Context Reference

CcC CountryCode X

A code uniquely identifying the country in which the Utility is operative and where
the payment meters are installed. It is registered in the KMC and associated with
VK at the KMC and the CM

uc UtilityCode X

A code allocated by the KMC to uniquely identify the specific Utility to which VK
and the SGC is allocated. It is registered in the KMC and is associated witm

the CM

KMCID KeyManagementCentreldentifier o X
Unique identifier for each KMC in the world. Each KMCID is regist&red\yith the
STSA

CMID CryptographicModuleldentifier \ X
Unique identifier for each cryptographic module in the @ \ \

CMAC CryptographicModuleAuthenticationCode N X

DeviceAuthenticationCode and/{mwareﬁ\the t

TID Tokenldentifier \MMZ\/ 6.3.5/1
Unique time-based identifier for each token\|t s ‘shared en the POS, the
token and the payment meter

MeterPAN MeterPrimaryAccountNumber 6.1.2

between the pa
enforces th

DRI DecogerReference 6.1.2|3
The mber in tHe MeterPAN It is shared between the POS
and th ?e/y}rg eter

TCT 6.1.
SG¢ 6.1.
located by the KMC to identify a SupplyGroup of the Utility. It is
the SupplyGroup, the KMC and the POS. It is associated with the
ngKey value and recorded in the KMC and also in the CM. Encoding it into
erKey enforces the association with the payment meter
TI Tariffindex 6.1.7
The index number to a register of tariffs associated with a particular Tariff for each
customer. It is shared between the Tariff and the POS. Encoding it into the
DecoderKey enforces the association with the payment meter. This means that the
DecoderKey shall change if the customer is moved onto a different tariff structure
KRN KeyRevisionNumber 6.1.8
Revision of the VendingKey as allocated by the KMC. It is associated with the
VendingKey value at the KMC and at the CM. Encoding it into the DecoderKey
enforces the association with the payment meter
KT KeyType 6.1.9

The type of the VendingKey as allocated by the KMC. It is associated with the
VendingKey value at the KMC and at the CM. Encoding it into the DecoderKey
enforces the association with the payment meter
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Identifier

Context

Reference

KEN

KeyExpiryNumber

A number that is associated with a validity period for the VendingKey. It is
associated with the VendingKey value at the KMC and at the CM. It is not encoded
in the DecoderKey, but is transferred to the DecoderKeyRegister by means of the
Set1stSectionDecoderKey and Set2ndSectionDecoderKey tokens

6.1.10

@6@

N
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Annex C
(informative)

Code of practice for the implementation of STS-compliant systems

Maintenance and support services provided by the STS Association

The STS Association is a not-for-gain company incorporated in South Africa with members
comprising of manufacturers of payment meters and associated vending systems and of

utilit
func
like

See

The
stan

c.2

C.2.
(Ses

The
STS

c.2.

C.2.p.

(Ses
The

The
assd

The
prod

€5, 1he objectof the STSAssociation 15 to promote the use of the STS, deveiop
tionality further and maintain the required infrastructure to provide pporting serv

General Secretary can be contacted at the address gi
dard. E-mail is the preferred mechanism for correspondence

Key management

U Key management services

also Annex A.)

-compliant product mapyfactur
R
2.1

also 6.1.6)

and distributes VDDK, VUDK and VCDK values with
N in accordance with this standard.

KMC ensures_tha
ucts in-accordance with this standard.

Ino

the
ices

ides.

this

and

the

VendingKey values are available to all manufacturers of STS-certified

der'to effectively manage the generation, storage and distribution of SGC and associ

ated

VendingKey values, it is recommended that the data elements given in Table C.1 be recorded

and

be uniquely associated with an SGC.
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Table C.1 — Data elements associated with a SGC

Element Context Reference
SGC Actual value of the SupplyGroupCode as registered in the KMC 6.1.6
Country CountryCode as the country where the SGC and VendingKey is to be used Annex B
L . Place associated with the SupplyGroup demarcation (Country, State, X

ocation : .
Province, City, Town, Suburb)
Network Network associated with the SupplyGroup demarcation (name, ID) X
To whom this SGC is allocated: X
UtilityCode (if applicable)
Name of Organization (utility)
Owner
Address (postal, physical, website)
Contact person and details (name, postal, email, tel, fax)
Authorization signatory (name, contact details)
OwnerHistory Record of changes to ownership association of the SG<(i OVM X
)
LochtionHistory Record of changes to location association of theéGBo@{ tiﬁe\ \ X
NetworkHistory Record of changes to network association}f’fﬁe\sg\(,\o\xm(x X
KME KMCID and country of origin of the KMC s the Jource fm\G}and Clausg 9
i VendingKey Annex A
\e\ua/\/ o
i 6.1.4
VenldingKey ;/endl?gKey plus attributesNKRNXKTN KE Thes ues are in encrypted
orma 6.1.9
6.1.1p

SG(Distribution
Redister

Registe /s CM ptographic modules a particular
SGCr{as b en trlbuted t|

C.2p.2

This| topic is dealt

Bibljography). Fo
congiderationra

e gecurityxrisk in te

Codwgmdelmes

ms of stolen POS devices;

e |pgistics for payment meter spares;

e C

e logistics for separating collected revenue from POS vending agents;

rehen ively in the STS Association Code of practice [see

into

e particular business logic around distribution network maintenance and supply logistics,

e cross-vending rules on SGC boundaries;

e change of payment meter ownership over time (deregulated markets),

e change of supplier over time (deregulated markets).

c.2.3 CryptographicModule distribution

(See also Annex A.)
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In order to effectively manage the distribution of SGC and VendingKey values to
cryptographic modules, it is recommended that the data elements given in Table C.2 be
recorded.

Table C.2 — Data elements associated with the CryptographicModule

Element Context Reference
CM Attributes of the CryptographicModule (CMID, CMType, HardwareVersion, Annex A
Softwareversion, KEK, FAC, DAC). Annex B
CMManufacturer Name and contact details of organization Annex A
CMOwner To whom this CM belongs: Annex A
UtilityCode (if applicable)
Name of Organization (utility)
Address (postal, physical, website) >

Contact person and details (name, postal, email, tel, fak)

Responsible person (name, contact details)

CMLlocation Details of intended destination of CM where itis g }\% Wry X
state, province, city, town, suburb)

KMC KMCID and country of origin which |n|t|al sed partl Clausge 9
Annex A

CMPwnerHistory Historical register of ovﬁerw c{anges(o cr)}gtog\ﬂa&hlwdules over time X

CMLocationHistory | Historical register of Iocatlﬁcréﬂkg}s\to Mtoé}ap.hm/modules over time X

c.2u Key expiry
(Seg also 6.1.10, 6.5.

In the case wh
compliant installati¢

At tl
met

C3

ys is not dynamically implemented in an $TS-
mended practice to set the KEN to 255.

hent

c.3f

(Seg also.6.1.2).

The MeterPAN serves to uniquely identify each payment meter in the STS-compliant
installation worldwide, thus being able to tag and route transactions accordingly. All users of
the STS are thus encouraged to follow this practice, which is in line with that of the banking
and financial transaction management (see also ISO 4909).

C.3.2 IssuerldentificationNumbers

As clarified in 6.1.2.2, the IIN for 2-digit Manufacturer Codes shall be 600727. For 4-digit
Manufacturer Codes the IIN shall be 0000.

C.3.3 ManufacturerCodes

(See als0 6.1.2.3.2.)
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MfrCode values are allocated and managed by the STS Association to ensure uniqueness of
the series globally, thus ensuring uniqueness of the MeterPAN globally. Note that both 2-digit
and 4-digit Manufacturer Codes may exist.

The current list of MfrCode values can be viewed on the STS web site or obtained from the
STS Association via any of the contact routes listed above.

C.34 DecoderSerialNumbers

(See also 6.1.2.3.3).

Each MeterManufacturer manages his 8-digit range of numbers as he sees_fit, as long fs it
complies with the requirements of this standard.

C.4 SpecialReservedTokenldentifier
(Segq also 6.3.5.2).

Each utility is free to determine the rules for how this b be

used as a special application to satisfy his special neé

An pxample of using this SpecialReservedTg| y ier\ i icati i§ as
follows: Each household in an installagion Y e i free
tokelr to the value of 50 kWh per mo > the
month and as many times as is desired meter should only accept the|first
tokejn of such a type in each morth. this problem is to rule that| the

SpegialReservedTokenldentifier is to b istoken type in this particular installation.
Such a token may then beg use
the [1° day 00hO1 ti meter will only accept the first tokep so
gengrated and reject a | S

C.5 Permuta@ 3

The| STS Associati egi i i i i vide
maintenance servis in™s - - i . As
part|of this Service S sociation provides the actual values for the permutation|and
substitutje ‘ able 34, Table 40 and Table 41) required in 6.5.4.2, 6.5[4.3,
7.3.8.2 and 3\3.3cto_useys of the standard upon request. The contact details for the STS

Association are‘giveh in~Clause C.1 or may be obtained from the IEC website.

C.6| EAcodes

(Seeafso 6. 1757

As this standard evolves there will be more EA codes required. This should take place
through the normal route via National Committees to the IEC TC 13 as New Work Item
Proposals.

C.7 TokenCarrierType codes
(See also 6.1.3).

As this standard evolves there will be more TCT values required. This should take place
through the normal route via National Committees to the IEC TC 13 as New Work Item
Proposals.
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C.8 MeterFunctionObject instances / companion specifications

A MeterFunctionObject (MFO) is an object-oriented specification that encapsulates a certain
functionality of a payment meter. Each MFO is defined in a companion specification and
allocated a unique FunctionObjectldentificationNumber (FOIN).

The STS Association administers the registration of MFO instances and reserves the
exclusive rights to allocate FOIN values in the form of companion specifications.

An MFO instance is proposed to the STS Association as a NWIP, after which it is assigned a
uniqe . € ssociation then publishes the In_the form of a companion
spegification.

See|also STS 200-1 (see Bibliography) for more information on fund and
STS[201-15.1.0 (see Bibliography) for an example of a companion s

C.9| TariffIndex
(Seg also 6.1.7).

The|utility has the choice of 2 options:

e ljnk the Tl to his list of tariff structdres™a . Thi g the
DecoderKey shall change if the customex i i her,
lhecause the associated Tl will change:

e fix the Tl to a constant value of s eter
installation and then lir of tariff structures in the management

gystem, independent s Ahat the DecoderKey does not have to
¢hange when movi one_tariff structure to another.

nain

At the date of publisatio
i eter

congideration is
that|is already instal{é

C.10 STS-compliance

C.10.1

Thel|lEC doe i ificati i i iant on
outsjide facijlities te.dothis.

C.10.2”, Products

The STS Association provides the service to manufacturers of products to facilitate the testing
and will provide STS-certification on the basis of the test results.

C.10.3 Certification authority

In due course the STS Association will be in a position to authorize agents that may provide
STS-certification services on its behalf.

C.11 Procurement options for users of STS-compliant systems

This standard provides for a variety of options, the details of which need to be specified at the
time when products and systems are purchased from manufacturers and suppliers.
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As a general guide to purchase orders or tender specifications, the items given in Table C.3
are noted.

Table C.3 — Items that should be noted in purchase orders and tenders

Item Context Reference

EA Which algorithm is be used for token encryption in the vending system 6.1.5
and for decryption in payment meter.

Options:
. STA code 07;
. DEA code 09.

The purchaser should ensure that the tender specification for t
payment meters requires that the payment meter Iabelllng s ncI de
the appropriate EA code

TCT Which TokenCarrierType the payment meter or the ven \6>
should support.
Options:
e magnetic card type 01;
. numeric type 02

DKGA Which algorithm the MeterManufacturer of the ven 'ng s should 6.1.4
use for generating the DecoderKey

Options:

. DEA (DKGAO01);
meters;

serving legacy payment

« DEA (DKGAO02);

+ JOEA Oi5oAaY)

CcC hich esNtion Countr¥Code the C is to be associated with at the Annex B
C set of ISO Country Codes
ucC h\e\B{EC is to be associated with at the KMC. Annex H
<\< e\ \eXisting\UC as allocated by KMC;
N \ ew as allocated by KMC
KMCID \ WMC is to be used for obtaining the VendingKey and the SGC. Annex H
Th eterManufacturer and the vending system need the specific
endingKey to generate DecoderKeys.
Options:
. 001; South African KMC currently in operation;
LINT IRTS o bl KAC. fch —ral a0
—otoreposstbletdd € &
SGC Which SGC should the MeterManufacturer or the vending system use for | 6.1.6

generating the DecoderKeys?

Options:

e xxxxxx existing SGC; obtained from KMC;

. new SGC; for new projects, apply to KMC.
Which KT is, or should be, associated with this SGC?
Options:

. default; MeterManufacturer key;

e unique; utility key;

e common; utility key
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Item Context Reference

TI Which Tariffindex is to be used by the MeterManufacturer and the 6.1.7
vending system to generate DecoderKeys?

Options:

e 00-99; (new);

e 00-99; (existing);

e link Tl to the tariff table in the vending system; (NOTE 1);

e don’t link Tl to the tariff table in the vending system. (NOTE 2).

NOFE4+—WhentheTs-trkedto-thetariftable—irthe—vending-systerm

database then the consumer may be moved to a different tariff structure
only by allocation of another associated TIl. This means that tha
DecoderKey needs to be changed accordingly.

NOTE 2 When the Tl is not linked to the tariff table in th
system database then the consumer may be moved to if
structure without being allocated to another associated
that that the DecoderKey does not need to be change

KRN Which KeyRevisionNumber is to be used by th
the vending system to generate DecoderKeyg”

This information is associated with the

KT
n y and is under
ollld e obtajned
KEN d byn\the MeterManufacturer and the | 6.1.10

uld be obtained

e-Deco ?
This i matiop-s_as ocith thesS VendingKey and is under
the contro of(d:%@\ om~Where '\Ks
N

DedoderKey expiry 6.1.10
AN
VenldingKey expiry 6.1.10

t expire (this is the current recommended practice);

N

Il expire (this is not currently supported)

Metper dispatcmkg\y hich DecoderKey type the MeterManufacturer should load into the 6.1.6
yment meter.

Options:

e DDTK (manufacturer Default key);
. DUTK (utility Unique key);

e DCTK (utility Common key)
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Options:

e vending; (vending of credit tokens) (signifi

or all of the options listed. If appyov ciation, then the
corresponding IetteWy be di o

Item Context Reference

Tokens Which tokens the payment meter or vending system should support. 6.2.1

Options:

. TransferCredit;

. InitiateMeterTest/Display;

e  SetMaximumPowerLimit; (optional)

e ClearCredit;

e  SetTariffRate; (currency-based accounting payment meters only)

e Set1stSectionDecoderKey;

¢ SelZndSeclionDecoderkey,

e ClearTamperCondition; (optional)

e SetMaximumPhasePowerUnbalanceLimit; (optional for poly| phase)

. SetWaterMeterFactor. (water payment meters only) =N (\
Venlding classification [ Which functions the vending systems should support.

support the relevant tokens.
Options:
. preset by manufacturer;

e variable and set with token from vending system;

e tariff rate per payment meter

Crefit transfer 6.2.2
Tes}/display options pes fteWisplay tokens the payment meters or vending 6.3.8
/\ atory and optional tokens are given in 6.3.8
Power limj NVh her\the/payment meters should provide power limiting and whether 6.2.4
x the vepding system should provide the relevant tokens. 6.3.9
Optiohs: N
P 8.6
power limit should be implemented or not;
e the power limit setting;
. how the payment meter should react when the power limit is
reachaod
Tariff rate What the tariff rate values are for the payment meters registered in the 6.2.6
vending system database and whether the vending system should 6.3.11
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Item Context Reference

Tamper detection Whether the payment meters should provide tamper detection and the 6.2.9
vending system should support the relevant tokens.

Options:

e tamper detection should be implemented;

e tamper detection should not be implemented;

. payment meter should support display tamper status token;
e vending system should support display tamper status token.

NOTE 3 Clear tamper token support is mandatory with option 1

Phgse power Whether the payment meters should provide phase power unbala
unbplance limiting and the vending system should provide the relevant tokéns.

Options:
. phase power unbalance limiting should be implemeg
. phase power unbalance limiting should not be jrp

e preset by manufacturer;

. variable and set with token from vendind

unbalance limit is reached f\
e cpedi re ster ftt‘e;[)a t meters should X

Initipl credit What the initial val

Options:
. cleared to zero;
. esSet to jaiti

N the initial value

Special reserved TID 6.3.5.2

STY Certificate &f
Compliafige x

C.12 /Management of TID Rollover

C.12.1 Introduction

The Token ldentifier is a 24 bit field, contained in STS compliant tokens, that identifies the
date and time of the token generation. It is used to determine if a token has already been
used in a payment meter. The TID represents the minutes elapsed since the 1st January
1993. The incrementing of the 24 bit field means that at some point in time, the TID value will
roll over to a zero value.

All STS prepayment meters will be affected by TID roll over on the 24/11/2024. Any tokens
generated after this date and utilizing the 24 bit TID will be rejected by the meters as being
old tokens as the TID value embedded in the token will have reset back to 0.

In order to overcome this problem all meters will require key change tokens with the roll over
bit set. In addition to this, the base date of 01/01/1993 will be required to be changed to a
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later date. This process will force the meters to reset the TID stack to 0. To avoid previously
played tokens from being accepted by the meter due to the TID stack reset, the key change
process shall introduce into the meter, a new decoder key.

A process is therefore required to allow for the management of this change with the least
impact to the Utilities and equipment suppliers.

To allow for easier management of large installed bases it is proposed that the following
solution manages the change per meter and not per supply group code (SGC) as some
Utilities may have a large installed base under a single SGC.

C.12.2 Overview

Cc.12.21 General

Use this
prog

The 4 bit
valu will
nee ugh
this)| i , i , ered mtervals can be
used.

This ased

on di

e Key management centre;
e S$ecurity modules;

o ending systems;

o Meter upload fies;
e Meter manuf i

e Meters.
Meter
Manufacturing
Process
Security
Module
Meter
Upload
KMC Files Meter
Key
Load
File

Vending System

IEC 1018/14

Figure C.1 — System overview
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C.12.2.2 Key management centre (KMC)

The KMC is used to generate and load vending keys (Vk) into a security module. The KMC
also generates a Key Load File (KLF) which contains the key load data for a specific security
module to allow a vending system to load Vk into the security module attached to the system.
Currently the Key Revision Number (KRN) for any Vk is 1.

In order to manage the generation of tokens for a specific base date, the vending system
requires the KMC to create a new Vk for each base date interval. The new Vk will be created
by incrementing the KRN. Associated with each Vk in the KLF will be the selected base date.
Two base dates are supported; namely 01/01/2014 and 01/01/2035. Only two are required as
it is jnot envisaged that current technology STS meters will still be in operation by the timg the
203% VK TID rolls over in 2066.

C.12.2.3 Security Module

ase
llow

The|security module will be required to generate key change tg
datg to a Vk on a new base date. The firmware of the &
implementation of the rollover functionality.

C.12.2.4 Vending System

The|vending system will be required to manage, to a security module,
an gssociated base date. This base date e : e key load file generatgdd at
the KMC. In addition the vending sys [ 8 meter registered, with the Vk
bas¢ date from which it was coded.

Once 3 the
change process whereby 2 r. In
doing so, the affected met Wi c i i eter
TID jstack and generatlg aXewyde de . i i d all
toke alue
calc

With the
Utili t all
metegrs will be keyxch

C.12

New ng a
meter upload b Vk
with| the latest base date and therefore each meter record in the meter upload file will be
reqyiredto.include the base date for which it was coded.
C.122-6—Manufacturers—eguipment

All meters leaving the factory shall be coded using a Vk with the current (latest) base date
unless otherwise agreed between the utility and the manufacturer. With the two base dates
chosen , namely 2014 and 2035, all meters coded before 2014 will be coded using the base
date of 1993. All meters coded between 2014 and 2035 shall be coded with the base date of
2014 and all meters coded after 2035 will utilize a base date of 2035, unless otherwise agreed
between the utility and the manufacturer.

Cc.12.2.7 Meters

All STS compliant meters shall support key roll over.
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C.12.3 Impact analysis

C.12.3.1 General

The following areas which will be affected by the above process are listed below:

C.12.3.2 Key management centre

Need to include a base date in the key load file for each Vk;

Support the selection of predefined base dates when generating Vk;

Qnmlri’ry Maodules shall support the kny roll over flng

ated

udg the

dually, in groups
roll over flag.

.3.4 Meter upload files

anufacturers to include a base date with ea

eter Upload File specifications w S effect the addition of the base
ate.

.3.5 Manufacturing equipmen

hall automatically co II'm with the latest active base date as agfeed

ined

in the doecunient body. The sections that follow give basic guidelines for Utilities to follow in

the successful implementation of the TID key-change program. Note that Utilities may eleft to

follomnalternative methods of implementation.

C.12.5.2 Assumptions

Prior to starting the implementation of the key-changes in the field, the following are assumed
to have been completed by manufacturers of meters, vending systems, and security modules:

a) Secure module firmware has been changed to support the rollover functionality.

b) Vending software suppliers have modified the vending software to recognise the base

c)

dates as described in this standard. Once a meter has been key-changed with rollover,
this fact shall then be recorded into the vending database.

All manufactured meters support the rollover functionality as specified in IEC 62055-41.
Where this is not the case, the meters will have to be changed out with meters that do
support the rollover functionality. It is envisaged that the current installed base will no
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C.12.5.3 Process for utilities

A guideline to the process to follow is presented below:

longer be in service by the time key rollover is required, and that all meters manufactured
after the first base date change of 2014, will support the rollover functionality.

a) Plan the TID rollover program so as to complete the installed base of meters at least 1
year before the critical date of 24/11/2024.

b) Communicate the plan, and reasons for the program, to all regions within the utility.

c) \pgrade all vending installations to software that supports the rollover functionality and
elevant database changes.

d) Upgrade utility software to ensure that it supports new Meter Upload here
these are used as an import tool.

e) Upgrade/purchase secure modules with rollover functionality throyg dule
supplier

f) Upgrade KMC software, where this is owned by a utility, to gater S.

g) Contact the manufacturer of your meters to confirm key-
thange with rollover. If not, these meters will have ters
fhat do.

h) $tart the key-change process.

C.12.5.4 Key-change process

Varipus options exist for the physical ke

a) Generate key-change tokens (two\tok the
field to systematically ji

b) (enerate (automatjcal the
rser. Explain to the ‘ S 0k ange
okens have been ‘entered, in netex first. This is typically the standard practicg for
ey-change cady.

c) Communicate thg key-
hange tokeng’b

All the above6ptio antages and disadvantages.

Optipn &) en 8 key-changes are done systematically by area, which can then be

‘tickpd’ offa Nl is is controllable but expensive in manpower.

Optipn b)_is-far lesg” expensive, but does not allow for regions or areas to be done |in a

cont oIIed fashion since one cannot be sure that tokens have been entered until a new

tokens being entered first.

Option c) is the least desirable since communication of the issue goes right to the end user
and may cause unnecessary concerns.

C.12.5.5 Communication of the program

Below is a guideline showing the possible form that the communication to the Utilities regional
offices could take. Note that this is a guideline only and may be changed to suit individual
utility preferences as required.

Appropriate addresses and headings
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Subject: Field meter key-change program

As you may be aware, all prepayment meters store tokens entered as a means to stop a
meter from accepting a token that has already been used. In addition to this storage, each
token also has, embedded into the 20 digits, the date and time that the token was generated.
The meter then compares this date and time to the oldest token in its memory, and rejects the
token if it is older than the oldest token in this memory.

The token date and time field has a maximum range of 31 years. This means that after 31
years of incrementing this date and time field, the value stored will ‘roll over’ back to zero —

much-like-an-odometerin a car gning ‘round-the clock’

The . At
this hich
poin

Whi king
plan have
bee ding
syst

The e by
issu bach
meté

In o to be visited, or key-changed, irl the

field, manufacturers will be instructed that-all » made from 2014 onwards, shall be
coded the new base date ¢ . ] thai\the/actual number of meters with a pase
datd of 1993 should be rat| g g time 2024 is upon us, and not many

meters will require keyrchanges:.

With the system ren
to be repeated s

Jisaged\o

G STS Association, this process should never have
atetaf ths

S
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COMMISSION ELECTROTECHNIQUE INTERNATIONALE

COMPTAGE DE L'ELECTRICITE -
SYSTEMES DE PAIEMENT -

Partie 41: Spécification de transfert normalisé (STS) -

P e d : licati ! 2

de supports de jeton unidirectionnel
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Les Publications de 'lEC se présentent sgus la form 3 mandations internationales et sont ag
cpmme telles par les Comités nationaux dg 5 raisonnables sont entrepris afin que
s'assure de I'exactitude du contenu technlq e de g; '|EC ne peut pas étre tenue responsab
I'¢ventuelle mauvaise utilis est falte par un quelconque utilisateur final
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mesure possible, a appljq q dblications de I'lEC dans leurs publications natio
el régionales. Toytes di ces € § ublications de I'lEC et toutes publications nationalsg
rdgionales corre g i indl{qué termes clairs dans ces dernieres

L{IEC elle-méme ng e _attestation, de conformité. Des organismes de certification indépen
fdurnissent des serw € i opformité et, dans certains secteurs, accédent aux marqud

conformité de I'lEQ"
indépendants.

Tpus les utili

Alicune imputée a I'IEC, a ses administrateurs, employés, auxiliaire
mand pris ses experts particuliers et les membres de ses comités d'études et des Co
nationa préjudice causé en cas de dommages corporels et matériels, ou de tout
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de justice) ef\les_dépehses découlant de la publication ou de I'utilisation de cette Publication de I'lEC

tqute autre'\PublicatiqnAe I'lEC, ou au crédit qui lui est accordé.

Liattention est attirée sur les références normatives citées dans cette publication. L'utilisation de publicg
rgférencées est obligatoire pour une application correcte de la présente publication.
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La Norme internationale IEC 62055-41 a été établie par le comité d'études 13 de I'lEC:
Mesure de I'énergie électrique, contrble des tarifs et de la charge.

Cette deuxiéme édition annule et remplace la premiéere édition, parue en 2007. Cette édition
constitue une révision technique. Cette édition inclut les modifications techniques majeures
suivantes par rapport a I'édition précédente:

Le jeton de Classe 2 est étendu de fagcon a inclure le transfert de crédit pour le gaz et

I'eau et les extensions associées dans les jetons display/test.
MfrCode est étendu de 2 a 4 chiffres.

Trois dates de référence d’identificateur de jeton sont définies pour des changements de

clé plus fréquents avec des procédures de passage par zéro de l'identificateur de j
(TID).

eton
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e Un code de bonnes pratiques pour la gestion des changements de clé par passage par
zéro de l'identificateur de jeton (TID) en association avec I'ensemble révisé de dates de
référence.

e Des clarifications et des exemples supplémentaires ont été introduits.

Le texte de cette norme est issu des documents suivants:

CDV Rapport de vote

13/1530/CDV 13/1553/RVC

Le rapport de vote indiqué dans le tableau ci-dessus donne toute information sur le vote\a

abouiti a I'approbation de cette norme.

Cette publication a été rédigée selon les Directives ISO/IEC, Partie

Une

de I'glectricité — Systemes de paiement, peut étre consultée sur\e site

Le g
stab

e freconduite,

LI
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e rnemplacée par une édition révisée, 0

yant
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e de
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INTRODUCTION

La série IEC 62055 couvre les systémes de paiement, englobant les systémes d'informations
des consommateurs, les systémes de points de vente, les supports de jetons, les compteurs
de paiement et les interfaces respectives qui existent entre ces entités. Au moment de la
préparation de la présente Norme, I'lEC 62055 comprenait les parties suivantes, sous le titre
général, Equipements de comptage de I'électricité — Systémes de paiement:

Partie 21: Cadre pour la normalisation
Partie 31: Exigences particulieres - Compteurs statiques a paiement d'énergie active

Lol 4 )\
\LiIdooTo 1T 'T©L 4)

Partje 41: Spécification de transfert normalisé (STS) - Protocole de couche applicgtion

pour les systémes de supports de jeton unidirectionnel

Partje 51: Spécification de transfert normalisé — Protocole de bour
supports de jeton a carte magnétique et numérique unidir
Partje 52: Spécification de transfert normalisé — Protocq Py si bour

La sgrie des Parties 4x spécifie les protocoles de couche icatigne s 5X
spégifie les protocoles de couche physique.

La Ppécification de transfert normalisé (Sta fe un
protpcole de message sécurisé quj des

équipements de point de vente ( Elle
perrfet plusieurs types de message tels gue I g e de
la configuration, I'affichage et les essa 5 de

pratjgue pour permettre la prise en char
retrgit et transport) des clg$ sryptegraphi

hge,

5t le
disppsitif ou suppgrt nent
de ROS vers Ie aig’ types de supports de jetons sont actuellement
spégifiés dans I'lE EC 62055-52; la carte magnétique, le supporf de
jetom numérique e anwirtuel, qui ont été approuvés par la STS Associafion.
De [nouveaux sqpports d&jet uvent étre proposés comme nouvelles études| par

Le gupport de jeton,

I'intgrmédiaire des ités nationaux ou par l'intermédiaire de la STS Association.

Bienl que \NCig se en ceuvre de la STS se situe dans l'industrie d'alimentation en
électricité la prise en charge de la gestion d'autres services d'une entrepris¢ de
distribution co gau™et le gaz. Il convient de noter que certaines fonctionnalités peujent
ne pas s'apphq ans tous les services d'une entreprise de distribution, un exempl¢ en
éta "MaximumPoWerLimit" dans le cas d'un compteur d'eau. De méme, cert%nes
terminologies peuvent ne pas étre appropriées dans des applications hors du domaing de

I'élegtricité, un exemple en étant "Load Switch" dans le cas d'un compteur de gaz.|Les
révisions futures de Ia peuvent permetire Ila prise en charge dautres technologies de
supports de jeton comme les cartes intelligentes et les clés a mémoire avec une fonctionnalité
bidirectionnelle et permettre une horloge temps réel et des tarifs complexes dans le compteur
a paiement.

Toutes les exigences specifiées dans la présente Norme ne sont pas obligatoires pour une
mise en ceuvre dans une configuration particuliére de systéme. A titre de lignes directrices,
un choix de paramétres de configuration facultatifs est énuméré a I'Article C.11.

La STS Association est enregistrée auprés de I'lEC comme une Autorité d'enregistrement
pour fournir des services de maintenance en appui a la STS (voir Article C.1 pour plus
d'informations).
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La publication de I'lEC 62055-41 Ed. 1 en mai 2007 a conduit & son adoption rapide comme la
norme globale préférentielle pour les compteurs de prépaiement dans plusieurs pays
membres de I'lEC et dans une majorité de pays membres affiliés a I'lEC. Des compteurs
d'électricité pour le prépaiement et leurs systémes de paiement associés sont maintenant
produits, exploités et maintenus dans un écosystéme d'entreprises de distribution, de
constructeurs de compteurs, d'opérateurs de compteurs, de fournisseurs de systéme
distributeur, d'agents de vente, d'institutions bancaires et d'industries adjacentes. Les intéréts
pluripartites sont servis par la STS Association comportant plus de 130 organisations sises
dans plus de 24 pays. L'interopérabilité et la conformité au Systéme de transfert normalisé
(STS) sont garanties par des spécifications d'essai de conformité développées et gérées par
la STS Association. Une liste compléte des services de la STS Association peut étre
congUItee a 'adresse Nip.//WWw.sis.org.za/.

Initialement développée pour des compteurs d'électricité de prépaiem i par
I'intgrmédiaire d'une liaison de type D du groupe de travail WG 15 diKComitéd'é B3 de
I'IEQ avec la STS Association - la présente Norme IEC sert mainte 5 en
Asigl qu'en Afrique, avec un total d'environ 35 millions par
400 lentreprises de distribution dans 30 pays. La gestion de | idtrée
par |la STS Association dans le cadre de I'accompli Drité
d'enregistrement désignée par I'lEC.

Le >uccés global a engendré un besoin pressd@nt diéten a 2léments
numieriques contenus dans les tableaux de IIE 62 tedlier, il est nécesgaire

d’étg¢ndre Ia plage des numéros de cons Y613 éros initialement fournis.

En outre, € des systémes d'énergies

multiples comprenant des compteurs de gaz\e . nséquence, le besoin existe

d'aspurer que le contenu de 'EC 62055+ \ anu pour permettre cette croissance du

marghé et ces extensions a énergies

Plusfieurs corrections et cfarifi Qnt_é t fequises pour réactualiser I'Edition 1 par

rapgort a la pratique ¢Qurante. 3jt\été enyisagé par le groupe de travail WG 15 du

CE 13 lors de sa réunion\du a Londres. Selon l'accord conclu, il conyient

de rgviser I'lEC @5

Seules les révisions i § dentes ont été incorporées dans I'Edition 2 en rzlison

des | contraintes Sy \ais i 2 I'Edition 3 envisage des révisjons

supplémentair i i

e Transfert

o $éc

e FKonctions axes pleinement harmonisées avec la suite DLMS/COSEM (Dgvice
language )Message Specification/Companion Specification for Energy Metering, a savoir
"ISpécification des messages de langage de dispositif/Spécification d'accompagnement
pour'e comptage d'énergie

D +o <l £ P P4 % [H 4 <l L& it 4 it 4
(] WV YyolUIHITT UT YL ollUTIT UTULUTIINAITOTT UT LITO dvUiL UlTiTc arulimouiurt UulfotrnmvucT o

e Suite d'essais de certification de conformité conjointement avec la Méthode OC de
I''ECEE

La Commission Electrotechnique Internationale (IEC) attire I'attention sur le fait qu'il est
déclaré que la conformité avec les dispositions du présent document peut impliquer
I'utilisation d'un brevet intéressant I'identificateur de jeton réservé spécial indiqué en 6.3.5.2.

L'IEC ne prend pas position quant a la preuve, a la validité et a la portée de ces droits de
propriété.

Le détenteur de ces droits de propriété a donné l'assurance a I'lEC qu'il consent a négocier
des licences avec des demandeurs du monde entier, soit sans frais, soit a des termes et
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conditions raisonnables et non discriminatoires. A ce propos, la déclaration du détenteur des

droits de propriété est enregistrée a I'lEC. Des informations peuvent étre demandées a:

Adresse: Itron Measurement and Systems, P.O. Box 4059, TygerValley 7536, Republic of South Africa
Tél: +27 21 928 1700

Fax: +27 21 928 1701

Site web: http://www.itron.com

Adresse: Conlog (Pty) Ltd, P.O. Box 2332, Durban 4000, Republic of South Africa

Tél.: +27-3 1268 t14+
Fax: +27 31 2087790
Site yeb: http://www.conlog.co.za

peuyent faire I'objet de droits de propriété autres que ceux qu ont¥
L'IEC ne saurait étre tenue pour responsable de l'identifica
toutfou partie.

hent
Sus.

2te en

L'ISD (www.iso.org/patents) et P'IEC (http://patents. | N de
donmées, consultables en Ilgne des droits de 2 Les
utilis < a n la
plus

La est
décl igquer
['util pile
de protocoles sur lesque C.1].
L'IEC 5 de
maintenance.

Le fpurnisseur du<;' irnir
ces i s et
non |discrimi i A 3 a/déclaration du fournisseur du service de maintengnce
est ¢nregistré

Adrg A
Tél

Fax;

Em¢g sts@vdw.co.za

Site|web: http://www.sts.org.za
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1 omaine d'application

La présente Partie de I'lEC 62055 spécifie le protocole de couche applic
trangférer des unités de crédit et autres informations de gestion, et

de vente (POS) vers un compteur a paiement conforme a la STS d

également étre appliquée aux systemes de jeton basés
autres que l'électricité.

Elle |spécifie:

COMPTAGE DE L'ELECTRICITE -
SYSTEMES DE PAIEMENT -

Partie 41: Spécification de transfert normalisé (STS) -
Protocole de couche application pour les systémes
de supports de jeton unidirectionnel

une interface POS/support de jetq

des fonction
niveau du com
[[authentificatio

ent,
des exigences\spgcl i nse
BSUS

des exigences géngriques relatives a un systéme de gestion de clé conforme a la STS

des lignes’direcirices pour un systéeme de gestion de clé;

des entités et des identificateurs utilisés dans un systéme STS;

le—Todedebormes pratiques pour tagestiom des changements de clepar passage par
zéro de l'identificateur de jeton (TID) en association avec I'ensemble révisé de dates de
référence;

le code de bonnes pratiques et les services de support a la maintenance provenant de la
STS Association.

Elle est destinée a étre utilisée par les constructeurs de compteurs a paiement tenus
d’accepter les jetons conformes a la STS et aussi par les constructeurs de systémes POS
tenus de produire des jetons conformes a la STS. Elle est a lire conjointement avec la série
IEC 62055-5x.

Les produits conformes a la STS sont tenus de se conformer a des parties sélectives de la
présente Norme internationale seulement, celles-ci sont I'objet du contrat d'achat (voir aussi
Article C.11).
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NOTE Bien qu'elle ait été mise au point pour les systéemes de paiement pour I'électricité, la norme prend
également des dispositions pour les jetons utilisés dans d'autres services d'entreprise de distribution, tels que
I'eau et le gaz.

2 Références normatives

Les documents suivants sont cités en référence de maniére normative, en intégralité ou en
partie, dans le présent document et sont indispensables pour son application. Pour les
références datées, seule I'édition citée s’applique. Pour les références non datées, la
derniére édition du document de référence s’applique (y compris les éventuels
amendements).

IEC 60050 (toutes les parties), Vocabulaire Electrotechnique Internafiona
<http://www.electropedia.org>)

(dispenible a

IEC62051:1999, Electricity metering — Glossary of terms (disponibl

IEC for
stan

IEC nt —
Part 5Ses
1 et|2)

IEC 62055-51:2007, Electricity metering — sfer
spegification (STS) — Physical layer prots ' ay numeric and magnetic card token
carrlers (disponible en anglais seulement)

IEC [62055-52:2008, Elecici sfer

spegification (STS) — protocod for a fwo-way virtual token carrier for direct focal
connection (disponible aAghais seulame
ISOJIEC 7812—1!!
syst

ring

ISO
regi

and

ANS
Stan

onal

FIP$ PUB<46-3:1999, Federal Information Processing Standards Publication - Data
Encfyption Standard (disponible en anglais seulement)

3 Termes, définitions et abréviations

3.1 Termes et définitions

Pour les besoins du présent document, les termes et définitions donnés dans I'lEC 60050-
300, I'IEC 62051, I'lEC 62055-31 ainsi que les suivants s'appliquent.

NOTE Lorsqu'il existe une différence entre les définitions de la présente Norme et celles contenues dans
d'autres normes IEC de référence, les définitions de la présente Norme prévalent.

Le terme "compteur" est utilisé de fagon interchangeable avec "compteur a paiement”, "compteur a prépaiement" et
"décodeur", lorsque le décodeur est une sous-partie d'un compteur a paiement d'électricité ou d'un compteur a
paiement en plusieurs parties.
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Le terme “POS” est utilisé comme synonyme de “CIS” (systéme d'information des consommateurs), de “SIG”
(Systéme d'informations de gestion) et de “TSP” (Terminal de saisie portable) en ce sens que les jetons peuvent
également étre générés par ces entités et transférés entre elles et le compteur a paiement.

Le terme “entreprise de distribution” est utilisé pour signifier le fournisseur du service dans un sens général. Dans
les marchés libéralisés, la partie contractante réelle qui agit comme le "fournisseur" du service au consommateur
peut ne pas étre l'entreprise de distribution traditionnelle en tant que telle, mais peut étre une tierce partie de
fournisseur de service.

3.1.1

spécification d'accompagnement
spécification gérée par la STS Association, qui définit une instance spécifique d'un
MeterFunctionObject (voir 5.5 et Article C.8)

3.1.

décodeur
partle intégrante de la TokenCarrierToMeterInterface d'un comptew
les fonctions du protocole de couche application et qui permet qu
jetoms aient lieu entre un POS et le compteur a paiement

3.1.3
numéro de série de compteur
nomlpre associé a la partie métrologique du compte

Note |1 a I'article: Dans un compteur a paiemg
et le puméro de série de compteur peuvent étfe syns
paiement en plusieurs parties.

deur)

3.1.4
jeton
soug-ensemble d'élémen e e instruction et de l'information qui gont
présentes dans I'APDU deNa co K i POSToTokenCarrierinterface, et quj est
éga}ment transféré vers ¢ : lemaeny au moyen d'un support de jeton (l'inverse
est ¢galement vraj da j enwoyé du compteur a paiement vers le POS)

3.1.%
support de jeton
support qui est u
un jeton est

compteur a paiem

quel
rs le

3.1.6

sysféme de support\de jeton unidirectionnel

systeme de.Comptage pour paiement qui utilise des supports de jetons qui transfdrent
I'infgrmation dans un seul sens — du POS vers le compteur a paiement

3.1.7

transaction a base de jeton

traitement d'un jeton quelconque par le compteur a paiement qui a l'effet matériel sur la
quantité, la valeur ou la qualité du service a fournir au consommateur sous le contrdle du
compteur a paiement (pour les bonnes pratiques courantes, cela signifie des jetons de Classe
0 et de Classe 2)

3.1.8
pris(e) en charge
aptitude a accomplir une fonction définie

Note 1 a l'article: Si une fonction prise en charge est désactivée, elle reste prise en charge.
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Abréviations

American National Standards Institute (Institut national de normalisation des
Etats-Unis d'Amérique)

ApplicationProtocolDataUnit (Unité de données de protocole d'application)
CertificationAuthority (Autorité de certification)

CountryCode (Code de pays)

Customer Information System (Systéme d'information des consommateurs)
CryptographicModule (Module cryptographique)

CMAT

CMIp
COHR
CR(
DAC
DCTK
DD
DDTK
DEA
DES
DITK
DK

DKGA

DKR
DOER
DRN

DSN
DUTK
EA
ECB
ETX
FAC

CryptographicModuleAuthenticationCode (Code dauthentification de module
cryptographique)

CryptographicModuleldentifier (Identificateur de module cryptographigue)

Code of practice (Code de bonnes pratiques)

CyclicRedundancyCode (Code de redondance cyclique

ASCIIEnd of Text character (Caractére fin de texte ASCII)
FirmwareAuthenticationCode (Code d'authentification de firmware)

FIPS

FOIN
FS
GPRS

GSM

TSP
IAIN

Eaodaral lnformaatin s Deasnaccina Ot
roOCTar o TatoTT T TOUT SISy Ot \"

traitement de l'information)
FunctionObjectldentificationNumber (Numéro d'identification d'objet fonction)
FieldSeparator (Séparateur de champ)

General Packet Radio Service (Service général de radiocommunication en
mode paquet)

Global System For Mobile Communications (Systéme global de
communications mobiles)

HandHeldUnit (Terminal de saisie portable)

IndividualAccountldentificationNumber (Numéro d'identification de compte
individuel)

Identification; Identificateur
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[IN IssuerldentificationNumber (Numéro d'identification d'émetteur)

RNIS Réseau numérique a intégration de services

ISO International Standards Organisation (Organisation internationale de
normalisation)

ISO BIN Remplacé par IIN

KCT KeyChangeToken (Jeton de changement de clé)

KEK KeyExchangeKey (Clé d'échange de clé)

KEN KeyExpiryNumber (Numéro d'expiration de clé)

KLF KeyLoadFile (Fichier de chargement de CIes)

KM( KeyManagementCentre (Centre de gestion de clé)

KMI KeyManagementinfrastructure (Infrastructure de gestion dé ©

KMS KeyManagementSystem (Systéme de gestion de clé)

KRN KeyRevisionNumber (Numéro de révision de clé)

KT KeyType (Type de clé)

LAN Local Area Network (Réseau local)

LRQ

MF(

Mfr

Ml

SIG|(MIS)

MPL

MPRUL

NIST

NKHO

NKLO

NWIP

(OR)

PAN

PLC

POS BointQfSale (Point de vente)

PRN Printer (Imprimante)

RTHC Réseau téléphonique public commuté

RND RandomNumber (Nombre aléatoire)

RO Rollover (Passage par zéro)

SG SupplyGroup (Groupe d'alimentation/approvisionnement)

SGC SupplyGroupCode (Code de groupe d'alimentation/approvisionnement)

STA Standard Transfer Algorithm (Algorithme de transfert normalisé)

STS Standard Transfer Specification (Spécification de transfert normalisé)

STSA Standard Transfer Specification Association (STS Association, Association de
Spécification de transfert normalisé)

STX ASCII Start of Text character (Caractére début de texte ASCII)

TCDU TokenCarrierDataUnit (Unité de données de support de jeton)
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TCT TokenCarrierType (Type de support de jeton)

TDEA Triple Data Encryption Algorithm (Algorithme de triple chiffrement de données)

TI Tariffindex (Index de tarifs)

TID Tokenldentifier (Identificateur de jeton)

ucC UtilityCode (Code d'entreprise de distribution)

VCDK VendingCommonDESKey (Clé DES commune de vente)

VDDK VendingDefaultDESKey (Clé DES par défaut de vente)

VK VendingKey (Clé de vente)

VUQOK VendingUniqueDESKey (Clé DES unique de vente)

WAN Wide Area Network (Réseau étendu)

XOR OU exclusif (logique)

3.3 | Notation et terminologie

Touf{ au long de la présente Norme, les régles suivantes sont ob e ela

dénpmination des termes:

e Ies noms d'entité, les noms d'élément de donnég ction et les noms de
processus sont traités comme des classes d'obj ‘ ivent des noms gous
In forme d'expressions dans lesquelles les/n 2 najuscules et aboutés s$ans
g@spaces. Par exemple: ges,
EncryptionAlgorithm07 comme de
processus (voir la note);

e Uyne référence directe (spécifiquej a une S en
majuscules, alors qu : exte
gonventionnel, a savai i ans espaces. Un exemple de référgnce
directe est "Le Supply& C e de
¢ompteurs", alors 5 ode
de groupe d'alj

e d'autres term bour
"Réseau télépho

NOTE dans

les n 'IEC,

afin g M.

4

Dan e |a

con

i au

Les nombres sont généralement au format décimal, sauf indication contraire. Tout chiffre sans
indicateur sous-entend le format décimal.

Les valeurs des chiffres binaires se situent dans la plage 0 a 1.
Les valeurs des chiffres décimaux se situent dans la plage 0 a 9.

Les valeurs des chiffres hexadécimaux se situent dans les plages 0 & 9, A a F et sont
indiquées par “hex”.
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5 Modéle de référence pour la spécification de transfert normalisé

5.1

Supply
network

connected supply

Diagramme fonctionnel de référence pour compteur a paiement générique

IEC 62055-4x series and |IEC 62055-5x series

Supply Interface
P

Accounting
function

Meter
Application
Process

Metering
function

|

metered supply

Delivery
function

Time ‘
function

Token Carrier to
Meter Interface
function

Test functions

N\
Display functig s~

Load Interface

delivered supply
ey
A

Légende

IEC 0989/14

ZANNLTLH

Francgais

Tokep«\ \ \\ \

Jeton

Support de jeton

Tolon I S8

Token C}Ne{to Mé\er Interface function

Fonction de I'interface Support de jeton/Compteur

Accounting'fu n}t"rs.n/

Fonction de comptabilisation

Metering function

Fonction de comptage

Delivery function

Fonction de livraison

Supply network

Réseau d’approvisionnement

Load circuit

Circuit de charge

metered supply

alimentation comptée

delivered supply

alimentation livrée

connected supply

alimentation connectée

Display functions

Fonctions d’affichage

Recording functions

Fonctions d’enregistrement

Test functions

Fonctions d’essai

Security functions

Fonctions de sécurité

Time function

Fonctions de temps
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Anglais

Francgais

Meter Application Process

Processus d’application de compteur

Supply Interface

Interface d’alimentation/approvisionnement

Load Interface

Interface de charge

User Interface

Interface utilisateur

IEC 62055-4x series and IEC 62055-5x series

Série IEC 62055-4x et série IEC 62055-5x

Figure 1 — Diagramme fonctionnel en blocs d'un compteur
a paiement générique en une seule partie

La dqérie IEC 62055-4x traite principalement du protocole de couche application et la-s

IEC 62055-5x du protocole de couche physique de la TokenCarrierTloMetexinterface
Tokg¢nCarrier est inclus dans la Couche physique. Dans la présente e Dec
(dédodeur, voir Article 3) est défini comme étant la partie intégrante pteur a“paier

ou spnt situées les fonctions de la Couche application de la TokenGa S terfac

dong¢, un DRN lui est alloué (voir 6.1.2.3).

NOTE Les MeterFunctionObjects font I'objet d'un débat plus approfond

Danpg un compteur a paiement en une seule parti
situges dans une seule enveloppe telle que repré

essentielles

lequel le décodeur est intégré a la fonction ) et le”"DRN peut donc

facuftativement synonyme du numéro dé

Danp un compteur a paiement en plusie

vCafrierToMeterInterface peut

situge dans une enveloppe séparée dé ceIIe de tion de comptage, par exemple

peuf tout aussi bien se trouver dans
progre numeéro de série de g

Sé”l de compteur, i d ent difféxerit et est ainsi marqué sur I'envelg
contenant le décodeur

Dang tous les c@ s riise en ceuvre de la Couche application et il
dong¢ y avoir un s S sié aun cempteur a paiement, qu'il soit en une seule parti

en plusieurs parties \ i axoir plus d'une mise en ceuvre de la Couche phys

dang le méme co

Les [fonctions\de uche ation et les fonctions de Couche physique peuvent égaler
étre|situge nweloppes distinctes, auquel cas le marquage (voir 8.3) du DRN ¢
codeg EAe \r la partie qui contient le point de connexion du TokenCarrier physi
Celg peut é necteur de cables ou de modem pour un support de jeton virtue

clavler numerlq pour un support de jeton numeérique ou un lecteur de carte magnét
poull un support de™eton de carte magnétique, par exemple (voir également 5.2 pour

d'expmples de supports de jeton).

érie

Le
bder
nent
b et,

sont

ci-dessus, cas dans

étre

étre
qui
son

arp de

ppe

il{doit

e ou
que

hent
t du

igue.

, un
que
plus

Pour une description plus compléte des classes de fonctions des compteurs a paiement, voir

'EC 62055-21.
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5.2 Modeéle de référence de protocole STS
POS METER i
Application Application oo »  MeterFunctionObjects
—~ Process Process |
3 |
o 9 A
h ( W Companion Specifications
B I(n\’/ Management
g 0.1 6.2 0.5 K j
2
- 6.4 Application Layer Application Layer 7.2
6:5 Protocol Protocol 7:3
- A
v
3
@
N Physical Layer
E Protocol
wn
o
o~
o
g Token Carrier
POSToTokenCarrierinterface
IEC 0990/14
Légende
APDU ApplicationPrg données au protocole de couche application
TCOHU TokenCarrierDatat
Les|références de la présente Norme sont indiquées a c6té de chaque
encpdré.
Légende
< Francais
T)ken(Q’eﬁw'QN \\ \ Support de jeton
PnysicMeWtc}s@\) Protocole de couche physique
Application Lhe\Prot(%ol Protocole de couche application
TEDU TCDU
I\/'ETER Application Process Processus d’application COMPTEUR
PI’\O A L ' D D ol H ' InYaYal
OSAppHeationrocess Processus-dappheatonPOS

APDU

APDU

IEC 62055-5x series

Série IEC 62055-5x

Key Management

Gestion de clés

POSToTokenCarrierinterface

Interface POS/Support de jeton

Companion Specifications

Spécifications d’accompagnement

TokenCarrierToMeterlnterface

Interface Support de jeton/Compteur

MeterFunctionObjects

Objets fonction de compteur

Figure 2 — STS modélisée comme une pile protocolaire OSI réduite a 2 couches
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La STS est un protocole de transfert sécurisé de données entre un POS et un compteur a
paiement utilisant un support de jeton comme support de transfert. Le protocole de couche
application traite des jetons et des fonctions et processus de chiffrement, alors que le
protocole de couche physique traite du codage réel des données du jeton sur un support de
jeton (voir Figure 2).

Les exemples des dispositifs supports de jetons physiquement transportables sont: les
numériques, les cartes magnétiques, les cartes a mémoire et les clés a mémoire. Des
exemples de supports de jetons virtuels sont: modem RTPC, modem RNIS, modem GSM,
modem GPRS, modem radio, modem PLC, connexions en infrarouge, connexions LAN et
WAN, connexion locale directe lls sont définis dans la série IEC 62055-5x.

Il dqgit étre noté que méme si le modéle décrit principalement un POS au/suppart de,jetoh au

prot ) orte
quel i iti i exi i 2 pai exemple
CIS,

Bien elle
n'exg erdit
pas aires) entre les deux
coug¢hes montrées dans le modéle.

L'ARDU est l'interface de données au protogolg \de i application, 3cifié lans
'IECG 62055-41, tandis que la TCD ~ < che
physique, spécifiée dans la série IEC €

La § s$ens
(as ette
égal une
futu

5.3
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POS APDU 1cbU Connector Token Carrier
Application . . ’ ’
Process i 3 | |
. i Application Layer ! Physical Layer | i
| | « S 1
: \ ! :
| | (IEC 62055-41) ! (IEC62055-5x) ! 1
Token — TCDUGeneration —
: TokenData : EncodeToken :
KeyAttributes
— — EncodelD
IDRecord — —
TCT
»
PRNRecord
>
IEC 099114
Légende
Anglais \_/ Francais

TEDUGeneration
E

hcodeToken

Géngration te TCDU
der\$§j n

ecific to each TokenCarrigf{yrk\(

\S-pgéc\qufe a chaque type de support de jeton

DS Application Proces

\mpéssus application POS

PDU

DAPDU (Unité de données de processus application)

N
bplication LayeNﬁ(iﬁé){S-M)\ \

Couche application (IEC 62055-41)

CDU

TCDU (Unité de données de support de jeton)

Couche physique (IEC 62055-5x)

brmector ¢ SN S

Connecteur

Support de jeton

E NN

Jeton

bken NN
N

bkenData

Données du jeton

S
P
A
A
T A\ N
Physical Layer (I 6\2935-\5” N_
c
T
T
T
K

eyAttributes

Attributs de clé

IPRecord

Enregistrement d’'ID

EhcodelB

CoderllD

TCT Type de support de jeton
PRNRecord Enregistrement de PRN
PrintText Imprimer le texte

Figure 3 — Flux de données du POSApplicationProcess vers le TokenCarrier

Le flux de données du POSApplicationProcess vers le TokenCarrier est montré a la Figure 3.

Le POSApplicationProcess présente a I'APDU le jeton accompagné des KeyAttributes de la
DecoderKey a utiliser pour chiffrer le jeton. Le protocole de couche application génére la
DecoderKey, chiffre le jeton et présente les TokenData obtenues dans la TCDU. Le protocole
de couche physique code les TokenData sur le TokenCarrier. En option, les données
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d'identification du compteur a paiement peuvent également étre codées sur le TokenCarrier
(voir 5.2.4 dans I'lEC 62055-51:2007, par exemple) ainsi que le texte imprimé sur la surface
extérieure (voir 5.1.5 dans 'lEC 62055-51:2007, par exemple). Cette partie du processus se
termine essentiellement avec le codage des données sur le TokenCarrier, aprés quoi le
TokenCarrier est transporté vers le compteur a paiement (habituellement par le client), ou il
est introduit dans le compteur a paiement par l'intermédiaire de la TokenCarrierinterface.

5.4 Flux de données du TokenCarrier vers le MeterApplicationProcess
Token Carrier Connector TCDU APDU Meter
. . . . Application
i i ! ! Process
§ § Physical Layer § Application Layer 3 .
| | N ( A | :
| | (IEC 62055-5x) | (IEC 62055-41) f |
APDUEXxtraction
TokenRead (\r\
EnterToken — TokenData oken
Q—.—VQ > & \ > 7/\
TM._/ TokenLockout \
M
‘ < f"ﬁ"‘{at AN .
V Ll
1 c@enRerlt P)
] _/
Okenkrase
TokenWrite
Result \
[ ) N > TokenCancellation
N
speac TokenCatrielypé
IEC 0992f14
Légend<\
{ \ \‘Anb\ais Francais
okenb’a{{ieN \V Support de jeton
Connector Connecteur
Physical Layer (IEC-62055-5x) Couche physique (IEC 62055-5x)
Tcbu TCDU
Application Layer (IEC 62055-41) Couche application (IEC 62055-41)
APDU APDU

Meter Application Process Processus application compteur

EnterToken Introduire le jeton
TokenRead Lire le jeton

Correction Correction
TokenLockout Verrouillage de jeton
APDUEXxtraction Extraction d’unité APDU
TokenData Données du jeton
Token Jeton

AuthenticationResult

Résultat de I'authentification

ValidationResult

Résultat de la validation

TokenResult

Résultat jeton
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Anglais Francgais
TokenErase Effacer le jeton
TokenCancellation Annulation de jeton
TokenWrite Ecrire le jeton
Result Résultat
specific to each TokenCarrierType spécifique a chaque type de support de jeton

Figure 4 — Flux de données du TokenCarrier vers le MeterApplicationProcess

Le flux de données du TokenCarrier vers le MeterApplicationProcess est montré a la Figure 4.

Le grocessus d'introduction du jeton en provenance du TokenCarrier varje
ménpe, la nature du connecteur varie en fonction du TCT, dont un X
clavler numérique ou un dispositif lecteur de carte magnétique prenanten chiarge las supq

elon le TCT

De

orts

de je¢ton unidirectionnel tels que spécifiés dans I'lEC 62055-51.
NOTE D'autres types de connecteurs sont requis pour prendre en charge d' ) 3 ts de jeton|, tels
qu'un| dispositif de lecteur de clé a mémoire ou un connecteur enfichable 2 i Nierminal de/saisie poftable
agissfant comme support de jeton virtuel. De tels supports de jetorypetnent étre~spécifiés dans des parties
supplémentaires de I'lEC 62055-5x dans le futur.
Le pgrotocole de couche physique lit les données du | QiS|ES fournit une immédiate
rétrqaction corrective a l'utilisateur (voir 6.3 )07, par exemple). |Les
donmées du jeton saisies sont prés A le protocole de couche
application extrait le jeton par une i ié dechiffrement, validatioh et
authientification, dont les résultats son X S terApplicationProcess dans I'ARDU.
Aprés traitement et exécution de l'insirueti z on, le MeterApplicationProg¢ess
indique le résultat dans I'APDU pour que | couche application entreprenne|une
actign ultérieure. Cela provQque norm G ion du TID et la remise de l'instruction,
par |'intermédiaire de la : couche physique de parachever le procegsus
de gaisie de jeton pa donnéesvdu jeton (si cela est approprié) ou| par
I'écrjture d'autres donnée i * ) Carrier selon ce qui peut étre approprié¢.
support de jeton virtuel a grande vitesse,| par

Pouf certains t@ &
exemple), le protocqlé de'¢

e peut utiliser une fonction de verrouillage de saisie

de jéton pour protége teur azpdiement contre des tentatives de fraude. Typiquemnent,
une|telle fonctioR entit le débit effectif, auquel les jetons peuvent |étre
intrgduits par ¢ pport de jeton particulier (voir 6.6.7 de I'lEC 62055-52:2008 par
exemple).

55| Me ts / spécifications d'accompagnement

La Fkigure 1 permet de voir que la TokenCarrierToMeterlnterface, qui inclut également le

Tok
Met
spé

rEunctionObjects restants montrés dans le diagramme sont définis dans

nCarrier, est fraitée dans la série IEC 62055-4x et la série IEC 62055-5x.
ifications d'accompagnement et ne sont pas normatifs dans la présente Norme.

Les
des

Les spécifications d'accompagnement (voir Figure 2) sont sous le contréle administratif (voir
Article C.8) de la STS Association et servent a définir la fonctionnalité d'un compteur a
paiement d'une maniére normalisée, en utilisant une approche orientée objet.
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5.6 Numéros de référence des transactions ISO
Payment Meter
associated with
ISO transaction
MeterPAN reference number
COMPTISES
A 4 A
1IN I IAIN / DRN I PANCheckDigit
comprises
A A Y
C MfrCode X DSN IDRNCheckDigit)
C 0993/14
Légende /\

Anglais M\ \v} /Fr?\ng}is\
Payment Meter Compte/u(’a\gale?él\\( > ( ( 3 ‘\>
asdociated with associé\a\ \ \ )
MeterPAN Numéro @mpt@gﬁh@i@\w compteur
ISQ transaction reference number | Numéro \SO c(é&ér(%c\e\% Ia>ransaction
IIN ¢ \] Ngméro digentifigation d'detteur
IAIN / DRN meéro d'i ffication de compte individuel /Numéro de référence de

[\ décdde

PANCheckDigit /\ \ bﬁ{ffre\%%{ifi&ion du numéro de compte primaire
corhprises \/ \/\ \c\om}vgnd\
MfriCode /\\ Code Mucteur
psN N\ Numérd de série de décodeur
DRNCheckDiQt hiffre de vérification du numéro de référence de décodeur

Le T
relafions tels.que

Une

osition d'un numéro de référence de transaction ISO

uméro derxéférexce de transaction 1ISO comprend les éléments de données et |
trés a la Figure 5.

tramsaction a base de jeton (voir Article 3) constitue une activité financiére qu'il

eurs

est

nécessaiTe de trafiter ConformenTent auxX Donmes pratiques fimancieres mormmatisees:

Le PrimaryAccountNumber (PAN) tel que défini par I''ISO/IEC 7812-1 sert a étiqueter des
enregistrements, messages, demandes, autorisations et notifications de transaction, dans
lesquels les parties prenantes de la transaction sont identifiables de fagon univoque.

Un compteur a paiement est ainsi associé de facon unique a un MeterPAN, un numéro
composé constitué de I'lIN et de I'lAIN/DRN, qui, a son tour, comprend le MfrCode et le DSN
(voir 6.1.2).
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6 Protocole de couche application POSToTokenCarrierinterface

6.1

6.1.1

APDU: ApplicationProtocolDataUnit

Elém

ents de données dans I'APDU

L'APDU, qui est l'interface de données entre le POSApplicationProcess et le protocole de
couche application, comprend les éléments de données indiqués dans le Tableau 1.

Tableau 1 — Eléments de données dans I'APDU

Elément Contexte Format Référlence
MetelPAN MeterPrimaryAccountNumber pour I'identification conforme a . 6.1.2
, . 18 chiffr
I'ISO pour le compteur a paiement
N
TCT Désigne quel TokenCarrierType il convient d'utiliser dans le
protocole de couche physique pour transporter le jeton vers | chiffres 6.1.3
compteur a paiement
DKGA Désigne quel DecoderKeyGenerationAlgorithm est a utiliser pch\ .
P Ny 2\chiff 6.1.4
générer la DecoderKey \
EA Désigne guel algorlthme de chiffrement est a r ra%ﬁre\\ﬁw)hiffres 6.15
les données du jeton
SGC Désigne le SupplyGroupCode auquel le coinpteur a paie entét\/ 6 chiff 6.16
alloud (\ /\ chiffres A
TI Désigne le Tariffindex aL{uel\e\C(@pﬁur@ pai{mehts’sty‘eré 2 chiffres 6.1.7
KRN Désigne le KeyRevisionNumber sux legquel | Deche 1 chiffre 6.18
trouve
KT Désigne le KeyType sur Ie((\quel a coWsQrouve 1 chiffre 6.1.9
KeyEkpiryNumber | Nombre agsocié VendingKey &tja)une DecoderKey qui .
: 8 bits 6.1{10
determme dur pendaniNa eIIe acl ste valide
Toke Les dgnn&es jeton téelNgs-a an r au compteur a 66 bits 6.4.1
ye\em nt avanichiffrement-gt trarttement
IDRe¢ord \g}) \ fac Ita\fv/s destinées a étre codées sur
\un compteur a paiement ou sur un 35 chiffres Tabldau 2
je
PRNRecord \;)ﬁeés/n%l facultatives destinées a étre
&me temps que le codage du jeton sur le
ins supports de jeton tels que les dispositifs
ue sur papier permettent l'impression sur la Texte non N
ace de\a carte elle-méme et cette opération peut étre défini
le dispositif de codage de carte magnétique. Le
le format ne sont pas spécifiés et chaque systéme
\Qeut Igs définir a sa discrétion selon ses exigences particuliéres.
L'IDRe¢ord facultatif comprend les éléments de données consignés dans le Tableau 2.
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Tableau 2 — Eléments de données dans I'I[DRecord

Elément Contexte Format Référence
MeterPAN MeterPrimaryAccountNumber pour l'identification conforme a 18 6.1.2
I'ISO pour le compteur a paiement chiffres
DOE Date d'expiration facultative des données d'identification telles que 4 chiffres
codées sur la carte d'identification d'un compteur a paiement ou le 6.1.11
support de jeton (voir 'lEC 62055-51 pour un exemple)
TCT Indique quel TokenCarrierType est associé a ce MeterPAN 2 chiffres 6.1.3
EA Indique quel algorithme de chiffrement est associé a ce MeterPAN 2 chiffres 6.1.5
SG(Q Indique quel SupplyGroupCode est associé a ce MeterPAN 6 chiffres 6\116
TI Indique quel Tariffindex est associé a ce MeterPAN (2 ctﬁﬁ{ 6.1)7
KRN Indique quel KeyRevisionNumber est associé a ce MeterPAN A( 1(6hQ‘re 6.118

6.1.2 MeterPAN: MeterPrimaryAccountNumber
6.1.2.1 Eléments de données dans le MeterPAN

Le MeterPAN est un numéro d'identification unig

nent

conflorme a la STS. Il comporte les 3 parties donnéeg ala
défipition du PAN (PrimaryAccountNumber) de I'
Tableau 3 — Elémehnts

Elément (Co \ Format Référence

IIN IssuerldentifizationNumber ( umé‘v@enti icaligh d'émetteur) 4/6 6.1.4.2
chiffres
N

IAIN

chiffres T

/ DRN Individudhcco tlde\‘ntifw WCoderReferenceNumber 11/13 6143

PANCheckDigit @rm |e§aur ve’r@er "nté&"@W et de IAIN 1 chiffre | 6.1.4.4
NOTE Le premier chiffre’ds MNIN est chﬁm@oids fort du MeterPAN & 18 chiffres et le PANCheckDigit dst
le ch

iffre de poids faipk-i-.

6.1.2.

L'TIN
d'lA

domjaine défini.

le Code de bonnes pratiques de gestion de cet élémen

de

est.un“nombre unique de 6 chiffres qui définit un domaine, sous lequel d'autres valpurs

N (c'est-a-dire des valeurs de DRN) peuvent étre émises pour étre utilisées au sein

du

L'intention et le but initiaux de I'lIN étaient de pouvoir étiqueter des transactions financiéres
afin de les identifier de fagon unique et les acheminer vers les comptes financiers appropriés
engagés dans une transaction. L'lIN était donc censé étre émis par I'lSO dans le cadre du
plan d'enregistrement donné dans I'ISO/IEC 7812-1 et I'ISO/IEC 7812-2. Cependant, cela
s'est avéré irréalisable dans la pratique et la valeur 600727 pour I'lIN est dés lors devenue la
norme de facto pour les systéemes hérités utilisant un DRN de 11 chiffres.

Par la suite, il est devenu nécessaire de prendre également des dispositions pour les DRN de
13 chiffres (tels que définis en 6.1.2.3.1) et dans ce cas, I'lIN doit &tre 0000 (quatre zéros).

Voir

aussi C.3.2 pour la gestion de cet élément de données.
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6.1.2.3 IAIN: IndividualAccountldentificationNumber/
DRN: DecoderReferenceNumber

6.1.2.3.1 Eléments de données dans I'lAIN / DRN

Un DRN unique doit étre alloué au dispositif qui exécute le protocole de couche application
dans un compteur a paiement conforme a la STS.

NOTE Dans un grand nombre de systémes, la partie "décodeur" est intégrée a la partie de comptage et, donc, le
DRN peut étre synonyme du numéro de série de compteur.

s le

Tableau 4 — Eléments de données dans I'lAIN /
PN

Elément Contexte & \ Foh‘r\at R%érence
MfrCode Nombre pour identifier de fagon unique un constructeur de 4 6.1.2.3.2
compteur a paiement \thf S
8

DSN Numéro de série a huit chiffres alloué par le constfucteu 6.1.2.3.3
chiffres
DRINCheckDigit Check Digit; Formule pour vérifier I'intégrit(duwCo}Kt DSN 1 6.1.2.3.4
chiffre
N\ IN

NOTE Le MfrCode est constitué des 2/4 chiffses de pojds fork dG DRN @1/13 hiffres et le DRNCheckDig
est Je chiffre de poids faible. (96\

Les [valeurs du MfrCode doivent toujours é%tl ié

Le DSN doit étre justifié ardroit até 5

a droite et complétées de 0 a gauche.
6.1.2.3.2 Mf :

Le NifrCode est un -Chiffrés qui doit étre utilisé pour identifier de fagon unjque
le constructeur dy :

—

auche pour obtenir une chaine compléte

La §TS Asso 9 i grvice pour l'allocation des valeurs de MfrCode pour identifier
de faconAdhig uctelrs afin d'assurer l'interopérabilité des matériels conformes|a la
STS|
Voir|laussi C(3)3 peur la gestion de cet élément de données.

6.1.2.3.3 DSN: DecoderSerialNumber

Le DSN est un numéro de série unique a 8 chiffres qui est généré en interne par le
constructeur. Chaque constructeur est responsable de l'unicité du DSN en ce qui concerne
son MfrCode.

Voir aussi C.3.4 pour la gestion de cet élément de données.

6.1.2.3.4 DRNCheckDigit

Le DRNCheckDigit est un chiffre unique utilisé pour valider l'intégrité des valeurs du MfrCode
et de DSN lorsqu'elles sont saisies manuellement ou lues par une machine. Il s'agit d'un
chiffre de vérification modulo 10, calculé a I'aide de la formule de Luhn, de la fagon illustrée
dans I'Annexe B de I'ISO/IEC 7812-1:2000. Il est calculé sur les 10/12 chiffres précédents du
DRN généré par la concaténation des valeurs du MfrCode et du DSN.
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6.1.2.4 PANCheckDigit

Le PANCheckDigit est un chiffre unique utilisé pour valider I'intégrité des valeurs de I'lIN et de
I'lAIN lorsqu'elles sont saisies manuellement ou lues par une machine. La méthode utilisée
pour calculer la valeur de PANCheckDigit est donnée en 4.4 de I'lSO/IEC 7812-1:2000. Cette
valeur est calculée sur les 17 chiffres précédents du MeterPAN généré par la concaténation
des valeurs de I'lIN et de I'lAIN.

6.1.3 TCT: TokenCarrierType

Il s'agit d'un nombre de 2 chiffres utilisé pour identifier de fagon unique le type du support de
jetofi sur Tequel T convient de coder e Jeton pour le iransiert vers le compieur a paienjent.
Les |valeurs pour les types de support de jeton sont données dans le Tabl

Tableau 5 — Types de support de jeton/\ %
Cpde TokenCarrier Compm{nt\KireR

DO Réservé Pour affectation future & \ \ >

D1 Carte magnétique Conformément a I'lEC éo\sxi\ \ \
N

D2 Numérique Conformément ayEC‘&QS\-M

03-06 Réservé Systémes hérités uti ntd \m\}}es de support de jetg
proprleta|re/s,\
05

D7 Support de jeton virtuel (Virtual nformgtrent & I'lEC 6
Token Carrier (VTCO07))

=}

08-99 Réservé

Les [valeurs inférieures a (10 i ' 2 [ 5té 2 (par
exemple: 01, 02-09).

6.1.4 DKGA: !::

Il s'ggit d'un nom ‘
poutl générer la D
6.

iliser
eau

ableau 6 — Codes de DKGA

XK
Cagde \ﬁg}r%m\m Commentaires Référejnce

qQo Rés}rvé\ Pour affectation future X
Q1 DKGAO01 Nombre limité des premiers compteurs a paiement hérités 6.5.33
conformes a la STS. Annulé et remplacé par DKGA02 |
q2 DKGAO02 Systéme utilisant la diversification de VendingKey en DES 64 bits 6.5.3[4
03 DKGAO03 Systéme utilisant la double diversification de VendingKey en DES
) 6.5.3.5
64 bits
04-99 Réservé Pour affectation future X

DKGAO2 est I'algorithme a utiliser pour les systémes actuels, soumis aux critéres pour DKGAO1.

DKGAO3 est I'algorithme a utiliser pour les futurs systémes exigeant un plus haut niveau de sécurité en ce qui
concerne la protection de la VendingKey par attaque par force brute.

Il convient que l'introduction de DKGAO3 coincide préférentiellement avec le passage de STA a DEA (du code
EA 07 au code EA 09). Voir aussi 6.1.5.

Les valeurs inférieures a 10 doivent étre justifiées a droite et complétées de 0 a gauche (par
exemple: 01, 02-09).
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EA: EncryptionAlgorithm

Il s'agit d'un nombre de 2 chiffres utilisé pour identifier de fagon unique I'algorithme a utiliser
pour chiffrer les données du jeton. Les valeurs des codes EA sont données dans le Tableau

7.
Tableau 7 — Codes EA
Code EncryptionAlgorithm Commentaires Référence
00 Réservé Pour affectation future X
01F0% Reserve Systemes proprietaires neriies X
a7 STA Sysfté.,-mes utilisapt I'algorithme de transfert normali ue 6.5.4] 1
défini dans la présente Norme
g8 Réservé Systémes propriétaires hérités X
do DEA Systemes utilisant I'algorithme de chiffreme t née te)\\% 5.k
que défini dans I'ANSI X3.92 e
10 Réservé Systémes propriétaires hérités \ \ \ X
1199 Réservé Pour affectation future < \ \ X
Il egt recommandé de coordonner le choix du code EA 09 avec lg'choixde G\\03 a nMdmre au maximum
I'effpt sur les systéemes existants dans la base installée (voir 6. 4
Les |valeurs inférieures a 10 doivent étre | a droite Qc plétées de 0 a gauche.|Par
exemple: 01, 02-09.
6.1.6 SGC: SupplyGroupCode
II s'agit d'un nombre unigue a l'entreprise de distribution, qui| est
enrggistré au sein du r identifier de fagon unique un sous-group¢ de
compteurs a paiement/a ourniture ou de distribution de I'entrepris¢ de
distribution. Chag VendingKey qui lui est associée et, donc, chgque
com[)teur a paien a une DecoderKey dérivée qui lui est assogiée.
L'autorisation des ve c commandée par la distribution sélective de t¢lles
clés|VendingKey &t a des agents de vente de jetons habilités explojtant
des gervices PO entreprises de distribution
La gestion de sfion des VendingKey sont complétement sous le contréle du
KMS§ et sont
Les |valeurs jinferieures a 6 chiffres décimaux doivent étre justifiées a droite et complétéep de
0 a gauchgxPar exéeniple: 000001, 000002..000009.
Le §GC/hérite de son type de Il'attribut KT de la VendingKey (voir 6.5.2.2.1), a laquelle i est

as

socle selon le Tableau &.

Tableau 8 — Types de SGC et types de clés

€ | Typedesac TR de Yendinghey TR do Dacoderioy
0 Initialisation Non spécifié DITK
1 Default (valeur par défaut) VDDK DDTK
2 Unique VUDK DUTK
3 Common (commune) VCDK DCTK
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Voir aussi C.2.2 pour le Code de bonnes pratiques de gestion de cet élément de données.

6.1.7 TI: Tariffindex

Nombre de 2 chiffres associé a un tarif particulier qui est alloué a un consommateur
particulier. La maintenance et le contenu des tableaux de tarif sont de la responsabilité de
I'entreprise de distribution.

Les valeurs inférieures a 10 doivent étre justifiées a droite et complétées d’'un 0 a gauche
(par exemple: 01, 02.. 09).

Le T|l est également codé dans la DecoderKey, ce qui signifie que quand un_client passe d'un
Tl all'autre, il faut aussi que sa DecoderKey change (voir 6.5.2.1).

NOTE Le codage de cette valeur lorsqu'elle est utilisée dans le ControlBloc
décogleur (voir 6.5.3.2) est sous la forme de deux chiffres hexadécimaux, alors que
jeton| Set2ndSectionDecoderKey (voir 6.2.8) est sous la forme d'un nombre b &

index de tarif de 99 en décimal est codé en une chaine binaire, respectiveme

Voir| aussi I'Article C.9 pour le Code de bonnes pratiqg
donmées.

6.1.[ KRN: KeyRevisionNumber

IIs'
VendingKey et a la DecoderKey corresponds

Voir|6.5.2.5 pour une définition détaillé

II s'agit d'un nombre| de
VendingKey et,
VendingKey.

Voir|6.5.2 pour upé

6.1.10 KE:Kep y

Un KE
et tgute D éspondante expireront, aprés quoi il devient non valide pour
utiligation futur moyannant certaines concessions.

une

Le KEN(correspond aux 8 bits de poids fort du TID de 24 bits. Aucun identificateur de jeton
donf lés8 bits de poids fort sont supérieurs au KEN d'une clé donnée ne peut étre chiffré ou
déclnffréavectacEeemquestom:

Voir 6.5.2.6 pour une définition détaillée de cet élément de données.
Voir aussi C.2.4 pour le Code de bonnes pratiques de gestion de cet élément de données.

6.1.11 DOE: DateOfExpiry

L'utilisation de cette date est facultative et elle est associée a une période de validité pour les
données relatives a l'identité qui sont codées sur un dispositif support d'identité. Par exemple:
une carte d'identification de compteur a paiement ou un second enregistrement codé sur le
TokenCarrier avec les données du jeton. Dans certaines mises en ceuvre, il s'est avéré utile
de laisser le consommateur rapporter un support de jeton utilisé pour qu'il soit son
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identification de décodeur au POS lorsqu'il achéte son prochain jeton. (Voir 5.1.4 et 5.2.4.9
de 'lEC 62055-51:2007, par exemple).

Cette date peut également étre utilisée, par exemple, dans les cas ou un tarif concessionnaire
a été accordé a un client pendant une durée limitée. La date codée est le dernier mois
pendant lequel la carte est valide.

DOE est au format AAMM et doit toujours contenir 4 chiffres.

Lorsque AA ou MM est inférieur a 10, il doit étre justifié a droite et complété d’un 0 a gauche

(par

Lorgque la DOE dans I'IDRecord n'est pas utilisée, alors AAMM = 0000.

Les
Tabl

6.2
6.2.

L'élé

exempter 01,702,709, etcT:

eau 10.

valeurs du code de DOE pour I'année et le mois sont donné€s 9 Jab 9 et le

AA

Tableau 9 — Codes de DOE poWe\

Représente -V

00 2000 ou alors la DOE n'est pas utﬁlisé@oir a\lNSi le Fabjeau 10)

01-99 2001 — 2099

( \\//

Tableau 10 %ﬁ\x our le mois

AW

00 LaEQE\Q%t pas Et*\s e\(voir au}s/e Tableau 9)
01-12 IJ}\v%¥ecerqm\ ~_"

13 - %9/\ \gon vaI@e

char
Met
com

Le f

brihat’de définition pour les jetons de 6.2.2 a 6.2.14 est donné dans le Tableau 11.

ipurs
s le
du

Tableau 11 — Format de définition de jeton

Nom d'élément de données Exemple:

Class (c'est-a-dire: Classe), SubClass (c'est-a-dire: Sous-classe),
RND, TID, Amount (c'est-a-dire: Montant), CRC, etc.

Nombre de bits Exemple:

2 bits, 4 bits, 24 bits, 16 bits, etc.

Plage de valeurs Exemple:

1, 2, 5-15, etc.
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6.2.2 Classe 0: TransferCredit
Class SubClass RND TID Amount CRC
2 bits 4 bits 4 bits 24 bits 16 bits 16 bits
0 = électricité
1=eau
2 =gaz
0 Réservé:
3 = temps
Z=monnaie
5-15 = affectation future
NOTE Les valeurs 3-4 de SubClass sont réservées par la STS Association pour Ies |cat|ons tres que
I'élgctricité, le gaz et I'eau, les valeurs 5-15 étant réservées pour une affectation fu
Action: Transférer le crédit au compteur a paiement a la vale p Amount
et pour le type de service défini dans le champ SubClass.
6.2.3 Classe 1: InitiateMeterTest/Display
Class SubClass Control (c'est-3- |rlg. (;%rylroke) MfrCode CRC
- - - \ - -
2 Yits 4 bits spragbiss () 8/16 bits 16 Bits
1 0 = définie par STS Le contcdle pesitiomde bits du 0 (8 bits)
numéro
chiffres
1 1 = définie par STS Be\/rﬁmon e ¥its du 0 (16 bits)
ssal pour les
[\ t(-\a( structeurde 4 chiffres.
1 2-5=reé gesQour une és. vWe affectation future Réservé pour une
affectatiqn fupur affectation future.
1 6-10 = utilisation r\e\s}odes de constructeur de 4 | 0100-9999 (16 bits)
propriétaipé chiffres” Si pas utilisé, mettre a zéro
(28 bits)
1 i i Pour les codes de constructeur de 2 00-99 (8 bits)
chiffres. Si pas utilisé, mettre a zéro
(36 bits)
Action: Initierya n d'essai ou d'affichage dans le compteur a paiement en fonction du

prof|l bingire- défini

ans le champ Control.

6.2. e 2: SetMaximumPowerLimit
Class SubClass RND TID MPL CRC
2 bits 4 bits 4 bits 24 bits 16 bits 16 bits
2 0

Action: Charger le registre de limite de puissance maximale dans le compteur a paiement
avec la valeur donnée dans le champ MPL.
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6.2.5 Classe 2: ClearCredit
Class SubClass RND TID Register (c'est-a-dire: Registre) CRC
2 bits 4 bits 4 bits 24 bits 16 bits 16 bits
2 1

Action: Vider le registre de crédit correspondant (tel qu'indiqué par le champ Register) dans le

compteur a paiement a zéro.

6.2.6— Cilasse 2r SetTariffRate

Class SubClass RND TID Rate (c'est-a-dirém CRQ
2 pits 4 bits 4 bits 24 bits 16 pits\ ~ 16 bifs
2 2 ANNESSNAN

Action: Charger le registre tarifaire dans le compteur a paj

le champ Rate.

Ce jeton est réservé par la STS Association pour ung définition\fut

O

valeurMdonnée dans

6.2.1 Classe 2: Set1stSectionDer<{8u{Ke</\(>
Class SubClass | KENHO | KRN kRO Res(c'esta-dirg’ KT NKHO | CRcC
serve
2 bits 4 bits 1>it 2 bits | 32 bits | 16 Bits
2 3 N x 0-3

réserve d'un chatgem

Actipn: Charge e derK

la 1°" moitié de la nouvelle DecoderKey, $ous

NKLO

CRC

32 bits

16 bits

0-99

réserve d'un chargement authentique d'un jeton Set1stSectionDecoderKey.

oo
Actipn: Charger le coderKeyRegister avec la 2°™ moitié de la nouvelle DecoderKey, $ous

6.2. Classe 2: ClearTamperCondition
Class SubClass RND TID Pad (c'est-a-dire: Bourrage) CRC
2 bits 4 bits 4 bits 24 bits 16 bits 16 bits
2 5 0

Action: Vider le registre de statut de fraude dans le compteur a paiement et annuler tous les
processus de contrble résultants qui peuvent étre en cours.
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6.2.10 Classe 2: SetMaximumPhasePowerUnbalanceLimit

Class SubClass RND TID MPPUL CRC
2 bits 4 bits 4 bits 24 bits 16 bits 16 bits
2 6

Action: Charger le registre de limite de déséquilibre maximal des phases dans le compteur a
paiement avec la valeur donnée dans le champ MPPUL. Voir aussi 8.12 pour plus de détails
sur l'action de cette fonction dans le compteur a paiement.

6.2.11 Classe 2: SetWaterMeterFactor TN
Class SubClass RND TID WM/F@(&tor CRC
2 pits 4 bits 4 bits 24 bits Aewits \ N1 bits
2 7

Actipn: Charger le registre du facteur de compteur d'eau

valepr donnée dans le champ WMFactor.

Ce jeton est réservé par la STS Association pourtas\a
6.2.12 Classe 2: Réservée pour I'u ST.
ass ND

ge'selon |
C SubClass R [~ TID ResData (c'est-a-dire: CRC
~ onnées réservées)
2 pits 4 bits 24 bity 16 bits 16 bits
2 8-10 ")

Actiopn: Réservé

Cette plage de je

6.2.13 Claée\z'\é r un usage propriétaire
c ass< é\ﬁ AN “RND TID PropData (c'est-a-dire: CRC
Données propriétaires)
2pits | Sabits \ 4 bits 24 bits 16 bits 16 bits
2 1115
ActionT Défmie par fe constructeur.

Cette plage de jetons est réservée pour une définition et un usage propriétaires.

La présente Norme ne fournit de protection contre la collision entre les usages de
constructeurs de cet espace de jetons. La génération et le contréle de ces jetons doivent
donc toujours étre sous la gestion directe du constructeur approprié et ne doivent jamais étre
disponibles sur les systémes de distribution automatique pour usage général au sein des
systémes de comptage de paiement conformes a la STS.


https://iecnorm.com/api/?name=13f8db7d86dc109d8506a8e288227f8e

IEC 62055-41:2014 © IEC 2014

— 147 -

6.2.14 Classe 3: Réservée pour lI'usage selon la STS

Class SubClass Res (c'est-a-dire: Réservé)
2 bits 4 bits 60 bits
3 0-15

Action: Réservée pour une définition future par la STS Association.

Cette plage de jetons est réservée par la STS Association pour une affectation future.

6.3 | Eléments de données du jeton

6.3. Eléments de données utilisés dans des jetons

Les |éléments de données consignés dans le Tableau 12 sont util dans

divefses combinaisons.

Tableau 12 — Eléments de données utili
ElBment Nom Format Référgnce

Amount TransferAmount (voir aussi 6.2.2) M\ ) / X 16 bits 6.3.6
Clags TokenClass (voir aussi 6.2.2 & 8/214) /\\ > ( ( ) ‘\> 2 bits 6.3.2
Corttrol InitiateMeterTest/DispIayContro\Qeld Nuss\@.z.s / 36/28 bits | 6.3.8
CR¢ CyclicRedundancyCode (voir 6.%% 6.2.\1\11 16 bits 6.3.7
KENHO KeyExpiryNumberHighOrder (vjr auésP6,2.7) D 4 bits 6.3.19
KENLO KeyExpiryNum r&x@rﬂéﬁv@{\wsm 2p) > 4 bits 6.3.17
KR) KeyRevisionﬁ\r(VB\r ayssi 6>\>\ ) 4 bits 6.1.8
KT KeyType (v@r M\y\n \ 2 bits 6.1.9
Mirfode | Man(facturer€ode (wir adgsi 6:23)\, 8/16 bits | 6.1.2..2
MP MaximunFowertinit (vdic aussi 6,24) 16 bits 6.3.9
MPPUL Maxi@r}‘@»{se%{ver balar@eumit (voir aussi 6.2.10) 16 bits 6.3.10
NKHo Me}y{-liak@}i{r (v\\raussi 6.2.7) 32 bits 6.3.14
nkio }\ewKey o\sqer?vgi;/aussi 6.2.8) 32 bits 6.3.15
Pad Q \pw vahsgur avec des 0 (voir aussi 6.2.9) 16 bits X
PropData \SQ% dé\dMes propriétaires (voir aussi 6.2.13) 16 bits X
Rate [TarWour une définition future (voir aussi 6.2.6) 16 bits 6.3.11
Redister RegisterToClear (voir aussi 6.2.5) 16 bits 6.3.13
Res Réservé pour une affectation future (voir aussi 6.2.7 et 6.2.14) 1 bit X
ResData gga;n;; de données réservées pour une affectation future (voir aussi 16 bits X
RND RandomNumber (voir aussi 6.2.2 a 6.2.13) 4 bits 6.3.4
RO RolloverKeyChange (voir aussi 6.2.7) 1 bit 6.3.18
SubClass TokenSubClass (voir aussi 6.2.2 a 6.2.14) 4 bits 6.3.3
TI TariffiIndex (voir aussi 6.2.8) 8 bits 6.1.7
TID Tokenldentifier (voir aussi 6.2.2 a2 6.2.14) 24 bits 6.3.5.1
WMFactor [WaterMeterFactor] Réservé par la STS Association pour une application 16 bits 6.3.12

relative a I'eau (voir aussi 6.2.11)
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6.3.2 Classe: TokenClass

Les jetons sont classés en 4 principaux domaines fonctionnels tels que donnés dans le

Tab

Les

leau 13.
Tableau 13 — Classes de jetons
TokenClass Fonction
0 Transfert de crédit
1 Gestion non spécifique a un compteur
2 Gestion spécifique a un compteur
3 Réservé pour une affectation future
jetons de Classe 0 et Classe 2 sont chiffrés en utilisant la DecodexKe les
jetoms de Classe 1 ne sont pas chiffrés et peuvent donc étre ur a

paiement conforme a la STS.

6.3.

Une

B SubClass: TokenSubClass

sous-classification plus poussée de la TokenCla

©
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Tableau 14 — Sous-classes de jetons

TokenClass

Token
SubClass 0 1 2 3
InitiateMeterTest/
TransferCredit Display pour le . I
0 (lectricité) MfrCode de 2 SetMaximumPowerLimit
chiffres
InitiateMeterTest/
. Display pour le .
1 TransferCredit (eau) MfrCode de 4 ClearCredit
chiffres
2 TransferCredit (gaz) SetTariffRate /\

TransferCredit
(temps)

Réservé par la STS .
3 Association pour des Set1stSectionDecoderKgy
applications relatives

au temps de Réservé par la
connexion STS Association (\ \

pour une
TransferCredit affectation future N \/

(monnaie) Réservé par la
4 Reéservé par la STS Set2ndSegtionRecoderkey sTs
Association pour des Association
applications relatives > pour une
a la monnaie affectation
future
5 E‘te\arTa Condition
6 etMaximumPhasePowerUnbal
a imit
\;‘?etWaterMeterFactor
7 Réservé par la STS
Association pour des
applications relatives a lI'eau
5 Ré e padla ST
A;St aliox ung Réservé par la STS
9 aftec yre Association pour une
affectation future
10
1
Réservée pour un
12/\ usage propriétaire | Réservée pour un usage
13 pour le MfrCode propriétaire
de 2 chiffres
14
15

6.3.4 RND: RandomNumber

La génération de ce nombre de 4 bits est un instantané des quatre bits de poids faible d'au
moins un compteur de millisecondes. L'inclusion d'un nombre aléatoire dans les données a
transférer renforce la sécurité du transfert de jeton en assurant, avec une probabilité de 16:1,
que deux jetons quelconques contenant des données identiques a transférer n'auront pas le
méme profil binaire.
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6.3.5 TID: Tokenldentifier
6.3.5.1 Calcul de TID
Le champ TID est dérivé de la date et de I'heure d'émission et indique le nombre de minutes

écoulées d'une date et d'une heure de référence STS. Ce champ est une représentation
binaire 24 bits des minutes écoulées.

Afin de prendre en compte le fait que le TID repasse par zéro tous les 31 ans, trois dates de
référence STS sont définies, a savoir:

o (Tjanvier 1993, 00:00:00
e (1 janvier 2014, 00:00:00
e (01 janvier 2035, 00:00:00

Exemples de calcul de TID

D3gte d'émisgﬁ)}:\ Minutes écoulées: ID de jeton de 24 bits obtenu:
1ja 1vier)/99{\ N B‘Bs 0 0000 0000 0000 0000 0000 0000
1 janvieh‘s%\ 1 0000 0000 0000 0000 0000 0001
25 mars 1993 120 355 0000 0001 1101 0110 0010 0011
25 hars 1996 %:55:22 1698 595 0001 1001 1110 1011 0010 0011
1 ngvembre 2005 00:01:55 6 749 281 0110 0110 1111 1100 0110 0001
1 décembre-2045 00-04-05 12 051 361 1014 0414 1410 0041 10400004
24 novembre 2024 20:15:00 16 777 215 1111 1111 1111 1111 1111 1111
1 janvier 2014 00:00:00 0 0000 0000 0000 0000 0000 0000
24 novembre 2045 20:15:00 16 777 215 1111 1111 1111 1111 1111 1111
1 janvier 2035 00:00:00 0 0000 0000 0000 0000 0000 0000
24 novembre 2066 20:15:00 16 777 215 1111 1111 1111 1111 1111 1111

Afin d'éviter la réutilisation d'un jeton lorsqu'un changement de date de référence est
effectué, certaines procédures opérationnelles ont besoin d'étre exécutées. Se référer a
I'Article C.12 pour des informations complémentaires.


https://iecnorm.com/api/?name=13f8db7d86dc109d8506a8e288227f8e

IEC 62055-41:2014 © IEC 2014 - 151 -

6.3.5.2 SpecialReservedTokenldentifier

Le Tokenldentifier correspondant a 00 h 01 min de chaque jour est réservé pour des jetons
d'application spéciaux et ne peut étre utilisé pour aucun autre jeton.

En utilisant le format de date et heure AAAA:MM:JJ:hh:mm:ss, les valeurs de TID réservé
correspondent a xxxx:xx:xx:00:01:xx.

Si un jeton, autre qu'un jeton d'application spécial, est a générer a une heure correspondant a
ce TID réservé, alors 1 min doit étre ajoutée au TID.

Voir| aussi I'Article C.4 pour le Code de bonnes pratiques de gestion de ce TID résprvé

spégial.

NOTE L'utilisation de jetons d'application spéciaux est facultative (voir I'Article C/1N) lative a la
fagor] d'utiliser le TID réservé spécial est obligatoire.

6.3.5.3 Plusieurs jetons générés dans la méme minute

Le POS doit assurer qu'aucun jeton acheté légitimemen e méme TID|que
celuj de n'importe quel autre jeton acheté légitimementpc¢ e cappteur a paiement

Si plusieurs jetons ont besoin d'étre générés da pour le méme comptdur a
paigment, alors 1 min doit étre ajouté ‘ ( j ccessif dans I'ensembllg. A
la fip du processus de génération de je i ¢ a nouveau a I'heure réelle.

Celd doit s'appliquer a tout jeton qui m

Celd ne doit pas s'appliquer a(des jeton phlication spéciaux qui mettent en ceuvrne le
SpegialReservedToke i

Par lexemple: si
dang l'ordre séqueritjé

doit |porter le marque

sont générés dans la méme minute a 13h243
A doit porter le marqueur temporel 13h23 du TID

ableau 16 — Unités de mesure pour I'électricité

Type de transfert Unités de mesure
Energie électrique Wattheures x 100 (0,1 kWh)
Puissance electrique Watts

La STS Association réserve également les types de transfert donnés dans le Tableau 17 pour
d'autres applications.
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Tableau 17 — Unités de mesure pour d'autres applications

Type de transfert Unités de mesure
Eau Litres x 100
Gaz Métres cubes
Temps Minutes
Monnaie A I'étude
NOTE La STS Association définit d'autres types de transfert futurs pour d'autres
services d'entreprise de distribution.

Les|16 bits du champ TransferAmount (montant de transfert) leux
sectjons, a savoir un exposant en base 10 de 2 bits et une mantisse sont
numiérotés de droite a gauche, en commencant a 0. Le bit 15 estAe\bit de t de
I'exgosant et le bit 13 est le bit de poids fort de la mantisse. Les allocati 5 ce
champ sont illustrées dans le Tableau 18.
Tableau 18 — Allocations des bits pour
Position 15 |14 [ 1312 1n]10] 9] s | oS 5] a3 2]

Valeur e e m m m m m | ); A Y m m m m

Touf
cons
assd

nsrert es me suit:

ommateur. Les plages possibles des montants de transfert et les erreurs maxim
ciées’ qui peuvent se produire en raison de l'arrondi par exceés sont montrées dan

Tab

de montant de transfert doivent étre arrondies en excés en favel1r du

ales
s le

Tableau 19 — Erreur maximale d'arrondi

eal’ 19. Des exemples de valeurs de TransferAmount sont donnés dans le Tableau 20Q.

Valeur de I'exposant Plage du montant de transfert Erreur maximale
0 0000000 a 00016383 0,000
1 0016384 a 00180214 0,061 %
2 0180224 a 01818524 0,055 %
3 1818624 a 18201624 0,055 %
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Tableau 20 — Exemples de valeurs de TransferAmount pour le transfert de crédit

Elément Unités achetées: Champ montant de transfert de 16 Unités converties et regues

bits obtenu par le compteur

1 0,1 kWh 0000 0000 0000 0001 0,1 kWh

2 25,6 kWh 0000 0001 0000 0000 25,6 kWh

3 1638,3 kWh 0011 1111 1111 1111 1638,3 kWh

4 1638,4 kWh 0100 0000 0000 0000 1638,4 kWh

5 18022,3 kWh 0111 1111 1111 1111 18022,4 kWh

6 18022,4 kWh 1000 0000 0000 0000 18022,4 kWh

7 181862,3 kWh 1011 1111 1111 1111 18186ﬂ\kw{

8 181862,4 kWh 1100 0000 0000 0000 1818 ,4(kWh

9 1820162,4 KWh 1111 1111 1111 1111 1520462 AWR, \

6.3.7 CRC: CyclicRedundancyCode

Le CRC est un champ somme de contrble utilisé
trangférées. La somme de contréle est dérivée en

suivant:

La Ipngueur totale des données transférées par
dernjiers bits composent la somme d

précgédent. Ces 50 bits s
Avant calcul,

Tableau 21.)

la somme de\gon

ample de calcul de CRC

ité des données
CRC

16
les
bits.

7

50 bits d'origja\é\

0 00 4A 2D 90 OF F2 hex

Complétés a&aéﬁk&

oth\ob

octets

00 00 4A 2D 90 OF F2 hex

Somm<de\cw§§olé\ca\a{|e§

OF FA hex

6.3. Co

eterTest/DisplayControlField

Le champ_nitier lesNddonnées d'essai de compteur a paiement a une longueur de 36/28 bifs et

il edt utilisé pour indiquer le type d'essai a réaliser.
mettant a la valeur logique UN le bit approprié. Les valeurs admissibles du champ

L'essai particulier est sélectionneF en
ont

défirmesdamsteTabteau22-
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Tableau 22 — Valeurs admissibles du champ Control

LS Bit No. =1 Essai n° Action Condition
Tous les bits = 1 0 Effectuer I'essai n® 2 a n° 5 plus, facultativement, Obligatoire
n'importe quel autre
1 1 Soumettre a essai le commutateur de charges Facultatif
2 2 Soumettre a essai les dispositifs d'affichage Obligatoire
d'informations de compteur a paiement
3 3 Afficher les totaux cumulés des registres d'énergie en Obligatoire
kWh
4 4 Afficher le KRN Obligatoire
5 5 Afficher le Tl Wire
6 6 Soumettre a essai le dispositif lecteur de jeton {\ Itati
7 7 Afficher la limite de puissance maximale (\ Fe%{t\t\ \
8 8 Afficher le statut de fraude }‘Qult
9 9 Afficher la consommation d'énergie \ \ \Racw
10 10 Afficher la version du logiciel \ \ Fégultatlf
11 11 Afficher la limite de déséquilibre/de puissan dés \Fécultatif

9

phases
12 12 Afficher le facteur du c u}\cﬂeé Obligatoire pour le
6 compteur a paiemgnt
(\ d'eau
13 13 Afficher le taux'de tari \_/ Obligatoire pour le
compteur a paiemgnt
~ a monnaie
14-28/36 Réservé eserW&&@matW une affectation Réservé
NOTE Le registre d' enerq?e\cuhk e\én h eét\d ini en 5/11.4 de I'lEC 62055-31:2005.
Tous i prendre en charge I'essai numéro 0; si l'un ou
plus pas pris en charge, le compteur a paiement|doit
effe¢ i sont pris en charge.
Cett Pabonnement passé entre le fournisseur et l'entreprisg de
distni ituer une partie normative de la présente Norme
Si plus d spécifié sur un seul et méme jeton, le comportement du compteur a
paie opjet d'un accord entre I'entreprise de distribution et le fournisseur et jl ne
doit |pas censtituer une partie normative de la présente Norme.

6.3.9 ~" MPL: MaximumPowerLimit

Le champ "limite de puissance maximale" est un champ de 16 bits qui indique la puissance
maximale qu'une charge peut tirer, en watts. Le calcul de ce champ est identique a celui du
champ de TransferAmount (voir 6.3.6). Voir aussi la note en 8.6 pour les exigences
fonctionnelles du MeterApplicationProcess.

6.3.10 MPPUL: MaximumPhasePowerUnbalanceLimit

Le champ "limite maximale de déséquilibre de puissance de phases" est un champ de 16 bits
qui indique la différence maximale admissible de puissance entre les charges des phases, en
watts Le calcul de ce champ est identique a celui du champ de TransferAmount (voir 6.3.6).
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6.3.11 Rate: TariffRate

Réservé par la STS Association pour une définition future.

6.3.12 WMFactor: WaterMeterFactor

Réservé par la STS Association pour une application relative a I'eau.

6.3.13 Register: RegisterToClear

Valeur unique binaire de 16 bits dans la plage 0 a FFFF hex; pour sélectionner le registre
particulier qu'il convient de vider avec le jeton ClearCredit. Les valeurs définies sont données

dang le Tableau 23.
Tableau 23 — Sélection du registre a vid?\ &

Valeur Action

A\
0 Vider le registre Electricity Credit (crédit é@ect}c‘»\gl \ )
1 Vider le registre Water Credit (credl< \tﬂ\\ \ \
2 Vider le registre Gas Credit (W\\)\ \

3 Vider le registre Time Cred|t((cre(ﬂ7de tgmgs) )
4 Vider le registre Currengk\rgd*t/(}z/réc}'ﬂ\q:a r}b%naie)

5 a FFFE hex Réservé p@r lhe\aﬁéct\?aticﬁ futu[‘e U )\/

FFFF hex Vider tous Ies:ﬁegis}riﬂ\s@ crécQt da\ﬁ&Le,zémpteur a paiement

6.3.14 NKHO: NewKeyHig 5 %

Les |32 bits de poids fo erKegy qui a été générée (voir 6.4.4) et qu’il{faut

trangférer au compteu : oyendu jeton.
6.3.15 NKLO:Q pyL

Les |32 bits de pdgids, fa i a été généré ir 6.4.5) et [qu’il

6.3.17 KENLO: KeyExpiryNumberLowOrder

Il s'ggitides 4 bits de poids faible du KEN (voir 6.1.10).

6.3.18 RO: RolloverKeyChange

Si le bit RolloverKeyChange est mis = 1, le compteur a paiement doit effectuer un
changement de clé avec passage au zéro. Cette opération est identique a un changement de
clé normal, excepté que le stockage en mémoire du TID dans le compteur a paiement est
rempli d'identificateurs de jeton ayant la valeur 0 (zéro).
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6.4 Fonctions de TCDUGeneration

6.4.1 Définition de la TCDU

La TCDU peut étre différente pour chaque TokenCarrierType et elle est donc définie
séparément pour chaque norme de protocole de couche physique pertinente pour chaque
partie de la série IEC 62055-5x.

6.4.2 Transposition des bits de Class (Classe)

Cette fonction est utilisée par d'autres fonctlons de TCDUGeneratlon (voir 6. 4 3 a4 6.4.5). Elle

Légende

IEC 0994/14

p de

C

A}\gla\R \ Frangais

=

sert Z/O}a{s\Qits{Q&os\it'\ons\zﬁ/and 27 insérer aux positions 28 et 27 les 2 bits de Class

=

SB

Bit de poids fort

-

5B

Bit de poids faible

3

ove original’bits Md 27 to positions 65 and 64 déplacer vers les positions 65 et 64 les bits 28 et 21

d’origine

Figure 6 — Transposition des 2 bits de Class

Exemple: Insertion de la Class de jetons = 01 (binaire).

Le nombre binaire de 64 bits groupé en quartets: (Les bits 27 et 28 sont signalés en gras):

‘ 0110 0101 0100 0011 0010 0001 0000 1001 1000 0111 0110 0101 0100 0011 0010 0001

Copier les bits 28 et 27 aux positions binaires 65 et 64, créant ainsi un nombre de 66 bits:

‘ 000110 0101 0100 0011 0010 0001 0000 1001 1000 0111 0110 0101 0100 0011 0010 0001

Remplacer les bits 28 et 27 par les 2 bits de Class:

‘ 000110 0101 0100 0011 0010 0001 0000 1001 1000 1111 0110 0101 0100 0011 0010 0001
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6.4.3 Fonction TCDUGeneration

— 157 —

pour les jetons de Class 0,1 et 2

current values

APDU

SGC
KRN
KT
Tl

IIN
DRN

\
DKGA EA 66-bit Token

generate
current DecoderKey using
DKGAO01, 02 or 03

TCT
IDRecord
PRNRecord

64 bit
KeyBlock

A

66-bit TokenData

AN

e OIS

IEC 0995/14

Francgais

DatpBlock

Bloc de données

TCHU Q D

TCDU

N
APDU cufrentvaiue< . \

APDU valeurs actuelles

02 @03

encfypt uswmtiﬁwmw or 09 Chiffrer en utilisant I'algorithme EncryptionAlgorithm07 ou 09
trarjspose 2 Class\m'.Q > Transposer les 2 bits de Class

64 bit KeyBlock Bloc de clés de 64 bits

genlerate, current DecoderKey using DKGAO1, | Générer la clé de décodeur (DecoderKey) courante en utilisant

I'Algorithme de génération de clé de décodeur DKGAQ1, _DKGA

02 ou DKGA 03

Remove 2 Class bits

Retirer les 2 bits de Class

64 bit DataBlock

Bloc de données de 64 bits

EA EA
DKGA DKGA
SGC SGC
KRN KRN
KT KT

TI Tl

1IN IIN
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Anglais Frangais
DRN DRN
66-bit Token Jeton de 64 bits
TCT TCT
IDRecord Données d’enregistrement d’identification
PRNRecord Données d’enregistrements pour impression
66-bit TokenData Données du jeton de 66 bits

Figure 7 — Fonction TCDUGeneration pour les jetons de Class 0, 1 et 2

Il s'agit de la fonction de transfert de I'APDU vers la TCDU (voir Figure 7
tous|les jetons de Class 0, Class 1 et Class 2, excepté les jetons Set1stS
Set4dndSectionDecoderKey (voir 6.4.4 et 6.4.5).

NOTE 1 Les éléments de données dans I'APDU sont définis en 6.1.1.

NOTE
physi

La f
ligng

— O (0 —
- . -

\prés chiffrement,
héthode défn
[okenData deYa ¥

ol S5

. —h ~+ r—

La q
TCOUGeneration~Nyo

issues de I'APDU comme indi

ighe a

y et

uche

des

qui
de

e de
Burs
queé.

& décodeur a utiliser est fonction de la

SO t réinsérés dans le nombre de 64 bits selgn la

amp

efln ion particuliere donnee dans la norme de protocole

de données TCT, IDRecord et PRNRecord issus de I'APDU

chiffré. Cette fonction est présentée dans les grandes lignes comme suit:

sont

me indiqué, dans les champs appropriés de la TCDU en

feft pour les jetons de Class 1 est identique a la fonction de
P les jetons de Class 0 et de Class 2, excepté que le jeton n'est

pas

e lles'\2 bits de Class sont retirés du jeton de 66 bits et transposeés selon la méthode définie

en 6.4.2 pour donner un resultat de 66 bits, qui est peuplé dans le champ TokenData de la
TCDU selon la définition particuliere donnée dans la norme de protocole de couche

physique pertinente;

e De méme, les éléments de données TCT, IDRecord et PRNRecord issus de I'APDU
transférés vers la TCDU comme indiqué, dans les champs appropriés de la TCDU en
fonction de la définition particuliere donnée dans la norme de protocole de couche

physique pertinente.

sont
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6.4.4 Fonction TCDUGeneration pour le jeton Set1stSectionDecoderKey
APDU
current values new values
| | | | | | | |
SGC 1IN DKGA EA 66-bit Token SGC 1IN DKGA
KRN DRN KRN DRN
KT KT
'I TI
generate replace 32-bit NKHO
current DecoderKey using
DKGAO01, 02 or 03
A
remove
2 Class bits
64-bit 64-bit
KeyBlock A
encrypt usin
EncryptionAlgoyi 7
TCT
IPRecord
PRNRecord

N\,
A N

N

IEC 0994/

iy

4

N Ar\g\la.

Frangais

APDU ¢ rre\valg& \ \/ APDU  valeurs actuelles

ne vahﬁi \ \ \ nouvelles valeurs

66-bit Token Jeton de 66 bits

generate cucrent DWey using DKGAO1, 02 or 03 | générer la clé de décodeur (DecoderKey) courante gn
utilisant I’Algorithme de génération de clé de décoddur

DKGAO1, DKGA 02 ou DKGA 03

replace 32-bit NKHO

Remplacer le NKHO (bits de poids fort de nouvelle dé)

de 32 bits

32-bit

32 bits

generate new DecoderKey using DKGAO1, 02 or 03

générer la nouvelle clé de décodeur (DecoderKey) en
utilisant I’Algorithme de génération de clé de décodeur
DKGAO01, DKGA 02 ou DKGA 03

remove 2 Class bits

retirer les 2 bits de Class

64-bit KeyBlock

Bloc de clés de 64 bits

64-bit DataBlock

Bloc de données de 64 bits

encrypt using EncryptionAlgorithmQ7 or 09

Chiffrer en utilisant I’'algorithme de chiffrement
EncryptionAlgorithm07 ou 09

transpose 2 Class bits

transposer les 2 bits de Class

66-bit TokenData

Données du jeton de 66 bits
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Anglais Frangais
EA EA
DKGA DKGA
SGC SGC
KRN KRN
KT KT
TI TI
IIN IIN
DRIN DRN
TCT TCT /RN
IDRecord Données d’enregistrement d?d'éf\tifi;:a{ion
PRINRecord Données d’enregistremegé\o\}tkr im})\es\sQn
TChU TCDU \

Figure 8 — Fonction TCDUGeneration pour le jeton Se stS%&'\o MrKey

Il s' est
appl

Laf S e de
la fonction TCDUGeneration Set2ndS iQnk eux
peu in d'é par
souq hent
bes( me.
Ainsli, eton
Set1

Notgr qu’il faut que 4 3O SK t le
CONTROLBIock; jev s un
deuxiéme jeu av S KGA
est | 3

NOTE

NOT e de

couc

Cett

Lla nouvelle DetoederKey est générée a I'aide des nouvelles valeurs de SGC, KRN, KT, TI,
IIN et DRN. L'algorithme spécifique a utiliser est fonction de la valeur de DKGA dans
[JARDU.

Les 32 bits de poids fort de la valeur de la nouvelle DecoderKey obtenue sont ensuite
utilisés pour remplacer le champ NKHO du jeton Set1stSectionDecoderKey (voir 6.2.7) tel
que présenté par I'APDU;

Les 2 bits de Class sont enlevés du jeton de 66 bits pour donner un résultat de 64 bits, qui
est alors présenté a l'algorithme de chiffrement comme étant sa donnée d'entrée de
DataBlock. L'algorithme de chiffrement spécifique a utiliser est fonction du code EA dans
I'APDU;

I'entrée KeyBlock pour l'algorithme de chiffrement est obtenue a partir de I'algorithme de
génération de clé de décodeur, qui géneére la DecoderKey courante en utilisant les valeurs
courantes de SGC, KRN, KT, TI, IIN et DRN issues de I'APDU comme indiqué.
L'algorithme spécifique de génération de clé de décodeur a utiliser est fonction de la
valeur de DKGA dans I'APDU;
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e aprés chiffrement, les 2 bits de Class sont réinsérés dans le nombre de 64 bits selon la
méthode définie en 6.4.2 pour donner un résultat de 66 bits, qui est peuplé dans le champ
TokenData de la TCDU selon la définition particuliere donnée dans la norme de protocole

de couche physique pertinente;

e de méme,

physique pertinente.

6.4.5

les éléments de données TCT,

- 161 -

IDRecord et PRNRecord issus de I'APDU sont
transférés vers la TCDU comme indiqué, dans les champs appropriés de la TCDU en
fonction de la définition particuliere donnée dans la norme de protocole de couche

Fonction TCDUGeneration pour le jeton Set2ndSectionDecoderKey

current values

APDU

ﬁwes

\
EA

SGC 1IN DKGA
KRN DRN
KT
TI
generate

current DecoderKey using
DKGAO01, 02 or 03

66-bit Token

generate
néw DecoderKey using
DKGAO01, 02 or 03

N ataBlock

KeyBlock Qx\u\\i(%)}

pt uging
yptienAlgorithm07 or 09

TCT

DRecord
PRNRecord
X<

transpose

2 Class bits

66-bit TokenData

Légende

IEC 099

Anglais

Francais

APDU current values new values

APDU
valeurs

valeurs actuelles nouvelles

66-bit Token

Jeton de 66 bits

generate current DecoderKey using DKGAO1, 02
or 03

générer la clé de décodeur (DecoderKey) courante
en utilisant I’Algorithme de génération de clé de
décodeur DKGAO1, DKGA 02 ou DKGA 03

replace 32-bit NKLO

Remplacer le NKLO (bits de poids faible de
nouvelle clé) de 32 bits

32-bit

32 bits

generate new DecoderKey using DKGAO1, 02 or
03

générer la nouvelle clé de décodeur (DecoderKey)
en utilisant I’Algorithme de génération de clé de
décodeur DKGAO1, DKGA 02 ou DKGA 03
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remove 2 Class bits retirer les 2 bits de Class

64-bit KeyBlock Bloc de clés de 64 bits

64-bit DataBlock Bloc de données de 64 bits

encrypt using EncryptionAlgorithm07 or 09 Chiffrer en utilisant I'algorithme de chiffrement
EncryptionAlgorithm07 ou 09

transpose 2 Class bits transposer les 2 bits de classe

66-bit TokenData Données du jeton de 66 bits

EA EA

DKGA DKGA

SGC SGC

KRN KRN

KT KT /\\ ( (\

TI TI SO\ >
IIN IIN { \ N
DRN DRN /\\ \\ \

TCT TCT NN

IDRecord Donnéy(d';qeg}s(ﬁe{d’idéytiﬁcation
PRNRecord D(}n-n\é&\s &r}/eg/'@re}\%nts\po/ur impression

TCDU N\ pouy (S0)

Ils' est
applicable seulement au jeton Se

La f ncte
de | eux
peu par
soug nhent
besq me.
Aingji, eton
Set1

Nots t le
CON un
deu KGA

NOTE 1, Les éléments de données dans I'APDU sont définis en 6.1.1.

T 4 L

NOT e l S1A i &l &l & &l l H &l L ' &l l &l + d
E2—es—etéments—de—donntes—danste—FEBU—sentdéfinis—dans—chague—parte—de—tenorme—de—protocele de

couche physique de la série IEC 62055-5x applicable au TCT spécifique d'intérét.

Cette fonction de transfert est présentée dans les grandes lignes comme suit:

La nouvelle DecoderKey est générée a I'aide des nouvelles valeurs de SGC, KRN, KT, TI,
[IN et DRN. L'algorithme spécifique de génération de clé de décodeur a utiliser est
fonction de la valeur de DKGA dans I'APDU;

Les 32 bits de poids faible de la valeur de la nouvelle DecoderKey obtenue sont ensuite
utilisés pour remplacer le champ NKLO du jeton Set2ndSectionDecoderKey (voir 6.2.8) tel
que présenté par I'APDU;

Les 2 bits de Class sont enlevés du jeton de 66 bits pour donner un résultat de 64 bits, qui
est alors présenté a l'algorithme de chiffrement comme étant sa donnée d'entrée de
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DataBlock. L'algorithme de chiffrement spécifique a utiliser est fonction du code EA dans
I'APDU;

I'entrée KeyBlock pour l'algorithme de chiffrement est obtenue a partir de I'algorithme de
génération de clé de décodeur, qui génere la DecoderKey courante en utilisant les valeurs
courantes de SGC, KRN, KT, TI, IIN et DRN issues de I'APDU comme indiqué.
L'algorithme spécifique de génération de clé de décodeur a utiliser est fonction de la
valeur de DKGA dans I'APDU;

aprés chiffrement, les 2 bits de Class sont réinsérés dans le nombre de 64 bits selon la
méthode définie en 6.4.2 pour donner un résultat de 66 bits, qui est peuplé dans le champ
TokenData de la TCDU selon la définition particuliere donnée dans la norme de protocole
€ couche physique perinente,

de méme, les éléments de données TCT, IDRecord et PRNRecord isSus™de I'APDU sont
transférés vers la TCDU comme indiqué, dans les champs appropgiés deNa TCDU en
fonction de la définition particuliere donnée dans la norme dé& profocele'’de coliche
¢

hysique pertinente.

6.5 [ Fonctions de sécurité
6.5. Exigences générales
A I'éxception des valeurs de DITK, les valeurs de i 8 DécoderKey doivent

seulement étre générées par un dispositif charge a génerati etons, tel qu'un POS
qui >

est certifié comme étant conforme assujetti a| un

KeyManagementSystem certifié STS les

méthodes de génération de clé utiligé aux

congtructeurs de ces dispositifs.

6.5. Attributs de clé et changeme

6.5.2.1

A I'exception des valjeu S i étre

intrgduites ou : i e la

gestion de clé, est

assyjetti a la gestion/de s t de

clé de STS utilisé 3 S icable

aux constructeurs\de \ces disp ifs e

Un ¢hange : i scani esente

dang u : ] Ce

progessus peut-&irenitie 4 i 3vE i , i i sujt:

e Un compteur apaitment, neuf ou réparé, qui contient la valeur de DITK d'un construgteur
doit étre changé avant de quitter les locaux de fabrication ou de réparation pour congenir
Ilp ¥aleur appropriée par défaut (DDTK) du constructeur ou de la DecoderKey (DUTK ou
f)(‘.TK) de l'entreprise de distribution selon le Snpplmenp auquel le compteur a3 paiement

a été alloué;

une VendingKey d'un SupplyGroup a expiré ou a été compromise et elle est remplacée
par une nouvelle révision de VendingKey et, donc, chaque DecoderKey au sein du
SupplyGroup doit étre changée en faisant passer sa valeur de DecoderKey courante a la
valeur de DecoderKey qui correspond a la valeur de la nouvelle VendingKey;

un compteur a paiement est réalloué d'un SupplyGroup a un autre SupplyGroup et, donc,
sa DecoderKey doit étre changée en faisant passer sa valeur courante générée a partir de
la VendingKey du SupplyGroup précédent a la nouvelle valeur générée a partir de la
VendingKey de son nouveau SupplyGroup; ou

le TI pour un compteur a paiement a changé et, donc, sa DecoderKey doit étre changée
en faisant passer sa valeur courante (qui correspond au Tl précédent) a la nouvelle valeur
(qui correspond au nouveau TI).
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La paire de jetons Set1stSectionDecoderKey et Set2ndSectionDecoderKey opére un
changement de clé de STS. Cette paire de jetons de gestion spécifique a un compteur
transfere les informations suivantes, du POS vers le compteur a paiement, chiffrées sous la

DecoderKey courante:

e la valeur de la nouvelle DecoderKey;

e |le KEN;
e le KRN;
e le KT;

o |ETT:

Un ¢hangement de clé STS pour un compteur a paiement doit étre ini
chaque fois que I'un quelconque des attributs suivants de la VendingKe
o |p valeur de la VendingKey;
e |p valeur du SGC;

e |p valeur du TI;

e |p valeur du KEN;

e |p valeur du KRN;

e lla valeur du KT.

NOTE Voir 6.1.1 pour les spécifications partisuliere
6.5.2.2 Classification des Vending
6.5.2.2.1 Classification des Vending

La YendingKey est une va
dang le KeyManageme

La fendingKey estcla
but [dans lequel Ja
VendingKey et cirrespo
(c'egt-a-dire: yaleux pa

DecpderKey . compteurs a paiement au sein du SupplyGroup.

Les Vending TS\sont classées selon les valeurs de KT données dans le Tableau 24.

Tableau 24 - Classification des VendingKey (clés de vente)

e~données dans I'APDU.

Unique et Common (c'est-a-dire: commune). La Vending
poul un SupplyGroup\idohné Jest la clé-germe utilisée pour générer des valeurs

omatiquer

hent

uée
mes

it le

les
fault
Key

KT Typede SGC | Type de VendingKey Contexte
0 Initialisation Non spécifié Sans objet
1 Default (valeur par VDDK VendingDefaultDESKey (Clé DES par défaut de
défaut) vente)
2 Unique VUDK VendingUniqueDESKey (Clé DES unique de vente)

3 Common (commun) VCDK

vente)

VendingCommonDESKey (Clé DES commune de

A un instant donné quelconque, une valeur unique de VDDK existe pour chaque SupplyGroup
de type "Default" défini. De méme, une valeur unique de VUDK pour chaque SupplyGroup de
type "Unique" et une valeur unique de VCDK pour chaque SupplyGroup de type "Common"

sont définies.
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6.5.2.2.2 VDDK: VendingDefaultDESKey

Ce type de clé est utilisé comme clé-germe pour générer des valeurs de DDTK — il ne doit pas
étre utilisé pour générer des valeurs de DITK, de DUTK ou de DCTK.

6.5.2.2.3  VUDK: VendingUniqueDESKey

Ce type de clé est utilisé comme clé-germe pour générer des valeurs de DUTK — il ne doit pas
étre utilisé pour générer des valeurs de DITK, de DDTK ou de DCTK.

6.5.2.2.4 VCDK: VendingCommonDESKey

Ce type de clé est utilisé comme clé-germe pour générer des valeurs de D — il ne.doit|pas
étre|utilisé pour générer des valeurs de DITK, de DDTK ou de DUTK.

6.5.2.3 Classification des DecoderKey
6.5.2.3.1 Classification des DecoderKey (clés de décod¢€ur)

Les |DecoderKey STS sont classées selon les valeurs de<KT dqnnék 25 et
hérifent de leur type de celui de la VendingKey, a parti 8s sQnt

Tableau 25 - Classification des D

KT Type de SGC Type d<De de«e\§ ° k U ‘\/ Contexte
0 Initialisation DITK \coWsationTransferKey

1 Default (valeur par DDTK DecoderDefaultTransferKey (Clé de transfert par
défaut) (-\ \de\au de décodeur)
2 Unique DU \> %coderUmqueTransferKey (Clé de transfert
V nique de décodeur)
3 Common (commun) DCT \/ DecoderCommonTransferKey (clé de transfer
commune de décodeur)

Pou
autre

8 un

Un ¢
la v{

y et

Il ng¢ doit pas>€tre possible de lire ou d'extraire la valeur de DecoderKey a partir d'un
compteur a.paiement{en toute circonstance, qu'elle soit chiffrée ou en texte clair.

6.5.2.342 DITK: DecoderlnitialisationTransferKey

Les valeurs de DITK sont utilisées pour initialiser le DecoderKeyRegister pendant la
production ou la réparation dans les locaux du constructeur. Ces clés sont la propriété du
MeterManufacturer. A ce titre, elles sont générées et gérées par le constructeur, et sont
inconnues de l'entreprise de distribution.

Aucun compteur a paiement acheté par l'entreprise de distribution ne doit quitter les locaux
d'un constructeur avec wune valeur de DITK dans le DecoderKeyRegister. Le
DecoderKeyRegister doit contenir une valeur de DDTK, de DUTK ou de DCTK fournie par le
KMC. Une DITK est le seul type de clé qui peut étre introduite dans un compteur a paiement
sous la forme d'une valeur en texte clair. Les valeurs de DDTK, de DUTK ou de DCTK ne
peuvent étre introduites dans un compteur a paiement que sous la forme de valeurs
(chiffrées) de texte de chiffrement.
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Une DITK ne doit étre utilisée que pour les fonctions de gestion de clé ci-aprés:

e comme la clé parente d'une autre DITK; autrement dit, pour chiffrer une autre DITK dans
le but de l'introduire dans le DecoderKeyRegister;

e comme la clé parente d'une DDTK;

e comme la clé parente d'une DUTK, et

e comme la clé parente d'une DCTK, mais seulement dans un compteur a paiement utilisant
une carte magnétique effagcable comme support de jeton (pour la valeur de TCT = 01).

Les fonctions ci-dessus peuvent étre accomplies par l'intermédiaire des jetons
Set1stSectionDecoderKey et Set2ndSectionDecoderKey ou par I|ntermed|a|re AF'un

mécpnisme de chargement propriétaire du constructeur qui les\  jefons
Set1stSectionDecoderKey et Set2ndSectionDecoderKey. |l convient le\comptedr a
paigment n'accepte que la DDTK, DUTK ou DCTK chiffrée sous {a DIT ie pgr le

Il est de la responsabilité du constructeur d'assurer que des Sciité appropriées
sonfl appliquées a toute DITK afin que les valeurs de DDTF TK chifffées
aveg¢ une DITK ne puissent pas étre compromises.

Une| DITK peut également étre utilisée pour deéchi fonctions de gestion
spégifiques a un compteur. Elle peut étre utiliséepour déchiffrerune fonction de transfelt de
créc1it STS; autrement dit, j c i i valide peut étre déchiffrg et
appliqué par un compteur a paiement\qui son registre de clés afip de
faciljter les essais du compteur a paiems 3 8 juctioh ou la réparation.

6.5.2.3.3

Les|valeurs de DDTK sont tilisé dre/en charge des compteurs a paiement
alloyés a un SupplyG ofaut. Un sompteur a paiement qui n'a pas été alloué a un
SupplyGroup de type| Coprmo z yGroup de type Unique au moment de la
fabrication ou d 8 iop S s étre chargé avec sa valeur correspondante de
DCTK ou de DU il et aueva un groupe par défaut (Default) propre a chaque
congtructeur et char AVE . e’ DDTK correspondante. Chaque MeterManufaciurer

recoit une VDD s i aquelle il génére toutes les valeurs de DDTK pour
I'installation dans \des\co S :

Ultérieureme Qe aA'installation ou de I'exploitation, un compteur a paiement qui a
été main : ué a un autre SupplyGroup spécifique peut étre chargé avec la valeyr de
DUTKK ou d gpondante, chiffrée sous sa DDTK parente. Les valeurs de DPTK
sonfl la i du MeterManufacturer respectif et sont gérées au sein| du
KeyManagementSysie

Une|DBRTK est une valeur secrete, et ne doit pas étre acceptee par un compteur a pa|ernent
SOU\. Icl IUIIIIU u urlic VaIGUI CTl lG)\LC blall UII bUIIIpLCuI d paICIIIUIIl 1< uuu. bIIdIHUI ulic LJ TK

que si elle est chiffrée avec la DecoderKey parente présente dans le DecoderKeyRegister.

Une DDTK ne doit étre utilisée que pour les fonctions de gestion de clé ci-apreés:

e comme la clé parente d'une autre DDTK; autrement dit, pour chiffrer une autre DDTK dans
le but de I'introduire dans le DecoderKeyRegister;

e comme la clé parente d'une DUTK, et

e comme la clé parente d'une DCTK, mais seulement dans un compteur a paiement utilisant
une carte magnétique effagcable comme support de jeton (pour la valeur de TCT = 01).

Les fonctions ci-dessus peuvent étre accomplies par l'intermédiaire des jetons
Set1stSectionDecoderKey et Set2ndSectionDecoderKey ou par [lintermédiaire d'un
mécanisme de chargement propriétaire du constructeur qui utilise les
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jetons Set1stSectionDecoderKey et Set2ndSectionDecoderKey. Une DDTK ne doit pas étre
utilisée pour déchiffrer une DITK dans le but de I'introduire dans le DecoderKeyRegister.

Une DDTK peut également étre utilisée pour déchiffrer d'autres fonctions de gestion
spécifiqgues a un compteur. Elle ne doit pas étre utilisée pour déchiffrer et accepter une
fonction de transfert de crédit STS; autrement dit, un jeton de TransferCredit valide ne doit
pas étre accepté par un compteur a paiement qui contient une DDTK dans son DKR, méme si
le jeton de TransferCredit a été chiffré avec la méme valeur de DDTK.

NOTE L'accent est mis sur I'acceptation et non sur le déchiffrement du jeton de TransferCredit.

De méme, un dispositif POS utilisé pour déchiffrer des jetons ne doit pas chiffrer les jetons de
TransferCredit en utilisant des valeurs de DDTK (voir aussi 6.5.2.4).

6.5.2.3.4 DUTK: DecoderUniqueTransferKey

Les|valeurs de DUTK sont utilisées pour prendre en charg s S yaiement
alloyés a un SupplyGroup unique. Un compteur a paiement quka été alloug a ' roup
unigue au moment de la fabrication ou de la réparation p 2 r de
DUTIK qui correspond au groupe unique et qui a été nte.
Ultéfieurement, au moment de l'installation ou de I' i nt a
réallouer a un autre groupe unique peut étre chargés/ave ) gnte,
chiffrée sous une DUTK parente.

Une|DUTK est une valeur secréte, eKne doi & g z iement
soug la forme d'une valeur en texte cla a pai i UTK
que |si elle a été chiffrée avec la DecoderKey pare ister.
Les valeurs de DUTK sont la propriété(de I@ ise _de distribution respective et sont gérées

au sei
Un ¢ 2 qui quitte les locaux du constructeur peut contenir
une i le DecoderKeyRegister.

o : \ autre DUTK; autrement dit, pour chiffrer une autre DUTK dans

Les| fo peuvent étre accomplies par Il'intermédiaire des jefons
Set1 et Set2ndSectionDecoderKey ou par [l'intermédiaire 'un
méc wrgement propriétaire du constructeur qui utilise les jefons

Set1stSectionDecoterKey et Set2ndSectionDecoderKey. Une DUTK ne doit pas étre utilisée
pouff déchiffrer une DITK ou une DCTK dans le but de la charger dangy le
Dec )derKeyReglster De méme, une DUTK ne doit pas étre utilisée pour chiffrer une DITK ou

NDATl
une oCTK UGIID IC IJUI. UU IG lIGIIDIUIUI VCT S IU L:UIII}JLCUI d }JCIICIIICIII. SUUS Id IUIIIIC U Ul JcLun

Une DUTK peut également étre utilisée pour chiffrer ou déchiffrer d'autres fonctions de
gestion spécifiques a un compteur. Elle peut étre utilisée pour chiffrer ou déchiffrer une
fonction de transfert de crédit STS; autrement dit, un jeton de TransferCredit valide peut étre
chiffré ou déchiffré et appliqué par un compteur a paiement qui contient une DUTK dans son
DKR.

6.5.2.3.5 DCTK: DecoderCommonTransferKey

Les valeurs de DCTK sont utilisées pour prendre en charge les compteurs a paiement qui
utilisent des supports de jeton de cartes magnétiques effacables (c’est-a-dire: la valeur
de TCT = 01) et qui sont alloués a des SupplyGroup communs. Un compteur a paiement qui a
été alloué a un SupplyGroup commun au moment de la fabrication ou de la réparation peut
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étre chargé avec la valeur de DCTK qui correspond au SupplyGroup commun et qui a été
chiffrée sous une DITK parente. Ultérieurement, au moment de l'installation ou de
I'exploitation, un compteur a paiement a réallouer a un autre SupplyGroup commun peut étre
chargé avec la valeur de DCTK correspondante qui a été chiffrée sous une DCTK parente.

Une DCTK ne doit étre utilisée qu'avec les compteurs a paiement qui utilisent les supports de
jeton de cartes magnétiques effagables (valeur de TCT = 01) et elle ne doit étre acceptée que
par de tels compteurs a paiement. Les compteurs a paiement avec tout autre type de support
de jeton (valeur de TCT > 01) doivent rejeter les jetons chiffrés sous des valeurs de DCTK.

Les dispositifs—de-chiffrement POS ne-doivent pas—chiffrer les—ietons—utilisant-des—valeurs de
1 g )

DCTK autres que pour les supports de jetons de cartes magnétiques effacables (valeur de
TCT|= 01).

Une|DCTK est une valeur secréte, et ne doit pas étre acceptée pa 3 iement
soug la forme d'une valeur en texte clair. Un compteur a paiement Qe o ¢ DCTK
que|si elle a été chiffrée avec la DecoderKey parente présente/dans\le ister.
Les valeurs de DCTK sont la propriété de I'entreprise de distribytion Tes i 2rées
au sein du KeyManagementSystem.

Un ¢ompteur a paiement acheté ou réparé avec upf suppo j atique
effagable (valeur de TCT = 01) qui quitte les locaux du constr e i gleur
de OCTK fournie par le KMC dans le DecoderKej

Une|DCTK ne doit étre utilisée que po

e ¢omme la clé parente d'une autre D : ' it, [ ans

e ¢gomme la clé parente

e gomme la clé pare

Les| fonctions es [ accomplies par l'intermédiaire des jetons
Set{stSectionDecqgde Se nd ectionDecoderKey ou par [l'intermédiaire Ej'un
mecpnisme de i du constructeur qui utilise les jeftons
Set{stSectionDegbde el \S¢ ctionDecoderKey. Une DCTK ne doit pas étre utilisée
poutl déchiffrer_une DT de l'introduire dans le DecoderKeyRegister. De méme,
une [DCTK n¢& doi tre\utilisge pour chiffrer une DITK dans le but de la transférer vefs le
compteur ' S0Us laofme d'un jeton.

Une| DCTK peutNégalement étre utilisée pour chiffrer ou déchiffrer d'autres fonctiong de

fonction dentransfertvde crédit STS; autrement dit, un jeton de TransferCredit valide peut|étre
chiffré oU déchiffré et appliqué par un compteur a paiement qui contient une DCTK dans|son
DKR et/qui utilise un support de jeton de carte magnétique (valeur de TCT = 01).

ges%on spécifigties ayun compteur. Elle peut étre utilisée pour chiffrer ou déchiffrer [une
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6.5.2.4 Diagramme d'états des changements de DecoderKey

v DUTRA2 v
DDTK1 DCTK3
_J > N\
v ya

| Credit trangfer \
3 ‘ functi&’\ \
o SN D)
Management(m\c\w /\\
\_)\/ IEC 0998/14
Légende

Anglais \/ Francais

DITK, N C\\an\e& diqigidlisation de décodeur DITK,
DDTK, N ~ [T deanstert dnitialisation de décodeur DITK,

DUTK, (7 NN\ | oiéidatransgert dinitiatisation de décodeur DITK,
DeTK, N AN N\« Clé e trafisfert diinitialisation de décodeur DITK,

Credit transfer fy{é&ions Wns de transfert de crédit
Management fgqcti ns %ctions de gestion

angements de DecoderKey — diagramme d'états

La Rigur
temps.

s épats de KT dans lesquels une DecoderKey peut étre de temp$ en

Lorgqu'une-certaine clé est utilisée pour chiffrer une autre clé (comme dans la paire de jefons
Set1stSectionDecoderKey et Set2ndSectionDecoderKey), la premiére est appelée |"clé
pargnte™ et la seconde "clé enfant".

Les fleches en trait continu indiquent le sens dans lequel une clé peut passer d'un type a un
autre type. Le type de départ est la clé parente et le type d'arrivée est la clé enfant. Pour
effectuer un changement de la DecoderKey, la nouvelle clé (ou clé enfant) est chiffrée avec la
clé parente et ensuite chargée dans le compteur a paiement au moyen de la paire de jetons
Set1stSectionDecoderKey et Set2ndSectionDecoderKey. Le compteur a paiement remplace
ensuite la clé parente par la clé enfant, qui devient maintenant la nouvelle clé parente.

Les fleches en pointillés indiquent la fonction, pour laquelle un KT peut étre utilisé, c’est-a-
dire les valeurs qu'il peut chiffrer ou déchiffrer. Par exemple, seule une DITK, une DUTK ou
une DCTK peut étre utilisée pour chiffrer ou déchiffrer une fonction de transfert de crédit,
mais les quatre types peuvent étre utilisés pour chiffrer ou déchiffrer des fonctions de gestion
spécifiques a un compteur.
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