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Int

INTERNATIONAL ELECTROTECHNICAL COMMISSION

COMMUNICATION NETWORKS AND
SYSTEMS FOR POWER UTILITY AUTOMATION -

Part 8-1: Specific communication service mapping (SCSM) —
Mappings to MMS (ISO 9506-1 and ISO 9506-2)
and to ISO/IEC 8802-3

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization compriging
all national electrotechnical committees (IEC National Committees). The object of JlEC is to promote

international co-operation on all questions concerning standardization in the electrical and~electronic fields.

To

this end and in addition to other activities, IEC publishes International Standards, Tethnical Specificatigns,

Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as

“|IEC

Publication(s)”). Their preparation is entrusted to technical committees; any IEC. National Committee interedted
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this préparation. IEC collaborates clogely

with the International Organization for Standardization (ISO) in accordance with conditions determined
agreement between the two organizations.

by

The formal decisions or agreements of IEC on technical matters expte§s, as nearly as possible, an internatignal

consensus of opinion on the relevant subjects since each technical committee has representation from
interested IEC National Committees.

all

IEC Publications have the form of recommendations for international use and are accepted by IEC Natidnal

Committees in that sense. While all reasonable efforts are’made to ensure that the technical content of
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for
misinterpretation by any end user.

In order to promote international uniformity, IEG>National Committees undertake to apply IEC Publicati
transparently to the maximum extent possible( in their national and regional publications. Any diverge
between any IEC Publication and the corresponding national or regional publication shall be clearly indicate
the latter.

EC
hny

bns
hce
J in

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity

assessment services and, in some_ afeas, access to IEC marks of conformity. IEC is not responsible for
services carried out by independent certification bodies.

All users should ensure that they.have the latest edition of this publication.
No liability shall attach to IEC/or its directors, employees, servants or agents including individual experts

Bny

bnd

members of its technical. committees and IEC National Committees for any personal injury, property damage or

other damage of any“pature whatsoever, whether direct or indirect, or for costs (including legal fees)
expenses arising out Jof the publication, use of, or reliance upon, this IEC Publication or any other
Publications.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publication
indispensable~for the correct application of this publication.

Attentioh\is’drawn to the possibility that some of the elements of this IEC Publication may be the subjec
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

erndtional Standard IEC 61850-8-1 has been prepared by IEC technical committee

hnd
EC

b is

of

Power systems management and associated information exchange.

This second edition cancels and replaces the first edition, published in 2004, and constitutes
a technical revision.

The main changes with respect to the previous edition are listed below:

the support of gigabit Ethernet,

the link layer redundancy,

the extension of the length of the object reference,

the extension of the reason for inclusion type for comprehensive logging,

the mapping of the tracking services,
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a second mapping of the objectReference when used in the tracking services, or
linking,

the extension of the AdditionalCause enumeration,
the simulation of GOOSE telegram,

the so-called fixed-length encoded GOOSE,

the removal of the SCL Control Block,

as

the mappings of ACSI service error codes and ISO 9506 error codes have changed (see
8.1.3.4). One change that should be noted is the change in usage of object-undefined. The
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Ubjcbt'ulldcﬂllcd uudc hdb bUUII |cp:aucd by Ubjcbt‘llull‘c)\;btcllt ;II maity TCopuUIToTo.
b text of this standard is based on the following documents:
FDIS Report on voting
57/1109/FDIS 57/1127/RVD

| information on the voting for the approval of this standard can be found in the report
ing indicated in the above table.

s publication has been drafted in accordance with the ISO/IEC\Directives, Part 2.

st of all the parts in the IEC 61850 series, under the general titte Communication netwo
 systems for power utility automation, can be found onthe IEC website.

ure standards in this series will carry the new general title as cited above. Titles of exist
ndards in this series will be updated at the time ‘'of the next edition.

e committee has decided that the contents of this publication will remain unchanged u
stability date indicated on the IEC ‘'web site under "http://webstore.iec.ch" in the d
hted to the specific publication. At this'date, the publication will be

reconfirmed,

withdrawn,

replaced by a revised edition, or
amended.
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INTRODUCTION

This document is part of a set of specifications which details layered utility communication
architecture.

This part of IEC 61850 is intended to provide inter-device operation of a variety of devices to
achieve interoperability providing detailed information on how to create and exchange
concrete communication messages that implement abstract services and models specified in
IEC 61850-7-4, IEC 61850-7-3, and IEC 61850-7-2.

Th
kin
Th
co
fev

NO|
IEQ

e mapping allows for data exchange over ISO/IEC 8802-3 Local Area Networks between

all

ds of utility devices. Some of the protocol stacks used within this document are _routahle.
erefore the actual communications path may not be restricted to the LAN. Data.exchar|ge
nsists of real-time monitoring and control data, including measured values, to hame jusft a

V.

TE This part of IEC 61850 does not provide tutorial material. It is recommended “that IEC 61850-5
61850-7-1 be read in conjunction with IEC 61850-7-2.

bnd
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COMMUNICATION NETWORKS AND
SYSTEMS FOR POWER UTILITY AUTOMATION -

Part 8-1: Specific communication service mapping (SCSM) -
Mappings to MMS (ISO 9506-1 and ISO 9506-2)
and to ISO/IEC 8802-3

1 | Scope

This part of IEC 61850 specifies a method of exchanging time-critical and non-time-critical
dafa through local-area networks by mapping ACSI to MMS and ISO/IEC 8802-3 frames.

MNIS services and protocol are specified to operate over full OSI and TCP complignt
communications profiles. The use of MMS allows provisions for suppotting both centralized
anfl distributed architectures. This standard includes the exchange of real-time data
indications, control operations, report notification.

It $pecifies the mapping of the objects and services of thel ACSI (Abstract Communicat|on
Sefvice Interface, IEC 61850-7-2) to MMS (ManufacturingaMessage Specification, ISO 9506)
anfl ISO/IEC 8802-3 frames.

This standard also specifies the mapping of time~critical information exchanges to non-MMS
prgtocol. The protocol semantics are defined\in IEC 61850-7-2. It contains the protofol
symtax, definition, mapping to ISO/IEC 8802-3)frame formats and any relevant procedufes
specific to the use of ISO/IEC 8802-3.

This mapping of ACSI to MMS definesthow the concepts, objects, and services of the A¢SI
ar¢ to be implemented using MMS\concepts, objects, and services. This mapping allows
interoperability across functions implemented by different manufacturers.

This part of IEC 61850 defineés a standardized method of using the 1ISO 9506 services|to
implement the exchange of/data. For those ACSI services defined in IEC 61850-7-2 that are
nof mapped to MMS, this part defines additional protocols. It describes real utility devices wWith
regpect to their external visible data and behaviour using an object oriented approach. The
objects are abstract-in nature and may be used to a wide variety of applications. The use| of
this mapping goes far beyond the application in the utility communications.

This part. 'of) IEC 61850 provides mappings for the services and objects specified with
IEC 61850-7-2, IEC 61850-7-3, and IEC 61850-7-4.

n

2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

IEC 60874-10-1:1997, Connectors for optical fibres and cables — Part 10-1: Detail
specification for fibre optic connector type BFOC/2,5 terminated to multimode fibre type A1

IEC 60874-10-2:1997, Connectors for optical fibres and cables — Part 10-2: Detail
specification for fibre optic connector type BFOC/2,5 terminated to single-mode fibre type B1
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IEC 60874-10-3:1997, Connectors for optical fibres and cables — Part 10-3: Detail
specification for fibre optic connector type BFOC/2,5 for single and multimode fibre

IEC 61850 (all parts), Communication networks and systems for power utility automation
IEC 61850-2, Communication networks and systems in substations — Part 2: Glossary

IEC 61850-5, Communication networks and systems in substations — Part 5: Communication
requirements for functions and device models

IEC 61850-6:2009, Communication networks and systems for power utility automation — "Hart
6: |[Configuration description language for commincation in electrical substations related| to
IEDs

IEC 61850-7-1:2011, Communication networks and systems for power utility, automation] —
Payt 7-1: Basic communication structure — Part 7-1: Principles and models

IEC 61850-7-2:2010, Communication networks and systems for power” utility automatiory —
Payt 7-2: Basic communication structure — Abstract communication s€rvice interface (ACSI)

IEC 61850-7-3:2010, Communication networks and systems-for power utility automationy —
Paft 7-3: Basic communication structure — Common data classes

IEC 61850-7-4:2010, Communication networks and ,systems for power utility automationy —
Paft 7-4: Basic communication structure — Compatible logical node classes and data objpct
classes

IEC 61850-9-1:2003, Communication networks and systems in substations — Part 9-1:
Specific Communication Service Mapping(SCSM) — Sampled values over serial unidirectiohal
myltidrop point to point link

IEC 61850-9-2:2011, Communication networks and systems for power utility automation —
Payt 9-2: Specific Communication’Service Mapping (SCSM) — Sampled values over ISO/IEC
88p2-3

IEC 62351-6, Power systems management and associated information exchange — Data gnd
Cdmmunication Security — Part 6: Security for IEC 61850

IEC 62439-3:204.0, Industrial communication networks — High availability automation netwolks
— Part 3: Parallel Redundancy Protocol (PRP) and High availability Seamless Redundancy
(HBR)

Anmeddment 1"

ISO/IEC 7498-1:1994, Information technology — Open Systems Interconnection — Basic
Reference Model: The Basic Model

ISO/IEC 7498-3:1997, Information technology — Open Systems Interconnection — Basic
Reference Model: Naming and addressing

ISO/IEC 8072:1996, Information technology — Open systems interconnection — Transport
service definition

1 To be published.
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ISO/IEC 8073:1997, Information technology — Open Systems Interconnection — Protocol for
providing the connection-mode transport service definition

ISO/IEC 8326:1996, Information processing system — Open Systems Interconnection —
Session service definition

ISO/IEC 8327-1:1997, Information technology — Open Systems Interconnection — Connection-
oriented session protocols: Protocol specification

ISQUEC 8348:2002 Information technology — ()ppn quh:mc Interconnection — Network
sefvice definition

ISQ/IEC 8473-1:1998, Information technology — Protocol for providing the connectionlegs-
made network service: Protocol specification

ISQ/IEC 8473-2:1996, Information technology — Protocol for providing théZconnectionlegs-
mqde network service — Part 2: Provision of the underlying service by“an ISO/IEC 8§02
subnetwork

ISQ/IEC 8602:1995, Information technology — Protocol for providing the OSI connectionlegs-
maqde transport service

ISO/IEC 8649:1996, Information technology — Open Systems Interconnection — Servjce
definition for the Associated Control Service Element

ISQ/IEC 8650-1:1996, Information technology — Opeh Systems Interconnection — Connectipn-
oriented protocol for the Association Control Service Element: Protocol specification

ISQ/IEC 8802-2:1998, Information technolegy — Telecommunications and information exchange
between systems — Local and metropalitan area networks — Specific requirements — Parfl 2:
Logical link control

ISQ/IEC 8802-3:2000, Information-technology — Telecommunications and information excharjge
between systems — Local and metropolitan area networks — Specific requirements — Parfl 3:
Carrier sense multiple access with collision detection (CSMA/CD) access method gnd
physical layer specifications

ISQ/IEC 8822:1994,_Information technology — Open Systems Interconnection — Presentatjon
sefvice definition

ISQ/IEC 8823-1:1994, Information technology — Open Systems Interconnection — Connectipn-
oripntedspresentation protocol: Protocol specification

ISOQ/AEC 8824-1:2008, Information technology — Abstract Syntax Notafion One (ASN. |1):
Specification of basic notation

ISO/IEC 8825-1:2008, Information technology — ASN.1 encoding rules: Specification of Basic
Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules
(DER)

ISO/IEC 8877:1992, Information technology — Telecommunications and information exchange
between systems — Interface connector and contact assignments for ISDN Basic Access
Interface located at reference points S and T

ISO/IEC 9542:1988, Information processing systems — Telecommunications and information
exchange between systems — End system to Intermediate system routeing exchange protocol
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for use in conjunction with the Protocol for providing the connectionless-mode network service
(ISO 8473)

ISO/IEC 9548-1:1996, Information technology — Open Systems Interconnection — Connection-
less Session protocol: Protocol specification

ISO/IEC 9576-1:1995, Information technology — Open Systems Interconnection — Connection-
less Presentation protocol: Protocol specification

IS :
Coannectionless protocol for the Association Control Service Element: Protocol specification

Amendment 1 (1997)

ISQ/IEC ISP 10608-1:1992, Information technology — International Standardized Profile
TAnnnn — Connection-mode Transport Service over Connectionless-mode Network Servicé —
Paft 1: General overview and subnetwork-independent requirements

ISQ/IEC ISP 10608-2:1992, Information technology — International Standardized Profile
TAnnnn — Connection-mode Transport Service over Connectionléss-mode Network Servicé —
P%Z‘ 2: TA51 profile including subnetwork-dependent requireménts for CSMA/CD Local Afea
Neltworks (LANSs)

ISO/IEC ISP 11188-1:1995, Information technology ,—(International Standardized Profilq —
Cammon upper layer requirements — Part 1: Basic connection oriented requirements

ISQ/IEC ISP 11188-3:1996, Information technology — International Standardized Profilq —
Cdmmon upper layer requirements — Part 3: Minimal OSI upper layer facilities

ISO 9506 series, Industrial automation systems — Manufacturing Message Specification

ISO 9506-1:2003, Industrial automation systems — Manufacturing Message Specification —
Paft 1: Service definition

ISO 9506-2:2003, Industfial* automation systems — Manufacturing Message Specification —
Payt 2: Protocol specification

ISQ/ISP 14226-11996, Industrial automation systems — International Standardized Profile
AMM11: MMS«General Applications Base Profile — Part 1: Specification of ACS$E,
Pr¢sentationrand Session protocols for use by MMS

ISQ/ISP \14226-2:1996, Industrial automation systems — International Standardized Profile
AMM11“MMS General Applications Base Profile — Part 2: Common MMS requirements

ISO/ISP 14226-3:1996, Industrial automation systems — International Standardized Profile
AMM11: MMS General Applications Base Profile — Part 3: Specific MMS requirements

IEEE C37.111:1999, |EEE Standard Common Format for Transient Data Exchange
(COMTRADE) for Power Systems

IEEE 754:1985, IEEE Standard for Binary Floating-Point Arithmetic

IEEE 802.1Q:1998, IEEE Standards for Local and Metropolitan Networks: Virtual Bridged
Local Area Networks
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IEEE 802.1D:2004, IEEE Standard for Local and Metropolitan Area Networks: Media access
control (MAC) Bridges

RFC 614, Comments on the File Transfer Protocol, IETF, available at http://www.ietf.org
RFC 640, Revised FTP reply codes, IETF, available at http://www.ietf.org

RFC 768, User Datagram Protocol, IETF, available at http://www.ietf.orgRFC 791, Internet
Protocol — DARPA Internet Program - Protocol Specification, |IETF, available at

httpeloanaww ietf Qrg

RHC 791, Internet Protocol — DARPA Internet Program — Protocol Specification, IETF,
available at http://www.ietf.org

RHC 792, Internet Control Message Protocol — DARPA Internet Program” — Protogol
Spgcification, IETF, available at http://www.ietf.org

RHC 793, Transmission Control Procedure — DARPA Internet~ Program - Protogol
Spgcification, IETF, available at http://www.ietf.org

RHC 826, An Ethernet Address Resolution Protocol or~ Converting Network Protopol
Addresses to 48.bit Ethernet Address for Transmission on Ethernet Hardware, IETF, availaple
at http://www.ietf.org

RHC 894, A Standard for the Transmission of IP datagrams over Ethernet Networks, IETF,
available at http://www.ietf.orgRFC 919, Broadcastinig Internet Datagrams, IETF, available| at
http://www.ietf.org

RHC 922, Broadcasting Internet Datagrams’ in the presence of subnets, IETF, available| at
http://www.ietf.org

RHC 950, Internet Standard Subnetting Procedure, IETF, available at http://www.ietf.org

RHC 1006, /SO Transpart Service on top of TCP: Version 3, IETF, available |at
http://www.ietf.org

RHC 1112, Host Extensions for IP Multicasting, IETF, available at http://www.ietf.org

RHC 1122, Requirements for Internet Hosts — Communication Layers, IETF, available|at
http://www.igif-org

RHC 1128, Requirements for Internet Hosts — Application and Support, IETF, available| at
http:fwww.ietf.org

RFC 4330, Simple Network Time Protocol (SNTP) Version 4 for IPv4, IPv6 and OSI, IETF,
available at http://www.ietf.org
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COMMISSION ELECTROTECHNIQUE INTERNATIONALE

RESEAUX ET SYSTEMES DE COMMUNICATION
POUR L’AUTOMATISATION DES SYSTEMES ELECTRIQUES -

Partie 8-1: Mise en correspondance des services
de communication spécifiques (SCSM) -
Mises en correspondance pour MMS

(1ISO 9506-1 et ISO 9506-2) et pour I'ISO/CEI 8802-3

AVANT-PROPOS

La Commission Electrotechnique Internationale (CEI) est une organisation mondialé, "de normalisa
composée de l'ensemble des comités électrotechniques nationaux (Comités nationaux.de la CEIl). La CH
pour objet de favoriser la coopération internationale pour toutes les questions de/normalisation dans
domaines de I'électricité et de I'électronique. A cet effet, la CEl — entre autres activités — publie des Norr
internationales, des Spécifications techniques, des Rapports techniques, des-Spécifications accessibles
public (PAS) et des Guides (ci-aprés dénommés "Publication(s) de la CEI"). lleur’élaboration est confiée a
comités d'études, aux travaux desquels tout Comité national intéressé par le sujet traité peut participer.
organisations internationales, gouvernementales et non gouvernementalesy’en liaison avec la CEl, particip
également aux travaux. La CEI collabore étroitement avec I'Organisation _Internationale de Normalisation (IS
selon des conditions fixées par accord entre les deux organisations:
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Les décisions ou accords officiels de la CEl concernant les questions techniques représentent, dans la megure

du possible, un accord international sur les sujets étudiés, étant"donné que les Comités nationaux de la
intéressés sont représentés dans chaque comité d’études.

Les Publications de la CEIl se présentent sous la forme\de recommandations internationales et sont agré
comme telles par les Comités nationaux de la CEIl. Tous.les efforts raisonnables sont entrepris afin que la
s'assure de I'exactitude du contenu technique de se$.publications; la CEl ne peut pas étre tenue responsg
de I'éventuelle mauvaise utilisation ou interprétation qui en est faite par un quelconque utilisateur final.

Dans le but d'encourager I'uniformité internationale, les Comités nationaux de la CEl s'engagent, dans tout
mesure possible, a appliquer de fagon tramsparente les Publications de la CEl dans leurs publicati
nationales et régionales. Toutes divergénces entre toutes Publications de la CEl et toutes publicati
nationales ou régionales correspondantes doivent étre indiquées en termes clairs dans ces derniéres.

La CEl elle-méme ne fournit aucune\attestation de conformité. Des organismes de certification indépend3
fournissent des services d'évaluation de conformité et, dans certains secteurs, accédent aux marques
conformité de la CEIl. La CEl\.n'est responsable d'aucun des services effectués par les organismes
certification indépendants.

Tous les utilisateurs doiyent s'assurer qu'ils sont en possession de la derniére édition de cette publication.

Aucune responsabilité\ne doit étre imputée a la CEIl, a ses administrateurs, employés, auxiliaires
mandataires, y compris ses experts particuliers et les membres de ses comités d'études et des Com
nationaux de la, CE}, pour tout préjudice causé en cas de dommages corporels et matériels, ou de tout a
dommage de quelque nature que ce soit, directe ou indirecte, ou pour supporter les colts (y compris les f
de justice) €tles dépenses découlant de la publication ou de I'utilisation de cette Publication de la CEI ou
toute autrfe Publication de la CEl, ou au crédit qui lui est accordé.

L'attention est attirée sur les références normatives citées dans cette publication. L'utilisation de publicati
référencées est obligatoire pour une application correcte de la présente publication.

CEI

Bes
CEI
ble

b la
bns
bns

nts
de
de

ou
tés
tre
ais
de

bns

| ‘attention est attirée sur le fait que certains des éléments de la présente Publication de |la CFl peuvent f;

hire

I'objet de droits de brevet. La CEl ne saurait étre tenue pour responsable de ne pas avoir identifié de tels droits

de brevets et de ne pas avoir signalé leur existence.

La Norme internationale CEI 61850-8-1 a été établie par le comité d’études 57 de la CEl:
Gestion des systémes de puissance et échanges d’informations associés.

Cette deuxieéme édition annule et remplace la premiére édition, parue en 2004. Elle constitue
une révision technique.

Les principales modifications apportées a I’édition précédente sont les suivantes:

la prise en charge d’Ethernet gigabit,

la redondance de couche liaison,
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